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1. Introduction

Rapid developments and technological advances have enriched both mobile
technology and the social media. Due to the latter two, users can create their own
content and share it with other people through social networks (e.g., Facebook,
Youtube, Flickr) anytime and anywhere. Therefore, the use of the current
Internet is dominated by the content distribution and retrieval of a substantial
amount of digital content, resulting in data growth on a huge scale. According to
the International Telecommunication Union (ITU) 1, the total number of users
in the Internet has reached 3.58 billion and the global mobile data traffic is
set to surpass 49 exabytes per month in 2021, up from 7 exabytes per month
as of 2016. In addition, as of the fourth quarter of 2016, the number of active
mobile users was 1.86 billion, accounting for almost half of the Internet users
worldwide.

Considering this scale of growth, content providers endeavor to increase the
availability of their content and reduce latency from the end user’s perspective.
Subsequently, Content Delivery Network (CDN) and peer-to-peer (P2P) appli-
cations have emerged in speeding up the delivery of content on websites with
high traffic. CDN is an approach where distributed web services deliver the
content based on the geographic locations of the users, the origin of the content
and the content delivery server. While CDNs are widely deployed and used in
commercial organizations, different CDN providers and P2P applications rely on
proprietary solutions [3]. Information Centric Networking (ICN) is an approach
to evolve the current Internet to support the CDN principles by introducing
named content as a network primitive. The driving paradigm in ICN is that
everything is information and information is everything. ICN allows user to re-
trieve a particular content regardless of any reference to the physical location of
the content. Similar feature can also be seen in CDNs and P2P applications that
provide location independent content access and can reduce content retrieval
time and bandwidth demand. The functionality of CDN remains in overlay on
top of the underlying network function. In contrast, the content distribution
and retrieval in ICN can be implemented on top of Layer 2 or Layer 3 protocols

1https://www.statista.com/statistics/273018/number-of-Internet-users-worldwide/
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by providing content naming, in-network caching and corresponding transport
services. However, CDN approaches are mostly unicast, since the underlying
Internet architecture is designed with point-to-point connectivity between two
hosts. In the case of content broadcasting (e.g., TV, online streaming and radio
channels), where many people are interested in the same content, multicast
is more efficient than unicast. To support multicast, IETF standardized IP-
multicast [4, 5]. However, the deployment and management of the IP-multicast
from the current protocol architecture are difficult and require changes at the
network layer [6, 7]. Furthermore, disseminating different parts of a content in
parallel from multiple sources is a challenge and requires application/service
specific overlay mechanism in the current Internet. In contrast, ICN allows
content retrieval in parallel from multiple sources at network level and reduces
the retrieval time. During the last decade, there have been several research
proposals for ICN (e.g., CCN [1], DONA [8], PURSUIT/PSIRP [9], POINT [2],
NetInf [10]). All these proposals may differ in their architectural design, but
follow the ICN principles.

1.1 Motivation

Towards Disruption Tolerant ICN

While users generate a huge amount of Internet traffic, mobile communication
devices require wireless access through a fixed network infrastructure to gener-
ate their own content and share with others. There are exceptional situations,
however, where mobile devices may have limited access to the Internet services.
For instance, populations living in remote/rural areas are sparsely distributed
and the available bandwidth and network coverage is limited. In addition, the
network infrastructure in urban areas can be affected by natural disasters like
hurricanes, earthquakes, or tsunamis. For instance, an enormous earthquake
hit Northeastern Japan (Tohoku areas) on March 11, 2011, and caused extensive
damage including network blackouts, fires, tsunamis and a nuclear crisis. In
these scenarios, the users may experience a significant reduction of network ser-
vices. In the ICN baseline scenario [11], delay/disruption tolerance is considered
as a key performance indicator for the evaluation, testing and comparison of dif-
ferent ICN proposals while showcasing their own advantages. In such scenarios,
mobile devices can be exploited to form a peer-to-peer network. The same sce-
nario is also addressed in host centric Delay-tolerant networking (DTN) [12, 13]
architecture to handle long delay paths, frequent unpredictable disconnections
and network partitions. DTN provides a flexible and resilient protocol in the
case of a delay/disruption network; it is based on a store-and-forward model
utilizing persistent storage that is well distributed throughout the network. All
data is cached in the network until an opportunistic contact becomes available
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to forward the data. In particular, content based routing has been explored in
DTN architecture [14]. Interestingly, DTN and ICN share some commonalities
in their design, e.g., in-network caching and late binding. We, therefore, envision
that integrating DTN architecture in ICN has a great potential to improve the
efficiency of ICN in a fragmented network.

The delay/disruption tolerance of ICN architecture in a fragmented network
has become a crucial issue. The primal goal of this thesis is to propose the design,
implementation, and evaluation of the network protocol stack that will lead
towards the development of a disruption tolerant ICN. Furthermore, we propose
a system model of demonstrating how to make use of mobile users in content
delivery for better performance in an infrastructure network which runs ICN
in its core network. In this thesis, we present elaborative solutions to achieve
these goals.

Information Centric Networkin in IoT

In addition to the aforementioned DTN scenario, we also consider the potential of
ICN architecture in the domain of the Internet of Things (IoT). IoT is expected to
interconnect billions of (usually constrained) devices that generate vast amounts
of information. Significant research efforts have been devoted to enable smart
devices to connect to the Internet, share information, and consume services.
IoT is increasingly relying on data and information rather than on end-to-end
communications, which could ultimately lead to the adoption of ICN architecture
and principles. However, considering IoT scenarios from the ICN perspective, the
most dynamic and heterogeneous challenges may arise. First, the information
exchanged in IoT environment is heterogeneous. During the last decade, many
custom proprietary solutions have been developed and deployed in multitude of
the IoT use cases, however, the lack of interoperability among these solutions
exposes a major challenge. Second, many of the IoT devices have limited battery
capabilities and, therefore, networking and computing capabilities of the IoT
devices have to be energy efficient to perform long-life operation. Third, the
ICN approach in IoT requires not only the re-design of networking protocols
but also the modification of legacy Internet applications. Such radical changes
to every network layer are an overwhelming barrier to the adoption of ICN.
With this in mind, the POINT project [15] proposes a revolutionary approach
to ICN adoption: it postulates an individual ICN operator that uses network
attachment points that translate legacy IP applications traffic to ICN, i.e., the
endpoints are oblivious to ICN. In the POINT project, we have considered
Constrained Application Protocol (CoAP) which plays an important role in the
Internet of Things (IoT) and in Machine-to-Machine (M2M) communications as
well as in various security abstractions. The CoAP and its extensions, such as
CoAP observe and group communication, offer the opportunity for developing
novel IoT applications. Despite its potential, a full-fledged CoAP deployment on
the resource constrained devices poses great challenges [16]. For example, in
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order to support delay-tolerant messaging or publish-subscribe communication
(i.e., CoAP observe), CoAP servers should maintain extensive state of CoAP
clients and require significantly higher processing capabilities. In addition, RFC
7390 [17] suggests that CoAP group communication could be implemented by
using IP multicast, with DNS mapping of group names (included in the CoAP
URI requests) onto the appropriate IP multicast address. For this approach,
CoAP servers should implement IP multicast and, for each group, a specific IP
multicast address should be assigned. Therefore, the resource constrained IoT
devices need to allocate more resources for a DNS client implementation. The
main goal of the POINT project is to tackle these issues by utilizing the inherent
features of the ICN architecture.

In this thesis, we will present the design, implementation and evaluation of
CoAP handler which provides transparent CoAP services to IoT devices through
an ICN core network. The CoAP handler is implemented by the Network
Attachment Points (NAPs) that performs translations between the existing IP-
based CoAP protocol and appropriately named objects within the ICN core on
both edges of the core. In addition, we demonstrate how CoAP traffic over an
ICN network can unleash the full potential of CoAP, shifting both overhead and
complexity from the (constrained) endpoints to the ICN network.

1.2 Research Questions and Scope

In this thesis, we consider the potential of the ICN architecture to improve the
efficiency of content distribution and retrieval of specific content in the DTN
network and vice versa. The main goal of this task is to design, implement, and
evaluate a network protocol stack towards creating a disruption tolerant ICN.
In addition to the DTN domain, we explore the potential of the ICN architecture
in improving the overall network performance in IoT. The primary goal of this
task is to design, implement, and experiment with a system architecture that
will provide the CoAP services through the ICN network. In the following, we
elaborate the research questions, scope, methodology and our own contributions.

1.2.1 Information Centric Architecture in DTN

RQ 1. How can content distribution and forwarding be performed efficiently in
DTN? This research question poses more questions:

a. Can we rely on ICN to provide services in the fragmented network? If
yes, what is the potential of DTN architecture in improving the efficiency
of content delivery of ICN architecture?

b. On the other hand, if the answer is no, what will be the required
modifications of ICN in order for it to be functional in a DTN environment
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and how can we evaluate the protocol stack?

RQ 2. What is the potential of using mobile devices in improving the efficiency
of content delivery in the ICN network? How can the content-centric DTN
mechanisms be utilized in such a case?

It is quite evident that we need a network architecture (beyond the cellular,
wireless, etc.) that is capable of exchanging data even when there is no end-
to-end path between a source and destination, or when the end-to-end paths
incur a significant amount of delay. DTN architecture was devised for this
scenario based on the store-carry-and-forward model by utilizing persistent
storage. The Bundle protocol specification [18] provides the detailed design
of the DTN architecture. The key concepts of the Bundle protocol, such as
persistent storage, late binding, asynchronous communication, etc., seem useful
for content distribution and forwarding requested data to the users in ICN
architecture while considering network disruption. In addition, the multitude
of the network interfaces2 in modern mobile devices allows DTN mechanisms
to work in parallel with conventional ones. For instance, mobile users who
are connected to the Internet via the cellular interface can also use the WiFi-
direct interface to exchange messages with their neighbours. We envision that
utilizing mobile devices in content delivery has a great potential in improving
the efficiency of ICN network.

1.2.2 Information Centric Architecture in IoT

RQ 3. How can ICN architecture be utilized for a system that exposes IP-based
IoT services while harnessing the benefits of ICN within its network
operations?

RQ 4. How can CoAP traffic over an ICN network unleash the full potential of
the CoAP and its extensions (e.g., group communication, observing IoT
resources), shifting both overhead and complexity from the constrained
endpoints to the ICN network?

The POINT project [15] proposes a radical approach to ICN adoption: it
postulates an individual ICN operator that uses network attachment points
(NAP) that translate legacy IP applications traffic to ICN, i.e., the endpoints are
oblivious to ICN. Therefore, one goal of the task is to explore how the Constrained
Application Protocol (CoAP) can benefit from the POINT architecture, as well as
how a network operator that offers CoAP connectivity can benefit from ICN.

2Bluetooth has a coverage radius of some tens of meters, WiFi-direct of a few hundreds
and the soon-to-be-available LTE-direct is expected to have a coverage radius of half a
kilometer.
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1.3 Methodology

We performed extensive background research on the existing ICN proposals to
understand their delay/disruption tolerance characteristics from the architec-
tural point of view. The background research also continued to focus heavily
on the host centric DTN architecture. Based on this study, we found the po-
tential for integrating DTN architecture into ICN. To validate this statement,
we designed and implemented a protocol stack integrating CCN and DTN. The
implementation used CCNx [19] and DTN23 open source reference implementa-
tions. We deployed our prototype in six virtual machines using Ubuntu release
12.04.

We also designed a content centric framework and forwarding mechanism
on top of the DTN architecture. To evaluate the concept, we implemented the
framework in the Opportunistic Networking Environment (ONE) simulator
and evaluated it thoroughly with different DTN routing strategies and mobility
models. Our experiment used two mobility models: a Map based mobility
model and the well-known Random Way Point (RWP) mobility model. The Map
based movement model limits the node movements to actual streets provided
by the map of the Helsinki city. Users move with realistic speed along the
shortest available paths between different points of interests (POIs) and random
locations.

To explore the potential of utilizing mobile users in improving the efficiency
of content delivery, we designed a system model considering ICN core network,
cellular access point and mobile user i.e., the ecosystem examined was a Multi-
hop Cellular Network based on the ICN. The system model was implemented
in ONE simulator and experimented using a large scale simulation. We also
developed key performance indicators (KPI) to validate the concept. We imple-
mented the result processing tool in the core of the ONE simulator. We also
implemented post processing tools to extract the value of our KPI from the large
scale simulation reports.

In IoT related work, we designed and implemented a proxy which transpar-
ently supports CoAP and the CoAP extensions over ICN. We implemented a
minimal version of RFC 7252 in C++ for the protocol translation. We also de-
signed and implemented efficient algorithms for the CoAP observe extension.
The CoAP observe enables a CoAP client to observe a resource hosted in a IoT
device through a simple publish/subscribe mechanism. The CoAP client registers
witht he CoAP server for a particular resource. If the server accepts the registra-
tion, it asynchronously pushes notifications of the resource state changes to the
interested clients and follows a best-effort approach to guarantee the eventual
consistency of the observed state and the actual state of the resource.

To test our solution, we constructed an IoT testbed which was connected to
the existing POINT testbed through a Network Attachment POINT (NAP). The

3http://www.dtnrg.org/wiki/code
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POINT testbed connects all partners of the POINT project throughout Europe
using OpenVPN. The POINT overlay testbed was based on the Blackadder
ICN platform. The IoT testbed consisted of sensors attached to single-board
computers, such as Nucleo boards with ELL-i4 Ethernet NICs and the RIOT
operating system 5 as well as Raspberry Pis6. These single-board computers
run a CoAP server. The experiments proved that the designed architecture
performs as well as we expected and helps to decrease the required computation
complexity, communication overhead, and state management of the CoAP server.

1.4 Contributions

This thesis summarizes six publications and addresses the proposed research
questions. The contribution of the publications are elaborated as below:

Information Centric Architecture in DTN

In Publication I, we explore the potential of utilizing DTN architecture in ICN to
improve the disruption tolerance (e.g., large RTT, network partitioning) of ICN
in a fragmented network. At first, we perform extensive background studies of
the existing Information Centric Networking (ICN) approaches towards disrup-
tion tolerance, alongside the limitations of these approaches in Delay Tolerant
Networking (DTN). This study is briefly presented in this Publication. Based on
this study, we propose a protocol stack integrating DTN in CCN architecture.
The protocol stack is implemented using CCNx [19] and DTN27 open source ref-
erence implementation. Furthermore, we discuss the feasibility of the prototype
and propose possible enhancements for future work.

Publication II presents the design, implementation, and evaluation of CIDOR,
a content-centric DTN architecture for a disaster scenario. CIDOR is a content
centric framework on top of the DTN architecture. For this, we introduce a new
data structure for request aggregation and duplicate suppression. This data
structure is also utilized to send a response back to the requester. In addition,
we also design a control plane in CIDOR to enable the host centric DTN to
operate in content centric fashion. CIDOR is evaluated thoroughly using large
scale simulation with different classes of the DTN routing strategies in different
mobility scenarios to demonstrate the feasibility of such architecture in the DTN
environment.

Publication III investigates the potential of using mobile devices in improving
the performance of content delivery in the ICN network. To achieve this, we
integrate the concept of Publication II in the native CCN and also explain the

4https://ell-i.org/
5https://riot-os.org/
6https://www.raspberrypi.org/
7http://www.dtnrg.org/wiki/code
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necessary required modifications in the conventional CCN mechanism at the
edge node so that CCN can utilize the opportunistic communications among
the mobile users. In addition, we introduce a new additional data structure
which keeps track of the user who has satisfied the request. This architecture
is implemented in the ONE simulator to evaluate the concept. The simulation
result shows that caching on mobile devices and cellular access points can
improve the content retrieval time by more than 50%, while the proportion of
the requests that are delivered from other mobile devices can be more than 75%
in many cases.

Information Centric Architecture in IoT

Publication IV considers the Constrained Application Protocol (CoAP) [20] for IoT
and discusses how ICN can provide benefits to both network operators and CoAP
applications. It presents various CoAP specific communication scenarios through
ICN and highlights how the use of ICN has the potential in improving the IP-
based CoAP protocol, i.e., it minimizes the state management and complexity at
CoAP endpoints, simplifies the implementation of CoAP protocol, and reduces
the communication overhead in the network.

Publication V presents the design and implementation of CoAP observe [21]
over ICN. The CoAP observe extension allows the CoAP clients to observe
resources and receive a notification everytime their state changes (i.e., very
similar to the publish-subscribe communication paradigm). Nevertheless, We
also design efficient algorithms for request aggregation in the case of multiple
clients interested in the same resource hosted in an IoT device. We also provide
qualitative analysis on how the CoAP can benefit from ICN as well as how a
network operator that offers the CoAP connectivity can benefit from ICN by
leveraging the multicast capabilities of the ICN. The solution enables the use of
legacy IP-based devices, for instance, the existing CoAP endpoints can transpar-
ently access the resources hosted in IoT devices through the intermediate ICN
network.

Publication VI presents the design, implementation, and experiment of the
CoAP handler which provides transparent CoAP services (e.g., CoAP observe,
group communication [17]) to the IoT device through the ICN core network. The
CoAP services include the support of the communication scenarios presented in
Publication II and CoAP observe support presented in Publication III. We test
our solution in Mininet8 environment to demonstrate the applicability of the
CoAP handler in the network.

8http://mininet.org/
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1.5 Structure

Chapter 2 presents the background and the related work of Information centric
networking in the domain of Delay Tolerant Networks (DTN) and Internet of
Things (IoT) environment. Chapter 3 and Chapter 4 summarizes the contribu-
tions of this work in DTN and IoT respectively. Chapter 5 concludes the thesis.
The original papers are attached at the end.
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2. Background and Related Works

This thesis concerns the Information Centric Networking for the challenged
environment (e.g., DTN, IoT). In this chapter, we briefly outline Content Centric
Networking and Delay Tolerant Networking architectures, which are the relevant
background of Publication I, II and III. We also briefly describe publish/subscribe
based ICN architecture and the Constrained Application Protocol, which are the
relevant background of Publication III, IV and V. Finally, we present the related
work of this thesis.

2.1 The Constrained Application Protocol

The Constrained RESTful Environments (CoRE) working group has designed
and developed Constraint Application Protocol (CoAP) [20] which is intended to
operate in constrained IP networks and provides RESTful services in constrained
devices. The CoAP interaction model is similar to the client/server model of
HTTP: a CoAP client issues a request message to a server and if the CoAP
server is able to serve the request, it responds to the requesting client with a
response code and the payload. Unlike HTTP, CoAP requests and responses are
exchanged asynchronously, on top of an unreliable datagram oriented transport
protocol (e.g., UDP).

The CoAP message is compact and encoded in a simple binary format. The
message format starts with a fixed size 4-byte message header, followed by a
variable length (0 to 8-bytes) token, a sequence of zero or more CoAP options in
Type-Length-Value format, and optionally followed by a payload. Each message
also contains a 16-bit message ID which is included in the message header. The
token correlates a response with a request, along with the additional address
information of the corresponding CoAP endpoint. A CoAP client generates the
token for a request message and the server uses the same token in the response.
The message ID is used to detect message duplicates.

CoAP operates under a simple framework consisting of the following two layers
on top of UDP: the Messaging layer and the Request/Response layer (Figure 2.1).
The messaging layer handles the asynchronous nature of communication and
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Figure 2.1. Abstract layering of CoAP.

deals with UDP. The messaging model supports four types of messages: CON
(confirmable), NON (non-confirmable), ACK (Acknowledgement), RST (Reset).
The CON message is used to provide a lightweight optional reliability to the
CoAP protocol. The retransmission timer of the CON request message uses
a default timeout and exponential back-off between retransmissions until the
recipient sends an ACK with the same message ID. If a CON request message
can not be answered, the recipient sends RST message instead of ACK.

The request/response layer lies on top the messaging layer and deals with
request/response message. The CoAP request and response semantics are
included in CoAP messages using Method or Response code, respectively. If
a CoAP client sends a CON request message to a CoAP server, the response
message is generated by the CoAP server with type ACK and sent to the CoAP
client immediately. The response data is carried in the ACK, which is called a
piggybacked response. If the CoAP sever is not ready to respond immediately, it
sends a response message with an empty ACK. If the client receives the empty
ACK, it stops retransmitting the same request. When the response is ready, the
server sends it in a new CON message which requires ACK from the client.

In many M2M applications, constrained devices sleep for a long period of
time and maintain sporadic connectivity. In such situations, direct discovery of
resources is not feasible. To overcome this situation, CoAP allows the discovery
of resources exploiting a separate entity called the Resource Directory (RD),
which stores the descriptions of resources hosted on CoAP servers. CoAP servers
register resources to the RD with standardized resource descriptions via the
well known relative URI “/.well-known/core”. To discover the resources, CoAP
clients need to issue a GET request on that URI.

CoAP supports group communication [17]. The underlying mechanism of
CoAP group communication is sending a single CoAP message to a specific
group of devices by exploiting UDP/IP multicast for the requests and unicast
UDP/IP for the responses. A CoAP group is created by a set of CoAP servers,
where each server is configured to receive CoAP group communication requests
destined to the group’s associated IP multicast address. A CoAP group name to
IP multicast address mapping is added to the appropriate DNS servers. A CoAP
server may be a member of multiple groups and dynamically change over time.
A CoAP client that wants to send a CoAP request performs a DNS resolution
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and learns the IP multicast destination address for the request. The requests
and responses in CoAP group communication are non-confirmable. CoAP groups
and the membership of a group can be discovered via the lookup interfaces in
the Resource Directory (RD), which stores the link to resources hosted on other
CoAP servers. The group membership of a CoAP endpoint can be pre-configured
before deployment or programmed to discover its group membership using a
specific service discovery technique such as DNS-based Service Discovery.

CoAP observe is described in [21] as an extension to the CoAP protocol. CoAP
observe enables client to observe a resource through a simple publish/subscribe
mechanism. With this, the server asynchronously forwards the notification of
state changes of the resource for which the client is interested in and follows
a best-effort approach to guarantee the eventual consistency of the observed
state and the actual state of the resource. Compared to HTTP, observe extension
to CoAP protocol can significantly reduce communication overhead in terms of
bandwidth requirements and number of messages transmitted.

The CoAP protocol also supports intermediaries and caching of responses.
CoAP inherits many properties of HTTP, for example, it can benefit from the
concepts of Forward-Proxy and Reverse-Proxy. A Forward-Proxy sends a request
to the server on behalf of a client. For this, the Forward-Proxy needs to be
configured to perform requests on behalf of the client. In contrast, a Reverse-
Proxy is transparent to the client. The Reverse-Proxy behaves as if it were the
origin server.

2.2 Delay Tolerant Architecture

The Delay-tolerant networking (DTN) [12, 13] is an initiative that introduces an
architecture for a challenged environment which is particularly specified by long
delay paths, sporadic connections, and network partitions. DTN is originally
designed for the Interplanetary Internet (IPN), which mainly focused on a deep
space communication system in high delay environment. The evolution of the
DTN architecture and protocols has enriched the DTN use cases, such as mobile
ad hoc networks, vehicular networks, sparse sensor networks, and networking in
developing or rural areas. In addition, the network infrastructure in urban areas
can be affected by natural disasters like hurricanes, earthquakes, or tsunamis.
For instance, an enormous earthquake hit Northeastern Japan (Tohoku areas)
on March 11, 2011, and caused extensive damage including network blackouts,
fires, tsunamis and a nuclear crisis. In these scenarios, the users may experience
a significant reduction of network services. In such scenarios, mobile devices
can be exploited to form a peer-to-peer network, where DTN architecture can be
utilized to transport data.

The DTN architecture is based on the overlay on top of the existing underlying
Layer 2 and Layer 3 protocols. The introduction of such overlay handles delays
and disruptions at each DTN node in a path between a sender and a receiver. The
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(a) (b)

Figure 2.2. The DTN architecture: (a) the position of bundle layer in the standard network
protocol stack, (b) the components of the Bundle protocol.

fundamental design principle of the DTN architecture follows store-carry-and-
forward model utilizing persistent storage that is well distributed throughout the
network. All data are temporarily stored in the network until an opportunistic
contact is available to forward data. Consequently, DTN architecture provides a
flexible and resilient protocol for such networks. It weakens the necessity of a
stable connection between source and destination that TCP and other standard
Internet transport protocols require for a reliable data communication.

The protocol stack used in DTN architecture is referred to as the Bundle
Protocol (BP) [18]. The location of the stack is shown in Figure 2.2a. BP provides
asynchronous communication along with the use of an underlying Convergence
Layer Adapter (CLA) (TCP, UDP, Bluetooth, etc.). The CLA provides interface
between bundle layer and the existing underlying protocol. Figure 2.2b presents
the components of the Bundle protocol. The key component of the BP is bundle
protocol agent (BPA) which offers the BP services and is responsible for forward-
ing the messages between the DTN nodes. A CLA sends and receives bundles
on behalf of the BPA. DTN application is a component that utilizes the bundle
protocol services to effect communication for some definite application specific
purposes. The DTN application component constructs, requests transmission of,
accepts delivery of, and processes application specific data. The only interface
between the BPA and the DTN application is the BP service interface.

In DTN, an application can send data of arbitrary size known as Application
Data Units (ADUs). The BP transforms the ADUs into one or more Protocol Data
Units (PDUs). The PDU is as a bundle which is forwarded by the DTN nodes. In
general, a bundle contains two or more blocks of data in a defined format. Each
block may contain either application data or other metadata used to deliver the
bundle to its destination(s). At least two block structures are required to form a
bundle: a primary bundle block and payload block. The Primary bundle block
contains source/destination information on a bundle and the expiration time
(time-to-live). The Bundle protocol supports the extension to the primary bundle
block which allows specifying application specific metadata information.

In Internet architecture, routing is the process by which one router sends
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packets to another router by means of routing protocols which decide the ap-
propriate path for the packet based on some simple metric (e.g., latency, the
number of hops). The fundamental objective of the DTN routing component
is to increase the bundle delivery ratio and to reduce the delivery delay. In
DTN literature, there exists various DTN routing strategies, such as message
replication, discovery of the contact probabilities among nodes, and network
coding. The DTN routing schemes also utilize the information on locally collected
knowledge about node behavior (e.g., contacts history) to predict future contact
opportunities. Complex network analysis [22] (CNA) provides a more generic
and powerful tool to formulate and solve the problem of future contact prediction
in DTNs.

2.3 Information Centric Architecture

The Information Centric Networking (e.g., CCN [1], DONA [8], PURSUIT/P-
SIRP [9], POINT [2], NetInf [10]) emerges as a paradigm shift from the host
centric conventional Internet. The driving paradigm in ICN is that everything
is information and information is everything. It supports the retrieval of a
particular content regardless of the physical location of the content. All ICN
representatives share the following key features:

• In-network caching, i.e., the data is cached within the transport network.

• Content based addressing, i.e., addressing scheme is based on content names
rather than pointing to a specific location.

• Content based security, i.e., ICN secures the content itself rather than com-
munication channel.

2.3.1 Content Centric Architecture

Among all the ICN proposals, the Named Data Networking (NDN) and Content-
Centric Networking (CCN) have been gaining more and more interest due to
its architectural design. Both CCN and NDN follow the same design principles
described in [1]. We use the abbreviation CCN to refer to the content centric
architecture in the remainder of this thesis.

The CCN supports two types of messages: Interest and Data. In the rest of the
thesis, both Data and Response has the similar meaning and are used back and
forth. In CCN, names are hierarchically structured composed of a number of
variable-length components. Each component is separated by “/ ” in the usual
URI like representation. The name component may also have a version number
to label the temporal evolution of the content and a sequence number to label
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Figure 2.3. Three key data structures of a CCN node engine: Content Store, Pending Interest
Table (PIT) and Forwarding Information Base (FIB). [1].

many chunks of a large content object. The example of a content name looks as
follows:

ccnx://aalto.fi/videos/presentation.mpg/_version/_sequence1

This hierarchical naming scheme allows applications to represent the relation-
ships of different versions of content components. Nevertheless, CCN names
are opaque to the network, which allows each application to choose a suitable
naming scheme. Thus CCN naming scheme can evolve independently from the
network.

The routing and forwarding functions of the CCN are based on names. For
this, every CCN node maintains three data structures (Figure 2.3):

Forwarding Information Base (FIB): FIB contains the forwarding entries
to forward Interest packets toward potential source(s). A forwarding entry
may have a list of outgoing interfaces rather than a single one so that
Interest packet can be forwarded through multiple interfaces in parallel.

Pending Interest Table (PIT): PIT stores the unsatisfied interests which are
forwarded upstream. Each PIT entry records the interface on which the
interest packets were received. Data packet follows the chain of PIT
entries back to the requesting user(s). The PIT table is also used to detect
the duplicate interests and suppress forwarding the duplicates of interest
messages received over the same interface.

Content Store (CS): CS stores the data packet as long as possible and discards
the data in the case of cache overflow (LRU, LFU or any other replacement
policies).
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CCN can utilize the conventional link state and distance vector routing algo-
rithms (e.g., OSPF, BGP) to propagate the name prefix announcements across
the network. The announcement of name prefixes is used to construct the
forwarding entries of the FIB table.

The CCN communication is consumer driven, i.e., a consumer issues an Interest
packet destined for the content source based on the information stored in the
FIB. Upon reception of an interest, a node first checks its CS for the matching
content. If there exists a Data packet in the CS, the Data packet is returned and
the Interest packet is dropped. If the Data packet is not found in the CS, the
node checks its PIT table. If there is a matching entry in the PIT, the node adds
the arrival interface in that entry and the Interest packet is dropped. This is
how the existing PIT entry suppresses the similar interests received over the
same interface. CCN includes a randomly generated number, known as Nonce,
to detect duplicates and the forwarding loop. Otherwise, the node forwards the
Interest packet to the interface(s) based on the FIB table until the Interest packet
reaches a content source. The matching of interest names to FIB entries is based
on longest prefix matching. If no entry is found in the FIB, the Interest packet is
dropped. The CCN interest message that is not satisfied within a reasonable
amount of time is retransmitted. As CCN senders are stateless [1], the consumer
is responsible for re-expressing interest, but only if the interest is not satisfied.

2.3.2 Publish/Subscribe Architecture

PSIRP/PURSUIT [9, 23] architecture is publish/subscribe based Internet tech-
nology which replaces IP protocol stack with a publish-subscribe protocol stack.
This architecture divides the core network functions into a control and data
plane. At the control plane, the architecture has Topology Manager (TM) which
creates a distributed awareness of the whole network topology. The TM discovers
the network topology by executing a distributed routing protocol, e.g., OSPF [24].
On top of the topology management, the architecture has Rendezvous (RV) sys-
tem which takes the responsibility of matching between the publishers and
subscribers. Whenever the RV finds a matching between the publisher(s) and
subscriber(s), it requests the topology manager to create a logical information
delivery tree from the publisher(s) to the subscriber(s). The data plane finally
takes the responsibility of Forwarding (FW) functionality to perform the actual
data transfer.

In PURSUIT, contents are organized using scopes, with an identification
structure that provides hierarchically organized information [23]. Each content
object is identified by a unique pair of identifiers: Rendezvous Identifier (RId)
and Scope Identifier (SId). Scope groups a set of related content objects. Scopes
can be nested in another scope. The scoping structure of content items forms a
Directed Acyclic Graph (DAG) as shown in Figure 2.4. Leaf node represents a
content item, which is denoted by RId. Content items may belong to multiple
scopes. Therefore, each content item is denoted by a sequence of SIds and a
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Figure 2.4. Content objects scoping.

single RId.
To publish a new content, publishers have to use two identifiers: a unique

label for every piece of content referred to as rendezvous identifiers (RId) and
scope identifiers (SId). The publishers also need to locate the rendezvous nodes
that are responsible for managing a scope and playing the role of rendezvous
point. The rendezvous function is implemented by a collection of rendezvous
nodes (RN) referred to as Rendezvous Network. The rendezvous network is
implemented as a hierarchical DHT [25, 26]. The publication of a content item is
routed by the DHT to the RN which is assigned with the corresponding SId. The
subscription of the same content object is routed to the same RN. The RN then
informs a TM to create a path between the publisher and subscriber. Finally the
TM sends the path information to the publisher to forward the content object.

The actual forwarding path is a series of links between forwarding nodes. Each
link is denoted by a name referred to as Link Identifier (LId). The forwarding
function follows the Bloom-filter mechanism [27, 28]. When the TM receives a
request from the RV to determine a forwarding tree for a particular publication,
it first creates a logical delivery tree using the network topology and the locations
of the publishers and subscribers. Based on the delivery tree, the TM constructs
Forwarding identifiers (FId) by encoding LIds into them. The resulting Bloom
filter from the encoding LIds is included in each data packet. During data
transport, the forwarding decision of each forwarding node along the path is
based on a binary AND and comparison mechanism. The comparison mechanism
compares the local outgoing LIds against the Bloom filter included in the packet
header. If there is a positive match, the data packet is forwarded over the
corresponding link. This forwarding mechanism achieves multicast delivery
within the overall network topology.

2.3.3 POINT Architecture

Instead of dictating a clean-slate end-to-end ICN architecture, which would be
very challenging to deploy, POINT allows standard IP traffic to be run over an
ICN core network in a more efficient way [15]. To achieve this, the POINT archi-
tecture (Figure 2.5) provides a number of handlers implemented by the Network
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Figure 2.5. The main interfaces of POINT architecture which enable the communication between
IP enabled user equipment (UE) through ICN. Network Attachment Point (NAP) is
the gateway between standard IP and ICN.

Attachment Points (NAPs). These handlers perform translations between the
existing IP-based protocols (e.g., HTTP, CoAP, basic IP) and appropriately named
objects within the ICN core on both edges of the core. Therefore existing appli-
cations can benefit from ICN’s features such as native multicast and caching
without any modifications. The potential benefits of the POINT architecture
compared to an IP-based network are, such as better utilization HTTP unicast
scenarios, better security and privacy for constrained applications, better utiliza-
tion of virtual network paths, and fairer content distribution, highlighted in more
detail in [15]. These benefits can be achieved by utilizing the key features of
ICN, for instance, multipoint delivery capabilities, association of security and
privacy to namespaces, and cache-aware resource management.

The POINT architecture follows a gateway based approach where the first link
from the user endpoint (UE) to the network is based on IP-based protocols. NAP
serves as the entry point into the ICN network as shown in Figure 2.5. The ICN
network is based on the PURSUIT architecture as described in Section 2.3.2.
The communication between user equipment (UE) and NAP follows the standard
IP-based protocols. The other communication interfaces between NAP and ICN
are publisher-rendezvous (PR), subscriber-rendezvous (SR) and topology manager-
publisher (TP). These communication interfaces follow the PURSUIT semantics.
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Figure 2.6. The namespace of the POINT architecture [2].

Thus, the user endpoint is oblivious to ICN network.
The IP-based communication over an ICN enabled network is performed by

utilizing the endpoint addresses as appropriate ICN names. To illustrate this
idea, let us assume that a source address A sends a packet to a destination
address B. The sending packet from the source address A to the destination
address B is considered as a publication to the name B, while the destination
address acts as the subscriber to the name B. The namespace over which the
ICN network exchanges IP-based information is illustrated in Figure 4.3. The
IP addresses within ISP are grouped under a single scope (I node) while other
addresses are grouped under the sub-scope (O node). The subnetwork structure
of IP addresses are represented as scopes of information. The namespace is
utilized by the NAP and the ICN border gateway (ICN-GW) in the POINT
architecture. Each NAP is assigned an IP address and acts as the subscriber in
the ICN network. The NAP is then ready to receive a packet being sent to the
IP address. The ICN-GW subscribes to the O scope and enables receiving an IP
packet destined to an IP address outside of the ICN enabled operator’s network.

A typical ICN transaction in POINT involves the following steps. Upon re-
ception of an IP packet from an user device, which is assigned an IP address
under I scope, the NAP determines an appropriate ICN name for the destination
address of the received IP packet. The NAP then encapsulates the IP packet
in the payload of the ICN packet. The NAP publishes the ICN packet to the
previously determined ICN name. The NAP residing closer to the destination
address receives the ICN packet and decapsulates the IP packet and forwards it
to the destination. If the packet was destined to an IP address under O scope,
the ICN border GW takes the responsibility to forward the IP packet to the
destination. ICN border GW also has responsibility of receiving an IP packet
from an IP address under O scope.
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2.4 ICN for Disrupted Networks

2.4.1 Mobile Ad-hoc CCN

In the last few years, numerous research efforts have explored the applicability
of the CCN in dynamic environments [29, 30, 31, 32, 33, 34]. The authors of [33]
have explored the potential of existing MANET routing algorithms in CCN based
on analytical models. In [30], the authors implement an extension for the CCN
caching so that the user can retrieve the content with resume capability in a
situation where the data transmission would not have completed. Similar to the
CCN, Mooi et al. [35] describe a secure content-centric mobile network (SECON)
which enables a user to issue requests in a mobile environment. The authors of
[31] have proposed Listen First, Broadcast Later (LFBL) for MANET in line with
the named data that does not rely on predetermined end-to-end path information,
the IP addressing, or a MAC layer. In [32], the authors have exploited the CCN
communication model on top of the IEEE 802.11 protocol in the MANET. A
similar aspiration is explored in the CASCADE [34] for the tactical MANET
that utilizes the concept of topological and interest-based communities to serve
the content quickly in a resource-friendly fashion. Sourlas et al. [36] extend the
CCN router by introducing a new data structure called Satisfied Interest Table
(SIT) which stores the information of the users to whom the data packets are
forwarded. In case the server of origin is not reachable, the proposed scheme
exploits the SIT entries to forward the request. However, the proposed scheme
performs well only if the users listed in the SIT entries are connected. All
these works are still based on the implicit assumption of eventual end-to-end
connectivity for a while. In contrast, we consider our design which exploits the
opportunistic communication of mobile users using DTN mechanisms (store-
carry-and-forward) and does not dependent on the end-to-end connectivity for a
while.

2.4.2 Combining ICN and DTN

There are also several research efforts in the DTN environment [37, 38]. In
[37], the authors investigate the possibility of integrating the ICN and the
DTN principles into a shared ICDTN architecture. There has been discussion
among ICN research community emphasizing on the need for the integration
of ICN and DTN and several projects give emphasis on this issue, such as
H2020 RIFE [38], H2020 UMOBILE [39]. Combining the ICN and the DTN
has been demonstrated in a recent effort called RIFE architecture. The RIFE
is a universal communication architecture that combines the publish/subscribe
based POINT architecture [2] and the DTN that provides services for the existing
IP-based protocols (e.g., HTTP, CoAP, basic IP) through the ICN core. The IP
endpoints are connected through the ICN using a gateway. The name based
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replication system [40] based on the message priority in a fragmented network
can benefit ICN in a fragmented network since the system spreads important
messages quickly and these stay longer in the network.

In [39], the authors have proposed an UMOBILE architecture, which supports
delay-/disruption-tolerant and opportunistic communications in the NDN ar-
chitecture by implementing DTN interface. To achieve this, the system model
encapsulates Interest and Data packets in DTN bundles and follows the Store-
and-forward techniques of DTN architecture utilizing the standard DTN routing
protocols. However, The host-centric DTN has no way to detect request for-
warding loop at the content level. In addition, messages in the DTN routing
are typically identified by the pair of the source and destination addresses and
assigned a unique identifier by the originator of these messages. Therefore,
messages from different requesters/responders are considered as different ones
and hence DTN routing cannot suppress those messages as duplicates. This
situation is handled by our proposed algorithms.

2.4.3 Content centric routing for DTN

User-centric content distribution in the DTNs has been widely explored from
various different points of view [41, 42, 43, 44]. The authors of [41] have exploited
the caching of mobile users in sharing content items with their neighbours in
the same network domain. From a social-based point of view, the authors of
SocialCast [42] proposed a routing framework that exploits the social ties among
users for effective relay selection, while Yoneki et al. in [43] proposed a publish-
subscribe based communication overlay maintaining the social groups based on
centrality measures. However, this routing mechanism can be complementary
to our proposed scheme which operates independently of any routing algorithm.
Lu et al. at [44] used the K-means clustering algorithm to create the social level
forwarding scheme for reducing the transmitted messages. This approach raises
several inevitable limitations: (i) the interest may fail to reach the encountered
node with the same social level that might have the content to satisfy the
interest, (ii) the request from the higher social level will never reach a content
provider with a lower social level, (iii) the proposed scheme cannot detect the
routing loop of the interest packet and, (iv) the authors do not consider how
to optimize similar interests from multiple users. This dissertation considers
these limitations and looks at the potential of content centric framework in DTN,
where an end user issues a request based on the CCN naming scheme. The name
based replication system [40] based on the message priority in a fragmented
network can benefit our proposed solution since the system spreads important
messages quickly and stay longer in the network.
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2.5 ICN for IoT network

Internet of things (IoT) is expected to interconnect billions of heterogeneous
devices ranging from resource constrained to powerful devices. The fundamental
principle of IoT is interconnecting physical objects or things, such as Radio-
Frequency IDentification (RFID) tags, sensors, actuators, smart phones etc.,
with computing/communication capabilities across a wide range of services and
technologies, and integrate them within the global Internet infrastructure. Ex-
amples of a wide range of services and technologies are smart homes and offices,
e-health, enhanced learning, automation and industrial manufacturing, environ-
mental monitoring, business process management, security and surveillance in
which IoT will play a vital role in the near future [45].

During the last decade, many custom proprietary solutions have been devel-
oped and deployed in a multitude of the IoT applications. The interoperability
of these solutions and integration of several enabling technologies for the evo-
lution of IoT is a great challenge. It is necessary to have a globally unified
IoT platform which enables smart devices or things to connect to the Internet,
enabling new forms of communication between humans and things, and between
things. The unified IoT platform allows their information and services accessible
to the standard communication protocols, and sharing information across the
physical boundaries of the enterprise. In this context, several research groups
in the Internet Engineering Task Force (IETF) are involved in the activity of
developing IP-based IoT solutions, such as Low power Wireless Personal Area
Networks (6LoWPAN), Routing Over Low power and Lossy networks (ROLL),
CoAP [16]. The IETF community related to the IoT technologies has chosen
IPv6 to enable wireless communication due to the key features of IPv6, such
as extensibility, universality and stability. The 6LoWPAN working group has
focused on supporting IPv6 to the MAC layer and the physical layer of IEEE
802.15.4. The RoLL working group focuses on the IPv6 routing protocol for
lossy and low power networks (LLN). The CoRE working group has developed
CoAP to extend the HTTP web services for the LLN. Recent efforts [46, 47]
have been performed on proxy based CoAP observe in Wireless Sensor Network
(WSNs). Alessandro et el. [46] includes WebSocket protocol in the design of
the CoAP proxy for HTTP based web applications. The work in [47] considers
dynamic aggregation/scheduling of multiple observe requests at CoAP proxies.
However, such IP-based IoT solutions could inherit some of the limitations of
IP when dealing with intermittent connectivity and challenged networks [16].
Furthermore, unique identification of objects and the representation and storing
of exchanged information in IoT is the most challenging issue.

IoT is increasingly relying on data and information rather than on end-to-end
communications, which could ultimately lead to the adoption of ICN architecture
and principles. Unlike host-centric IP, every piece of information in ICN is
identified by a unique, persistent, location-independent name, which is used by
an application for accessing information. In addition, ICN provides security to
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content itself rather than to a communication channel and enables in-network
caching. Such features of ICN provide a great promise to the IoT applications.
For instance, ICN names can be utilized to address heterogeneous IoT contents.
In-network caching of ICN, i.e., by caching data closer to consumers, can reduce
the content retrieval time and minimize access to resource constrained devices.
Considering the IoT from ICN perspective, ICN research group (ICNRG) has
involved in the activity of defining requirements and challenges of IoT over the
existing ICN proposals [48, 49].

Several research efforts [50, 51, 52, 53, 54, 55, 56, 57] presents the ICN frame-
work in different IoT scenarios. In [50, 51], the authors highlight the key
challenges of IoT and provide a design of high level NDN architecture that can
meet IoT challenges. The proposed architecture incorporates the NDN principles
on top a Thing layer which accounts for the configuration and management of
heterogenous IoT devices. In [52], the authors propose the CCN communication
layer on top of MAC layer to transmit packets in WSNs. The proposed archi-
tecture is integrated into Contiki, an operating system for resource constrained
embedded systems and WSNs. Similarly, an overlay of ICN architecture based
on CCN on top of ETSI M2M architecture is presented in [53]. The overlay layer
is designed to to increase scalability,robustness, and flexibility of ETSI-M2M
systems. In [54], authors propose a service platform based on CCN for Smart
Cities that can integrate the available relevant wireless technologies to provide
ubiquitous services, optimize the usage of communication resources through
distributed caching and provide security by exploiting the security feature of
CCN architecture. In [55], the authors provide an experimental comparison
of CCN with the traditional IP based IoT standards 6LoWPAN/RPL/UDP in
terms of energy consumption and memory footprint. This experiment has used a
compact version of CCNx [19], referred as CCN-Lite [58], in RIOT OS [59]. The
authors of [56] propose a push mechanism for CCN to optimize the traffic in sen-
sor networks, whereas authors of [60] propose a content-centric internetworking
scheme for resource constrained network devices based on task mapping where
the network activities (e.g., storing, publishing, and retrieving content) of the
constrained devices are transferred to the core CCN network. The work in [57]
has designed and implemented a lightweight CCN protocol targeted for Wireless
Sensor Network as an alternative to IP protocol for sensor network. All these
efforts require modifications to IoT endpoints.

However, ICN-based approaches in IoT are still in early stage. The deployment
of clean-slate ICN in IoT is a great challenge. The clean-slate ICN approach in
IoT requires not only the re-design of networking protocols but also the modifica-
tion of legacy Internet applications. Such radical changes to every network layer
are an overwhelming barrier to the adoption of ICN. This dissertation focuses on
an alternative approach which can enable deploying ICN solutions as an overlay
over the existing IP infrastructure so that ICN features can be exploited to
improve the performance of the existing IP protocols in IoT. To achieve this, this
dissertation emphasizes the design, implementation and evaluation of CoAP
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handler which provides transparent CoAP services to IoT devices through an
ICN core network. The CoAP handler is implemented by the Network Attach-
ment Points (NAPs) that perform translations between the existing IP-based
CoAP protocol and appropriately named objects within the ICN core on both
edges of the core. In addition, we demonstrate the potential of how CoAP traf-
fic over an ICN network can unleash the full potential of CoAP, shifting both
overhead and complexity from the (constrained) endpoints to the ICN network.

2.6 Summary

In this chapter, we have briefly discussed the research directions of ICN archi-
tecture with respect to network disruption and IoT. We have presented a brief
overview of numerous existing research efforts exploring ICN approaches in
DTN and IoT. However, more research is necessary in these areas for efficient
content distribution and routing. One of the major key challenge for the ICN
deployment is the domain of the Internet of Things (IoT). However, ICN-based
approaches in IoT are still in early stage. The deployment of clean-slate ICN in
IoT is a challenge. The clean-slate ICN approach in IoT requires not only the
re-design of networking protocols but also the modification of legacy Internet
applications. Such radical changes to every network layer are an overwhelming
barrier to the adoption of ICN. This dissertation also looks at the possibility of
deploying the existing IP-based IoT solutions over ICN so that ICN features can
be exploited to improve the performance of the existing IP protocols in IoT. In
addition, we have briefly outlined different architectures and network protocols
that are relevant to our proposed solution.
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3. Towards Disruption Tolerant ICN

This chapter addresses the research questions listed in Section 1.2.1 based on
the comprehensive design, implementation and evaluation of the information
centric DTN architecture in two different scenarios. The first scenario considers
the delay or disruption tolerant environment. The second scenario considers the
possibility of exploiting mobile devices in a cellular network which runs ICN in
its core network.

When considering these scenarios, we must first highlight assumptions, meth-
ods and results in publications that address the research questions RQ1 and
RQ2. Publication I analyses the feasibility of Information Centric DTN architec-
ture. Based on this analysis, Publication II provides the design, implementation
and extensive evaluation of the information centric DTN architecture (CIDOR).
Based on the results we obtained from Publication II, we envisioned the possibil-
ity of exploiting mobile users to improve the performance of Content Delivery
which resulted in Publication III.

3.1 Information Centric Architecture in DTN

Through qualitative analysis, Publication I argues that all ICN tenants available
today place some limitations on network disruptions. This provides an answer to
the sub-question in RQ1: Can we rely on ICN to provide services in a fragmented
network? In addition, Publication I provides the answer to the second primary
research question: what is the potential of DTN architecture in improving the
efficiency of content delivery of ICN architecture? To answer this question, we
carried out extensive background studies on ICN and DTN. On the basis of these
studies, we confirmed that ICN and DTN share some commonalities in their
principles. For instance, both architectures rely on in-network storage and late
binding of names to locations. DTN stores data until the next opportunistic
contact is available to forward data, whereas ICN stores the content until the
storage capacity of the content store is completely used up. In addition, both
approaches adopt late binding of names to locations. In the case of DTN, it is dif-
ficult to predict the location of an opportunistic contact. Similarly, in the case of
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Figure 3.1. CCNDTN Protocol Stack. ©[2015] IEEE

ICN, it is not feasible to predict where the information might be found. However,
the fundamental principle of the DTN architecture provides a sender-initiated
host-centric unicast communication model and still relies on the conventional
addressing scheme of the senders and the receivers. Therefore, integrating DTN
architecture with ICN architecture can be beneficial and provide a universal ar-
chitecture. To establish the applicability of DTN architecture in ICN, Publication
I presents the interoperability of CCN and DTN architecture, and proposed a
protocol stack referred to as CCNDTN which combines CCN and DTN solutions
as shown in Figure 3.1. In the following, we briefly describe our solution.

3.1.1 Protocol Stack

CCN introduces two new layers; strategy and security. The strategy layer
provides the flexibility to operate on top of IP or Layer 2 protocols. In addition,
the strategy layer can utilize multiple simultaneous connectivities. Likewise, the
Bundle Protocol (BP) of the DTN architecture provides a modular structure to
work on top of the underlying network specific protocols through the convergence
layer. The flexibility of CCN and BP allows us to exploit the benefits of each
architecture and combine the related ideas. Integrating BP into the native CCN
enhances the connectivity options of the strategy layer. Additionally, CCN can
deal with network disruptions through BP.

The protocol stack is implemented using CCNx and DTN2 reference imple-
mentations. DTN2 is written in C++. CCNx is a reference implementation
of the basic CCN protocol. CCNx is written in C and Java. It also provides
Android implementation for smartphones. The communication module of CCNx
is implemented in C. We used the communication module of CCNx to implement
our prototype. We deployed our prototype in six virtual machines using Ubuntu
12.04 to validate our implementation. Publication I presents the implementation
details of our prototype. We also discussed the feasibility of the prototype and
addressed the crucial questions concerning disruption tolerant CCN. Based on
the analysis of Publication I, Publication II presents the design and implemen-
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Figure 3.2. CIDOR Node Engine. (PUBLICATION I) ©[2017] IEEE.

tation of the content distribution and retrieval framework in DTN referred to as
CIDOR. The CIDOR architecture provides an answer to the RQ1 sub-question:
what will be the required modifications of ICN in order for it to be functional in
a DTN environment and how can we evaluate the protocol stack?. The results of
Publication II offers an answer to the first primary question of RQ1 presented
in the Introduction: How can content distribution and forwarding be performed
efficiently in DTN? Based on our research, we argue that ICN and DTN both
complement each other and share their benefits through a unified architecture.

3.1.2 CIDOR Architecture

Publication II presents the details of the CIDOR architecture (Figure 3.2). While
designing the CIDOR architecture, we exploited the inherent design principles
of the CCN architecture. The CIDOR architecture provides the content-centric
framework as an application logic on top of the Bundle Protocol and requests
transmission of, accepts delivery of, and processes the CIDOR specific data. The
key component of the CIDOR architecture is the control plane decision engine
that performs packet (Interest/Data) management. The control plane is imple-
mented on top of the Bundle Protocol (BP) and its functionalities are responsible
for performing specific actions based on the packet type (Interest/Data). For this
the control plane inserts the meta-information in DTN messages, which enables
the host centric DTN to perform in content centric fashion.

CIDOR operates independently of the DTN routing strategies. However, if
multi-copy DTN routing strategies are used, both Interest and Data packets get
duplicated and are spread into the network. This duplication is natural in the
DTN routing, which can also suppress some duplicates based on the tuple of the
source and destination addresses and a unique identifier assigned by the source
end-point. The host-centric DTN has no way of detecting forwarding loops at the
content level. Furthermore, request aggregation is uncommon in DTN routing
strategies.
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3.1.3 Packet format

The CIDOR follows the message format of the Bundle Protocol of the DTN
architecture while operating on a disrupted network. In addition, the content
centric metadata information is also encapsulated into the bundle message
as metadata information. In the DTN architecture, an application can send
messages of arbitrary size called as Application Data Units (ADUs). The bundle
layer transforms the ADUs into one or more Protocol Data Units (PDUs). The
PDU is referred as bundle which is forwarded by DTN nodes. In general, a
bundle contains two or more blocks of data in a defined format. Each block
may contain either application data or other metadata used to deliver the
bundle to its destination(s). At least two block structures are required to form a
bundle: primary bundle block and payload block. Primary bundle block contains
source/destination information on a bundle and expiration time (time-to-live).
Bundle protocol supports the extension to the primary bundle block which allows
specifying application specific metadata information. The CIDOR introduces the
following metadata information for content-centric operation.

1. Nonce: A randomly-generated byte string that is used to detect and discard
duplicate Interest/Data packet.

2. Bundle Expiration time (TTL): Lifetime of the bundle.

3. Bundle Type Extension block: This field is used to define a packet as Interest
or Response.

4. CIDOR PRIT Extension block: This block contains a list of destination EIDs,
which are interested for a particular Response.

3.1.4 Node Operation

In this subsection, we give an overview of request/response processing algo-
rithms in each CIDOR node. These algorithms also present how a CIDOR
node applies duplicate suppression and redundancy elimination mechanisms
on CIDOR messages and operate in a content-centric fashion in a DTN envi-
ronment. These algorithms use a novel data structure referred to as Pending
Requester Information Table (PRIT) which overcomes the limitations (addressed
in Publication II) of request/response processing based on the PIT data structure
of the native CCN while operating in a DTN environment.

Algorithm 1, as presented in Publication II, describes the process of handling
the Interest packets. On the reception of Interest packet, the node searches
its local cache to find the content. If the content is not found, the node applies
duplicate suppression and redundancy elimination mechanisms on the Interest
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Algorithm 1 Handling Interest Message
1: key← [Interest]
2: if key in Local Cache then
3: content ← Cache(key)
4: end if
5: if content �= NULL then
6: sourceEID ← [Interest]
7: response ← createResponse(content)
8: addPRITExtBlock(response)
9: Send response back to sourceEID
10: else
11: if myEID = destinationEID then
12: if TTL not expired then
13: destinationEID ← newRandomHost
14: end if
15: end if
16: Add source EID to PRIT table
17: f orward the Interest to next Hop
18: end if

packet using the PRIT. If the Interest packet is not found in the PRIT table, the
node stores the information on the Interest packet in the PRIT that is utilized
to request aggregation and response forwarding.

Algorithm 2 describes the process of handling response packets. The details
of this process is presented in Publication II. On the reception of the response
packet, the node checks its PRIT table to find the requester information for
the response packet. If multiple requester information is found, the node adds
all the requesters in the response packet instead of creating multiple response
packets.

3.1.5 Redundancy Elimination at Content Level

CIDOR operates independently of DTN routing strategies. If multi-copy DTN
routing strategies are used, both Interest and Data packets get duplicated and
are spread into the network. This duplication is common in the DTN routing
which can remove duplicates based on the source and destination address, and
the message identifier of the DTN messages. However, there are some cases
where one Interest packet issued by one requester is relayed by multiple nodes
or the similar interest packets issued by multiple requesters are relayed by
different nodes. The host-centric DTN has no way of detecting such cases at
the content level. CIDOR can detect such duplicates and aggregate similar
requests using the PRIT table. The PRIT table is also used in forwarding the
same response to the requester(s) who are interested in the same response.

CIDOR has a good compatibility with the native CCN architecture due to
the following design principles. Firstly, content-centric functionalities remain
in the CCN strategy layer. CIDOR does not modify the native BP. The CCN
Interest/Data packet is encapsulated in the BP packet in addition to the content-
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Algorithm 2 Handling Response Packet
1: if myEID= destinationEID then
2: noti f y application
3: if PRITBlock is empty then
4: drop the packet
5: return
6: end if
7: end if
8: if myEID ∈ PRITBlock then
9: noti f y application

10: PRITBlock ← PRITBlock \{myEID}
11: else
12: key← [Response]
13: record ← PRITtable(key)
14: if record �= NULL then
15: srcEID ← getRequester(record)
16: PRITBlock ←∪{srcEID}
17: end if
18: end if
19: add content to opportunitistic cache
20: Forward response to next hop

centric metadata information. CIDOR exploits the BP extension blocks to specify
content-centric metadata information and the name resolution subsystem of the
native CCN. Secondly, as the CCN packet is encapsulated in the BP payload,
not all the nodes are required to implement CIDOR. In such a case, the nodes
(vanilla DTN) operate as the intermediate relay nodes forwarding the packet
to the next opportunistic contact. Name resolution is performed only in the
CCN strategy layer. The inclusion of the BP interface enriches the connectivity
options of the native CCN in a fragmented network. Finally, CIDOR separates
the forwarding plane from the routing and, therefore, the existing DTN routing
or the content-based DTN routing can easily be adapted to CIDOR.

3.1.6 Evaluation

We implemented and evaluated CIDOR architecture using the Opportunistic
Network Simulator (ONE) [61]. The ONE simulator contains map data of the
Helsinki downtown area (e.g., roads, tram routes and pedestrian walkways) and
various Map-based Movement models: (1) Random Map-Based Movement, (2)
Shortest Path Map-Based Movement, and (3) Routed Map-Based Movement.
We employ the Shortest Path Map-Based Movement since it is more realistic
because the mobile users, after choosing a destination point on the map, follow
the shortest path to that point from their current location. The destination
point is chosen randomly from a list of Points of Interest (POI), which includes
popular real world destinations (e.g., shops, restaurants, tourist attractions). The
simulation area covers approximately 20km2. In the simulation, we considered
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(a) Uniform distribution. (b) Zipf distribution

(c) Uniform distribution. (d) Zipf distribution

Figure 3.3. The behaviour of CIDOR with different DTN routing varying the number of Producers
in Helsinki City Scenario. (PUBLICATION II) ©[2017] IEEE .

(a) Uniform distribution. (b) Zipf distribution

(c) Uniform distribution. (d) Zipf distribution

Figure 3.4. The behaviour of CIDOR with different DTN routing varying the number of resources
of each Producer in Random Way Point movement model. (PUBLICATION II)
©[2017] IEEE.

mobile users that are either walking at a speed in the range of 1.8 kilometres
per hour to 5.4 kilometres per hour or driving a car or using the tram. We
categorized the mobile users into two groups: (i) requesters and (ii) intermediate
users.
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Table 3.1. Evaluation Metrics

Response Ratio
The probability for retrieving content in response to
an Interest packet issued by a node. .

Latency
The average amount of time passed to receive con-
tent in response to a request.

Delivery Ratio
The average ratio of the total number of successfully
delivered messages with respect to the total number
of messages sent.

Average cost
The average number of content transmissions re-
quired to deliver a data item..

Query Distribution

We generate user interest based on the available contents C , which we assume
are 1000 (i.e. |C | = 100). We assume that the i-th content ci is the i-th most
popular one πi <π j ∀i ≤ j. The users’ request profiles are randomly generated
via the uniform distribution. Content popularity is correlated with user requests
[62] and follows the well-known Zipf distribution [63]. In this work we consider
two cases for the content popularity: (i) uniform and (ii) Zipf on initializing
πc∀c ∈ C . For the Zipf distribution we initialized the parameter to 1 and the
normalizing constant to 0.2.

DTN Routing

The content centric functionalities of the CIDOR architecture are routing in-
dependent, and for that reason we examine the performance of our proposal
in four different cases regarding the routing strategies: (i) Epidemic [64], (ii)
Spray-and-Wait [65], (iii) First contact [66] and (iv) a hybrid one, referred to
as EPpSWRouting that works like the Epidemic in the forwarding step until
reaching the destination and also like the Spray-and-Wait in the reverse path
creation step. Epidemic routing has no limitation on generating copies for each
message. In this routing scheme, each node carries a list of all messages whose
delivery is pending. Whenever a node encounters another node, they exchange
all that messages that are not common in their list. Spray-and-Wait generates
a limited number of copies for every message and spreads initially. If a node
does not find the destination in the spray phase, it waits for the destination
to perform direct transmission. In our experiment, Spray-and-Wait generated
10 copies for every message in the spray phase. First contact generates only
one copy per message. The EPpSWRouting sprayed Interest packets (limited
to 10 copies) until the request reached the content providers and then used the
Spray-and-Wait routing to deliver the content back to the requester.
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Results

The primary goal of our evaluation was investigating the efficiency of our pro-
posed architecture in terms of the response ratio and latency with respect to the
availability of resources in the network. Besides this, we also investigated other
evaluation metrics as listed in Table 3.1. The detailed results of our simulation
is presented in Publication II.

In the Helsinki city scenario, we varied the number of content producers.
Fig 3.3a and 3.3b show that the response ratio of all of the DTN routings
gradually increase with the increase of the number of producers, as expected.
Both the Epidemic and the EPpSWRouting achieve the response ratio close to
100% when the number of producers are more than 8, whereas the Spray-and-
Wait routing achieves 80%. The latency of retrieving content decreases with
the increase of the number of producers (Fig 3.3c, 3.3d). With 15 producers, the
latency of the Epidemic, EPpSWRouting, and First contact are reduced by 67,
58, and 70 percent respectively.

In the RWP mobility model scenario (Fig 3.4), we fix 10 producers and vary the
number of resources in each producer. The EPpSWRouting and the Epidemic
routing show a similar performance in terms of the response ratio with the
increase of the number of resources (Fig 3.4a, 3.4b). In terms of latency, the
Epidemic routing benefits more, as the number of resources increases.

The result of our study validates that CIDOR can benefit BP while operating
in a content centric fashion. The CIDOR has a good compatibility with the native
DTN architecture due to the following design principles. First, content-centric
functionalities remain in the CIDOR control plane decision engine without any
modification to DTN architecture. Second, not all the nodes are required to
implement CIDOR since the nodes (vanilla DTN) perform as the intermediate
relay nodes forwarding the packet to the next opportunistic contact. Finally,
CIDOR can be utilized as a separate forwarding module in the native CCN.

3.2 Multihop Cellular Network based on CCN

The original design of CCN is based on the principle that multiple network
interfaces can be integrated via the forwarding information base (FIB) [1]. Each
entry on the FIB points to a list of interfaces that can be used to forward Interest
packets to the desired content producer. At this point, the traditional CCN
can be combined with DTN network protocols, as presented in figure 3.5. The
integration of DTN architecture with the native CCN architecture results in a
Multihop Cellular Network (MCN) [67]. The general concept of MCN comprises
a cellular network in which user devices can communicate with each other,
either via means of a conventional cellular mode or via device-to-device(D2D)
communication if they are mutually reachable.

In Publication III, we adapt mechanisms from DTN networking to the CCN
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Figure 3.5. The examined ecosystem that combines Content Centric and Delay Tolerant archi-
tectures. (Publication III) ©[2017] IEEE.

architecture in order to improve the efficiency of the content retrieval procedure
of mobile users. In more detail, we consider a scenario where mobile users
request content via a CCN mechanism. This answers the research question
RQ2: what is the potential of using mobile devices in improving the efficiency of
content delivery in ICN network? How can the content-centric DTN mechanisms
be utilized in such a case? The requests issued by mobile users can be of many
types, such as a single piece of data (e.g a request for the map of the current
location of the user to Google Maps), a data stream (e.g., the frontpage of a news
website), or related to a specific type of information (e.g., opened restaurants
close to the user). Some of the requests can be served more effectively by the
cellular network, but there are cases, like the third type of the request that can be
served locally. Such requests can potentially be served more effectively by nearby
devices or by the cellular towers that have cached the requested content because
another user requested it earlier. We considered the alternative(s) where the
contents are cached in the cellular towers but can also be requested from other
nearby devices that have stored them. Figure 3.5 depicts the examined scenario
where at any time mobile users are connected to the cellular network and are
able to potentially communicate directly with other mobile users, depending on
the distance between them and the underlying communication framework for the
device-to-device communication. All the contents are stored in an origin server,
which is located in a cloud infrastructure and can be cached to cellular access
points and to mobile devices. Depending on the placement and the number of the
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Figure 3.6. The four potential ways via which a mobile user can get the requested content item.
(Publication III) ©[2017] IEEE.

cellular access points, the proportion of the content received from other mobile
users differs significantly and, as we can see from our large scale simulations,
mobile users are able to successfully handle the requested contents in various
routing schemes.

Regardless of the number of total users, our proposal do not spread the in-
terest packets all over the ecosystem because it would be inefficient, since the
mobile nodes are submitting their requests in parallel in both the CAPs they
are connected to and their neighboring mobile devices. More importantly, the
respective Control Access Points (CAP)s inform the mobile nodes whether there
exists another mobile node that has the requested content in the same cell.
Thus, a request, as shown in Figure 3.6 can be served in four ways: (A) from the
Content Store of the associated CAP, (B) via the associated CAP that retrieved
the content from the conventional CCN network, (C) from another mobile node
that sent the content via a multi-path among the other mobile nodes, and (D)
from another mobile node that sent the content to the CAP, which forwarded the
content to the requester.

3.2.1 Request Processing

The overview of the request processing is presented in Algorithm 3. The details of
this process is described in Publication III. In the native CCN, the Interest pack-
ets are propagated upstream towards the potential data sources, while leaving a
trail of bread crumbs for the matching data packets to follow back to the original
requester(s). On the other hand, the nodes are mobile in dynamic environments
and the connections are intermittent, which means that it is not feasible to keep
track of the changes in the network topology. Unlike the conventional Pending
Interest Table (PIT) in CCN, mobile users keep the address information of the
requester(s) in the Pending Requester Inf ormation Table (PRIT) so that
they can forward similar content to potential requester(s). PRIT is also used
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Algorithm 3 Processing Interest Message
1: key← [Interest]
2: if key in Local Cache then
3: content ← Cache(key)
4: end if
5: if content �= NULL then
6: response ← createResponse(content)
7: if current_node = mobile user then
8: requester ← [Interest]
9: Send response to requester f ollowing PRIT

10: else
11: Send response f ollowing PIT breadcrumb
12: end if
13: else
14: if current_node = mobile user then
15: satis f ied_req_provider ← lookup_SRIT(Interest)
16: if satis f ied_req_provider �= NULL then
17: Send Interest to satis f ied_req_provider
18: else
19: pending_requester ← lookup_PRIT(Interest)
20: if requester ∈ pending_requester then
21: drop the interest packet
22: else
23: Add requester to PRIT table
24: f orward the Interest to next Hop
25: end if
26: end if
27: end if
28: if current_node = CAP then
29: FIB_entry← native_CCN_mechanism(Interest)
30: satis f ied_req_provider ← lookup_SRIT(Interest)
31: if FIB_entry = NULL then
32: if satis f ied_req_provider �= NULL then
33: Send Interest to satis f ied_req_provider
34: else
35: pending_requester ← lookup_PRIT(Interest)
36: if requester ∈ pending_requester then
37: drop the interest packet
38: else
39: Add requester to PRIT table
40: f orward the Interest to mobile user
41: end if
42: end if
43: end if
44: end if
45: end if

to detect the forwarding loop and aggregate similar interests. Mobile users
exploit the Satis f ied Request Inf ormation Table (SRIT) to remember all
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Algorithm 4 Processing Response Packet
1: if current_node is mobile user then
2: destination_id ← [Response]
3: content_provider ← [Response]
4: insert content_provider in SRIT table
5: if current_node is the destination then
6: noti f y application
7: key← [Response]
8: pending_requester ← lookup_PRIT(key)
9: if pending_requester is empty then

10: drop the packet
11: return
12: else
13: f orward response to pending_requester
14: return
15: end if
16: end if
17: end if
18: if current_node is CAP then
19: if response is received f rom DTN inter f ace then
20: key← [Response]
21: content_provider ← [Response]
22: insert content_provider in SRIT table
23: pending_requester ← lookup_PRIT(key)
24: if pending_requester is empty then
25: drop the packet
26: else
27: f orward response to pending_requester
28: end if
29: else
30: f ollow the native CCN mechanism
31: end if
32: end if

the satisfied interests of the requester(s) so that it can provide information on
the potential content source for the similar interest messages in future. By doing
that, an intermediate node having an entry matching the interest packet in the
SRIT can forward the Interest packet to those potential content provider(s). The
CAP acts similarly to a mobile node if it receives the Interest packet from the
DTN interface. Nevertheless, if the CAP has an FIB entry for this Interest, it can
also apply the native CCN mechanism. The overview of the request processing
is presented in Algorithm 3.

3.2.2 Response Processing

Algorithm 4 presents an overview of the response processing on a network
node. The details of this process is described in Publication III. When the
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Interest packet reaches a node that has the content matching with the Interest
packet, the node constructs a response packet with the content and sends it
back to the originator of the request. If the intermediate node is a mobile
node, the node checks the PRIT table and removes the entry if there is a match
for the response packet. If the PRIT entry has the information on multiple
requesters, the intermediate node adds all the source IDs of those requesters
to the response packet as meta-information. If the intermediate node does not
find any matches in the PRIT table, it simply forwards the response packet to
the next best contact. Subsequently, if the response packet reaches the target
node, it checks the meta-information to verify if there is any other pending
requester(s) who requested this content. If there exists no pending requester
information, the recipient node drops the packet to avoid further transmission
by the DTN mechanism. Otherwise, if the node finds other pending requesters,
it will forward the response to those pending requesters. If the meta information
has multiple pending requesters, the node adds one requester as the destination
address for the response and other requester(s) as meta-information. If the
intermediate node is the CAP, it checks both PIT and PRIT to forward the
response in an appropriate manner. If the CAP finds a match in its PIT, it
follows the native CCN mechanism. A match in PRIT follows our proposed
scheme.

3.2.3 Evaluation

In our simulation, there were 10 requester and 150 intermediate users (re-
lays). All of them were divided into four different groups and assigned different
probabilities of choosing the next group specific POI or random places to visit.
Regarding the content generation, we considered content generated by 10 other
mobile users or from non-mobile content generators (e.g., a news website). In
addition, we considered 30 CAPs that have caching capabilities. The detailed
results of our simulation are presented in Publication III.

Table 3.2. Performance Metrics

Average end-to-
end delay

The average time passed to receive a content in
response to a request.

Packet drop
The number of packets (Interest/Data) that is effec-
tively suppressed by the content router.

Traffic split
The service rate, i.e., the amount of requests pro-
cessed by different types of nodes in the network:
mobile user, CAP, content source.

Service load
The number of requests processed by the content
provider.
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Figure 3.7. The service rate, i.e., the distribution of the content responses from each type of
source for each DTN routing protocol. (PUBLICATION III) ©[2017] IEEE.

We measure the performance of our proposal using the metrics that are listed
in Table 3.2. Figure 3.7 shows how the content requests are served of each type
of DTN routing protocol. Practically, we show how the hit rates of each content
provider type are related. Upon every request, the proposed mechanism uses
all the possible ways in parallel in order to download the content as soon as
possible. As we can see from both Figure 3.7a and Figure 3.7b the content caches
in the CAPs together with the caches in the mobile nodes can handle more than
75% of the requests. Only in the case of the Spray and Wait routing protocol
the requests are served by the content producer around 25% when the content
popularity follows the uniform distribution and 20% when they follow the Zipf
distribution.

In order to measure the contribution of the CCN mechanisms and the caches
in the mobile users and in the CAPs, we implemented three simpler mechanisms
and we compared them with our proposal. The first one is a simple content
search using the DTN mechanism, denoted by DTN. The second one that has
content caches is an improved version of the first one. Each content cache can
store 10 objects. This mechanism is denoted by DTN with user caching. The last
one is the same as our proposal, but without caching in the mobile users and
is denoted by Proposed Model without user Caching. The results show that our
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Figure 3.8. Comparison of our proposal with other frameworks that do not support either CCN
functionalities or caching. (PUBLICATION III) ©[2017] IEEE.

model is under-loading the content providers more than the other competitors
(3.8a and 3.8b,). It is worth mentioning that in the case of Epidemic routing, the
content provider is overloaded because an unlimited number of copies of each
request are generated until the request reaches the content provider.

Furthermore, we examine the changes in the average delay of the content
retrieval in Figure 3.9. As expected, we had a decrease in the delay in most of
the cases because of the caching mechanisms. Especially in the case of popular
contents that follow the Zipf distribution, the contents were accessed faster
because they were cached somewhere nearby. However, there are cases where
the delay can be increased because there are not many requests for contents
in the Spray and Wait routing protocol with contents that follow the uniform
distribution (Figure 3.9c).
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Figure 3.9. Average end-to-end delay change compared to the mechanism that does not have
CCN and caching functionalities. (PUBLICATION III) ©[2017] IEEE.

3.3 Open Issues

Information-centric networking in DTN is a new research direction and there
are many open issues that could not be addressed in this thesis. In this section,
we briefly describe topics that require further investigations.

First, the intermittent connectivity between neighbouring nodes may be short
and the Interest packet may fail to reach the content source. To increase the
probability of reaching the content origin, it is important to set the Interest
lifetime dynamically and more efficiently.

Second, ICN supports in-network caching. Partially cached content inevitably
imposes constraints on achieving a successful Interest satisfaction. Partially
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cached content can be satisfied while the other parts of the content may not be
satisfied within the Interest lifetime. If the content provider sets the content
size as meta-information during the communication, however, the receiver could
then verify whether the received content is partial.

Third, the intermediate node of the native CCN is responsible for retransmit-
ting the Interest if the Interest is not satisfied during the Interest lifetime. In
the case of the Multihop Cellular Network based on CCN, it is important to
measure the switching time from cellular access point to the handover of the
Interest packet to the mobile users.

Fourth, it is important to have some incentive mechanisms to participate in
sharing contents with other mobile users. Mobile users tend to be selfish and may
not be willing to forward data to others due to limited resources (e.g., memory,
battery power). Incentive mechanism, for example, presented in [68, 69, 70],
need to be designed to prevent users from behaving selfishly and to motivate
them to relay the poplular content. However,

3.4 Summary

This chapter gives the answers to the research questions RQ1 and RQ2 via
Publication I, II, and III. Publication I addresses the limitations of the ICN
tenants in terms of disruption tolerance, e.g., CCN, DONA, PSIRP/PURSUIT
and NetInf. In addition, Publication I discusses the potential of DTN architecture
in ICN to address those limitations by introducing a protocol stack integrating
DTN architecture in ICN. This provides an answer to the sub-question of RQ1:
Can we rely on ICN to provide services in the fragmented network? what is the
potential of DTN architecture in improving the efficiency of content delivery of
ICN architecture? Nevertheless, to evaluate the proposed architecture and based
on the implementation experience during Publication I, Publication II enhances
the architecture by introducing a content centric framework on top of DTN and
a new forwarding mechanism on top of DTN. The content centric framework
is implemented as an application logic on top of the Bundle protocol of DTN
architecture. The proposed solutions operate independently of any DTN routing
strategies. In addition, the modular design of these solutions perform well with
vanilla DTN since it does not require any modification to the Bundle protocol.
The results show that our proposed solution behaves well in DTN and answers
the question of RQ1 of whether the DTN architecture has a great potential in
terms of content distribution and also in the retrieval of a particular content in
a disruptive network. To consider this architecture in both stable and disruptive
network, Publication III considers the potential of mobile devices in improving
the performance of content delivery where the mobile devices utilize the DTN
mechanisms in content delivery. Publication III highlights the necessary and
essential modification to CCN architecture in order for it to be functional in a
Multihop cellular network where the operator network runs CCN in its core
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network. This system architecture answers the research question RQ2. The
results conclusively show that caching on mobile devices and cellular access
points can improve the content retrieval time by more than 50%, while the
proportion of the requests that are delivered from other mobile devices can be
more than 75% in many cases.
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4. Information Centric Architecture in
IoT

This chapter answers the research questions RQ3 and RQ4 as listed in Sec-
tion 1.2.2 that are based on the comprehensive design, implementation, and
experimentation with our proposed system architecture. The architecture in
our proposal comprises an operator network which runs a publish/subscribe
based Internet architecture in its core network providing services to IoT devices
that run the IP based Constrained Application Protocol (CoAP). Publication
IV presents the potential of the ICN architecture to improve the performance
of IoT endpoints which run CoAP and illustrates how various CoAP-specific
communication scenarios could benefit from an ICN network. This publication
provides an answer to the question RQ3: How can ICN architecture be utilized
for a system that exposes IP-based IoT services, while harnessing the benefits
of ICN within its network operations? Based on the analysis of Publication IV,
Publication V presents the design, implementation, and qualitative evaluation
(e.g., communication overhead, state management of IoT devices) of the CoAP
Observe extension over ICN. This publication provides the answer to the re-
search question RQ4: How can CoAP traffic over the ICN network unleash the
full potential of the CoAP and its extensions (e.g., group communication, observ-
ing IoT resources), shifting both overhead and complexity from the constrained
endpoints to the ICN network? Finally, Publication VI presents the design, im-
plementation, and experiment with the CoAP handler in the NAP that provides
the CoAP services (e.g., CoAP Observe, delayed response, group communication)
to IoT devices through the ICN core network.

4.1 Scope

In this thesis, we consider a single operator network that runs ICN in its network
core. Our goal is to improve the IP-based CoAP service offering of the clean slate
ICN operator network, i.e., our system architecture must allow for connecting of
existing CoAP protocols running on IoT devices without any modification. With
this in mind, we decouple our solution from the evolution of user devices, such
as smartphones or desktops, and avoid changes to the device protocol stacks and
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APIs. While designing of our system architecture, we leverage the key features
of ICN. Therefore, the design principle of this architecture allows for providing
transparent CoAP services to IoT devices through an ICN core network, while
shifting both overhead and complexity from the (constrained) endpoints to the
ICN network. Thus, the proposed solution represents a major departure from
the earlier ICN deployment goals of replacing the entire IP-based infrastructure
on a global scale.

4.2 Problem Statement

IoT is expected to interconnect billions of (usually constrained) devices that will
generate vast amounts of information. Significant research efforts have been
devoted to enabling smart devices to connect to the Internet, share information,
and consume services. IoT is increasingly relying on data and information rather
than on end-to-end communications that could lead to the adoption of ICN ar-
chitecture and principles. IoT is increasingly relying on data and information
rather than on end-to-end communications, which could ultimately lead to the
adoption of ICN architecture and principles. However, considering IoT scenarios
from the an ICN perspective may raise the most dynamic and heterogeneous
type of challenges. First, the information exchanged in IoT environment is
heterogeneous. During the last decade, many custom proprietary solutions have
been developed and deployed in multitude of the IoT use cases, however, the lack
of interoperability among these solutions exposes a major challenge. Second,
many of the IoT devices have limited battery capabilities and, therefore, net-
working and computing capabilities of the IoT devices have to be energy efficient
to perform long-life operation. Third, the ICN approach in IoT requires not only
the re-design of networking protocols but also the modification of legacy Internet
applications. Such radical changes to every network layer are an overwhelm-
ing barrier to the adoption of ICN. With this in mind, the POINT project [15]
proposes a evolutionary approach to ICN adoption: it postulates an individual
ICN operator that uses Network Attachment Points(NAP) that translate legacy
IP applications traffic to ICN, i.e., the endpoints are oblivious to ICN. In the
POINT project, we have considered Constrained Application Protocol (CoAP)
which plays an important role in the Internet of Things (IoT) and in Machine-to-
Machine (M2M) communications as well as in various security abstractions. The
CoAP and its extensions, such as observe and group communication, offer the po-
tential for developing novel IoT applications. Despite its potential, a full-fledged
CoAP deployment on resource constrained devices poses great challenges [16].
For example, in order to support delay-tolerant messaging or publish-subscribe
communication (i.e., CoAP observe), CoAP servers should maintain extensive
state of CoAP clients and require significantly higher processing capabilities.
In addition, RFC 7390 [17] suggests that CoAP group communication could
be implemented by using IP multicast, with the DNS mapping group names
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Figure 4.1. An example of CoAP over ICN reference architecture. On the right there are Things
offering resources. Each resource is specified by a color and also by shape. On the
left there are the CoAP clients. (PUBLICATION IV) ©[2015] IEEE.

(included in the CoAP URI requests) onto the appropriate IP multicast address.
For this approach to work, CoAP servers should implement IP multicast and, for
each group, a specific IP multicast address should be assigned. Therefore, the
resource constrained IoT devices need to allocate more resources for a DNS client
implementation. However, the key features of ICN have a great potential for
handling these challenges of deploying IP based CoAP in resource constrained
IoT devices.

In this chapter, we describe the potential of deploying the existing IP-based
CoAP protocol over ICN so that ICN features can be exploited to improve the
performance of CoAP and its extensions running on IoT devices. To achieve
this, we have designed and implemented a system module referred to as CoAP
handler for the NAP. In addition, we demonstrate how the CoAP handler can
unleash the full potential of CoAP, shifting both overhead and complexity from
the (constrained) endpoints to the ICN network.

4.3 CoAP over ICN Reference Architecture

Figure 4.1 illustrates the network setup of CoAP over ICN architecture. The
CoAP endpoint is connected to the POINT network through the Network At-
tachment Point (NAP). In the right part of the figure there are networks of
Things. Each Thing acts as a CoAP server offering a resource; the same (type of)
resource can be offered by many Things located in different networks (e.g., there
can be many sensors deployed in various parts of a city offering temperature
measurements). Each network of Things is connected to the POINT network
through a NAP. A network of Things may be directly attached to a NAP. A CoAP
Resource Directory (RD) hosts the descriptions of resources provided by the
CoAP servers. In the left part of the figure there are CoAP clients. A CoAP client
is also connected to the POINT network though a NAP.

The fundamental component of our CoAP over ICN architecture is a CoAP
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handler which is part of the NAP. A CoAP handler receives CoAP requests from
CoAP clients (over IP), performs protocol translation from CoAP messages to
ICN messages and forwards the requests to a CoAP server. The CoAP server
generates a response which is forwarded through the ICN network to the CoAP
clients following the reverse process.

4.3.1 Architectural Requirement

The following requirements are necessary and essential when considering de-
signing a CoAP handler in NAP to provide transparent CoAP services to IoT
devices:

• The CoAP protocol runs on top of the UDP. A CoAP handler MUST main-
tain the state of the CoAP clients prior to forwarding their requests to the
POINT network. This enables the CoAP handler to forward the corresponding
response back to the appropriate client.

• Efficient state maintenance within a CoAP handler is needed in the case of
resource subscriptions showcasing the ICN benefits to the CoAP observe exten-
sion. A CoAP handler should maintain additional state when similar requests
are issued by multiple clients attached to the same client-side NAP (cNAP).
Similarly, server-side NAP (sNAP) should also consider how to efficiently
handle multiple requests for the same resource from multiple cNAPs.

• The CoAP handler MUST follow the protocol semantics of CoAP and its
extension in the NAP so that the legacy IP application is oblivious to ICN.

4.3.2 Communication Scenario

The CoAP handler considers the following communication scenarios as CoAP
services to CoAP endpoints:

• Single request and immediate response: The CoAP server is ready to send the
response immediately.

• Single request and delayed response: This scenario happens when the server
is sleeping for a while and the resource is not yet available.

• CoAP observe extension: The CoAP client is interested in the update notifica-
tion of a particular resource.

• CoAP group communication: The client is interested in multiple resources
hosted on multiple IoT devices.
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4.4 CoAP handler Design

In this section, we will discuss the design and implementation of the CoAP
handler in the NAP of the POINT architecture. The design and implementation
of the CoAP handler take into account the various CoAP-specific communication
scenarios (e.g., the CoAP observe, group communication) as presented in Publi-
cation IV. The details of the algorithms supporting CoAP observe in the NAP is
presented in Publication V.

Publication VI presents the design, implementation, and the experiments
with the CoAP handler. The basic idea of the system architecture is that the
CoAP handler receives CoAP requests from CoAP clients (over IP), performs
protocol translation and forwards the requests to the CoAP server. The CoAP
server generates a response which is forwarded to the CoAP clients following
the reverse process. The ICN network is oblivious to the CoAP endpoints.

Figure 4.2. CoAP handler functional module. (PUBLICATION V) ©[2015] IFIP Networking.

4.4.1 The components of the CoAP Handler

A CoAP handler is composed of the following components as shown in Figure 4.2::

CoAP proxy: The proxy component of the CoAP handler is responsible for IP
connectivity between a NAP and the CoAP endpoint(s). The communication
is based on the UDP. The proxy receives a CoAP request from a CoAP client.
Upon reception of the CoAP messages, this component extracts the necessary
and essential information from the CoAP messages, gives an instruction for a
specific action (e.g. single request- single response, CoAP observe, etc), manages
states and allows for translating CoAP messages to ICN messages.

CoAP Translation module for Protocol Translation: This component is a mini-
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Figure 4.3. Namespaces for CoAP handler in the POINT architecture. (PUBLICATION 6)
©[2017] IEEE.

mal implementation of the CoAP protocol folloTing the semantics of RFC 7252
which is utilized to translate CoAP messages to ICN messages.

POINT Interface Module: This module advertises ICN messages (i.e., transla-
tion of CoAP requests) to the ICN network. These messages eventually trigger
the ICN rendezvous process, which leads to the forwarding of these messages
to the appropriate NAP(s) (on the other side of the ICN network). A NAP that
receives an ICN message restores the original CoAP request and forwards it to
the appropriate CoAP server. The CoAP server generates a response which is
forwarded through the ICN core network back to the CoAP clients following the
reverse process.

4.4.2 Namespace

To realize CoAP communication, the CoAP handler utilizes the namespace
depicted in Figure 4.3. A CoAP server is identified by a Host-URI and it may be
part of multiple CoAP groups. The namespace within the ICN enabled operator
network is grouped under a single scope (illustrated with Root). A CoAP request
to a CoAP server is a publication to its fully qualified domain name (FQDN)
represented by the Request Identifier, which is generated by hashing over Host-
URI as shown in Figure 4.3. In the case of CoAP group communication, a request
to a CoAP group is a publication to the hash of the Group-name. A response is
represented by Response Identifier which is generated by hashing over URL as
shown in Figure 4.3.

4.4.3 Protocol Translation

The proxy module of the CoAP handler implements the core functionality of
a CoAP proxy. The communication between CoAP client and CoAP proxy is
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based on UDP protocol. Upon reception of the CoAP request, the translation
process of CoAP messages to ICN messages is implemented by CoAP translation
module. The CoAP translation module of the CoAP handler implements a
minimal version of CoAP protocol following the semantics of RFC 7252. This
module provides the necessary information of the CoAP messages so that the
CoAP handler is able to maintain state of the requesting CoAP client. Since
CoAP transport is based on UDP, this state information allows a CoAP handler
to match a response with the corresponding request and eventually to the
appropriate CoAP client. The CoAP proxy module maintains a list to keep track
of pending request.

When a CoAP handler receives CoAP request messages the proxy module
extracts the first 4-byte mandatory header, which contain the basic information
of the request, including message type, method code (GET, PUT, DELETE,
UPDATE), and token length. The URI of the resource, in a proxy request, is
encoded as a string in the PROXY-URI option. A request may also include a
Token which is used for matching requests and with (asynchronous) requests.
The PROXY-URI can be split into the URI-HOST, URI-PORT, URI-PATH, and
URI-QUERY fields. The URI-HOST is the FQDN of the CoAP server and the
URI-PATH is the path of the resource within the server.

The proxy module of the sNAP constructs a new CoAP request; this request
uses the 4-byte mandatory header of the original request and includes all the
options extracted from PROXY-URI option. The new request also includes the
Token of the original request.

4.4.4 Request Processing

Algorithm 5 and 6 (next page) present the process of handling CoAP requests of
different types as discussed in Section 4.3.2 in a cNAP and sNAP. Upon reception
of a CoAP request from a CoAP client, cNAP checks the request packet to verify
the request type. cNAP also looks up its state table to verify if there is an entry
for this request. If no match is found, cNAP creates an entry for this request and
publishes it to the ICN network. Otherwise, the cNAP aggregates the request
and appends the requester in that entry of the state table. If there exist multiple
resources hosted in different IoT devices which are connected to different sNAPs,
ICN multicasts the request to those sNAPs, resulting in group communication.
If the request type is CoAP observe, the cNAP follows the algorithm presented
in Publication V. The sNAP maintains the state of the cNAPs, which request the
same resources in a situation, when the resource is not yet available. When the
resource is available to the sNAP, it multicasts the response to all cNAPs. This
case demonstrates the delayed response communication scenario.

63



Information Centric Architecture in IoT

Algorithm 5 Handling CoAP Request in cNAP
1: isProxyOption ← [coap_request]
2: coap_header ← [coap_request]
3: Token ← [coap_request]
4: request_type ← [coap_request]
5: if request_type = = Conf irmable then
6: send empty ACK to requesting client
7: request_type ← Non− conf irmable
8: end if
9: if isProxyOption = = true then

10: proxyURI ← [coap_request]
11: split_proxyURI(hostURI, port, resourceURI, query)
12: isObserveOption ← [coap_request]
13: appl y request aggregation
14: request ← new coap_packet()
15: request ← coap_header
16: request ← insertOption(hostURI, resourceURI)
17: if port and query are not NULL then
18: request ← insertOption(port)
19: request ← insertOption(query)
20: end if
21: if isObserveOption = = true then
22: appl y coap observe al gorithm
23: request ← insertObserveOption()
24: end if
25: if coap_request has payload then
26: request ← insertPayload()
27: end if
28: /∗ possibil ity of ICN multicast
29: ∗ multiple server register f or this resource
30: ∗/
31: creatependingICN publicationList using Token
32: SIDhost ← sha256_hash(hostURI)
33: SID ← COAP_SCOPE_ID+SIDhost
34: RID ← generateRandomString()
35: ICN_ID ← SID+RID
36: update ICN_ID_to_client_token_l ist
37: publish request to ICN usingICNI D
38: end if
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Algorithm 6 Handling CoAP Request in sNAP
1: request_pkt ← [ICN_message]
2: ICN_ID ← [ICN_message]
3: SToken ← ICN_ID_To_SToken[ICN_ID]
4: if SToken = = NULL then
5: SToken ← generateNewToken()
6: ICN_ID_To_SToken[ICN_ID]← SToken
7: request_pkt ← SToken
8: else
9: request_pkt ← SToken

10: end if
11: SToken_To_ICN_ID_l ist[SToken]← ICN_ID
12: resourceURI ← [request_pkt]
13: coap_server_l ist ← lookup(resourceURI)
14: /∗ group communication i f l ist > 1∗ /
15: for coap_server_l ist do
16: coap_server ← enque(coap_server_l ist)
17: /∗ suppress similar request f rom di f f erent cN AP ∗ /
18: if pending_res_l ist(res_ICN_ID, coap_server).size ==1 then
19: send request_pkt to coap_server
20: end if
21: end for

Algorithm 7 Handling CoAP Response in sNAP
1: token ← [coap_response]
2: ICNI D ← token_ToICN_ID[token]
3: response_type ← [coap_response]
4: if response_type = = Conf irmable then
5: send empty ACK to server
6: coap_response ← setResponseT ype(Non− conf irmable)
7: end if
8: cN AP_l ist ← pending_response(ICN_ID, server)
9: //coincidental multicast i f cN AP_l ist size > 1

10: send coap_response to cN AP_l ist

Algorithm 8 Handling CoAP Response in cNAP
1: ICN_ID ← [ICN_message]
2: coap_response ← [ICN_message]
3: token_l ist ← lookup(ICN_ID)
4: isObserveOption ← [coap_response]
5: if isObserveOption = = true then
6: observer_l ist ← lookup_observer(token_l ist)
7: send response to observer_l ist
8: else
9: client_l ist ← ICN_ID_to_clients_token_l ist

10: send response to client_l ist
11: end if
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Figure 4.4. Message Sequence Diagram from a CoAP client to CoAP server. (PUBLICATION IV)
©[2015] IEEE..

4.4.5 Response Processing

Algorithm 7 and 8 present the process of handling the CoAP response in a sNAP
and cNAP. Upon reception of a CoAP response, sNAP looks up its state table to
find a list of cNAP(s) interested in this response. If multiple cNAPs are found,
sNAP utilizes the ICN multicast to forward a single copy of this response to
those cNAPs. Afterwards, sNAP removes the entry from the state table except
the case of the response packet containing the CoAP observe option. Finally,
cNAP forwards the response to the appropriate client(s).

4.4.6 ICN operations

The details of ICN operation between NAPs are presented in Section 2.3.2
and 2.3.3. In Figure 4.4, we show an example of message sequence chart (MSC)
for a CoAP client request and CoAP server response. A typical request from
a CoAP client is translated to an appropriate ICN name which is related to
the FQDN of the server, while the response to that request is published to
the appropriate ICN name related to the URL of the request. This allows a
sNAP to simply subscribe to the FQDN of any attached CoAP server, while a
sNAP can publish any response to the corresponding URL. Let us describe a
simple example of a CoAP client request and CoAP server response. The sNAP
starts subscribing to the hashed Host-URI of the CoAP server. Then, cNAP
receives a CoAP request for the URL “aueb.example.gr” which is published to
the Rendezvous (RV). The RV matches it with the server’s subscription and asks
the TM (as part of its internal realization) to create a forwarding path for the
request as well as the reverse path. Eventually the TM sends the forwarding
path (FIDreq) and reverse path (FIDres) to the cNAP. The cNAP forwards the
request to the sNAP using (FIDreq). The sNAP decapsulates the CoAP request
and sends it to the CoAP server. The CoAP server processes the request and
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sends the CoAP response to the sNAP. The sNAP forwards it to the cNAP using
(FIDres). Finally, the cNAP forwards the response to the appropriate client.

(a) Three storied building and in
each floor there are two apart-
ments.

(b) The background hardware of
the building management sys-
tem which includes embedded
devices (nucleo-f401 board with
an extension shield).

Figure 4.5. Experiment setup.

Figure 4.6. Image of a nucleo-f401 board with an extension shield that is used in our experiment.

4.4.7 Experiment Setup

We have constructed an IoT testbed (Figure 4.7) which is connected to the
existing POINT testbed through a Network Attachment POINT (NAP). The IoT
testbed consists of several sites. The generic composition of each site consists
of the CoAP handler of the NAP, an Edge Controller, and the embedded Leaf
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Figure 4.7. A simple IoT test network.

Nodes. As an example, these form a house automation system controlling lights,
heating and cooling systems. The Edge Controller runs a control algorithm
and provides user interface. The Leaf node includes stm32 nucleo-f401 with
802.3at provided by ELL-i cooperative1. The operating system of the Leaf node is
RIOT-OS. The IoT testbed consists of sensors, such as temperature and humidity
sensor, luminosity sensor, motion sensor etc., that are attached to the Leaf nodes.

The POINT testbed connects all partners of the POINT project throughout
Europe using OpenVPN. The POINT overlay testbed is based on Blackadder
ICN platform. We also test our solution in Mininet2 environment to demonstrate
the applicability of the CoAP handler in the network.

In this experiment, we considered a 3 floor building with two wings as shown
in Figure 4.5. In our laptop we emulated a POINT network with 6 NAPs
(one for each “building area”) using mininet. Each NAP was implemented as
a virtual host; the network interface of each such host was bridged with a
real network interface to be able to transmit data to the real world. Through
PoE-enabled switches, each NAP was connected to a number of nucleo-boards
(1 or 2). These boards were using the RIOT operating system and the gcoap
library to implement simple CoAP servers that accepted requests over IPv6.
A CoAP client implemented in our laptop using the Californium CoAP library

1https://ell-i.org/
2http://mininet.org/
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controlled actuators (LEDs and fans) attached to the nucleo boards (Figure 4.6)
and received observe notifications. The audience was able to interact with the
CoAP client through a GUI. The experiment showed that our solution requires
no special configuration in the Things’ side. A NAP can easily be configured with
a new group name.

The experiment used the following equipment:

• A laptop that emulated the POINT network using mininet and POINT’s
prototype

• One usb hub where usb ethernet adapters were attached

• Three PoE switches, one for each floor of the building.

• Ten nucleo-f401 boards with LEDs and fans, powered over ethernet,

• One VLAN per floor.

4.5 Results and Discussion

In this section, we briefly outline how the CoAP handler provides seamless CoAP
services to IoT devices through the ICN.

4.5.1 Group Communication

The POINT leverages its information-centrism and inherent support for multi-
cast to provide seamless group communication among the CoAP endpoints. In
particular, it takes advantage of the PSI’s name structure in order to organise
group “attributes”; then it assigns values to these attributes to construct group
names, and maps these names onto the appropriate PSI scopes. Our system
architecture enables a request to be made to a group of CoAP servers that
implement the standard version of the CoAP protocol (i.e., they do not need to
support RFC 7390). As a result, the CoAP servers do not have to implement IP
multicast. Moreover, there is no need for modifications to the DNS. CoAP servers
are oblivious to group names, since names are handled by the NAPs. Thus, the
ICN core makes group name administration easier: new attributes can be easily
added to the namespace without affecting already deployed NAPs. Moreover,
group names do not have to be mapped a priori to a lower layer network address.

In order to illustrate this concept, we consider the case of a building manage-
ment system (depicted in Figure 4.8). In this case there are CoAP servers located
inside buildings and each server is attached to a NAP. Buildings are numbered
with a building number, and then subdivided into wings and floors, hence these
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Figure 4.8. CoAP Group Communication example. (PUBLICATION VI) ©[2018] IEEE.

are the possible group attributes and they are hierarchically organised as shown
in the left part of Figure 4.8. A CoAP client may send a request to a group of
CoAP servers; the group name is created by assigning “values” to (some of) the
specified attributes, e.g., by setting building = building6, and wing = west,
and f loor = f loor3 the group name building6.west.floor3 is constructed. POINT
NAPs are configured with values for the specified attributes, then by using
these values they construct all possible group names e.g., a NAP located in
building6, west, 3rd floor, creates the names building6, building6.west, build-
ing6.floor3, and building6.west.floor3. Then, each NAP subscribes to the ICN
content identifier that corresponds to each name. A CoAP request for a group
(e.g., coap://building6.floor2/temperature). The CoAP request is encapsulated
into a POINT content item and it is advertised in the ICN network using as
an identifier the FQDN of the CoAP server as specified in the request’s URL
(i.e., in our example ‘building6.floor2’); all NAPs that have subscribed to this
identifier will receive that item, will decapsulate the CoAP request and will
forward it to the corresponding CoAP servers. Following a similar approach
CoAP responses are encapsulated into a POINT content item and are forwarded
to the appropriate NAPs and eventually to the interested CoAP clients.

4.5.2 Delayed Response Grouping

In many cases, CoAP clients ask for information that is not yet available, leading
to a delayed response. Indeed, the CoAP protocol specifically caters to this
pattern by supporting separate acknowledgements for the request and the
response. When multiple requests are made by different clients, the server needs
to store the pending requests, and when the information becomes available, it
needs to send it as a unicast to all the clients. However, the CoAP handler
implementation supports request aggregation transparently to the CoAP server,
thus delegating the state management of pending responses to the proxy. In
addition, responses to multiple clients are sent in multicast mode over the ICN
network, again transparently to the CoAP clients.
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Figure 4.9. Message Sequence Diagram of CoAP Observe.

4.5.3 CoAP observe extension

The POINT approach for supporting the CoAP observe extension is detailed
in Publication V. In a nutshell, the POINT NAPs aggregate requests for the
same resource, hence from the CoAP server’s perspective only a single CoAP
client is visible. Moreover, update notifications are transmitted using multicast,
thus conserving network resources. At both ends, these optimizations (e.g., less
traffic in the ICN network, less traffic to/from the CoAP server) are transparent
to the CoAP clients and server. To illustrate the benefits of CoAP observe over
ICN, in Figure 4.9, we show an example of message sequence chart (MSC) for
observe request issued by two CoAP clients and the response from the CoAP
server. The observe request from client2 is not required to reach the CoAP server
as the similar observe request is seen by cNAP1 earlier. cNAP1 is responsible
to suppress the observe request for the same resource and to maintain the
observe relationship among clients. The cNAP is responsible for sending update
notifications to each clients. In Publication V, we present the quantitative
benefits of our proposed solution for CoAP observe extension in compared to
CoAP over IP based application. For instance, we tested our design using two
clients, one forward proxy, one reverse proxy and one CoAP server. The CoAP
server and clients are implemented using libcoap library. Forward and Reverse
proxy runs our system. The CoAP clients issue observe requests for the same
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resource containing different tokens. The different tokens denote different CoAP
request packets. The duration of observing the resource is 90s, which is the
default timeout in the libcoap client implementation. We capture the CoAP
traffic information using Wireshark. The CoAP traffic includes CoAP observe
requests and CoAP acknowledgement packets. Our evaluation shows that only
48% of the total request packets, including acknowledgments, are forwarded to
the CoAP server, whereas the communication overhead in bytes is reduced by
50%. The details are presented in Publication V by a simple Message sequence
chart.

In contrast, in CoAP/IP protocol, CoAP server has to maintain states for two
clients and send the notification updates separately to each client, whereas in
our proposed solution the CoAP server maintains state just for only one client
for the request of the similar resource. Moreover, in CoAP/IP, the CoAP server
needs to process the acknowledgement of each client, whereas our proposed
solution suppressed the similar request as well as acknowledgement at the
edge of the network which is close to the CoAP clients. The experiments prove
that the CoAP handler helps to decrease the required computation complexity,
communication overhead, and state management of the CoAP server.

4.6 Key Contribution

The key contribution is the design and implementation of the CoAP handler for
the POINT architecture that enable CoAP and CoAP extensions to IoT devices
through ICN operator network. In addition, we demonstrate how CoAP traffic
over an ICN network can unleash the full potential of CoAP, shifting both
overhead and complexity from the (constrained) endpoints to the ICN network.
In the case of CoAP observe, our approach aggregates the requests for the same
resource and reduces the state management of the CoAP server. To achieve
this, we design and implement efficient algorithms for the NAP of the POINT
architecture. In the case of CoAP group communication, our approach enables
issuing requests to groups of CoAP servers that implement the standard version
of the CoAP protocol (i.e., they do not support RFC 7390). As a result, CoAP
servers do not need to implement IP multicast. Moreover, there is no need for
modifications to DNS. Therefore, the resource constrained IoT devices do need
to allocate more resources for a DNS client implementation and IP multicast.

4.7 Open Issues

The CoAP protocol runs on top of the UDP. There may be exceptional situations
where the client and the server become out of sync due to the latency between
the change of the resource state and update notification. In addition, CoAP
messages with update notification may get lost. Furthermore, the CoAP server
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may stop sending update notifications, assuming that the client is no longer
interested in the resource subscription. To overcome these exceptional situations,
an efficient consistency model is required.

We experimented with a small IoT testbed, which consists of six servers. The
IoT testbed was connected to the existing POINT testbed through a Network At-
tachment POINT (NAP). The POINT testbed connects all partners of the POINT
project throughout Europe using OpenVPN. This network setup provided a proof
of concept of our proposed architecture. The experiments will be continued by
replicating the similar IoT testbed in several POINT testbed nodes to test the
scalability and robustness of our proposed architecture.

End-user authentication and authorization needs to be implemented, taking
into consideration the fact that end users use mobile devices and hence they may
connect to the network from various attachment points. NAPs can use identity-
based security mechanisms to provide access control and content confidentiality
without sacrificing multicast and/or caching.

4.8 Summary

In this chapter, we present the design, implementation, and analysis of the CoAP
handler which provides the CoAP services to the IoT device through the ICN
network. The CoAP handler supports CoAP and its extensions, such as CoAP
observe, group communication and delayed response. The inherent nature of ICN
multicast reduces both the communication overhead, computation complexity,
and state management of the CoAP server. In addition, the functionality of the
CoAP handler does not require any adaptations to application software, i.e., the
CoAP endpoint is oblivious to ICN.
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5. Conclusion

Today’s Internet is primarily used as a means of content distribution and re-
trieval of a substantial amount of digital content, resulting in data growth on
a huge scale. Considering this scale of growth, content providers endeavour to
increase the availability of their content and reduce latency from the end user’s
perspective by resorting to content distribution and sharing services such as
CDNs. While CDNs are widely deployed and used in commercial organizations,
different CDN providers and P2P applications rely on proprietary solutions.
Information Centric Networking (ICN) is an approach to evolve the current
Internet to support the CDN principles and promises better content distribu-
tion and sharing services by introducing named content as a network primitive
and in-network caching. ICN allows the user to retrieve a particular content
regardless of any reference to the physical location of the content. However,
there are exceptional situations where users may have limited access to In-
ternet services, for instance, where populations living in remote/rural areas
are sparsely distributed and, the available bandwidth and network coverage
is limited. In addition, the Internet services in urban areas can be affected by
natural disasters like hurricanes, earthquakes, or tsunamis. In these scenarios,
the resolution subsystem of the content name in ICN may become unreliable
since content names may be resolved to locator(s) that do not exist anymore. In
an ICN baseline scenario [11], delay/disruption tolerance is considered as one
key performance indicator for the evaluation, testing and comparison of differ-
ent ICN proposals, while showcasing their own advantages. To overcome this
situation, mobile devices can play an important role by forming a peer-to-peer
network that is addressed in the Delay-tolerant networking (DTN) architecture.
Nevertheless, DTN and ICN share some commonalities of their design, e.g.,
in-network caching and late binding. We envision that integrating the DTN
architecture in ICN has a great potential to improve the efficiency of ICN in a
fragmented network.

This thesis explores the aforementioned issues, and proposes a system archi-
tecture integrating the DTN architecture in Content Centric networking (CCN).
However, DTN is a host centric architecture, whereas CCN is content centric.
Our proposed system architecture addresses this and so enables DTN to operate
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in a content centric fashion. The primary goal of this architecture is to provide a
content centric framework on top of the DTN architecture without modifications
to DTN and so enables the interoperability between our solution and vanilla
DTN. Our system architecture is also enhanced to utilize mobile devices for
content delivery in multihop cellular network based on CCN.

In addition to the DTN scenario, this thesis also explores the potential of
ICN architecture in IoT. We envision that in the upcoming area of the Internet
of Things, the ICN capabilities of the operator’s network may reach the end
device itself, fueled by recent ICN developments in this space as well as by
the relatively low penetration of IoT solutions compared to IP-based solutions
in the Internet. With this in mind, we turned our attention to Constrained
Application Protocol (CoAP) which plays an important role in the Internet of
Things (IoT) and in Machine-to-Machine (M2M) communications as well as in
various security abstractions. The CoAP and its extensions, such as observe and
group communication, offer the potential for developing novel IoT applications.
To explore our vision, we designed, implemented, and experimented with the
CoAP handler which provides CoAP services to IoT devices through ICN core
network. The primary goal of this work is to improve the IP-based CoAP
service offering of the ICN operator network, i.e., our system architecture must
allow for connecting existing IP-based devices to our solution. The experiments
demonstrate conclusively that CoAP traffic over an ICN network can unleash
the full potential of the CoAP, shifting both overhead and complexity from the
(constrained) endpoints to the ICN network. Furthermore, through our system
architecture, the CoAP servers do not have to implement IP multicast for group
communication without any modification to the DNS.
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