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1. Introduction 

In the ancient world, peace treaties between the warring tribes were made in the 
names of Gods (Thieme, 1960). Each tribe insisted that their opponent tribe 
promise in the name of their Gods/Goddesses that they would not violate the 
norms of the peace treaty. Why promise to honor peace agreements in the name 
of God? The simple answer is trust. To trust or not to trust is the dilemma of 
human society. There is a trust deficit when parties sign peace agreements with-
out involving the Gods. Ancient civilizations heavily relied on Gods for every-
thing. They performed sacrifices to Gods for rain, fertility, and well-being. They 
believed that angering the Gods would lead to being cursed with famine, epi-
demics, and defeat. Hence, they believed that their opponents would not violate 
the norms of an agreement as it would anger the Gods, for which their civiliza-
tion would be cursed. The modern world is no longer dependent heavily on Gods 
and Goddesses. It is dependent rather on technology. Technological changes 
have replaced the role of God in human well-being. Can technology solve the 
age-old problem of trust? 

Trust is central to everyone’s social life. Trust is such an important aspect of 
human civilization that societies cease to exist without it (Vu, 2010). Societies 
with high trust outperform societies with low trust (Werbach, 2018). A climate 
of trust creates the required environment for cooperation between people 
(Friedman et al., 2000). We as human beings, with limited mental (intellect) 
and physical (sensing) capabilities, cannot face the complexities of the world 
without resorting to trust, as it is the only tool to reason sensibly about the pos-
sibilities of everyday life (Luhmann, 1979). We make decisions every day by 
trusting something or someone and making ourselves vulnerable to the actions 
of others. You may leave your computer unlocked, trusting that your colleague 
will not spy on your emails; you may use an elevator, trusting that it will take 
you to the right floor of the building without malfunctions; you may take a vac-
cine, expecting that it will protect you from a disease, or purchase a product 
online, trusting that it will be delivered in a timely manner and in good condi-
tion. There is an endless list of such examples in our daily lives in which trust is 
the key component of everything we do. However, if individuals or organizations 
fail act or behave according to one’s expectation, it creates a trust deficit, and 
people tend to look for alternatives. For example, if your internet service pro-
vider does not provide the promised internet speed, you cancel your subscrip-
tion and look for alternative service providers. Similarly, if traditional financial 
institutions fail to deliver what they have promised to investors, the latter will 
look for alternative options. 
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The 2008 collapse of Lehman Brothers, the third-largest investment banker 
in the United States, created a trust deficit in traditional financial institutions 
among investors (Marella, 2017). According to Edelman’s (2015) trust barome-
ter, trust in institutions, and corporations especially, fell to its lowest level dur-
ing the 2008 global financial crisis (Tapscott & Tapscott, 2016). Investors began 
looking for alternative options. A few months later, a whitepaper was published 
in the crypto-mailing list entitled “Bitcoin: A peer-to-peer electronic cash sys-
tem.” The first line of the paper states, “A purely peer-to-peer version of elec-
tronic cash would allow online payments to be sent directly from one party to 
another without going through a financial institution” (Nakamoto, 2008). The 
idea of transferring money without involving a financial institution attracted 
several investors toward Bitcoin. As Bitcoin gained popularity, several other 
cryptocurrencies emerged, and cryptocurrency exchanges were formed to trade 
cryptocurrencies with fiat currencies. 

After the development of Bitcoin, researchers realized that the underlying 
technology of Bitcoin is blockchain technology, which provides an immutable 
ledger that replaces the requirement of having third-party governance for the 
safety and security of transactions. It is like understanding the importance of 
the internet after the invention of email (Kaiserman, 2018). Blockchain is a de-
centralized database that is distributed across a number of nodes (i.e., comput-
ers) and in which all transactions recorded on the database are made immutable 
using cryptographic techniques (Narayanan et al., 2016). Every node in the 
blockchain network has access to the information on the blockchain. The immu-
tability and openness of blockchain provide the required trust between un-
known parties (Venkata et al., 2019).  

Blockchain is an emerging technology, and cryptocurrencies (an application 
of blockchain) are a new phenomenon by which trust provided by technology 
has replaced the requirement of a trusted third party as an intermediary. It is 
important to understand how trust is created using blockchain. Blockchain is 
predicted to disrupt various fields, and studying the trust aspects of this tech-
nology is of pivotal importance. Cryptocurrencies are the most popular applica-
tion of blockchain, representing a 350 billion dollar market as of August 2020 
(CoinMarketCap, 2020). None of the transactions using these cryptocurrencies 
are controlled or protected by any centralized authority. They are rather pro-
tected by the cryptographic algorithms used in the blockchain. Hence, studying 
the attributes of technology that create trust in cryptocurrencies is a topic of 
interest. 

Once the attributes of the technology that create trust in cryptocurrencies are 
understood, it is extremely important to know how these attributes can create 
trust in other areas. Because blockchain has the potential to disrupt several do-
mains, including supply chain management, asset management, digital identity, 
electronic voting systems, and healthcare data management, I want to imple-
ment blockchain in an area that is less discussed, the hiring process, to make 
the recruitment of new employees more reliable and less expensive. The re-
search in this area allows us to understand how the attributes of technology 
bring trust to the business process. The solution not only helps to elucidate how 
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to implement blockchain for a business problem, but it also helps us to evaluate 
the benefits of using blockchain. 

Cryptocurrencies do not just rely on blockchain, they also depend on ex-
changes and wallet technologies for trading and storing cryptocurrencies. A 
cryptocurrency wallet is a software program that stores the public and private 
keys of an account and can interact with the blockchain to enable the manage-
ment of the account. A cryptocurrency wallet can be an online wallet, software 
wallet, or hardware wallet (Bierer, 2016). A cryptocurrency exchange is an 
online platform that allows customers to trade cryptocurrencies with fiat cur-
rencies or other digital assets (DeVries, 2016). Customers of these exchanges 
often have online wallets with the exchanges. 

 

 
 
Figure 1. Cryptocurrency technologies (Narayanan et al., 2016) 
 
 

These exchanges are subjected to several cyber-attacks each year,  in which 
cryptocurrencies worth several millions of dollars are lost. Customers can lose 
trust in crypto currency when such events occur. Hence, it is extremely im-
portant to rebuild trust with customers. Though there is a significant study on 
trust in technology in the information systems literature, less research is dedi-
cated to rebuilding trust in technology. I have researched the topic of rebuilding 
trust in cryptocurrency exchanges after cyber-attacks. 

My dissertation introduces Bitcoin as a social movement and explains how it 
differs from traditional financial institutions. Later, I examine the technological 
attributes of cryptocurrencies that create trust among users. Then, I implement 
blockchain in a business use case to understand how these attributes of technol-
ogy create trust in the business process without involving intermediaries. Fi-
nally, I examine the trust rebuilding process in cryptocurrency exchanges. 
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2. Background and Motivation 

Cryptocurrencies can be defined as digital currencies (or assets), where the se-
curity of the transactions and the generation of new crypto-coins is governed by 
cryptographic algorithms (Narayanan et al., 2016). Cryptocurrencies are not 
governed by any central authority, unlike fiat currencies, which are governed by 
the monetary policies framed by the central banks of their countries (He, 2019). 
Several governments in various countries have abused their monetary policies 
for temporary benefits and devalued their currency. Hence, cryptocurrencies 
are a good alternative to traditional fiat currencies in countries like Iran and 
Venezuela, which have extremely volatile currencies (Gail, 2018). 

Unlike traditional centralized databases, blockchain provides immutability to 
the transactions, and hence no record can be tampered with or deleted (Politou 
et al., 2019). Apart from immutability, the digital signature on each of the trans-
actions helps to authenticate the party who initiated the transaction (Agrawal, 
2018). The distributed nature of the ledger brings openness to the system, and 
any node in the system can access the data on the blockchain. These features of 
blockchain eliminate the requirement of a third party (central authority) in a 
business transaction.  

The role of the intermediaries in a business transaction is to perform the care-
ful verification of the background of the party involved, along with a chain of 
intermediaries (Nofer et al., 2017). The process of human or institutional inter-
mediation is costly, time-consuming, and lacks transparency in its operations 
(Quentson, 2016). Cryptocurrencies replace financial intermediaries with 
blockchain technology. However, cryptocurrencies do have several shortcom-
ings. First, they are not governed by any authority, and fraudulent transactions 
cannot be reported to anyone to claim reparations or revert the transactions. 
Second, all the users of cryptocurrencies are pseudo-anonymous meaning that 
they are not identified by their names or social security numbers; they are rather 
identified with 32-bit public key addresses linked to their accounts (Narayanan 
et al., 2016). This kind of pseudo-anonymity means that individuals involved in 
a cryptocurrency transaction cannot be identified easily. Thus cryptocurrencies 
can become a tool for illegal activities like drug trafficking, money laundering, 
tax evasion, illegally weapons buying, terrorism financing, and extortion (Brezo 
& Bringas, 2012). Third, Cryptocurrencies do not have legal status in several 
countries, so buying and selling cryptocurrencies can be extremely difficult in 
these places. Finally, the value of cryptocurrencies is very volatile for several 
reasons, including competition from other cryptocurrencies, demand and sup-
ply, cyber-attacks, cost of mining, and rewards for mining (Bloomenthal, 2020). 
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Despite these shortcomings, cryptocurrencies can create trust among customers 
and make them invest. In such a case, it is very interesting to identify the attrib-
utes of cryptocurrencies that create trust among users. 

Cryptocurrencies are just the tip of the iceberg of all the applications that can 
be built using blockchain (Cassiopeia Services, 2020). To uncover the potential 
of blockchain, I applied it in the hiring process to authenticate the documents 
provided by the job applicants. This research helps to uncover the benefits of 
using blockchain in the process compared to traditional business processes. 

Several exchanges have been subjected to multiple cyber-attacks right from 
the genesis of cryptocurrencies. When investors lose their money, they lose trust 
not only in the exchange but also in cryptocurrencies. Hence, the exchanges 
need to rebuild trust for customers. I explored various trust rebuilding tech-
niques adopted by cryptocurrency exchanges. These trust rebuilding techniques 
are not particularly framed for cryptocurrency exchanges but are generalizable 
to any organization that operates virtually. Due to the COVID-19 pandemic, sev-
eral organizations operate online with less physical interaction, hence the re-
search is extremely relevant in the current situation. 
 

2.1  Research Objectives 
 
The objective of this thesis is to understand the technological attributes of cryp-
tocurrencies that create trust among users and how these technological attrib-
utes can apply in a different domain, the hiring process. In this thesis, I have 
focused on how cryptocurrencies have developed into an alternative to tradi-
tional financial institutions. I examine the set of technological attributes that 
create trust in cryptocurrencies and applied these attributes to the hiring pro-
cess. Finally, I study how cryptocurrency exchanges rebuild trust among cus-
tomers after cyber-attacks. Hence, the overall research question for the disser-
tation is as follows: 
 
How is trust built among the users of cryptocurrencies and blockchain applica-
tions? 
 
The sub-questions of the dissertation are as follows:  
 

 What set of technological attributes of cryptocurrencies create trust 
among users?  

 How does blockchain create trust in verifying the documents of job ap-
plicants in the hiring process?  

 How do cryptocurrency exchanges rebuild trust among users after 
cyber-attacks? 

 
 

Several blockchain projects are still in the pilot phase of implementation, 
and many companies are yet to venture into blockchain projects. My research 
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helps them understand how blockchain creates trust in a specific business pro-
cess and highlights the benefits of using blockchain.  

 

2.2  Dissertation Structure 
 

This essay-based dissertation is composed of four individual research papers 
related to the trust aspects of cryptocurrency and blockchain. The research pa-
pers are appended to the second part of the dissertation. The first part of the 
dissertation explains the relationship between various research papers and how 
they explore the various trust aspects related to blockchain and cryptocurren-
cies. I provide the related literature for all the papers and explain their theoret-
ical contribution as well as their practical implications.  

The first part of the dissertation is divided into eight sections. The next section 
provides a literature review on trust in technology, trust in cryptocurrencies and 
blockchain. In the later sections, I discuss the theoretical background and then 
talk about the research methodology, followed by detailed discussion on philo-
sophical assumptions. Then, I explain about data collection and analysis; dis-
cussion of research findings; the implications of this research in terms of theo-
retical contributions and practical implications; and the conclusion of the dis-
sertation.  
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3. Literature Review 

Trust is a multifaceted, complex, and evolving phenomenon (Grabner-Kräuter 
et al., 2015). Trust refers to the willingness of a party to be vulnerable to the 
actions of another party based on the expectation that the other party will per-
form the actions that are important to the trustor, irrespective of the trustor’s 
ability to monitor or control the other party (Mayer et al., 1995). The party (or 
the person) who trusts is called a trustor and the party (or the person) who is 
trusted is called a trustee (Naber et al., 2018). 

Trust as a concept has been discussed extensively in various fields, including 
social science, organization and management science, psychology, sociology, 
education, political science, economics, history, and anthropology (Gambetta, 
1988). Trust can be defined as being vulnerable to the actions of the other party 
(Mayer et al., 1995). Trust is extremely important due to the existence of uncer-
tainty or the possibility of undesirable outcomes (Luhmann, 1979).  

From a sociological perspective, trust is conceived as a property of a collective 
unit, not isolated individuals. Trust in the social system refers to the members 
of the system acting accordingly and being secure in the expected futures con-
stituted by the presence of each other (Lewis et al., 1985). Trust in political sci-
ence refers to citizens’ assessments of the core institutions of the polity and a 
positive evaluation of attributes such as credibility, fairness, competence, and 
transparency in its policy-making (Zmerli, 2014). Trust in the field of psychol-
ogy is defined as an emotional state of mind rather than an expectation of a par-
ticular behavior from others (Thagard, 2018). In the field of medicine, trust is 
defined as the patients’ reliance on the person and the character of their physi-
cians and also the patients’ and physicians’ reliance on medical-scientific re-
search and effectiveness of treatment (Imber, 2017). Economists view trust as 
an institutional phenomenon. Institutional trust can be defined as the belief that 
future interactions will continue based on rules or norms. The views of social 
psychologists on trust are defined as one’s expectations of the other party in a 
transaction, considering the risks associated with assuming and acting on such 
expectations and contextual factors that either contribute to or inhibit the de-
velopment of the relationship (Coleman & Deutsch, 2014).  
 Trust has been extensively studied in the field of information systems as well. 
Most of the literature on trust in information systems is related to consumer 
online trust, social media platforms, internet banking services, mobile pay-
ments, and automation. For example, Lee et al.’s research on e-commerce con-
siders technical competence, reliability, and understanding the medium of pur-
chase as the components of trust (Lee et al., 2014). A study on mobile payments 
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suggests that the reputation of the mobile service provider plays an important 
role in mobile payments (Chandra et al., 2010). The research on trust in auto-
mation proposes that humans’ interactive experiences with automation technol-
ogy creates trust in automation (Yang et al., 2017). Finally, the research on trust 
in online banking suggests that secure authentication mechanisms and situa-
tional awareness play a major role in the creation of trust in online banking 
(Nilsson et al., 2005).  

Trust literature can be divided into two sub-sections: building trust and re-
building trust. The literature on building trust is studied across various do-
mains, including technology. Trust in cryptocurrencies and blockchain comes 
under the category of trust in technology. Figure 2 demonstrates how these con-
cepts are related. The literature review begins by discussing the existing litera-
ture on building trust and rebuilding trust. Then, I will explore the literature on 
building trust in technology and present the various trust dimensions in the lit-
erature in the study of trust in technology. Then, I will discuss the existing liter-
ature on trust in technology and cryptocurrencies and address the research gap 
in trust in cryptocurrencies. 

 

 
 

Figure 2. Relationship between the trust concepts of the papers 
 

 
3.1 Building Trust 
 
Trust can be conceptualized as confidence in relying on another in an uncertain 
relationship (Ye et al., 2020). Trust is a dynamic emotional relationship that 
evolves and entails responsibility (Flores & Solomon, 1998). Lewicki and Bun-
ker (1995) propose three stages of trust development in a professional relation-
ship: calculus-based trust (CBT), knowledge-based trust (KBT), and identifica-
tion-based trust (IBT). CBT is a form of trust that is built on the grounds of fear 
of punishment for violating trust and desire for the rewards for preserving it. 
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The relationship in CBT is sustained by comparing the costs and benefits. There 
is constant monitoring and reporting between the parties in CBT, and control-
ling the other person’s behavior is crucial. In CBT, trust relies heavily on a cog-
nitive assessment of the trustee. Trust is sustained as long as the benefits out-
weigh the cost of damaging it. Emotional concerns are irrelevant in CBT. 
Knowledge-based trust occurs when an individual has enough knowledge and 
understanding about the other person to predict that person’s behavior. Parties 
understand each other through repeated interactions, communication, and re-
lationship building. IBT refers to a transaction in which both of the parties who 
are involved understand and endorse each other. It requires parties to fully in-
ternalize and harmonize with each other’s desires. Identification enables the 
parties to think, feel, and respond like a single party. Trust has to develop over 
time. A trust relationship should develop and mature from CBT to KBT, and 
from KBT to IBT (Lewicki & Bunker, 1995).  
 
3.2 Rebuilding Trust 
 
Trust is easier to destroy than to build (Canavera, 2021). Trust violations occur 
when the behavior or the performance of the trustee does not reach the expec-
tations of the trustor (Tomlinson & Mayer, 2009). Trust violations lead to a re-
duction in subsequent trust and cooperation (Lewicki & Bunker, 1995). They 
hamper the mutual support and information sharing between the parties (Bies 
& Tripp, 2015) and reduce the level of organizational citizenship behavior and 
job performance (Robinson, 1996). They can also lead to a reduction in the prof-
itability of organizations (Simons & Parks, 2000). Hence, rebuilding trust after 
a trust violation is a subject of high significance in various fields of study.  

Trust rebuilding or repair is a process of reversing the negative attitude accu-
mulated by the trustor due to the trust violation and enabling the trustor to take 
the risk of being vulnerable to the actions of the trustee again (Kramer & 
Lewicki, 2010). The majority of trust rebuilding techniques are focused on the 
efficiency of the actions taken by the violator (trustee) to repair trust after the 
violation. These trust rebuilding techniques are classified as social accounts, 
compensation, and structural solutions. Social accounting refers to the verbal 
techniques, such as apology and explanations, used to rebuild trust. Compensa-
tion refers to actions taken to reduce the damage caused by trust violations. 
Structural solutions refer to the steps taken by an organization to prevent trust 
violations in the future.  

Trust violations in CBT can be repaired when the offender gives a sincere, 
timely, and complete apology (Lewicki & Tomlinson, 2014). This process can be 
further accelerated by compensation and structural solutions. If these tech-
niques indicate repentance, these are going to help the trust repair process. In 
IBT, there is a higher level of emotional investment, and any trust violation can 
be viewed as a direct challenge to the trustor’s most cherished values (Lewicki 
& Bunker, 1995). It can also represent a conflict with the trustor’s psychological 
orientation (Deutsch, 1985). Both parties should exchange information about 
the trust violation with each other and clear any kind of misunderstanding. The 
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trustor should be willing to forgive the actions of the trustee, and his commit-
ment toward the relationship plays an important role in rebuilding trust (Finkel 
et al., 2002). In the final communication stage, the parties affirm their commit-
ment to a high-IBT relationship. Trust rebuilding strategies differ according to 
the kind of relationship the parties have. Parties with very few alternatives to 
their existing relationships or who experience a high degree of interdependence 
will likely continue the relationship despite repeated trust violations (Rusbult & 
Martz, 1995). Parties who are emotionally involved in a high-IBT relationship 
are less sensitive to trust violations (Robinson, 1996). 

Rebuilding trust after a trust violation is usually researched in the context of 
relationships and organizational management (Pratt & Dirks, 2007; Schniter, et 
al., 2013). In information systems research, rebuilding trust is studied in the 
areas of eCommerce, and online auctions (Choi & Nazareth, 2005; Seeger et al., 
2017; Utz et al., 2009). The existing literature classifies trust violations into two 
types, integrity-based violations of trust and competence-based violations of 
trust. The research suggests using apology for competence-based violations of 
trust and denial for integrity-based violations of trust to rebuild trust (Utz et al., 
2009). There is no information systems research on rebuilding trust in crypto-
currencies or cryptocurrency exchanges.  

3.3 Trust in Technology 
 
Technology is defined as the use of systematic procedures to produce intended 
effects. Many researchers acknowledge that people put their trust in technology 
artifacts themselves, which is commonly referred to as trust in technology, and 
it represents a human-to-technology trust relationship. This is different from 
trust in humans, which represents human-to-human trust relationships (Lank-
ton et al., 2015a). The IT artifact itself becomes the trustee, an item on which 
the trustor has to put his trust. A lot of research has been conducted to under-
stand the trust dimensions in technology. The research on trust in B2B eCom-
merce suggests confidentiality, integrity, authentication, non-repudiation, ac-
cess controls, and availability as the dimensions for technology trust 
(Ratnasingam, 2005). Integrity refers to data being noncorrupt in storage and 
during transmission. Confidentiality means that unauthorized people should 
not be able to access data. Availability refers to communication between com-
puters that should happen when requested. Authentication is the process of 
making sure that the signatory is really who they purport to be. Non-repudiation 
is giving assurance that completed transactions cannot be denied (Diniz et al., 
2005). On the other hand, the trust studies in eCommerce by Corbitt et al. 
(2003) use reliability, security, and privacy as the trust dimensions (Corbitt et 
al., 2003). Reliability is the belief that the technology will consistently operate 
properly (McKnight et al., 2011). Security refers to the safety of the transactions. 
Privacy refers to the protection of the personal information of the users of the 
system.  A similar study in the area of eCommerce from Lee et al. (2014) sug-
gests that technical competence, reliability, and medium understanding are the 
trust constructs to evaluate trust in eCommerce. Technical competence refers to 
the ability of a technology to execute the tasks it is supposed to perform. The 
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degree to which a consumer understands the workings of the internet shopping 
website is called medium understanding (Lee et al., 2014). The research per-
formed by Diniz et al. (2005) on Brazilian internet banking uses functionality, 
reliability, and usability as the trust dimensions. Functionality refers to the set 
of services offered by the technology. Reliability refers to the security of the 
transactions, and usability indicates the ease of browsing the services and the 
ability to complete a transaction (Diniz et al., 2005). For this research in under-
standing the creation of trust in cryptocurrencies, I have chosen the trust di-
mensions reliability, functionality, and helpfulness, as used by McKnight et al. 
(2011) for the adoption of Microsoft Excel, as these trust dimensions are suitable 
to classify the technological attributes of cryptocurrencies. These trust dimen-
sions are useful in exploring all the features of cryptocurrencies. Table 1 repre-
sents the trust dimensions from different research papers. 
 

Table 1. Literature review on trust in information systems 
Trust Dimensions Context Study 

Confidentiality, integ-
rity, authentication, 

non-repudiation, access 
controls, and availabil-

ity 

 
B2B eCommerce 

 
(Ratnasingam, 2005) 

Reliability, security, and 
privacy 

eCommerce (Corbitt et al., 2003) 

Technical competence, 
reliability, and medium 

understanding 

 
eCommerce 

 
(Lee et al., 2014) 

Functionality, reliabil-
ity, and usability 

Internet banking (Diniz et al., 2005) 

Reliability, functional-
ity, and helpfulness 

Adoption of Excel (McKnight et al., 2011) 

 

3.4 Trust in IT Artifacts 
 

Trust does not always involve people; it also includes objects. In the field of 
information systems, these objects can be IT artifacts. IT artifacts refer to 
hardware or software that enables a particular task (Vance et al., 2008). IT 
artifacts take the role of trustee in the relationship with users. Though trust is 
a dynamic process that evolves, initial trust formation is extremely important 
in the case of IT artifacts. Initial trust refers to trust in an unfamiliar trustee, 
in which the trustor does not have any credible information or experience with 
the trustee (Bigley & Pearce, 1998). When users interact with unknown IT ar-
tifacts, their perceptions of uncertainty and risk are significant (McKnight et 
al., 2002). Trust related to IT artifacts is mostly studied on topics such as rec-
ommendation agents, automated systems, and eCommerce websites (Lee & 
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See, 2009; Benbasat & Wang, 2005). Understanding human behavior as it re-
lates to the usage of IT artifacts and designing IT artifacts accordingly is the 
core goal of information systems research. The designers of IT artifacts should 
focus on design elements such as navigability and visual aesthetics (Vance et 
al., 2008). Söllner et al.’s (2012) trust model evaluates IT artifacts based on 
three dimensions: the performance, process, and purpose of the IT artifact. 
The model is based on the trust model proposed by Lee and See (2004) on 
trust in automation. Paravastu et al.’s (2014) study on trust in software arti-
facts, particularly antiviral software, uses performance and predictability. Per-
formance of the software refers to the capability of software to accomplish the 
designated task . Predictability of the software overlaps with integrity in inter-
personal relations, both referring to behaving as expected. The predictability 
of technology is very important if people have to rely on it (Dalton & Choo, 
2001).  

Vance et al.’s (2008) research suggests that ease of use plays a major role in 
creating trust in IT artifacts. It also proposes that culture can show an effect 
on the degree to which users place trust in IT artifacts. Low trusting societies 
are less inclined to trust IT artifacts while high trusting societies are more 
likely to trust IT artifacts, implying that IT artifacts are not culturally neutral 
(Vance et al., 2008). Since system characteristics play a major role in the cre-
ation of trust in IT artifacts, in the paper “Document verification for trusted 
CV information,” we built a prototype the accepts documents in various for-
mats to increase the ease of use.  

 
3.5 Trust in Blockchain 
 
Trust in business is defined as the expectation of one party that another party 
will act with integrity, honesty, consideration, accountability, and transparency 
(Tapscott & Tapscott, 2016). A Gallup survey conducted in 2015 on American 
confidence in institutions found that “business” ranked second lowest among 
the fifteen institutions measured, indicating a lack of trust in corporations. 
Blockchain technology has emerged in response to the erosion of trust in tradi-
tional institutions and online intermediaries as it eliminates the requirement of 
a trusted third party (De Filippi et al., 2020). The Economist (2015) termed 
blockchain “the trust machine,” implying that it is a system in which the issues 
related to trust do not exist. Blockchain has also been called the “trust protocol” 
by Tapscott and Tapscott (2016), who also state that blockchain technology is 
the greatest chain of being sure about things. Blockchain creates a trusted net-
work for business, which can simplify and accelerate the economy. Blockchain 
became popular in the financial sector, where transparency, trust, and security 
of transactions are of pivotal importance (The Economist, 2015). Carrying out 
user transactions via a peer-to-peer network in a transparent way would add an 
additional level of technical trust on top of institutional trust (Lindman et al., 
2020). Blockchain technology enables trust-free (no trust on people), friction-
less transactions, which reduces transaction fees significantly (Beck et al., 
2016).  

Blockchain offers an immutable ledger that is distributed among the nodes of 
the network. Data is stored in the form of blocks. Each block receives a hash 
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value from the previous block and propagates its hash value to the next block. 
This chaining of blocks with hash values makes the blockchain ledger immuta-
ble (Narayanan et al., 2016). The execution and verification of transactions as 
well as the maintenance of the ledger are carried out by reliant cooperation and 
competition between multiple nodes, creating a decentralized trust machine 
(Bogusz et al., 2020). The key feature of distributed trust architecture is that it 
is possible to trust the output of the system without necessarily trusting any of 
its individual components (nodes) (Werbach, 2018). Blockchain promises to 
drastically reduce the cost of trust, replacing a centralized authority with an 
open, distributed ledger. The need for trusted middlemen allows technology gi-
ants like Google, Facebook, and Amazon to turn economies of scale and network 
effects into de facto monopolies (Casey & Vigna, 2018). Blockchain offers a 
unique opportunity for a trusted ecosystem where large-scale data sharing can 
be enabled among various stakeholders (Roman & Stefano, 2016).  

3.6 Trust in Cryptocurrencies 
 
Cryptocurrencies and blockchain are relatively new phenomena, which came 
into existence with the inception of Bitcoin in 2008 (Nakamoto, 2008). It has 
been over ten years since the inception of cryptocurrencies, and there have been 
several research papers written on them. However, there has not been much 
literature dedicated to the study of trust in cryptocurrencies (Bucko, 2015). The 
literature review in this dissertation aims to show that there is a lack of literature 
on trust in the cryptocurrencies domain and to identify the existing research gap 
in the literature of trust in cryptocurrencies. I performed a literature review via 
the AIS library using the keywords “trust,” “blockchain,” “Cryptocurrency,” and 
“Bitcoin.” Bitcoin being the most popular cryptocurrency and synonymous with 
cryptocurrency, the word “Bitcoin” is used in the literature review. 

The existing literature suggests that trust in cryptocurrencies can be generated 
by confidence in the underlying technology of cryptocurrencies (Bucko et al., 
2015). However, the paper does not suggest the attributes of the technology that 
creates trust in cryptocurrencies. Other research on trust in cryptocurrencies 
talks about trust from a stakeholder’s perspective (miners, users, exchanges, 
and merchants) rather than from a technological perspective (Sas & Khairuddin, 
2017).  Sadhya et al.’s (2018) study on trust in cryptocurrencies uses argument 
mapping from various technology trust dimensions, including reliability, func-
tionality, and helpfulness. The paper claims that the decentralization feature of 
blockchain creates reliability. However, these claims are not supported by any 
data analysis in the paper. Research from Mendoza-Tello et al. (2018) suggests 
that social networks help to create trust in cryptocurrencies. The study was con-
ducted through surveys that were distributed at universities, business libraries, 
and shopping centers. The research claims that there is a lot of uncertainty in 
cryptocurrencies due to price volatility, lack of regulations, and cyber-attacks. 
Social networks have the ability to communicate thoughts, opinions, and com-
ments on cryptocurrencies, which decrease the perceived risk of cryptocurren-
cies (Mendoza-Tello et al., 2018). Hence, there is a lack of proper research into 
understanding trust in cryptocurrencies.  



23 
 

4. Theoretical Background 

In this dissertation, framing theory is used to explain how Bitcoin is considered 
a social movement. The trust dimensions (functionality, reliability, and helpful-
ness) proposed by Lankton et al. (2015) were used to identify the factors that 
create trust in cryptocurrencies. Finally, the trust rebuilding techniques sug-
gested by Lewicki and Tomlinson (Lewicki & Tomlinson, 2014) were evaluated 
in the context of cryptocurrency exchanges. 

 

4.1 Framing Theory 
 
Bitcoin revolutionized the financial industry. To explain how Bitcoin can be con-
sidered a social movement in the financial industry, I use framing theory, which 
is generally used in the communication disciplines. Framing is the process by 
which people develop an understanding of an issue and realign their thinking 
on it (Benford & Snow, 2000). Framing theory is derived from the expectancy-
value theory of an individual’s attitude (Chong & Druckman, 2007). According 
to expectancy-value theory, an individual’s attitude toward an event or an issue 
is the total sum of their beliefs about that event. Framing allows individuals to 
realign their attitude toward a subject. Frames affect the attitudes and behaviors 
of audiences. This process is typically called a framing effect. 

I use framing theory to explain how Bitcoin is projected as a social movement 
in the financial sector. Collective action frames are classified as diagnostic fram-
ing, prognostic framing, and motivational framing (Snow & Benford, 1988). Di-
agnostic framing is referred to as injustice framing, which is related to problem 
identification and attribution. It frames certain events or issues as problematic. 
The second category of collective action frames is prognostic framing, which de-
scribes the solution for the problem mentioned in the diagnostic framing and 
proposes a strategy to execute the solution. The third category of collective ac-
tion frames is motivational framing, which calls for action to make things better 
by using vocabulary to motivate investors (Chong & Druckman, 2007). 
 

4.2 Trust in Technology 
 
Cryptocurrencies are decentralized systems that operate completely on technol-
ogy, without any human or institutional mediation. Hence, it is extremely im-
portant to identify the attributes of the technology that create trust in crypto-
currencies. I have extensively researched various trust theories in technology.  
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According to Friedman, Khan, and Howe, “people trust people, not technol-
ogy” (Friedman et al., 2000, p. 36). However, if technology emulates the quali-
ties of humans, then people trust technology. The qualities of a human being 
that create a trust are competence/ability, integrity, and benevolence (Lankton 
et al., 2014). Competence/ability refers to the belief that the trustee has skills 
that help the trustor achieve the desired function. Integrity is the belief that a 
trustee associates with a set of principles that are acceptable to the trustor. Be-
nevolence is the belief that the trustee is motivated to do something good for the 
trustor, besides being profitable. These three qualities in technology would 
translate to functionality, reliability, and helpfulness (McKnight et al., 2011). I 
tried to look for the characteristics of cryptocurrencies that are related to the 
constructs of functionality, reliability, and helpfulness. Functionality is concep-
tually very similar to ability or competence. Functionality refers to the belief that 
a specific technology has the capability, functions, and features, to do the re-
quired task. Reliability can be defined as a property that enables technology to 
operate consistently over some time. Helpfulness is like benevolence and is de-
scribed as the belief that technology provides adequate and responsive assis-
tance to users via its help attributes (McKnight et al., 2011).  
 

4.3 Trust Rebuilding Techniques 
 

Cryptocurrency exchanges are subjected to cyber-attacks, leading to the need to 
rebuild trust among customers. Trust violations happen when an outcome does 
not conform to the trustor’s expectations of the trustee’s behavior (Tomlinson 
& Mayer, 2009). Trust repair is the process of changing the trustor’s negative 
expectations that were accumulated due to a trust violation; these expectations 
must be altered to a point at which the trustor is once again willing to put his or 
her confidence in the trustee (Dirks et al., 2018). A general response to trust 
violations include social accounting (including explanations and apology), com-
pensation (including reparations and penance), and structural solutions (in-
cluding regulation and hostage posting) (Lewicki & Tomlinson, 2014). 

With regards to social accounting, apology plays a key role in rebuilding trust 
among the customers. Polin et al. (2012) identify six potential components of an 
effective apology: expression of regret for the violation, explanation of why the 
violation occurred, acknowledgement of responsibility for causing the violation, 
declaration of repentance, offer of repair, and request for forgiveness. The ex-
pression of regret represents the trustee’s expression of regret for the offense. 
An explanation of the violation is a statement in which the trustee explains how 
the violation happened to the trustor. Acknowledgement of responsibility is an 
admission that the trustee accepts his part in the mistake. A declaration of re-
pentance is a statement in which the trustee expresses his regret for violation 
and promises not to repeat it. An offer of repair refers to a statement extending 
a way to work toward trust rebuilding on the part of the trustee. The request for 
forgiveness is a statement asking for the trustor to pardon the trustee’s actions. 
The study concludes that an apology is more effective if it has all these compo-
nents. Research on social accounting has concluded that reticence (silence) is a 
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suboptimal response to trust violation (Weitzl et al., 2017). Reticence appears 
to show an expression of repentance by showing that the trustee is upset about 
the violation and is willing to change things to prevent further violations 
(Lewicki & Tomlinson, 2014). Nevertheless, a recent study concluded that de-
nial of a trust violation is more effective than an apology when the trust violation 
is due to the low integrity of the trustee (Lewicki & Tomlinson, 2014). Actions 
taken by the trustee play a major role in rebuilding trust rather than mere words. 
Offering substantial compensation for the violations can restore trust among the 
customers. Substantial compensation shows a sign of repentance and is consid-
ered an effective way to rebuild trust (Lewicki & Tomlinson, 2014). Overcom-
pensating is more likely to repair the trust of the customers (Bozic & Kuppel-
wieser, 2019). The final category of the trust repair mechanism is structural so-
lutions. Changing the structure of the organization helps to repair trust among 
customers. According to Nakayachi and Watabe (2005), hostage posting helps 
repair trust by allowing the trustor to monitor the actions of the trustee and pay 
penalties for any violations. Similarly, regulation is a tactic that focuses on al-
tering the situation to make the trustee more accountable for his or her actions 
(Dirks et al., 2011). 
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5. Methodology 

The empirical part of this thesis comprises four separate but interlinked re-
search papers that deal with the trust aspects of cryptocurrencies and block-
chain. Though each paper deals with a different research question, all of them 
share a certain similarity in the property of the technology that is being re-
searched. For the papers “Bitcoin: a social movement under attack” and “Docu-
ment Verification using Blockchain for Trusted CV Information”, I used quali-
tative methodology with an interpretive approach. I used quantitative method-
ology via textual analysis with a positivistic approach for the paper “Under-
standing the creation of Trust in Cryptocurrencies: The case of Bitcoin”. For pa-
per “Rebuilding Trust in Cryptocurrency Exchanges after Cyber-attacks”, I used 
qualitative methodology and sentimental analysis following a positivistic and 
interpretive approach. I used both quantitative and qualitative research meth-
ods for the thesis, and the following section explains the ontological and the 
epistemological assumptions for each of the papers in the thesis. In a later sec-
tion, I will discuss the data collection and analysis approach taken for each pa-
per. 
 
5.1 Philosophical Assumptions 

 
Ontology is the fundamental assumption that researchers make about their phe-
nomenon of interest (Guba & Lincoln, 1989). The ontological assumption of my 
thesis is that there exist multiple subjective interpretations of a single objective 
reality. From this ontological assumption, I derive the epistemological assump-
tion that I used an interpretive research paradigm for most of the papers. How-
ever, I have also used a positivist approach to describe the underlying objective 
reality. Epistemology refers to the process through which the researcher gener-
ates knowledge about the phenomenon of interest (Purao, 2013).  

I have used a blended approach of both quantitative and qualitative research 
methods in this thesis. For the paper “Bitcoin: a social movement under attack,” 
the research question is focused on understanding how Bitcoin is presented as 
a social movement in digital media and social media. To understand different 
perspectives, I have chosen the interpretive research approach using the quali-
tative method. In the second paper, titled “Understanding the creation of trust 
in cryptocurrencies: The case of Bitcoin,” I aimed to explore the factors that cre-
ate trust in cryptocurrencies. I used an objective approach to uncover the fac-
tors. Quantitative textual analysis was used for the research. I analyzed 1.97 mil-
lion posts to calculate the factors closest to the word “trust.” I used semantic 
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similarity as a measure to identify the factors that create trust in cryptocurren-
cies. It is impossible to perform qualitative analysis on such a large set of data. 
For the final paper, titled “Rebuilding trust in cryptocurrency exchanges after 
cyber-attacks,” the research question is designed to understand how cryptocur-
rency exchanges rebuild trust in cryptocurrencies. To answer the research ques-
tion, I used a blended approach of both qualitative and quantitative research 
approaches to answer the research question. I used qualitative analysis to ana-
lyze the steps taken by the exchanges and the responses of the customers for the 
actions taken by the exchange. To evaluate the positive and negative feedback 
received from customer, I used sentimental analysis. Table 2 represents the 
methods and the research paradigms for the papers in the dissertation. 
 

Table 2. Choice of methods and research paradigms 
Research Paper Method Research Para-

digm 

Bitcoin: A social move-
ment under attack 

Qualitative analysis (Open 
coding) 

Interpretivism 

Understanding the cre-
ation of trust in crypto-
currencies: The case of 

Bitcoin 

Textual analysis 
(Semantic similarity) 

Positivism 

Document verification 
using blockchain for 
trust CV information 

Design science research 
methodology 

Constructivism 

Rebuilding trust in 
cryptocurrency ex-

changes after cyber-at-
tacks 

Qualitative analysis (In-
ductive and deductive), 

sentiment analysis 

Interpretivism, posi-
tivism 

  
Design science researchers do not believe that the truth exists; they rather be-

lieve that artifacts are created to change the world (Purao, 2013). IT artifacts 
consist of constructs (vocabulary and symbols), models (abstractions and rep-
resentations), methods (algorithms and practices), and instantiations (imple-
mented and prototype systems) (Hevner et al., 2004). For a better understand-
ing of how blockchain brings trust to the business process without involving in-
termediaries, I constructed an IT artifact as a prototype using the design science 
research methodology for the paper titled “Document verification using block-
chain for trusted CV information.” Though design science research follows the 
supervisory structure of management science, it is heavily influenced by com-
puter science and engineering (Purao, 2013). Design science follows the princi-
ple of “knowing-via-making,” by which new ideas are generated in the process 
of building an IT artifact (Kuechler & Vaishnavi, 2008). Design science research 
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ontologically recognizes the evolution in the researcher’s instance toward the 
problem and the artifact and epistemologically observes a convergence between 
the problem and the artifact (Purao, 2013).  

 
5.2 Data Collection and Analysis 

 
This section provides an overview of the datasets used for all the research papers 
in this thesis and the various analysis methods used to extract meaningful 
knowledge from these datasets. 

For the paper titled “Bitcoin: A social movement under attack,” data were col-
lected from reputed websites like BitCoinTalk, CoinDesk, CNBC, and The Reg-
ister. Data collected from one website were triangulated with information avail-
able on other websites. I performed a content analysis on the data collected from 
these websites. Content analysis is a technique for compressing many words 
from a text into fewer content categories based on explicit rules of coding (Stem-
ler, 2001).  Framing theory was used to establish Bitcoin as a social movement. 
The trust deficit created among the investors in the traditional financial institu-
tions due to the collapse of Lehmann Brothers during the 2008 global financial 
crisis was projected as a problem using diagnostic framing. It is framed that 
there is a lack of transparency in the operations of traditional financial institu-
tions, and investing in them is no longer a safe option (Coy, 2008). Nakamoto’s 
whitepaper projected Bitcoin as an alternative investment option where there is 
no involvement of a financial institution for the safety and security of the trans-
actions, which can be seen as prognostic framing. Early Bitcoin users and ex-
changes promoted Bitcoin as a good option for investors. The features of Bitcoin 
match the requirements of the solution for the perceived problem. Bitcoin users, 
exchanges, digital media, social media, online discussion forums, and blogs pro-
jecting Bitcoin as a solution can be considered motivational framing. Using con-
tent analysis, I was able to identify the vulnerabilities in the exchanges that were 
being exploited by cyber-attackers. I categorized these vulnerabilities based on 
the similarities of the natures of the cyber-attacks.  

To identify the various factors that impact the creation of trust in cryptocur-
rencies for the paper “Understanding the creation of trust in cryptocurrencies: 
The case of Bitcoin,” data were scraped from the online forum, Bitcointalk.org, 
which was founded by Satoshi Nakamoto (Nakamoto, 2009). Bitcointalk.org’s 
online forum is the oldest and most reputed online forum related to Bitcoin and 
other cryptocurrencies. I used the Beautifulsoup package from the Python lan-
guage to scrape the postings from the online forum. I collected about 1.97 mil-
lion posts from the General Discussion subsection of the online forum written 
between March 1, 2012, and September 21, 2018. My data included original 
posts and replies to these posts, the dates of each post and reply, and the 
metadata about the users who made the posts.  

I used Doc2Vec textual analysis, as proposed by Le and Mikolov’s (2014) 
model, on the forum data, which generates the vector representation of words 
and documents through paragraph vectors. After the vector representation of 
the words and documents, I computed the semantic similarity to identify the 
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closeness of the posts and words to trust. Semantic similarity is a metric defined 
over a corpus, by which the similarity is based on the likeness of semantic mean-
ing instead of syntactical representation. Like a classification problem, the 
model learns the network weight to maximize the prediction of the nearest 
word. But these networks output the learned weight as a vector and semantic 
representation of the text rather than the final prediction from the model. To 
train the Doc2Vec model, I relied on the implementation provided by the Python 
package Gensim (Rehurek & Sojka, 2010). Among the available models, I 
trained three different variants of the Doc2Vec model: paragraph vector with a 
distributed bag of words (PV-DBOW) with doc vectors only, PV-DBOW in a 
skip-gram model with word vectors trained with document vectors, and PV with 
distributed memory (PVDM) using the sum. Due to the extensive resource re-
quirements involved in the estimation of PV-DM with concatenation, I omitted 
it from my potential model alternatives. The results showed that PV-DBOW 
with documents and words trained together performed better in comparison to 
other models, making it my preferred choice. 

In the paper “Document verification using blockchain for trusted CV infor-
mation,” I built a prototype of a blockchain application for trusted CV infor-
mation using a design science research methodology. Design science research 
methodology allows us to create information-systems-based solutions that have 
the quality, utility, and efficacy to solve a problem. Peffers et al. (2017) divide 
the design science research process into six steps: identifying a problem, defin-
ing the objectives, designing and developing a solution, demonstrating the so-
lution, evaluating the solution, and communicating the research to academia.  

Identify Problem & 
Motivate

Define the problem and 
showing its importance

Design and Develop

Artifact

Define the objective of 
the solution 

what would be the criteria of a 
good solution

Demonstration

Use the artifact to solve the 
problem

Evaluate

Observe the efficiency of the 
solution

Communication

Scholarly Publications

 
Figure 3. Design science research process (Peffers et al., 2017) 
 
In the paper, I identified the problem as verifying the background information 

of a job applicant accurately in a short period of time. I defined the objectives of 
the solution as the reliable verification of the background of a job applicant with-
out any flaws, reduced time consumption so that companies can do background 
verification immediately during the hiring process, and reduced costs so that 
small and medium enterprises can do background verification for all their job 
applicants. I performed several iterations of the design and development phase. 
I initially designed the solution to save the encrypted document on the block-
chain. Later, the solution was redesigned to save just the hash value of the doc-
ument onto the blockchain as hash value helps to authenticate a given document 
while keeping the information of the document confidential. As a researcher, it 
is extremely important to understand how blockchain can create trust in the 
business process. After designing the solution, I evaluated various platforms, 
like Ethereum Smart Contracts with Solidity, Corda Framework, and Hyper 
Ledger Frameworks. After carefully evaluating the pros and cons of each plat-
form, I decided to build my solution on the Hyperledger Fabric framework. I 
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built the prototype of the design solution using Hyperledger Fabric in the 
demonstration phase and evaluated my solution in terms of cost, scalability, and 
accuracy when identifying fake information on a CV. Finally, the paper was pub-
lished by the 2021 Americas Conference in Information Systems. 

Data were collected from multiple online cryptocurrency websites like 
Coindesk and Cointelegraph for the paper “Rebuilding trust in cryptocurrency 
exchanges after cyber-attacks” to gather information about major cyber-attacks 
on cryptocurrency exchanges between 2012 and 2020. I excluded cyber-attacks 
that were not discussed extensively on the online forum. Finally, I selected seven 
major cyber-attacks on different cryptocurrency exchanges. Then, I gathered in-
formation on how they informed their customers about a given cyber-attack and 
how they apologized for the violation. I collected the apology information via 
email, Twitter, website announcements, and press releases. I also gathered in-
formation about other trust rebuilding measures that the exchanges took during 
the months following the cyber-attack. Finally, I extracted the response of the 
customers and potential customers to the cyber-attacks on the Bitcointalk.org 
online forum. I used the Beautifulsoup package in Python for web scraping of 
the posts made by the current and potential customers of the exchange on the 
apologies made by the exchanges, analyzing a total of over 500 posts.  

A cross-case analysis approach was followed in my empirical study. Cross-case 
analysis facilitates the comparison of commonalities and differences across dif-
ferent cases. I utilized both quantitative and qualitative methods in my study, 
consisting of three steps. First, I used deductive qualitative analysis for the anal-
ysis of apologies made by the exchanges, by using the six components of an ef-
fective apology proposed by Polin et al. (2012): an expression of regret, an ex-
planation of the violation, an acknowledgment of responsibility, a declaration of 
repentance, an offer of repair, and a request for forgiveness.  

Second, I used VADER (valence aware dictionary and sentiment reasoner) 
sentiment analysis to identify the positive and negative sentiments of the user 
responses to the cyber-attacks. Sentiment analysis is a process through which 
text is analyzed using natural language processing, and the sentiments of the 
text are categorized as negative, positive, or neutral (White, 2020). VADER is a 
lexicon- and rule-based sentiment analysis tool that is specifically attuned to the 
sentiments expressed in social media. For each statement in the text, VADER 
provides a fraction of positive, negative, and neutral sentiments.  

Finally, I focused more deeply on the users’ responses for each exchange and 
conducted a qualitative analysis using the Atlas.ti software. I aimed to identify 
the factors that contribute to positive and negative sentiments. For this purpose, 
I started with open coding of the users’ responses for each exchange. Next, I 
clustered the open codes into larger categories that formed positive and negative 
themes. This allowed me to identify how exchanges’ trust rebuilding measures 
were received from the customers.  
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6. Research Findings 

My research findings provide deeper insights into various trust aspects of cryp-
tocurrencies and blockchain. They include classifications of vulnerabilities of 
cryptocurrency exchanges, the impact of cyber-attacks on the value of crypto-
currencies, factors influencing trust in cryptocurrencies, building a prototype of 
a blockchain use case, and trust rebuilding techniques used by cryptocurrency 
exchanges. In the following sub-sections, I will discuss the research findings of 
each paper in detail. 
 
6.1 Bitcoin: A social movement under attack 
 
Cryptocurrency exchanges have been targeted by cyber-attackers with various 
kinds of cyber-attacks. My research focused on several cyber-attacks and 
broadly classified the vulnerabilities of the system as code bugs, user errors, and 
susceptibility to distributed denial of service (DDoS) attacks. The cyber-attacks 
that occurred due to exploitation of the code written by the exchanges for the 
security of wallets and transactions are considered code bugs. The cyber-attacks 
that occurred due to user errors in managing the security of their wallets are 
termed user errors. In a DDoS attack, the attacker floods the victim's resources 
with illegitimate requests using multiple compromised computers so that legit-
imate users cannot access these resources (Yaar et al., 2003).  

As the popularity of cryptocurrencies has increased, exchanges have been 
formed on which investors can buy and sell cryptocurrencies. These exchanges 
have become targets for cyber-attacks, and cryptocurrencies worth millions of 
dollars have been lost. The impact of cyber-attacks hampers Bitcoin as a social 
movement. My research findings show that a cyber-attack on any exchange 
would not only diminish the value of the exchange but also reduce the overall 
value of Bitcoin. In 2014, the bankruptcy of Mt.Gox, the biggest Bitcoin ex-
change, located in Tokyo, Japan, reduced the value of Bitcoin by 36%. Similarly, 
a cyber-attack on the exchange Bitfinex diminished the value of Bitcoin by 24% 
(Table 3). Though several other factors constitute the fluctuations in the value 
of cryptocurrencies, cyber-attacks on cryptocurrency exchanges make their 
value more volatile. 
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                   Table 3. Impact of cyber-attacks on the value of Bitcoin (Marella, 2017) 
Event 

 
Reduction (From-

To) 
 

Percentage 
Reduction 

 
Mt.Gox Shut Down $737 - $472 36% 

Bitfinex Attack $656 - $510 23% 
Bitfinex & BTC-e 

DDoS 
$3,000 - $2,571 6% 

Mintpal Attack $634 - $618 2.5% 
Flexicon Attack $661 - $625 5% 
Bitstamp Attack $288 - $265 8% 

 
Some exchanges do not disclose any information about cyber-attacks, while a 

few exchanges provide vague information about the attacks. When the Mt.Gox 
exchange lost 450 million dollars in a cyber-attack, the exchange merely posted 
a note saying that the “decision was taken to close all transactions for the time 
being.” If the cyber-attacks incur huge losses, exchanges do not provide any in-
formation to the customers and shut down their services. Exchanges sometimes 
lose their confidence and make very negative statements in conveying infor-
mation about the cyber-attack to customers. BitCash informed customers of an 
attack by saying, “Unfortunately, the nightmare became a reality” (Bradbury, 
2013). This kind of irresponsible behavior by exchanges creates more distrust 
among Bitcoin investors.  

The exchanges charged lesser transaction fees during the initial days of 
Bitcoin. As the volume of the transactions increased in the Bitcoin network, the 
transaction fees for buying and selling bitcoins increased. The rapid increase in 
the number of Bitcoin transactions resulted in a two-tier Bitcoin transaction 
processing system by which the miners gave high priority to transactions with 
high transaction fees and low priority to transactions with low transaction fees. 
Cyber-attacks on cryptocurrency exchanges and the high transaction fees ham-
per the social movement started by cryptocurrencies like Bitcoin.  
 
6.2. Understanding the creation of trust in cryptocurrencies: The case of 
Bitcoin 

 
In this paper, I explore various attributes of the technology that creates trust 
among the users of Bitcoin. To search for the constructs, I listed the keywords 
representing functionality, reliability, and helpfulness in the context of block-
chain technology and cryptocurrencies from the literature. For functionality, I 
searched for keywords such as transfers, decentralization, immutability, and 
openness. Similarly, to identify reliability-related posts, I searched for posts 
closest to the keywords stability, regulation, knowledge, and security. Finally, I 
used keywords such as investments, profits, and alternative currency as words 
associated with the helpfulness construct.  I calculated the semantic closeness 
of these attributes to the word “trust” in the corpus of 1.97 million postings from 
Bitcointalk.org. My research shows that openness, immutability, and transfer 
are three technological attributes that are semantically close to trust (Figure 4). 
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Figure 4. Semantic proximity network representation of trust and its associated attributes (Ma-
rella et al., 2020) 
 
6.3. Document verification using blockchain for trusted CV information 
 
I built a blockchain prototype to solve the problem of fake information in the CB 
submitted by a job applicant in the hiring process. The prototype was built using 
Hyperledger Fabric, an open-source permissioned DLT that offers high modu-
larity supporting external plugin components, performance scalability, and con-
figurable architecture compared to other blockchain technologies. The organi-
zations that take part in building Hyperledger Fabric network are called mem-
bers. Universities, companies, doctors, police, and certification authorities are 
all members. Each of the members in the consortium blockchain would be pro-
vided with at least three entities: peer, administrator, and certification author-
ity. The peer is the entity responsible for submitting new documents to the 
blockchain. The administrator of the organization verifies the authenticity of the 
documents and approves them. Then, the hash value of the documents, along 
with the hash of the identification (Social Security Number + Last name), are 
updated on the blockchain by the orderer, and the transaction is updated by all 
the orderers in the network. The certification authority is the entity responsible 
for giving certificates to the administrators and peers. Once all the transactions 
are saved into blocks, these blocks are distributed to all the other peers in the 
network (Hyperledger, 2019). A recruiter of an organization will act as the veri-
fier of a job applicant’s document and obtains a verifier certificate from the ver-
ifier organization. My solution is efficient, time-saving, and less costly than the 
conventional background verification process practiced across various compa-
nies (Figure 5). 
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Figure 5. Architecture of the Hyperledger Fabric consortium blockchain (Marella & Vijayan, 
2020) 

 
6.4. Rebuilding trust in cryptocurrency exchanges after cyber-attacks 
 
I explored trust rebuilding techniques adopted by seven different cryptocur-
rency exchanges after a cyber-attack. My findings show that an apology itself is 
not enough to rebuild trust among customers after a cyber-attack. The BitCash 
exchange only made an apology without implementing any other trust rebuild-
ing mechanisms and consequently cumulated only 33% positive sentiments. 

Compensation plays a crucial role in rebuilding trust. All the exchanges that 
offered compensation received high positive sentiments from customers. Bi-
nance (54%), Coincheck (69%), Bitcoinica (56%), and BitFloor (55%) are exam-
ples of such exchanges. However, if there are repeated cyber-attacks, compen-
sation may not be a useful technique to rebuild trust. Bithumb and BitStamp 
compensated their customers, but they received 35% and 24% positive senti-
ments, respectively, due to the repetition of cyber-attacks. I also found that the 
reputation of the exchange plays an important role in rebuilding trust. Binance 
has a good reputation for protecting customers’ wallets against cyber-attacks, 
and it has a separate fund set aside to compensate customers when necessary. 
So, the exchange received 54% positive sentiments from the forum users. Simi-
larly, BitFloor received 55% positive sentiments from forum users due to its 
good reputation. I found that merging with a reputed organization is a structural 
change that could help in rebuilding trust among customers. Coincheck merged 
with Monex Group after being hit by its biggest cyber-attack and losing 532 mil-
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lion dollars (Wood, 2018). Coincheck compensated its customers before merg-
ing with Monex Group. Hence, the exchange received 69% positive sentiment 
from its users. 

The following table represents the motivation and contribution of each paper 
in the dissertation. 
 

                             Table 4. Contributions of research papers 
Motivation Research Paper Contributions 

To understand Bitcoin 
and how it is a social 
movement. 

Bitcoin: A social move-
ment under attack 

The paper explains how 
bitcoin differs from tra-
ditional financial insti-
tutions and how it is 
framed as a social move-
ment.  
It also provides litera-
ture on cyber-attacks on 
crypto exchanges and 
their impact on Bitcoin. 

After studying how 
Bitcoin differs from tra-
ditional financial insti-
tutions in paper 1, (i.e., 
absence of central au-
thority), I wanted to ex-
plore the factors that 
create trust in crypto-
currencies. 

Understanding the cre-
ation of trust in crypto-
currencies: The case of 
Bitcoin 

The paper identifies that 
immutability and open-
ness are the features of 
blockchain that create 
trust in cryptocurren-
cies. 
 

After understanding 
how blockchain creates 
trust in cryptocurrencies 
in paper 2, I wanted to 
explore how blockchain 
can be applied in other 
business scenarios. 

Document verification 
using blockchain for 
trust CV information 

The paper produced a 
working prototype of a 
blockchain application 
for a reliable hiring pro-
cess. 

Paper 1 explains the im-
pact of cyber-attacks on 
cryptocurrencies. This 
motivated me to under-
stand how exchanges re-
build trust among cus-
tomers after a cyber-at-
tack. 

Rebuilding trust in 
cryptocurrency ex-
changes after cyber-at-
tacks 

The research findings of 
the paper present the ex-
isting trust rebuilding 
techniques imple-
mented by the ex-
changes. 
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7. Discussion 

Cryptocurrencies like Bitcoin are a relatively new phenomenon for both acade-
micians and practitioners. Unlike other emerging technologies, which are pri-
marily studied in computer science and information systems, the scope of cryp-
tocurrencies expands over a wide area of research, including computer science, 
finance, economics, and information systems (Giudici et al., 2020). Blockchain 
technology, which is the underlying technology of cryptocurrencies, has appli-
cations in a wide variety of domains like supply chain management, music and 
art, land registrations, finance, food traceability, and healthcare (Pilkington, 
2016). This dissertation explores these two technologies and uncovers how trust 
is created in cryptocurrencies and how blockchain technology can bring trust in 
a business scenario. 
  I explained how Bitcoin is considered a social movement in the finance indus-
try using framing theory. Unlike any traditional financial institution, Bitcoin op-
erates without a central authority and offers high transparency for its transac-
tions, low transaction fees, and high returns on investment. However, as the 
popularity of cryptocurrencies has grown, cryptocurrency exchanges have be-
come the potential targets of the cyber-attackers. Cryptocurrencies worth mil-
lions of dollars are lost in cyber-attacks, and the exchanges are not always trans-
parent about these attacks with their customers. These attacks have prompted 
a reduction in the value of cryptocurrencies.  Hence, I consider that these cyber-
attacks are a threat to the social movement started by cryptocurrencies.  

In the paper “Bitcoin: a social movement under attack”, I discuss the case of 
Students for a Democratic Society as an example to explain the situation of 
Bitcoin. In the 1960s, Students for a Democratic Society emerged in the United 
States from the liberal ideologies of the young Americans at that time. They ad-
vocated nonviolent civil disobedience as a tool to bring participatory democracy 
to student youth. The rapid growth of the organization led to its collapse. 
Though SDS advocated non-violence, the organization became violent on the 
issues like the Vietnam War. The organization broke into several factions and 
implemented terrorist tactics in its operation. By 1969, Students for a Demo-
cratic Society was dissolved due to increased factionalism within its ranks. Sim-
ilar to Students for a Democratic Society (SDS), Bitcoin might fail to capitalize 
on its success due to cyber-attacks (Organization, n.d.). Despite the huge de-
mand for Bitcoin today, these cyber-attacks can pose a threat to Bitcoin as a 
social movement (Freeman, 1999). 

After studying how Bitcoin operates without a central authority in paper titled 
“Bitcoin: a social movement under attack”, I delved deeply into the trust aspects 
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of cryptocurrencies by exploring various attributes of technology that create 
trust among the users of cryptocurrencies like Bitcoin in the paper “Understand-
ing the creation of trust in cryptocurrencies: The case of Bitcoin”. The results 
produced using the Doc2Vec model showed that trust is semantically close to 
immutability, openness, and transfers. Bitcoin makes the international transfer 
of coins faster with a low transactional fee (Bamert et al., 2013). So, traditional 
banks are now exploring blockchain technology to make international money 
transfers faster and cheaper for their customers (Shane, 2018). Immutability 
and openness are attributes of cryptocurrencies that are provided by the under-
lying technology. Immutability of the ledger brings safety and security to the 
transactions, while openness refers to the availability of the data in the Bitcoin 
ledger to everyone. The openness of the ledger creates transparency while im-
mutability offers accountability. Transparency is the key element to creating 
trust (Grimmelikhuijsen & Welch, 2012). The degree of transparency and ac-
countability offered by cryptocurrencies like Bitcoin is unparallel by any tradi-
tional financial institution.  
After understanding that the technical attributes of blockchain technology that 
create trust in cryptocurrencies from the results of paper “Understanding the 
creation of trust in cryptocurrencies: The case of Bitcoin”, I explored the poten-
tial of blockchain in a different domain, the recruitment industry, in paper “Doc-
ument verification using blockchain for trust CV information”. I built a proto-
type of a solution for the problem of verifying the authenticity of the documents 
provided by a job applicant in the hiring process. My prototype reduces costs, 
saves time, and is accurate in verifying the authenticity of documents. The pro-
totype is substantial evidence of how blockchain can be disruptive. The proto-
type built in the paper is very generic, and with a few changes, the solution can 
be used in various other domains like verification of land record documents and 
digital notary. 

As discussed in “Bitcoin: a social movement under attack”, cyber-attacks are 
detrimental to cryptocurrencies, and cryptocurrency users can lose their trust 
not only in the exchange but also in cryptocurrencies in general. In paper 4, I 
examine how cryptocurrency exchanges rebuild trust among their customers af-
ter cyber-attacks. My research suggests that an apology from the exchange with 
full acceptance of responsibility for failing to prevent the cyber-attack is insuf-
ficient to rebuild trust. The exchanges need to fulfill the promises made in the 
apology. This supports Schweitzer et al. (2006), who conclude that a mere apol-
ogy will not likely lead to trust repair.  

Among the various trust rebuilding methods adopted by cryptocurrency ex-
changes, compensation is the best technique to rebuild trust among customers. 
It supports the claim of Bottom et al. (2002) that financial compensation would 
better restore trust among customers compared to just an apology. However, if 
the exchanges are subjected to repeated cyber-attacks, then compensation does 
not have much impact on rebuilding trust. The research findings also suggest 
that the reputation of the exchange plays a key role in rebuilding trust among 
customers of the exchange. Finally, the research results indicate that a merger 
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can be a structural solution to rebuild trust among customers. Merger as a po-
tential solution to rebuild trust is never discussed in literature about rebuilding 
trust. Hence, mergers as a trust rebuilding technique can be explored further. 
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8. Implications  

The papers in this dissertation made a few theoretical contributions and practi-
cal implications, which I will discuss in detail in this section. Later, I will discuss 
the limitations of and suggestions for future research on the papers. 

8.1 Theoretical Contributions 

All the papers included in this thesis focus on trust aspects related to cryptocur-
rencies and blockchain. The papers in the dissertation contribute to the litera-
ture on vulnerabilities in cryptocurrency exchanges, trust creation in cryptocur-
rencies, prototyping of a blockchain application to create trust for a business use 
case, and rebuilding trust in cryptocurrency exchanges.  

The paper titled “Bitcoin: A social movement under attack” provides infor-
mation on various vulnerabilities in cryptocurrency exchanges. The research 
identified code bugs, users errors, and susceptibility to DDoS attacks as com-
mon vulnerabilities of exchanges that cyber-attackers exploit.  

The paper on understanding the creation of trust in cryptocurrencies makes 
contributions to the trust literature in cryptocurrencies. The textual analysis 
performed on 1.97 million posts from Bitcointalk.org identifies that the immu-
tability and openness of ledgers as the technological attributes that create trust 
in cryptocurrencies. Second, we identified that these technological attributes re-
place the human component of trust in the business process as cryptocurrencies 
operate in the absence of a central authority. These results are not exclusive to 
cryptocurrencies they can be generalized to other blockchain-based applica-
tions.  

The paper on rebuilding trust in cryptocurrency exchanges after cyber-attacks 
contributes to the literature on rebuilding trust in cryptocurrency exchanges. 
My research findings show that mergers can be an effective trust rebuilding 
technique. When an organization loses customer trust, it may consider merging 
with another reputed organization to rebuild trust among its customers. The 
existing literature only proposes regulation (Dirks et al., 2011) and hostage post-
ing (Nakayachi & Watabe, 2005) as structural solutions to rebuilding trust. My 
paper proposes mergers as another solution. The research suggests that the 
compensation and reputation of the exchange (organization) play a major role 
in rebuilding trust among customers. Reputed exchanges that were subjected to 
repeated cyber-attacks were unsuccessful in rebuilding trust. My paper contrib-
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utes to the literature on rebuilding trust in organizations that operate com-
pletely online without a physical presence in general and cryptocurrency ex-
changes specifically. 

8.2 Practical Implications 

The practical implication of the research include providing several guidelines 
for exchanges to protect themselves from cyber-attacks, providing insights into 
how to build trust in blockchain applications, demonstrating how a blockchain 
application can create trust in the business process, and suggesting some effec-
tive trust rebuilding techniques for exchanges to adopt after cyber-attacks. 

Cyber-attacks on cryptocurrency exchanges pose a threat to the social move-
ment started by cryptocurrencies. Cyber-attacks diminish the value of crypto-
currencies and make them very volatile. I recommend that exchanges need to 
eliminate cyber-attacks by cooperating and sharing knowledge about the nature 
of cyber-attacks with other exchanges. Furthermore, the proof of work consen-
sus mechanism not only consumes electricity but also consumes a significant 
amount of time (10 minutes to add each block) (Hertig, 2020), which creates a 
bottleneck in processing transactions and thereby increases transaction fees. 
Hence, it is recommended to use proof of stake to overcome the problem of high 
transaction fees.  

From the research on understanding the creation of trust in cryptocurrencies, 
I identify the openness and immutability of the ledger as the technological at-
tributes that create trust in cryptocurrencies. Openness offers transparency, 
while immutability creates accountability. Blockchain is not a requirement for 
every application, and blockchain’s value can be realized only when it is applied 
to a business process where there is a lack of transparency and accountability. 
My research suggests that organizations should develop blockchain applications 
to explore the business use cases where there is a lack of transparency and ac-
countability and utilize the value offered by blockchain. Since several block-
chain-based applications are still in the early stages of development, the busi-
ness owners must highlight these attributes of blockchain to create trust among 
the users of the application. 

In the next paper, I develop a prototype for a solution using blockchain to 
identify the fake information provided by job applicants in the hiring process. 
The paper demonstrates the step-by-step process of building a blockchain solu-
tion to a business problem where there is a lack of transparency in the process. 
The solution is highly scalable and can be extended to any geographic location 
easily. The solution satisfies the properties of confidentiality, integrity, and 
availability, which are fundamental to any security system (Coss & Samonas, 
2014). The solution built for the problem is generic and can be used in various 
other domains. 

In the final paper “Rebuilding trust in cryptocurrency exchanges after cyber-
attacks”,  I suggested several guidelines for the exchanges to rebuild trust among 
customers. Cryptocurrency exchanges operate online without any physical pres-
ence. Due to the impact of the COVID-19 pandemic, several organizations have 
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moved their operations online and have fewer face-to-face interactions with 
customers. Hence, the research findings from this study apply to several organ-
izations and are not just limited to cryptocurrency exchanges. My research also 
reveals that the reputation of an exchange plays a crucial role in rebuilding trust. 
Therefore, exchanges need to provide high-quality services to maintain good 
reputations among customers. It was also found that offering an effective apol-
ogy with all the six components suggested by Polin et al. (2012) would help to 
rebuild trust. Hence, I recommend that cryptocurrency exchanges need to make 
effective apologies as an initial step to rebuild trust among customers. 

8.3 Limitations of Research 

My research has certain limitations. Data collected for the paper “Understand-
ing the creation of trust in cryptocurrencies: The case of Bitcoin” are from the 
online forum Bitcointalk.org. The members of the forum may or may not be 
Bitcoin users. Hence, the research results are not exclusive to the opinions of 
actual users. Furthermore, we do not have information about the forum mem-
bers’ technical skills or understanding of blockchain and Bitcoin. Hence, our re-
search findings reflect the opinions of individuals with different levels of 
knowledge and understanding of cryptocurrencies.  

For the paper “Rebuilding trust in cryptocurrency exchanges after cyber-at-
tacks”, the secondary data collected consist of the responses to exchanges’ apol-
ogies to cyber-attacks. These responses are not exclusive to the customers of the 
exchanges. Hence, we consider them to be the opinions of both the current and 
potential customers of the exchange.  

8.4 Future Research 

The paper “Rebuilding trust in cryptocurrency exchanges after cyber-attacks” 
can be extended by collecting more data on cyber-attacks on cryptocurrency ex-
changes. The current research considers the opinions of both current customers 
and potential customers of exchanges. Future research can be conducted by fo-
cusing exclusively on the opinions of the current customers of the exchanges. 
Moreover, the paper has explored only seven cases of cyber-attacks; it can be 
extended to at least twenty cases of cyber-attacks. The research can also be im-
proved by collecting historical data on the trading volume of the exchanges to 
assess the impact of trust rebuilding measures taken by the exchanges.  

The applicability of the research in the paper “Document verification using 
blockchain for trusted CV information” can be enhanced further. The trust as-
pect of the blockchain prototype is not thoroughly investigated in the current 
version of the paper. The paper can be further extended by study how the pro-
totype brings trust to the business process. The application can also be used by 
employment offices to verify the work histories of unemployed people. Simi-
larly, the application can be used by funding agencies to verify the transcripts of 
students for providing funding. I plan to include these two stakeholders in the 
solution.  
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9. Conclusion 

This doctoral dissertation contributes to the literature on trust in the domain of 
blockchain and cryptocurrencies by studying the creation, application, and re-
building of trust. The dissertation identifies and highlights the features of block-
chain technology in creating trust among the users of cryptocurrencies. Crypto-
currencies offer a high degree of transparency and accountability through an 
open and immutable ledger, which are the inherent features of blockchain. The 
dissertation not only demonstrates the application of blockchain in a business 
scenario but also explains how blockchain can create trust and improve the ef-
ficiency of the process. Blockchain is still an emerging technology, and the 
productivity of blockchain applications is uncertain. My prototype illustrates 
the efficiency of blockchain in terms of cost, time, and accuracy.   

Cyber-attacks on cryptocurrency exchanges pose a serious threat to cryptocur-
rencies. Whenever these cyber-attacks happen, customers might lose their trust 
not only in a specific exchange but also in cryptocurrencies in general. Hence, it 
is extremely important for the exchanges to rebuild trust among their customers 
after cyber-attacks. This research is not only applicable in the context of crypto-
currency exchanges but also generalizable to organizations that provide their 
services virtually. The research results underscore the pivotal role that compen-
sation plays in rebuilding trust among the customers of an exchange and also 
provide new insight into using mergers as a structural solution to rebuild trust 
among the customers. Mergers as a structural solution to rebuild trust can be 
researched further in the context of online service providers. 

Blockchain, unlike artificial intelligence, has yet to prove its applicability 
(Lindman et al., 2020). It has been over a decade since the inception of Bitcoin, 
yet there are no successful large-scale implementations of blockchain other than 
cryptocurrencies. This can create doubts among organizations about whether 
blockchain is practically feasible for their businesses. My dissertation empha-
sizes the features of blockchain that create trust among the users of cryptocur-
rencies. It also focuses on how these features of blockchain can transform the 
business process in a different domain and showcase the advantages of using 
blockchain. Cryptocurrency is the only exemplary application of blockchain, and 
the success of cryptocurrencies drives the large-scale implementation of block-
chain. However, cyber-attacks on cryptocurrency exchanges hamper trust in 
cryptocurrencies, which is detrimental to the implementation of blockchain in 
other domains. Hence, my dissertation proposes some of the best trust rebuild-
ing techniques adopted by various cryptocurrency exchanges to rebuild trust 
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among their customers. This dissertation outlines various trust aspects of block-
chain and cryptocurrencies, which are extremely important for the large-scale 
adoption of any emerging technology. 
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