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Abstract

Remote identity verification solutions face new challenges: with advances in
generative Al, a single facial image of a victim can suffice for adversaries to synthesize
lifelike video models and conduct deepfake video-injection attacks. A practical
mitigation to such attacks would be to include additional data modalities in the
verification process, reducing reliance on the video feed alone, complicating potential
attacks. On consumer mobile devices, one widely available modality would be motion
sensors, for example, accelerometers and gyroscopes. This thesis examines the
potential of combining motion-based sensor data collected during Candour ID’s selfie-
capture phase with state-of-the-art time-series classification and anomaly-detection
methods. For this purpose, a data set was collected from 30 subjects (10-15 samples
each), totaling 375 time-series sequences of multi-sensor data sampled during selfie
captures. Three distinct, comprehensive benchmarks were conducted: (i) multi-class
classification to identify individual users, (i) an anomaly-detection evaluation to flag
possible spoofing attacks or unusual behavior, and (iii) a 10-shot, semi-supervised
one-class learning -based verification (anomaly detection) to verify individual users
without relying on a multi-class classifier. The results indicate that a selfie-capture-
centered motion data analysis check shows promise as a complementary security layer
supporting Candour’s face-matching engine.

Keywords time series classification, motion sensors, remote identity verification
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Tiivistelma

Henkil6llisyyden etidvarmennusratkaisut kohtaavat uusia haasteita: generatiivisen
tekodlyn kehityksen myoti jo yksi uhrin kasvokuva voi riittdd hyokkadjille elavinolois-
ten videomallien tuottamiseen, ja deepfake-videoinjektiohyokkiysten toteuttamiseen.
Erés tapa puolustautua téllaisilta hyokkayksilta olisi sisdllyttdda todennusprosessiin
lisdd datamodaliteetteja, jolloin riippuvuus pelkéstd kamerasyotteestd vihenisi ja
mahdolliset hyokkaykset vaikeutuisivat. Mobiililaitteilla yksi téllainen laajasti saata-
villa oleva datamodaliteetti ovat liikeanturit, kuten kiihtyvyys- ja gyroskooppianturit.
Tissd tyossa tarkastellaan mahdollisuutta yhdistaé selfie-kuvauksen aikana keritty
litkkepohjainen anturidata timénhetkisiin huipputason aikasarjaluokittelu- ja poikkea-
vuuksien havaitsemismenetelmiin. Titd varten keréttiin aineisto 30 henkilosta (10—-15
néytettd kustakin), sisdltden yhteensd 375 anturidataan perustuvaa aikasarjasekvenssid,
jotka tallennettiin selfie-kuvausten aikana. Tyossa suoritettiin kolme erillistda kokei-
lua: (i) yksittdisten kidyttdjien tunnistaminen kayttaen moniluokkaisia aikasarjojen
luokittimia, (i) aikasarja-anomalioiden havaitseminen esityshyokkaysten tai muun
epdtavallisen toiminnan paljastamiseksi, ja (iii) 10 niytteen osittain ohjattuun yhden
luokan oppimiseen perustuva todennus, jossa yksittdiset kdyttdjdt todennetaan ilman
moniluokkaista luokitinta. Tulokset viittaavat siithen, ettd selfie-kuvauksen aikana
kerétyn liikedatan analyysitarkistus tarjoaa lupaavan, Candourin kasvojentunnistusta
tdydentédvin turvakerroksen.

Avainsanat aikasarjojen luokittelu, liikeanturit, henkilollisyyden etdtunnistus
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1 Introduction

Over the past decade, remote identity verification (RIdV) has become essential,
as an increasing number of sensitive services have moved online. Tasks that once
always demanded a face-to-face visit, such as opening a bank account, applying for
government benefits, taking out a loan, or even clearing border control, are now
routinely completed remotely (Fatima et al., 2024). In physical settings, proving one’s
identity normally involves little more than a brief visual inspection of an ID document,
typically a passport, an ID card or a driver’s license by a clerk. The simplicity and
practicality of this interaction is often taken for granted, and reproducing the same
level of trust and ease in a digital setting demands considerably more thought and
complexity.

Existing simpler approaches involve proving the user’s ownership of a physical
identity document by simply taking a photo of it and sending it. However, this does
not guarantee the sender of the photo to be the owner of the document. A common
countermeasure is then to request the user to also send a selfie portrait, which is then
compared to the picture in the ID document with a visual inspection by a human or an
Al-based biometric comparison engine. However, this solution alone is still insufficient
because an impostor could, in theory, obtain both the ID document and a selfie of
its owner. Remote identity verification applications such as Candour ID counter this
by requesting the user to take both photos in a single verification session within the
application, and by applying various liveness detection methods to ensure that the
person and the ID document are physically present in front of the camera, rather than
displayed on another screen, theoretically forcing the ID document and its owner to
be within physical proximity of each other. In addition to this, Candour ID, along
with some other RIdV applications, also utilize the built-in near-field communication
(NFC) hardware embedded in most smartphones today, to read the contents of the
radio frequency identification (RFID) chip in the passport or ID card, making spoofing
attempts with forged documents significantly more difficult.

As impressive as all this sounds, this technology is still not foolproof. Rapid
progress in generative Al has recently made it possible to create highly realistic video
"deepfakes". It has been demonstrated that with nothing more than a single photo, an
attacker can produce a lifelike, animated model of someone’s face good enough to
threaten even the current state-of-the-art liveness detection methods (Pennsylvania
State University, 2023; Vincent, 2022; Y. Zhang et al., 2023b). This, combined with
the possibility of using rooted devices where video feed of these reconstructions could
be streamed to the application from a source other than the camera of the device, poses
serious risks that can compromise the integrity of such remote RIdV platforms (Carta
et al., 2022).

Although such attacks may appear unlikely due to the significant expertise, time,
and effort required, the deployment of RIdV applications in the banking sector
significantly increases the incentive for malicious actors. This increases the need to
find new ways to enhance the security of these solutions. One such way proposed
by Candour Oy and many other RIdV solution vendors would be to add new data
modalities to analyze, in order to reduce reliance on camera feed alone.



As these applications are mobile device -based, the user typically performs the
verification by physically holding the device in their hand(s). The presence of built-
in accelerometers or inertial measurement units (IMUs) in modern mobile devices
introduces a potential additional data modality that could be utilized more broadly in
such verification settings. With the significant improvements in mobile computational
capabilities in the recent decade, it has become feasible to collect continuous, reliable,
and timestamped streams of sensor data directly from the application layer without a
significant impact in power consumption or performance, even in budget-level devices.
This enables the representation of such measurements as a high-quality time series.
When combined with recent, fast pace of advancement in artificial intelligence and
time series analysis (Middlehurst et al., 2024b), new opportunities have emerged
in detecting and classifying potential spoofing attempts based on motion-related
behavioral patterns.

The research aim of this thesis comprises of two parts: the first is to determine
the accuracy with which a real user interacting with the Candour ID application can
be distinguished from a spoofing attempt purely from the way they are handling the
device by comparing various semi-supervised anomaly detection techniques. The
second is to benchmark the current state-of-the-art Time Series Classification (T'SC)
algorithms against each other on the aforementioned handling patterns to determine
which category of algorithms performs the best in user verification. To this end, the
thesis introduces and publicly releases CanSelfie, a uniform-length time series data
set containing various sensor channels, collected from 30 voluntary participants while
they were performing the selfie capture phase in the Candour ID application.

The selfie capture phase was chosen because it is the point in the verification flow
where detectable spoofing measures are assumed to be most likely taken, for example,
where someone tries to present an Al-generated face or a secondary image or video to
the application. In the anomaly detection part, most samples in the CanSelfie dataset
are used to train the algorithms in a semi-supervised manner without distinguishing
between individual users, while the remainder is used to test them against physically
mimicked time series samples resembling anomalous behavior.

Additionally, a 10-shot, one-class verification experiment was conducted using the
same anomaly-detection techniques. The goal was to determine how well individual
users can be recognized and zero-effort impostors rejected when training is limited
to the enrolled users’ own samples. In the time-series classification part, supervised
time-series classification algorithms are benchmarked on the CanSelfie dataset to
assess which algorithm can be best converted to accept enrolled users while rejecting
others. In both parts, the set of sensor channels is varied within each benchmark to
determine which algorithm—data configuration yields the best performance.

The remainder of this thesis is divided into four chapters. Chapter 2 provides a brief
overview of concepts most relevant to this thesis, such as details about the application’s
verification flow and possible spoofing methods that could exploit it. It then goes
on to provide background information on time series representations of motion data
and reviews current state-of-the-art methods in both time series classification and
anomaly detection. Chapter 3 describes the research methods, including the type
of data collected, the environment in which the benchmark will be conducted, and
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the metrics used to evaluate performance. Chapter 4 presents visualizations of the
collected dataset and overall results of the benchmark. Finally, Chapter 5 contains
discussion on the interpretation and reliability of the results.
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2 Background

The aim of this chapter is to introduce the key concepts and background knowledge
relevant to this thesis. This includes the Candour ID application itself, motion data
and its representation as time series, and brief overviews of the fields of time series
classification and anomaly detection. The chapter concludes with user verification,
emphasizing its relationship to anomaly detection in terms of commonalities and
divergences.

2.1 The Candour ID Application and Potential Spoofing Ap-
proaches

A common use of Candour’s solution is via verification invitations. The inviting party
sends a personal verification invitation to each invitee, who then open them on their
mobile devices via a QR code or a deep link. Candour’s mobile user interface, the
Candour ID application, is available for both Android and iOS devices. The user
interaction flow during verification in app version 2.3.7 can be divided into 3 main
phases:

1. Capturing a photo of the machine readable zone (MRZ) side of the user’s ID
document.

2. Reading the information and picture stored in the NFC tag of the ID document.

3. Taking a selfie portrait.

Typically, the completion of all 3 phases is required by the inviting party, although
in some usage contexts, the inviting party has obtained the ID document and/or a
previous selfie image of the invitee, and the invitee only needs to perform the selfie
capture phase to verify their identity. Provided the threat actor has obtained the
invitation link to such "selfie-only verification", the only step that needs to be spoofed
is the selfie phase. The approaches the threat actors could take include video injection
attack with a deepfake or real-time face morphing, or in a lower-effort attack, simply
pointing the selfie camera to another screen displaying a picture or a video of the
victim’s face.

Recently, the more discussed and studied approach of these is the video injection
attack. This attack type requires the adversary to have an access to the source code of
the application, which can be done by decompiling (and possibly deobfuscating it)
(Carta et al., 2022). After this is achieved, the application can be manipulated with
different rooting tools such as "Frida" for Android, which can be used to analyze and
modify the application code on run-time. This allows the adversary to inject snippets
of code during the verification process that could allow to change the source of video
from device camera to a pre-made deepfake video constructed from the victim’s face.

A video injection attack could be combined with replayed or synthetic IMU streams,
since Mohamed et al. (2017) show that fake motion/position data can be fed to Android
apps without rooting the device (noting that some pathways have been restricted since
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2017). But including such a maneuver on top of rooting the device, decompiling and
deobfuscating the application, preparing deepfake video reconstructions of the victim’s
face and injecting it into the application on runtime would require a massive amount of
preparing and competence. In addition to this, each added data stream should also be
synchronized together and perfectly timed with the selfie capture moment. However,
there would not likely even be a need for synthetic or pre-recorded motion sensor data
streams if an adversary opted to morph their face in real time with a deepfake filter
instead of a pre-recorded video. This would allow for real-time motion sensor data
matching with the camera’s movements and selfie capture time organically (with a
small delay). Open-source tools such as DeepFaceLive (DeepFaceLive contributors,
2024) enable real-time face morphing with deepfake filters without requiring extensive
GPU resources: in practice, a consumer-grade GPU (for example, a RTX 2070 as
stated in the repository) is sufficient to generate a live, manipulated video stream on a
local machine. This, however, doesn’t take into account user-specific motion patterns,
the recognizability of which is also studied in this thesis.

Considering the points made above, adding a "motion analysis engine" to support
Candour’s facial recognition engine could improve the security of the solution against
such video injection and live morphing attacks significantly. Such motion data analysis
engine would act strictly as a supporting feature to the facial comparison engine,
and theoretically should never obstruct its function by flagging genuine verification
attempts as non-genuine. A rejection from the facial comparison engine would always
override an acceptance from the motion analysis engine, but a rejection from the
motion analysis engine would have some weight in the decision. Therefore, solutions
with low false rejection rates (FRR) are favored over those with low false acceptance
rates (FAR). Figure 1 provides a visual overview of the idea.

User / ID document

specific previous
time series

Comparison

Confidence score
is the right user)

Sensor readings & Movement analysis (
corresponding time engine \
stamps (time series) \
Confidence score Assessment

(is a real user)

Selfie picture _ - /
\, Facial recognition Confidence score Overall

> confidence
engine (face matches ID) score

User enters selfie
capture phase Secured

B ) service
dunr_\g mpblle Access granted/denied
verification

Figure 1: Motion/movement analysis engine integrated as a part of Candour’s
verification solution.
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As one of Candour ID’s strengths in the industry is its speed, an additional motion
data analysis engine should also never bottleneck the facial recognition engine in
compute time. In essence, there should never be a situation where the facial comparison
is ready but motion analysis is still pending. Thus, algorithms/solutions with low
delays at validation time are also favored.

2.2 Motion Data and Mobile Devices

Modern mobile devices contain motion-sensing hardware that enables capture of
device dynamics during handling. The raw outputs are naturally expressed in the form
of a time series, from which informative features can be derived. This subsection
introduces the typical sensing capabilities embedded in modern consumer smart
devices, the representation of motion data as time series, and the implications for
feature extraction.

2.2.1 Motion Sensors in Mobile Devices

Motion sensors in modern mobile devices typically include a triaxial accelerometer, a
triaxial gyroscope, and a triaxial magnetometer (Leimhofer et al., 2025). Although
the magnetometer is often classified as a “position” or “environment” sensor (Android
Developers, 2025), it is routinely used in motion/orientation estimation and, together
with the accelerometer and gyroscope, forms the sensor device commonly referred to
as the inertial measurement unit (IMU). It is therefore included here alongside the
motion sensors.

In mobile applications, the accelerometer is likely the most widely utilized motion
sensor. It provides the necessary information to recognize when the device is physically
interacted with, such as lifted from a surface, grasped by its user, or tilted into full-
display (landscape) mode. Moreover, the accelerometer simultaneously measures
gravitational acceleration (9.81 m/s?), the distribution of which across the three
sensor axes displayed in Figure 2 reveals information on the orientation of the device.
However, this gravitational component can interfere with the detection of dynamic
motion and is therefore sometimes removed through low-pass filtering (Android
Developers, 2023). Once gravity is estimated, it can be subtracted from the raw
signal to yield the linear acceleration. These filtered derivations of the original
accelerometer readings are provided by the respective sensor frameworks of Android
and i0OS (Android Developers, 2023; Apple Inc., 2025). In some devices, these signals
(linear acceleration and gravity) are also extracted directly with hardware (Android
Developers, 2023).

In mobile devices, the gyroscope is generally reserved for specialized use cases
such as camera stabilization and applications that rely on rotational movement (for
example, games). [t measures angular velocity about the three axes of the device (rad/s).
Integrated over time it provides relative orientation (yaw/pitch/roll) but is susceptible
to bias and drift, so it is often fused with the accelerometer and magnetometer.

The third motion sensor type, the tri-axial magnetometer, measures the local
geomagnetic flux-density vector. On its own it provides an absolute heading (yaw)
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X

Figure 2: Android device coordinate system used to reference tri-axial accelerometer
readings. Axes follow the Android sensor convention. Source: Android Developers
(2024).

with respect to the magnetic north, which can be used in navigation-related applications
where compass-like functionality is needed. It is also used to correct bias (drift) in
3-axis gyroscopes, making them more reliable (Android Developers, 2023).

In consumer mobile devices, the coverage of these three sensor types is varied. An
umbrella study conducted this year reports that nearly all Android and 1OS devices
released between 2014 and 2024 integrate a tri-axial accelerometer, that gyroscopes
are present in all iOS models since 2014 and in over 80% of Android models from
2021-2023 with an upward trend, and that magnetometers reach a coverage of around
80-90% on Android since 2014 and 100% on iOS (Leimhofer et al., 2025). Thus, the
accelerometer can be regarded as the most readily available IMU source on Android,
while on devices running 108, all three of these sensor types should in principle be
always available.
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2.2.2 Time Series Representations of Motion Data

In many applications, motion sensor measurements can be represented as discrete
time series, given that they are sampled at a fixed or near-fixed rate, thus forming
chronologically ordered sequences that reflect physical movement and overall dynamics
(Lima et al., 2019; Zhou et al., 2020). In univariate settings where only one sensor
(and axis) is sampled, each measurement is a scalar value,

x; € R, teN, 1<r<T.

Here, x; denotes the scalar measurement at time step ¢, and 7 € N is the length of the
time series (the total number of measurements). The entire univariate sequence is
written as

X7 = (X1,...,X7),
which denotes the ordered collection of all 7 measurements. In multi-channel
configurations, where multiple sensors or sensor axes are sampled simultaneously,
each time step is represented by a d-dimensional column vector,

X; = [Xt,l, . .,xl’d]—r S Rd,

where x;; denotes component i € {1,...,d} at time ¢, and d € N is the number of
channels. Stacking the T time-step vectors with time in columns yields

Xir =[x -+ xr| e R,

with d rows (channels) and 7" columns (time). This data matrix is also known as a
multivariate time series. As a concrete example, a triaxial accelerometer yields

Ay 1 -+ A4xT

3xT

Ar = ay1 -+ ayr| € R s
az1 -+ dgr

whose rows correspond to the x, y, and z axes and whose columns are synchronized
time samples. This form makes windowing and per-axis preprocessing straightforward.

The length T of sensor-based time series obviously varies depending on the context
and phenomenon being measured. In most publicly available datasets, such as the
UCR time series classification archive, the lengths of time series containing motion
sensor measurements of human movement gestures typically fall somewhere around a
few hundred points (100-400), depending on how much real time (seconds) the gesture
takes to perform (Dau et al., 2019). Additionally, another determining factor for the
length of such a time series is the sampling frequency, the number of measurements
taken per time unit. When collecting such sensor-based time series with a smartphone,
the operating system often limits the frequency at which sensor data can be polled.
For example, the Android operating system offers the ability to poll motion sensors at
a frequency of 200 Hz or more (Android Developers, 2025), but sampling at 50 Hz
can be deemed to be more than enough to capture most (if not all) relevant features
associated with human hand movements. For example, Yamane et al. (2025) showed
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that when classifying human behavior with data from motion sensors mounted on the
wrist and chest, reducing the sampling frequency from 100 to 50 Hz and even 10 Hz did
not significantly affect the recognition accuracy. Similarly, Sitova et al. (2015) studied
the potential of using smartphone IMU data collected while subjects were typing for
user classification/verification, and showed no discernible drops in performance when
comparing between 50 Hz and 100 Hz, and only a very minor deterioration at 16 Hz.
Major performance drops could only be noticed when the sampling rate was lowered
to 5 Hz. In some contexts however, such as electrohysterogram analysis, sequences are
commonly sampled at frequencies as high as 200 Hz or more for increased accuracy
(Alexandersson et al., 2015; Y. Zhang et al., 2022).

2.2.3 Manual Feature Extraction from Mobile Device Motion Data

The raw time series data collected from motion gestures could be used for various
purposes (such as classification or anomaly detection) as it is, but a common practice
is to additionally extract handcrafted features from it.

For example Sitova et al. (2015) extracted multiple features relating to the user’s
grasp resistance (how much the phone physically moves during taps) and grasp
stability (how fast the perturbations disappear after taps) were computed by observing
accelerometer data sampled while subjects were typing on the virtual keyboard of
the device. Similarly, simpler features such as typing speed (how frequently taps
happen), duration of individual taps, contact size (how many pixels are being pressed),
difference in z-accelerometer’s reading before and after tap event and so on. These
features can also be further refined in countless ways, such as by taking the standard
deviation, averages, minimum or maximum of them.

Similarly, more recent studies on behavioral biometrics concerning user verification
on mobile devices have also utilized data modalities outside of motion sensors. For
example, Qiao et al. (2025) collected the x and y coordinates, applied pressure and
contact area of the user’s touches and evaluated a Siamese neural network using these
four channels (and their timestamps) as its core input features for user authentication
experiments. The advantage of these touch-dynamics-based features over those based
on motion sensors is that they are not as prone to performance degradation due to
changes in usage context, as in previous studies, to obtain reliable authentication
performance, the subjects were required to operate the smartphone in a fixed usage
context (Shen et al., 2022). However, in the context of this thesis, there’s very little
touch dynamics -related data available to collect, as the user is simply taking a selfie,
with auto-capture performing even the sole potential touch gesture required to complete
the task. The selfie verification process is also generally a short and "high-stakes"
process, that the users prefer to perform carefully, making it likely less prone to noise
than more casual tasks.
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2.3 Time Series Classification

The field of Time Series Classification has seen massive improvements in the last
decade. In 2012, the dynamic time warping algorithm (DTW), which had already
been known for 40 years at that time, was still among the SOTA algorithms. However,
in the 2024 bake-off study tens of new algorithms had surpassed k-NN DTW and
other distance-based approaches in classification accuracy by over 10% margin in
most datasets (Middlehurst et al., 2024b).

2.3.1 Classical Methods

In its earliest form, the field of time series classification (TSC) relied heavily on
distance-based pattern matching. The nearest neighbour (NN) rule offered a simple yet
strong baseline: a k-NN classifier paired with a straightforward distance measure such
as Euclidean. In this paradigm, a series is compared with all labeled reference series
by calculating a distance score, and the label of the closest example (under the chosen
distance) is returned. Early studies routinely used 1-NN Euclidean as the reference
against which alternative measures were compared (Cover & Hart, 1967; Keogh &
Kasetty, 2003). Building on this distance-based foundation, Dynamic Time Warping
(DTW) emerged as an elastic alternative that aligns sequences by allowing local time
distortions. Although originally introduced in the 1970s for pattern matching rather
than classification (Sakoe & Chiba, 1978), DTW was quickly combined with a 1-NN
classifier, yielding the widely used “1-NN DTW” approach. Notably, I-NN DTW
remained the de facto baseline (and often state of the art) across many benchmarks
well into the 2010s (Bagnall et al., 2017).

The most popular variation of DTW is based on dynamic programming (DP) tech-
niques, which compute the optimal alignment between two sequences by minimizing
the cumulative distance under certain constraints, such as continuity and monotonicity.
The classic DP formulation constructs a cost matrix where each element represents
the distance between points in the two time series, and the optimal warping path is
found by recursively accumulating the minimum cost from adjacent cells. Below is the
Jorward dynamic programming formulation introduced by Sakoe and Chiba (1978):

D1
D,’,j = a’(xl-,yj) + min Di,j—l
Dy

with the initial conditions:
Do =0,
Dig=Doj=0c0  (i,j>0).

Here, d(x;,y,) is the distance between samples x; and y;; D, ; is the cumulative DTW
cost of the optimal path up to indices i and j. Indices i and j index the two time series
vectors X and y, respectively.

Despite its effectiveness, DTW has several limitations that have motivated the
development of alternative approaches. The classical form is computationally ex-
pensive, with a time complexity of O(n - m) given two time series of length n and
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m (Bringmann et al., 2023). When both time series are of equal length, the time
complexity can be simplified to O(n?). Given a data set with N reference samples,
the computational complexity for the classification of a single input series increases
to O(N - n?), since the DTW distance must be calculated for each reference series
in the data set. Despite optimizations (such as the Sakoe-Chiba band) that reduce
the time complexity, 1-NN DTW still remains compute-intensive on long sequences
and large reference sets. Moreover, I-NN DTW is a distance-based technique, not a
learned model. More examples can help coverage, but also slow down queries. These
limits pushed a move toward more trainable, ML-adjacent approaches, yet DTW still
remains a strong baseline, especially with little data or data with notable and consistent
temporal misalignments.

2.3.2 Recent Developments

In the recent decade, along with machine learning (ML) in general, the field of TSC
has seen a sharp rise in popularity (Middlehurst et al., 2024b). A number of creative
and diverse approaches have been proposed, a large portion of them following a
transform—classify pipeline consisting of two steps: (i) a representation step that maps
each series into a feature space, and (ii) training step where a standard learner is
trained with labeled data. Figure 3 presents a block diagram of such approaches.
Novelty/creativity in new algorithms is typically concentrated on finding new feature
representations, while the classifier is often an off-the-shelf implementation (for
example, a ridge classifier or a random/rotation forest). Consequently, algorithms
are usually identified by their data representation family rather than by the specific
classifier used.

Training
Feature space
Training data & labels (time series)
0 Transform
2 ITTTTTITTITTITTITITIITTITT] ,:|‘>
sCITTTTTTTTTTTITTITTTITT]
: _g Train@
L] I _§
@
@
e
Query input (time series) Transform Classifier Class
OO I .., ——» :5 :Dprobabilities
Inference

Figure 3: Block diagram of a typical TSC transform-classify pipeline.

Bagnall et al. (2017) compared tens of such time series classification algorithms
in a wide benchmark covering 85 datasets, with 100 train-test split resamples on each.
The approaches were divided into 6 categories !

!Unless otherwise stated, the definitions in items 1-6 follow Bagnall et al. (2017).
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1. Whole series similarity is synonymous with distance-based, and refers to
techniques in which two time series are compared directly, and a distance score
is calculated. Examples of this include the simple Euclidean distance, as well as
various elastic distance measures such as DTW and Weighted DTW (WDTW).

2. Interval-based methods extract features from randomly or systematically
selected intervals within a time series. Typically many different random
intervals and classifiers are generated on each interval, and resulting predictions
are ensembled.

3. Shapelet-based methods focus on identifying short, distinctive subsequences
called shapelets that can appear at any position within a time series. These
patterns are phase-independent, meaning their location in the series doesn’t
matter. Classification is then based on whether one or more of these shapelets
are present in the time series.

4. Dictionary-based methods break a time series into short subsequences, convert
them into symbolic words, and count how often each word appears. These
counts are then used to build a histogram that serves as input for a classifier.

5. Combination methods are algorithms that merge two or more of the previously
mentioned approaches into a single classifier.

6. Model-based methods fit a generative model to each time series and then
compare the series by measuring the similarity between their fitted models.
However, these methods were not included in the benchmark.

The performance of the then new SOTA algorithm "Collective of Transformation
Ensembles" (COTE) outperformed 1-NN DTW in classification accuracy on average
by about 8% (Bagnall et al., 2017). It was also the only hybrid algorithm in the 2017
bake-off, as its structure consists of a weighted ensemble of 35 separate classifiers
covering a total of four categories of data representations.

The situation was revisited again in 2024, and at that point tens of new and diverse
approaches had surpassed the older ones such as COTE in performance and compute
time (Middlehurst et al., 2024b), the new best performing new algorithms being
HIVE-COTE v2.0 (HC2) and MR-HYDRA. This benchmark covered 142 datasets,
and the algorithm families were categorized in a revised manner to distance-based,
feature-based, interval-based, shapelet-based, dictionary-based, convolution-based,
deep learning -based and hybrid approaches.

The new categories closely resemble those used in the previous 2017 bake-off, with
the addition of feature-based, convolution-based, and deep learning-based approaches,
and the elimination of model-based.

Feature-based approaches are a recent and popular approach that extract descriptive
statistics from time series to use as input for standard classifiers. Since these
features usually summarize the entire series, they are considered series-to-vector
transformations. Libraries such as hctsa provide thousands of such descriptors
(Fulcher & Jones, 2017), while the much lighter catch22 set shows that as few as
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22 well-chosen features can achieve competitive accuracy (within = 2-3% of 1-NN
DTW) in 90 UCR/UEA problems (Lubba et al., 2019).

Convolution-based feature extractors such as ROCKET (Random Convolutional
Kernel Transform), MiniROCKET, and MultiROCKET transform each series with
thousands of randomly parameterized sliding windows (1D kernels), convert the
kernels’ outputs into simple statistics (for example, proportion of positive values,
max), and feed the resulting high-dimensional vector to a linear classifier (Dempster
et al., 2020; Middlehurst et al., 2024b).

Deep learning-based time series classification methods use Deep Neural Networks
(DNNs) implemented in frameworks such as TensorFlow or PyTorch (Fawaz et al.,
2019). These are models trained end-to-end using backpropagation to optimize their
weights and biases directly from raw time series data, eliminating the typical feature
extraction or generation phase. Deep learning is currently the most popular field of
study in TSC, as it has dominated research output since the 2017 bake-oft (Middlehurst
et al., 2024b).

The new close second SOTA TSC algorithm MR-HYDRA (Dempster et al., 2023)
is a combination of the convolutional approach of MultiROCKET and HYDRA (Hybrid
Dictionary-ROCKET Architecture), which combines both convolution and dictionary
-based techniques. The output feature vectors of both algorithms are concatenated
into a single feature vector, which is then used to train a ridge classifier.

Several open-source time series classification libraries are available for the public.
In particular, aeon Middlehurst et al. (2024a) provides reference implementations
for many methods evaluated in the UCR “bake-off”” studies (Bagnall et al., 2017;
Middlehurst et al., 2024b), and includes reproducible baselines. Its feature transforms
are also available as standalone functions, enabling them to be combined with other
classifiers, or reused for other purposes such as anomaly detection.

2.4 Time Series Anomaly Detection

An anomaly in a time series can broadly be defined as a single point or a sequence of
points with unexpected or abnormal values. The goal of time series anomaly detection
(TSAD) is to identify such anomalies in a given time series (Sgrbg & Ruocco, 2023).
Time series anomaly detection techniques are frequently applied in situations where
there is no inherent need to classify samples into predetermined classes but to detect
whether a sample differs from other samples in a data set up to a predetermined
threshold.

2.4.1 Taxonomy of Time Series Anomalies

Although time series can exhibit a diverse range of different anomalies depending
on data sources and context, a widely used taxonomy groups them into three broad
categories Chandola et al. (2009):

1. Point anomalies: Single data points that significantly deviate from the expected
value.
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2.

Contextual anomalies: Data points that are considered anomalous only within a
specific context, such as time of day, season, or location in a trend. For example,
a temperature of 20°C may be normal during summer in Finland but anomalous
in winter.

Collective anomalies: A sequence or group of data points that, taken together,
form an anomalous pattern, even if individual points are not anomalous on their
own. These often reflect structural changes or pattern violations in the time
series.

These categories could be further refined into nine specific anomaly types, as
introduced in a large TSAD benchmark study by Schmidl et al. (2022):

I.

Extremum anomaly (Point): A single data point that exhibits a sharp peak or
dip, deviating significantly from its surroundings. Often interchangeable with
point anomaly.

. Variance anomaly (Contextual): An abnormal change in the variability of the

time series, such as becoming erratic or unusually smooth in a region. This
change is typically only anomalous in certain contexts.

. Mean anomaly (Contextual): A shift in the mean value over a segment of the

time series. The anomaly depends on the context in which the shift occurs (for
example, seasonal or trend-aware baselines).

. Frequency anomaly (Contextual): A change in the periodicity or oscillation

rate of a pattern.

. Pattern-shift anomaly (Collective): A known, expected pattern occurs in a

distorted form: for example, delayed, stretched, compressed, or shifted.

. Amplitude anomaly (Contextual or Point): A sudden change in signal magni-

tude. It may appear as a point anomaly if abrupt, or contextual if the amplitude
is sustained.

. Pattern anomaly (Collective): The appearance of a new, unexpected sequence

of values in the time series. These are typically longer subsequences that don’t
match historical motifs.

. Platform anomaly (Collective): A segment of the series that flattens at an

abnormal constant value, representing a sustained abnormal state.

. Trend anomaly (Collective): A consistent upward or downward trajectory that

deviates from the expected stationary or cyclic behavior of the series.

Some of these anomalies, can appear in motion sensor time series due to errors or
noise. For example, it is known that MEMS sensors typically embedded in consumer
electronics are sometimes prone to internal noise (Almeida et al., 2022; Suvorkin
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et al., 2024). A standard solution is to apply a preprocessing step such as a low-pass
filter (for example, a Butterworth filter or a moving average filter) to smooth the signal
and reduce false positives in anomaly detection (Chen et al., 2016).

However, contextual and collective anomalies can be more difficult to mitigate
with such preprocessing means. In the setting of this thesis, one type of collective
anomaly could appear in the accelerometer time series data if the user performs the
selfie capture sequence in a moving, accelerating vehicle. Similarly, a contextual
anomaly could appear in situations where the user is interrupted while taking the
selfie, causing them to move abruptly. Both anomaly categories could appear in the
same time series in situations such as when the user decides to change from a sitting
down position to a lying-down position while performing the selfie capture.

2.4.2 Time Series Anomaly Detection Techniques

The field of time series anomaly detection (TSAD) is broad and encompasses a wide
variety of techniques, ranging from statistical models to modern machine learning
and deep learning -based approaches (Schmidl et al., 2022). The choice of technique
often depends on the characteristics of the data, such as seasonality, trend, noise level,
and the type of anomaly that is being targeted. In a comprehensive study by Schmidl
et al. (2022), 71 distinct TSAD techniques were benchmarked on 976 data sets. These
techniques were categorized into seven distinct method families according to their
field of origin: Classic Machine Learning, Signal Analysis, Stochastic Learning,
Statistics, Outlier Detection, Data Mining and Deep Learning. It was found that
there’s no single one-size-fits-all solution, as different techniques had strengths in
detecting different anomaly types. For example, autoencoders (originating from the
field of Deep Learning) performed the best at detecting pattern anomalies while
GrammarViz, commonly utilized in Data Mining, performed the best in finding
trend anomalies. It was also concluded that "Deep learning approaches are not (yet)
competitive despite their higher processing effort on training data". However, they still
formed the best-performing techniques in detecting many individual anomaly types.

It should be noted that the algorithms evaluated in this study would typically output
a vector of anomaly scores for each point in a given time series. Some algorithms
would also output scores for multiple overlapping subsequences of the time series,
which would be averaged and assigned to each point under a given subsequence. The
anomalous time series would also be accompanied with a corresponding ground truth
vector of equal length containing binary values indicating whether each point is normal
(0) or anomalous (1). For each time series, evaluation metrics such as AUC-ROC were
computed from the AD algorithm’s point-wise score vector and its corresponding
ground truth label vector. Within each dataset, these individual series metrics were
averaged to obtain dataset-level performance scores. Finally, the unweighted mean
of those dataset-level scores were computed, giving the overall performance of each
TSAD algorithm.

In the context of this thesis, the situation is different, as ground-truth vectors are
not available and the analysis is performed on the time series samples as complete
sequences.
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2.4.3 Whole Time Series Anomaly Detection

As noted above, most time series anomaly detection methods focus on flagging
individual points or short subsequences as anomalous, rather than assigning a single
label to an entire series. In contrast, whole-series anomaly detection in which
each series is classified as “normal” (0) or “anomalous” (1) has only recently been
formalized and remains underexplored. To date, only a few works (namely, Theissler
etal. (2023)) address this problem directly. The mentioned study explored the potential
of adapting the Random Convolutional Kernel Transform used in TSC to whole time
series anomaly detection, coining the algorithm "ROCKAD" (Random Convolutional
Kernel Transform Anomaly Detector). The algorithm can be divided into 3 steps: (i)
Feature extraction using the ROCKET’s convolution-based feature extractor, (ii) Power
transformation on the ROCKET feature space, to transform it to a more Gaussian
distribution and (ii1) applying a k-NN detector on the transformed feature space,
calculating the mean distance to the k nearest neighbors. In a benchmark conducted
by Theissler et al. (2023) ROCKAD proved the current state-of-the-art algorithm,
easily outperforming other well-known TSAD algorithms adapted into whole TSAD
(WTSAD).

However, in biometric user authentication settings, when collected biometric
data is expressed in the form of a time series, the same problem of flagging whole
time series to a "normal” or an "anomalous" class is often simply referred to as
"user verification", where samples with deviations from the real user are flagged
as anomalous. Often, instead of using an off-the-shelf do-it-all anomaly detection
algorithm such as ROCKAD, the pipeline involves a custom feature extraction sequence
that takes into account the actual nature and context of the data. For example, Sitova
et al. (2015) collected data while users typing on a virtual keyboard, and features
such as user grasp resistance and grasp stability were computed from IMU readings,
from which even more features were computed, which were then input to a one-class
verifier such as a one-class support vector machine (OCSVM) to obtain the resulting
anomaly score.

2.5 User Verification

As introduced in the previous section, user verification asks a different question: rather
than flagging unusual behavior, the goal is to decide whether a measured sample
belongs to the claimed or enrolled user or not. Similarly, but also in contrast to time
series classification, which assigns an input sample to one of N classes, verification is
a binary accept/reject decision tied to a specific identity. In practice, a verifier must
accept genuine samples from the right person and reject samples from everyone else,
including ordinary "zero-effort" impostors who simply present their own data without
trying to imitate anyone.

The verification process in many applications is typically organized into an
enrollment step and an operational step. During enrollment, a small reference dataset
is created for a given user from genuine samples. During operation, new, unseen
samples are compared to the enrolled reference and a distance score is calculated. The
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verification attempt is then either accepted or rejected depending on a chosen threshold.
If the score is higher than the threshold, the attempt is rejected. The rejection threshold
can be set in a user-specific manner, as variation between individual sequences varies
between users. Because part of the purpose of verification is to reject unknown others,
this is typically treated as an open-set decision rather than closed-set classification
(Jain et al., 2011).

In user verification, compared to anomaly detection, the negative class has a
different meaning. Anomaly detection labels anything unusual as “anomalous”,
which may include noise, context effects, sensor spikes, motion in a vehicle, or other
distribution shifts. In user verification, the negative class is specifically “not the
claimed user.” Context-affected or noisy genuine samples should therefore still be
treated as genuine in ground truth: if they are rejected, they count as false rejects,
which should be mitigated by all means (ISO/IEC, 2021).

As discussed in the previous section, whole time series anomaly detection (W'T-
SAD) also assigns a single label to an entire series, but “anomalous” there simply
means “not like the other samples.” As a result, noise and context-related effects are
valid reasons to label a sequence as anomalous, and in this setting, to reject it. That
said, WTSAD algorithms such as ROCKAD, as well as other k-nearest-neighbour
approaches, can in principle be used for user verification in a simple way. Genuine
enrollment samples for each user are transformed into the chosen feature space and
stored as that user’s reference set. A new input sample is transformed into the same
feature space and its distance to the nearest neighbour(s) among the enrolled user’s
references is computed. If this distance is below a threshold 7, the attempt is accepted,
otherwise it is rejected. The decision threshold 7 can be calibrated from genuine data
only on a development split by choosing the quantile from inner evaluation distance
scores that achieves a target FRR. Evaluation then follows biometric practice: compute
the false reject rate (FRR) on held-out genuine samples, the false accept rate (FAR)
on background (impostor) samples, and report the equal error rate (EER) (ISO/IEC,
2021).
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3 Research Materials and Methods

This chapter documents the material and methods used in the study. First, the data source
and acquisition setup are described, including the collection application, preprocessing
steps, and the procedure to simulate sequences resembling spoofing behavior for
the anomaly detection experiment. The resulting final data set is then summarized.
Next, the benchmarking setup is specified, covering the computational environment
and which anomaly detection techniques and TSC algorithms are included in each
benchmark. Finally, the training and evaluation protocols are presented, specifying
the cross-validation and decision threshold calibration strategies used in the three
benchmarks and the final evaluation metrics.

3.1 Data Set Acquisition

To study the potential of analyzing motion patterns during selfie capture, a dedicated
dataset needed to be collected, as no suitable public dataset was available. This
subsection describes the data acquisition setup and goes through the pre-processing
steps applied prior to analysis.

3.1.1 Data Collection in the Candour ID Application

A special in-house version of the Candour ID application was developed to collect the
data. The application was set up to start data collection in the background immediately
after the user opens the selfie camera, and stop it after the result (success or failure) is
obtained from the backend. The sensor polling rate was set at 50 Hz for all channels.
The data collected involved the following:

1. Raw acceleration (x, y, z) from the 3-axis accelerometer (m/s?).
2. Angular velocity (X, y, z) from the device gyroscope (rad/s).

3. Geomagnetic field strength (X, y, z) from the magnetometer (uT).
4. Linear acceleration (gravity removed) for all three axes (m/ s2).

5. Gravity vector for all three axes (m/ s2).

All of the above mentioned readings also contained their corresponding timestamps.
The time stamps of events such as opening of selfie camera, selfie capture and closing
of selfie camera were also stored.

The data collection sessions took place in person and were conducted using a
smartphone (Huawei Honor 200 8Gb/512Gb). The location varied between sessions,
but the set-up always involved a chair or a couch. The goal was to collect 12 sequences
per participant, but due to a couple of mistakes made in keeping count and errors
with saving data in the application, only 10 full sequences were collected from
two participants, and 13-15 from 11 participants. This number may seem low, but
reflects possible deployment demands. The sequences were always collected in a
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sitting position and consecutively with no significant breaks in between. Of the 30
participants, 20 were male and 10 were female.

To make the data collection easier and smoother for the participants, the process
was optimized so that they only needed to complete the selfie taking phase instead of
the typical whole verification flow, where the user is also requested to take a picture
of their identity document. Each participant was first instructed through the process,
which involves the following steps, the user interface screens of which are displayed
in Figure 4:

1. The participant opens the verification invitation by scanning a QR code in the
application.

2. On the welcome page, the participant selects "ID card" option, which opens the
selfie camera.

3. The participant aligns their face according to the on-screen instructions above
the camera feed.

4. (Optional) The participant manually captures the selfie by pressing the shutter
button.

5. The participant sees the “selfie capture successful” animation and waits for the
server to return the verification result.

Emergen.. 11.21 @ RRAD@E78% Emergen... 13.19 RRAEDEO27% Emergen... 11.22 @ RARAD@78% Emergen.. 11.22 @ RRAD@E78%

€ Use saved ID data? < Selfie

Saved identity document data detected from Photo will be taken automatically when position
previous verification. is correct. Press again for manual photo.

Press saved identity document item in order to
perform verification with just a selfie.

Press "Begin full verification” button to begin
standard verification process.

ID card [pv] &=
Saved: 2025-08-07 >
Expires: 2027-06-03

Analyzing...

C

Selfie capture succe

BEGIN FULL VERIFICATION J

(a) Phase 1: ID (b) Phase 2: Selfie  (c) Phase 3: Capture (d) Phase 4: Waiting
selection capture success animation for result

Figure 4: User interfaces of four phases of the data collection workflow on Android.

A small number of participants opted to manually press the selfie button instead
of waiting for the camera to auto-capture. Some also alternated between these two
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approaches, but majority still kept adjusting and waited for auto-capture. The time
spent on a given selfie session varied a lot, as at times the auto-capture didn’t trigger as
easily, and occasionally the participant didn’t immediately start attempting to capture
the selfie after opening the camera.

3.1.2 Data Preprocessing and Representations

The collected sensor logs were transferred from the mobile device’s memory to a PC
via Android Studio’s device explorer. Here, it was found that the timestamp intervals
for each measurement channel were not fully uniform, as there seemed to be an offset
with a median of 8-10 milliseconds, alternating between negative and positive. This
translated to around half a frame at 50 Hz, and as the offset did not accumulate
throughout the session, this shouldn’t affect the performance of the TSC algorithms,
as M. Liu et al. (2025) found that even when timestamp variation coefficient is fixed
at 0.9 (almost a full frame shift on every measurement), the performance in gesture
classification tasks falls only 0-3% relative to baseline, depending on the data set and
the model used, when using deep learning based methods.

Upon further examination of the data set, it was also noticed that due to an odd
bug in the data collection application, the time series sequences of two subjects were
sampled at 400 Hz instead of the intended 50 Hz. This issue was fixed by downsampling
the sensor logs to 50 Hz by only keeping every 8th sample and discarding the rest, as
was done by Sitovd et al. (2015). A small portion of the sequences sampled at 400 Hz
also had a significantly lower real average sampling frequency (calculated from mean
interval between timestamps), one of the sequences dropping as low as 337 Hz. This
could have happened due to various reasons, such as increased CPU traffic or lower
than normal OS resource constraints during the verification, demonstrating that using
a lower sampling rate could be more reliable in delivering more steady and uniform
streams of sensor data. The aforementioned 337 Hz sequence was removed from the
data set for the sake of uniformity. It should also be mentioned that all sequences
downsampled from 400 Hz had a slightly higher real sampling frequency as when
compared to those sampled at 50 Hz (52 vs 49 Hz). Although this is unfortunate for
the overall uniformity of the data set, it can simulate a hint of device heterogeneity, as
real sampling frequencies tend to vary slightly between device models and operating
systems (Android Developers, 2025; Stisen et al., 2015).

To keep the time series uniform length, and to reduce the amount of irrelevant
features, the approach was to include » amount of data points before and and m amount
after the selfie capture time stamp. As the fastest subjects successfully captured their
selfies in just above 2 seconds, n was capped at around 100 data points, translating to
roughly 2 seconds. However, there were plenty of data points available after the selfie
capture, as sensor data was still being polled while the application was waiting for the
verification result from the back end. The shortest post-selfie result acquisition time
was around 6 seconds, translating to 300 samples.

Later, it was discovered that the data collection setup contained a major problem:
the subjects sat facing the same direction throughout all their respective sessions. As a
significant portion of the sessions were conducted in unique locations, there was a
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"free lunch" context leakage in the magnetometer readings, where some users could
be identified solely on which direction they were facing instead of motion patterns,
which are the main topic of this thesis. Also, the heading of the user shouldn’t have
any effect on the legitimacy of the verification attempt, and fitting into it would likely
lead to false rejections in real-world deployment. In addition to this, factors such as the
the smartphone model, the building materials of the room and nearby metal objects
can affect the local geomagnetic field strength readings significantly (Xie et al., 2014).
The only magnetometer features that could be included would be relative changes in
the measurements throughout a given sequence. Applying a high-pass filter could
remove the background offset that reveals the user’s heading, but the amplitude would
still be affected by local field strength. To emphasize relative variations throughout the
time series while suppressing device and environment specific offsets, magnetometer
vectors were additionally normalized to unit length and first-order temporal differences
were taken (unit-vector differencing), leaving primarily changes in heading:

Given magnetometer vectors B, € R3 fort = 1,...,T where T is the length of
the time series, the sequence-level mean is first removed so only deviations from the
average field remain:

N

T
. _ _ 1
B, =B, -B, B-= ZBt.
=1
Next, amplitude information is discarded by normalizing each centered vector to
unit length (with a small £ > 0 for numerical stability):
B
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Finally, only the change in direction is kept by taking the difference of each
successive data point; the first sample is set to zero:

0, t=1,
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Figure 5 demonstrates the effect of these three steps applied on a the x-axis
magnetometer sequences of one participant.
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Figure 5: Effect of applying demeaning, unit vector normalizing and first-differencing
on magnetometer readings (below graph).
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3.1.3 Anomalous Behavior Simulation for Test Set

In order to evaluate the anomaly detection approaches, anomalous time series re-
sembling spoofing-related behavior needed to be obtained. These sequences were
physically mimicked and could be divided into 2 broad categories, displayed in Figure 6

* Phone is kept either horizontally on the table, or vertically on a mount throughout
the selfie capture sequence, and a picture of a face is displayed to the camera
from another phone until auto capture is activated. This means that there would
be very little detectable movement (if not none). It was hypothesized that this
should be the easiest anomaly out of these categories to detect, and could likely
be easily done by using classical, non-ML approaches as well. This situation
would likely be the most typical in video injection attacks, as the phone is likely
accessed via a computer interface. A total of 6 sequences were collected.

* Phone is kept on hand, while a picture or video of a face is displayed to the
camera from another phone and adjusted until auto capture is activated. This
simulates a lower skill/effort level spoofing attempt, which in all likelihood
should fail anyway, as the verification engine is very sensitive to reflections and
uses liveness checking methods based on biosignals extracted from the selfie
photo. In part of the samples, the selfie camera shutter button was also used to
capture the photo. 11 sequences were collected from 2 subjects.

(a) Phone is sitting still on the table (b) Phone is kept on hand

Figure 6: Two types of attacks physically mimicked
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In addition, 18 unseen normal sequences from 3 subjects with real selfie capture
moment shifted a random value between 1.5 and 3 seconds were included, to simulate
possible real-time morphing attacks using filters.

3.1.4 Final Data Set

The final data set contains data from 30 subjects, with 10-15 selfie capture sequences
from each, adding up to a total of 375 sequences. The included data channels were
limited to 3-axis accelerometer, gyroscope, (raw) magnetometer and linear acceleration,
spanning a total of 12 channels. To keep both the camera opening moment features
and the window around selfie capture, while keeping the sequences uniform length
without padding, the final data set was divided into two separate parts of equal length.

The first part contains the first 200 samples after camera opening, spanning a total
of 4 seconds. For most of the sequences, this also eclipses the selfie capture moment,
as well as a good part of the wait for a result from the server. The second part contains
the discussed window around the selfie capture moment, 50 samples before and 150
samples after. Both parts span a total of 200 samples of partly overlapping time series
data. As both data sets are of equal length, they can be easily input in parallel to
multivariate TSC algorithms, or alternatively cut and concatenated into a "single"
multivariate time series with possible discontinuities, to avoid repetition. Both parts
of the data set were packed into .ts files with identical format to the data sets in the
UCR time series archive, and are publicly available. Additionally, the original folder
structure containing the whole sequences and all raw sensor logs is also provided.
These can be found in https://github.com/Ergzar/Selfie-Motion-AD-TSC.

3.2 Benchmarking

State-of-the-art analysis methods were applied to the collected dataset in a benchmark
comparing multiple approaches. This subsection first outlines the computational
environment and then introduces the anomaly detection techniques and time series
classification algorithms used in each of the three benchmarks.

3.2.1 Environment Setup

The benchmarks were implemented in three distinct Python-based custom scripts. The
classification algorithm implementations were imported from the aeon TSC toolkit,
while the anomaly detection algorithms were gathered from various sources including
aeon, listed in Table 1.

Multiple key parameters could be tweaked in all 3 benchmark scripts:

* The amount of data points to be included before and after selfie capture moment.

* Window option: after camera opening, around selfie capture or both, doubling
the amount of total channels.

» Sensor channels: ability to cherry-pick individual axes of different sensors.
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* Custom low-pass Butterworth filter: apply on all included channels or none.
* The amount of resamples/repeats + number of inner/outer folds.

* Ability to swap the classifier or method used.

The scripts are also available in https://github.com/Ergzar/Selfie-Motion- AD-TSC.
Preliminary tuning was used to identify approximately optimal parameters, after which
the benchmark evaluated and reported a range of configurations based on them.
Exploring every possible parameter configuration was infeasible, so a focused subset
was selected. Choices were guided by prior literature, preliminary tuning, and
computational budget, with the final lineup designed to balance coverage and run-time.

3.2.2 Anomaly Detection Techniques

The anomaly detection methods in this benchmark were chosen based on (i) the
availability of whole-series implementations and (ii) their prevalence in prior work.
These include the current WTSAD state-of-the-art, ROCKAD (Theissler et al., 2023),
Isolation Forest, a widely used tree-based outlier method (F. T. Liu et al., 2008) and
a one-class SVM (OCSVM) with an RBF kernel (Scholkopf et al., 2001; Tax &
Duin, 2004), which has also been applied in mobile behavioral biometrics (Sitova
et al., 2015). Further distance-based baselines are also included: Euclidean k-NN on
z-normalized raw series, k-NN with Dynamic Time Warping (DTW) on z-normalized
series, Euclidean k-NN in QUANT’s feature space, and an Isolation Forest trained on
QUANT features. Finally, a lightweight long short-term memory (LSTM) autoencoder
as introduced by Malhotra et al. (2016) to one-class learning and anomaly detection
purposes was included to represent deep-learning-based approaches. The model is a
sequence-to-sequence architecture with an input mask, a stacked LSTM encoder, a
linear bottleneck of size latent, and a symmetric LSTM decoder with a time-distributed
linear output layer. Training minimizes mean squared error (MSE) with Adam.
At inference, the anomaly score is the mean squared reconstruction error averaged
over time steps and channels. The benchmarked anomaly-detection methods, their
categories, and their implementation sources are listed in Table 1.

The best window configuration found in preliminary testing was a window of
50 samples before and 100 samples after the selfie capture timestamp, with 10 first
samples recorded after camera opening concatenated in front. Despite introducing a
discontinuity to the time series, including this operation on the sequences improved
the performance significantly. The window could have theoretically been optimized
even further for better results, but this was not done because the main aim of these
benchmarks was to compare the performances between different techniques, not
optimizing hyperparameters. The channel configuration was varied between including
9 channels (3-axis accelerometer, 3-axis gyro, 3-axis magnetometer with unit vector
differencing applied), 3 channels (one with only the x-axis of all aforementioned
sensors, one with X, y and z axes of just the accelerometer) and just one channel (only
the x-axis of accelerometer).
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Table 1: Detectors used in anomaly detection experiments, their category, and
implementation origin.

Name Category Origin of implementation

Isolation Forest Tree ensemble QUANT featurizer from

(QUANT features) aeon + IF from sklearn

Isolation Forest Tree ensemble scikit-learn

(raw)

k-NN DTW Distance-based aeon + custom k-NN

(z-normalized)

k-NN (QUANT Distance-based QUANT featurizer from

features) aeon + custom k-NN

Euclidean k-NN Distance-based Custom implementation

(z-normalized)

LSTM Deep autoencoder Custom (Keras)

autoencoder (reconstruction error) implementation

OCSVM (RBF) Support vector machine scikit-learn

ROCKAD Distance-based ROCKAD repository
(power-transformed (https://github.com/ml-and
ROCKET features) -vis/ROCKAD)

In the 10-shot one-class learning experiment, the time series window was set up
similarly with 10 first samples concatenated in front, but a with a small tweak: instead
of 50 samples before and 150 after the selfie capture timestamp, 35 were included
before and 165 after. The experiment was conducted using per-user thresholds. The
2 subjects with fewer than 12 sequences in the data set were not included in this
benchmark, leaving a total of 28 users.

In both experiments, as a preprocessing step, a 12.5 Hz low-pass Butterworth filter
was applied on the time series in all sensor configurations to smooth out noise and to
prevent the detectors from fitting into irrelevant details.

3.2.3 User Classification Algorithms

User-classification methods were selected primarily on the basis of their performance
in the benchmark of Middlehurst et al. (2024b), while ensuring representation of
distinct algorithm categories. All implementations were obtained from the aeon
toolkit (Middlehurst et al., 2024a). The overall state-of-the-art (SOTA) method,
HIVE-COTE 2.0, was excluded due to excessive training times. However, the close
second MR-Hydra (Dempster et al., 2023) was included. The dictionary-based
SOTA WEASEL V2 is not compatible with multichannel data, but its predecessor,
WEASEL, had a separate multivariate implementation (WEASEL+MUSE, introduced
by Schifer and Leser (2018)) available in aeon’s classification library, and therefore
this implementation was used. Two interval-based approaches were included: QUANT
(Dempster et al., 2024) and RSTSF (Cabello et al., 2024). The shapelet-based SOTA

35


https://github.com/ml-and-vis/ROCKAD
https://github.com/ml-and-vis/ROCKAD

algorithm RDST (Guillaume et al., 2021) was also included. A deep-learning baseline
was provided by ResNet (Wang et al., 2017), which, while not the current SOTA in its
category, remained competitive in the recent bake-off. The algorithms included in the
user-classification benchmark, together with their categories and default classifiers,
are summarized in Table 2.

Table 2: Models, their category, and their underlying default classifier.

Model Category Default classifier
MR-Hydra Hybrid (convolution + dictionary) RidgeClassifierCV
WEASEL+MUSE Dictionary-based Logistic regression
QUANT Interval-based ExtraTreesClassifier
RSTSF Interval-based DecisionTreeClassifier
RDST Shapelet-based RidgeClassifierCV
ResNet Deep Learning — (end-to-end NN)
catch22 Feature-based RandomPForestClassifier

Most of the algorithms were run on their default configurations, with the exception
of ResNet, which was run with a batch size of 32 and 150 epochs. The default 1500
epochs took too long to train, and after 150 epochs there seemed to be diminishing
returns in training/validation loss.

The same 12.5 Hz low-pass Butterworth filter used in the anomaly detection
benchmarks was applied to the sequences in this benchmark as well. The benchmark
was run on 4 distinct sensor configurations listed below:

* X-axis of accelerometer (univariate).
e All 3 accelerometer axes (multivariate).
* Only the x-axis of accelerometer, gyroscope and magnetometer (multivariate).

* X,y and z axes of accelerometer, gyroscope and processed magnetometer (9
distinct channels, multivariate).

The benchmark’s univariate part was run for three distinct time series windowing
configurations: one centered around the selfie (50 samples before, 150 after), another
one stacking the 50-150 window around the selfie capture with a window of same
length (200) starting from the moment the camera opens, effectively doubling the
channel count. The third configuration concatenates 50 samples after camera opening
in front of the selfie-centered window. The more heavyweight, multivariate sensor
channel configurations were run only on the best-performing window configuration.
Additionally, the best-performing algorithm was combined with the following sensor
channel configurations to compare differences between distinct sensors:

» All 3 accelerometer axes (multivariate).

* All 3 gyroscope axes (multivariate).
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* All 3 linear acceleration axes (multivariate).
* All 3 processed magnetometer axes (multivariate).

* All 3 raw magnetometer axes (multivariate).

3.3 Training and evaluation

The chosen analysis methods were applied to the collected dataset. This section defines
the evaluation metrics and details the training configuration for each of the three
benchmarks, including cross-validation protocols and decision threshold calibration.

3.3.1 Evaluation Metrics

The primary evaluation metric used by Theissler et al. (2023) in WTSAD was the
Area Under the Receiver Operating Characteristic Curve (AUROC). To compute it,
all test series are first scored by the chosen TSAD algorithm. Next, every possible
pair consisting of one normal and one anomalous series is formed. AUROC can be
interpreted as the probability that the anomalous member of such a pair receives the
higher score (Bradley, 1997).

Example: If the test set contains Nyorm = 30 normal series and Napom = 5 anomalous
series, the number of pairs is 30 X 5 = 150. Suppose the anomalous score exceeds the
normal score in 135 of those pairs; the AUROC can then be calculated as:

135

AUROC = — =0.90.
150 ?

Although AUROC provides a good estimate of the overall performance of an
anomaly detector, the application of this thesis is in user verification, where real
users are directly affected by false rejections. For this reason, it was concluded that
False Rejection Rate (FRR) for genuine users and False Acceptance Rate (FAR) for
spoof attempts at a fixed operating point are the most suitable primary metrics for this
experiment.

The most widely used metric in biometrics and user verification applications is
the Equal Error Rate (EER) (Y. Zhang et al., 2023a). This is the point on the ROC
curve where the false acceptance rate (FAR) equals the false rejection rate (FRR =1 -
TPR). This was also the main metric used for performance evaluation by Sitova et al.
(2015) discussed earlier. This particular value is important for balancing the risk of an
impostor being successful in their spoofing attempt with the risk of a real user being
falsely rejected, without having an arbitrary bias in either direction.

As mentioned in previous chapters, motion patterns would be only a supplementary
extra feature being examined in deployment. To avoid inconvenience to users, the false
rejection rate is to be minimized. An FAR of 50% with an FRR of <1% (preferably
0%) would mean that the motion analysis check would successfully detect half of
spoofing attempts while causing minimal inconvenience to users. The ability to detect
even half of potential spoofing attempts would still be a huge advantage in the industry.
Thus, setting thresholds favoring low FRR are prioritized in this thesis.
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3.3.2 Training Configuration in Anomaly Detection Experiments

As the benchmarked anomaly detection methods were semi-supervised, operating
thresholds were calibrated from genuine samples only (the negative class), following
common practice in keystroke dynamics (Dimaratos & Pohn, 2023; Sae-Bae &
Memon, 2022). Sequences from each user were treated as groups: group-aware
splitting ensured that all sequences from a given user appeared either in the outer-test
fold or in the outer-train fold, never both. Also within the outer-train fold, same
group-aware splitting was employed between inner-train and calibration.

Out-of-fold (OQOF) calibration on the training set was employed: anomaly/score
values from inner-calibration folds were aggregated, and a decision threshold T was set
to the high quantile required to meet the target FRR (99" percentile for FRR ~ 1%).
Each genuine sequence contributed once via OOF, and the resulting T was then fixed
and applied to the disjoint test set containing the emulated spoofing behavior (see
Section 3.1.3). Train—test splits were reshuffled five times with different seeds to
mitigate randomness (Monte Carlo, no k-fold cross-validation). Figure 7 gives a visual
overview of the process.

Genuine user sequences
Outer evaluation
Outer train ) set
split Outer genuine
Inner train Inner calibration evaluation split Mimicked spoofing
oot eert eor 1 attempt set
= | (always the same)
/\ e
5 outer .
User 2 . User2 train/evaluation | Y2 S?Sf&i”
N split resamples
8 Inner \/ - Handheld
User 3. folds & 5 Users : spoofs
inner Delayed
resamples Users Pt
User
21

Figure 7: Data distribution in the "user vs spoof™ anomaly detection experiment.

Additionally, a few-shot, one-class verification experiment was conducted in which
genuine samples were used to set per-user decision thresholds. The design mirrored
the anomaly-detection setup, except that each user contributed exactly 10 genuine
sequences for outer-train set with 2-5 sequences held out for outer-test set. The same
anomaly detection techniques were employed (with the addition of 1-NN DTW), but
emulated spoofs were omitted from the data set, performance was evaluated only
against zero-effort impostors, and thresholds were calibrated per user rather than
globally, consistent with operational biometrics (Jain et al., 2004). Two equivalent
inner cross-validation configurations were employed, namely a 5 fold scheme with five
resamples and a 2-fold scheme with five resamples, both yielding 50 out-of-fold genuine
scores per user. From these scores a per-user decision threshold was estimated and then
applied in the outer folds to held-out genuine samples and zero-effort impostor trials
to compute FRR and FAR. Final FRR and FAR figures were obtained by averaging
across outer folds and across users. Figure 8 presents a block diagram of such approach
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that uses a k-NN classifier.
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Figure 8: Flowchart of k-NN based verifiers in the 10-shot one-class learning
experiment.
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3.3.3 Training Configuration in User Classification Experiment

Each time-series classifier was evaluated in a multiclass setting over all users using
nested cross-validation. A 5-fold stratified outer CV was run. For each outer fold,
the classifier was trained on the full outer-train split and evaluated on the outer-test
split. Before training on the full outer-train split, an inner stratified CV on that same
outer-train split was used to calibrate a single global threshold 7 targeting FRR = 1%
(FRR_TARGET=0.01). The inner CV used up to 3 folds and 5 repeats (five repeats were
sufficient given the small number of sequences per class). Within each inner fold,
the model was fitted on the inner-train portion and out-of-fold genuine scores (the
predicted probability of the true user/class) were collected on inner validation. These
OOF genuine scores were pooled across users and repeats, and 7 was set to the quantile
of this pool that achieved the target FRR. Impostor scores were not used for calibration.
Optionally, per-user thresholds 7, could also be computed, but unless stated otherwise
results are reported with the global 7 for stability.

At test time (outer-test split), each classifier produced a probability vector over
users for each sequence. For a claimed user u, the score was the probability assigned
to u. Scores were partitioned into genuine (sequences of u#) and impostor (all others),
and FRR . and FAR s were computed at the train-calibrated 7. Metrics from each
outer fold were macro-averaged to produce the final reported figures.

Independently of the operating point, EER was computed by sweeping a threshold
over each user’s test scores within each fold and taking the equal-error point (linear
interpolation at the first crossing). Per-user EERs were macro-averaged within the fold
and then averaged across folds.

A single multiclass classifier over all users was adopted (as preferred by Estrela
et al. (2021)) rather than per-user binary models, to reduce overfitting and to maintain
a consistent scoring interface for both operating-point metrics and EER.
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4 Results

This chapter presents the results obtained by applying the methods to the research
materials described in Chapter 3. Section 4.1 provides visualizations and an overview
of key observations on the collected dataset. Section 4.2 reports the results of the
anomaly detection -based benchmarks, and Section 4.3 for the time series classification
benchmark.

4.1 Overview of Typical Gesture Patterns

The z-axis accelerometer is an informative data channel when visualizing the broad
movement patterns during selfie capture sequences, as the movements typically mainly
consist of raising and lowering, or tilting the device toward/away from the face. Figure 9
shows how a general pattern can be observed across all 12 verification sessions in the
z-axis accelerometer readings of a typical subject. As can be seen, the graphs contain
some jitter, indicating a slight shaking or instability of the hand. Another interesting
phenomenon that can be observed is how the device notably stabilizes just before the
selfie is captured, and after that there’s a delay of around 1 second before notable
movement or orientation changes can be detected again. The biggest variance in the
orientation seems to happen a few seconds after the selfie is captured, as the subject is
waiting for the verification result from the server.

Figure 10 shows the z-axis accelerometer patterns of another subject. These
look very different compared to the first subject, as there seems to be no notable
orientation change after the selfie capture, only a slight and delayed trend of changing
the orientation to a more horizontal position, as well as slightly more hand instability.
Also, a platform anomaly can be spotted in one of the samples, as the subject placed
the phone on the table after the selfie was captured: the purple graph shows a clear
impact at x = 300 and a flat, almost completely stable line afterwards. The almost
complete absence of any kind of disturbances in the graph also demonstrates how little
sensor noise there seems to be.

Figure 11 presents the z-axis accelerometer patterns of a third subject. There
seems to be notable variability between the sequences, no clear one pattern dominates.
Some pattern-shift anomalies can be seen, as reaction time between selfie capture and
lowering of the phone back down varies between 1 and 4 whole seconds (50 and 200
data points). In one of the sequences, the orientation of the phone barely changes
throughout the whole sequence (see the lime-colored graph).

Despite the interesting differences between users and individual outlier anomalies,
general trends in orientation and movement patterns can be detected in multiple sensor
axes, as Figure 12 plots the mean values of each accelerometer and gyro axis readings
from all 375 time series sequences covering all 30 subjects in a window of 2 seconds
before and 6 seconds after the selfie capture. The dark purple/green areas cover
25-75% deviations from the median, and the lighter purple/green reas the 10-90%
deviations. covers one standard deviation in the sequences from the mean. The same
figures in larger size can be found in Appendix B.

Despite the interesting differences between users and occasional outlier anomalies,
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Figure 9: All 12 z-axis accelerometer time series of one subject aligned around selfie
capture (at x=150 samples).
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Figure 10: Plots of z-axis accelerometer time series of a second subject. Notice the
purple plot.
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Figure 11: Plots of z-axis accelerometer time series of a third subject. Notice the
variability in reaction times.
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consistent orientation and movement patterns are visible in the sensor axes. Figure 12
shows the median time series for each accelerometer and gyroscope axis, each aligned
to the selfie capture moment, which is marked by the vertical dashed line. The shaded
regions describe variability: the darker shading covers the middle 50% of values (25th
to 75th percentiles) and the lighter shading covers the middle 80% of values (10th to
90th percentiles). The horizontal axis spans two seconds before the capture and six
seconds after it. Full-size versions of these plots are provided in Appendix B.

A general trend in the z-axis orientation can be noticed in Figure 12e, where it
can clearly be observed how the phone is adjusted towards a more vertical orientation
leading up to the moment of selfie capture (gravity offset decreases), and how the
phone is kept stable for around 1 second after the selfie, and then tilted back towards a
more horizontal position while waiting for the result from the server.

Similarly, in the the gyroscope readings, there’s a clear-corresponding pattern to be
recognized. As the phone is lowered back down, there’s noticeable negative rotation
around the x-axis shown in Figure 12b, matching well with gestures associated with
lowering the phone back down. Another point of interest in the gyro readings is the
very low variability just after the selfie is captured, indicating very little movement.
This is likely due to them focusing on the "selfie capture success"-animation playing
on the screen and relaxing once the "Analyzing" view pops up.

The x-axis of accelerometer and z-axis of gyroscope however, have very small
variance. This direction of movement would be along the x-axis of the the device.
The mean of the x-axis accelerometer readings hovers just below zero, indicating
that the phone is generally kept fairly straight, with no strong tilt in either direction,
except a slight preference towards the left. This could be due to most subjects being
right handed, or just a coincidence. The z-axis gyro readings are almost perfectly
zero-mean, following the same pattern of a period of stillness right after selfie capture,
followed by a noisier period after the "selfie capture success" animation is completed.

Overall, it can be seen that after capturing the selfie, the users’ focus relaxes, and
their behavior becomes more chaotic and prone to random effects while waiting for
the verification result. This observation supports the decision to limit the time series
window so as not to include the waiting period in its entirety.

43



Accelerometer — Axis x Gyroscope — Axis X

05

3 s 100 150 20 20 00 350 0 s 100 150 200 20 300 30

‘Sample Index

(a) acc x (b) gyro x

Accelerometer — Axis y

10-50%0 o 25-75% — Medon 10:90% - 25.75% — Mecion

w0 : o

o

9 i ~
- g o2
g H
H N
5 7 g o
g 3 -0z

04
o s %o 5 20 - 0 - o s w00 150 20 - 0 0
Somple Index R Sample Index
Accelerometer — Axis z Gyroscope — Axis z

Acceleration (m/s?)
Angular Velocity (rad/s)

o 0 100 150 200 20 300 350 0 s0 100 150 200 20 300 30

Sample Index 375 sequences Sample Index

(e) acc z (f) gyroz

Figure 12: Percentile bands around capture for accelerometer (left column) and
gyroscope (right column) along axes x, y, and z. The dashed vertical line marks the
selfie-capture moment. The same figures are displayed in a bigger size in the appendix.
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4.2 Anomaly Detection

This section presents the results of the two benchmarks that compare anomaly detection
techniques.

4.2.1 10-Shot One-Class User Verification

The 10-shot one-class learning user verification benchmark was run using the methods
specified in Section 3.2.2. The time series window used in this experiment was
10+35+165 (10 first samples after opening the camera concatenated with 35 samples
before and 165 samples after selfie capture moment). Table 3 presents results for all 9
sensor channels when using 5 inner folds:

Table 3: Per-user 10-shot motion based verification (selfie-centered; macro FAR/FRR
at preset 7, from OOF calibration; values in Y%; 5 inner-fold splits; 9 channels).

Method FRR (%) FAR (%)
ROCKAD 1.74 89.74
Isolation Forest (raw series) 4.01 64.00
OCSVM (raw series, RBF) 8.64 54.70
Euclidean 1-NN 6.40 60.94
I-NN DTW 6.40 60.94
QUANT + 1-NN classifier 4.83 59.29
QUANT + Isolation Forest 5.92 63.10

As can be seen from the results, the only method while using all 9 sensor
channels and 5 inner fold splits with an FRR even approaching tolerable (1.74%) was
ROCKAD. However it also yielded a FAR of 89%, meaning that roughly 9 in 10
zero-effort impostors would be accepted. It should also be noted that the ROCKAD
algorithm’s power transform function occasionally displayed overflow warnings during
this benchmark, which may have had an effect on the results. Table 4 displays the
outcome for the same 9 sensor channels when using only two inner folds instead of
the previous five:

Table 4: Per-user few-shot motion-based verification (selfie-centered; macro FAR/FRR
at preset 7, from OOF calibration; values in Y%; 2 inner-fold splits; 9 channels).

Method FRR (%) FAR (%)
ROCKAD 0.00 99.70
Isolation Forest (raw series) 25.50 26.01
OCSVM (raw series, RBF) 10.32 50.34
Euclidean 1-NN 3.85 72.17
1I-NN DTW 3.93 72.38
QUANT + Isolation Forest 28.45 26.07
QUANT + 1-NN 3.64 69.50
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Switching from five to two inner folds lowered FRR but raised FAR for the
I-NN methods (including ROCKAD), likely due to a larger calibration share per
fold providing more calibration scores and a more accurate threshold at the 1%-FRR
target. Two inner folds is therefore the standard in subsequent experiments. The
IsolationForest methods showed the reverse pattern and were dropped. Results for the
remaining approaches on accelerometer x-axis data appear in Table 5.

Table 5: Per-user few-shot motion-based verification (selfie-centered; macro FAR/FRR
at preset 7, from OOF calibration; values in %; 2 inner-fold splits; x-accelerometer).

Method FRR (%) FAR (%)
ROCKAD 0.00 99.67
OCSVM (raw series, RBF) 11.82 53.27
Euclidean 1-NN 2.59 74.71
1-NN DTW 2.15 72.32
QUANT + 1-NN 4.61 83.03

In Table 6, the performance metrics are summarized across 6 single-sensor
configurations for euclidean 1-NN, DTW 1-NN and QUANT + 1-NN. ROCKAD
was excluded from the comparison because of persistently inferior performance (FAR
approaching 100%) and a significantly higher computational cost.

Table 6: Per-user 10-shot anomaly detection (selfie-centered) for each sensor axis
(rows). Macro FRR/FAR at preset 7, from OOF calibration (2 inner-folds). Values in
%o.

Sensor 1-NN DTW Euclidean 1-NN QUANT + 1-NN
FRR (%) FAR (%) ‘ FRR (%) FAR (%) ‘ FRR (%) FAR (%)
X-acc 2.15 72.32 2.59 74.71 4.61 83.03
y-acc 4.25 86.12 3.68 85.88 2.81 79.82
Z-acc 5.04 85.82 5.36 85.74 2.75 70.87
X-gyro 3.36 82.97 4.15 85.37 3.98 82.18
y-gyro 2.02 84.70 1.76 82.03 4.36 83.07
Z-gyro 1.47 87.85 1.45 88.88 5.06 87.69

The lowest FRR values are obtained with the gyroscope’s y- and z-axis signals
using 1-NN (Euclidean or DTW), although at the cost of a very high FAR (>80%).
Notably, there seems to be an inverse correlation between the performances: where
QUANT-1-NN underperforms, Euclidean/DTW 1-NN improves, and vice versa. Next,
a multi-channel configuration using all 3 accelerometer axes is presented in Table 7.
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Table 7: Per-user few-shot motion-based verification (selfie-centered; macro FAR/FRR
at preset 7, from OOF calibration; values in %; 2 inner-fold splits; all 3 axes of
accelerometer).

Method FRR (%) FAR (%)
OCSVM (raw series, RBF) 8.72 54.23
Euclidean 1-NN 4.06 79.95
1-NN DTW 4.77 79.14
QUANT + 1-NN 3.64 69.83

Using all three accelerometer axes is outperformed by several single-axis configu-
rations for all 1-NN variants. For instance, 1-NN DTW on the accelerometer x-axis
yields an FRR of 2.15% with a FAR of 72.32%, compared with 4.77% and 79.14%
respectively, when all three axes are used. Next, Table 8 reports results for an approach
where the x-axes of the each sensor (accelerometer, gyroscope, and magnetometer)
are combined as a multivariate input:

Table 8: Per-user few-shot motion-based verification (selfie-centered; macro FAR/FRR
at preset 7, from OOF calibration; values in %; 2 inner-fold splits, x-acc, x-gyro,
X-magnet).

Method FRR (%) FAR (%)
OCSVM (raw series, RBF) 11.87 56.58
Euclidean 1-NN 1.72 73.03
1-NN DTW 2.23 69.63
QUANT + 1-NN 4.38 79.52

Euclidean 1-NN + x-axis readings of each of the 3 sensors yielded the overall best
result out of any of the combinations so far with both a sub-2% FRR and sub-75%
FAR. This configuration appeared to be the most promising, so a parameter ablation
was performed. The window was adjusted to 10 samples after camera opening, 50
before selfie capture, and 150 after, and the classifier was changed from 1-NN to 3-NN
(using the k-th nearest neighbor rule). With this setup, Euclidean 3-NN achieved
FRR=0% at the cost of FAR=79.70%, while 3-NN DTW reduced FRR to <1% with
FAR of 74.77% (Table 9).

Table 9: Per-user few-shot motion-based verification (selfie-centered; macro FAR/FRR
at preset 7, from OOF calibration; values in % (2 inner-fold splits; x-acc, x-gyro,
x-magnet; 10+50+150 window).

Method FRR (%) FAR (%)
OCSVM (raw series, RBF) 13.04 58.64
Euclidean 3-NN 0.00 79.94
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Method FRR (%) FAR (%)
3-NN DTW 0.87 74.77
QUANT + 3-NN 3.19 79.98

This evaluation still reflects zero-effort impostor attempts. An adversary performing
a real-time morphing attack would likely move in an odd manner combined with a
delay, yielding anomaly scores higher than those observed here, making them easier
to reject. It was also observed that users with highly uniform motion patterns across
all of their sequences tended to have an elevated FRR. This can be explained by the
decision threshold being set to a low value due to low distance scores across the board
in the train set, but when more anomalous unseen sequences appeared from that same
user in the test set, they would be rejected. This effect was amplified in the data set
collected for this thesis, because all sequences were collected within a single session,
reducing natural variance. Mitigation is possible by adding a relative safety margin to
the threshold, but this inevitably increases FAR even further.
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4.2.2 Genuine-vs-Spoof Anomaly Detection

A similar experiment was conducted in which all 30 users in the dataset were included
in the genuine class. Results for the accelerometer-only configuration (x, y, and
z axes) are reported in Table 10 and Table 11. The results of the configuration
combining the accelerometer (x-axis), gyroscope (x-axis), and magnetometer (x-axis)
are reported Table 12 and Table 13. Finally, the full nine-channel configuration
combining accelerometer, gyroscope, and magnetometer, each using the x, y, and z
axes, is summarized in Table 14 and Table 15.

Table 10: Approach-wise verification results (All 3 accelerometer axes, 10+50+100
concatenated selfie window). Average FAR is an equal-weight mean over the three
spoof types (stationary, handheld, delayed). Values are mean + std across resamples.

Model FRR (%) FAR overall (%) Verif. delay (ms)
ROCKAD 0.00 = 0.00 43.80 = 0.83 3.4846 + 0.1072
QUANT-KNN 2.37+1.46 31.99 + 0.00 0.4647 + 0.0065
QUANT-IF 0.00 = 0.00 91.41 + 0.00 0.5192 + 0.0107
IF (raw) 4.81 + 8.04 35.62 +2.54 0.1278 = 0.0049
OCSVM 0.81 + 1.81 43.16 + 3.05 0.0040 = 0.0012
Euclidean 3-NN 0.811 + 1.81 72.22 + 0.00 0.0256 + 0.0007
LSTM-AE 1.33 + 1.66 41.38 £ 0.83 0.2699 + 0.0225

Table 11: Approach-wise FAR (%) by spoof type (All 3 accelerometer axes,
10+50+100 concatenated selfie window). Values are mean + std across resamples.

Model FAR (stat.) FAR (handheld) FAR (delayed)
ROCKAD 0.00 = 0.00 63.64 + 0.00 67.78 +2.48
QUANT 3-NN 0.00 = 0.00 18.18 + 0.00 77.78 + 0.00
QUANT-IF 100.00 + 0.00 90.91 + 0.00 83.33 £ 0.00
IF (raw) 0.00 = 0.00 29.09 + 7.61 77.78 + 0.00
OCSVM 0.00 = 0.00 47.27 £4.07 82.22 + 6.09
Euclidean 3-NN  16.67 + 0.00 100.00 + 0.00 100.00 + 0.00
LSTM-AE 0.00 = 0.00 36.36 = 0.00 87.78 +2.48
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Table 12: Approach-wise verification results (x-acc, x-gyro, x-magnet, 10+50+100
concatenated selfie window). Values are mean + std across resamples.

Model FRR (%) FAR overall (%) Verif. delay (ms)
ROCKAD 1.83 +1.93 58.08 + 1.31 3.4567 +0.0483
IF 0.51 £ 1.15 74.41 + 0.00 0.1234 + 0.0059
OCSVM 0.53 +£0.72 82.39 + 1.36 0.0114 + 0.0017
LSTM-AE 1.05 = 1.08 88.45 = 1.57 0.2664 + 0.0341
QUANT IF 0.26 = 0.58 95.12 £ 0.00 0.5222 + 0.0156
Euclidean 3-NN 0.27 = 0.60 95.56 + 2.81 0.0265 + 0.0015
QUANT 3-NN  0.78 = 1.15 85.05 +2.55 0.4882 + 0.0266

Table 13: Approach-wise FAR (%) by spoof type (x-acc, x-gyro, x-magnet,
10+50+100 concatenated selfie window). Values are mean =+ std across resamples.

Model FAR (stat.) FAR (handheld) FAR (delayed 1.5-3)
ROCKAD 0.00 + 0.00 90.91 + 0.00 83.33 +3.93
IF 100.00 + 0.00 45.45 £ 0.00 77.78 £ 0.00
OCSVM 100.00 £ 0.00 52.73 £4.07 94.44 + 0.00
LSTM-AE 100.00 £ 0.00 7091 + 4.07 94.44 £ 5.56
QUANT IF 100.00 £ 0.00 90.91 = 0.00 94.44 + 0.00
Euclidean 3-NN  96.67 + 7.45 100.00 £+ 0.00 90.00 + 2.48
QUANT 3-NN  100.00 + 0.00 61.82 + 4.07 93.33 £ 4.65

Table 14: Approach-wise verification results (9 channels (3 acc, 3 gyro, 3 mag),
10+50+100 concatenated selfie window). Values are mean =+ std across resamples.

Model FRR (%) FAR overall (%) Verif. delay (ms)
ROCKAD 1.33 + 1.66 46.40 + 1.66 3.7796 + 0.2997
IF 2.15+4.12 41.08 = 0.00 0.1213 % 0.0023
OCSVM 1.35 +£3.02 41.25 £ 0.81 0.0105 = 0.0017
LSTM-AE 1.61 £2.93 41.01 + 1.66 0.2430 + 0.0078
QUANT IF 0.00 = 0.00 93.27 + 0.00 0.9436 + 0.0902
Euclidean 3-NN 0.80 + 1.20 92.02 + 5.07 0.0503 + 0.0036
QUANT 3-NN  2.38 +1.78 31.99 + 0.00 1.0290 + 0.0234
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Table 15: Approach-wise FAR (%) by spoof type (9 channels (3 acc, 3 gyro, 3 mag),
10+50+100 concatenated selfie window). Values are mean =+ std across resamples.

Model FAR (stat.) FAR (handheld) FAR (delayed 1.5-3)
ROCKAD 0.00 = 0.00 63.64 + 0.00 75.56 +4.97
IF 0.00 = 0.00 45.45 + 0.00 77.78 + 0.00
OCSVM 0.00 + 0.00 38.18 +4.07 85.56 + 4.97
LSTM-AE 0.00 = 0.00 36.36 + 0.00 86.67 + 4.97
QUANT IF 100.00 + 0.00 90.91 + 0.00 88.89 + 0.00
Euclidean 3-NN  83.33 + 11.79 92.73 + 4.07 100.00 + 0.00
QUANT 3-NN 0.00 = 0.00 18.18 + 0.00 77.78 + 0.00

Across configurations, the best results were obtained with the accelerometer’s
X, y, and z axes. In this setting, the state-of-the-art WTSAD algorithm ROCKAD
achieved an FRR of 0% (over five resamples) with FAR = 43.8%. QUANT + 3-NN
also performed well, achieving the lowest FAR among all methods (31.99%) at the
cost of a slightly higher FRR (2.37%).

Both approaches perfectly rejected static spoofs (device held completely still). For
handheld spoofs (camera pointed at a face on another screen) and delayed spoofs (the
capture timestamp shifted by 1.5-3.0 s to emulate live morphing/video-injection lag),
ROCKAD rejected roughly one third in each category. By contrast, QUANT + 3-NN
was particularly effective on handheld spoofs, reaching FAR = 18.18% (about four out
of five correctly rejected).

The LSTM autoencoder delivered solid accuracy (third-best overall) but had by far
the longest training time. The Euclidean 3-NN on z-scored time series, which worked
best in the 10-shot semi-supervised user-verification experiment, performed poorly
across these sensor configurations. IsolationForest-based variants also performed
poorly, and OCSVM was consistently average without standing out on any metric.

In terms of runtime, ROCKAD had the longest verification latency (in the 3-channel
setups, over 7x the next fastest method), yet the absolute time was only 3—4 ms, which
is negligible in practice and unlikely to introduce any user-perceptible delay.

The sensor configuration using only the x-axis from each sensor (accelerometer,
gyroscope, and magnetometer) performed by far the poorest of the three. Overall FAR
exceeded 80% for 5 of the 7 models/methods. Notably, the FAR on the stationary
spoof samples reached 100% (or nearly 100%) for 6 of the 7 models.
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4.3 User Classification

The TSC user-classification benchmark was carried out using the algorithms described
in Section 3.2.3. The first configuration was univariate, using only the x-axis of the
accelerometer; results are reported in Table 16. The experiment was then repeated
with parallel channels of length 200, where it was found that stacking the (partially
overlapping) windows led to a clear performance gain (Table 17). Finally, 50 samples
were concatenated from the start of each sequence in front of the selfie-centered window
(total length 250). This window performed slightly better than the standalone selfie-
centered window, but still considerably worse than the "double" window (Table 18):

Table 16: Model-wise verification results (mean + SD over 5-folds: x-acc, single 200
data point selfie-centered window, 5 resamples of inner folds, 1 repeat.

Model EER (%) FRR (%) FAR (%)
QUANT 12.62 1.33 68.07
MR-Hydra 30.63 0.00 100.00
RDST 28.70 0.00 100.00
ResNet 20.14 5.78 55.85
WEASEL+MUSE 16.62 3.22 46.60
RSTSF 12.78 2.00 68.71
catch22 17.15 2.78 75.01

Table 17: Model-wise verification results (mean = SD over 5-folds: x-acc, double

window, 5 resamples of inner folds, 1 repeat).

Model EER (%) FRR (%) FAR (%)
QUANT 7.99 1.00 66.57
MR-Hydra 18.59 0.00 100.00
RDST 20.75 0.00 100.00
ResNet 14.43 4.44 50.74
WEASEL+MUSE 8.04 222 36.56
RSTSF 9.25 0.78 55.71
catch22 10.27 1.56 54.31

Table 18: Model-wise verification results (mean + SD over 5-folds: x-acc, single
window, concatenated 50 + 200, 5 resamples of inner folds, 1 repeat / resample of

outer folds.

Model EER (%) FRR (%) FAR (%)

QUANT 10.18

1.44

65.35
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Model EER (%) FRR (%) FAR (%)

MR-Hydra 24.56 0.00 100.00
RDST 23.58 0.00 100.00
ResNet 18.97 6.78 47.97
WEASEL+MUSE 12.77 3.33 43.10
RSTSF 10.61 1.56 60.54
catch22 15.55 1.89 69.69

Next, more channels were included in the benchmark, while using the seemingly
best-performing "double window" configuration. In the next experiment, the x-axis
of the accelerometer was accompanied with the x-axes of gyro and magnetometer,
the results of which are displayed in Table 19 Including more adjacent x-axis sensors
improved the performance notably for all benchmarked algorithms. The dictionary-
based WEASEL+MUSE saw by far the most dramatic improvement with EER dropping
as low as 2% combined with FRR of 1.67% and FAR of 14.50%, becoming easily
the best-performing algorithm, no competition. The EER’s for the the interval-based
QUANT and RSTSF, which performed the best in the single sensor configurations,
decreased even further by around 4%.

Table 19: Model-wise verification results (mean + SD over 5-folds: x-acc, x-gyro,
x-mag, double window, 5 resamples of inner folds, 1 repeat).

Model EER (%) FRR (%) FAR (%)
QUANT 6.30 0.78 62.12
MR-Hydra 15.80 0.00 100.00
RDST 14.77 0.00 100.00
ResNet 9.81 2.33 44.55
WEASEL+MUSE 2.00 1.67 14.50
RSTSF 6.10 0.78 55.81
catch22 7.26 2.18 59.89

Table 20 summarizes the results for another three-channel configuration, this time
with all three accelerometer axes included. In this configuration, the results improve
even further across the board. The lightweight, feature-based Catch22 emerges as the
second-best performer by EER, while WEASEL+MUSE’s EER dropped even further
to 1.29%, easily keeping its first spot. Notably, the FRR also dropped to <1%.

Table 20: Model-wise verification results (mean + SD over 5 folds: x, y and z axes of
accelerometer, double window 5 resamples of inner folds, 1 repeat).

Model EER (%) FRR (%) FAR (%)
QUANT 5.17 1.00 55.26
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Model EER (%) FRR (%) FAR (%)
MR-Hydra 9.42 0.00 100.00
RDST 11.09 0.00 100.00
ResNet 8.46 4.00 38.47
WEASEL+MUSE 1.29 0.44 22.73
RSTSF 5.21 1.00 5591
catch22 4.35 1.11 54.35

Table 21 reports results for the configuration that includes all three axes from
the accelerometer, gyroscope, and processed magnetometer. Performance figures are
averaged over five outer-fold resamples, and standard deviations across repeats are
reported for each algorithm. The standard deviations are modest in absolute terms.
However, for many algorithms, FRR shows notable relative variability across repeats
and should be interpreted accordingly.

Including all axes from all 3 sensors yielded consistent improvements over the
previously reported settings. The strongest performer was still by far WEASEL+MUSE.
The improvement in EER was not as dramatic as when moving from the single channel
x-accelerometer axis configuration to including all 3 axes, but still notable. The
most impressive improvement was seen in the FAR value, which dropped to 7.31%,
combined with an FRR of 1.40%. Relative to the other methods evaluated, these
figures indicate a clear performance advantage.

Table 21: Model-wise verification results (mean + SD over 5-folds: all 9 channels,
double window, 5 resamples of inner folds. 5 repeats, only 1 for RESNET).

Model EER (%) FRR (%) FAR (%)
QUANT 5.06 £0.50 1.07 £+0.48 5791 +2.79
MR-Hydra 9.85+0.38 0.00+0.00 100.00 = 0.00
RDST 9.86 £ 0.58 0.00 +0.00 100.00 + 0.00
WEASEL+MUSE 1.07+£0.09 140+0.19 7.01 +£0.34
RSTSF 5.09+£0.15 1.04+0.28 52.84 +0.92
catch22 485+159 124 +1.15 6553 +7.31
ResNet (1 repeat) 6.76 £ 0.00 3.78 £ 0.00 33.96 + 0.00

Overall, several state-of-the-art methods most notably MultiRocket-Hydra (MR-
Hydra) and RDST—performed poorly when operating at low FRR targets: for these
algorithms, FAR consistently settled at 100%. A likely cause is the steep class-
probability outputs produced by ridge classifiers (used by both algorithms), which
yield class probability distributions that are effectively one-hot. Such probability
scores leave little room for threshold calibration, as practically all calibration scores
will be either 0’s or 1’s.

The exceptionally strong performance of WEASEL+MUSE could be explained
with its design focus on multivariate time-series classification: it explicitly builds
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features that leverage multi-channel information. In Tables 16, 17 and 18, it can be
observed that WEASEL+MUSE lags behind interval-based methods such as QUANT
and RSTSF in the single-channel setting, but easily outperforms them once genuinely
multivariate sensor data are used. Even the “double-window” configuration provides
two intervals of the same signal rather than correlated sensors/axes, so there is no
real multi-channel structure there to exploit. While QUANT, Catch22, and RSTSF
accept multichannel inputs, they generally compute features per channel and then
concatenate or aggregate them, rather than modeling cross-channel dependencies
explicitly,. WEASEL+MUSE was designed for multivariate time series, and aims to
account for interplay across dimensions (Schifer & Leser, 2018). This more explicit
handling of inter-axis and inter-sensor correlations likely explains its far stronger
performance on our truly multivariate configurations.

In an additional experiment, only QUANT was included (due to its consistently
strong performance across previous sensor configurations and its short training time)
to quantify relative performance differences by sensor type. The results are presented
in Table 22

Table 22: QUANT’s verification results for every sensor type, all axes included:
mean + SD over 5-folds, double window (5 resamples of inner folds, 5 repeats).

Sensor EER (%) FRR (%) FAR (%)

Accelerometer 530+028 1.40+0.46 57.33+3.30
Linear acceleration 895+0.70 1.16+048 74.76 +1.46
Gyroscope 9.60+0.76 1.22+048 77.29 +1.50
Processed Magnetometer 1629 £ 037 149 +£0.63 81.45+2.71

Raw Magnetometer (context leak) 1.86 +0.21 0.82+0.29 1597 +1.06

Table 22 indicates that the accelerometer carries the strongest discriminative signal,
with steep declines in EER/FRR/FAR when using only gyroscope or magnetometer
channels, consistent with prior findings that accelerometers often lead performance
in smartphone time-series classification while gyroscopes are complementary and
magnetometers are typically less informative (Huang et al., 2023; S. Zhang et al.,
2022).

The raw magnetometer configuration shows clear context leakage. It reports
EER = 1.86%, FRR < 1%, and FAR = 15.97%, ominously outperforming all other
sensor setups by a huge margin. These figures are not considered valid, as they are
mostly influenced by context rather than subject-specific patterns (see Section 3.1.2
for details).

The performance using linear acceleration also proved poor compared to raw
acceleration, demonstrating the importance of gravity/orientation-related cues in the
raw accelerometer readings. By only using the X, y and z axes of the accelerometer,
EER drops to a level almost as low as when including all 9 sensor channels, while
using only a third of the compute time. However, FRR stays 0.4% higher.

Finally, classification performance metrics for each benchmarked algorithm are

55



reported in Table 23, with the predicted class obtained via argmax over output scores. In
these results, MR-Hydra performs as intended for time-series classification, matching
or finishing a very close second to MUSE across all metrics. This highlights an
important point: the algorithms that excel at multi-class classification (in essence,
assigning the highest probability to the correct class) is not necessarily the most
compatible with user verification, where a single score is thresholded to accept or
reject and the quality of the score calibration ends up mattering more than raw accuracy.
In another words: user verification stresses different aspects of the algorithms than
plain accuracy.

The ResNet classifier was also trained for its default 1500 epochs in addition to
the earlier 150 epoch setting, yielding substantial gains in performance, and indicating
that its full potential may not have been utilized in the previous benchmarks.

Table 23: Overall macro metrics (5-fold CV). x, y and z -axes of accelerometer,
double window. Accuracy, precision, recall, and F1 are reported as percentages.

Method Accuracy (%) Precision (%) Recall (%) F1 (%)
WEASEL+MUSE 87.20 88.70 86.78 85.55
MR-HYDRA 87.20 87.79 86.67 85.34
QUANT 79.20 79.75 78.44 76.30
RSTSF 77.60 77.52 76.44 74.17
ResNet (150 epochs) 53.87 53.06 53.56 49.94
ResNet (1500 epochs) 69.07 72.11 68.44 66.84
Catch22 77.33 76.33 76.78 74.47
RDST 84.53 87.22 84.11 83.47
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5 Summary

In this thesis, the aim was to determine whether motion sensor time series data
recorded during selfie capture sequences could be utilized to support Candour’s facial
recognition engine in detecting possible video injection-based (and other) spoofing
attempts, and to evaluate to which extent the handling patterns are person-specific and
usable for verifying individual users. To this end, a data set was collected from 30
individuals, comprising 375 selfie capture motion sequences. Magnetometer signals
could not be fully utilized due to heading-related context leakage in the collection
setup. Three benchmarks were conducted: (i) A comparison of various time series
classification algorithms to determine which of them best distinguish individual users,
(i1) a one-class anomaly detection setting trained on only 10 sequences per user to
assess detection of zero-effort impostors and (iii) a spoof-detection task using the
same techniques to differentiate mimicked spoof attempts from any genuine users.
The user classification results were better than expected, with very low EER scores
obtained. Best results could be obtained by using a stacked, 2-window configuration,
including 200 first samples after the user opens the selfie camera, and a window of
50 samples before and 150 after the selfie is captured. The best-performing time
series classification algorithm WEASEL+MUSE reached an impressively low mean
EER of 1.07% across 5 repeats when using all 9 motion sensors, combined with an
FRR of 1.40% and FAR of 7.01% using an universal, pre-set threshold. A similarly
impressive result with an EER of 1.29%, FRR of 0.44% and FAR of 22.73% was
achieved by using only the 3 accelerometer axes as input. The next-best algorithm, the
lightweight feature-based catch22, reached an EER of 4.35% with an FRR and FAR
of 1.11% 54.35% respectively when using the 3-axis accelerometer configuration,
trailing far behind WEASEL+MUSE. WEASEL+MUSE’s strong performance in
multi-axis and multi-sensor channel configurations highlights the advantage of using
TSC algorithms that are designed for multivariate time series analysis, taking into
account and extracting features related to the interplay between different channels.
In a strict classification setting, no single method fully dominated: MR-HYDRA,
which performed poorly in the verification benchmark matched WEASEL+MUSE
in classification accuracy. This highlights that high label prediction accuracy does
not automatically translate to user verification performance, which depends on setting
a threshold on the enrolled user’s output score. The classifier type is decisive here
because it determines the distribution and scale of the output class probability scores.
MR-HYDRA outputs one-hot class probability scores, which made decision threshold
setting practically impossible, as there was effectively two choices: 0 (accept all) or
>0 (always accept the predicted class). Overall, low-granularity output scores make
thresholding difficult: they leave less room for adjustments, and can cause wide swings
in FRR/FAR. By contrast, classifiers that yield smoother, fine-grained and more
evenly scaled scores provide finer percentage precision and more responsive and stable
behavior under thresholding, which is critical for verification. WEASEL+MUSE’s
dominance could thus partially also be explained by its high-resolution class score
distributions, as the benchmarked MUSE implementation uses an L2-regularized
LogisticRegression (class-weighted, max iterations = 5000) that produces smooth
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and continuous-valued scores rather than coarse vote fractions or straight up one-hot
outputs, making threshold tuning more stable.

The 10-shot semi-supervised user verification experiment yielded interesting
results. The state-of-the-art anomaly detection methods did not fare as well as
expected, while simpler, classical approaches yielded the best results. An FRR of 0%
combined with an FAR of 79% was achieved with the plain Euclidean 3-NN, indicating
that 1 out of 5 zero-effort impostors could be rejected while keeping the risk of false
rejections minimal. A similar result was achieved using 3-NN DTW, with an FRR
of 0.87% and an FAR of 74.77%, correctly identifying 1 in 4 zero-effort impostors
while keeping the FRR under 1%. While these FAR figures are still high, zero-effort
impostor attacks are fairly rare, and would be rejected by the facial recognition engine
with practically full certainty.

The genuine-vs-spoof anomaly detection experiment yielded satisfactory results
that indicate that such a motion data analysis step could provide high benefits with
little risk. This is where the state-of-the-art WTSAD method ROCKAD lived up to
its promise, as more genuine samples were available for the training. The easiest
spoof type to detect were the static sequences, in which the phone simply sits still on a
surface, as an FRR of 0% combined with an FAR of 0% was achieved. The second
easiest were the handheld spoofs, in which the camera is pointed to a face displayed
on the screen of another device. The biggest challenge were the "delayed" spoofs
mimicking live-morphing video injection attacks with a 1.5-3 second delay. For those,
the best FAR achieved was 67.78% (combined with an FRR of 0%), which means that
about 1 in 3 would be correctly rejected.

5.1 Quality of Results

The results showed that an analysis for motion sensor-based time series data can be a
strong and reliable addition to spoof detection, and potentially also in user verification.

The main weakness of the collected data was the fact that all samples were collected
in a sitting position. In daily use cases, the selfie capture would likely be regularly also
performed in a standing position, and (more rarely) a supine position. Other, likely
rarer scenarios involve performing the selfie capture while walking or traveling in a
moving vehicle.

Another weakness comes from the fact that all sequences were collected in one
sitting. While a large portion of the subjects took small breaks between and switched
their posture/position between the sequences, a large amount of sequences may have
been more identical than if they were collected "naturally" in multiple separate sessions.
Though, the users with more uniform time series patterns typically had higher FRR
scores than those with more variation, as the per-user rejection thresholds were set
lower.

5.2 Deployment Considerations

The TSC user-verification results are encouraging, but the dataset comprises only 30
users. At production scale with thousands of users, maintaining a closed-set, multiclass
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model becomes impractical. Further work is needed on how to translate the strengths
of these classification algorithms into more scalable and production-ready solutions.

The 10-shot user verification approach would be a simpler and a more lightweight
solution, but significantly less reliable with its high FAR values. However, it should
be kept in mind that the experiment measured performance on zero-effort impostors,
which would very likely be caught with Candour’s facial recognition engine alone
anyway.

Device heterogeneity must also be considered. In deployment, many budget
devices will contain lower-quality motion sensors, and some sensors (particularly
gyroscopes) may be unavailable. Tablets should also be treated as part of the mobile
device population, and their usage patterns likely differ significantly from smartphones,
as they are typically heavier and handled with two hands.

5.3 Possible Future Work

Possible future work could include collecting sequences in standing and supine
positions, as well as walking. TSC algorithms could be trained to detect the posi-
tion/orientation of the user before the anomaly detection or user verification step is
applied. Another angle could include employing sensor fusion techniques to combine
the information from each of the 3 IMU sensor outputs into a single data channel for
each axis rather than naively adding individual channels in parallel as input as was
done in this thesis.

As of this writing, a patent application covering aspects of the findings of this
thesis has been filed by Candour Oy. The next step is to further refine the approaches
benchmarked here and officially begin development of a motion analysis engine, with
the goal of piloting an experimental version of it in production in 2026.
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A Extra Experiments

An additional experiment converted the top three TSC methods into per-user binary
classifiers (one-vs-rest). For each user, a separate model was trained with two classes:
(1) impostor, comprised of sequences from all other users, and (ii) genuine, comprised
only of that user’s sequences. The per-user decision threshold 7, was set on the genuine
scores with a target of 0% FRR on the training split. The results (presented in Table
A1) use all three accelerometer axes with two concatenated 200-sample windows.

Table A1: Per-user binary verification (all 3 acc axes; double 200-sample windows).
5 outer folds, 3 inner folds. Means + SD over folds. 7, set to achieve 0% FRR on train.

Method EER (%) FRR@7, (%) FAR@T, (%)
MUSE 383 +182 6.56+3.78 11.58 + 1.38
QUANT 583 +1.33 7.67+1.27 21.97 £ 0.63
Catch22 9.73 £1.04 856 +2.85 25.20 £ 2.57

It should be noted that this setup has a substantial class imbalance (impostor:genuine
~ 29:1) during both training and evaluation. Operationally, this approach can be
production-friendly by drawing the impostor class by randomly sampling sequences
from background users, but this would require training and maintaining a classifier for
each individual user.

Table A2 reports two small additional experiments. LITETime (Ismail-Fawaz
et al., 2025) is a lighter variant of InceptionTime that matches its accuracy. It was
trained with default settings except that the number of epochs was reduced to 500.
The earlier ResNet run with 150 epochs used in the main benchmark did not provide a
fair representation of deep learning methods, so a more state-of-the-art model was
included here for completeness. QUANT was rerun with higher output granularity by
increasing the number of estimators in the ExtraTreesClassifier from 200 to 1000, to
test the effect of increasing the output score resolution.

Table A2: Multi-class verification (all 3 ACC axes; double 200 sample windows). 5
outer folds, 3 inner folds. Means + SD over folds. 7 set to achieve 1% FRR on train.

Method EER (%) FRR@7 (%) FAR@7 (%) Acc (%)
LITETime 395+1.35 1.81+1.89 26.12+1.20 78.67+3.27
QUANT 442+1.08 1.00+0.61 5832+4.89 77.07+5.28

Despite the long training time (about 14 hours on a MacBook Pro M3 with GPU
acceleration), LITETime was highly competitive in both EER and FRR/FAR and
would place second in the original user verification setting under the same sensor
and window configuration. Only 500 epochs were used while the default is 1500,
so further gains are possible with more compute. These results indicate that deep
learning methods are competitive after all for user verification, and by exploiting
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the multivariate structure of multi-channel time series they can be strong contenders
alongside WEASEL+MUSE.

QUANT also shows a modest gain (about 0.7% in EER), indicating that increasing
the output score resolution alone does not yield dramatic improvements, but can
provide an incremental and measurable benefit.

B Larger Percentile Band Plots

For detailed inspection, the six plots from Figure 12 are displayed here on a larger
scale.
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Figure B1: Percentile bands around capture for accelerometer x-axis. The dashed
vertical line marks the selfie-capture moment.
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Figure B2: Percentile bands around capture for gyroscope x-axis. The dashed vertical
line marks the selfie-capture moment.
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Figure B5: Percentile bands around capture for accelerometer z-axis. The dashed
vertical line marks the selfie-capture moment.
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