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Tamé opinnéytetyo vertailee eri SQLite-sovituksia ja niiden soveltuvuutta hajautettui-
hin reunalaskentaympéristoihin. Lahempééan tarkasteluun valitut nelja sovitusta ovat
FaaSFS, LiteF'S, libSQL ja rqlite. Vertailun pohjana kédytetdén esitettyé ideaalista ark-
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1 Introduction

With the emergence of global software applications that need to serve users in
different geological locations with varying connection capabilities, new deployment,
and computational models are needed. This is especially apparent in web applications
requiring high availability, fast response times, or both. The raised capabilities of edge
computing have started the work towards solving these problems, but it still encounters
the challenge of managing the application state in a globally distributed system. This
forces applications to store and retrieve data remotely, often from a geographically
centralized cloud data center, resulting in inefficiencies due to data transfer latency
and throughput limitations. More traditional cloud platforms also struggle to provide
the fine-grained resource provisioning and scalability needed at the edge, reducing the

performance gains that edge computing promises [72; 44].

1.1 Embedded Edge Databases

One of the potential solutions to this Edge latency bottleneck could be a distributed
database embedded within the application process, enabling significantly reduced
database latencies. Given SQLite’s’ [36] inherent characteristics as an embedded
database, it allows the integration of the database directly within the application
itself. This embedding capability is a significant advantage, as it simplifies both the
development experience and the application’s performance by eliminating the need
for separate database servers and reducing the overhead associated with managing
external database connections. This feature enables the effective deployment of SQLite
within distributed edge contexts when combined with mechanisms for replication

synchronization.

1.2 Replication and Performance

A replication synchronization mechanism allows for consistent data across multiple
instances of a database in a distributed setting, enhancing data reliability and
accessibility [64]. By utilizing embedded SQLite databases, edge networks can leverage
localized data processing and storage, which is crucial for applications requiring low
latency and high availability. This configuration optimizes performance by minimizing
dependency on centralized servers and increases resilience and scalability across the

network infrastructure.

Reading data directly from a file system is typically faster than accessing it via

network operations, thereby markedly enhancing efficiency, particularly in sequential



reads scenarios. Sequential reads refer to operations where each query is contingent
upon the results of preceding queries, necessitating multiple database accesses. This
rapid access facilitated by the file system improves the feasibility of employing
sequential queries without substantial performance penalties. Consequently, developers
can sequentially structure their queries without overly concerning themselves with
performance degradation. This approach not only enhances the readability of the code
but also contributes to the overall maintainability of the application by simplifying data
access patterns and reducing the complexity inherent in handling interdependent data

retrieval tasks.

1.3 Research problem

This study explores how SQLite and some adaptations effectively support Edge
Computing platforms where resources are constrained as distributed databases. Edge
Computing environments, often characterized by limited processing power, storage,
and network capabilities, require lightweight, efficient database solutions to manage
and process data closer to the source. The research question of this study is: What
modifications, benefits, and limitations characterize the use of SQLite in distributed
Edge computing environments? By examining the current state of SQLite and its

adaptations, the study aims to identify these factors.

1.4 Thesis structure

The thesis is structured in the following manner: Section 2 outlines SQLite and
fundamental database concepts, Section 3 motivates Edge Databases by giving a brief
background on Edge computing, whereas Section 4 introduces distributed systems theory
and related challenges. Section 5 ties these concepts together, comparing various SQLite
adaptions for Edge computing. Section 6 highlights key observations: the CAP theorem’s
applicability to a globally distributed SQLite and the embedding of SQLite in Serverless
Edge Computing environments. Finally, Section 7 concludes the thesis by summarizing

the main findings and discussing future work.



2 SQLite: an Embedded Database

This section focuses mainly on SQLite, highlighting its key features for serving as an
embedded database within resource-constrained environments, such as edge computing.
After briefly introducing basic concepts, we take a deeper dive into SQLite itself, looking
into the architecture and its ACID compliance and transaction handling via either the
Rollback Journal or the Write-Ahead Log.

2.1 Database

A database is a data collection designed to store large amounts efficiently, enabling data

integrity and security.

Relational databases do this by storing data in tables. A table consists of rows that
all share the same columns, defined during table creation. Relational Databases use
variations of Structural Query Language (SQL) as their interface for data manipulation

and database queries.

2.2 Transactions & ACID

A transaction can be considered a unit of work within a database system that ensures data
consistency, isolation, and durability [53]. A transaction is a set of sequential interactions
with a database executed indivisibly: either all interactions or none are executed [46]. A
typical example of such a transaction is transferring money (see Figure 1). The balance
change in both accounts is visible if and only if the COMMIT TRANSACTION is reached

without errors. Ending a transaction is done by committing the transaction.

single unit of work

BEGIN TRANSACTION

UPDATE ACCOUNT A
SET BALANCE=BALANCE-AMOUNT

UPDATE ACCOUNT B
SET BALANCE=BALANCE+AMOUNT

END TRANSACTION

- J

Figure 1: SQL transaction code illustrating the funds transfer between Account A and
Account B. Although Account A is updated before Account B, modifications become
visible only after executing END TRANSACTION, ensuring an all-or-nothing update.

A database is considered transactional if it upholds the transaction paradigm,



characterized by each transaction in the system having these four properties forming the

acronym ACID: atomicity, consistency, isolation, and durability [53].

Atomicity refers to the all-or-nothing nature of a transaction described previously.

Consistency means that all completed transactions transform the database from one

consistent state to another.

Isolation ensures that all changes within a single transaction must be hidden from all

other transactions that are run concurrently.

Durability guarantees that after a transaction is committed, the effects of the transaction
are permanently stored in the database, regardless of whether a system failure occurs

later on.

2.3 SQLite

SQLite is an embedded, cross-platform, and compact SQL database engine [51]. By being
embedded, SQLite can run directly within the application without needing a separate
server process and inter-process communication. SQLite is an open-source database
system that permits unlimited copying and modification of its source code without
restriction. However, it is important to note that SQLite does not operate under an

open-contribution model [35].

The codebase of SQLite is self-contained, meaning there are no external dependencies
and only a few functions are required from the C standard library. When optimizing for
binary size, the compiled SQLite library with all features enabled can be less than 750
KiB [37].

SQLite has become the most widely deployed database engine [51]. This widespread
deployment can be attributed to several factors, such as its embedded design, cross-
platform compatibility, reliability [38], and speed [32]. Every iOS and Android device,
most personal computers, and even some automobiles have embedded SQLite in their
software. However, having this wide range of deployments requires SQLite to be quite
flexible, as workloads and hardware specifications can vary significantly. A study [57]
analyzed the SQLite activity of both internal and user-installed services of 11 smartphones
running the Android operating system. According to the study, the queries and access

patterns produced differed from typical database server workloads.



2.3.1 Architecture

SQLite has a modular architecture design [31]. The following section briefly covers the

internals of SQLite and their functions.

s N
SQLite Module Architecture
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Figure 2: SQLite’s module architecture.

The core modules consist of the interface, the SQL Command Processor, and the Virtual
Machine, also known as the Virtual Database Engine (VDBE). The Interface module is
the C-language interface used to communicate with the SQLite. When an SQL statement
is passed in through a prepare interface, such as sqlite3_prepare_v2(), the SQL
Command Processor module passes it to the SQL Compiler modules. The SQL Compiler
modules tokenize, parse, and generate a bytecode program that implements a single SQL
statement in a sqlite3_stmt object. This object is what the sqlite3_step() interface
takes as input and passes the contained program to the VDBE. The VDBE executes the
program, running it until completion, forming a results row to return, or experiencing a

halt due to a fatal error or interruption.

The VDBE then interacts extensively with the backend modules, particularly with the
B-tree module [51]. SQLite’s database file consists primarily of different B-trees, one
for each table and one for each index. A B-tree is a data structure that consists of a
sorted collection of values sorted by a B-tree key. This key is derived from the underlying

table or index. The sorted nature of the B-tree enables efficient traversal and locating of
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specific data rows. However, the gained efficiency depends on using the key of the B-tree

for the search.

The B-trees are stored in fixed-size pages that the B-tree module requests from the
Pager module. The Pager module is a page cache between the B-tree and the Operating
System Interface modules. The Pager also ensures that modified pages are synced to
stable storage. The Operating System interface interacts with the underlying file system
implementation via an abstract object called a virtual file system, VF'S for short. These
objects have already been implemented for Unix and Windows operating systems in
SQLite, but the presence of the abstract layer enables support extension to different

systems.

2.3.2 Transactions

SQLite provides ACID guarantees for transactions, making it a transactional
database [51]. The Pager module ensures the ACID guarantees hold for transactions [33].
The Rollback Journal and the Write-Ahead Log (WAL) are the two implementations
that achieve these guarantees. Selecting which implementation, more commonly referred
to as mode, SQLite should use is defined in the Database Header section of the database

file. Modes other than Rollback Journal and WAL are currently not supported.

The Rollback Journal operates by writing changes directly to the database file and storing
the original content in a separate file called the rollback journal file. When a transaction
starts, it acquires a shared lock that allows the database to be read. The shared lock
allows for the reading of the database, and many processes can hold it at once. The
writing process, henceforth referred to as the writer, acquires a reserved lock if an INSERT,
UPDATE, or DELETE statement is executed. Only a single process can hold the reserved
lock at once. The reserved lock indicates that this transaction will eventually change the
database. Eventually, when the transaction is to be committed, or the memory cache has
filled up, the writer must acquire exclusive access to the database. Before this, the writer
ensures all rollback journal data is written on disk to ensure that data is adequately rolled
back on system failure. The writer then obtains a pending lock that prevents new readers
from getting the shared lock and waits for all current shared locks to clear to obtain the
exclusive lock. After ensuring the rollback journal’s data is safely written to disk, the
writer secures an exclusive lock, applies changes to the database, flushes these changes to
disk, and then deletes the rollback journal file. The deletion of the rollback journal file
is the instant when the commit happens. After this, the exclusive and pending locks will

be released.

The WAL mode writes the new changes to a different file and keeps the original database

file unchanged to improve read and write concurrency. When new changes are to be
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committed to the database, a special COMMIT record is appended to the WAL file. When
reading the database, the reader must first check if the page it is trying to access is in
the WAL file until reading the original. Each database reader stores a location of the last
valid commit so that they can read the WAL file until that specific commit they originally
started reading at. As the original database file hasn’t changed and the WAL file has
only been appended, the separate transactions are kept isolated. If other changes are to
be made, they can be appended to the WAL file. When the WAL file grows to a certain
point, usually to about 1000 pages, a checkpoint operation is triggered that transfers all

the current transactions from the WAL file to the original database file.

The WAL mode provides significant improvements to the performance. This is achieved
by reducing the amount of writes to stable storage, making the disk writes more
sequential, and removing exclusive locks needed for each write operation. However, the
WAL mode does come with some disadvantages. To significantly speed up readers’ search
for the WAL file, a separate WAL index is created and held in shared memory for processes
to access. This speeds up reading transactions but requires all readers to run on the same

system; thus, network file systems are unsupported.
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3 Why edge databases are important

To understand why edge databases are important and what motivates their development,
it is essential to understand the intersection of edge computing and databases, including
their historical development. This section briefly covers edge computing and problems
that arise with distributed systems before showing how they come together, specifically

regarding edge databases in the next section.

3.1 Edge computing — an evolution of cloud computing

Edge computing differs from traditional cloud computing, representing a new computing
model that processes data at the network’s edge [65]. Edge networks are globally
distributed systems, leveraging decentralized resources to bring computing tasks nearer

to where the data is requested.

In essence, edge computing delivers services and performs calculations at the network’s
edge, where data is generated [48]. It brings the cloud’s network, computing, and storage
capabilities to the edge, providing intelligent services to meet the IT industry’s needs
for agile connectivity, real-time processing, data optimization, application intelligence,

security, privacy, low latency, and high bandwidth.
The advantages and disadvantages of Edge computing manifest in several distinct ways:

Content delivery networks, an example use case and one of the earliest implementations
of an edge computing network, are globally distributed networks of nodes with limited

computation and storage capabilities focused on content delivery.

3.2 Content Delivery Networks

Revisiting traditional cloud computing and on-premise solutions is essential to
comprehend the rationale behind Content Delivery Networks (CDNs). In terms of
storage of static content, the current web ecosystem is dominated by providers operating

within centrally controlled, public cloud infrastructures [56].

The centralization of these infrastructures means they are located in only a few places on
the Internet. As a result, even simple network failures can cause these providers to become
unavailable. Another consideration is that the Internet and its services operate globally,
leading to significant variability in application latency and responsiveness depending on

the user’s geographical location.

CDNs represent a specific application of edge networks and computing. By strategically

deploying storage and computational resources at the network’s edge, CDNs aim to
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Table 1: Edge computing advantages & disadvantages

Advantage /Disadvantage Description

Lower latency The proximity of data processing to the source
reduces the distance data must travel over the
network, decreasing latency. Charyyev et al. [49]
observed that 58% of end-users can reach an edge-
server location in less than 10 ms, with the same

metric for cloud data centers being only 29%.

Reduced network bandwidth By having data processing closer to the end user,
the overall bandwidth usage for the global network

infrastructure is reduced [65].

Increased availability & resilience relying on a decentralized & highly distributed
network of edge nodes can increase fault tolerance

and availability of the application [68].

Management complexity By being inherently distributed, edge computing
infrastructures incur  higher = management
complexity than centralized cloud systems
[65].

Security challenges Distributed edge infrastructures have variable

perimeter security and a larger attack surface than
centralized clouds, complicating uniform security

management [71; 61].

address these issues by bringing content closer to end users. This globally distributed

approach enhances availability, reduces latency, and improves application responsiveness.

A CDN has traditionally functioned as a low latency content cache for the end-user and
the rest of the Internet [73]. This is achieved by having a global, distributed network
of surrogate servers, i.e., proxy servers forwarding the requests to the origin servers and

responding to the network request as close to the end-user device as possible (see Figure 3.

Depending on the rules configured during deployment or based on the response received
from the origin server, the CDN will determine if and for how long the response should
be stored in the local cache. Sending consequent requests that "hit” the specific node will

serve the locally cached content, with the request never reaching the server. This logic

Data centers, while fewer in number, possess significantly greater computing power
compared to CDNs. For example, Amazon Web Services (AWS) operates slightly more
than one hundred availability zones [1]. In contrast, Akamai’s CDN maintains 6100

explicit peering connections [70]. This disparity highlights the difference in infrastructure
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Figure 3: Information flow with and without a CDN [73]. After the initial request, the
following requests hit the local cache, avoiding the full round-trip to the data center.
Green boxes are used to give a sense of scale in resources available to a typical cloud data

center, compared to a smaller, more local CDN.
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scale and operational focus between centralized data centers and distributed CDNs.
Certain cloud providers, these offerings utilize the underlying CDN infrastructure to

enable general-purpose computing capabilities at the network edge [2; 5].

3.3 Serverless Edge computing

Although still modest compared to cloud data centers, global edge networks’ computing
and storage capabilities have progressively advanced, leading several cloud providers to
offer Serverless Edge computing resources [67]. Serverless in this context refers to the
cloud computing model where computation and storage are decoupled, code execution is
automated without manual resource management, and billing is based on actual resource
usage rather than pre-allocated resources [55]. Serverless platforms can have a wide
variety of service offerings [3]. Serverless function platforms, termed Function-as-a-Service

(FaaS), enable code execution without requiring server management.

The decoupled computing and storage architecture in serverless computing increases
the complexity of embedded state management within the Function-as-a-Service (FaaS)
paradigm [55]. Research efforts to address these challenges include the development of
serverless file systems [66], moving computation closer to data storage [72], and improving

serverless runtimes with native I/O module support [50].
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4 Distributed Systems

This section describes theoretical constructs in distributed database management systems.

The principal challenge is maintaining data consistency between nodes.

4.1 CAP Theorem meets ACID

Brewer [47] proposed a conjecture stating that it is impossible for a web service to
simultaneously guarantee Consistency, Availability, and Partition tolerance (collectively
known as CAP). Despite these properties being desirable and expected in real-world
web services, Brewer’s conjecture suggests that achieving all three at once may not
be feasible [52]. The CAP theorem sparked the NoSQL movement and fueled a
debate about trade-offs in data systems, challenging the prevailing belief that strong
consistency is essential for databases. However, the CAP theorem faces criticisms
and limitations, including ambiguous and conflicting interpretations, and it lacks a

comprehensive framework for detailing these trade-offs [54].

While ACID properties ensure reliability within a database (see Subsection 2.2),
distributed systems like Edge Computing networks encounter challenges when it comes
to managing application state while balancing between consistency, availability, and
partition tolerance between nodes, in 2015, Kong et al. [58] observed that, in conjunction
with the CAP theorem, strict adherence to ACID properties in distributed systems
is infeasible, requiring a trade-off that balances consistency, availability, and partition

tolerance based on system priorities.

The CAP theorem shows that distributed systems can’t fully guarantee consistency,
availability, and partition tolerance simultaneously. To manage this, different consistency

models offer ways to balance these limits based on the system’s needs.

4.2 Consistency Model

A consistency model characterizes the behavior of data synchronization across nodes
in a distributed system [69]. Various consistency models are utilized to manage data
synchronization, each tailored to meet specific consistency requirements dictated by the

system’s operational needs.

On the other hand, an isolation level is a database concept that determines how
transactions are managed to prevent conflicts or anomalies (like dirty reads or
phantom reads) within a single database system. Common isolation levels include
Read Uncommitted, Read Committed, Repeatable Read, and Serializable [20]. For

instance, PostgreSQL, an open-source and widely used SQL database system, defaults
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to the read committed isolation level but can be configured to employ more stringent
consistency modes [22]. Similarly, SQLite implements Snapshot Isolation for transactions
in Write-Ahead Logging (WAL) mode [34].

4.3 Distributed Consensus

Distributed Consensus is a fundamental challenge in distributed systems. Multiple nodes
must agree on the absolute state of the application while considering things such as
software failures or network partitions, which are network disconnects between nodes.
Exemplified by the Byzantine Generals Problem [60], The problems to consider include

asynchronous communication, messaging delays, and node failures.

Algorithms like Paxos [59] and Raft [62] address these challenges by providing mechanisms
for achieving consensus, prioritizing consistency, and fault tolerance. Nevertheless, as
indicated by the CAP theorem, consensus often necessitates a trade-off, potentially
reducing system availability during network partitions, with certain nodes becoming

unable to respond.

4.3.1 Raft Consensus Protocol

The Raft consensus protocol is a distributed algorithm that manages a replicated log
across multiple servers, ensuring consistency and fault tolerance in distributed systems.
It simplifies reaching agreement among a group of nodes by dividing responsibilities into
three roles: leader, follower, and candidate! [62]. The leader handles client requests and
log replication, while followers accept and apply updates from the leader. Candidates
emerge during leader elections when the current leader fails, ensuring continuous
operation. Raft prioritizes understandability and decomposes consensus into leader
election, log replication, and safety mechanisms, making it easier to implement and verify

than comparable protocols like Paxos.

4.4 Synchronization of Distributed State

Different levels of consistency can implement the synchronization of state changes between
replicated nodes of the same state machine. For this study, we introduce and focus on
two different replication levels for a single primary node configuration: asynchronous
and synchronous replication. Choosing between these consistency models constitutes the

difference between the applied CAP theorem paradigm.

LA good visualization of Raft protocol https://thesecretlivesofdata.com/raft/
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4.4.1 Asynchronous replication

Asynchronous replication is a data replication technique in distributed systems where
the primary node, responsible for handling write operations, does not wait for the
acknowledgment from secondary nodes regarding the successful commitment of those
writes. Instead, the primary node processes subsequent transactions without ensuring
the replicas have fully synchronized. In these cases, secondary nodes are usually left
responsible for synchronizing the state by polling the primary node for updates on an

interval or during other specified circumstances.

This method improves write throughput by reducing the latency of waiting for
acknowledgment from secondary nodes. However, it compromises both durability and
consistency. A temporal gap emerges wherein the state of the secondary nodes lags
behind the primary, reflecting an outdated version of the database [13]. This introduces
the risk of data loss in scenarios where the primary node experiences a failure before
the secondary nodes have completed the replication process. Additionally, asynchronous
replication does not inherently provide real-time guarantees regarding the database
state before initiating a failover mechanism (if such a mechanism is supported). This
creates challenges in maintaining a consistent and durable system state during failover

or recovery events.

4.4.2 Synchronous replication

Synchronous replication, in contrast, is a replication strategy in which write operations
are committed to all participating nodes in a distributed system before the primary node
advances to subsequent transactions. This guarantees that all replicas reflect the same
consistent state upon the successful completion of each transaction. Specifically, the
primary node must receive an acknowledgment from all secondary nodes, confirming that

the data has been successfully written and committed across the system.

This approach significantly enhances data durability and consistency by ensuring that no
data is lost in the event of node failures and that all nodes maintain a consistent view
of the data. However, it introduces notable trade-offs, including increased latency and
decreased write throughput. These drawbacks arise from the additional communication
overhead and the need for coordination and acknowledgment between nodes, which are

inherently time-consuming processes, particularly in geographically distributed systems.

These replication methods — synchronous and asynchronous — are not mutually
exclusive and can coexist within the same system or software, depending on the
implementation and the level of configurability provided by the system, such as

transaction control in a database.
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5 SQLite on the Edge

SQLite on the Edge provides a potentially highly distributed, relational database that

can be near to end-users.

application
instance-2

7 i

application
instance-n
7

8

Figure 4: Architecture for an ideal, embedded SQLite application [10]. The application

instance nodes are aware of each other to handle the leader election and data

synchronization.

It would be ideal to run SQLite as intended, embedded within the process of our business
application (see Figure 4). As highlighted earlier in Subsection 2.3, SQLite is open-
source, not open-contribution. To maintain its public domain status, SQLite enforces a
strict contribution policy. This policy has led to multiple adaptations 2 2 that are not

official SQLite but have different names and are based on it.

Compared to traditional, non-distributed databases, achieving these objectives introduces
several trade-offs. High tolerance encompasses the development of infrastructure
necessary for orchestrating communications between nodes. Additionally, it involves
managing backup data for these primary nodes and synchronizing data and schema across
subsidiary nodes. This complexity underscores the intricacies of maintaining system

integrity and operational continuity in distributed database environments.

Below, available implementations are analyzed in the context of the following research

questions:

e Consistency guarantees: FExamine how each implementation ensures data

consistency under different replication modes and their trade-offs.

Zhttps://github.com /tursodatabase/libsql
3https://github.com /superfly /litefs
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e Performance considerations: Assess the impact of various implementations on

performance, such as latency and throughput.

e Embeddability: Investigate the ease of embedding these implementations in

different environments and applications.

e Viability for Serverless environments: Analyze how well these implementations

align with the characteristics and requirements of serverless architectures.

e Suitability for global edge deployments: Explore their effectiveness in scenarios

requiring distributed edge computing.

e SQLite compatibility: Compare their levels of compatibility with SQLite’s API and

the implications for existing applications.

A traditional SQLite database deployment does not support distributed synchronization.
However, as SQLite has a VFS layer, implementing a distributed file system underneath
SQLite enables out-of-the-box support for distributed data synchronization. This means
that for distributed SQLite to be possible directly for the official version SQLite, one needs
to provide their own distributed filesystem and have that manage the synchronization of

the disk write and read operations. Existing solutions implementing this already exist.

Among the available solutions, four candidates were selected for further investigation:
FaasFS, LiteF'S, libSQL, and rqlite. Detailed analyses of these approaches will follow.

5.1 FaaSFS

Schleier-Smith et al. [66] investigated the design and implementation of a POSIX-
compliant file system API for FaaS platforms, leveraging cloud functions’ fault tolerance
to use local state with restart mechanisms for failed commits optimistically. Function
boundaries enable implicit commit and rollback, allowing transaction processing without
altering APIs, thus extending serverless scalability and simplicity to stateful applications

with minimal modification.

FaaSFS achieves a strict serializable consistency model for the file system, ensuring
that all operations appear to execute atomically in a total order consistent with real-
time. This is achieved through a combination of mechanisms, including speculative
local execution with optimistic lock elision and commit-time validation to enforce
transaction isolation. Fine-grained cache updates ensure precise consistency at the
block level, leveraging the transactional backend to track and manage changes efficiently.
These mechanisms collectively ensure that FaaSFS maintains strong consistency while

optimizing performance.
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As FaaSFS implements a distributed file system, it is fully SQLite-compatible and is not

limited to only SQLite-specific use cases.

Using SQLite as a benchmark, their prototype solution demonstrated throughput
gains of up to 30x compared to Network File System (NFS). However, increased
database transaction abort rates were observed under high concurrency and write-
heavy situations. In contrast, the solution displayed promising results in read-intensive

workloads, underscoring its effectiveness for read-dominant applications.

The prototype utilized a monolithic, in-memory backend server to manage the storage
layer, which the authors identified as a key area for future development to enhance
scalability and robustness [66]. This limits the suitability of using FaaSF'S in a production
setting. As this was a proof of concept, no considerations regarding a globally distributed

deployment was not discussed, as it was out of scope.

5.2 LiteFS

LiteF'S is a distributed file system that transparently replicates the underlying file system
of SQLite databases. This enables applications to interact with SQLite databases as
local on-disk instances, while LiteFS replicates the entire file system across all nodes in
the cluster [12]. It functions as a passthrough file system, intercepting writes to SQLite
databases to detect transaction boundaries [18]. Changes are recorded at the transaction
level in Lite Transaction File (LTX) files, ensuring precise replication and consistency

across the cluster.

Due to the usage of the distributed file system FUSE, LiteFS is limited to approximately
100 write transactions per second [14]. This level of performance is less than desired,
as SQLite supports transactions per second in the magnitude of tens of thousands [51].
LiteF'S is a valid option for globally distributed edge storage, read-heavy applications
with weaker consistency guarantees. Similar to FaaSFS, LiteF'S could, in theory, be used

in Serverless environments, but there is currently no support for it [45].

Data tolerance with a distributed file system can be achieved by taking snapshots of
the entire file system or incremental snapshots of the changes made to the file system.
LiteFS uses the second option by using the LTX file format to act as a packaging format
for the SQLite transaction changesets, similar to the WAL-file, but optimized for use in
replicated systems [18].

LiteF'S employs a single primary node architecture for handling write operations, with the
primary node replicating data to replica nodes to optimize read performance. This setup
introduces two application challenges: write requests must be directed to the primary

node to maintain data consistency, and read requests must wait until prior writes have
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been fully replicated to ensure accurate data retrieval from replica nodes.

Configuring write-forwarding to the primary node responsible for the writing is
not seamless and requires additional setup on the application side [11]. For web
applications that follow HTTP method semantics, this means setting up proxying for all
modifying operations, i.e., POST, PUT, PATCH, and DELETE. For self-hosted LiteF'S

implementations, read-your-writes semantics are not guaranteed.

By directly designating the primary node to an application instance, LiteF'S eliminates
the need for data synchronization and write operations over the network for that specific
instance. This increases the load applied to this instance, as it has now become the “source
of truth” for other nodes responsible for both synchronization and write operations coming

from the other nodes.

5.3 1ibSQL

ibSQL [15], a fork of SQLite, implements an alternate approach of replication by
replicating the Write-Ahead log by virtualizing the Write-Ahead log, similar to the VFS
layer in SQLite itself. It remains fully compatible with SQLite’s file format, API, and

embeddability while adding features like client-server support.

5.3.1 Replicating the WAL

As outlined in subsubsection 2.3.1, SQLite employs two mechanisms for handling write
operations: the Rollback Journal and the WAL. The WAL is particularly critical for
enabling efficient database replication. The WAL system defers the immediate recording
of write operations directly to the database file, resulting in a predominantly static dataset
with minimal changes. This approach of appending data exclusively to the write-ahead
log ensures transaction isolation, as transactions consistently begin by reading from the

same starting point.

Moreover, the append-only nature of the write-ahead log facilitates the synchronization of
the database across distributed systems. This synchronization is achieved with minimal
communication overhead, as the only data transmitted between systems comprises the
new entries added to the log. This efficient synchronization mechanism reduces database
replication’s complexity and bandwidth requirements while enabling fully featured SQLite

replication.

libSQL implements replication synchronization with a separate, centralized database
instance (see Figure 5) as the primary node responsible for writing and synchronization by
providing WAL updates. The synchronization is asynchronous, with no current methods

of configuring this further. Unlike LiteF'S, which is constrained by the limitations of
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Figure 5: 1ibSQL architecture [17] adapted to use the Embedded Replicas [43] feature.
The embedded databases within application instances will execute all reads against the
local database, while delegating the writes to the primary node over the network. The

local databases are updated by polling the primary node for WAL updates.

FuseFS due to its reliance on a custom file system implementation, libSQL operates
independently of such constraints. This architectural distinction suggests that 1ibSQL

may achieve substantially higher write performance.

5.3.2 1ibSQL Architecture

libSQL supports running geographically distributed, replicated secondary nodes with
write-forwarding or embedding the entire database within the application process, usually
done during the startup phase of the application [43] (see Figure 5). The embedded option
is designed only for long-running tasks. In contrast, short-lived compute instances, such

as serverless functions, require a remote connection to the primary or a replicated node.

For both embedded and replicated secondary nodes, write-forwarding to the primary node
is seamless [16]. It provides read-after-write consistency [42], meaning that successful
writes are immediately visible to the same database connection that initially sent the

writes.
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5.4 rqlite

rglite [27] is an open-source distributed Relational Database Management System
(RDBMS) with a client-server architecture. It leverages SQLite as its storage engine and
employs the Raft Consensus Protocol (see subsubsection 4.3.1) to ensure data replication
and consistency [30]. The system was initially designed to enhance the reliability of
SQLite databases while preserving their simplicity and lightweight characteristics, in
contrast to the greater complexity of relational database management systems (RDBMS)
such as MySQL and PostgreSQL.

Unlike SQLite, rqlite almost exclusively? offers a custom HTTP-based API for database
queries and modifications, thereby not supporting embeddability [24]. This API-centric
design does, however, make it suitable for use with FaaS environments, provided the
database itself is deployed on long-running tasks. The HTTP-API also supports several
read consistency options, configurable separately for each query, providing varying levels

of read consistency [25].

The replication of a rqlite cluster is facilitated by its Raft consensus layer, which generates
and maintains a Raft log [28]. This log is an authoritative, sequential record of all
committed SQLite commands executed within the system. It ensures consistency by
storing the order of these operations and, depending on read consistency configurations,
may also include entries for read-only queries. As every node in the rqlite cluster applies
the log entries identically, this mechanism guarantees that the SQLite database remains

synchronized and consistent across all nodes in the cluster.

The Raft Consensus Protocol enforces strong consistency by requiring all writes to
achieve consensus before being committed [24]. This process introduces substantial
overhead for write operations, as consensus demands two network round trips between
the leader and other nodes to reach quorum. However, these communications can occur
in parallel. When network latency increases, such as in a globally distributed system,
write performance degrades significantly, with throughput dropping to approximately ten
transactions per second [19]. Performance improvements are possible through techniques

such as queuing writes, but these come at the cost of reduced durability [63].

rglite supports read-only nodes to enhance read scalability or distribute data closer to
clients [26]. These nodes are non-voting and do not participate in Raft consensus or leader
elections. They receive committed log entries from the Leader and update their SQLite
databases accordingly. Lower read consistency levels enable low-latency data retrieval,
which is particularly beneficial for serverless edge functions. This approach balances
the need for rapid access with the flexibility to enforce stricter consistency mechanisms,

depending on the specific operational demands and data integrity needs.

4Reading the SQLite file as read-only is technically possible, but it is not an intended use case [23]
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SQLite’s transaction API is not supported in rqlite due to undefined behavior during a
cluster failure in an ongoing manual transaction [29]. However, the HTTP API includes a

custom transaction query parameter that ensures atomicity for transactional operations.

5.5 Summary

None of the selected implementations completely meet the ideal architecture described
in Figure 4. The feature sets of each adaption concerning our research questions are

summarized in Table 2.

Table 2: Summary of Distributed SQLite Systems

Feature LiteFS libSQL rqlite FaaSFS
Consistency Async Async Strong (Raft) | Strict
(Eventual (Eventual with flexibility | Serializability
Consistency) Consistency)
Performance 100 writes/sec | High High reads, 10 | High reads,
writes/sec increased abort
rates with
concurrent
writers
Embeddability | Yes Yes No Yes
Serverless No Client-Server Client-Server Yes
Edge Read-heavy Yes No N/A
Suitability
SQLite Full Full Limited Full
compatibility
LiteF'S aligns closely with the ideal architecture. However, its foundational
implementation limits its write performance.  Additionally, LiteF'S lacks strong

consistency guarantees, does not support synchronous replication, which is critical for
certain applications, is unsuitable for serverless use cases, and relies partly on HTTP

semantics for synchronization.

In contrast, libSQL provides performance similar to SQLite but diverges from the ideal
architecture. It necessitates an external primary node and relies on replicated nodes for
serverless deployments, which introduces complexity and deviates from the architectural

goals.

On the other hand, rqglite offers robust and flexible consistency guarantees. Despite this

advantage, its write performance suffers significantly, especially in globally distributed
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environments. The performance degradation stems from the overhead introduced by

raft-based replication, which can be substantial.

Lastly, FaasF'S demonstrates some potential for addressing the issues regarding serverless
environments. However, it currently lacks a backend implementation. Moreover, its
suitability for edge environments has not been evaluated, as this consideration was outside

the scope of the study it is based on.

Regarding database backup: libSQL, LiteFS, and rqlite support database file backups
with either directly setting up or an implementation similar to Litestream [21], which
copies write-ahead log pages from disk to one or more replicas to network storage, e.g.,
AWS S3, Google Cloud Storage, or NFS. As FaaSFS has no proper backend storage

solution, it is arguably not applicable.
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6 Discussion

The adaptations previously analyzed have made different design decisions regarding the
CAP theorem, which affect the behavioral characteristics of these solutions when deployed

and also impact their suitability to serverless use cases.

6.1 CAP Theorem applied to Globally distributed SQLite

The CAP theorem discussed in Subsection 4.1 states that distributed systems cannot
simultaneously achieve consistency (C), availability (A), and partition tolerance (P). This
trade-off is particularly significant for global edge deployments in distributed SQLite,

where performance and low latency are critical.

Raft-based systems like rqlite prioritize consistency and partition tolerance (CP).
However, this comes at the expense of availability and performance. For globally
distributed setups, the severe write latency observed in rqlite raises questions about
the practicality of the CP model for edge deployments, where fast and reliable access

is essential.

On the other hand, solutions like LiteF'S and libSQL favor availability and partition
tolerance (AP), providing better write performance by relaxing strict consistency
guarantees. This approach aligns more effectively with the needs of read-heavy edge

applications, where high availability and low-latency reads are critical.

Enhancing LiteF'S and 1ibSQL with support for stricter isolation levels at the transaction
level could be a viable solution to address the need for stronger consistency in specific
scenarios. By enabling configurable synchronous replication for critical operations, these
systems could offer a flexible balance between performance and consistency tailored to

application requirements.

An alternative approach could involve an rqlite-based AP-model, where Raft nodes
are localized to improve write performance, while globally distributed read-only nodes
serve edge locations. These replicas, synchronized via the Raft log, would offer low-
latency access and could be integrated with serverless edge functions using HT'TP. Query-
level consistency controls would allow a flexible balance between performance and data

integrity in edge deployments.

6.2 Embedding SQLite to Serverless Edge

The limitations of serverless runtimes currently constrain the viability of embedding

SQLite in serverless edge environments. To achieve practicality, these runtimes need
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substantial enhancements. A client-server architecture with replicated databases offers a
more realistic approach. Options like rqlite and 1ibSQL can be selected based on specific
use cases. However, rqlite struggles with write performance under high-latency conditions,
making it less suitable for write-intensive, globally distributed systems. libSQL improves
performance but presents trade-offs in configurability for consistency and deployment

requirements.

LiteF'S shows potential for embedding SQLite in Function-as-a-Service (FaaS) platforms,
but it is not currently supported, and its development does not seem fully aligned with
this goal. Similarly, FaaSF'S faces comparable limitations to LiteF'S, with the additional
drawback of lacking a fully implemented storage backend, further hindering its usability

in this context.

6.3 Other considerations

While doing research, other adaptations of SQLite with similar goals were encountered:
Ddlite [9], Cloudflare D1 [6], and SQLite Cloud [39] that were discarded due to the

following reasons:

Dqlite is an open-source C library enabling distributed SQLite [9]. Like rqlite 5.4, it uses
the Raft Consensus Protocol but employs the Write-Ahead Log (WAL) as its replication
log, enhancing performance and supporting SQLite’s transaction API and deterministic
functions. This brings it closer to the ideal architecture than LiteF'S, with stronger

consistency guarantees. However, it was excluded from this study to limit its scope.

For the initial implementation method, Cloudflare D1 used the distributed file system
approach by utilizing Cloudflare Durable Objects [7], proprietary technology for achieving
distributed consistent storage available on the Cloudflare platform, under-the-hood [4].
The underlying implementation has changed, and current details are unknown; most
notably, it does not seem to be global read replication support yet, but only as a promised
feature to come [8]. Missing the global read replication makes it unready as an alternative
to consider during this time. Regarding write performance, evaluations were conducted

solely compared to the earlier implementation, without specific quantitative metrics.

SQLite Cloud seems to implement synchronization that relies on a customized version
of the Raft Consensus Protocol [41; 40]. Still, not much else is known as the code and
architecture design are not open-source or documented. Considering the limited write
performance of the Raft-based solution like rqlite discussed in 5.4, the write performance
of SQLite Cloud in a globally distributed setting remains an open question, warranting

further investigation to evaluate its efficiency under similar constraints.
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7 Conclusion

This study proposed an ideal architecture for running embedded, distributed SQLite
databases within edge applications. Existing SQLite adaptations were evaluated with the
compatibility with edge and serverless environments. The analysis highlighted differences
between current solutions with their trade-offs, with notice of different behavioral

characteristics based on their consistency models, as dictated by the CAP theorem.

7.1 Main findings

Systems such as rqlite that utilize distributed consensus protocols prioritize consistency
and partition tolerance. They are well suited for scenarios and applications that require
the highest data integrity while making significant sacrifices for performance. This
contrasts libSQL and LiteF'S, which apply looser consistency guarantees to achieve higher

performance. Depending on application requirements, both models might be applicable.

For edge applications, architectures that enforce strong consistency and partition
tolerance tend to incur significant performance overhead due to the challenges of
maintaining strict data integrity across distributed nodes. In contrast, systems with
relaxed consistency models often achieve better performance but may fall short when
workloads demand robust consistency guarantees. Balancing and understanding these

trade-offs is crucial when designing and developing edge applications.

7.2 Future work

The current body of performance studies is limited, with many observations lacking
sufficient support, especially regarding concrete write performance. Conducting detailed
studies on identical hardware could provide concrete evidence to validate findings,
enabling accurate performance comparisons and more reliable benchmarks. This would
strengthen current hypotheses and offer actionable insights for optimizing deployment

strategies.

Further exploration of consistency and partition tolerance as a model for global edge
deployments is also essential. Research into its real-world feasibility and the infrastructure
requirements and complexity of different setups could identify key trade-offs affecting
scalability, reliability, and cost. These insights would guide more effective edge computing

architectures.

Investigating the possibilities of increasing the configurability of consistency models
for LiteF'S and libSQL could improve their usability in specific use cases and help
adaptability.
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