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Abstract

The agility, scalability, and innovative services cloud providers offer have created
an inviting market for companies still managing an on-premises infrastructure.
Many companies in various industries have started to utilise cloud computing’s ca-
pabilities and started moving their IT infrastructure to the cloud. This thesis is
written in collaboration with a Finnish financial company, that is executing a cloud
migration, transitioning from a hybrid environment utilising on-premises infra-
structure and AWS to fully a Microsoft Azure environment.

Despite the growing popularity of cloud computing, existing academic literature
and documentation provided by cloud providers tend to focus on migrating from
on-premises environment to the cloud. This creates a knowledge gap for companies
already utilising cloud services but seeking to transition to a different cloud plat-
form.

This thesis studies cloud-to-cloud service migration from the perspective of a cloud
developer working in the financial company. The research conducted examines var-
ious cloud migration methodologies, tools, and case studies from the industry. Ad-
ditionally, the research gathers company specific insight on cloud-to-cloud migra-
tion by discussing the company’s cloud migration strategy and by conducting inter-
views with the company’s cloud experts. The findings culminate into a four-step
cloud-to-cloud migration framework designed to guide organisation’s developers
through the migration lifecycle, ensuring a structured and efficient service transi-
tion from AWS to Microsoft Azure.

Keywords Cloud Migration, Cloud-to-Cloud Migration, Migration Strategies, Mi-
gration Framework, Cloud Computing
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Tiivistelma

Pilvipalveluiden tarjoama ketteryys, skaalautuvuus ja innovatiiviset palvelut ovat
luoneet houkuttelevan markkinan yrityksille, jotka edelleen hallinnoivat paikallista
infrastruktuuria. Monet yritykset eri toimialoilla ovatkin alkaneet hyodyntamaan
pilvipalveluiden mahdollisuuksia ja siirtaneet IT infrastruktuurinsa pilveen. Tama
opinnaytetyo on tehty yhteistyossd suomalaisen finanssialan yrityksen kanssa, joka
toteuttaa pilvisiirtymaa hybridiymparistossa, jossa hyodynnetaan paikallista infra-
struktuuria ja Amazon Web Servicen pilvialustaa, siirtyen kokonaan Microsoft
Azure pilvialustalle.

Huolimatta pilvipalveluiden kasvavasta suosiosta, olemassa oleva akateeminen kir-
jallisuus ja pilvipalveluntarjoajien dokumentaatio keskittyvat paiasiassa paikalli-
sista ymparistoista pilvialustalle siirtymiseen. Tama luo ongelmatilanteita yrityk-
sille, jotka jo kayttavat pilvipalveluita, mutta aikovat siirtya eri pilvialustalle.

Tassa opinnaytetyossa tutkitaan pilvialustojen valista siirtymaa finanssialan tyos-
kentelevan pilvikehittajan nakokulmasta. Tutkimuksessa tarkastellaan erilaisia pil-
vimigraatiomenetelmia, tyokaluja ja alan tapaustutkimuksia. Lisdksi tutkimuk-
sessa kerataan yrityskohtaisia nakemyksia pilvisiirtymasta hyodyntamalla yrityk-
sen pilvisiirtymastrategia raportteja ja haastattelemalla yrityksen pilvikehittajia.
Tuloksien pohjalta opinnaytetyo0 esittelee nelivaiheisen pilvisiirtyméakehyksen, joka
on suunniteltu ohjaamaan organisaation kehittajia pilvisiirtymaprosessin lapi, var-
mistaen jasennellyn ja tehokkaan pilvipalvelusiirron Amazon Web Services alus-
talta Microsoft Azure alustalle.

Avainsanat Pilvisiirtyma, Pilvesta pilveen siirtyma, Pilvisiirtymastrategia, Pilvi-
siirtymakehys, Pilvipalvelut.
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1. Introduction

In the dynamic spectrum of digital transformation, cloud computing has sur-
passed beyond being a mere technological advantage to becoming a corner-
stone of corporate strategy. The agility, scalability, and countless innovative
services offered by cloud computing platforms are essential for businesses
seeking to maintain a competitive edge in today's fast-paced market. These
platforms empower developers with a diverse set of tools, enabling seamless
management and deployment of applications, while also accelerating the
evolution of more efficient, robust, and versatile solutions. The competition
among leading cloud service providers has fostered an environment of con-
tinuous improvement, urging them to innovate and deliver superior func-
tionalities. Consequently, developers find themselves in a pivotal position,
carefully evaluating these technologies to tailor the best possible environ-
ment for their unique application needs.

In the broader spectrum, while individual developers explore the nuances of
tools and services, large-scale enterprises embark on a more complex jour-
ney. They engage in a comprehensive evaluation of cloud platforms, ensuring
alignment with their overarching organisational goals, infrastructural pre-
requisites, regulatory compliance, data security, and operational continuity.

The growing popularity of cloud technologies have resulted in a situation
where many companies are shifting their on-premises (locally hosted) infra-
structure to the cloud, hosted by a cloud provider. The process of migrating
infrastructure, applications, and services to the public cloud (cloud-migra-
tion) can become a complex project depending on the size and readiness of
the local environment. However, companies and cloud providers are aware
of this, and invest resources to make the process as efficient as possible.
Cloud platforms offer courses and tools to ensure that locally managed appli-
cations and services can be efficiently moved to their particular cloud plat-
form.

However, there is limited investment or research focused on moving applica-
tions, services, and infrastructure between cloud platforms. It is commonly
believed that once an application is in the cloud, it is easy to move, but that
is rarely the case. Similar to local on-premises environments, cloud infra-
structure can quickly become complex with various dependencies.
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1.1 Problem Statement

This study takes a closer look at a Finnish financial institution’s cloud migra-
tion strategy. In the fall of 2023, the company unveiled a forward-thinking
cloud strategy. The strategy defines a clear objective to transition from their
existing hybrid network— a blend of public cloud services hosted in Amazon
Web Services and local deployments in their proprietary data centres — to a
cloud ecosystem hosted on Microsoft Azure by 2030.

The implementation of new applications during the past decades has piled
up to a situation where 15% of the company’s applications are either partially
or completely hosted in public cloud [10]. As of February in 2023, the com-
pany’s main cloud computing partner has been Amazon Web Services for al-
most a decade, with several hundred active accounts as well as a large spec-
trum of on-premises installations. Today the company is facing their next is-
sue, how to create a smooth transition to the new cloud platform by 2030.
Not only is the company challenged with technical challenges resulting from
the transition to a new platform provider, but it must also factor in concerns
regarding data security, regulatory compliance, the continuity of services,
and the training of its workforce. The size of this transition is magnified by
company’s dominant position in the Finnish financial sector, introducing
unique market-specific factors that must be considered.

In the broader context, the company is responsible for managing and oper-
ating all applications on the target cloud platform. However, regarding the
migration of applications to a platform managed by a new cloud provider, the
migration responsibility will fall to either an individual developer or a small
team, who may not possess all the necessary skills to execute a successful
transfer of the application to the new platform. These circumstances might
create awkward and fragile situations where decisions of the correct tools and
ways of working might be unclear for the one executing the migration.

The process of migrating from on-premises infrastructure to the public cloud
is both well-researched and supported, with a solid foundation in academic
literature and a clear place in the company's cloud strategy. However, there
is relatively little research conducted or tools provided to assist companies
and developers in implementing effective cloud-to-cloud migration, possibly
due to its specificity or the perception that organisations would not fre-
quently switch cloud providers once they have migrated to the cloud. Due to
this, the cloud-to-cloud migration process is often left for the individual de-
veloper, team, or company to solve.
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1.2 Objectives of the Study

The aim of this research is to gain a comprehensive understanding of cloud-
to-cloud migration process and create a customised cloud migration frame-
work tailored to the company’s context. The framework aims to reduce the
costs and complexities associated with cloud-to-cloud migration for the com-
pany's development teams. The study intends to examine various aspects of
this transition, including overarching organisational strategies as well as spe-
cific obstacles encountered by developers.

The research questions are:

e How can a cloud-to-cloud migration be executed efficiently and success-
fully in the company’s environment?

e What does a development team need to take into account when executing
a cloud-to-cloud migration?

e What are the critical processes, challenges, and best practices involved
in executing a cloud-to-cloud migration, specifically from AWS to Azure,
within a large financial institution?

The primary goal of this thesis is to present a comprehensive cloud migration
framework that will function as a guide and tool for developers or small teams
within the company. This framework is specifically designed to streamline
the cloud-to-cloud migration process to Azure Cloud and provide clear and
actionable steps for each phase of the migration journey. The framework is
intended to assist teams in navigating the complexities of migration, ensur-
ing that they remain aligned with best practices and meet organisational
goals.

1.3 Research Methodology

This study adopts a comprehensive approach to analyse the company’s cloud
migration strategy with a particular focus on facilitating a smooth transition
to Azure cloud by 2030. The methodology is designed to uncover the multi-
dimensional challenges associated with such a significant shift, studying
technical obstacles, data security, regulatory compliance, service continuity,
and workforce training needs. The data collected from the analysis will be
utilised to create a robust and tailored cloud migration framework, specifi-
cally customised for the company's developers. This thesis or framework will
not focus on regulations or constraints on cloud or software development in
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the Finnish financial market. Instead, the thesis will concentrate on the tech-
nical aspect of migrating software between different cloud providers.

Qualitative Analysis

At the core of the thesis’ methodology is an in-depth qualitative assessment
of the company's current cloud setup and future migration initiatives. This
includes examining internal documents, strategic plans, and project reports
to measure the present situation, future aspirations, and the steps planned
to connect these two phases. This examination is crucial for pinpointing mi-
gration motivations, anticipated obstacles, and devised mitigation strategies.

Stakeholder Interviews

To gain insights from those directly involved in the migration process, semi-
constructed interviews will be conducted with a range of stakeholders within
the company. This includes software developers and tech leads who have
been participating in the architecture, design, development, or management
of an application that is completely or partially running on Amazon Web Ser-
vices (AWS). The objective is to gather first-hand accounts of experiences,
expectations, and concerns related to the cloud migration effort. These inter-
views should provide valuable perspectives and insights on the technical and
organisational challenges faced during the transition to Azure.

Comparative Analysis

The study will also involve a comparative analysis with industry best prac-
tices for cloud-to-cloud migration. By analysing how similar transitions can
been managed, the study seeks to gather practical insights that are used to
create a cloud migration framework for the financial company’s developers.

Development of a Cloud Migration Framework

Based on the findings from the qualitative analysis, stakeholder interviews,
and comparative review, a cloud migration framework specific to the com-
pany’s needs will be developed. This framework will provide a structured ap-
proach for developers to navigate the complexities of migrating applications
to Azure, addressing key areas such as technical architecture, data migration,
security protocols, compliance commitment, and employee training. The
framework will be designed to be adaptable, allowing for customisation
based on the specific requirements of different applications and teams within
the company.
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1.4 Structure of the Thesis

Firstly, this thesis starts by covering general information about cloud services
and cloud providers by discussing the general benefits cloud solutions offer.
Secondly, the thesis will compare various cloud migration methods, prac-
tises, and tools to gain a comprehensive understanding of best practises in
the industry. Thirdly, this thesis will analyse the financial institution's objec-
tive in migrating to Azure Cloud, including the reasoning behind this decision
and an analysis of the migration strategy. Fourthly, the thesis will discuss
insights from stakeholder interviews covering different practical scenarios an
individual developer might face when migrating software between different
cloud providers.

Finally, the thesis will provide a comprehensive framework for an individual
developer or a team in the financial company, to validate their cloud migra-
tion process and help their journey moving applications between the previ-
ously used cloud platform AWS to the target cloud platform Microsoft Azure.

1.5 Results

The proposed cloud migration framework consists of four phases. The first
phase is the Preparation and Concept phase, which provides the necessary
information to establish a solid understanding of the starting point and pre-
pare for the migration. This phase assists the team in detecting areas of im-
provement and avoiding potential issues during later phases.

The second phase is the Blueprint Design phase. In this phase, the thesis pro-
vides a comprehensive migration roadmap for the development team, help-
ing them select the appropriate cloud service counterparts on the new cloud
platform.

The third phase of the framework is Execution and Transition. In this phase,
the framework guides and assists the developer in successfully and efficiently
executing the migration process itself by choosing the correct migration
strategy for their cloud service.

The fourth and final phase of the framework is Post-Migration and Optimi-
sation. This phase focuses on the application lifecycle after the initial migra-
tion process is executed. It aims to ensure that the migrated infrastructure
remains optimised and aligned with business needs, and that the develop-
ment team has processes in place to identify and address future migration
needs.
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2. Cloud Computing and Cloud Migration

This section of the thesis covers various aspects of cloud computing and mi-
gration, providing a comprehensive foundation necessary for understanding
the final solution presented in the thesis. Firstly, the section begins with an
exploration of cloud computing fundamentals and the different cloud service
models. This foundational knowledge is crucial for understanding the details
of cloud migration strategies and methodologies covered later in the thesis.

Secondly, the section covers detailed perspectives on various migration strat-
egies and methodologies, showcasing industry case studies that illustrate
practical applications and outcomes. By covering these critical aspects of
cloud technologies and cloud migration, this thesis aims to provide a broad
understanding of the complexities and best practices involved in cloud-to-
cloud migrations, particularly from AWS to Azure.

2.1 Cloud Computing

This chapter explores the impact of cloud technologies on the IT industry,
providing an essential foundation for understanding cloud migration. It be-
gins with an overview of major cloud service providers, highlighting their
competitive landscape and market dynamics. The discussion extends to the
three primary service models offered by cloud providers: Infrastructure as a
Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS),
detailing their functionalities, benefits, and use cases. Innovation and emerg-
ing technologies within the cloud ecosystem, such as AI, machine learning,
and IoT, are also examined to illustrate their transformative potential across
various sectors. Finally, the geographical reach and strategic placement of
data centres by cloud providers are analysed, emphasising their role in en-
suring service availability, reducing latency, and complying with regional
regulations. This comprehensive overview sets the stage for a deeper dive
into the strategies, methodologies, and case studies of cloud migration,
providing a robust framework for understanding the complexities and oppor-
tunities of migrating from AWS to Azure.

2.1.1 Overview of Cloud Service Providers

Cloud service providers universally deliver essential functionalities like com-
puting power, data storage, and internet-based applications. These services
empower corporations and developers to rapidly enhance software and ap-
plications, driving efficiency and innovation without initial capital expendi-
ture. Nevertheless, distinct attributes between providers guide the selection
process for partnering corporations.
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In 2023, Synergy Research Group reported that enterprise investment in
IaaS, PaaS, and hosted private cloud services globally surpassed $227 billion
[2]. Echoing this growth, Richard Johnson from Yahoo Finance forecasts the
cloud computing market's value to soar from $495.3 billion in 2022 to ap-
proximately $2.495 trillion by 2032 [3]. Despite this rapid market expansion,
a handful of key players predominantly dominate the sector. Amazon Web
Services leads, consistently holding 32-34% market share over the past five
years. In contrast, Microsoft Azure's market share has surged to 23%, up
from 13% since Q4 2017. Google Cloud also maintains a significant presence,
securing an 11% market share in 2022.

This section sets the stage by introducing the competitive landscape of cloud
service providers, highlighting the market's growth potential and the pivotal
role of major players, thereby laying the groundwork for a detailed explora-
tion of their unique offerings and strategic positions in the subsequent sec-
tions.

2.1.2 Service Models and Offerings

On an architectural level, Cloud computing service offers three different
types of services for users: Infrastructure as a service (IaaS), Platform as a
service (PaaS) and Software as a Service (SaaS). M. Ikram and F. Hussain
states their view of cloud service model hierarchy in their article “Software as
a Service (SaaS) Service Selection Based on Measuring the Shortest Distance
to the Consumer's Preferences”: “Software as a Service (SaaS) is a type of
cloud service that runs and operates over the Platform as a Service (PaaS),
which in turn works on the Infrastructure as a Service (IaaS)”[4]. The cloud
services are in fact layered on top of each other, as shown in Figure 2. These
different platforms offer users a different level of customisation and owner-
ship status depending on different needs, from raw computing power to com-
plete software solutions. See Cloud service model customisability and re-

sponsibility separation differences in Figure 1.
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Figure 1, Separation of Responsibilities in the Azure Model [37]
Infrastructure as a Service

Infrastructure as a Service, or IaaS, provides the low-level service in cloud
model hierarchy and provides the most fundamental resources such as vir-
tual machines, storage, and networks. IaaS is the least supported cloud com-
puting model providing full customisability for end user. The IaaS service
model allows users to rent IT infrastructure on a pay-as-you-go basis, offer-
ing flexibility and scalability without the need to invest in physical hardware.
Examples of TaaS providers include AWS EC2, Microsoft Azure Virtual Ma-
chines, and Google Compute Engine.

Platform as a Service

Platform as a Service, or PaaS, builds on IaaS by providing a platform that
includes operating systems, databases, and tools for application develop-
ment, deployment, and management. Unlike SaaS, which delivers ready-to-
use software, PaaS offers an environment where developers can build, de-
ploy, and manage their own applications without worrying about the under-
lying infrastructure. This environment includes operating systems, develop-
ment tools, and database management systems. PaaS allows developers to
focus on the creative side of app development, offering the flexibility to inno-
vate and customise applications while the service provider manages the
maintenance of the underlying resources. This model accelerates develop-
ment, encourages innovation, and simplifies operations by abstracting and
automating the management of hardware and system software. Popular PaaS
offerings include Microsoft Azure App Services, Google App Engine and AWS
Fargate.
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Software as a Service

Software as a Service or SaaS is the top layer service in cloud model hierarchy
and simultaneously the most common of these cloud models for an end user.
SaaSis a cloud computing model where applications are hosted and managed
by the service provider and made available for the user through internet ra-
ther than being installed on their local machine. This often makes a SaaS so-
lution the least customisable, as it is primarily designed for end-user with a
pre-optimised set of features and limited configuration options. Some well-
known SaaS solutions widely used are for example different email inboxes,
communication channels such as Teams and Slack.

«End users
«For example:
«Gmail

« Office 365

«software developers
« For example:
«Github
« Docker

* Network architects and
IT adminstrators

IaaS

« Azure Virtual
Machines
Figure 2, Representing a Pyramid of the Three Different Cloud Service Mod-
els.

2.1.3 Innovation and Emerging Technologies

As of early 2024 several different technologies are facing a revolution which
creates new possibilities for different business sectors to come up with new
fascinating implementations. These advancements are not merely iterative;
they represent foundational shifts in how industries operate, innovate, and
deliver value to its customers. Among these transformative technologies, ar-
tificial intelligence (AI), machine learning (ML), Quantum Computing, Inter-
net of Things (IoT), 5G Networking, Augmenter and Virtual Reality (AR/VR),
Distributed Ledger Technology (DLT) and cloud computing stand out as key
drivers of change, particularly in the financial sector. The report by Propsons
and Galaskis at the World Economic Forum in 2020 underscores this point,
highlighting that investments in AI and cloud computing are crucial for
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financial organisations aiming to address and solve critical business chal-
lenges effectively [8].

However, the adoption of new technologies in large organisations is accom-
panied by significant costs. According to key insights from the Propsons and
Galaskis report, the widespread accessibility of emerging technologies is set
to intensify competition among financial institutions. Their success depends
on their agility in integrating new technologies into their operational pro-
cesses. The report further suggests that maximizing the benefits of these
technological advances will require breaking down traditional industry
boundaries, thereby increasing opportunities for innovation. Moreover, a no-
table trend is the growing reliance on third-party providers to operate and
manage these new technologies, introducing a level of dependency that or-
ganisations must carefully consider when incorporating these solutions into
their infrastructures.

2.1.4 Geographical Reach and Data Centres

The geographical reach and strategic placements of data centres and regions
are critical for cloud computing, development, and consumer experience.
Cloud providers like AWS and Microsoft Azure strategically position their
data centres worldwide to ensure high availability, low latency, and compli-
ance with regional regulations.

Firstly, one of the cloud computing’s primary advantages against traditional
on-premises data centres is its global accessibility, allowing users to access
resources from anywhere with an internet connection. This is facilitated by
an extensive network of data centres in multiple regions and availability
zones across different countries and continents. The wide distribution en-
sures service redundancy and operational continuity even during outages.

Secondly, customer and data centre proximity have a crucial impact on ap-
plication performance. A well-placed data centre can reduce latency and en-
hance the user experience, especially with real-time application like video
conferencing and online gaming. Deploying applications to data centres geo-
graphically close to consumers minimises delays, ensuring a faster response
time.

Thirdly, compliance with regional data privacy laws is another key aspect.
Different regions have specific regulations, such as the EU’s GDPR, which
requires data to be stored and processed within the EU. Cloud providers
maintain data centres in various countries to meet these regulations, ensur-
ing data sovereignty and compliance.
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In conclusion, strategically placed data centres enhance cloud service effec-
tiveness by ensuring global accessibility, minimising latency, and meeting
regulatory compliance. This strategy improves user experience and ensures
the resilience and reliability of cloud services, making them essential for
modern businesses.

2.1.5 Conclusion

In Summary, this chapter has covered fundamental aspects of cloud compu-
ting in the IT industry, with a focus on understanding the landscape of cloud
service providers, their offering models, and emerging technologies. The dis-
cussion covered the major offering models and their levels of customisation
and control: Infrastructure as a Service (IaaS), Platform as a Service (PaaS),
and Software as a Service (SaaS). Additionally, the chapter emphasises the
significance of emerging technologies in cloud computing and the crucial role
of agile development methods in effectively utilising these advancements, es-
pecially in the financial sector. This foundational understanding of cloud
computing sets the stage for exploring specific cloud migration strategies,
particularly from AWS to Azure, in the following sections.

2.2 Cloud Migration - Comparative Analysis

In this part the thesis will cover and analyse different aspects of cloud migra-
tion. Firstly, the chapter will cover different fundamentals of cloud migration
and briefly cover the most common cloud migration methods. Secondly, this
part of the thesis will analyse the different migration strategies found in aca-
demic and industrial examples. Thirdly, the paper will discuss the different
techniques and tools provided by the cloud providers. Fourthly, the paper
will examine the synthesis of best practices for cloud migration derived from
academic literature, industry guidelines, and case studies of AWS to Azure
migrations. Lastly, this chapter will cover common challenges faced during a
cloud migration.

2.2.1 Introduction

The role of this part in the thesis is to investigate one of the tree important
topics in the literature review. In this chapter the thesis will dive into differ-
ent aspects of cloud migration strategies, differences between cloud provid-
ers so this information can be later used when implementing the cloud-to-
cloud framework itself. This part is very crucial for the final outcome of this
thesis, since it is very central to understand the different cloud technologies
and how they differ between the different providers. By investigating differ-
ent strategies, we can analyse their possible affect in the context of the com-
pany the framework is developed. By creating a better understanding of the
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recommended ways of working and which tools to use, this thesis is able to
provide the best possible solution in the mentioned context.

2.2.2 Fundamentals of Cloud Migration

Cloud-to-cloud migration refers to the process of transferring data, and
workloads from one cloud provider to another. To migrate the application
there are several migration strategies for different purposes and scenarios.
The selection of migration strategy is determined through an analysis of the
application’s characteristics, complexity of the migration process, and the ob-
jective of the migration. The process consists of steps where the application
needs, technical and operational challenges, outcomes, cost efficiency, per-
formance and scalability are assessed. The goal is to identify a strategy that
ensures a seamless migration, but also optimises the application functional-
ity. Although the migration methods have the same goal — to move software
from cloud provider to another, they have fundamental differences in what
steps are taken, and how much effort is put into them. In this section the
thesis covers different common cloud migration strategies and discusses the
variation they provided for different application complexities.

2.2.3 Migration Strategies

The idea of an efficient migration strategy is that it helps the developer or
development team to execute the application migration as time and re-
source effectively as possible, while simultaneously following the limitations
created by the business solution. The cloud migration strategies consist of
various technical and business variables that affects the decision on which
cloud migration protocol to follow. Every method is tailored for their own
specific purpose and contain their own pros and cons. In this chapter the
thesis will cover some of the most known and used migration strategies.

AWS 6r’s

Stephan Orban from Amazon Web Services recommends six different mi-
grating method for moving applications to Cloud [27]. These methods are
specially focused on moving applications from on-premises to the cloud, but
the same principals can be used to move applications between cloud plat-
forms.

The first strategy is “Retire”, that happens as well be the least demanding
method of the six different strategies. As the name states the application on
AWS does not need to be migrated at all, since it can be shut down instead.
Despite the absence of data from the company regarding obsolete AWS ser-
vices that are no longer in active use, it is reasonable to assume that an
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organisation of this magnitude will possess legacy applications that have
been partially overlooked and are now facing retirement as the migration to
Azure proceeds. Moreover, harmonising the portfolio of managed applica-
tions is in a central part of the company’s strategic objectives, thus leading
to the deprecation of unused applications.

The second strategy is “Retain”. As the development team plan their migra-
tion to Azure, they may encounter dependencies on AWS that cannot yet be
transitioned to Azure. For instance, they might be utilising a service that
has not been migrated to Azure, thus complicating the migration process
unnecessarily. In such circumstances, the team could initiate an prelimi-
nary migration plan. This would involve mapping existing dependencies,
gradually reducing them, and preparing for tests in a hybrid environment to
ensure that the system maintains full functionality throughout the transi-
tion.

The third migration method is “Rehost”, which is commonly referred to as
lift and shift is one of the most common migration strategies. As the name
states, the methods typically consist of processes where an application is lift
from its previous environment and moved to another platform. Rehost is
one of the most simple and quickest way to migrate an application since it
does not require any major code or architecture changes. This leads to a
fairly easy compliance and security management, since these properties
have to be only configured to the new resource. However, depending on the
complexity on the previous platform, rehosting an application might not
take full advantage of cloud native applications features such as scalability.
In addition, rehosting an application avoids the management of technical
debt, that may increase dramatically when problems are migrated. Azure
provides various different tools to execute a rehost migration process. For
instance, Azure Migrate offers various of different tools that can be utilised,
such as Migration and Modernisation for migrating servers [38]. Addition-
ally, Azure Files can be utilised to facilitate a lift-and-shift process. Rehost-
ing an application could be done by using Azure Files. Azure Files provides
a mechanism where cloud-based virtual machines can access file shares that
mirror those found in an external environment [73]. Rehost in the context
of the framework might be a great solution for container-based applications
and virtual machines.

The fourth common migration method is “Repurchase”. This approach in-
volves replacing an internally managed service with third-party software
purchased from a vendor. During the company's migration to Azure, this
could apply to proprietary systems such as Customer Relationship Manage-
ment (CRM) or Enterprise Resource Planning (ERP) systems that are cur-
rently hosted on AWS. Additionally, the organisation uses AWS-specific
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services like Amazon Redshift for data warehousing, Amazon WorkMail and
Amazon Chime for email and communications, and AWS Shield and AWS
WAPF for security and compliance. Each of these tools has counterparts on
Azure, which the team should consider as potential replacements when mi-
grating their infrastructure. Choosing Azure's offerings such as Azure Syn-
apse Analytics as an alternative to Redshift and Azure Sentinel for advanced
security management could lead to improved integration, enhanced func-
tionalities, and potentially reduced operational costs.

The fifth migration method covered in this chapter is “Replatform”. Replat-
forming does not differ much from rehosting. The core fundamental is very
similar, the goal is to migrate the service without completely rewriting the
application. However, when replatforming a service the goal is to take ad-
vantage of the capabilities provided by the new cloud platform provider.
This includes small changes depending on the service, without completely
overhauling its core architecture. Typical services that could face replat-
forming could be self-managed Oracle or SQL database on AWS to Azure
SQL Database for PostgreSQL. Replatforming is often a recommended mi-
gration method due to the benefits with small investments. With replat-
forming the service might see several technical improvements such as per-
formance, scalability, and reliability. Additionally, replatforming can lead to
better disaster recovery capabilities, which are critical in the company’s
context.

The sixth and last migration method is “Refactor”. Refactor is the most
time-consuming migration method and is usually executed with a clear in-
tent to improve the service as cloud migration is a good opportunity to har-
monise applications and services. Refactoring an application gives the pos-
sibility to add features cloud native application tend to have, such as scala-
bility, performance and good cost management, that can be hard to achieve
with other migration methods. Refactor method could be the right strategy
if the application is facing issues as bottlenecks, technical debt or is in need
of new cloud-native features. In a scenario like this refactoring the applica-
tion while migrating it to Azure could help the team solve multiple issues
simultaneously.

Four Methods for Migrating Legacy Applications

Muhammad Ehsan Rana and Wan Nurhayati Wan Ab Rahman describes
four different cloud migration methods in their paper “A Review of Cloud
Migration Techniques and Models for Legacy Applications: Key Considera-
tions and Potential Concerns” in 2018 [72]. Even the methods are focusing
on migrating legacy applications from on-premises to cloud, can the same
fundamental ideology be used in cloud-to-cloud migration.

23



In the article the authors discuss four different migration methods for legacy
applications. The first method is Forklift Migration, which is similar to Re-
host method recommended by AWS. In Forklift Method the whole applica-
tion is moved as it is and instead of moving it part by part. This method
clearly has its limitations, and the authors recommend having a clearly
planned rollback method if the migration is not proceeding as planned.

The second method is called Hybrid Migration, which focuses on moving and
verifying application part by part. With this method possibility for unex-
pected behaviour can be minimised. However, the second method is more
time consuming compared to the first one, since every component must be
individually wrapped temporary and tested in the new environment.

The third method discussed by the authors is Phased Migration, where the
application is migrated to the new platform in smaller phases. There are dif-
ferent ways to dictate the details and length of each phase, but the fundamen-
tal idea is that the application is divided into smaller parts, that are managed
and tested individually. The authors don’t recommend this method to appli-
cations that cannot afford to have long downtime.

The fourth and last migration method is Big Bang Method, which resembles
refactor method which the thesis covered earlier. The fundamental idea of
this method is to reimplement the application completely from beginning
and replace old legacy dependencies with new tools.

2.2.4 Phasing Cloud Migration

Phasing cloud migration is a crucial part of a migration strategy. Cloud mi-
gration is separated into different sections to ensure a more manageable and
structured process, allowing for thorough evaluation and optimisation of
specific requirements at each stage, mitigating risks, and minimising disrup-
tion to ongoing operations.

In this chapter the thesis will cover seven different migration phases Tom
Laszewski and Prakash Nauduri discuss in their book “Migrating to the
Cloud” [29]. The book works as a reference guide for cloud migration for de-
velopment teams moving to Oracle cloud, covering a seven-phased cloud mi-
gration that can be compared to the well-known waterfall methodology,
where first phase “Requirements Gathering” is replaced with “Assessment”.
In addition to Assessment, the migration methodology consists of six other
phases which are Analysis and Design, Migration, Testing, Optimisation, De-
ployment and Post-Production Support. See Figure 3 for a visualised repre-
sentation of the migration process and phases. Although the book focuses on
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migrating client and server applications to the Oracle cloud, the fundamen-
tals of the cloud migration phasing can be utilised in AWS to Azure migra-

tion.
Design

Post-
Production
Support

Figure 3, Migration Phases [29]

Assessment

The first phase of the cloud migration process is the Assessment phase, where
various aspects of the current environment are thoroughly evaluated. During
this phase, key elements such as project management information, potential
costs, migration approaches, and tools are evaluated. The primary objective
of the Assessment phase is to understand the key drivers behind the migra-
tion and create an inventory and clear understanding of the current environ-
ment and migration readiness. In addition, Assessment phase is used to iden-
tify challenges and requirements that might influence the migration, includ-
ing expiring licenses, urgency, and necessary application changes.

Additionally, Assessment phase involves making critical decisions regarding
migration tools and assessing the need for training requirements for the IT
staff. It also includes evaluating the resources required for the target data-
base and other associated resources. Furthermore, an estimate of the migra-
tion effort is often developed during this phase, providing a clearer under-
standing of the scope and complexity of the migration project. The Assess-
ment phase is estimated to span from days to weeks depending heavily on the
application size and complexity and migration readiness.
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Analysis and Design

The second phase of cloud migration is Analysis and Design. The purpose of
the phase is to determine the implementation details on the target platform.
During the second phase a plan for the migration is created that utilises the
features and functionalities provided on the new cloud platform, while sim-
ultaneously addressing differences between the source and target platforms.
The objective is to utilise the features Azure provides as efficiently as possi-
ble, while ensuring minimal disruption and optimal performance for mi-
grated applications.

One of key components in “Analysis and Design” phase is service mapping,
where services used on earlier cloud provider is identified and mapped to
their counterparts on the new platform. In the context of AWS and Azure this
would mean for instance understanding how AWS EC2 map to Azure Virtual
Machines, AWS S3 to Azure Blob Storage and AWS RDS to Azure SQL.

Additionally, during the second phase data migration strategy is planned
with focus on data integrity, security, and minimal downtime. This consists
of choosing appropriate data transfer methods, handling data format differ-
ences and ensuring that data is consistent and secure during the transfer pro-
cess.

Another critical part of Analysis and Design phase is considering application
compatibility between the two platforms. This involves assessing application
dependencies, middleware and frameworks to ensure that the application
functions correctly on the new platform. Adjustments might be required in
configuration files, scripts and code to fulfil platform-specific requirements.

In addition, security and compliance requirements should be planned in
Analysis and Design phase. Both AWS and Azure offer security features, but
their configuration differ. Identifying and planning encryption, password
management and network security are vital for setting up Azure environment
to match or exceed the current security level in AWS.

Another part that should be planned during Analysis and Design phase is
performance optimisation. The migration of AWS native functionalities,
identified earlier in assessment phase, must be planned to fully leverage Az-
ure cloud’s capabilities. This involves selecting appropriate instance types,
storage options, and networking configurations to ensure that the application
will run efficiently and cost-effectively in Azure.
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Migration

After the assessment of the current portfolio and planning the migration
strategy, the next step is to execute the migration where the actual transfer
of objects and data occurs. In the book [29] Migration phase is separated into
three different categories which are Database Schema Migration, Data Mi-
gration, and Application Migration. The processes and steps around migra-
tion itself are designed to enhance the migration process and ensure the de-
cisions and tools are correct. The information and knowledge about applica-
tion complexity and migration readiness should be used to define the proper
methods and timeline how the application should be migrated. Which parts
of the application need to be completely rewritten, and which parts can be
moved with little to no modifications.

Testing

After all the necessary components are migrated to the new host platform the
next logical step would be to verify the migration successfulness. The authors
state in their book [29] that application and database testing after migration
tends to be require most effort.

Although many testing tasks can be executed with cloud platforms offering
automated testing tools or with relatively simple scripting, some parts in-
clude abstract aspects like the business logic behind an application, which
requires a more nuanced approach to validate accurately and ensure the in-
tegrity of the system.

However, as most of the testing involves tasks like testing of functions, trig-
gers, application interaction with cloud native tools, database maintenance
scripts and data verification, most of the testing and verification can be exe-
cuted with automated tools. Automated testing for instance in CI/CD pipe-
lines creates a dedicated phase where the application or new feature is vali-
dated. Not only creates this a standardised level of quality, but as well reas-
sures the application’s functionality for the developer executing the migra-
tion.

Optimisation

Migrating application, databases and other components across cloud plat-
forms might affect the application’s performance. According to the authors
[29] one of the reasons might be the high optimisation done in source cloud
platform that possibly cannot be migrated directly as it is. Some of the opti-
misation possibilities can be detected already during the migration phase it-
self, but the authors [29] state that having a two-to-three-month
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optimisation period after the initial migration is very common. However,
most bottlenecks must be resolved quickly during or soon after the migration
to avoid limitation in performance and bad customer experience.

According to the authors [29] there are a number of steps one can follow to
cover the most important aspects of optimisation in cloud environment.
Firstly, many solutions on source cloud platform consist of various different
cloud native solutions which helps the application to utilise the features cloud
platforms offer. These native solutions tend to be complicated to migrate as
they are, and often require a refactoring process to utilise the cloud native
solutions provided by the target cloud platform. This should be planned al-
ready during the assessment phase, since modifications after the migration
might cause issues with dependencies and will require more time and effort.

Secondly, the cloud platforms handle workloads differently. According to the
authors [29] many teams and developers might underestimate the required
workload or has a misunderstanding how it is handled in the target system.
Microsoft Azure offers a number of tools to manage workloads such as Azure
Virtual Machine Scale Sets and Azure Kubernetes Service.

Deployment

Deployment phase is the second last stage of the migration process. During
the deployment phase the application should be migrated to the target cloud
platform and tested thoroughly to validate that the software is running as
intended. The authors [29] discuss the importance of hardware and software
licensing, purchase, installation and configuration, since these are central
topic in an on-premises to cloud migration. However, in the context of this
thesis and the financial corporation, most of these issues are solved on a
higher organisational level than where the developer working with the cloud
migration is focusing on. This being said, in the context of this thesis these
issues are irrelevant and most of the automated deployment pipelines will be
created and supported by other internal teams within the company.

However, deployment phase still is an important stage of the migration pro-
cess. Other central aspects covered by the authors [29] can be relevant alt-
hough there are fundamental differences between the environments the au-
thors base their conclusions on and the environment the financial company
and this thesis is focusing on. Aspects covered by the authors such as rollback
compatibility and backup and recovery are important aspects when deploy-
ing into production in the new environment for the first time. Tools and ser-
vices such as Azure Backup, Azure Site Recovery (ASR), version control tools
such as GitHub and Azure DevOps are just an example of the vast catalogue
offered by Azure to tackle backup and rollback related issues.
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Post-Production Support

Last stage in the cloud migration phases provided be authors [29] is Post-
Production Support. Although all the migration phases would we be exe-
cuted carefully, mistakes in new environment can and likely will arise. It is
crucial to have an idea of the tools and methods that can be used to detect
and solve issues in the new deployment. Additionally, some core features
might have been tailored for the new cloud environment, that may require
clarification for consumers. According to the authors the most common is-
sues may arise due to the unfamiliarity with the new environment, applica-
tions not performing as expected, and data representation such as formatting
or time and time required to administrate or manage the new environment.
Tools like Azure Monitor, Azure Application Insights and Azure Service
Health can be used to detect and raise possible issues with the installation in
Microsoft Azure Cloud. Additionally, tools like Azure Portal can be utilised to
find documentation or instructions on how specific tools communicate or ex-
plain error codes.

2.2.5 Migrating Databases

Database schema Migration is the process of transferring tables, indexes and
views to a new cloud platform. In the book [29] the authors state that migra-
tion tools today are well equipped to execute database schema migrations
quickly and accurately. The authors have listed the most important details to
consider during a database schema migration. Firstly, ensuring schema com-
pleteness before migration is crucial to avoid errors during schema creation
on the new platform. A single application can use several different schemas
and databases, which can create a circular dependency between these ser-
vices. These dependencies may not be migrated simultaneously, that can lead
to confusing errors when the new schema or database is deployed on the new
platform. Recompiling and verifying invalid objects are crucial to ensure a
successful migration.

Secondly, identifying and possibly clearing the database from automatically
filled default values is an important part of planning a cloud migration. The
system function used for example add the current time to a column could for
example in AWS be CURRENT TIMESTAMP which might not exist or has a dif-
ferent syntax on Azure. This may lead to a table creation failure or an invalid
depended object error.

Thirdly, the authors mention the usage of clustered indexes to enhance cloud
migration. Utilising a physically sorted data storage matched with the logical
order (indexes) the database can reduce time to return sorted data and to
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access data by co-locating the index and the actual object. When migrating
an Index-Organised Table (IOT) from AWS to Azure it is crucial to under-
stand the equivalent features and their differences. In this context, the source
database could be for example Amazon RDS that supports IOTs, or Amazon
Aurora that does not directly support IOTs but uses clustered indexes to
achieve similar performance benefit. In contrast, in Azure the alternative ser-
vices would be Azure AQL Database, Azure Database for PostgreSQL, or Az-
ure Database for MySQL that supports clustered indexes to receive similar
functionality to IOTs.

Fourthly, a common way to enhance database performance is to partition da-
tabase tables into smaller segments. This makes the database management
easier as well as reduces the in the overall amount of data scanned. However,
the authors state that migration tools does not generally migrate partition-
related configurations when the database itself is migrated. Therefore, it is
crucial to take possible partition configurations into account after migrating
the database and before the data migration.

Lastly, the authors recommend focusing on user and role management and
object names when working on a database migration with a team. Users hav-
ing access to right resources and having proper naming guidelines may seem
obvious, but avoiding simple and unnecessary mistakes can enhance the ef-
ficiency and overall experience of the migration process.

After database data is migrated successfully, next step recommended by the
authors would be to migrate database stored program. Migrating database
stored program includes transferring stored procedures, triggers and tables
representing the query result. These functionalities are often used to imple-
ment the business logic into the relational database. In Microsoft SQL Server
and Sybase, procedures and triggers are a core services to manage CRUD
(Create, Read, Update, Delete) operations. However, programs stored in da-
tabases might create inflexibility when it comes to migrating the service to
another platform. To enhance the migration process, the authors have rec-
ommended a few methods.

Firstly, in the book the authors recommend to clean and optimise the code.
This can be executed by conducting code reviews where procedures and func-
tions can be verified and tested for efficiency. Through code review even old
and unused features can be identified and removed before the migration pro-
cess. In the context of AWS to Azure migration some of the cloud native tools
can be utilised to support the migration process. Although the converted
stored procedures and triggers must be tested thoroughly to validate success-
fulness and efficiency.
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Secondly, according to the authors databases that are heavily using proce-
dures and triggers it is common to see utilising nested stored procedure calls.
This creates dependencies between different databases and procedures. Au-
tomated migration tools are rarely equipped to handle and detect dependen-
cies created by nested stored procedures correctly. This can lead to confusing
error messages, since the source procedure initiating the nested call will not
likely now how to handle the error from target procedure. To avoid this, the
authors recommend paying close attention, detect and carefully test nested
procedure calls before and after the migration process.

Thirdly, extensive use of temporary tables is a problem that the authors rec-
ommend solving by refactoring the database during the migration process.
There are a few reasons behind the usage of temporary tables. The authors
state in their book that older databases can have restrictions on the number
of tables that could be joined in a query efficiently. In AWS a developer might
have stored different data types in different tables which are used side by side
in the same application. According to the authors, migration tools are usually
effective in transferring temporary tables and their links as they are config-
ured in the source database. However, the migration may affect the commu-
nication performance in the target environment. Analysing and redesigning
workflows could reduce dependencies between temporary tables and make
the database more efficient by utilising cloud native solutions the target host
provides.

2.2.6 Migrating Data

After database schema migration is done following stage recommended by
the authors [29] would be to migrate the data itself. In addition to migrating
the data to the correct new platform, data migration is also a way to validate
the database schema migration successfulness. The authors recommend
keeping the migration process as automated as possible by using different
migration tools and scripts. However, database size should affect the migra-
tion process planning and chosen tools. When migrating several terabytes of
data, database features such as partitioning and compression are possible
ways to enhance the migration efficiency.

Database sizes vary, which should affect the decision making on the chosen
migration strategy and tools. The authors recommend using automated tools
to migrate data. However, databases over the size of two terabytes usually
require careful planning on the right strategy, tools, and use of database fea-
tures such as partitioning and compression. A method recommended by the
authors is to manually migrate smaller portions of data to validate and debug
the migration process and database configurations.
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Common challenges when migrating data according to the authors are nar-
row migration window and limited system resources. However, there is few
methods one can follow to make migration more efficient. The methods the
authors recommend are parallel data extraction from source database and
loading into the target database, multithreaded process for data loading,
avoiding index maintenance during data loading, and reduction of I/O oper-
ations using staging areas via named pipelines for data transfer between
source and target database.

Generally, data migration is separated into offline and online data migration.
The distinct difference between these methods is how the source and target
database communicate during the process. In an online data migration, the
data is migrated in real-time, maintaining a continuous connection between
the source and target database. Online migration can easily create additional
load on the source system and impact the application performance. There-
fore, it is recommended by the authors to use online migration for smaller
databases. In contrast, in offline migration the database is extracted to flat
files and then uploaded into the target database. Since during an offline mi-
gration the extraction and loading process are disconnected, the migration
process can be separated into smaller time windows, where the migration can
be executed outside peak hours. Cloud providers provide various tools for
both methods.

The book discussed in this chapter covers additionally recommendation and
tools to use during a data migration. The authors recommend a Changed data
capture method (CDC). Configuring a CDC during the data migration allows
the changes made in the source database to be replicated automatically to
target database. Utilising a CDC can make a migration process of larger da-
tabases more efficient. The authors recommend two different ways to set up
a CDC for data migration. First method recommended by the authors is log
mining. According to the book log mining is the most used method technique
for implementing CDC. Log mining consists of reading the transaction logs
from the source database and extract as they are executed. After the changes
in source database have been captured, the changes are either immediately
transferred and executed at the target database or stored and transmitted
later at a chosen time. Second method recommended by the authors is using
triggers. Triggers can be implemented into the source database to capture
changes and write them to a staging table, afterwards the changes are repli-
cated into the target database. According to the authors, setting up and con-
figuring triggers in the source database can be a challenging task depending
on the database complexity. Additionally, triggers can significantly impact
the source database performance, which is why triggers are not the most pop-
ular technique to set up CDC.
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2.2.7 Migrating Applications

Migrating applications to the new cloud platform can be described as the core
task of the whole migration process. The authors Laszewski and Nauduri sep-
arates migrated application in their book [29] into two categories that are
customised applications and generic applications. According to the book cus-
tomised application tend to be in-house developed application tailored to
support specific business applications. Additionally, customised applications
tend utilise different platform and environment specific native solutions to
leverage best possible performance and integration. In addition, customised
solution might reflect the developers’ skill set and preferences, that varies
among software professionals.

Customised applications lead to customised solutions, which can result in
complicated and highly interdependent systems that can become increas-
ingly complex over time. With this in mind, customised application will likely
require native solution and refactoring when migrating to a new platform
where badly managed version control, documentation and knowledge trans-
fer will make the process less effective.

In contrast, generic applications, also stated in the book [29] as packaged
applications, typically is less complex and dependent on other solutions. As
the authors state, generic applications migration should not be a complex
task, even though the application must be tested thoroughly on target plat-
form. In the context of cloud-to-cloud migration, migrating a generic appli-
cation can reflect the process of migrating a container-based application be-
tween cloud platforms.

2.2.8 Verifying Cloud Migration Success

Verifying the success of migrating applications, databases, or other compo-
nents between cloud platforms, such as AWS to Azure, is a fundamental as-
pect of a migration strategy. This verification is essential to ensure that the
system operates correctly and efficiently in the new environment. This part
of the process involves testing and validation to verify the application’s per-
formance, functionality, and data integrity. In this section the thesis will
cover four different methodologies and practises that can be used to verify
migration success.

Functional Validation
Functional validation focuses on ensuring that all the application features
and functionalities work correctly in the target environment. It involves as-

sessment of application behaviour, usability, and compliance requirements.
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On of the main components of Functional Validation is functional testing.
The goal with functional testing is to assure that all features and functionali-
ties of the application work in the target cloud environment as they worked
in the source environment. In the paper “Migrating Legacy Applications:
Challenges in Service Oriented Architecture and Cloud Computing Environ-
ments.“ [30] the authors emphasise the importance of a well-structured
framework to manage and pace complex cloud migrations, especially when
working with legacy software. Testing in continuous integration and contin-
uous delivery (CI/CD) pipelines is an example of automating the testing. Ad-
ditionally, the developer could use as well other testing tools such as Postman
for API testing or Selenium for user interface testing, ensuring that the core
application functionality maintains its intended behaviour.

Another common method to validate application functionality is User Ac-
ceptance Testing (UAT). UAT is a method used to validate that the applica-
tion meets all the set requirements, expectation, and complies with the rele-
vant industry standards. UAT validates functionality from an end-user per-
spective, identifying issues not caught in earlier testing phases. UAT can be
executed with demonstration sessions with stakeholders or in other feedback
collection methods. However, automated and parallel UAT have been
demonstrated enhancing efficiency in detecting functional inconsistencies,
synchronisation failures, and non-deterministic behaviours in multi-tenant
SaaS systems in the paper “Evaluating the User Acceptance Testing for Multi-
tenant Cloud Applications” [33]. Tools like Selenium or Junit can be auto-
mated to test various UAT scenarios. The tools can be utilised to simulate
user interaction as well as automate backend and API tests to gain a compre-
hensive validation of all application functionalities and application logic.

Performance and Compatibility Validation

Performance and compatibility validation ensures that the application func-
tions efficiently under various conditions and remains compatible across dif-
ferent environments, such as devices, browsers, operating systems, and net-
work conditions.

A central method verifying application performance and migration success is
performance testing. Performance testing can be used to ensure that the ap-
plication functions as it should in different conditions and that the cloud na-
tive features are utilised effectively. Performance testing has different meth-
ods to test application adaptability in different scenarios, such as load testing
and stress testing. The idea is to increase the load on the application suddenly
to simulate peak traffic and detect possible bottlenecks. Additionally, load

34



testing can be used to detect application’s costs during periods of less usage
and generally see how well the application adapts to sudden changes.

Since cloud platforms are scalable and flexible, allowing for dynamic re-
source allocation based on workload demands, one could think that perfor-
mance testing is not required with cloud native application. However, this is
not accurate. As Mukherjee, Wang, and Krishnamurthy demonstrate in their
study “Performance Testing Web Applications on the Cloud” [32], systematic
experimentation is essential to eliminate bottlenecks unrelated to the server
being tested. This ensures that the true performance impact of the cloud plat-
form can be accurately determined. Cloud solutions consist not only of cloud-
native components and pre-configured servers but also of customised solu-
tions that can bottleneck under high loads. Performance testing is crucial for
detecting these issues.

Compatibility testing is a method for verifying that applications, services, and
other components function correctly across different environments, such as
various devices, browsers, operating systems, and network conditions, both
during and after migration. In the context of cloud-to-cloud migration com-
patibility testing plays a vital role in ensuring that the applications migrated
across cloud providers continue to operate in the new environment. With
compatibility testing the developer responsible for the migration can ensure
that the application maintains a consistent user experience.

Azure Cloud offers tools such as Azure DevTest Labs and can additionally
utilise tools such as BrowserStack and Sauce Labs to setup various test envi-
ronments to ensure application compatibility across different web browsers
and devices. In addition, Azure Cloud offers tools for network testing. How-
ever, these tests are irrelevant for the purpose of this thesis, since the com-
pany’s network configurations will likely be built and supported by external
parties.

Data and Recovery Validation

Data and recovery validation focuses on ensuring the integrity and recovera-
bility of data post-migration, ensuring that applications can recover swiftly
from failures and maintain business continuity.

One of the methods for verifying data accuracy during and after a cloud-to-
cloud migration is Data Integrity testing. The article “A secure and efficient
data migration over cloud computing “[31] discusses the use of hash-based
techniques for validating data integrity during cloud database migration.
Comparing data between the source and target databases can help identify
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discrepancies. Techniques such as record count verification and hash-based
data validation are essential to detect any data corruption or loss.

Disaster Recovery (DR) Testing is a method for verifying application recovery
processes. It ensures that the migrated application and its data can be re-
stored or rolled back to a previous working state, minimising the time the
application remains unusable. DR Testing ensures that the mechanisms and
procedures set up for an application recovery works as indented and that the
application can meet Recovery Time Objectives (RTO) and Recovery Point
Objectives (RPO). According to Andrade and Nogueira's study on cloud-
based disaster recovery solutions [35], performance evaluation is central for
validating the effectiveness of DR strategies. This includes metrics such as
availability, response time, and throughput ensuring that the DR solution not
only recovers data but also maintains an optimal post-recovery performance
level.

In Azure, tools like Azure Site Recovery and Azure Backup are core services
when implementing and testing DR strategies. Azure Site Recovery helps or-
chestrate the replication, failover, and recovery of applications, ensuring that
critical business functions continue to operate during disruptions. Azure
Backup provides secure and efficient backup solutions to safeguard data, en-
abling quick restoration in the event of data loss or corruption. Combining
these tools in the development teams DR testing toolkit, these tools can fa-
cilitate extensive DR testing, ensuring that applications can swiftly recover
from failures and maintain business continuity.

Ongoing Monitoring and Validation

Ongoing monitoring and validation are critical components of verifying the
success of cloud-to-cloud migration. This process ensures that the applica-
tions perform optimally in their new environment and that any potential is-
sues are quickly detected and resolved. By providing real-time insights into
system performance and user activity, monitoring and logging help maintain
application stability and reliability post-migration.

Regression Testing is a testing methodology used in version control tools to
ensure that changes do not affect the previous functionalities. Regression
Testing can include for example re-running previous tests that existing func-
tionalities remains unaffected. In cloud-to-cloud migration Regression Test-
ing plays a vital role. During the migration a lot of configurations and small
adjustments are being made, depending on the complexity and application
migration readiness that can affect the application functionalities on target
cloud platform.
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The study by Godefroid, Lehmann, and Polishchuk [34] emphasises the im-
portance of differential regression testing for REST APIs in cloud environ-
ments. Their approach compares different versions of APIs to detect regres-
sions effectively, which is essential for maintaining functionality and perfor-
mance across cloud migrations. Automated regression testing tools can
streamline this process, ensuring that applications continue to operate as ex-
pected in post-migration. During a cloud-to-cloud migration automated Re-
gression tests could be utilised to validate API consistency and detect possi-
ble configuration issues.

Monitoring and logging are critical components on the process of verifying
the success of cloud-to-cloud migration. Cloud platforms offer different ser-
vices that can be used to ensure that the applications can perform optimally
in their new environment and that any possible issues can be quickly detected
and resolved. By providing real-time insights into system performance and
user activity, monitoring and logging help maintain application stability and
reliability post-migration.

Continuous monitoring involves tracking the health of the applications and
infrastructure in real-time by measuring the application’s performance and
availability. Monitoring helps development teams detect any anomalies, per-
formance bottlenecks, and potential failures early. Tools like Azure Monitor
and AWS CloudWatch are examples of such tools, and they can easily be in-
tegrated with other cloud services, offering metrics, alerts, triggers and dash-
boards to visualise the application’s health and performance data.

Log Management involves collecting, storing, and analysing log data from
different parts of the application and infrastructure. The log data provides
detailed records of system events, errors, and user activities. Azure Log Ana-
lytics and AWS CloudTrail are tools that can be used to gather and analyse
logs. The logs can be utilised troubleshooting issues, perform root cause anal-
ysis, and ensure compliance with regulatory requirements.

Conclusion

Verifying the success of migrating applications, databases, or other compo-
nents between cloud platforms is crucial to ensure seamless operation in the
new environment. This involves a comprehensive approach that includes
functional validation, performance and compatibility validation, data and re-
covery validation, and ongoing monitoring. Cloud providers offer tools for
building tests as well as managing and creating different scenarios to ensure
the complete success of the cloud-to-cloud migration process.
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By employing the covered methodologies and leveraging appropriate tools,
development teams can ensure a successful cloud-to-cloud migration, main-
taining application stability, performance, and reliability in the new cloud
environment.

2.2.9 Migration Example Studies

In this chapter the thesis will cover some example case studies of cloud mi-
grations between on-premises, cloud, and multi-cloud. Companies rarely ex-
ecute their migration on one go, but instead migrates to a new platform piece
by piece. In this chapter the thesis will cover different migration cases with
different environments, to acquire a broader understanding how companies
in different sizes execute cloud migration and what tools they utilise.

Netflix to AWS — 2008-2016

The video streaming platform Netflix introduced video-on-demand online
service in 2007 in addition to their DVD rental service. During this time Net-
flix built two data centres to support the streaming needs. However, Netflix
faced issues constantly with their relational databases, and once even a data
centre failure shut down Netflix operations for three days. Netflix was grow-
ing in a rapid speed, which lead Netflix migrating to AWS in 2008. The soft-
ware issues Netflix faced with their on-premises datacentres were fixed by
rebuilding the whole infrastructure with AWS native solutions and services
[51]. Architecturally, Netflix migrated from a monolithic app to hundreds of
micro-services, and denormalized and their data model, using NoSQL data-
bases [52].

Today, Netflix is well known partner with AWS and is utilising several differ-
ent cloud native tools to optimise their services. Netflix utilises Amazon Ki-
nesis Data Streams (Amazon KDS) to gather and analyse large volumes of
data in real-time, while storing this data in Amazon S3 buckets for further
analysis. AWS Lambda streamlines processes, replacing outdated procedures
with automated data manipulation, backup decisions, and security checks.
Amazon Route 53 provides a solid DNS infrastructure, ensuring seamless
streaming by efficiently routing traffic during server failures or region over-
loads. Amazon Redshift enables Netflix to analyse vast amounts of data
quickly, refining content recommendations and optimising streaming
through its columnar storage for complex queries. Amazon Machine Learn-
ing (AML) personalises viewer experiences by analysing user behaviour and
preferences, offering tailored content recommendations. Amazon Kinesis
powers Netflix’s real-time analytics, processing diverse streaming data to im-
prove content recommendations and streaming quality. Finally, Amazon
Elastic Compute Cloud (EC2) ensures scalability, powering the
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computational engines behind content delivery, transcoding, and other com-
pute-intensive tasks, providing a smooth streaming experience for Netflix’s
global audience [51].

After seven years in 2016 Netflix had finally migrated all their services to
AWS. One of the primary reasons for the extended timeline was the sheer
scale of Netflix's operations, which included millions of users and vast
amounts of data. The migration required re-architecting Netflix’s entire in-
frastructure to leverage the cloud effectively. Each component of the service
had to be evaluated, tested, and transitioned without disrupting the user ex-
perience. Another significant factor was the need for Netflix to develop new
tools and processes to handle the migration. This included creating auto-
mated testing environments, deployment strategies, and monitoring systems
to ensure smooth operation during and after the transition. The process also
involved extensive training for the engineering teams to adapt to the new
cloud environment and utilise AWS services efficiently. Additionally, the
complexity of maintaining high availability and performance standards dur-
ing the migration impacted the timeline. Netflix had to ensure that their ser-
vices remained operational 24/7, even as they moved critical workloads to
the cloud. This required a phased approach, migrating services incrementally
and continuously testing for stability and performance [51][52][53].

Capital One to AWS — 2012-2020

Capital One partnered up with AWS and migrated to cloud in 2020, which
made the company the first financial company in the United States to move
completely to cloud. This shift was driven by the investments into software
and cloud development to gain greater agility, improved customer experi-
ences, and enhanced data security [55].

Capital One’s vice president of software engineering states that the key solu-
tions for their technological advancements during the past years are in the
methodologies and tools the company utilises. The vice president (VP) em-
phasises the importance of agile and efficient CI/CD pipelines to enable
products to scale when needed. Additionally, the mentality of “Do the hard
part first” has been crucial in the company’s cloud migration journey. This
has enabled the company to focus on solving the complicated issues migra-
tions might face in the financial industry and helped them leverage the new
and modern architecture and tools cloud platforms provide. [55]

The VP comments that the cloud migration to AWS has not been easy, but
rather a multi-year project that has required investments and resources from
every part of the business. The VP states that best software practices, such as
managing technical debt, continuously verifying goals, and integrating
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defined operations and built-in controls into their Minimum Viable Product
(MVP) and Minimum Desirable Product (MDP) processes, played a crucial
role in addressing the complexities effectively. [55]

To become a cloud-first organisation, Capital One had to rethink not only
technology development and operations but also talent management. As a
result, they pushed education efforts far and wide by introducing the AWS
Navigator initiative, putting you in touch with an expert solutions architect
for workshops. The Monthly "Invest in Yourself" days and being involved
with AWS Certification programs have proven to be central in their workforce
training. Capital One increased its technology team to 11,000 employees and
switched to agile development and DevOps practices; they also implemented
Operational Readiness Reviews in accordance with the requirements of AWS.
Powered by this transformation, the company could not only innovate
quickly but also operate its technology at scale effectively. [54]

Waze to multi-cloud — 2017

Waze is a company that provides a platform for drivers to communicate with
each other and even with law enforcement of possible situations on the roads
that might affect traffic [50]. Waze was launched in 2009 and has utilised
AWS cloud solutions from early on to support its application's flexibility, fa-
cilitating its rapid user growth. Later in 2013 Waze was bought by Google
[49]. In 2017, Waze initiated a strategic migration from AWS to a multi-cloud
environment involving both AWS and Google Cloud Platform (GCP). The mi-
gration was managed only by a small team of two people and was executed
quickly in two months impacting 80 million users. The objective was to en-
hance system resilience and reduce the risk of downtime, a lesson learned
from Amazon outages in 2015 [46] and 2017 [47].

The primary goal during the migration was to ensure that the migration pro-
cess would not affect the developers’ daily tasks at Waze. The migration was
planned to execute in the background, so that the two cloud platforms can
start to communicate through a VPN (virtual private network) as it was one
single cloud provider. The communication network between cloud providers
was first executed with AWS EC2, AWS Direct Connect, VPN appliances as a
middleman between the cloud providers, GCP Cloud VPN, and GCP Compute
Engine. This allowed the virtual machines on both cloud platforms to com-
municate with each other and work as one cloud platform. For the source VM
the target VM on the other cloud provider is just another internal IP address.
However, the solution had some flaws, having a VPN middleman led to less
performance specially during high traffic. To tackle this issue Google has in-
troduced a service called Google Cloud Interconnect, that enables a company
as Waze to physically connect their AWS Region with GCP. With GCP
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Interconnect, Waze does not need to rely on VPN connections, which im-
proves performance and reliability. This direct connection allows for seam-
less communication between AWS and GCP, ensuring efficient data transfer
and robust application performance even during peak usage times. [48]

After a successful migration the developer responsible for the application
could choose either cloud platforms’ services or tools to continue working
with. To solve deployment issues in multi-cloud environment Waze intro-
duced Spinnaker to manage their multi-cloud setup to their developers, an
open-software cloud deployment tool developed by Netflix and managed by
several other companies such as Microsoft and Google. With Spinnaker Waze
does not need to manage both GCP and AWS individually, but instead Spin-
naker can deploy and manage an application on several cloud providers sim-
ultaneously. With Spinnaker the developers don’t need to deploy the appli-
cation to several platforms and manage them with their individual tools, in-
stead everything can be done from Spinnaker directly.

With these tools Waze was able to execute a very effective cloud migration.
The Waze speaker emphasises that a strong rollback strategy and efficient
tools have enabled quick deployments and fast migrations without signifi-
cantly impacting developers' workflow [48].

2.2.10 Migration Tools

As well as a normal cloud migration, a cloud-to-cloud migration can be a
complicated and demanding process depending on the application and infra-
structure complexity and migration readiness. To support organisations in
cloud migration the cloud providers like Microsoft Azure and AWS offer tools
to simplify the migration process. Additionally, there are some third-party
vendors that offer cloud migration tools to different cloud platforms. The ar-
ticle “Cloud Migration Tools: Overview and Comparison” compares various
cloud migration tools utilised in the industry, which will be covered in this
chapter [36]. See Table 1 below for an overview of the different cloud migra-
tion tools.
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Table 1, Summarized Different Cloud Migration Tools [36]

Tool/ser- | Vendor Nature Cloud type | Cloud Support
vice name | name of support plat- migration of
tool/ser- | (public, form
vice private, support | Data | Ap- | Pro-
hybrid) pli- | cess
ca-
tion

Azure Mi- | Microsoft | Dynamic | All Azure Y Y Y
grate
AWS Cloud | Amazon Dynamic | All AWS Y Y Y
Data  Mi-
gration
Live Migra- | Cloud En- | Dynamic | All Azure, |Y Y Y
tion dure AWS,

GCP ...
* DynaCen- | Racemi Dynamic | All Azure, |Y Y Y
ter AWS
* One Hy- | CloudVelox | Dynmaic | All AWS Y Y Y
brid Cloud
Cloud Mi- | Dynatrace | Dynamic | All Azure, |Y Y Y
gration and AWS,
Operations Open-

Stack ...
Migration- | BitTitan Dynamic | All All - Y Y
Wiz
Science Sci- Dynamic | All Azure, |Y Y -
Logic encelLogic AWS,

IBM...
App  Dy- | Cisco Dynamic | All Azure, |Y Y -
namic AWS

* Provided by the source, was not able to verify functionality in Europe.
Azure Migrate — Microsoft

As expected, Azure Migrate tool is one of the alternatives for cloud migration
between AWS and Azure. Azure Migrated is provided for free and is also well
equipped with various integration in Azure cloud such as “Discovery and as-
sessment”, “Migration and modernisation”, “Data Migration Assistant”, and
many more [38]. See Table 1 for more detailed description of Azure Migrate’s
service catalogue. Azure Migrate offers a one-shop portal for every tool and
process you might need in a cloud migration process, such as assessing, start-
ing, running and tracking your migration process and migrated services. Mi-
crosoft Azure supports a variety of different services, everything from ordi-
nary servers, SQL databases, web apps, virtual desktops and data.
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Additionally, Azure Migrate includes assessment features that help measur-
ing an application's readiness for migration, estimate the application size, es-
timate potential costs, and generate a cross-server dependency analysis and
recommend optimisation strategies. These features can be used even if the
application is currently hosted on a different cloud platform, such as AWS

[39].

Table 2, Microsoft Azure Migrate Integrated Tools [38]

Tool

Assess and migrate

Details

Azure Migrate:
Discovery and
assessment

Discover and assess
servers including SQL
and web apps

Discover and assess on-premises
servers running on VMware, Hyper-
V, and physical servers in prepara-
tion for migration to Azure.

Migration and
modernization

Migrate servers

Migrate VMware VMs, Hyper-V
VMs, physical servers, other virtual-
ized servers, and public cloud VMs
to Azure.

Data Migration
Assistant

Assess SQL Server data-
bases for migration to
Azure SQL Database, Az-
ure SQL Managed In-
stance, or Azure VMs
running SQL Server.

Data Migration Assistant is a stand-
alone tool to assess SQL Servers. It
helps pinpoint potential problems
blocking migration. It identifies un-
supported features, new features
that can benefit you after migration,
and the right path for database mi-
gration.

Azure  Data-
base Migration
Service

Migrate on-premises da-
tabases to Azure VMs
running SQL Server, Az-
ure SQL Database, or
SQL Managed Instances

Azure Database Migration Service
offers a fully managed solution that
facilitates smooth database transi-
tions from various sources to Azure's
data platforms, minimising down-
time (online migrations). [71]

Web app mi-
gration assis-
tant Assess on-
premises web
apps and mi-
grate them to
Azure.

Azure App Service Mi-
gration Assistant is a
standalone tool to assess
on-premises  websites
for migration to Azure
App Service.

Use Migration Assistant to migrate
.NET and PHP web apps to Azure

Azure
Box

Data

Migrate offline data

Azure Data Box products can be uti-
lised to move large amounts of of-
fline data to Azure.
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AWS Cloud Data Migration - Amazon

One of biggest competitors in cloud computing field AWS offers their own
cloud migration tools and services as well. Similar to Azure Migrate, AWS
mainly supports incoming migrations, which limits its applicability within
the context of this thesis focused on cloud-to-cloud migration between dif-
ferent platforms. However, AWS offer tools to assess dependencies and cloud
infrastructure in the current AWS environment.

For migration AWS offers tools for a three-step migration process: Assess,
Mobilize, and Migrate & Modernize [40]. AWS offer a versatile toolset for the
various phases, such as tools for optimisation and licensing and a migration
evaluator for the assessment phase. Mobilize and Migrate & Modernize
phases offer a vast catalogue of different tools as well for different application
types and complexities.

Additionally, other AWS tools can be used to map out AWS infrastructure
and dependencies. The article "Visualize your AWS Infrastructure with Am-
azon Neptune and AWS Config" [41] outlines a method for visualizing AWS
application infrastructure using AWS Config and Amazon Neptune. Creating
a visual representation of all AWS services utilised by an application can en-
hance the developer's understanding, which is crucial for those responsible
for migrating the application to a new cloud platform. A clear visualization of
the native cloud services employed on the previous platform can significantly
assist in the assessment and planning stages of the cloud-to-cloud migration.

Live Migration — Cloud Endure

Cloud Endure, now part of AWS, offers robust live migration capabilities
through continuous block-level replication, ensuring minimal RPO for all ap-
plications and databases. Its automated machine conversion process allows
Windows and Linux machines to natively boot and run in AWS, handling all
necessary configuration and activation changes. Unlike traditional disaster
recovery solutions, Cloud Endure minimises the required resources in the
staging area, leveraging AWS's lightweight compute and storage to keep costs
low until fully provisioned workloads are needed. The orchestration engine
automates the launch of operational workloads in the target AWS region,
achieving minimal RTO by cloning disks and provisioning necessary re-
sources. [42]

Cloud Migration and Operations — Dynatrace

The Dynatrace cloud migration tool assists organisations in planning, accel-
erating, and optimising their cloud migration process. It provides insights
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into existing infrastructure, maps dependencies, and helps architect micro-
services for an efficient migration strategy. During the migration, Dynatrace
minimises performance degradation, quickly identifies root causes of issues,
and ensures optimal performance. Post-migration, it enhances application
performance with causal Al, automation, and deep DevOps integration, of-
fering comprehensive observability and security. [43]

MigrationWiz — BitTitan

MigrationWiz by BigTitan offers automated migration services for emails, ar-
chives, and documents. It supports a wide range of source and destination
platforms, making it popular among small to medium-sized businesses for
its ease of use and comprehensive migration support. [44] MigrationWiz is
not targeted for bigger enterprises with complex cloud infrastructure want-
ing to leverage the cloud native functionalities on PaaS or IaaS platforms.

Science Logic — ScienceLogic

According to the article [36] Science Logic would be one of the key tools when
planning and executing a cloud migration. However, according to Sci-
encelogic’s own website [45] their focus has shifted more towards cloud
monitoring, dependency mapping, performance optimisation and automa-
tion. These are all core processes in cloud migration but cannot inde-
pendently assist a company or development team in their migration process.
By providing monitoring, dependency mapping, and performance optimisa-
tion, ScienceLogic supports the broader goals of cloud transformation and
operational excellence.

2.2.11 Common Challenges and Mitigation Strategies

Cloud migration can be a very complex and difficult task to execute, and as
one can assume there are different challenges depending on the application
complexity, migration resources, and application migration readiness. In the
following chapter the thesis will cover some of the most common challenges
and mitigation strategies against them.

Cloud Migration Security

Firstly, one of the most common concerns when migrating to the cloud and
between vendors is security. How should data and applications be migrated,
stored and managed as securely as possible. Dalal N. Alharthi developed a
three-step Secure Cloud Migration Strategy (SCMS) in his article [56] that
covers several different aspects of software testing to ensure migration suc-
cessfulness. see Figure 4 for visual representation of SCMS. Additionally,
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Alharthi emphasises the importance of cloud migration preparation and mi-
gration readiness and adaption, which are all topics this thesis has also fo-
cused heavily on.

Prepararation Readiness and Adoption Testing

Security Toolkit and
Integrations
Building the CCoE R and Teast Priviege

Determination

Vulnerability

\ J Access control Assessment

i

-

Secret Management

Cloud Architecture 2R AT

Network Security

Defense in Depth

Continious monitoring

Penetration Testing

Developing RACI
Chart Cloud compliance

Security Shift Left

r
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Figure 4, Secure Cloud Migration Strategy (SCMS) [56]
Risk Management and Sustainable Cloud Migration

Secondly, another common concern among companies and developers exe-
cuting a cloud migration is risk management. Managing risks during cloud
migration involves evaluation of cost, environmental impact, data quality,
and service continuity. A systematic risk management strategy can identify
and analyse risks in the different phases of migration. The authors in the
article [57] have divided a sustainable cloud migration into four different di-
mensions: Economic, Environmental, Social, and Technology. See Figure 5
for visual representation of the four sustainable migration dimensions. Eco-
nomically sustainable cloud migration evaluates if the migration is econom-
ically worth for the organisation. Understanding the costs of outsourcing IT
infrastructure for a company will require cost analysis, that this section of
sustainable cloud migration covers. Additionally, continuous monitoring af-
ter the initial migration is executed will help the development team to de-
crease their cloud costs [58].
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Figure 5, Sustainable Migration Dimensions [57]

An aspect that does not always get as much attention but is as important is
Environmental Dimension. Data centres and cloud applications don’t use
any less energy than an on-premises installation, and when outsourcing in-
frastructure management, the customer does not have the same ability to
make customised solutions to the data centres to manage electricity source,
usage or utilisation of the heat produced by data centres. A common issue is
that an application is using more resources than it would need, which leads
to unnecessary energy usage. The authors recommend focusing on the envi-
ronmental questions when choosing the cloud provider, such as how the heat
generated by data centres are going to be utilised and is the data centre lo-
cated near customers so no unnecessarily long communication lines needs to
be used. Additionally, the authors emphasise the importance of comparing
different solution and hardware, if possible, when choosing the cloud com-
ponents and services for the application. Additionally, scaling down services
when not utilised will both save energy and the environment, as well as lower
the cost.

Third dimension covered in the article is social dimension. When migrating
software between platforms often some parts of the application must be mod-
ified or changed. A common problem many developers face is that these mod-
ifications do not meet the requirements from users, organisation, or other
relevant stakeholders. The author states, that having a clear goal, and re-
quirements set before initiating the migration process is crucial for the final
product. Additionally, when utilising a cloud platform, the application and
its performance is dependent on a third party. An outage or technical failure
at the cloud provider data centre cloud make the hosted application unavail-
able for its customer. Since the past decade AWS have had outages a few
times that have impacted several million people for several days in the United
States [46][47]. A customer utilising a cloud platform has no control over
potential outages at the cloud provider's data centres; consequently, they will
inevitably face the repercussions of application unavailability on their own
customers. The authors do not cover the possibility of having a hybrid cloud
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solution on several cloud platforms to minimise the possible risk of outage,
but examples of these solutions are covered in the thesis in chapter 2.2.9 Mi-
gration Example Studies.

The fourth and last dimension is the technology dimension that aims to en-
sure that the application is scalable, maintainable and secure at the target
cloud platform. The cloud computing’s main advantage is its ability to share
resources and infrastructure to multiple clients. However, using shared space
on a third-party platform involves certain risks. These risks include falsifica-
tion of messages, where someone could tamper with data being sent over the
cloud, leading to false information dissemination. There is also the risk of
hardware interception, where unauthorized access to the cloud's physical
components could result in data breaches. Additionally, information leaks
could occur due to weak security measures, and traffic redirection, where
network traffic is rerouted without authorization, potentially allowing mali-
cious actors to intercept or manipulate data. These risks highlight the need
for robust security measures in cloud migration strategies.

Technical and Operational Challenges

During the process of moving applications across platforms several technical
and operational challenges can arise. Every platform has its own infrastruc-
ture that may differ in context to others. Two critical areas where these types
of challenges might arise are application compatibility and performance op-
timisation.

Compatibility issues may occur when designing an architecture blueprint of
the application infrastructure on the target platform. The tools provided by
the source platform might differ or might not exist at all on the target plat-
form. Especially older legacy application might have custom made solutions
that have not been updated or managed can affect the application’s migration
readiness. The authors [58] recommend conducting a comprehensive appli-
cation assessment to identify compatibility issues before starting on the mi-
gration itself. Having a clear understanding of the application’s migration
readiness on the source platform can make the migration more efficient and
additionally may have a positive impact on the application performance on
the target platform.

A common technical and operational challenge during a software migration
is performance optimisation. The application might utilise source platform
native services that cannot be automatically migrated to the target platform.
The application is likely utilising tools for auto-scaling, load balancing and
performance monitoring that needs to be implemented on the target plat-
form as well. Not utilising similar tools on the target platform will likely affect
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the application’s performance and user experience. To avoid an issue with
performance optimisation during and after cloud migration the authors [58]
recommends conducting a comprehensive analysis of the tools used to man-
age application performance and additionally conduct performance testing
to identify bottlenecks on the target platform.

Conclusion

This chapter covered three common problems that tend to arise during a
cloud migration, as well as some mitigation strategies how to solve them. As
in many other parts in this thesis, the sources discussed mainly on-premises
to cloud migration, where old legacy infrastructure might cause some prob-
lems that cloud platforms don’t necessarily tend to contain. However, the
problems covered in this chapter: Security, Risk Management and Sustaina-
ble Cloud Migration, and Technical and Operational problems are common
issues also during cloud-to-cloud migration, since they don’t require an old
complex on-premises infrastructure to arise. The three common cloud mi-
gration challenges and mitigation methods can be found from the Table 3.

Table 3, Three Common Cloud Migration Challenges and Mitigation Methods

stored, and managed se-
curely.

Migration aspect Challenge Mitigation
Security Ensuring data and appli- | Implement a comprehen-
cations are migrated, | sive Secure Cloud Migra-

tion Strategy (SCMS) and
prepare thoroughly for
migration readiness and
adaptation.

Risk Management
and Sustainable
Cloud Migration

Managing cost, environ-
mental impact, data qual-
ity, and service continu-

1ty.

Employ a systematic risk

management strategy
that evaluates economic,
environmental, social,

and technological sus-
tainability.

Technical and Opera-
tional

Addressing application
compatibility and perfor-
mance optimisation is-
sues.

Conduct comprehensive
application assessments
and performance testing
to identify and mitigate
compatibility issues and
performance bottlenecks.

2.2.12 Conclusion

In conclusion, this section of the thesis has covered different aspect of cloud-
to-cloud migration focusing on the transition between AWS and Azure. The
analysis has covered fundamental cloud migration strategies, techniques and

49



tools essential for a successful cloud migration. With a detailed inspection of
various migration strategies such as AWS’s 6Rs, and the cloud migration
phasing approach discussed by Laszewski and Nauduri, the importance of a
well-structured and planned migration strategy has been emphasised. Each
strategy, method and phase addresses operational challenges, ensuring that
the migration process is executed both efficiently and effectively.

The case studies covered of companies like, video streaming platform Netflix,
finance institution Capital One, and driver communication platform Waze il-
lustrated real-world applications of these strategies, highlighting the prob-
lems the companies faced, and the tools and methods used to implement so-
lutions. These case studies highlight the importance of careful planning, vi-
sion, ensured rollback methods, and the utilisation of appropriate tools and
technologies to manage the complexities of cloud migration.

Security, risk management and sustainability, and technical and operational
challenges have been identified as three common and critical problems aris-
ing during cloud migration process. Firstly, the Secure Cloud Migration
Strategy (SCMS) proposed by Dalal N. Alharthi provides a structured ap-
proach to address these concerns, ensuring that data and applications are
migrated securely and efficiently. Secondly, the study of economic, environ-
mental, social, and technological dimension of sustainable cloud migration
offers a holistic perspective of its impact on cloud migration. Thirdly, the the-
sis covered the importance of assessing technical and operational challenges,
such as application compatibility and performance optimisation to plan, ex-
ecute, and manage a cloud migration. Application assessments and perfor-
mance testing are essential to identify and mitigate potential issues, ensuring
seamless functionality on the new platform.

In summary, this section of the thesis provides a thorough study of the best
practises with real-life examples for cloud-to-cloud migration, emphasising
the importance of strategic planning, risk management, and continuous op-
timisation. The insights and methodologies presented aims to provide an es-
sential background and set of tools for the final framework to facilitate an
efficient and successful cloud-to-cloud migration in the financial company.
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3. Case Study

3.1 Qualitative Analysis

As stated before, the financial company this thesis is written with has always
been in the forefront of digital transformation. Until this point the infrastruc-
ture is separated into a hybrid cloud setup where the system is partially run-
ning on AWS and partially on-premises. The company’s main target as today
is move everything to cloud. In other words, harmonising the on-premises
infrastructure is first priority in the company’s strategy. The target is to have
everything in cloud before 2030 and eventually on Azure cloud.

3.1.1 Reasoning Behind the Cloud Strategy

Deploying new software to on-premises will always become legacy sooner or
later, and the financial company in this case is fully aware of it. In a big cor-
poration people’s role and responsibilities change, and it can be complicated
to pass on the needed information to keep the development and management
of on-premises software efficient. Instead of managing a whole software in-
stallation in company’s datacentre, a developer could utilise cloud-based
IaaS and PaaS solutions, so time could be used more efficiently to the devel-
opment of the product itself, instead of managing it.

Cloud Migration Reduces the Required Manpower

According to recent studies, the migration from on-premises installations to
cloud-based platforms, such as Google Cloud, can lead to significant resource
allocation differences. For instance, Kolanuvada Varma’s and Giruba Beu-
lah’s research from 2022 [12] demonstrates that managing an on-premises
installations demands a substantial amount of manpower in contrast to
cloud-based application. In the context of Varma’s and Beulah’s study they
calculated that the on-premises installation required four times as much
manpower to be managed when compared to the same application on
Google-Cloud. [12] This difference in manpower demand can be further il-
lustrated by the data presented in the Figure 6 below. The pie chart shows
the distribution of manpower required for on-premises versus cloud-based
installations.
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Manpower

= Cloud = On-premises

Figure 6, Manpower in On-Premises vs Cloud [12]

Furthermore, the same study observes a decrease in reported issues follow-
ing migration to the cloud. The study compared the same application running
on-premises to its deployment on Google Cloud. As shown in the figure 7 the
on-premises version was responsible for 83% of reported issues, while the
cloud deployment generated only 17% of recorded issues [12].

Number of Issues

= Cloud = On-premises

Figure 7, Number of issues in On-Premises and Cloud [12]

The impact of migration on processing time is also noted in the study. Prior
to migration, the software relied on a Relational Database Management
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System (RDBMS) for data storage and retrieval. However, the RDBMS had
limitations, including a restriction on opening multiple connections with the
source database for bootstrapping historical data. This limitation resulted in
overhead on the source database, leading to increased overall data extraction
job time.

Upon migration to Google BigQuery, this issue was effectively mitigated.
Google BigQuery provides batch and stream APIs, enabling rapid extraction
of data without the constraints encountered with the previous RDBMS. As a
result, the processing time for the software improved significantly.

The research indicates that processing time for the software decreased to a
one-third from on-premises installation when migrated to the mentioned
Google BigQuery. [12]

Lastly, with all these positive impacts the cloud migration had on the soft-
ware, the same research indicates that the new version deployed on Google-
Cloud doubled the number of consumers the software had.

3.1.2 Cloud Positioning

The company has decided already to invest in Microsoft Azure as their lead-
ing public cloud provider, but in this chapter the thesis will investigate the
different reasons that have led to this decision. The company has evaluated
different public cloud vendors with five different Point-Of-Views (POVs) to
help with the decision which to invest in. The five different POVs are ESG
(Environmental, Social and Governance), Cost, Regulatory, Technology and
Ecosystem. However, there are some decided limitations and goals what the
company’s cloud strategy should include. Firstly, Google Cloud Platform will
not be included in the comparison since the lack of adoption within the com-
pany at this point. Secondly, the development of earlier multi-cloud approach
will not be continued, and a new sole public cloud provider will be adopted.
The multi-cloud will still be present until full transition to one provider is
executed. Having specified these conditions, the company opted to primarily
focus on comparing Amazon Web Services (AWS) and Microsoft Azure as the
leading candidates for their future cloud provider.

ESG - Azure's edge over AWS with significant Finnish investments

ESG or Environmental, Social and Governance compares the providers on
their environmental impact, how to decision would affect investments in Fin-
land and which solution would be most in line with the company’s values.
AWS has established a region in Stockholm, Sweden, eliminating the imme-
diate need to expand their European footprint by establishing another region
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in neighbouring Finland. The Stockholm region offers a sufficiently low la-
tency of 12ms to Finland [14], which might seem adequate for most applica-
tions. However, this setup restricts certain applications that, due to financial
regulations, must be hosted within Finland's borders.

Contrastingly, Microsoft is taking significant strides by constructing a full re-
gion in Finland with datacentres in Espoo, Vihti and Kirkkonummi. The
scheduled launch for the Finland region is in 2027. This development prom-
ises to address regulatory challenges and indicates a commitment to sustain-
ability. The new Finnish region is projected to be entirely emission-free and
designed to recycle heat energy back into the local community. Moreover, the
establishment of a dedicated cloud region within Finland is anticipated to
unlock new investment opportunities, marking a significant milestone in
cloud computing infrastructure in the region.

Cost - Azure excels in contractual affordability, AWS in service
fees

Another POV the company used to evaluate the candidates was cost. This is
rather important, since cloud migration costs are underestimated in the fi-
nancial sector due to the management of applications dependencies, legisla-
tion, support from non-IT departments, re-architecting applications, and
hiring external contractors [15].

The financial company in the context of this thesis has already nine years of
history with AWS which has over time led to vast investments. As it is today,
the company has made an enterprise agreement to bring the cost lower with
various discounts compared with the normal service fees. However, no
deeper partnership program has been discussed nor does it seem to be likely
to happen. Despite that, AWS offers generally lower service specific costs
compared with their competitors. In addition, AWS is seen as a forerunner
in cloud usage and cost optimisation tooling [10].

In comparison, Microsoft Azure service fees are generally higher than AWS.
Gartner Magic Quadrant CIPS report from 2022 even states that Azure cus-
tomers have complained of cost increase over time without clear reasoning
[16]. Even though Azures cost management capabilities generally are behind
cost management tools AWS offers there are some possibilities for dis-
counted prices due to enterprise-wide agreement the company investigated
in this thesis has made with Microsoft.
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Ecosystem - Azure's inherent Microsoft integration versus AWS's
open interoperability

Both Azure and AWS are competitive in their own environments and to find
the best compatibility one needs to evaluate the company’s current tools and
software. AWS is generally considered as number one when it comes to inde-
pendent software vendors (ISV) and SaaS providers. In addition, AWS uses
and support various different open-source products. This has led to the im-
plementation of AWS related products to different systems that are already
in use in the company. To migrate these products to Azure will require in-
vestments to solve these dependencies.

In the context of open-source ecosystems, Microsoft Azure is often not the
primary choice for organisations. Nevertheless, for environments heavily
reliant on Microsoft products, Azure emerges as a formidable option. Mi-
crosoft SaaS products are dominant in the financial company’s infrastruc-
ture where they serve as a daily operational backbone for all employees. The
migration to Azure could set the stage for an integrated environment, sig-
nificantly boosting the efficiency of inter-application communication within
the company's infrastructure.

Technology - AWS leads based on technological advancements

AWS has generally wider and the most comprehensive IaaS and PaaS offering
in cloud space [16]. AWS is a clear leader in modern technologies and services
like serverless, NoSQL, data mining and analytics. In addition, the wide AWS
service catalogue offers traditional technologies like relational databases, vir-
tual machines etc.

The rather long history between the financial company and AWS has culmi-
nated in the deployment of numerous applications and long-term invest-
ments. As of early 2024, the company manages a diverse portfolio of
productised platforms on AWS. The availability of resources and knowledge
on AWS development is broad, ensuring that employees have ready access to
the tools and information necessary for their work. Moreover, AWS certifica-
tions and various training programs are not only widely accessible but also
actively utilised, enhancing the technical proficiency and readiness of the
company's personnel.

In comparison the company’s productization on Azure is still at its early
stages as of early 2024. The current development stack predominantly con-
sists of technologies that do not align with Microsoft's ecosystem. While Az-
ure offers support for these technologies, they are not seamlessly integrated
as core elements of the Azure platform. Furthermore, Azure presents a more
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limited selection of services for the open-source technologies that the com-
pany frequently employs. Presently, there exists a noticeable gap in Azure
development expertise within the company. Nonetheless, there has been a
significant surge in Azure certification among employees, with a remarkable
increase of over 430% in Microsoft Azure certifications from September 2023
to March 2024 [17].

Compliance - Azure capable of meeting existing regulatory stand-
ards

AWS does not provide a region that would adhere the current regulatory and
contractual obligations that some of the company’s application require. This
would limit the company’s vision of full cloud migration. In contrast, Mi-
crosoft Azure is set to offer a local region in Finland, fully compliant with all
necessary regulatory and contractual conditions, including geographical re-
quirements and the provision of Finnish operations personnel.

In conclusion, while Amazon Web Services demonstrates superior capabili-
ties in development and cost management, the strategic benefits and align-
ment with the company's values and vision offered by Microsoft Azure's
Finnish cloud region carry more weight in the decision-making process. Nev-
ertheless, the transition to Azure will necessitate maintaining a multi-cloud
approach for several years, given the significant effort and resources required
to migrate from AWS.

3.1.3 Key Driver and Goals for Cloud

Developing an on-premises application has its own limitations. As businesses
strive for greater agility in their operations and development processes, the
constraints imposed by on-premises solutions become increasingly evident.
On-premises environments, by their very nature, are less flexible and scala-
ble compared to cloud environments. This lack of flexibility can significantly
impact a business's ability to respond to market changes rapidly and to inno-
vate at a pace that meets customer demands. Additionally, the capital ex-
penditure required for infrastructure maintenance and upgrades in on-
premises settings often limits resources that could otherwise be allocated to
development and innovation efforts [18].

The company has set four different main drivers and goals for cloud [10]. In
this chapter the thesis will covers these key areas in detail, providing a com-
prehensive understanding of the company's strategic direction in leveraging
cloud technology. In addition, this chapter will compare the goals to different
reports and academic articles to evaluate the effectiveness and alignment of
the company's strategy with current industry trends and best practices. The
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four key areas are agility in cloud, developer productivity, time-to-market
and cost-to-serve and quality.

Agility in Cloud

Cloud environments are inherently more agile due to their scalable, flexible,
and dynamic nature, enabling rapid deployment and adaptation to change
requirements. This agility is a critical asset in today’s fast-paced business en-
vironment, where the ability to respond swiftly to market changes can pro-
vide a significant competitive advantage.

The company’s key areas in agility in cloud is autonomy within developers
and applications during software deployment to the cloud, aiming to harness
DevOps practices and automation to achieve these objectives efficiently [10].

The paper “Delivering software with agility and quality in a cloud environ-
ment” published by IBM claims that the integration of DevOps principles
within cloud environments significantly enhances both the agility and quality
of software delivery [19]. According to the article companies that are “born
in the cloud” such as Netflix, have faced quick expansion in their business
operations and consistent advancements in the quality of the services, report-
edly through the strategic application of DevOps methodologies.

Increase Developer Productivity

One of the company’s four goals with cloud migration is to increase an indi-
vidual developer’s productivity. As we stated before managing an on-prem-
ises installation can be time consuming due to their less flexible and scalable
structure when compared to cloud solutions. As we mentioned how Varma’s
and Beulah’s article states that managing a on-premises installation may take
up to four times more manpower when compared to its cloud-based counter-
part [12]. By decreasing the number of working hours needed to manage the
current hybrid-environment, the company is trying to find new cloud-based
capabilities and services to boost the developer’s productivity. To put into
simpler terms, the goal is to let the developers focus on the application de-
velopment rather than wasting resources on understanding and managing an
older on-premises application.

Time-to-Market.

The third goal the company has set for their cloud migration journey is time-
to-market, in other words provide tools for developers and teams to publish
new applications and features as fast as possible. The company want their IT
department to react faster to different business opportunities and adapt
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efficiently to new applications and solutions. More precisely this can be
achieved by using cloud-based SaaS and PaaS solutions. SeetharamaTantry’s
article “Impact Analysis of Legacy System Migration to the Cloud Environ-
ment: A Focused Study“ reports that migrating legacy software can have a
significant impact on the application’s deployment process [21]. The study
argues that migrating legacy systems to the cloud enables organisations to
adjust to evolving business requirements and control costs, while maintain-
ing interoperability and facilitating integration across diverse programming
languages.

On the contrary, an individual developer and the whole developer commu-
nity has its own preferences and new tools are launched on the market con-
stantly. By concentrating all applications under one cloud provider to make
the deployment process more effective the variety of development tools are
decreased to the catalogue offered by the cloud provider. Oliver Gass’s, Hen-
drik Meth’s, and Alexander Maedche’s article from 2014 “PaaS Characteris-
tics for Productive Software Development: An Evaluation Framework” dis-
cusses the developer experience on different PaaS platforms [22]. The study
indicates that present cloud-based platforms vary significantly in the quan-
tity and quality of their technical and non-technical features, offering a wide
range of diversity. One of the three key findings made in the paper was how
cloud-based platforms facilitate rapid application development through the
use of reusable templates, components, and other building blocks. This en-
hances the developer’s time efficiency when deploying minor features and
adjustments. However, when implementing major changes the time effi-
ciency cloud-based platform can offer starts to align with the time efficiency
on a local development environment. The report states that when developing
major changes using cloud-based IDE’s the development can turn into pain-
ful, slow, and frustrating activity. In addition, the paper reports developer’s
mentioning in interviews that cloud providers do not offer tools that would
be more flexible than custom code that still is necessary in most use cases.

Cost-To-Serve and Quality

The fourth goal the company has set focuses on optimising service delivery
costs while maintaining or improving quality. It's anticipated that transition-
ing to the cloud will generate substantial costs, primarily because of the need
to manage operations across various platforms concurrently throughout the
migration period, as well as the investment required to develop the skills and
capabilities necessary for deploying applications on a new platform. None-
theless, it is projected that these costs will eventually offset the initial outlays
incurred during the migration phase, once the new cloud infrastructure is
fully operational.
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Cloud platforms provide the customers the ability to shift from capital ex-
penditures (CAPEX) such as hardware to run their application to operational
expenditures (OPEX). This has as well been in the company’s interest. To
goal is to create more on-demand capacity more available and create a more
transparent cost structure.

Furthermore, the company has planned to prioritise test automation and au-
tomated security validation between different environments in Azure. Auto-
mated testing and validation are crucial components maintaining high-qual-
ity standards helping the company ensure the application robustness and
mitigate risks on the target platform.

Moving to the new cloud platform will create knowledge gaps within the com-
pany’s IT department, since the new platform will require new skills. To solve
this issue, the company is investing in building cloud expertise by offering
Azure certification courses and certification tests for its employees. As noted
by the company’s Head of Development and Technology, “company has sig-
nificantly increased its cloud expertise compared to the starting point: more
than 800 employees have embarked on the Microsoft Azure learning path,
and the number of certified Azure experts is growing day by day. In the com-
ing years, company will become the largest cloud trainer in Northern Eu-
rope." [70] This initiative not only enhances the technical capabilities within
the company but also positions it as a leader in cloud education and innova-
tion in the region.

3.1.4 Cloud Migration Strategy Timeline

The complete cloud migration is calculated to take in total seven years to ex-
ecute. This time window is estimated to consist of everything from the point
of publicly announcing the migration to the end goal, which is to have every
application running on cloud.

Until the beginning of 2024 cloud development has not been fully utilised.
The reasoning can be the Finnish and European finance regulations that lim-
its the possible full advantage what geographically spread cloud computing
could offers. A lightweight landing zone to Amazon Web Services was created
only nine years ago in 2015. During this time has Amazon Web Services
mainly been used only by external employees and company’s testing and ex-
perimentation team. After this several individual employees and teams have
been started slowly deploying parts of their applications to AWS with the goal
of minimising the amount of manual maintenance an on-premises installa-
tion can demand [10].
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In 2018 the finance corporation deployed a new version of AWS landing zone,
to keep up with the raising popularity of cloud development. At this point the
corporation had published a new shared cloud development strategy: “Public
Cloud primary platform for everything”. Firstly, this resulted in an expanded
adoption of AWS within various projects and organisations. Secondly, the
strategy precipitated a rise of cloud models like SaaS within various business
domains. Thirdly, this new strategy initiated the beginning of various cloud
trainings around the organisation [10].

The rise of cloud computing within the company was evident. During the fol-
lowing years 2020 and 2021 a new ICT-strategy was published: “Cloud as the
primary platform”. The new strategy raised hybrid-IT solutions leveraging
SaaS and custom cloud in public cloud’s popularity within the corporation.
However, the number of migrated applications has created some inconsist-
ence in cloud transition processes. The cloud migration is mainly based on
refactoring instead of lift and shift or other known migration strategies or
other conventional migration approaches [10].

Diverse backgrounds among developers have led to varied approaches to the
refactoring process. Consequently, this diversity often yields differing out-
comes concerning the application's testability, reusability, completeness, un-
derstandability, adaptability, fault proneness, complexity, maintainability,
and stability. This difference is due to the fact that different refactoring
methods have been shown to improve certain quality characteristics of soft-
ware [11].

No change in the migration strategy has been done during the years 2022 and
2023. Most of the cloud transitions are still based on re-factoring, with some
minor re-platforming efforts being done. However, it is safe to say that no
common migrating strategy from on-premises to AWS was planned nor exe-
cuted in the corporation to make the transition as smooth as possible. How-
ever, during the years 2022 and 2023 the company made a significant effort
on offering AWS courses and certificates for employees to establish a wider
competence in cloud computing and AWS. The work done during the years
2015 and 2023 had a very positive impact on cloud computing leading to a
hybrid environment with multi-cloud in the company [10].

The company’s eight-year journey in cloud development and transition has
established a solid foundation for the forthcoming Azure cloud migration.
Clear goals have been outlined to solidify the expected outcomes in the years
ahead. During the years 2023-2024 approximately 15% of all the company’s
applications are running in public cloud. [10] This same time window is used
to productize and create the basic capabilities to Azure’s Sweden region and
make the platform ready for incoming products. The company’s next goal is
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to have everything running in public cloud in 2030, and eventually in Mi-
crosoft Azure.

3.1.5 Conclusion

In conclusion, this qualitive analysis highlights the history and future plans
of the company’s cloud strategy. The case study covers topics such as what
has been the reason in the first place to move to cloud, in what was succeeded
and what could be done better when moving to Azure. The company’s new
cloud strategy emphasises the importance of a systematic and phased ap-
proach, that will move the company’s whole hybrid infrastructure to a fully
cloud-based by 2030. The key drivers in the company’s new cloud strategy
are increased agility, enhanced developer productivity, faster time-to-mar-
ket, and optimised cost-to-serve without compromising quality.

The company’s decision to invest in Microsoft Azure as the primary cloud
provider was driven by several factors, such as Microsoft’s investments in es-
tablishing a local region to southern Finland being the most central. Having
alocal datacentre aligns with the company’s ESG and financial industry’s reg-
ulatory requirements. The decision also reflects a strategic move to leverage
Azure’s integration capabilities, especially within an ecosystem heavily reli-
ant on Microsoft products. Additionally, the qualitive analysis reveals a
strong correlation between cloud migration and reduced operational costs,
increased efficiency, and enhanced service delivery based on research done
in the industry. The analysis underscores the critical role cloud platforms
have in enabling businesses to scale operations, optimise resources, and in-
novate rapidly in response to market demands.

Overall, the qualitative analysis provides insight into the complexities in-
volved in a large-scale migration project. It serves as a practical example for
other organisations planning a similar transition, emphasising the im-
portance of strategic planning and continuously adapting to evolving tech-
nologies and requirements.

3.2 Stakeholder Interviews

In this chapter the thesis will present findings made from the stakeholder
interviews. The interviews were 30 minutes long semi-structured interviews
with employees with a software development background in the financial
company. The target interviewees are persons who have developed a product
or service that is currently running completely or partly on AWS. The goal of
these interviews is to gather an understanding of the technical readiness to
conduct a migration to Azure Cloud, and what issues they have taken into
consideration.
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The interviews were held with four different stakeholders. The interviewees
were chosen based on their technical background, history with first steps
when implementing new features to AWS in 2017 and by their knowledge and
background with the company’s context. In addition, as the company em-
ploys several thousand within the IT department, the interviewees was hand-
picked from different areas to gather inputs within different contexts. The
first participant interviewed holds the position of lead developer on the com-
pany’s API Management team and brings twenty years of experience in soft-
ware solutions within the financial services sector. This extensive back-
ground provides a robust understanding of API infrastructure and its devel-
opment on the utilised cloud platforms. The second participant in the inter-
views is the lead developer responsible for the company’s customer self-ser-
vice channels. The team is managing four AWS application and seven more
to be deployed to production. The third participant is a tech lead, from the
same department as the previous interviewee. The third participant have
over 14 years of experience in the company, and a higher perspective on the
organisations cloud infrastructure. The fourth participant is a tech lead in the
“everyday economy” department responsible for various everyday banking
components. The organisation in known for being a forerunner in cloud
within the corporation.

The interview questions were categorised to four different parts. The first sec-
tion was expectations and preparations, to gather an understanding of the
starting point where the team or teams within an organisation. The second
part of the interviews focused on technical challenges and solutions, to gather
insight of the assumed problems the team might be facing when migrating to
another cloud platform and how the team have plan to solve these issues. The
third part of the interview covered support and resources; with this chapter
the interview try gather understanding on the developers needs from this
framework. What kind of problems does the developer or team this frame-
work solves for them. What kind of solution would bring most value in the
context of their migration process. Lastly, the fourth part of the interview was
post-migration. The last part of the interview focuses on how the team or de-
veloper had planned to measure their migration success, how have they
planned to compare the new solution against the older one in AWS.

The interview questions can be found from the appendices section.

3.2.1 General Findings from the Interviews

A clear insight from the interviews was that teams had not put any resources
to plan their cloud-to-cloud migration. Most of the interviewees reported that
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they had set goals to get a fundamental understanding of Azure cloud tools,
but no direct plan on by who, when and how the migration would be exe-
cuted. The lack of initiative and decisions at this point is understandable,
since the focus is now mainly on moving the older legacy software from on-
premises to public cloud. However, the cloud-to-cloud migration will be ex-
ecuted at some point in the future, even it might not be relevant in the near
future.

Additionally, a general finding from the interviews was that AWS usage sig-
nificantly varies across different parts of the company. Factors such as the
company’s size, various business areas, and the autonomy of individual
teams have led to a diverse array of working methods and recommended
tools. This diversity is evident in the interviews when examining the general
cloud competence and the specific AWS technologies employed by these
teams. The extent of AWS applications ranges from only a few per organisa-
tion to entire organisational infrastructures reliant on the current cloud pro-
vider.

3.2.2 Expectations and Preparations

As slightly covered in the previous chapter, the teams and organisations
across the company are focusing now on creating a fundamental understand-
ing how Azure should be operated. This is done through various Microsoft
Azure pilots, courses, and certifications, such as Azure Fundamentals, Azure
Developer and Azure Solution Architect. Although the general knowledge
and skill within cloud computing is related between different platforms, and
previous experience on other platform most likely can help one to get used to
with a new cloud provider, there is a clear difference between AWS and Azure
from a developer’s perspective.

From the first interview with the API organisations lead developer we found
that from developers’ perspective at this point is crucial to learn the vocabu-
lary used on the new platform. This is a heavily linked with the communica-
tion used in the context of Azure platform. The knowledge sharing moments
such as discussions with colleagues or external experts demands a common
language in the format of understanding the vocabulary and tools in the con-
text of Azure.

Insights from the third interview with the organisation tech lead highlighted
that Azure pilot sessions revealed gaps in Azure knowledge even among com-
petent AWS developers. The interviewee noted that these nuanced differ-
ences between the platforms, although subtle, were unexpected and led to
confusion, impacting effectiveness in the new environment.
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In addition, a study “An Investigation of Microsoft Azure and Amazon Web
Services from Users’ Perspectives” by several authors states that even though
AWS and Azure share a lot of similarities, there are certain features and ser-
vices that differ clearly. There are clear differences in pricing, availability and
specific cloud configurations that might affect the adaptation process on the
new cloud platform [25]. These differences might require additional learning
or adjustment.

3.2.3 Technical Challenges and Solutions

In the second chapter of the interviews, the goal was to gather an understand-
ing of the technical challenges teams are anticipating with the upcoming
cloud-to-cloud migration, and the possible solutions they have investigated.
The questions were set up as direct as possible to gather exact answers how
the team has planned to solve specific issues.

Most of the interviewees reported that they had questions and concerns how
Azure accounts and networking was going to be set up. The concerns were
related to upcoming changes with the used infrastructure, and how a transi-
tion between different regions were planned to execute. Even though the task
of this thesis is not to solve these problems technically, the unawareness how
the new platform bureaucracy and region configurations is something the fi-
nal framework produced in this thesis can possibly clarify the development
teams.

Even though the overall philosophy of cloud computing is generally more or
less the same among both providers, some of the interviewees reported about
confusion of finding direct equivalents for certain AWS services on the new
cloud platform. The third interviewee stated that few of their current tools on
AWS does not have a direct corresponding service on Azure. Developers in
the interviewee’s organisation are currently using services like AWS Fargate
and AWS Step Functions that Azure does not support. On Azure a most sim-
ilar service for containerization could be Azure Kubernetes Service (AKS)
that is generally more complex service with Kubernetes concepts like pods,
policies, and deployments. In the context of Function as a Service (FaaS) and
serverless computing, the service on Azure that most closely compares to
AWS Step Functions is Azure Functions. AWS step functions are a user-
friendly way to set up microservice processes without needing a proper back-
ground in programming or software development. Azure functions does not
support as an easy set up process and demands a more manual deployment
to achieve the same results. However, a manually implemented solution is
more manageable and customisable than for example AWS stepfunctions,
but a change like this in the developer’s toolbox can take a moment to get
used to. However, the second interviewee anticipates that even though the
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change in used platform might cause demand some delays, the migration of
container-based application itself should not be that complicated process.

Additionally, downtime in databases and applications during the migration
process was topic raised by several participants. A common concern was how
the migration process should be executed with minimal downtime for end-
users, minimal disruption to ongoing operations and efficient deprecation on
the previous platform. Many interview participants anticipates that the mi-
gration process is be quick and mostly automated for specific components,
such as databases with the help of for example Azure Migrate. However, the
same participants report concerns with migrating AWS native applications,
where the amount rebuilding required for the migration can be unknown in
the beginning of the migration process. More specifically, the interviewees
are not concerned about the complexity of technical implementation, but ra-
ther about the number of applications that will require partial or complete
reconstruction during the migration process.

3.2.4 Support and Resources

The third chapter of the interviews focused on support and resources devel-
opment teams would see beneficial during the different phases when migra-
tion applications to Azure. The questions were built specifically to address
the questions the framework developed in this thesis should answer; by fill-
ing which gaps, could the framework enhance the migration process and de-
velopment experience for a development team.

Many participants were still in the early stages of their journey on Azure,
which led to unawareness of the future obstacles they might face. However,
some hypotheses of the possible workload and problems could be made. Par-
ticipant reported that during the migration process their development teams
would gain most value with clear guidelines on deployment, monitoring, and
best practises to navigate efficiently through the migration process.

The participants expressed a desire for the framework to provide guidelines
tailored to the specific configurations and unique needs of their application,
which would effectively guide developers through various migration phases.
Additionally, the participants emphasised the importance of these guidelines
aligning with the broader context of the company. The participants also
noted that providing concrete examples of the appropriate tools to use at each
phase would address most potential issues. These examples should clarify
how and when to implement these tools effectively, ensuring alignment with
the specific needs of their application and the overall objectives of the com-
pany. Additionally, many wished for professional support during the migra-
tion from someone who has already experience with migrating their
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application. These same participants suggested that a platform for sharing
knowledge of successful and unsuccessful migration attempts would bring a
lot of value for teams who are planning their application migration.

3.2.5 Post Migration

The last chapter of the interviews focused on last phase of the migration. In
this part of the interview, the questions were designed to gather insight of
Azure adaptation, measurement of migration successfulness, and support
needed after the application is deployed on Azure Cloud.

The majority of the participants reported that the biggest concern during post
migration is cost management. The participants specified, that the main con-
cern is not related to the application’s cost on Azure, but rather the cost gen-
erated by running the application on several platforms during the depreca-
tion phase on the previous platform. By enhancing the deprecation process
on AWS, the teams can mitigate concerns regarding the concurrent accumu-
lation of costs across both platforms, thereby allowing for a more efficient
allocation of resources towards the new platform.

Additionally, several participants raised automation as a core topic on Azure.
For instance, the first participant reported that the amount of automation
has significantly increased within the company since AWS had been taken
into use in 2017. Now when the company’s automation and deployment cul-
ture and competence has evolved during the past eight years the company is
investing in new deployment pipelines in Azure based on GitHub version
control and deployment triggers [26]. The change in deployment and auto-
mation tools raises some concerns among the interview participants. The
main concerns are how one should operate in the new production environ-
ment with new deployment pipelines. The fourth participants report that
most of the concerns could be alleviated with clear instructions on what the
developer should take into consideration when deploying an application or
new features to production. The operating model in production must be
made clear to raise the general competence level, and therefore make pro-
duction deployments safe and robust.

According to few of the participants measuring the migration successfulness
is no easy task. However, the third and second participant states in the inter-
view that migration efficiency measurement is important to align with the
company’s cloud strategy, in this case time-to-market effectiveness. The sec-
ond participant even reports that the migration should not take more than a
few days per component.
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Generally, the participants want clear guidelines on deployment, monitoring,
and best practices to navigate the technical landscapes of Azure. In addition
to documentation and instructions, the participants believe that platforms
for sharing knowledge among peers could bring a lot of value for several de-
velopment teams migration processes.

3.2.6 Challenges and Proposed Solutions

In this chapter the thesis will discuss some of the issues identified during the
interviews, and propose possible solutions used in the framework. It is im-
portant to note that at this stage, the analysis will focus solely on the solutions
themselves, without comparing them against the broader company context
or considering varying migration strategies. This approach allows for a fo-
cused examination of each issue and its respective resolution strategy, ensur-
ing clarity and depth in addressing the core challenges.

The first problem this chapter will cover is service alignment and correspond-
ence between AWS and Azure platforms. Finding corresponding service on
the cloud provider is the most fundamental issue the framework should
solve. The framework should include a detailed service mapping guide that
identifies AWS services and their Azure counterparts, including recom-
mended substitutions or adaptations where direct equivalents do not exist.

The second issue raised in the interviews was specifically the migration of
container-based applications. As the interview participant stated, there are
some concerns about migration container-based applications from AWS to
Azure. Firstly, migrating container-based application from AWS Fargate to
Azure Kubernetes Service (AKS) is understandably a concern among devel-
opers, since the two applicationsdiffer fundamentally. AWS Fargate is a serv-
erless compute engine developers can use to run container-based applica-
tion, without needing to manage servers or clusters. AWS Fargate is most
ideal for users who want to focus on building and scaling applications without
the overhead of managing the infrastructure. It simplifies the deployment
process by handling the provisioning and scaling of the underlying infra-
structure. In comparison, AKS is a container orchestration services, which
developers can use to automate deployments, scale applications depending
on the workload, and manage a container-based application. AKS is generally
thought as a heavier tool, since it can be used to manage the nodes (Virtual
machines) that form the Kubernetes cluster to optimise the cluster configu-
rations leading to more balanced performance, cost, and complexity. AKS is
suitable for teams that want more control over their container orchestration
and are looking for the flexibility to scale and manage a wide range of appli-
cations.
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To solve this issue, the framework must obtain the same point of view as a
developer worked previously on AWS Fargate would have. The framework
should provide best practises when it comes to migrating a container-based
application between platforms and with instructions how one should navi-
gate in a new environment with a more complex tool.

The third issue raised by interview participants was the migration of specific
serverless based services. The issue is particularly related to the migration of
AWS Step Functions, which provides a different solution to orchestrate the
serverless function with other AWS applications. The framework should pro-
vide a solution that helps user to map the equivalent AWS components in
Azure such as AWS API Gateway to Azure API Management and the different
databases. Additionally, the framework can utilise Azure Logic Apps De-
signer, to assist developers to recreate their workflow.

The fourth problem raised in the interviews is application dependency man-
agement. In a company at this size and number of applications it is managing
on AWS, application dependencies are a common issue among developers.
The dependencies must be mapped during the first phases of cloud migration
either by utilising application’s documentation or by utilising cloud native
tools such as AWS Application Discovery Service to identify and map the
starting point. Additionally, Microsoft Azure provides tools like Azure Mi-
grate which can be used to generate dependency analysis that could help the
developer to compare application dependencies between the source and tar-
get cloud platforms. Lastly, the framework provided in this thesis should in-
clude instructions on AWS and Azure service mapping that can be utilised to
compare alternative services and tools across the cloud platforms.

The fifth problem which the interviewees raised was the database migration
with minimal downtime. This affects more or less all applications that will be
migrated. When moving the hosted service to another platform, a delay is
inevitable, but the problem is how a development team can minimise the
downtime during the migration process. The framework should include best
practises how the development team can prepare a database for migration,
and what the execution steps for a successful cloud-to-cloud service migra-
tion are.

The sixth problem detected in the interviews was related to post-migration
phase, as how should the development team set up and operate Microsoft
Azure. Many participants were concern about rising costs when migrating to
Azure and are in need of tools and resources how they should manage re-
sources and operate monitoring tools to ensure operational efficiency with
reasonable costs. The framework should provide information of the
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equivalent AWS tools and resources on Azure, to help the development team
to understand fundamental differences between these platforms.

The seventh and last issue raised by the interview participants was the change
in deployment pipelines. The deployment pipelines are going to be built by a
different team, dedicated to build, and monitor production pipelines. There-
fore, the framework does not need to create or investigate any deployment
pipeline used in Azure, but instead guide the development teams to right re-
sources.

3.2.7 Conclusion

The stakeholder interviews conducted in this thesis provided significant in-
sights into the readiness and challenges associated with the planned cloud-
to-cloud migration from AWS to Azure within the financial company. The
semi-structured interviews involved four various key technical leaders, de-
velopers and architects across different departments, highlighting several
critical areas for consideration, ranging from preparation and expectation to
technical challenges, support needs, and post-migration concerns.

Firstly, the interviews showed that there is a significant deficiency in cloud-
to-cloud migration planning among the teams. However, at this stage the
cloud-to-cloud migration is not a priority. Instead, the teams are concentrat-
ing on acquiring fundamental knowledge of Azure through certifications and
pilot programs. The lack of a clear migration strategy indicates a need for
structured planning and a detailed roadmap to ensure smooth transition to
the new cloud platform.

Secondly, the interviews revealed a substantial variability in AWS usage
across the different departments, reflecting the diverse nature of the different
business areas, autonomy of individual teams, and ways of working. The di-
versity has resulted in different levels of cloud competence and varying use
of AWS technologies, highlighting a need for tailored migration strategies
that address specific requirements and challenges.

Thirdly, technical challenges emerged as a noticeable theme in the inter-
views, especially the differences between AWS and Azure services. Fre-
quently mentioned concerns about finding direct equivalents for AWS ser-
vices, managing container-based applications, and minimising downtime
during migration highlights the necessity for detailed service mapping
guides, comprehensive application assessments, and best practises for per-
formance optimisation.
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Fourthly, support and resources were identified from the interviews to be
crucial elements for a successful migration. Interview participants empha-
sised the importance of clear guidelines on deployment, monitoring, and best
practises, as well as professional support from experienced peers. The need
for a knowledge-sharing platform or session emerged, indicating a collabo-
rative approach to overcome migration hurdles.

Lastly, post-migration concerns centred around cost management and the
operation of new deployment pipelines. The need for clear instructions on
managing resources, setting up monitoring tools, and operating in the new
production environment was evident. Participants also stressed the im-
portance of measuring migration success and ensuring ongoing support to
maintain operational efficiency on Azure.

In Conclusion, the stakeholder interviews highlighted key gaps in planning
and migration readiness for the financial company’s cloud migration from
AWS to Azure. To gain an overview of the interview key findings and pro-
posed solution, please refer to Table 4.

Table 4, Interview Key Findings and Solutions

Aspect

Key Findings

Solutions

Planning

Lack of comprehensive
migration strategy.

Develop a detailed migra-
tion roadmap.

AWS Usage Variabil-
ity

Diverse =~ AWS usage
across departments.

Migration strategies to
specific team needs

Issues with service equiv-
alency, container man-
agement, and downtime.

Provide service mapping
guides, conduct applica-
tion assessments, and es-
tablish optimisation best
practises.

Technical Challenges
Support and Re-
sources

Need for guidelines, peer
support, and knowledge-

Clear deployment guide-
lines, a knowledge-shar-

management and new
deployment pipeline op-
erations.

sharing platforms. ing platform, profes-
sional support.
Post-Migration Challenges with cost | Offer detailed instruc-

tions on resource man-
agement, monitoring
setup, and performance
evaluation.
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4. The Cloud-to-Cloud Migration Framework

The following chapter in the thesis will cover the cloud-to-cloud migration
framework built based on the findings discussed earlier in the literature re-
view. The framework is built upon the findings from cloud migration tools,
methodologies and case studies from the industry as well as on findings from
the interviews with financial company’s cloud developers and the company’s
cloud strategy. The framework aims to provide a structured and systematic
approach to ensure a seamless transition from AWS to Azure, addressing the
unique challenges and requirements identified in previous chapters. By uti-
lising the best practices and methodologies explored, the framework will of-
fer a practical guide to achieve a successful and efficient cloud migration, en-
suring business continuity, data integrity, and optimal performance in the
new cloud environment. The cloud-to-cloud migration framework is de-
signed to help developers in the financial company to migrate applications
and services from AWS to Azure effectively, efficiently, and securely.

4.1 Migration Phases

The framework is structured into four distinct phases: Preparation and Con-
cept, Blueprint Design, Execution and Transition, and Post-Migration and
Optimisation. The four-step process is based on the original phases outlined
by Laszewski and Nauduri [29] [Figure 6]. By narrowing these phases into
broader categories, the framework adopts a more generalised and versatile
approach. This customisation allows for application across a wider range of
cloud services and scenarios to be migrated with the framework. The four-
phase structure is designed to be flexible and adaptable, ensuring that it can
accommodate various migration contexts and challenges while maintaining
the core principles of a successful cloud migration. Each phase consists of
specific steps and best practices to ensure a seamless migration. To gain an
overview of the migration phases and the key tasks, please refer to Figure 8.
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Figure 8, Cloud-to-Cloud Migration Phases

4.1.1 Preparation and Concept Phase

The framework’s four phases begin with Preparation and Concept phase. The
primary objective of this phase is to lay a solid foundation for the migration
process by thoroughly understanding the current environment and infra-
structure, setting clear goals, and preparing the necessary resources. This
phase involves a comprehensive assessment of the current environment, an
analysis of the application’s migration readiness, and strategic planning for
risk management and stakeholder engagement. Given its critical role, the
Preparation and Concept phase requires substantial resources and time to
ensure a deep understanding of the project's architecture and readiness for
migration.

Discovery and Assessment of Current Environment

AWS offers hundreds of different tools of some can be utilised when assessing
the current cloud environment with their own purpose and advantage. Since
it can be difficult to choose the right tools to assess the current infrastructure,
the thesis will discuss some of the recommended and popular tools AWS pro-
vides that can be utilised to understand the current application environment
and dependencies. The thesis divides the tools into three categories: Depend-
ency Mapping, Security and Compliance, and Documentation and Review.

Application hosted by the financial company’s development teams tend to
consist of several microservices. A clear image of the dependencies the appli-
cation has with other microservices is crucial when assessing the infrastruc-
ture on the source platform. Simply by managing and developing the appli-
cation from the start will provide an overall good understanding of the appli-
cation infrastructure. Unfortunately, that is not always the case with
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developers responsible for the migration. Additionally, AWS does not offer
any tools that would automatically generate a bird’s-eye view of the applica-
tion infrastructure. However, other tools can be used to gather information
of the application reaction points and what services it triggers, which can be
used to draw an architecture image of the services, if one does not already
exist.

AWS offers a debugging tool called AWS X-Ray which can be utilised to un-
derstand and map AWS application dependencies. AWS X-Ray is a tool that
can be used to trace requests through the application and different AWS ser-
vices it triggers. The service main purpose is to trace, debug and detect anom-
alies. Fortunately, the service also offers a service map and trace map func-
tionalities, where the chosen AWS account services and triggers that have
been used during a chosen timeframe will be shown. See Figure 9 below for
an example of service mapping with AWS X-Ray. Additionally, the tool can
be used to see how to application reacts to different scenarios and detect pos-
sibly performance issues and bottlenecks. X-Ray can be hard to use to draw
the complete architecture of an application, in case no previous information
or knowledge is available. However, it can help to understanding small de-
tails of the architecture by tracing calls into services that are not used often
or otherwise unknown by the developer.
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Figure 9, AWS X-Ray Service Map [59]
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In comparison, Microsoft Azure offers a tool called Azure Migrate that is de-
signed for migrating on-premises applications to Azure. However, due to the
tight competition between cloud providers, Microsoft have added features as
well for discovering, assessing, and migrating AWS and GCP applications to
Azure. Azure Migrate can be used to discover various AWS instances under
one AWS account, such as software inventory, web apps, SQL Server in-
stances, and databases. This automated discovery tool helps migration team
to build a comprehensive understanding of the existing infrastructure and
aids in planning a seamless migration [60].

A part of assessing the source platform is security and compliance review.
Analysing application compliance not only provides a broader understanding
of the application but also give a better understanding of the application’s
migration readiness. AWS IAM (Identity and Access Management) can be
utilised to gain a comprehensive understanding of the permissions and roles
associated with each service, ensuring that all security and access controls
are thoroughly evaluated.

Although AWS provides some tools that can be utilised to gather information
how the services work and communicate with each other, the most important
source of information is people who have worked with the application, or
documentation where the architecture is explained. By organising meetings
or demonstration sessions where the application’s inventory and architecture
on both source and target platform can be thoroughly discussed.

In conclusion, the discovery and assessment phase are crucial for under-
standing the current cloud environment and planning a successful migration.
The tools and services discussed, such as AWS X-Ray and Azure Migrate,
provide essential insights into application dependencies, security, and infra-
structure. For a detailed description of these tools, please refer to Table 5.

Table 5, Discovery and Assessment Tools and Services

Step Tools and Services Description
Dependency Mapping | AWS X-Ray Traces requests through
the application to identify
performance bottlenecks
and service dependen-
cies.

AWS Migrate Discover, assess and mi-
grate applications from
AWS to Azure.
Security and Compli- | AWS IAM Reviews IAM policies and
ance roles to understand the

current security posture.
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Documentation and | Confluence Read and write detailed
Review documentation of the
current environment, in-
cluding resource configu-
rations and performance
metrics.

Review with Stakehold- | Conducts review and
ers - Demonstration ses- | demonstration sessions
sion with stakeholders to vali-
date findings and ensure
alignment with business
objectives.

Migration Readiness

A migration readiness assessment is a process of gaining insights of the ap-
plication’s strengths and weaknesses on the current platform and developing
a plan how to enhance the identified problems on the target platform. During
a migration readiness review, performance and cost-related metrics are of
utmost importance. By thoroughly analysing the application’s health data on
AWS, the development team can gain valuable insights into potential areas
for optimisation, ensuring a smooth and efficient migration process.

Performance metrics is a central detail when assessing an application’s mi-
gration readiness. Amazon CloudWatch is a popular tool for monitoring and
gathering performance metrics such as CPU and memory usage. Gathering
application performance metrics can give an understanding of the applica-
tion’s migration readiness.

Additionally, cost analysis is a central method for assessing application’s mi-
gration readiness on the source platform. This involves evaluating the costs
associated with each service on the source platform. Understanding these
costs can help the development team identify potential areas for cost savings
on the target platform. While high costs on the source platform may not ne-
cessitate immediate modifications, they offer insights into possible adjust-
ments needed on the target platform to optimise resource utilisation and re-
duce expenses.

In Addition to AWS Services, Azure Migrate offers features for planning cost
efficiency for the migration. Azure Migrate offers a similar automated discov-
ery tool for cost analysis as it does for infrastructure assessment. It provides
tools for estimating the cost of running workloads in Azure, helping organi-
sations to budget effectively and make informed decisions about their migra-
tion strategy. Additionally, Azure Migrate can generate detailed migration
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plans that outline the steps required to move each service to Azure, including
any necessary modifications or optimisations.

In conclusion, a thorough migration readiness assessment is crucial for iden-
tifying the strengths and weaknesses of applications on the current platform
and developing an effective plan for migration. For more information on the
tools and services used in migration readiness, please see Table 6 below.

Table 6, Migration Readiness Tools and Services

Step Tools and Services Description

Performance Metrics | Amazon CloudWatch Monitors  performance
metrics like CPU usage,
memory usage.

Cost Analysis AWS Cost Explorer Analyses the current cost

structure and identifies
opportunities for cost
savings.

AWS Budgets Monitors and manages
costs to understand the
financial impact of the
current environment.

Risk Management

Risk Management is a central topic in every migration phase. However, by
conducting actions to detect risk in earlier phases the probability of sudden
failures can be minimised. As covered earlier in the thesis the article [57]
have divided a sustainable cloud migration into four different dimensions:
Economic, Environmental, Social, and Technology. In the context of the fi-
nancial company, developer responsible for the migration, and the final
framework, only a few of these topics are central. Decisions on the cloud pro-
vider have already been done by others in the company, additionally the
whole migration process will likely be costly. However, these areas can be
affected during the migration by conducting proper performance analysis on
the application and detect possible issues and bottlenecks that can be solved
on the target platform. By enhancing the application’s performance both cost
and climate impact can be enhanced.

The focus when assessing risk management during the initial phase on social
and technological dimensions. The risks included in these dimensions arise
with poorly written software. A poorly scalable, maintainable with lacks in
security will phase technical issues that leads to poor performance and con-
sumer experience.
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Conclusion

In conclusion, the idea of the initial phase of the migration process is to gain
an understanding on which AWS services the application infrastructure is
built on, how well it is performing, and identifying possible risks the applica-
tion would have during a migration

A catalogue of the AWS services used by the application is a recommended
starting point, since the performance analysis and discussions will concen-
trate on the services the application utilises. A catalogue of the AWS infra-
structure should contain everything the application utilises like for examples
the virtual machines running in for example AWS EC2, storage and database
services like DynamoDB, S3 Buckets, Glacier Archives, networking compo-
nents such as VPCs, gateways, subnets, and VPN connection and lastly func-
tions, API Gateways and load balancers. Unfortunately, AWS does not pro-
vide any tools that can be utilised to generate a bird’s-eye view of tee archi-
tecture automatically. However, some other tools such as AWS X-Ray and
Azure Migrate can be utilised to help with the process. Although, the best
source for creating a clear picture of the infrastructure is an expert with ex-
perience with the cloud service to be migrated.

4.1.2 Blueprint Design Phase

The second phase of the migration process is the Blueprint Design Phase
where the main goal is to establish a detailed and actionable migration plan.
This involves creating a comprehensive, step-by-step plan for migrating the
application from AWS to Azure by leveraging the service maps, identified
risks, and assessed migration readiness from the Preparation and Concept
phase.

This plan should include a detailed mapping of existing AWS services to their
Azure counterparts, selected appropriate migration strategy, and a plan for
security, compliance, and rollback measures. To build a plan for the migra-
tion, the thesis divides the Blueprint Design Phase into three dimensions:
Service Mapping, Migration Strategy Selection, and Security, Compliance,
and Rollback Planning.

Service Mapping

The first dimension in Blueprint Design phase is service mapping the AWS
services with their counterparts on Azure. To execute a successful service
mapping between AWS and Azure a catalogue of utilised AWS services done
in the previous chapter is required. For instance, EC2 instances in AWS can
be mapped to Azure Virtual Machines, while AWS RDS databases might
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correspond to Azure SQL Database. Due to the limitations of the thesis, the
framework won’t be able to cover all the services AWS and Azure offers.

Insight from the interviews dictates that some of the popular services at the
financial company do not have an identical counterpart on Azure, such as
AWS Fargate in comparison to AKS, AWS Stepfunctions in comparison to
Azure Functions. The decision of the chosen service on the target platform
should be based on specific needs and requirements the solution should
solve, and not by an assumption that a similar service on the target platform
will solve the same issues. For instance, AWS Fargate is a different service
than AKS, and cannot be compared since they offer different solutions for
different purposes. Instead, a more similar service on Azure could be Azure
Container Apps, that is a lighter version of AKS, where the service lets the
user to deploy and scale applications without requiring access to cluster and
node controls. In the case of AWS StepFunctions, Azure functions is not the
equivalent service, and they should not be used to solve the same issues. In-
stead, Azure provides a service called Logic Apps that imitates the same func-
tionalities both in backend process logic as well as in developing workflows.

Since the thesis cannot cover every application and their counterpart, a rec-
ommended method is to study the different services and compare them to
the requirements set for the solution.

Microsoft tools and documentation is a recommended source to compare
AWS services to Azure alternatives. Comparing the AWS Service catalogue
generated with Azure Migrate and AWS X-Ray discovery and assessment
tools to AWS to Azure services comparison [61] will help connecting source
platform services to their counterparts on target platform. The article [61]
compares services that are roughly comparable. Every AWS service or Azure
will not likely be listed, nor does every tool have a feature-to-feature similar
service on the alternative platform.

Migration Strategy

Decision on Cloud-to-cloud migration strategy should be based on the results
from application assessment, migration readiness, and complexity. The de-
sired migration strategy should be one of the six strategies recommended by
Stephen Orban from AWS [27]. The spectrum of the six migration strategies
covers all the level of complexities and scenarios an ordinary application
managed by the financial company’s development team would need. For a
visual representation of the cloud migration strategy spectrum, please see
Figure 10 below.
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Figure 10, AWS 6R Migration Strategies

Based on the application assessment results, the migration team can identify
the number of changes required for the migration to Azure. In some cases,
the application might be obsolete, and can be deleted while rest of the infra-
structure is migrated. Or alternatively, the application might be ready for mi-
gration, but an external factor blocks the execution of cloud migration, and
the application must be retained on the source platform until further notice.
The last four methods are actual migration methods, where the application
will be moved to the target platform. The last four methods vary from an or-
dinary “lift-and-shift” where for instance a container-based application can
be migrated as it is. Consequently, a far more complex application utilising
AWS cloud native feature might require complete replatforming or refactor-
ing, where the cloud native services must be rebuilt on the target platform.

The migration will likely cause downtime for the application. Understanding
the requirements for acceptable downtime is crucial for the migration team,
and these should be clearly defined during the application assessment phase.
The decision on the appropriate migration strategy should be guided by dis-
aster recovery (DR) plans, recovery time objectives (RTO), and recovery
point objectives (RPO).

To manage and minimise the downtime effectively, the chosen migration
strategy can be tailored to specific needs. An application can be divided into
migration phases, where moving small parts of the application sequentially
will reduce the impact the migration has on its customers. Alternatively, an
application can also be set up to run in a hybrid cloud until the migration is
completed. These setups allow for a gradual transition and testing in the new
environment while maintaining operational continuity. However, these
methods are very costly and time consuming, since it requires to be managed
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on two separate cloud platforms simultaneously. Instead, a parallel run
would allow the migration team to duplicate the instance of the application
on the target platform (Azure) while the original remains operational on the
source platform (AWS). Once the application is migrated, tested and vali-
dated on the target environment, the switch can be made with minimal
downtime. Parallel run approach will potentially be more resource-intensive
and costly, but it ensures the highest level of availability and business conti-
nuity.

Security, Compliance, and Rollback Planning

Due to the strict financial regulations, having a robust security, compliance
and rollback plan for the migration is a central topic. Not only does it ensure
that the solutions on the target platform meets requirements set by regula-
tions, but additionally guides the developer and validates the correctness of
the final version on the target platform. Additionally, having clear rules,
standards, and ways of working will enable the developers to work fast, and
confirm that correct features are developed with appropriate tools.

Microsoft Azure provides various tools to enhance security that can be uti-
lised to implement a comprehensive identity and access management and
data protection strategies. Tools like Azure Security Center can be utilised to
assess the state of security, get recommendations, and protect against exter-
nal threats. Other tools such as Azure Active Directory (Microsoft Entra ID)
can be used to restrict access for only authorized users to specific resources,
and Azure Key Vault to store and protect sensitive data such as keys, secrets,
and certificates.

Ensuring compliance with industry standards and regulations is critical for
financial organisations. Azure provides tools such as Azure Compliance Man-
ager and Azure policy to manage and enforce compliance. Compliance re-
quirements can be set up in Azure with tools like Azure Compliance Manager,
that provides solutions to assess and monitor compliances with regulatory
requirements. Azure Compliance Manager offers also built-in assessments
for various regulations such as GDPR (General Data Protection Regulation),
HIPAA (Health Insurance Portability and Accountability Act) and ISO stand-
ards (International Organisation for Standardization standards). In Addi-
tion, Azure Policy can be utilised to create, assign, and manage policies to
enforce customised organisational standards and ensure that resources are
compliant with the requirements.

Depending on the application complexity, cloud migration can be very time
consuming. What we learned from Waze cloud migration case study was that
arobust rollback strategy will help the developers to migrate and add features
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to target platform at a fast pace without worrying about breaking the appli-
cation. This let the migration team at Waze to migrate their whole infrastruc-
ture with 80 million consumers from AWS to hybrid cloud environment uti-
lising both AWS and GCP in only two months. The financial group will not be
able to migrate all the AWS services to Azure in only two months, regardless
how much resources would be put into it due to European and Finnish fi-
nance regulations. However, having a robust rollback strategy including
backups, pipeline testing, testing rollback procedures, version control and
establishing a timeline for a rollback execution will make the migration pro-
cess both more secure as well more comfortable for the developers. In the
end this will make the migration process faster and save both time and ex-
penses.

In conclusion, the main objective in the second phase of the migration pro-
cess, the Blueprint Design Phase is to ensure and create a structured and ex-
ecutable plan for migrating application from AWS to Azure. The phase in-
volves mapping AWS services with their Azure counterparts, selecting appro-
priate migration strategy based on the application complexity, downtime re-
quirements, and migration resources, and creating a plan for security, com-
pliance, and rollback. By utilising Azure tools this chapter covers, the migra-
tion team can ensure that the application utilises the right Azure services,
meets the set requirements, and is migrated efficiently and securely with
minimal downtime. For a summarising table of the tools and services covered
in the Blueprint Design Phase, please refer to Table 7 below.

Table 7, Blueprint Design Phase Tools and Services
Step Tools And Services Description

Security Measures

Azure Security Center,
Azure AD, Azure Key
Vault

Implements identity and
access management, net-
work security, and data

protection.
Compliance Require- | Azure Compliance Man- | Ensures adherence to in-
ments ager, Azure Policy. dustry standards and reg-
ulations.

Rollback Planning

Backups, Pipeline Test-
ing, Testing Rollback
Procedures, Version Con-
trol, Timeline for Roll-
back Execution.

Develops a robust strat-
egy to quickly recover
from migration issues.

4.1.3 Execution and Transition Phase

The Execution and Transition Phase is the third phase in the migration pro-
cess. The primary objective is to execute the migration plan effectively,
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ensuring data integrity and minimal disruption. This phase involves setting
up the target environment, and executing data, database and application mi-
gration. Additionally, this chapter covers the right methods and tools to con-
duct thorough testing and validation to ensure that the application is per-
forming on a required level on the target platform. The phase is divided into
four dimensions: Infrastructure Setup, Data Migration, Database Migration,
and Application Migration.

Infrastructure setup

Setting up the Azure infrastructure should be the first step in the process.
This involves configuring virtual networks, storage accounts, and necessary
compute resources. Properly set up infrastructure ensures that the target en-
vironment is prepared to host the migrated application and data. The target
platform should reflect the design and planning done in earlier phases, en-
suring all configurations meet the requirements identified during the assess-
ment phase. By utilising results from assessment tools covered earlier, the
target platform’s infrastructure can be configured to reflect similar structure
as on the source platform. Central activities to setup the infrastructure in-
clude creating Azure Virtual Networks, setting up Azure Storage accounts,
and configuring Azure Virtual Machines to match the configurations on the
source platform.

Database Migration

Firstly, the data and database migration is generally divided into online and
offline migrations. Online migration maintains a continuous connection be-
tween source and the target database allowing a real-time transfer. Online
migration minimises the downtime and ensures data consistency but will
have an impact on the database performance. This approach is suitable for
smaller databases that can withstand higher traffic and require minimal
downtime. Offline migration involves extraction of the data files from source
database to flat files and uploading them to target cloud platform. This ap-
proach is ideal for larger dataset since the migration process separates the
extraction and loading processes from each other and allows for flexible
scheduling for example during off-peak hours. Offline data migration tends
to generally take longer time and more careful data planning to ensure con-
sistency. The migration team in the financial company must evaluate their
database migration requirements, such as uptime, performance importance,
time, and resources to make the decision between offline and online migra-
tion.

Secondly, database migration consists of database schema migration, which
involves transferring database tables, indexes, and view to target cloud
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platform. To avoid error during the schema migration the most essential part
is to ensure schema completeness on the source platform. More complex ap-
plications tend to often utilise multiple schemas and databases, which may
have their interdependencies. These dependencies must be carefully man-
aged and identified before executing the migration process to prevent sudden
errors during the migration. AWS provides tools like the AWS Schema Con-
version Tool (AWS SCT) that can be utilised to ensure schema completeness
and identify any issues on the source platform (AWS) that need to be ad-
dressed before migration.

Thirdly, the database on the source platform might utilise default values and
system functions. A function like CURRENT TIMESTAMP in AWS might not
have an exact counterpart on the target platform Azure. The article [29] from
2011 states that automated migration tools are not able to solve default val-
ues, although migration tools have likely been improved during the past thir-
teen years, Azure migration tools don’t mention any details about this. By
identifying and adjusting the values and functions on the target platform the
migration team can ensure a smooth and efficient database migration.

Fourthly, databases like Amazon Aurora and Amazon RDS on the source
platform might utilise clustered indexes to optimise database performance.
Clustered indexes align the data storage with logical order, improving data
retrieval performance. In order to migrate clustered indexes to Azure, a de-
tailed report of clustered indexes on the AWS account can be generated with
AWS Schema Conversion Tool (AWS SCT), which can be recreated in Azure
with Azure SQL Server Management Studio or Transact-SQL (T—SQL)
scripts. [61][62]

Lastly, bigger databases (>2TB) are often partitioned into smaller segments,
which improves the database management and performance. However, the
partition configurations are often not migrated automatically with migration
tools. For the migration team, it is crucial to review and configure the source
platform specific configurations on the target platform once the migration is
executed.

Data Migration

Data migration involves the process of transferring the actual application
data to the target platform. After the initial database migration is done, data
migration can be utilised to validate the database schema migration. By uti-
lising automated tools like Azure Data Factory to migrate AWS S3 bucket to
Azure storage [63] or Azure Data Box to migrate offline data [64].
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To avoid the common data migration challenges such as narrow migration
window and limited system resources, the migration team can utilise the fol-
lowing methodologies [29]. Methods like parallel data extraction from source
database and parallel uploading to target database, multithreaded processes
for data loading, and avoiding index maintenance during data loading can be
utilised to make the data migration process more efficient.

Such as databases, data can be migrated both through offline and online mi-
gration. The migration team must evaluate which method suits their require-
ments. Generally, online migration is recommended, since the process is
mostly automated and quicker. Offline migrations can be optimal for larger
data sets, since the migration can be scheduled during off-peak hours to min-
imise the impact on both source and target system.

Application Migration

Migrating the application itself from AWS to Azures might be the most com-
plex phase in the cloud migration process. Application complexity and mi-
gration readiness varies vastly depending on the application infrastructure
on the source cloud platform. The assessment phase should have provided
enough information for the migration team how they should proceed with
the migration, and which strategy they should follow.

The migration strategies are divided into six different processes, depending
on the application requirements [figure 8]. The two least migration effort re-
quiring strategies Retire and Retain won’t be covered, since that either means
that the application is going to be deprecated, or the migration is decided to
be executed later. However, the four other migration strategies, Repurchase,
Rehost, Refactor, and Rebuild are central migration strategies in the frame-
work.

Repurchase involves replacing the current application on source cloud plat-
form with a commercially available software product. This strategy is suitable
for applications where instead of migrating and maintaining the application
an external solution would be more cost-effective and time efficient. Example
of an application could be a custom-made email service, which could be re-
placed with Azure Email Communication Service. Or alternatively switching
a custom-made CRM solution to Microsoft Dynamics 365.

Rehost or “lift-and-shift” involves moving the application as it is. Rehost
strategy is most suitable for container-based applications that can be mi-
grated as they are without needing to refactor any cloud native services. How-
ever, the migration process will require investments in configuring the target
environment to match the source environment as much as possible. Insight
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from the interview shows that there is uncertainty in which container man-
ager service should be utilised. A popular tool in the financial company’s
AWS infrastructure has been AWS Fargate, and the best match to it would be
Azure Container Apps. Azure Container Apps provides a low-maintenance
and scalable environment to deploy and run container-based applications. In
case more control of the containers is required, AKS provides a more complex
container orchestration tool to manage and scale individual nodes in envi-
ronment.

Replatform involves minimal changes to the application to fit to the Azure
environment. This strategy suits best for application that are utilising some
cloud native services that cannot be migrated automatically, but instead will
require some manual implementation on the target platform. Based on find-
ings in the discovery and assessment phase, alternative application on the
target platform can be mapped with the used ones on source platform.

Refactor being the most intensive and migration effort-requiring strategy, in-
volves a complete redevelopment of the application. This strategy is suitable
when the application cannot be efficiently migrated using the other methods
or when significant improvements and optimisation requirements were de-
tected in the Discovery and Assessment phase. Rebuilding the application
will allow to take full advantage of Azure’s cloud native capabilities, ensuring
that the application is utilising best tools and services for performance, scala-
bility, and security from ground up.

4.1.4 Post-Migration and Optimisation Phase

The Post-Migration and Optimisation phase’s main goal is to ensure that the
migrated application operates smoothly and efficiently in the new environ-
ment. This phase involves validating the migration’s success, monitoring per-
formance, and continuously optimising the environment. The post migration
optimisation effort will not end after a specific task, but instead continue as
long as the application is being developed and has consumers. In this chapter
the thesis will cover methodologies and tools a migration team should follow
to meet organisational and stakeholder requirements set for the application.

Testing and Validation

Testing and validation are integral to confirming that the migrated applica-
tions meet all requirements and standards. This involves conducting com-
prehensive tests such as functionality testing to verify that all the application
features and functionalities work correctly in the target environment, perfor-
mance testing to confirm that the application scales according to application
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traffic, and security testing to validate that the migrated environment meets
all the security requirements and identifies any vulnerabilities.

There are different alternatives how to execute validation testing in Azure.
The framework recommends implementing automated functionality testing
in CI/CD pipelines for example in the format of unit testing. By integrating
functional tests into CI/CD pipelines, each feature can be automatically
tested as code is moved through different stages of development, ensuring
early detection of issues and maintaining consistent functionality. As in the
article [30] the authors emphasise the importance structured test framework
to manage complex cloud migration. The deployment process becomes more
secure and efficient by having a clear step for verifying that all the application
functionalities are working as they should. Additionally, tools like Postman
and Selenium can be utilised for API and user interface testing. With Post-
man the development team will be able to create and execute API tests to
verify that the application services communicate successfully with each
other, while Selenium can simulate user interactions to ensure the front-end
functionality is preserved.

One of the cloud computing’s advantages is the application’s ability to scale
horizontally, dynamically adjusting when the application is facing high traf-
fic. Conversely, the application should scale down during off-peak hours, for
instance during nights when the application does not have that many active
users. This creates a situation where the application can maintain high per-
formance a good user experience, even when the application would be facing
more traffic, as well as scale down to save energy and costs when needed.
Contrary to the belief that performance testing is unnecessary for cloud-na-
tive applications due to their inherent scalability, systematic performance
testing remains essential. The study [32] emphasises the importance of thor-
ough experimentation to eliminate bottlenecks unrelated to the server being
tested, thereby accurately determining the cloud platform's true performance
impact. Cloud solutions are often composed of both cloud-native compo-
nents and customised elements, which may bottleneck under high loads.
Performance testing validates the application’s ability to perform in various
conditions.

Azure offers various tools for performance testing such as Azure Load Test-
ing. Firstly, with Azure Load Testing the migration team can simulate a high
number of users accessing the application to test its performance under peak
load conditions. Secondly, Azure Load testing offers tools for stress testing,
which can be utilised to push the application beyond its normal operational
capacity to see how it handles extreme conditions and identify possible
breaking points. Thirdly, Azure Load Testing support endurance testing,
which can be used to run test over an extended period to ensure the
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application can handle sustained usage without performance issues.
Fourthly, Azure Load Testing can be utilised to run spike tests that simulates
sudden increases in load to observe how the application handles abrupt traf-
fic changes. [65]

Security testing is a very central field of software testing, especially in the
financial industry. Article [57] divided sustainable cloud migration into 4 di-
mensions, where technology dimension contains security aspect. However,
as the author states as well [57] security flaws will have not only an impact
on the technological performance of the application, but as well an impact on
the social dimension. Data leaks and application disturbance creates a bad
reputation for the application and the company managing it, which can be
costly. One of the fundamental features of cloud platforms is their inherent
security and the fact that consumers do not need to manage the underlying
infrastructure. However, entrusting a cloud provider with full access to your
applications means that the development team must rely on the platform's
security measures.

The article [56] emphasises the importance of vulnerability assessment and
security Shift Left approach when migrating to a new cloud platform. Azure
provides various tools and services to conduct thorough security testing. For
instance, vulnerability assessment can be conducted with a tool like Azure
Security Center, which identifies and addresses security weaknesses the ap-
plication has in the new environment as well as provides recommendations
how mitigate the security issues. Additionally, adopting the security Shift Left
approach to development cycle, for instance by integrating Static Application
Security Testing (SAST) with tool like SonarQube into CI/CD pipelines, the
tool will analyse the code for vulnerabilities during the build process. By im-
plementing automated testing into the deployment pipeline, developers can
be ensured that their application can move forward to production.

Performance Monitoring

After the initial migration, validation, and testing are completed, continuous
performance monitoring is necessary to maintain optimal performance. User
preferences or user amount might change, or possibly flaws in dependencies
might create performance issues that needs actions taken. Performance mon-
itoring’s main task is to follow the application’s health after the application
is deployed to detect anomalies in for example response times, error rates,
and resource utilisation.

Azure Monitor provides a variety of tools, services and a dashboard to track,
manage, and detect performance issues and manage resources. With com-
prehensive Azure Monitor utilisation, the migration team will be able to
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identify and address issues before they impact end-user. Additionally, Appli-
cation Insights, which is a part of Azure Monitor, provides deep insight into
application performance and user activity, that helps assessing application
health, but as well identify possible user patterns and possible scenarios
where user exit the application. In addition to performance and user track-
ing, Azure Monitor can track resource utilisation metrics such as CPU (cen-
tral processing unit), memory, and disk usage. By monitoring these metrics,
the migration team can adjust their resource allocation dynamically to meet
the demand, thereby optimising costs and performance. In addition to Azure
Monitor, Azure Cost Management and Azure Advisor can be used to gather
recommendation on cost optimisation and resource management.

The reason why performance and resource utilisation statistic are gathered
is to enable the migration team to make proactive issue resolution. For in-
stance, a critical response time can have a predefined threshold, which wen
exceeded triggers a notification. This can be used to either alert developers
about possible bottlenecks or either trigger the application to scale up re-
sources or restart service. The main goal being that the system notices a per-
formance issue in the application, triggers a notification, and automatically
tries to mitigate the issue immediately.

To implement effective performance monitoring, it is essential to set up and
configure monitoring tools according to key performance indicators (KPIs),
setting required threshold alert, and establish automated actions for com-
mon issues. Azure Monitor configurations should be regularly reviewed and
adjusted to match the required configurations as the application and its us-
age evolves.

Optimisation

The cloud application should be continually optimised and improved based
on the findings from Performance Monitoring. Optimising the application
will ensure that the application performance will continue to improve while
possibly reducing costs. Key optimisation strategies include auto-scaling,
cost management, and performance tuning.

Auto-scaling is a fundamental methodology in cloud application optimisa-
tion. With properly configured auto-scaling the application will be able to ad-
just resources based on real-time demand. Azure provides various auto-scale
capabilities through services like Azure Virtual Machine Scale Sets [66] and
Azure App services [67]. These tools can automatically increase or decrease
the number of running instances in response to the application’s load and
ensure that resources are used efficiently.
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One of the common problems when migration to a new cloud platform is
managing costs [57]. Regularly reviewing and optimising resource usage is
essential for maintaining low cost on a cloud platform. Azure Cost Manage-
ment and Billing tools provide comprehensive insights into spending pat-
terns and potential savings opportunities. Azure Cost Management and Bill-
ing can also provide saving plans which can recommend new payment meth-
ods for Azure services that are consistently utilised to save costs. Addition-
ally, Azure can be set to trigger budget alerts if predefined threshold has been
exceeded to help forecast costs and ensure that spending is kept within the
required limits. All these tools combined will help the migration team to op-
timise their application on the new cloud platform, although there are several
other cost management features in Azure this thesis does not cover.

Lastly, Performance tuning involves fine-tuning application configurations
to enhance overall performance. Based on results from performance moni-
toring migration team can identify possible areas of improvement to enhance
application performance and cost efficiency. For instance, using Azure AQL
Database’s built-in performance tuning features, such as automatic indexing
and query performance insights, the migration team can significantly en-
hance the database’s performance. Additionally, utilising Azure Cache for
Redis can be utilised to reduce the load on databases and improve application
response time by caching frequently accessed data.

In conclusion, having a structured approach how to verify migration success-
fulness, monitor performance, and optimise cloud applications is a central
part of cloud migration process. By implementing the covered optimisation
strategies, such as verifying and test application functionalities in automated
CI/CD pipelines, setting up monitoring and alert systems, regularly review-
ing performance data and configurations, and making adjustment based on
the reviewed insights will improve both the application’s performance and
reduce costs. For a summary of the tools and services covered in the Post-
Migration and Optimisation Phase, please refer to Table 8.

Table 8, Post-Migration and Optimisation Phase Tools and Services

Step Tools and Services Description

Testing and Valida- | Automated Functional | Ensuring that the mi-

tion Testing, Performance | grated applications meet

Testing, Security Testing | all requirements and

standards.

Performance Moni- | Azure Monitor, Applica- | Continuously  tracking

toring tion Insight performance metric to
identify and address is-
sues.
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Optimisation Auto-Scaling, Azure Cost | Improving efficiency and
Management, Perfor- | reducing costs by lever-
mance Tuning aging Azure’s capabilities

4.2 Evaluation of the Framework

The four-step cloud-to-cloud migration framework covers the cloud migra-
tion lifecycle spectrum from the beginning to end in a well-structured way by
using a cloud migration structure and recommended tools in the industry. A
developer at the financial company should be able to efficiently, securely and
effectively be able to migrate the AWS application to Azure by following this
framework regardless the application’s complexity.

The findings from the literature review are used in a broad setting to cover
all the different phases of cloud migration and common problems in the in-
dustry. The thesis focuses specially on the issues raised in the interviews
which can be seen in Table 4. Firstly, by providing a structure step-by-step
guide for cloud-to-cloud migration, the framework offers a solution to the
anticipated problems of missing a clear migration strategy. Secondly, by dis-
proving the issue of not finding AWS service counterparts on Azure solves a
central issue the cloud experts in the company had. Most if not all AWS ser-
vices have a counterpart on Azure. Reason why this was raised in the inter-
view was likely due to the limited research done by the interviewees on cloud-
to-cloud migration. Thirdly, technical challenges such as container manage-
ment and downtime management during migration were solved by providing
the right Azure tools and methodologies how these issues should be miti-
gated. Fourthly, establishing a knowledge sharing platform is not directly a
problem that is solved in the framework, although possible solutions are dis-
cussed in chapter 5.1. Future Research. Lastly, the framework discusses the
challenges in managing costs and new deployments during post-migration.
The framework includes guidance on post-migration activities, such as set-
ting up performance monitoring, managing resources, and evaluating perfor-
mance. Additionally, it provides key metric and methodologies for assessing
migration successfulness and continuously improve efficiency in the new
cloud platform.

Since the thesis studies a broad subject, some gaps in study are inevitable.
The framework provides a well-structured starting point for the financial
company, but requires future enhancements, as well as an experienced cloud
developer to execute the migration. Due to the material restrictions of the
financial company’s resources, the framework is solely basing the final prod-
uct on insights from the industry case studies, migration instructions, cloud
provider’s documentation, and stakeholder interviews. This leaves gaps in
how the framework should be fused into the company’s cloud migration
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strategy, and with what company specific tools the cloud-to-cloud migration
should be implemented with.

Future work at the company should include careful planning on how the
framework can be included into the company’s cloud migration strategy, de-
cide what role it has in it, and how the learnings from migration should be
spread across the company. Generally, in the field of cloud computing, the
next steps for improving the framework should include more specific details
on how Azure environment should be set up, how IaC (Infrastructure as a
Code) tools such as Azure ARM templates and CI/CD pipelines should be im-
plemented and managed, and examples how cloud application should be im-
plemented in Azure to create a more complete instruction how cloud migra-
tion should be managed. However, many of these technological gaps in the
framework will most likely be solved by other internal teams within the com-
pany. As for instance a centralised CI/CD deployment pipeline is likely being
developed by dedicated team, so the teams executing the migration can focus
on developing new features on Microsoft Azure.

4.3 Conclusion

The cloud-to-cloud migration framework developed in this thesis provides a
complete guide for migrating application and services from AWS to Azure
based on the company insight and findings from the industry. The framework
addresses the company specific challenges raised in the interviews, while
keeping the solutions in line with organisational goals and requirements. The
final product provides a cloud-to-cloud migration guide for financial com-
pany’s cloud developers ensuring a structured and efficient transition while
maintaining business continuity, data integrity, and optimal performance.

The framework is divided into four distinct phases — Preparation and Con-
cept, Blueprint Design, Execution and Transition, and Post-Migration and
Optimisation. Each phase covers detailed steps and best practises for each its
specific needs, such as dependency mapping, migration strategy selection,
and testing methodologies. Additionally, the framework showcases cloud na-
tive tools such as AWS X-Ray, Azure Migrate, and Azure Monitor that can be
utilised to ensure a robust and secure migration process.

The framework emphasises the importance of thorough planning, continu-
ous monitoring, and optimisation, which are crucial for successful cloud mi-
gration. Additionally, the framework highlights the need for ongoing adapta-
tion and fine-tuning to meet changing business needs and technological ad-
vancements. This approach covers the whole cloud-to-cloud migration lifecy-
cle spectrum from source platform discovery methods to post-migration
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optimisation, which can serve as a valuable reference for other organisations
facing similar cloud-to-cloud migration challenges.
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5. Summary

The thesis presents a framework for cloud-to-cloud migrations, especially fo-
cusing on transitioning cloud applications and services from AWS to Mi-
crosoft Azure within a Finnish financial company. The study covers gaps that
the academic literature and documentation provided by the cloud vendors
has, which often tend to focus on migrations from on-premises infrastructure
to cloud platforms. The solution this thesis provides covers various cloud mi-
gration strategies, tools, and methodologies to solve common issues often
faced during cloud migrations, such as application compatibility, data integ-
rity, compliance, and security standards.

The developed framework is divided into four phase which are:

1. Preparation and Concept, during which groundwork for the up-
coming cloud migration is done. This involves processes such as as-
sessing current environment, risk management, and setting clear
goals for the migration.

2. Blueprint Design, which involves creating a migration plan, map-
ping used AWS services to their Azure counterparts, and addressing
security and compliance measures.

3. Execution and Transition, during which the migration itself is ex-
ecuted, ensuring that databases, data, and application are transferred
efficiently and securely.

4. Post-Migration and Optimisation, which focuses on ongoing
monitoring and optimisation after the initial migration is executed.
This phase provides tools and methodologies for maintaining applica-
tion performance and adapt to changing requirements.

5.1 Future Research

The framework focuses on structured planning, continuous monitoring, and
adaption, which supports the migration team during the complex and dy-
namic cloud migration. The framework functions as a practical guide for de-
velopers in the financial company, and possibly even external developers and
teams facing similar issues, ensuring a smooth and secure transition while
maintaining business continuity. The study covers the importance of tailored
migration strategies, since cloud solutions tend to vary in complexity and
cloud nativity level due to the different organisational requirements and de-
veloper preferences.
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Due to the broad scope cloud migration contains and the limitation a mas-
ter’s thesis has, there are inevitable gaps and improvements in the frame-
work. The solution provided in the thesis offers a general cloud-to-cloud mi-
gration process but is missing concrete examples for instance how Microsoft
Azure infrastructure should be set up. In a larger company e.g. the financial
company this thesis studies, network, deployment pipelines, and infrastruc-
ture related challenges are solved and implemented by independent teams.
Due to this, a cloud developer’s responsibility is limited to only manage and
migrate the application to target platform according to the company’s tech-
nical documentation. The thesis is concentrating on the singular developer’s
or team’s challenges they’ll likely face, and not solve altogether all cloud-to-
cloud related issues. Future research should focus on integrating more spe-
cific tools, methodologies, and example studies, particularly for the setup and
optimisation of Azure environments. Additionally, developing a more de-
tailed approach for CI/CD pipeline implementation and performance opti-
misation in Azure could further enhance the framework. As cloud technology
evolves, continuous updates and refinements to the framework will be nec-
essary to maintain its relevance and applicability.

In the context of the financial company, the next step would be to discuss
how and when the cloud-to-cloud migration framework would be imple-
mented into the company’s cloud strategy. The framework should be en-
hanced with demo sessions and possible pilot tests, to achieve a greater un-
derstanding of the framework’s strengths and weaknesses. Additionally, a
central topic raised in the interviews was the need for knowledge sharing
platform to discuss experiences and recommendations for cloud-to-cloud
migration. The framework does not provide any direct solution how a
knowledge-sharing platform should be created. However, the company has
had similar “guilds” for other projects requiring a feedback platform among
colleagues. Establishing a cloud-migration guild could be an effective way to
facilitate discussions, share insights, and disseminate experiences with cloud
migration and cloud-to-cloud migration processes and tools.

Overall, this thesis and framework offers valuable insights and practical tools
for organisations undertaking cloud-to-cloud migration. While focusing on
the challenges and requirements in financial company, the same methodolo-
gies and tools can widely be used across different companies and industries
facing a similar task.
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Appendices

Interview Questions
1. Expectations and Preparations

- Can you outline any preparations or adjustments your team has
started making or plans to make in anticipation of the migration? (Az-
ure certs?)

- What resources or knowledge do you believe are essential for a smooth
transition?

2. Technical Challenges and Solutions

- What technical challenges do you anticipate in migrating applications
from AWS to Azure?

- Have you identified any specific AWS services or features that might
not have direct equivalents in Azure? How do you plan to address
these discrepancies?

- What tools, if any, have you considered or used to facilitate cloud ser-
vice migrations?

3. Support and Resources

- What kind of support and resources would you find most valuable dur-
ing a platform migration?

- Arethere any gaps in knowledge or resources that, if filled, could make
the migration easier or more efficient?

- In considering the migration process for your application from AWS
to Azure, what specific challenges or needs do you hope this frame-
work will address for you?

4. Post-Migration

- Once the migration is complete, what are your biggest concerns re-
garding the adaptation to Azure?

- How do you plan to measure the success of the migration for your ap-
plications?

- What kind of ongoing support or resources would be helpful to ensure
smooth operations and development on Azure?
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Interview Participant Invitation Message

Seeking Volunteers for Cloud Migration Interview
Hello Developers,

I'm conducting interviews for my master’s thesis "Framework for Seamless
Cloud Service Migration: A Developer and Software Perspective," aiming to
gather insights that will help me craft a comprehensive migration framework.

I'm looking for five to ten developers and tech leads who are (or have been)
directly involved in developing, implementing, or maintaining applications
on AWS that are facing migration to Azure over the next six years. Your in-
sights will be valuable in identifying expectations, challenges, solutions, and
the kind of support needed for this transition.

If you're willing to share your experiences and contribute to this initiative,
please respond to this message, or reach out directly. The interview will take
approximately 30 minutes, and your participation will be central in shaping
our cloud-to-cloud migration strategy.

The thesis is a collaboration between Aalto University and *confident*.
Thank you for considering this opportunity.

Best,

Roope Paajanen

* Company name hidden

104



