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Log management is a process that allows the collection, processing, storage, and
analysis of log files generated by various applications and systems. Maintain-
ing system security, performance, and reliability has become increasingly impor-
tant. However, logging and the infrastructure supporting it are still in their
early stages of development compared to log analysis. Furthermore, the existing
infrastructure-related resources are becoming outdated and need to be updated
to ensure the current applicability of the employed methods and technologies.

This thesis investigates the methods and technologies employed by log manage-
ment systems suitable for near real-time fault analysis. It presents a methodology
used for selecting log management systems for an in-depth review and provides
insights into the methods and technologies employed for log shipping, storage
and archival. A technical documentation review approach of the available log
management systems on the market was conducted to achieve the objectives.

The results show that the most commonly used shipping technologies were cus-
tom agents, Fluent-based and FElastic-based shippers, creating a shift towards
guaranteed delivery. In addition, the thesis found that JSON and Regex were
the most supported parsing methods. Popular log storage systems are built with
object storage or search engines, all supporting replication, which is critical for
high-uptime systems. All assessed systems employed time-based data retention
methods, and object storage with a two-tiered approach was the preferred struc-
ture for archiving data. The thesis provides practitioners and researchers with
a resource for understanding and creating more robust and efficient log manage-
ment systems.
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Logghantering &r en process som mojliggér insamling, bearbetning, lagring och
analys av loggfiler skapade av olika applikationer och system. Logghanterings-
ystem kan anvéndas for manga olika syften som systemsékerhet, prestanda och
palitlighet. Loggning och den stodjande infrastrukturen ér dock i ett tidigt utveck-
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anvandbarhet av de metoder och teknologier som presenterats.

Denna avhandling undersoker de metoder och teknologier som anvénds av logg-
hanteringsystem lampade for néastan realtidsfelanalys. Avhandlingen presenterar
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loggséndning, lagring och arkivering. Dessa mal av avhandlingen uppnaddes ge-
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metoder och objektlagring med tva nivaer for dataarkivering. Avhandlingen ger
forskare och praktiker en resurs for att forsta och skapa mer effektiva logghan-
terinssystem.
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Chapter 1

Introduction

Modern software systems are essential to our daily lives, and even brief pe-
riods of system downtime may result in significant economic repercussions.
Log management systems are employed as a means of mitigating system
outages. These systems are designed to collect, process, and store log files
generated by various applications and systems so that they may be analysed.
As modern systems can produce enormous volumes of log files, it is essen-
tial for effective system management to process, store, and analyse the data
adequately. In addition, log data serves various purposes, including trou-
bleshooting, security, and audit, which are crucial to ensuring that systems
are functioning properly.

System debugging has historically been done by manual human review
of individual log files. However, the volume of log files being generated far
exceeds the scope of manual analysis, making automation the only practi-
cal solution to this problem. Using log management systems to gather log
files from distributed systems has become more common and efficient. How-
ever, organisations continue to explore solutions and techniques to effectively
manage vast data streams in response to the ever-increasing data growth.

According to Candido et al.’s study from 2021 on log-based software mon-
itoring [36], the log analysis field is well-established. However, logging and
the infrastructure supporting it are still in their early stages of development.
This could be attributed to the lack of research demonstrating the methods
and technologies utilised in log management systems. Furthermore, the exist-
ing infrastructure-related resources are becoming outdated and could benefit
from updates to ensure the continued applicability of the employed methods
and technologies.

This thesis aims to investigate the methods and technologies employed by
log management systems suitable for near real-time fault analysis as it is the
most common use case according to a study conducted in 2019 [57]. There-
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fore, this thesis compares log management systems suitable for this purpose.
In addition, the thesis focuses on exploring the infrastructure methods and
technologies utilised in log management systems, emphasising log shipping
and storage. The goal is to compare the different approaches used by modern
commercial off-the-shelf (COTS) log management systems.

1.1 Problem statement

This thesis investigates the methods and technologies utilized in shipping
and storage log management components. As noted, research on logging in-
frastructure is limited and prior works are relatively old. This thesis aims to
rectify this issue by shedding light on log shipping and storage methods and
technologies utilized by modern log management systems. The main goal
is to compare the methods and technologies employed in existing log man-
agement systems to provide insights to practitioners and researchers. By
studying these components, this thesis intends to increase the understanding
of log management systems, the development of custom solutions, aid in sys-
tem selection decisions, and facilitate further research on the components. It
is important to note that this study focuses solely on identifying and describ-
ing the utilized methods and technologies and does not involve performance
comparisons or other numerical metrics.
The two main research questions the thesis investigates are as follows:

e RQ 1: What are some of the more popular methods and technologies
used for shipping and storage in log management systems?

e RQ 2: Which of the discovered methods and technologies are suitable
for near real-time fault analysis log management systems?

This thesis analyses log management systems selected by an inclusion
criteria selection method presented in more detail in section 3.4. In addition,
the log management systems chosen undergo an in-depth review of their
technical documentation, explained in further detail in section 3.5.

1.2 Structure of the Thesis

The rest of the thesis is structured as follows. Chapter 2 of this thesis gives
a general description of log management systems, including the components
the systems are built from, the challenges, and related work conducted in
the field. Chapter 3 describes the methodology employed in this thesis to
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find and review log management systems. Chapter 4 describes the imple-
mentation of the thesis methodology and the results of the in-depth review.
The chapter covers the selection and elimination process for log management
system candidates and analyses the methods and technologies employed by
the selected log management systems. Chapter 5 analyzes and reflects on
the methodology used in the thesis along with the findings of the thesis and
considers possible future work. Chapter 6, the final chapter of the thesis,
offers a conclusion.



Chapter 2

Background

This chapter provides an overview of the background information on log-
ging and log management systems. Section 2.1.1 explains what log files are
and their significance in software systems. Section 2.2 covers the different
components of log management systems, challenges, and overall architecture.
Section 2.3 is an overview of the previous research and material in the log
management field before this thesis.

2.1 Logging

2.1.1 What is a log?

The National Institute of Standards and Technology (NIST) defines a log as
follows:

"A log is a record of the events occurring within an organization’s systems
and networks. Logs are composed of log entries; each entry contains informa-
tion related to a specific event that has occurred within a system or network.
Many logs within an organization contain records related to computer secu-
rity. These computer security logs are generated by many sources, including
security software, such as antivirus software, firewalls, and intrusion detec-
tion and prevention systems; operating systems on servers, workstations, and
networking equipment; and applications.” [45]

In essence, log files record what events have happened and when [46].
Due to the plethora of log types and their varied purposes, there is still no
single definition of what a log file typically contains. Log files may contain
a diverse range of information, including, but not limited to, operational
details, authorization records, and debugging messages. Commonly found
attributes in log files are presented in table 2.1 [38]. However, logs can

10
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contain much more information than what is presented in table 2.1, like
IP addresses, Process/Thread IDs, or other metadata. Generally, a log file
depends heavily on the specific system that creates it. What is recorded
in the log is ultimately decided by the system generating it as well as the
programmer who designed the logging system.

Attribute Description

Timestamp The time and date when a particular event happened

Severity level A classification that defines the potential impact of
an event (e.g. Info, Debug, Warning, Error, Alert)

Source The identifier of the entity that generated the log file

Message The text description of the event itself

Table 2.1: Common log file data attributes

While a software system is running, logs are generated automatically.
Whenever an event occurs in the system, the logging system creates a log
entry with predefined information that needs to be tracked. These logs come
in different types and formats, with their content and level of detail varying
depending on the specific requirements and configurations of the system.
Several types of log files are commonly used in I'T systems, including:

e Application logs: Application logs record events and messages cre-
ated inside a software program. These logs contain info about events,
errors, and warnings.

e System logs: System logs record operating system events and mes-
sages. These logs contain starting messages, errors, warnings, and un-
expected shutdowns.

e Security logs: Security logs record details regarding security-related
events. These logs typically contain information about logins/logouts,
access attempts, and other actions that might compromise security.

e Network logs: Network logs record events and operations regarding
network activities. These logs contain information on, e.g. network
connections, data transfers, and problems related to networking.

e Web server logs: Web server logs are produced by web servers and
record activities related to them. These logs typically contain informa-
tion to determine who, when, and how a server is used.

e Transaction logs: Transaction logs record the history of the changes
made to a system. These logs enable the system to execute a roll-back
operation, which involves reversing the steps executed so far.
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e Audit logs: Audit logs record changes made to a system. These logs
usually contain details about the time, the responsible entity who made
the change, and the impacted entity.

2.1.1.1 Log file standards and severity levels

Although many log file formats contain similar data, their diversity indicates
that they can be used for a variety of purposes. The lack of a uniform format
for log messages is one of the significant problems with log management [42].
Because log file contents depend significantly on the system generating it and
the programmer who designed it, it causes issues later in the log management
pipeline. One issue related to the variety is that any system wishing to ingest
different log file types will need unique parsing schemes to form a uniform
data structure. The closest standardized formats include Syslog (RFC-5414)
[41], JSON (RFC-8259) [35] log format, Common Log Format (CLF) [5], and
W3C Extended Log File Format [52], to mention a few.

Despite the lack of well-defined standards of what a log should convey,
most log messages can be categorized based on severity levels [38]. The
severity levels convey the urgency or relevance of a specific log message. De-
velopers and administrators may use this to prioritize and filter out logs
according to severity, enabling them to find and fix urgent problems quickly.
There are several classifications, but the five common are info, debug, warn-
ing, error, and alert. For instance, an alert or error severity level message
can indicate a potential problem that needs immediate attention, whereas an
info or debug severity level message might signal a possible issue that is not
a pressing matter yet.

A representation of log JSON file contents can be seen in figure 2.1. Each
entry includes a timestamp, severity level, source, and message describing
the event. In addition, some entries include extra information specific to the
event, such as system ID, IP address, error code, and error message. The
semi-structured nature of JSON data makes it easier for humans to read
and for parsing tools to extract, filter and transform the data to the desired
format.

A representation of syslog messages can be seen in figure 2.2. Syslog
is a protocol for transporting log messages but also defines a standardized
format for the messages by specifying structured data components such as
the facility, severity level, timestamp, hostname, and message. Looking at
the first example message in figure 2.2, it can be observed that this message
has a priority level of 14, a timestamp, source, process ID, and the message
of the event. The priority value is calculated from the facility and priority
levels using a formula of Priority = Facility x 8 + Severity_level[41].
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"timestamp": "2023-03-16T16:22:00.000Z",
"severity": "INFO",

"source": "serverl",

"message": "Connection successful to API",
"system_id": "123456",

"ip_address": "127.0.0.1"

"timestamp": "2023-03-16T16:23:00.000Z",

"severity": "WARNING",

"source": "serverl",

"message": "Database capacity critical: 85% of total capacity"
b
{"timestamp": "2023-03-16T16:24:00.000Z",

"severity": "ERROR",

"source": "serverl",

"message": "Unable to connect to API",

"error_code": "500",

"error_message": "Connection refused"
b

Figure 2.1: JSON log file contents example

<14>Mar 16 16:25:00 serverl CRON[1234]: Job "Database backup" started
<12>Mar 16 16:30:00 serverl DB[5678]: Database capacity at 85%
<11>Mar 16 16:35:00 serverl DB[5678]: Error: Connection timed out

Figure 2.2: Syslog message examples

Both figure 2.1 and figure 2.2 provide similar information in a slightly dif-
ferent format. As mentioned earlier, both of these logs require each message
to be broken down into their individual components for analysis. The dif-
ferent existing formats might require their own parsing techniques to extract
information from these unstructured or semi-structured logs.

2.1.2 Why log?

The widespread use of distributed systems, cloud computing, and Internet
of Things (IoT) devices has led to system architectures that have the poten-
tial to generate massive amounts of log files. With each system and device
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generating its own log files, the usefulness of these logs is tied to the ability
to collect, store and analyse them effectively.

Because logs may generate enormous amounts of data, traditional mono-
lithic system expansion cannot handle the scaling and can become exceed-
ingly pricey. Scalability and reliability are foundational guiding concepts for
modern systems. To achieve scalability and reliability, log management sys-
tems can instead use horizontal scaling, allowing them to add more nodes
as needed to distribute the load across all of them. This strategy enables
the system to maintain massive amounts of data while guaranteeing high
availability and fault tolerance.

Log files are important as they may be used for a variety of purposes,
such as security, diagnostic, troubleshooting, and auditing. The files should
be collected, stored, and analysed to debug these systems effectively. Unfor-
tunately, when logs are gathered for analysis, no single method usually tells
what data is significant and what is not. A major challenge with log man-
agement is that traditional methods to store and analyse data are unable to
handle the diversity of sources, the velocity of the files, and their volume.

2.2 Log Management Systems

Log management refers to the methods and processes used for collecting, pro-
cessing, storing, and analysing log files generated by various applications and
systems. Log management systems can be used for many different purposes,
such as troubleshooting, security, and audit, and hence play a vital role in
ensuring that different systems are running properly. In large organisations,
logs are usually collected from multiple servers and must be processed to
utilise the files properly. The volume of log data generated by modern sys-
tems is overwhelming and impossible for humans to comprehend manually.
Some organisations are not only processing data on the kilo, mega or giga
scale, but in this day and age, we are talking about terabytes and petabytes.

Log management solutions must be scalable and able to process the data
in real time since log data is generated at high volumes and velocities. This
is a big data-related issue and requires specialized tools, technologies, and
methods that are able to process the sheer amount of complex log data.
Despite great enthusiasm and buzz surrounding big data, it is important
to acknowledge the critical role that architecture-related concerns play in
the field. Even though infrastructure-related issues might get less attention
than other big data-related topics such as analysis, these problems must be
resolved without question [36]. Despite the challenges they present, solving
these issues can help big data systems succeed as a whole.
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Figure 2.3 depicts a typical architecture of a log management system.
Generally, they consist of several parts that interact together to generate,
collect, store, and analyse log data. Each of these elements is essential to the
architecture of a log management system. A typical log management system
can be split into four separate components:

e Log generation: Log generation is the process of creating log files.
The main issues with log generation are about how much data should be
logged, choosing the proper logging places, and developing and main-
taining the logging code. In essence, log file generation is about where-
to-log, what-to-log, and how-to-log [37].

e Log shippers: Log shippers (also known as the log collection process)
are software components used to collect log files from various sources
and send them to a centralised storage. Log shippers usually possess
filtering and transformation methods to convert the log files to a pre-
ferred format. Log shippers generally are about parsing, transforming,
and delivering data.

e Log storage: Log storage is the process of storing the log data that
the log shippers send to a centralised location to make managing and
analysing the files more accessible. The storage component is respon-
sible for storing and retrieving the data in a centralised storage, be
it a relational database, NoSQL database, or some other data storage
system. Simply put, log storage is about handling the data in a matter
to increase accessibility and to reduce strain on the whole system.

e Log analysis: Log analysis is the process of analysing and visualising
the data to gain valuable insights. Log analysis comprises data corre-
lation, pattern discovery, and other statistical analysis methods. Log
analysis can benefit from simple to more advanced analysis tools, tech-
niques, and methods such as machine learning models. Fundamentally,
log analysis is about interpreting data and getting value from it.

The pipeline in figure 2.3 illustrates the general process steps of turning
log data into valuable insights. However, in a production system, some steps
could be employed in a different sequence or dropped altogether. For ex-
ample, some systems prefer to filter the data at the generation component,
some might not reduce the amount of data, and some could even do data
reduction and normalization on the log storage component. The most direct
parallel we can make is to data warehousing. The standard processes in a
data warehouse pipeline are extract, transform, and load (ETL). Most of the
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Log Generation Log Shipper Log Storage Log Analysis
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Parse
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—_—
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Figure 2.3: Example of a high level log management system pipeline

collection, transformation, and storage in a log management system may be
viewed as streaming E'TL with possible extra steps.

2.2.1 Log Generation

Technically, all devices and systems that produce log files can generate several
files in different formats. However, because of this volume and variety of files,
log generation is a tricky issue to solve without following some standards. As
stated by Chen and Jiang (2017) [37], log generation can be boiled down
to three main challenges: where-to-log, what-to-log, and how-to-log. This
thesis considers these three aspects more closely tied to logging policies than
architecture-related issues. How to design a logging policy is out of the scope
of this thesis as it focuses more on infrastructure-related issues. While the
logging policies are unquestionably crucial to a log management system, the
policies only make up a portion of the design. Logging policies specify what
data should be gathered and how it shall be utilized to achieve specific goals
like debugging, performance, security, or compliance. A considerable part of
log analysis is effectively made possible by having clearly established logging
policies, which guarantee that logs are produced at regular intervals, always
in the same style, and comply with business requirements and laws.

In log management systems, there is an argument to be made about where
log data should be parsed. According to Kreps (2014) [46], log data cleanup
or transformation should be handled on the producer side before the data
is pushed to the log file. It is usually the case that the log owner knows
best about the contents and hence should do the cleanup within the defined
logging policies. In a perfect world, only the essential lines would be logged,
but as we know, there is no correct way of determining what is relevant and
what is not for analysis. Hence, we will assume that most of the sources will
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not know exactly what to clean up or how to do it, leaving the cleanup to
later stages of the architecture like the log shippers, storage or analysis.

As stated in the section 2.1.1, we listed a few of the most common log
file types. Usually, the device or system generating the logs defines the log
file type. For example, network devices produce network logs, and software
applications produce software logs. These different types and formats play an
essential role in parsing and analysis. Therefore, it is crucial to understand
the various types of log files and their formats to store and manage them
effectively.

One format for generating log files instead of using human-readable text
is to save the log files as binary. This instantly reduces the file sizes and in-
creases the logging performance. However, one of the significant issues with
generating binary log files is that you will need a conversion tool to translate
them for any meaningful purpose. From the standpoint of log analysis, it
is highly recommended to utilize log files in a human-readable text format.
As expressed by Chuvakin et al.’s (2013) in the ”Logging and Log Manage-
ment” [38] book, the possible repercussions of a software system failure dwarf
the negative performance impact of logging. Without sufficient logging, it
can be significantly more difficult to diagnose and fix system problems, and
the subsequent effects on system performance may be worse than a possible
logging-related slowdown.

2.2.2 Log Shippers

Log shippers are the components used for collecting, transforming, and trans-
porting log files from sources to the centralized storage. To generalize, a
shipper is a simple way of delivering a file to a location. Log shippers usually
work on a scheduled time, be it batched jobs or real-time, by taking the log
files from the sources and then processing the data by removing and adding
information.

2.2.2.1 Data transformation and reduction

The creation of valuable data is the key to successful log analysis. Therefore,
it is essential to use data transformation and normalization to achieve this.
As stated earlier in section 2.2.1, data cleanup and transformation should
preferably be undertaken on the producer side. Transformation and reduc-
tion are standard data-cleaning methods. Transformation is done to simplify
the identification of relevant data by removing, changing, or adding data.
Data reduction methods like filtering, aggregation, and sampling are used to
counteract the challenges of increasing volumes.
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e Filtering: This method eliminates useless data from the log files. For
instance, a log file might have a lot of debug lines used by programmers
to find errors in their code that are unnecessary for the production
environment logs. Filtering out this type of information can greatly
decrease the file size. Some of the most common tools used to filter
logs are Regular expressions (Regex), Grep, and AWK. Specific data
can be extracted from a log file based on predefined criteria using any
of the three tools, each of which is an effective text-processing tool.

e Aggregation: This method involves summarizing several rows of data
to give an overview. Aggregation may summarize several logs by sever-
ity level, time, or some other data attribute. This method loses the
fine details of the data but, in turn, reduces several lines of text to one
summary.

e Sampling: This method only stores a subset of the log data. This
subset can be selected randomly or by systematic approaches such as
storing every tenth row. This method can significantly decrease the
amount of data stored but is not practical for analysis because the
data stored does not necessarily reflect the whole dataset.

From a storage viewpoint, data reduction can increase the efficiency of
the storage and save significant storage space. Reducing the amount of data
stored reduces the amount of data needed to query, resulting in faster queries.
However, determining what constitutes irrelevant or redundant data can be
difficult, rendering reduction methods impractical. For a near real-time fault
analysis system, the data is more worth than the storage space costs if the
data can be used for debugging.

2.2.2.2 Data parsing

Parsing is a method for extracting only the relevant information from a log
file. Generally, the first step of parsing is to know or identify the log data
format. The format (structured, semi-structured, or unstructured) and the
particular use case influence the selection of the parsing method.

Once the format is known, we can parse the data. This step splits each
log event into its individual components. For example, the first message
of figure 2.1 would be split into its individual fields, which are timestamp,
severity, source, message, system_id, and ip_address. Some well-known pars-
ing methods are delimiter, Regex, and key-value parsing (KVP).
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Delimeter parsing works by splitting a log event into its individual com-
ponents using a specific character or sequence of characters known as a de-
limiter. CSV files commonly use a comma as a delimiter between each value.

Regex parsing works by searching, matching, and manipulating text.
Regex has its own syntax that creates a pattern for searching, matching,
and manipulating text. For example, regex patterns can extract emails, IP
addresses, and other variables. Regex is an extremely powerful tool for text
data because text data does not need to follow any format making it hard
to extract specific information.

Key-value parsing looks for pairs of objects that are grouped by a key
and a value. JSON and XML are prime examples of key-value formats. Key-
value data is also simple and intuitive for humans to understand at a glance,
especially when compared to other semi-structured data like CSV files.

Once an event has been split into its individual components, each field
can be further processed by parsing, filtering, or modifying. The final parsing
step is usually normalization which takes the parsed data and turns it into a
standard format or structure. Log data normalization is done to standardize
the data for a more straightforward comparison analysis.

The order of the stages is not an absolute order that must be followed
but a general order that works for most cases. In data warehousing, ETL is
arguably the order that is more familiar to most and utilized more. However,
the variation ELT (Extract, Load, Transform) exists because it has its unique
uses. The ordering of extracting, transforming, and loading the data depends
heavily on the system’s use case. The steps can be performed at many points
throughout the log management pipeline, such as the generation, shipping,
or storing steps.

2.2.2.3 Data transportation

In simple terms, log transportation is a way to move a log message from
one place to another. Several log transportation methods exist, such as file
transfer protocols which are built upon network protocols.

TCP and UDP are two examples of network protocols that may be used.
These protocols enable real-time log data transmission via networks. Net-
work protocols generally are used in solutions that require higher through-
put and low latency. UDP is a lightweight, low-overhead, minimal latency
method. Because UDP is connectionless, UDP is faster and less resource-
intensive than TCP. This also makes UDP prone to data loss because it has
no delivery checking or retransmission methods. TCP requires communica-
tion for transporting information, which means that it establishes a reliable
connection between two locations before sending the data. TCP ensures that
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the data is received with acknowledgements, and if something is missing or
corrupted, it will resend the data. This makes TCP a bit slower than UDP
but ensures that the data will arrive at the location. According to Chuvakin
et al.’s (2013) book ”Logging and Log management” [38], even with multiple
weaknesses, syslog UDP is the most popular log transport method.

File transfer protocols like FTP, SFTP, and SCP are a few examples
that may be used. FTP is a protocol for transferring files over a network.
The underlying protocol FTP uses is TCP. The file transfers using F'TP are
reliable and efficient but are lackluster in other areas, such as security, leaving
the protocol vulnerable to network security threats. SFTP is the encrypted
version of FTP. SFTP is a more secure way of transferring files but causes
overhead with encryption and decryption, which leads to a slower process.

Some log management solutions even work by writing the log data directly
to a columnar database. However, it is advised to avoid writing directly to a
columnar database in practice because network protocols like FTP and SFTP
are designed to transfer files efficiently in bulk. In most cases, the system
will need to support various transportation methods, as different software
systems and devices may not be compatible with the same transportation
methods.

Generally, the decision of transportation methods will rely on the par-
ticular needs of the log management system. The requirements include the
volume of data, latency, throughput, reliability, and security required.

2.2.2.4 Delivery guarantees

In the context of log message or log file transportation, three common de-
livery guarantee concepts are used to describe the delivery requirements of a
message:

e At-most-once delivery: This guarantee assures that a message is
sent just once, if at all. In other words, the sender will not try to
resend it again if it is lost in transit. This guarantee provides the
greatest speed with the cost of possible missing deliveries.

o At-least-once delivery: This guarantee assures that a message is
received at least once but may be delivered several times until the
recipient responds with an acknowledgement. This guarantee ensures
that a message will not be lost due to network problems or other issues,
but it may lead to duplicate messages. This method provides reliability
at the cost of speed.
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e Exactly-once delivery: This guarantee assures that a message is sent
and delivered once. Typically exactly-once delivery is the most chal-
lenging to do because it requires additional message processing steps
compared to at-least-once delivery. Hence, at-least-once delivery tends
to be faster.

Depending on the log management systems policies and requirements, a
specific delivery requirement may be required. Suppose a system can afford
to lose single events and want to prioritize speed over guaranteed delivery.
In that case, it may opt for protocols like UDP, an example of an at-most-
once delivery guarantee. On the other hand, FTP is an at-least-once delivery
guarantee. There is no single correct delivery guarantee that would work on
all systems. The system policies and requirements decide what guarantee
is correct. Generally, at-least-once and exactly-once delivery guarantees are
commonly used for systems where message loss is not tolerated. In contrast,
the at-most-once delivery guarantee is suited for systems where message loss
is tolerated.

2.2.2.5 Data processing

Log shippers are also often responsible for scheduling shipping times for the
files. Stream and batch processing are the two main methods used for pro-
cessing data.

Batch processing has been an industry-standard way of processing data.
Batching allows systems to process the data when they want to, meaning
they can avoid putting unnecessary strain on the system during peak busi-
ness hours. Often batching is scheduled to run nightly or on weekends. A
significant downside of batching is that the data is available later than it
is produced. Using an only batching approach in a real-time fault analysis
system where debugging of issues needs to happen as soon as possible can
lead to data being old or even borderline useless before it even arrives in
the system. Batch processing is more suited to complex analysis systems
that need to do an in-depth analysis of non-time-sensitive data, such as sales
validation and prediction.

Stream processing is considered ”real-time” processing, meaning the data
produced will be instantly ingested without unnecessary delay. Stream pro-
cessing is suitable for systems that favour the time it takes for data to be used
for analysis. A solution that is in-between batching and streaming is micro-
batching. Micro-batching involves segmenting a stream into smaller batches,
usually gathered within a time window or size limitation. This approach
of gathering data over a time window, which can be in seconds to minutes,
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allows for near real-time processing of data streams. However, determining
what qualifies as near real-time can often be ambiguous. The distinction
between batching and near real-time processing has a fine line differentiating
the two and is usually defined by the system’s requirements. As such, the
definition of near real-time processing is up to each use case.

Fault analysis systems are a great example of a system that needs stream
processing, be it real-time speed or near-real time, with a relatively small
window. Each minute of downtime can be a considerable revenue loss for
organizations if they are not able to upkeep their service-level agreements

(SLA).

2.2.3 Log Storage

The ability to store and retrieve logs is essential for a smooth log management
system. A centralised storage place for decentralised sources is beneficial in
many ways. A central place with a clean copy of every piece of data is an
extremely useful asset for analysing massive amounts of data. One benefit
is that storing all logs in a centralised storage reduces the strain on the
decentralised hosts that produce the logs. Accessing the files with only a
single interface reduces the time to analyse and find insights when everything
is accessible from one place. Even if the files were not used for analysis and
were only stored in the log management system, the system will act as a
backup of the files.

Data storage is a typical big data issue, and we can draw several par-
allels between data warehousing and log management systems. Both data
warehouses and log storage are typically created for high write throughput
and for handling large volumes of real-time data. This requires both systems
to be scalable and reliable storage solutions. Data warehouses usually con-
tain ETL pipelines to modify the data. Log management systems also have
similar steps for cleaning the incoming data, but usually are less transform-
heavy. On a high level, both systems share remarkably similar qualities, but
to differentiate the two, log management systems are created to store and
retrieve log files. In contrast, data warehouses are mainly created to store
structured data from various sources.

2.2.3.1 Data lifecycle

To draw further connections to data warehouses, data storage benefits of
having a lifecycle. As data becomes older, the relevance of that data also
often reduces. Regular analysis and reporting tasks do not require old data,
so it should be deleted. Although organizations desire to save costs and
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increase storage space, it is still crucial to follow retention policies and laws
to prevent data deletion before the allowed time. Hence a lifecycle policy
is important for log storage. The concept of hot and cold data relates to
data’s significance and how often it is used. Hot and cold tiered storage does
have different variations, like hot, warm, cold, and frozen storage, which has
additional storage layers.

Figure 2.4 depicts how the hot/warm/cold/frozen tiered storage usually
works. Data referred to as "warmer data” is found on the left-hand side,
whilst data referred to as "colder data” is found on the right-hand side.
Moving from left to right reduces the storage’s performance and costs. The
hot layer is often accessed and used in real-time applications. The hot layer
usually has more nodes than the colder layers, enabling higher performance
and reliability. The data in the warm layer is usually accessed less than
the hot data but kept in a more accessible format than the cold or frozen
layer. Data is rarely accessed on the cold layer, while the frozen layer is a
long-term storage that serves more compliance and legal reason. In general,
the warmer layers are usually the database or object storage used for daily
analysis. In comparison, the colder layers are usually object storages with
fewer replication factors and processing power. Therefore, accessing data on
colder layers requires more time than the warmer layers.

HOT WARM COLD FROZEN
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High cost Low cost

Figure 2.4: Depiction of hot/warm/cold/frozen tiered storage

Data retention policies and laws like GDPR (General Data Protection
Regulation) usually define the period needed to store data in the different
layers. The data retention policy usually defines how long data should be
stored in each layer. After the data has been stored for the defined period
in a layer, it is moved down to a colder layer. On the last layer, the data
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is deleted when the storage period is over. Both the cold and frozen data
layers are typically considered archiving.

Archiving is the practice of transferring infrequently used data to long-
term storage, such as the cold or frozen layer. Log management systems
can retain higher performance and costs by clearing up disk space on the
frequently accessed layers. In addition, data is often stored in a compressed
or encrypted format to decrease the storage space in archives. For example,
the compression format Parquet can significantly reduce the size of the logs,
up to six times smaller than conventional logs [42].

2.2.3.2 Storage foundations

The CAP theorem is a fundamental concept in distributed systems. Accord-
ing to the CAP theorem, a distributed system can only possess two out of
the following three properties: consistency (C), availability (A), and parti-
tion tolerance (P) [40]. This theory carries over to data platforms, where
database designs differ in their basic conceptual designs. The two important
concepts are known as ACID and BASE.

ACID is an acronym for the following properties: Atomicity, Consistency
preservation, Isolation, and Durability [56]. A system guaranteeing the four
properties of ACID assures the reliability and correctness of a system. Atom-
icity means that actions on the database should be treated as a single unit
of work. A transaction is carried out entirely or not at all. In other words,
all transaction steps are completed without errors, or the database will roll
back to the state before any steps were executed. This guarantees that the
database continues to be consistent. Consistency preservation means that
a transaction transitions from one consistent state to another. Inconsistent
intermediate states are inevitable and accepted, but the end state must be
consistent. Isolation means that each transaction should be carried out sepa-
rately. To avoid inconsistency, this concept prevents concurrent transactions
from interfering with one another. Durability means that once a transaction
has been completed, its modifications are irreversible such that it will with-
stand any system failures, be it hardware or software failures. Because it
can endure failures, this ensures that the modifications are persistent until a
subsequent transaction affects the same data.

Alternatively, BASE is an acronym for the properties Basically Available,
Soft state, and Eventually consistent. Basically Available means the database
is always accessible for reads and writes even when partitions, nodes, or other
components are down. This can mean that the system returns a partial
response or even breaks consistency. This property ensures the operability
and responsiveness of a system when some of its components are having
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issues. Soft state means that even without input from outside, the system’s
state can vary over time. This is often a result of things like network lag or
eventual consistency. This property is associated with systems that are able
to respond more quickly to failures and adapt to changes in network latency
or system load. Eventually consistent means that the state will eventually
become consistent given enough time. Across the nodes of a system, there
can exist temporary inconsistencies caused by networking or other issues.
Scalability and fault tolerance are made possible by this property.

To summarize, ACID is a strong integrity and consistent system, while
BASE is highly available, flexible, and fault-tolerant. Depending on the sys-
tem’s required guarantees, either ACID or BASE will be preferable because
no database can fulfil all three properties of the CAP theorem. While ACID
properties are crucial for applications using transactional data like financial
systems, some properties need to be more relaxed for many applications. For
example, a more relaxed consistency method like BASE creates availability,
scalability, and performance instead of strict consistency.

2.2.3.3 Storage types

For log management, a variety of storage methods can be employed for dif-
ferent storage layers, each with its benefits and drawbacks. The following
are the most typical storage types for log management:

e Relational databases: Relational databases order data in tables with
a predefined structure. Tables consist of rows and columns, where
columns represent data attributes. Due to log data’s semi- or un-
structured nature, the formats are often incompatible without changes.
Hence, the variety in logs presents a big issue when storing the data in
the schemas demanded by relational databases. In addition, log mes-
sages also exhibit variability in length, necessitating the use of schemas
with excessively large character counts for the message column. One
of the main benefits of using a columnar database is the ability to cre-
ate queries and execute them efficiently. Unstructured data is difficult
to handle for relational databases, especially regarding queries. Many
relational databases offer limited full-text search or real-time analysis,
two features sought after by log management systems. Another bene-
fit of a relational database system is the strong access and permission
system. In essence, relational databases work best with data that is
cleanly structured.

e Document-oriented databases: Document-oriented databases store
data in a semi-structured format. Data is stored in a key-value format,
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where each document has a unique key. Their flexible schemas allow for
easy storage of varying file structures and formats. Document-oriented
databases are designed to scale. They are able to grow horizontally. A
drawback of document-oriented databases is that data redundancy may
occur when many documents contain the same data and no schema
checks for duplication. Another drawback is that document-oriented
databases do not support transactions, making maintaining integrity
more difficult.

e File storage: File storage is a type of hierarchical data storage that
stores data in files and folders. Both structured and unstructured data
may be stored quite effectively using file storage. Furthermore, file
storage is relatively affordable compared to other data storage types,
such as databases. However, this type of storage is rarely optimized
for fast data querying and is often less fault tolerant than other meth-
ods. These properties make file storage mainly usable as an archiving
method.

e Object storage: Unlike file storage, object storage utilizes rich meta-
data and flat address space to store data as objects in blocks. These
objects are often files or unstructured data, perfect for log manage-
ment systems. To easily retrieve the data, objects are assigned IDs,
making it simple to retrieve and manage them without knowing the
exact location, unlike in a hierarchical space. Because they are built
on a distributed architecture, allowing them to scale horizontally rather
than vertically by expanding the cluster’s node counts, making them
highly scalable. Object storage is a suitable alternative for archiving.

Because storage space is precious, data reduction methods are sometimes
employed to reduce the amount of data that needs to be stored for analysis
without losing critical information. According to a survey by ERA Software
about the log management domain, 76% of respondents are taking active
steps to reduce the storage volume [32]. However, cutting down on stored
logs can cause issues later on when the log files could have proven helpful
for troubleshooting. Therefore, organizations that do not employ the proper
tools risk suboptimal system performance and increased costs.

While proper data reduction methods are important to reserve precious
storage volumes, data filtration should only be performed if it is certain that
the data can be reduced or deleted. Examples of data reduction methods
used in log management systems are filtering, aggregation, and sampling, as
mentioned in section 2.2.2. These methods can be effective if implemented
correctly but are also challenging to implement without impacting analysis
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results. Applying data reduction methods before storage is generally ad-
visable, although this depends on the specific use case. Pre-processing and
removing unnecessary data early in the pipeline can improve the efficiency
of subsequent steps.

2.2.4 Log Analysis

Log analysis is the practice of analysing and interpreting log files to derive
meaningful insights or spot system problems and abnormalities. Therefore,
log management is an essential component, and the potential value of logs
can be considered trivial if they are never used or reviewed, rendering them
useless since they serve no real purpose.

As the primary goal of log analysis is to interpret the data, various ap-
proaches can be taken to log analysis, such as searching the data manually,
visualising it, or using other methods like machine learning. Depending on
the underlying data, different methodologies can derive meaning from that
data. Typical approaches include data correlation, pattern discovery, and
other statistical methods. In addition, standard statistical methods, like
measuring events over a given time, can be used to assess the health and
stability of a system.

Going through different log analysis methodologies is out of the scope
of this thesis. The methodologies range from simple methods and tools to
more advanced rule-based and machine-learning models. When building and
designing a near real-time fault analysis log management system, the essential
aspect of log analysis is that the visualisation methods support querying,
reporting, and alerts in near real-time.

2.2.5 Challenges of Log Management

The previous sections have highlighted infrastructure challenges and meth-
ods to tackle them. Because log management systems must be capable of
handling huge volumes, velocities, and varieties of data, the systems are con-
sidered to be a part of the big data ecosystem. Big data opportunities and
challenges commonly share the five V’s of big data (Volume, Variety, Ve-
locity, Veracity, and Value) [31]. Therefore, these five V’s of big data may
be used as a basic framework for summarising and understanding the main
challenges of managing and analysing massive datasets. The five V’s of big
data can be mapped to the following main issues in log management:

e Volume: The size and amount of log files being generated are growing
in proportion to the number of systems and their complexities.
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e Variety: Log files come in many forms. Systems generate them auto-
matically, and developers can even create custom log formats. A few
universal log standards and formats exist, but they are not widely used

e Velocity: Modern systems can generate log files rapidly. Depending on
the use case, some systems require a huge file amount to be processed
in real-time or at least in near-real time to assist their operation.

e Veracity: Log files are bloated with information. Not everything gen-
erated in the log files is useful for analysis. Log files that come in must
be cleaned so that the data can be efficiently used.

e Value: To be able to gain value from log files, proper log analysis
methods need to be employed by organisations to understand the data.

A significant challenge for analysis is the pace of data ingestion. The
data ingestion rate is directly linked to the analysis’s usefulness. Log analysis
depends on fast and reliable access to data. For near real-time fault analysis,
quick reaction times are essential for preventing major outages in service. As
a result, this emphasises the infrastructure’s scalability and reliability.

2.2.6 Design of a log management system

This section provides a quick overview of how a log management system is
designed, a domain needing more research.

Log management systems are used for I'T operational purposes to prevent
downtime and ensure smooth operations. I'T platforms have SLAs requiring
the system to maintain uptime, response time, and other performance mea-
sures to be met. To ensure smooth operations, speed is crucial for enabling
the teams to identify and resolve issues immediately. As the variety, ve-
locity, and volume of log data continue to increase, problems with crucial
system requirements become increasingly apparent. Hence, the design of the
log management system must be scalable and fault-tolerant to tolerate the
growth of the data.

Any system can be built from the ground up using custom tooling, which
is usually operationally expensive. This thesis will focus on analysing tech-
nologies and methods employed by COTS software. There are two primary
ways to go about it when designing a log management system without writing
custom software for it. The first solution is to pick and choose an all-in-one
log management system software solution that encompasses all aspects of a
log management system. These software have functionality for all aspects
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from collection and storage to analysis. The other method uses a best-of-
breed design solution where tools are chosen for the individual components of
the log management software. This design allows the mixing and matching of
the best individual components from several vendors rather than depending
on one vendor’s solution for the entire system.

Even though this thesis will not cover how to effectively create log man-
agement system policies, the policies are a crucial part of the design and
should be included in the design phase. A log management system policy
creates guidelines on essential details of the system, such as what and how
log files should be collected, stored, and analysed. Sources [38], [42], [45],
and [33] cover several factors to consider while creating a log management
system, which inherently help to create the log management system policies.

2.2.6.1 All-in-one solutions and STEMs

All-in-one solutions provide all features and functionality required for a log
management system, including log collection, storage, and analysis. There
has been a surge in the development of specialized log management systems.
However, many all-in-one solutions market themselves as security log man-
agement tools.

Many of these security-marketed log management tools are also better
known as Security information and event management (SIEM) tools. SIEMs
are typically used by security teams to monitor and respond to threats.
SIEMs usually have more advanced correlation, alert, and analysis tools than
pure log management system solutions. Even though SIEMs are designed
for security usage, they can be used as log management systems. However,
SIEMs, as a standalone log management solution, can provide too many tools
and features, which may be overkill for use cases that only need to collect,
store and search logs for troubleshooting or auditing purposes. Therefore,
a simpler log management tool set may be more cost-effective and efficient
than a STEM.

The benefits of using an all-in-one solution include simplified usage and
management of the system. Most all-in-one systems are plug-and-play, re-
quiring only that sources are connected and set up to adhere to established
policies to produce a functioning system. When all components are under
the one and same infrastructure, maintenance and management of the sys-
tem becomes far more straightforward. Typical drawbacks of using all-in-one
solutions are vendor lock-in and limited customization. Vendor-lock-in can
make it harder to switch to another solution, and the lack of customization
may lead to limited analysis because of lacking features. In summary, an
all-in-one solution provides an easily maintainable quick solution.
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2.2.6.2 Best-of-breed solutions

Instead of depending on a single tool to supply all the required functionality,
a best-of-breed solution selects the best tools for each component in the log
management system.

Using a decoupled solution can offer many benefits. Each component is
intended to do a single task well rather than several tasks passably. This
usually leads to better performance. Scaling is simple since each component
is decoupled from the other. Parts of the pipeline are also easier to replace,
making the whole system more flexible to change. Picking and choosing
solutions can also be very cost-effective, and replacing underperforming parts
is more accessible than in an all-in-one solution.

The downside of using different tools from different vendors is compati-
bility related. Integration between these tools can take time and effort. A
lot of research needs to be done beforehand to know what components are
compatible. In addition, software upgrades in one tool can break the integra-
tion between them, creating more operational work and costs. In summary,
a best-of-breed solution provides excellent flexibility and scalability, which
are sought-after traits in big data platforms.

2.3 Related Work

In order to find studies related to this thesis, a search was conducted on
various online databases, including the ACM Digital Library, IEEE Xplore,
Science Direct, and Google Scholar. Our search included keywords such as
"log”, "log architecture”, "log methods”, "log management”, ”log manage-
ment system”, and "log management methods”. The term "log” is used
widely in computer sciences and has a variety of meanings, including the
mathematical logarithmic function. In the domain of log management, logs
are broadly quoted for log generation, mining, analysis, and much more. Be-
cause of this, it is challenging to find earlier work that pursues the same
objectives as this thesis. As far as we can tell from these results, little to no
prior research has provided a thorough overview of log management system
methods and technologies in the past years.

Logs are crucial in software system development, maintenance, and secu-
rity. Log management systems can be used for many different purposes, such
as troubleshooting, security, and auditing. Log management systems used
for real-time fault analysis enable the ability to diagnose issues [39], predict
possible issues [44], help detect system faults [54], and hence play a vital
role in ensuring that different systems are running correctly.
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A study conducted in 2021 [36] about log-based software monitoring found
that the log analysis field has matured. However, logging and log infrastruc-
ture are still in the early stages of development. The search conducted on
the digital libraries confirms this by mostly finding publications about log
analysis. There exists some research on more practical implementations of
different Log management systems using a variety of tools such as Elastic-
stack [53], Splunk [49], Hadoop [47], and other solutions readily available
on the market. In addition to this, there exists a wide range of research on
evaluating software tools [55], architectures [48], and individual components
of log management systems [58].

Most of the previously listed research related to log management sys-
tems has tended to focus on specific aspects or products, ending in a narrow
perspective of the issues surrounding log management solutions. Previously
listed research does an excellent job of addressing the issues. However, some
of the research relies on their experience when selecting solutions without
always providing clear reasoning on why the methods or technologies are
appropriate for the issue. Therefore, even with the growing interest in log
management systems, potential research areas still need to be explored, such
as an overview of the methods and technologies that support real-time fault
analysis.

The paper ” Advances and challenges in log analysis” [50] clearly states
that effectively managing a log management system is still challenging. The
paper approaches log management from a log analysis perspective and the
difficulties associated with issues like log generation, parsing, and mining.
These issues are undoubtedly crucial to maintaining logs, although they
comprise a small percentage of the log management system. Consequently,
infrastructure-related problems with log storage, scaling, and reliability are
barely mentioned in the publication.

Perhaps the closest publications related to infrastructure-related chal-
lenges associated with log management can be found in the book ”Logging
and Log management - The Authoritative Guide to understanding the con-
cepts surrounding logging and log management” [38], NIST’s ”Guide to
Computer Security Log Management”[45] or the paper ” A methodology for
building a log management infrastructure” [33].

The goal of Chuvakin et al.’s (2013) book ”Logging and Log manage-
ment” [38] is to provide readers with a deeper understanding of the many
ideas and problems associated with logging and log management. The book
covers various topics such as log generation, log storage, log parsing, log nor-
malisation, log analysis, data visualisation, and log monitoring. Throughout
the book, the authors emphasise the significance of log management from an
analytical standpoint while overlooking most of the architectural challenges.
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The NIST’s ” Guide to Computer Security Log Management” [45] presents
challenges related to the number, volume, and variety of computer security
logs. The guide states several times that the major challenge with log man-
agement systems is issues related to “balancing a limited amount of log man-
agement resources with a continuous supply of log data”. The guide also
identifies issues like inconsistent log formats, a high number of sources, and
the volume of the files. Finally, the guide focuses on how policies, proce-
dures, and proper planning of a log management system can help create and
maintain infrastructure.

The paper ” A methodology for building a log management infrastructure”
[33] proposes a methodology for designing and building a log management
infrastructure. The suggested technique involves gathering requirements,
designing, implementing, and evaluating. In addition, the authors discuss
various challenges and solutions with the collection, storage, and analysis.

Because most similar publications are a decade old, having an updated
perspective on the challenges, methods, and technologies would be valuable.
This thesis aims to fill some gaps in the existing literature by presenting
current methods and technologies employed in log shipping and storage by
log management systems available on the market.



Chapter 3

Methods

In this chapter, the research methodology employed in this thesis is explained.
The chapter begins with an overview of near real-time fault analysis log man-
agement systems, followed by an imaginary use case featuring its require-
ments and policies. Finally, the chapter concludes with the log management
system selection and the in-depth review methodology.

To provide practitioners and researchers with insights into the methods
and technologies log management systems use, we need to do an in-depth
analysis of the tools available on the market.

According to Jadhav and Sonar (2009) [43], finding a software package
that meets the requirements involves a comprehensive evaluation of numerous
competing aspects, which is a difficult task. To reduce the amount of software
compared, the thesis uses a step-by-step selection method that is based on
their research. The methodology presented by them is meant as a guideline
and tool that may be modified to meet the needs of the evaluation. Their
method has been simplified and adjusted since all steps cannot be applied in
this thesis without implementing the log management system in a real-world
target environment. Figure 3.1 presents the process flow steps. Step 1 is to
capture the requirements and create policies based on the use case. Step 2
is an initial selection of software found with the help of market research and
product review sites. Step 3 is software elimination using inclusion criteria
based on the use case requirements. Finally, step 4 is an in-depth review
of the selected software systems’ methods and technologies. These steps are
explained in more detail in sections 3.2 through 3.5.

Anastopoulos and Katsikas (2014) [33] proposed that capturing the re-
quirements is the first step in building a log management system. Log man-
agement systems can be used for various use cases, each having different
requirements. Unfortunately, a broad generalization of the most suitable
methods and technologies cannot be made as they depend on the specific use

33
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Step 1 Step 2 Step 3 Step 4
Cgpture Initial selection S.oftware In-depth review
requirements elimination

Figure 3.1: Depiction of the thesis methodology

case. Therefore, a single use case must be defined for this thesis to assess the
methods and technologies for a log management system.

A hypothetical use case has been proposed to compensate for the lack
of a real-world company. This thesis uses a near real-time fault analysis
system as the use case for the log management system. The use case was
chosen because, according to a study conducted in 2019 (Yachin, 2019) [57],
IT operations troubleshooting related was the most popular use case for a
log management system in an organization. For IT operations to function
smoothly, IT operation teams must quickly detect and respond to issues.
A near real-time fault analysis log management system allows I'T operation
teams to act proactively and fix potential upcoming problems. Settling on a
specific use case enables the determination of the system’s requirements and
features. This strategy makes it easier to determine the suitability of the
methods and technologies based on the identified requirements.

3.1 Near real-time fault analysis log manage-
ment systems

Let us start by clarifying what a near real-time fault analysis log management
system is. In IT operations, a near real-time fault analysis log management
system is a software system used to monitor various other systems’ and com-
ponents’ events to predict and prevent faults.

The system has the same capabilities as most log management systems:
collect, store, analyse, and visualise log data with an emphasis on provid-
ing all these features in near real-time. A near real-time system allows IT
operation teams to recognise issues faster and reduce system downtime. In
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addition, with near real-time feedback, I'T operation teams can proactively
fix issues before they escalate. For example, suppose the problems escalate
and cause an outage in service. In that case, the troubleshooting capabilities
are much more extensive with near real-time feedback than with manual log
analysis of each source component.

The fault analysis system is helpful for troubleshooting and can also be
used to get other insights, such as usage patterns. By analysing system
loads and performance, I'T operations teams can optimise the system during
peak hours by increasing performance capabilities and reducing performance
allocation during non-peak hours.

To summarise, near real-time fault analysis log management systems are
useful for root cause analysis, proactive fixing, and performance optimisation.
This powerful tool is a great addition to any I'T operations team looking to
streamline the monitoring and maintenance of their products.

3.2 Use case definition

The first step of the methodology is to capture the requirements. This thesis
has been conducted independently, without a company’s cooperation. An
imaginary but realistic general use case has been proposed to simulate a re-
alistic scenario. As stated earlier, our log management system will use a
near real-time fault analysis use case. Because methods and technologies
employed in a log management system may vary depending on the use case,
an appropriately designed use case will aid the comparison. In this con-
text, the use case serves as a reference point for assessing the methods and
technologies.

3.2.1 Use case description

A company that has launched a successful software-as-a-service (SaaS) prod-
uct is exploring ways to optimize its operational processes. Currently, they
have a customer base of over a million active users. The infrastructure for the
service is made up of several servers, databases, and networking components.

The company is fixing production issues through issue reports and manual
log analysis. However, reactive maintenance strategies alone are insufficient.
Solely relying on reactive maintenance strategies is like relying only on guards
to protect a castle without any proactive measures like a moat around the
castle. A good strategy implements both proactive and reactive methods.
For example, a near real-time fault analysis log management system is able
to predict and prevent system faults by providing alerts of possible future
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issues. Without a log management system, the teams typically start by
collecting log data before they can proceed with the analysis. However, a
centralized log management system allows the teams to jump directly into
analyzing data, thereby streamlining the process and saving entire man-hours
as well as reducing downtime. Thus the company desires to implement a log
management system that helps them monitor suspicious events, provide 24/7
incident management and prevent critical faults in its product.

Data is critical for incident management, and any lost log data can lead
to the loss of crucial information needed for locating and fixing system issues.
Furthermore, incomplete or inaccurate analysis results may arise due to the
loss of log data which could lead to pointless and time-consuming efforts to
resolve the underlying issue. Therefore, all data logged is deemed essential
for troubleshooting, making it necessary for the system to utilize methods
to prevent data loss. As described in section 2.2.6, custom software devel-
opment can be time- and resource-consuming. Considering the company’s
resources and time limitations, COTS software is more practical. Hence the
log management system candidates will only consist of COTS software solu-
tions.

The methods and technologies of the system should satisfy the following
architectural properties:

e Scalability: The system should be able to scale for future demands.
Horizontal scaling is preferred as monolithic vertical scaling is techni-
cally limited.

e Reliability: The system should also function properly when no errors
occur. The system should employ methods to become more resilient
to failures. For example, log data transportation should use methods
that ensure data is not lost in transit.

e Fault tolerance: The system should be designed to handle component
failures. For example, databases should be able to retain a copy of the
data in a number of nodes. A higher replication factor can help mitigate
the damage caused by failing nodes.

e Near real-time analysis: The latency of data from the source to
the analysis component should be in seconds. Before deploying the log
management system in production, an upper limit cannot be specified.
In addition, the requirement of data to arrive in near real-time does not
allow batch processing and thus requires the system to adopt either a
stream processing or micro batching approach.
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In essence, the core design principles for the log management system
should include near real-time data processing and zero data loss.

3.2.2 Policy creation from use case requirements and
description

Organizations should establish standards and processes to achieve a success-
ful log management system as discussed in the ”Guide to Computer Security
Log Management” [45]. As a part of the planning, an organization should
specify its logging policies. Policies are helpful because they provide a uni-
form strategy for the system that ensures legal and regulatory requirements
will be fulfilled. In addition, the policies define requirements and recom-
mendations for the log management system. The thesis’s main focus is on
policies that address architectural challenges. The policies cover all aspects
of a log management system, including log generation, shipping, storage, and
analysis.

It is essential to understand the difference between requirements and poli-
cies. Requirements are standards the system must satisfy, whereas policies
are directives that aid decision-making or offer system design recommenda-
tions. In order to perform a comprehensive selection and analysis, further
elaboration of the use case is necessary by creating policies. To create the
policies for the use case, a combination of policy design guides sourced from
[38], [42], and [45] was utilized. These resources provide guidance for de-
signing policies that are generally relevant to log management systems. The
policies created for the use case in this thesis are presented on a high level
in table 3.1. Column 1 includes the main category for the log management
policy, column 2 is the policy aspect impacted, and column 3 provides a more
detailed description of the policy.

Sections 3.2.2.1 through 3.2.2.5 details the policies and the rationale be-
hind them.

3.2.2.1 Log generation policies

Log generation policies define the where-to-log, what-to-log, and how-to-log.
Architecturally, the focus is on the types of logs generated and how fast.

e Log sources: All components of the SaaS product should generate
logs. This includes all operationally critical components. As a result,
the log management system will ingest a wide variety of log file types.
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Category Policy Description

Generation Log sources All operational components in
the SaaS system should gener-
ate logs

Generation Log events All event severity levels should
be logged

Generation Logging frequency | All occurrences of events should
be logged instantly when the
event happens

Shipping Delivery guarantee | Log data delivery should use a
lossless method

Shipping Connection Data transportation does not

security need to use secure transporta-

tion methods

Shipping Data processing The system should use stream
processing or micro-batching

Transformation | Data parsing Data should be parsed for stor-
age

Transformation | Data reduction Data should not be aggregated,
sampled or reduced by any
other means

Transformation | Data filtering The system should be able to fil-
ter data

Storage Data retention The system should support a

model method for reducing the data in

the data storage

Analysis Analysis type Reports, alerts and manual

querying should be supported
by the analysis component

Table 3.1: Log management system use case policies

e Log events: All event severity levels should be logged. Different sever-
ity levels convey differently detailed information that can be of help in

debugging.

e Logging frequency: Events should be recorded at the moment they
happen. The system must be in near real-time, so the maximum inter-
val for an event to be recorded should be in seconds.

The rationale for these policies is based on the assumption that all data
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can be critical for debugging, as stated in section 2.2.1. Requiring that
all components generate logs helps ensure that every aspect of the system
is monitored and that no crucial information is missed. Additionally, by
recording events at the moment they happen, the system can provide a near
real-time view for quicker and more efficient troubleshooting. These policies
guarantee that the log files generated provide a detailed and near real-time
view for efficient troubleshooting and maintenance. Since log generation
methods have been widely studied, this thesis will not go into detail about
them.

3.2.2.2 Log shipping policies

Log shipping policies define guidelines and rules for transporting log files
from one location to another. Shipping policies can cover shipping frequency,
transportation methods, and delivery guarantees.

e Delivery guarantee: Each log file can be critical for troubleshoot-
ing, making it important to have a guaranteed delivery of each file.
Therefore, the system should use a lossless method to transfer log files,
despite the additional overhead. This way, the system ensures the in-
tegrity of logs during shipping.

e Connection security: Since all logs are generated and collected within
an internal network, a secure transport method is not required for data
transportation.

e Data processing: From an architectural standpoint, the system needs
to use either stream processing or micro-batching. Micro-batching and
stream processing can keep the processing delays within seconds, a
requirement for the use case.

The rationale for these policies is based on performance requirements.
The amount of time it takes to be able to analyse data is a critical element
of the system’s design. Therefore, the policies were created to use methods
that support the speed of data transportation for analysis since near real-time
analysis is a crucial component of the log management system.

3.2.2.3 Log transformation policies

Log transformation policies define how the log data should be structured and
stored in the storage.
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e Data parsing: The incoming data can be in a structured or unstruc-
tured format. It is necessary to parse the incoming data to enable
easier storage and faster analysis. Parsed data can be structured to
better fit a predefined schema or template, increasing the effectiveness
of storage and retrieval. Preprocessing the data in this way also enables
the storage system to index the data in different ways, which can lead
to a faster system.

e Data reduction: The incoming data should not be reduced to improve
the processing performance or storage space, as all data can be critical
for troubleshooting.

e Data filtering: The system should support filtering methods to filter
data eventually. For example, when data is identified as irrelevant to
fault analysis, it can be filtered out during the parsing step.

The rationale for these policies is to guide the data formatting in a way
that supports storage architecture for faster retrieval while storing all neces-
sary data.

3.2.2.4 Log storage policies

Log storage policies define aspects of the storage system, such as how long
to retain data, the availability level of the storage system, and how to ensure
compliance requirements.

e Data retention model: The system should support a method for re-
ducing the amount of actively queried data to improve system perfor-
mance which is essential for a near real-time system. Size-or time-based
removal methods can be used to avoid storing all data in the database
management system forever.

The rationale for this policy is to meet regulatory requirements and leg-
islation, as well as provide data storage that is fast.

3.2.2.5 Log analysis policies

Log analysis policies generally define how the collected log data should be
analyzed. This comprises methods, tools, and technologies such as correlation
and pattern design, among others.
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e Analysis type: The analysis tools should at least support reporting,
alerts, and manual querying. Reporting can produce summaries of
the status or events of the SaaS product. Alerts can be used to inform
operational teams of possible and current issues that require immediate
attention. Manual querying enables deeper ad hoc exploration and
analysis of log data.

The rationale behind this policy is to provide the necessary methods to
remediate issues. This thesis will not dive into how to support analysis for
incident response effectively.

3.3 Initial selection method

The second step of the thesis methodology is the initial selection of software.
The research by Bandor (2006) [34] presents several methods for performing
an initial selection. The research reports that one successful method uses a
selection team of several developers and engineers. However, since this thesis
was conducted without the cooperation of a company, it was necessary to
rely on other methods that did not require opinions from experts in the field.
Therefore, the method chosen for this thesis is a systematic search approach.

In order to find log management software for evaluation, a query search
approach was used. Using query searches to find relevant candidates is a
challenging process. To mitigate the challenges of search queries, queries
were restricted to only include the most important terms related to log man-
agement components. Queries used were: "log management software”, ”log
collection software”, ”log storage software”, ”log shipping software”, ”log
analysis software”, and ”SIEM”.

In addition to searching through search engine results, software review
sites provided by software technology research companies, like Capterra [4],
G2 [16], Gartner [17], and TrustRadius [30] were used. Furthermore, ”Magic
Quadrant Reports” [51] and [3], provide lists of potential candidate software.
The software from these lists was used in this study to expand the potential
candidate list.

Utilizing multiple review sites and sources can maximize the variety of
found log management software. It can also mitigate potential bias as differ-
ent review sites and search queries may find log management software that
are not featured on other sites.
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3.4 Software elimination method

The methodology’s third step is the process of refining the list of candidates
to be subjected to an in-depth review. Numerous choices are available on
the market for log management systems and tools. However, comparing and
assessing every product in a single thesis study can be challenging when the
market is stocked with alternatives. Therefore, choosing fewer log manage-
ment tools to research allows for a more in-depth assessment and collection
of the methods and technologies. Hence, there is an incentive to reduce the
amount of software used for comparing their methods and technologies.

Inclusion criteria elimination was used in the thesis to refine the viable
log management software solution candidates. The use case description and
related policies served as the foundation for the inclusion criteria. Product
technical documentation was reviewed to assess the methods and technolo-
gies. While inclusion criteria elimination provides a quick and effective way
to eliminate options that do not meet the use case requirements, it also has
drawbacks. If the criteria are defined wrongly, potential software will be left
out of the analysis. The inclusion criteria were grouped into three separate
groups:

e Criteria 1: The log management system must have accessible doc-
umentation. This is because the thesis methodology uses a technical
product specification review approach requiring documentation access.

Furthermore, the log management systems selected for the thesis must
either be all-in-one solutions or a stack of programs from the same ven-
dor that collectively satisfy every aspect of a log management system.
Evaluating possible integration possibilities is a highly complex task.
Limiting the selection allows for a more accurate analysis.

Additionally, the system must have clear documentation demonstrat-
ing its suitability for I'T operational purposes, whether in the overview
section, marketing material, or customer stories. This is particularly
important since SIEMs can be considered overkill solutions for log man-
agement, as explained in section 2.2.6.1.

e Criteria 2: The log management system must support near real-time
or real-time processing of log files. The reasoning for this criteria is
that the use case requires the system to be able to process data in near
real-time.

e Criteria 3: The log management system must be a unique product
and may not be built using another existing log management solution.
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The reasoning for this criteria is that if several selected log management
systems are built using the same software, the resulting data may show
a bias toward their methods and technologies.

After the inclusion criteria elimination, a list of log management system
products and vendors is left. This list will act as the starting point for the
in-depth review.

3.5 In-depth review method

To answer both RQ1 and RQ2, the methodology conducts an in-depth re-
view of the selected software. This entails a comprehensive analysis of the
methods and technologies each software uses. Again, the software documen-
tation review approach was used to gather information. The attributes to be
collected for final analysis are presented in table 3.2. Additionally, there are
useful websites for validating information about different database manage-
ment systems, such as the ”Database of Databases” [7] and " DB-Engines”[10].
These resources offer important details on different methods, features, and
functionality. Finally, the gathered data on the methods and technologies
involved in the shipping and storage of logs will serve as the foundation for
the final analysis and results.

Attribute Description

Shipping technologies Log shipping technologies supported

Fault-tolerant shipping Shipping technologies that support guaran-

technologies teed delivery

Parsing methods Log parsing methods supported

Storage system Storage system utilized for log files

Storage model Storage model of the storage system

Storage consistency method | The consistency concept utilized by the stor-
age system

Replication support Storage system support for replication

Retention method Storage system data retention method

Archival storage model Data archival storage model

Archival lifecycle structure | The structure of archival layers

Table 3.2: List of attributes to extract for analysis



Chapter 4

Results

This chapter presents the implementation of the thesis methodology process
and the results of the in-depth review. The section covers the methodology’s
execution process and challenges encountered during steps 2, 3, and 4. Figure
4.1 illustrates the sequence of events taken during the selection and elimi-
nation of log management system candidates. The results of the in-depth
review are analysed to answer both RQ1 (What are some of the more popu-
lar methods and technologies used for shipping and storage in log management
systems?) and RQ2 (Which of the discovered methods and technologies are
suitable for mear real-time fault analysis log management systems?). The
log shipping, storage, and archival methods and technologies analysed are
presented in tables 4.2, 4.3, and 4.4, respectively.

4.1 Implementation details

A total of 97 potential log management software were identified from the
initial selection, several of which were obtained from product review web-
sites. These log management software were a combination of application
performance monitoring tools, log management systems, and SIEMs.

These 97 candidates were subjected to the next step, inclusion criteria
elimination. The majority of the candidates did not meet the first require-
ment group, which was explained in section 3.4. Most of the products elim-
inated by the first criteria lacked accessible documentation or had only a
community page for information. This level of information was insufficient
for a technical product specification review approach, which resulted in the
removal of these candidates. In addition, many eliminated products were
either part solutions with no complimentary parts created by the same ven-
dor or custom-tailored solution services. As such, these candidates did not
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Figure 4.1: Overview of the thesis software selection process

meet the explained criteria for inclusion in this thesis. A handful of software
were found to be marketed solely as SIEM solutions. As indicated in section
2.2.6.1, these solutions may have excessive features requiring extensive con-
figuration and knowledge to set up and operate effectively. Upon a deeper
examination of the documentation for a few of these solutions, it became
apparent that they were overly complex for the requirements of a log man-
agement system. Therefore, such products were excluded from consideration.
In addition, the product site was sparsely detailed in some instances, making
it challenging to find crucial information. In extreme cases, the product site
did not respond or was linked to an entirely different domain.

After the first inclusion criteria elimination, the result was that 86 candi-
dates were scoped out of the initial 97, leaving only 11 candidates for further
review. The 11 candidates were moved on to the second criteria elimination,
the requirement of near real-time processing. According to each product’s
documentation, every product supported real-time or near real-time process-
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ing. As a result, no candidates were scoped out in this step.

The third and last criterion was that the log management systems should
not be based on another solution. A thorough analysis revealed that three
of the eleven candidates under evaluation were built using the same open-
source solution called Elastic-stack [11]. The three products, Graylog [21],
Logz.io [25], and Sematext Logs [27], were all Elastic-stack-based SaaS log
management solutions. These three products were not further considered to
avoid bias toward one solution’s methods and technologies.

After all inclusion criteria eliminations, eight log management systems
were left. The methods and technologies were then extracted for the eight log
management systems: Coralogix [6], Datadog [8], Elastic Stack [12], Grafana
Stack [20], InsightOps [22], DataSet [9], Splunk [28], and Sumo Logic [29].
The selected systems for in-depth review are also clearly presented in table
4.1 with the vendor and the product system name.

Vendor Product
Coralogix LTD Coralogix
Datadog Datadog
Dataset Inc DataSet
Elastic NV Elastic Stack
Grafana Labs Grafana Stack
Rapid7 InsightOps
Splunk Inc Splunk

Sumo Logic, Inc. Sumo Logic

Table 4.1: Software selected for in-depth review

The product documentation was inspected to extract the methods and
technologies for the attributes presented in table 3.2. However, only infor-
mation explicitly stated on the official product site was considered to ensure
the extracted data’s accuracy and reliability.

4.2 Data shipping methods and technologies

4.2.1 Shipping technologies

The shipping technologies column in Table 4.2 are the technologies used for
log shipping that the storage system supports or can accept as input.

Finding relevant information is made more difficult by the variety of
names given to shipping technologies
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Product Shipping Fault-tolerant Parsing
technologies shipping methods
technologies
Coralogix | Filebeat, Fluent Bit, Filebeat, Fluent Bit, | JSON,
Fluentd, Logstash, Fluentd, Logstash, Regex
Vector, Winlogbeat Vector, Winlogbeat
Datadog Fluentd, HTTP, Fluentd, Logstash, Grok,
Logstash, NXLog, NXLog, Rsyslog, JSON,
Rsyslog, syslog-ng, syslog-ng, TCP Regex
TCP
DataSet Custom agent Regex
Elastic Beats, HTTP, TCP, Beats, TCP, syslog CSV,
Stack UDP, syslog Grok,
JSON,
KVP
Grafana Docker driver, Fluent Fluent Bit, Fluentd, | JSON,
Bit, Fluentd, Lambda | Logstash Regex
Promtail, Logstash,
Promtail
InsightOps | Custom agent, REST Syslog JSON,
API, syslog KVP,
Regex
Splunk Custom agent, HTTP, | Custom agent CSV,
REST API JSON,
KVP,
Regex
Sumo Custom agent, HTTP, | Syslog CSV,
Logic syslog JSON,
Regex,
XML

Table 4.2: Data Shipping methods and technologies

The multitude of names used for shipping technologies, including ” agents,
collectors, forwarders, senders, shippers”, makes finding relevant information
challenging. It is worth noting that the technologies listed in Table 4.2 are
only some of the available input methods, as all systems support direct inte-
grations to other sources, such as databases, cloud services, and programming
languages, among others. Even though the systems had hundreds of direct




CHAPTER 4. RESULTS 48

integrations to other systems, this analysis concentrates on the most general
methods mentioned outside of the direct integrations. Figure 4.2 presents the
distribution of how many unique systems supported a specific technology.
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Figure 4.2: Count of shipping technologies in unique systems

From a log shipping transportation perspective, the systems assessed may
be classified into two categories: those that employ or support premade ship-
pers and those that create their own. The systems that do not use a cus-
tom agent supported at least one of the Fluent-based shippers (Fluentd[14]
and Fluent Bit[13]), and Elastic-stack shipper (Beats[2] and Logstash[24]),
or even both. Beats and FluentBit are open-source log shippers that are
lightweight and function similarly to agents. They are set up to collect and
ship logs forward to the collection system on the various components in its
environment.

Custom agents, HT'TP, syslog, Fluent-based, and Logstash, were the most
widely supported technologies among the assessed systems. An intriguing
observation is that plain TCP and UDP were not as prevalent as previously
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stated by Chuvakin et al.’s (2013) book ”Logging and Log management”
[38]. UDP was once considered the most widely used method for log trans-
portation. However, there seems to be a current shift in trend in supporting
alternative transportation methods. Notably, HT'TP transportation was also
widely supported among the supported technologies.

4.2.2 Fault-tolerant shipping technologies

The fault-tolerant shipping technologies column in table 4.2 are the technolo-
gies used for log shipping that supports guaranteed delivery either by default
or as an option. The distribution of how many unique systems supported a
specific fault-tolerant technology is presented in figure 4.3
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Figure 4.3: Count of fault-tolerant shipping technologies in unique systems

For near real-time fault analysis log management systems, delivery guar-
antees are essential. Some of the technologies offer several delivery guaran-
tees, like Fluent [15]. Though many have guarantees, not all do. This can
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be due to various reasons, such as limitations in the underlying protocols or
variations in communication methods. For example, not all custom agents
explicitly state that they provide a guaranteed delivery and may use different
protocols based on the operational environment. HTTP and REST APIs do
not natively provide guaranteed delivery but require workarounds to achieve
it. Promtail and lambda Promtail stores failed deliveries for a certain number
of time. This value, "backoff_config” [26], can be changed, but it does have
a theoretical limit of how long it can store them. Hence it cannot ensure a
true delivery guarantee in all cases.

Based on the 18 log shipping technologies (excluding custom agents), it
was discovered that 6 of them do not provide delivery guarantees for log trans-
portation, which accounts for one-third of the total technologies evaluated.
This suggests that providing delivery guarantees is becoming a default op-
tion for log transportation. Hence, it suggests a shift in the industry towards
adopting more fault-tolerant log shipping methods that provide guaranteed
delivery, contrary to Chuvakin et al.’s (2013) [38] statement of UDP being
the standard practice.

4.2.3 Parsing methods

The parsing methods column in table 4.2 are the parsing methods supported
by the systems. Figure 4.4 presents the distribution of how many systems
supported a specific parsing method.

Since most log data is either semi-structured or unstructured, parsing
methods can also be classified into these two groups. Semi-structured formats
are easily parsed with their respective methods: CSV, KVP, JSON, and
XML. JSON data has become commonly utilized, which can be seen from
the support for its parsing method in figure 4.4. The popularity of JSON
parsing can be attributed to its flexible and semi-standardized format and
easy human readability. Moreover, JSON can support more complex data
structures, such as nested objects, simplifying log generation and allowing
all necessary data to be included.

On the unstructured side, Grok and Regex are useful for processing un-
structured data, like logs created by syslog. Popular log shippers, e.g., Flu-
entd and Logstash, also provide premade regular expressions made specifi-
cally for well-known formats. Log data is often generated in plain text format
and can contain large amounts of text. However, Regex is a powerful text-
processing method that can be used to extract almost anything from any
format. It is reasonable that Regex is the parsing method that is the most
generally supported for unstructured data, given the number of patterns that
are accessible online and its flexibility for modifying the patterns.
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Figure 4.4: Count of parsing methods in unique systems

Based on the results from table 4.2, it is advised to support at least one
structured and one unstructured parsing method, as most of the assessed
systems have done so. In addition, JSON and Regex have been identified as
excellent options as parsing methods due to their widespread popularity and
versatility in handling different data structures.

4.3 Data storage methods and technologies

4.3.1 Storage systems and models

The storage system column in table 4.3 is the DBMS (Database Management
System) or storage system used to store the log files, and the storage model
column describes the data model.

A notable observation is that the log management systems examined ei-
ther used a cloud object storage, predominantly Amazon S3, or a vendor-
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Product Storage Storage model | Storage Replication
system consistency | support
method
Coralogix | AWS S3 Object storage Strong™* Yes
Datadog Unknown Unknown Unknown Unknown
DataSet Unknown Event storage Unknown Yes
Elastic Elasticsearch| Document Eventual Yes
Stack Storage, Search
engine*
Grafana AWS 83 or | Object storage Strong** Yes
GCS
InsightOps | AWS S3 Object storage Strong™* Yes
Splunk Splunk File storage, Eventual Yes
Search engine*
Sumo Unknown Unknown Unknown Yes
Logic

* Classification taken from DB-Engines [10]
** AWS S3 is a strong read-after-write consistency, but bucket actions like bucket deletion
are eventually consistent

Table 4.3: Data storage methods and technologies (DBMS data)

specific proprietary solution for log storage. As the name of the underlying
DBMS for Datadog, DataSet, and Sumol.ogic was not disclosed in the doc-
umentation, we cannot conclude whether these systems utilize a proprietary
system or rely on cloud object storage. Although the storage system name
for DataSet was not clearly specified, the documentation did reveal that it
uses a proprietary event storage. The distribution of the storage models is
illustrated in figure 4.5, which emphasizes how object storage, followed by
search engines and event stores, are the commonly used technologies of the
assessed log management systems.

Since previous research by Afsaneh et al. (2011) [48] had shown that well-
known technologies like Oracle, MS SQL, and Postgre SQL were often used,
the initial prediction was that several log management systems would use
a SQL-based storage system. However, the research was done in 2011, and
technological advancements may have influenced the data storage systems
utilized in modern log management systems, which would explain the results.

Modern log storage systems are built similarly to what is documented in
Grafanas documentation [19]. Most of the systems assessed utilized an index
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Distribution of storage models

Count

Object Storage Search engine Event store Unknown
Data Storage Mode!
I Object | Document [ File [l Event [l Unknown

Figure 4.5: Distribution of storage models

storage and a log storage. The method provides query efficiency by storing
the metadata of log files in a query-optimized system while storing the log
files separately. This architecture enables faster and more efficient retrieval of
log data from the storage system than classical file storage. Query-optimized
index storages enable quick and easy retrieval because the system is built to
handle metadata operations, such as indexing, searching and filtering based
on different log attributes. For example, log retrieval becomes more effective
by organizing the metadata in a query-optimized system instead of scanning
each file, reducing the time and resources needed for data retrieval.

Based on the results, it can be inferred that utilizing a separate index and
log storage is an appropriate method for log management systems. Object,
document, or file storage are practical options for log storage, while columnar
formats seem to be falling out of popularity despite DataSet’s use of event
storage. Object storages are a suitable choice due to their inherent scalability.
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4.3.2 Storage consistency and replication

The storage consistency method column in table 4.3 describes the storage
systems consistency concept, and the replication support column describes if
the storage supports data replication.

High availability and eventual consistency are priorities in the BASE con-
cept, which is the concept that S3 and GCS (Google Cloud Storage) were
initially designed by. The more classical DBMS like Splunk and Elasticsearch
are also built around eventual consistency. Both S3 and GCS have undergone
updates that have resulted in a transition to a stricter consistency method
[18] [1]. Both storage systems support strong read-after-write consistency,
meaning newly created objects are instantly visible to all clients without
delays. Despite a transition toward stricter consistency, not all operations
utilize strong consistency. For instance, S3 bucket actions like list and delete
are still eventually consistent. Nonetheless, both S3 and GCS still claim to
provide high availability with better read consistency.

For a more fault-tolerant storage, replication support can be employed.
Replication support increases resilience against data center outages when
replication is done on a data center level. Using replication across multi-
ple data centers with a replication factor of n ensures that the same data is
stored in n number of data centers, thereby providing resilience in the event
of n — 1 data center failures. The fact that all log management storage sys-
tems assessed support replication attest to its significance. Replication eases
recovery from disasters and enables highly available storage systems, both of
which are essential features for systems requiring uninterrupted operation.

4.4 Data archival methods and technologies

The retention method column in table 4.4 is the default retention method for
each product according to its documentation. It was found that all of the
assessed log management systems showed support for time-based retention
as the default option. In addition, many of the systems allow defining of
the lifespan policy Thus, the system allows for the customization of storage
periods and tier amounts, allowing tiers to have storage times that suit the
use cases’ unique needs. This outcome is consistent with the idea that most
data merely needs to be stored for as long as necessary for analysis and
regulatory compliance.

The archival storage model column in table 4.4 is the storage model used
for the archived data. Object storage is predominantly used, with the excep-
tion of Grafana and Splunk. Most systems use a ”rolling” method as data
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Product Retention Archival Archival lifecycle
method storage model | structure
Coralogix | Time based Object storage Hot/warm/cold
Datadog Time based Object storage Hot/cold
DataSet Time based Object storage Hot/cold
Elastic Time based Object storage Hot/cold
Stack
Grafana Time based None Hot
InsightOps | Time based Object storage Hot/cold
Splunk Time based File storage Hot /warm/cold/
frozen /thawed
Sumo Time based Object storage Hot /warm/cold
Logic

Table 4.4: Data archival methods and technologies

moves from one tier to another as the data ages. The Grafana-stack’s Loki
component only has a "hot” layer that already stores its log files in S3 or
GCS. It does not delete data from the storage directly but relies on the de-
fault object storage lifecycles in S3 and GCS. Out of the box, Grafana does
not support archival and requires a custom workaround in AWS or Google
Cloud to achieve it. Instead of archiving log data separately, InsightOps,
and the Elastic-stack uses snapshotting. InsightOps does not use a "rolling”
method but provides a daily backup of logs ingested. Elastic-stack’s Elas-
ticsearch also functions similarly to InsightOps by providing snapshots that
may be retained for extended periods.

The archival lifecycle structure column in table 4.4 shows the amount of
default storage tiers. A two-tiered strategy, with a hot query layer and a cold
archival layer, was the default structure for most log management systems.
Intriguingly, two systems provided a three-tiered approach. Incorporating
more layers than two can increase the efficiency and performance of the
system by storing only what is needed for single-day analysis in the hot
layer, then moving it to a warm layer for weekly analysis before moving it to
the cold archival layer. Grafana was distinctive because it only supported a
hot query layer by default, which can quickly become more expensive than
using several layers if the same amount of data is stored.

Given that the majority of the assessed systems use object storage, to-
gether with its scalability and affordability properties for long-term data
storage, it is reasonable to conclude that object storage is a useful option for
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log data archival. Additionally, creating daily snapshots of the entire data
storage system consumes more storage space than storing data through the
time-based "rolling” method. Hence it is reasonable to conclude that the
"rolling” retention method is more suitable.



Chapter 5

Discussion

In this chapter, the implementation method, the results of the study and
future work are discussed and reflected upon. Although many related works
discuss challenges and solutions, not all cover the methods employed to solve
them. This study fills some gaps by presenting the methods and technologies
log management systems currently utilize for shipping, storage, and archival.

5.1 Reflection of implementation

The selection method used in this thesis is a straightforward yet effective
approach for narrowing down the number of systems to research. As a result
of the selection and elimination process, eight candidates were found. The
implementation of the research methodology in this study was a suitable
approach for limiting the in-depth review. A downside of this approach is
any possible bias from the research. A selection team approach may be
used in similar studies in the future to prevent any potential conscious or
subconscious self-bias. Multiple experts would enable more comprehensive
analysis and mitigate personal biases. Although a selection team approach
was not available for this thesis, steps were taken to reduce any potential
bias by including several sources for finding the log management systems as
well as creating a generic use case.

While the analysis has uncovered some insights, it is important to note
that, as with any selection-based research, it is possible that certain log man-
agement systems may have been overlooked during the search and elimination
process.

During the initial selection step, it was observed that the log management
system market appears to be primarily focused on SIEMs. However, consid-
ering the current market orientation towards SIEMs, the inclusion of STEMs
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that did not explicitly promote their suitability for I'T operational purposes
may have yielded unexpected results. This is because SIEMs might not have
been optimally designed for the use case in this study.

Similarly, if the inclusion criteria had allowed log management systems
to be built using the same underlying log management technology, it would
have led to biased results favouring the methods and techniques employed
by the Elastic stack.

5.2 Reflection of the results

Regarding RQ1 ( What are some of the more popular methods and technologies
used for shipping and storage in log management systems?), the in-depth
review has uncovered what methods and technologies are utilised for log
shipping, storage and archival.

Based on the results from the assessed log management systems, the log
shipping component should ideally be able to support a diverse range of
transportation methods. A decade ago, plain UDP was the predominant
method. However, a significant shift in focus toward transportation meth-
ods that offer guaranteed delivery has occurred. As a result, custom agents,
HTTP, Elastic-based, and Fluent-based shippers are the current most pop-
ular technologies. These shippers are widely used because they are versatile
in processing and transporting log data in many different environments.

Regex and JSON have become the most used parsing techniques on the
log parsing side. Based on the results from this thesis, the ability to handle
various log formats is a key factor for parsing. Therefore, a log manage-
ment system should ideally support structured and unstructured data parsing
methods.

Most of the assessed log storage systems employed a separate storage for
the log files and a separate index storage containing the metadata to enable
more efficient querying. As most assessed storage systems utilise cloud stor-
age, there has been a shift towards a stricter consistency method. Originally,
S3 and GCS were built upon the eventual consistency concept but have be-
come stricter by providing a strong read-after-write consistency. However,
given that S3 and GCS were initially built with the eventual consistency in
mind, and the two systems that did not employ cloud storage were also built
with the eventual consistency concept, eventual consistency remains a viable
approach. Replication support in log storage is essential to achieve higher
fault tolerance, vital for operational systems requiring high uptimes.

Regarding log archival, it is advised to use time-based techniques. The
usage of object storage for archival is the approach that was used by most
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of the assessed systems. As for the lifecycle, a two-tiered approach is often
considered an efficient way to boost performance by separating the querying
and long-term storage layers. However, it should be noted that more than
two layers can be added. For example, a three-layer structure can save costs
by allocating the most critical data to the "hottest” layer and gradually
moving it to "colder” layers as the data is less frequently accessed.

Regarding RQ2 (Which of the discovered methods and technologies are
suitable for near real-time fault analysis log management systems?), the ini-
tial expectation was that almost all discovered methods and technologies
would be suitable. As it turned out, all the shipping-related methods and
technologies, except for the shipping technologies that did not support de-
livery guarantees, were suitable. Similarly, for storage, most of the assessed
systems used object storage or search engines, which could scale horizontally
and offer fast accessibility and fault tolerance through replication support.
Regarding archival methods and technologies, all employed were considered
to be suitable as they only improve performance and do not limit the system.

Almost all methods and technologies discovered were suitable for near
real-time fault analysis log management systems. This result could be partly
due to the candidate selection method. To summarise the results of RQ2,
all methods and technologies listed in chapter 4 are suitable, except for the
shipping technologies that did not support delivery guarantees.

The results of this thesis provide information on the technologies and
methods used in current log management systems. Researchers who wish to
compare the effectiveness of the different methods and technologies, conduct
further research on specific components, or practitioners who want to de-
velop their log management system by utilising the currently most popular
methods and technologies presented can all benefit from this information.
Furthermore, by filling in knowledge gaps, the thesis offers practitioners a
useful resource that helps develop more robust and effective log management
shipping, storage, and archival.

5.3 Future work

As stated by Candido et al. (2021) [36], the logging and log infrastructure
research field is still in its early stages and therefore requires further research.

As a potential extension of this thesis, further evaluations of specific parts
of log management systems can be carried out to validate their strengths
and limitations. For instance, research comparing performance could be con-
ducted to compare and evaluate the effectiveness of the different methods
and technologies. Unfortunately, the lack of test data is a long-standing is-
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sue in the log management system infrastructure field. However, Loghub’s
Github [23] offers a wide variety of log file formats in various sizes for this
purpose. As explained by Zhu et al. (2019) [58], some parsing approaches
may work well with smaller datasets but cannot perform well with larger
quantities. Therefore, when comparing and evaluating parsing methods, it is
crucial to run realistic tests using larger data sets that reflect the real-world
environment because results from smaller tests might not be representative
of the actual performance.

Another potential area for further research is exploring the effects of more
complicated architectural designs in log management systems, such as adding
a buffering queue like RabbitMQ or Kafka between the log generation and
storage. Notably, the lack of available information about the assessed custom
agents presents an opportunity to investigate whether they already utilize
messaging queues. Additionally, for near real-time fault analysis log manage-
ment systems, comparing the performance of different shipping architectures
is an unanswered topic.

Further research can be conducted on the log archival side by comparing
compression methods, storage methods, retrieval speeds, and archival for-
mats. Although some log management systems already support compression
techniques, evaluating the effectiveness of these methods and considering
potential performance-enhancing alternatives is a possible research path.



Chapter 6

Conclusions

This thesis examines the methods and technologies utilised in log manage-
ment systems suitable for near real-time fault analysis. The main contri-
bution of this thesis is to offer insights into the methods and technologies
employed for log shipping and storage, thereby bridging a gap in the existing
literature.

The thesis explained the methodology used for selecting log management
systems for an in-depth review. A generic use case for near real-time fault
analysis log management systems was created as part of the methodology.
Finally, the thesis presented the results of the in-depth documentation review
of the selected log management system candidates. The results provided an
overview of the methods and technologies used in log shipping, storage, and
archival. Although some variations were observed among the COTS systems,
the thesis identified several methods and technologies suitable for near real-
time fault analysis log management systems.

The thesis results show that custom agents, Fluent- and Elastic-based
shippers were the most commonly used transportation technologies. A shift
in transportation methods towards guaranteed delivery from UDP has oc-
curred. As for parsing, Regex and JSON were the most widely supported
methods. Based on the results from this thesis, the ability to handle various
log formats is a key factor for parsing. Therefore, log management systems
should ideally support parsing methods for both structured and unstructured
log data.

For log storage, the assessed log management systems utilised a separate
storage for log files and index storage containing metadata of the log files for
more efficient querying. With S3 and GCS being popular log storage systems,
it has resulted in a stricter consistency concept now that both S3 and GCS
provide strong read-after-write consistency. However, eventual consistency
remains a suitable alternative considering that S3, GCS, and the two systems
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that did not employ cloud storage were built on this concept. Furthermore,
all assessed systems provided replication support, which provides higher fault
tolerance, a vital requirement for systems that need to maintain high uptimes.

In log archival, all assessed systems employed time-based data retention
methods as the default option. Object storages were the preferred storage
system for archiving data. A two-tiered archiving strategy was the most
common approach to separating the querying and long-term storage layers.
However, more than two layers may be utilised.

Researchers and practitioners looking to compare, develop, and improve
their log management systems can gain knowledge from the thesis results.
The thesis fills knowledge gaps and offers practitioners a resource to create
more robust and efficient log management systems for shipping, storing and
archiving.

More research around the logging and log infrastructure field can still be
done. For example, evaluations of specific components’ methods and tech-
nologies can be performed to validate their strengths and limitations. Addi-
tionally, the effects of more complex log management infrastructures can be
studied. Finally, the log archival field could be improved by evaluating com-
pression techniques and considering performance-improving alternatives.
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