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Abstract

When designing a batch manufacturing process for a medical device critical to
patient safety, it is of utmost importance to implement a traceable manufacturing
system. The system must be capable of quickly and effectively identifying defects
and anomalies in production, without disrupting the flow of batch manufacturing,
while supporting fast root cause analysis.

This thesis presents a design and evaluation of a traceable production system for
medical device batch manufacturing at GE HealthCare Finland. The work begins by
examining the Process Failure Mode and Effect Analysis (PFMEA) and key design
constraints, such as user needs, environmental conditions, manufacturing require-
ments, and equipment. These will act as the design inputs of the system and will be
further developed into functional and non-functional requirements to a structured
Software Requirements Specification (SRS) supported by Requirements Traceabil-
ity Matrix (RTM).

The traceability system framework incorporated IoT-based data collection, seri-
alization, cloud-based electronic Device History Record (eDHR) integration, while
emphasizing the Digital Product Passport (DPP) fundamentals. The system devel-
opment and validation were carried out iteratively through controlled manufactur-
ing test builds, prioritizing functionality and high-risk requirements.

The system framework was able to mitigate high-risk failure modes from the af-
fected production phases, as demonstrated using Pareto charts. The software re-
quirements specification reviews provided a feasible, unambiguous, and verifiable
system. System performance was evaluated against manual collection by compar-
ing the data entry times, data collection efficiency, as well as workload reduction in
the actual manufacturing environment. The automated framework was capable of
reducing the data collection and processing times per unit. In addition, the operator
workload was minimized to a single system interaction.

Keywords Traceability, Medical Device Manufacturing, PFMEA, SRS, DPP, 10T,
Requirements Engineering
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Tiivistelma

Potilasturvallisuuden kannalta kriittisten laakinnallisten laitteiden valmistus-
prosesseissa on tiarkeda suunnitella ja toteuttaa jaljitettava valmistusjarjestelma.
Jarjestelmin on kyettava tunnistamaan tuotannossa ilmenneet viat ja poikkeamat
nopeasti ja tehokkaasti, seka tukemaan nopeaa juurisyyanalyysia loppuasiakkaalle
asti.

Taman lopputyon tarkoituksena on suunnitella, toteuttaa ja arvioida GE
Jarjestelman suunnittelussa kaytettiin riskipohjaista vikaantumis- ja vaikutusana-
lyysia (Process Failure Mode and Effects Analysis, PFMEA) seka keskeisten suun-
nittelurajoitteiden analysointia, kuten kayttajatarpeiden, ymparistoolosuhteiden,
valmistusvaatimusten ja laitteiston teknista tarkastelua. Nama muodostivat pohjan
kehitettavan ohjelmiston vaatimusmaarittelyn (Software Requirements Specifi-
cation, SRS) ei-toiminnallisten ja toiminnallisten vaatimusten osalta. Vaatimusten
jaljitettdvyysmatriisi (Requirements Traceability Matrix, RTM) luotiin kehitystyon
alkuvaiheessa tukemaan riskipohjaisten ohjelmistovaatimusten priorisointia ja do-
kumenttien vilista jaljitettavyytta ja sitd paivitettiin muutosten yhteydessa.

Jaljitettavyysjarjestelmassa hyodynnettiin IoT-pohjaista tiedonkeruuta, sarja-
numerointia, pilvipohjaista laitehistoriatiedostoa (Electronic Device History Re-
cord, eDHR) seka digitaalisen tuotepassin (Digital Product Passport, DPP) perus-
periaatteita. Jarjestelmin kehitys ja validointi toteutettiin iteratiivisesti osana
kontrolloituja testierid, joissa painotettiin korkean riskin vaatimuksia, seka toimin-
nallisuutta.

Tyossa kehitetty jarjestelma onnistui lieventdmaan tuotannovaiheissa tunniste-
tut korkean riskin vikaantumismuodot, jotka esitettiin Pareto-kuvaajien avulla. Oh-
jelmistomaarittelyn katselmoinnit varmistivat jarjestelman olevan yksiselitteinen,
toteuttavissa, seka todennettavissa. Automaattisen jarjestelman suorituskykya ar-
vioitiin vertaamalla automaattista tiedonkeruuta manuaaliseen tiedonkeruuseen
tuotantoymparistossa. Automaattinen ratkaisu viahensi tiedonkeruu- ja kasittelyai-
koja yksikkoa kohden seki pienensi operaattorin tyokuormaa merkittavasti.

Avainsanat Jiljitettdvyys, Ladkinnéllisten Laitteiden Valmistus, PFMEA, SRS,
DPP, IoT, Vaatimusten Méérittely
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1 Introduction

Medical devices must comply with various country-specific regulatory re-
quirements to protect the health and safety of patients. To ensure regulatory
compliance along with quality, medical device manufacturing processes need
to be properly documented, planned, as well as able to demonstrate sufficient
traceability. Although regulations and traceability help to improve the medi-
cal device quality and reliability, together with ensuring that customer re-
quirements are met, they often increase the overhead costs [1]. Real-time
production monitoring systems (PMSs) enable automated data collection, in-
cluding decision-making without human intervention, to reduce disturb-
ances in production. These systems provide alarms in addition to proactively
helping to detect issues in the production data [2]. While various PMS and
traceability systems are available, as well as their effectiveness in improving
traceability and efficiency has been researched in different industries, often
special safety-critical manufacturing processes with regulatory requirements
and specific equipment configurations make the adoption of commercial sys-
tems difficult.

At GE HealthCare, the current screen printing, oven curing, and thickness
measurement production phase lacks an integrated, as well as an automated
monitoring system, to meet the acceptable traceability and risk management
requirements. While manual data collection options are available, they fail to
address risk-based traceability and lack support for fast failure analysis, in-
cluding the completeness of audit trails. Additionally, the manual collection
significantly slows down the process due to additional labour required for
data collection. As a result, a need for a structured monitoring framework for
the medical device manufacturing process is evident.

This thesis proposes a traceable and effective monitoring system for
screen printing, oven curing, and thickness measurement production phases
at GE HealthCare Finland, which enables fast feedback, failure analysis, as
well as compliance with the existing guidelines. The proposed system utilizes
Open Platform Communications Unified Architecture (OPC UA), Modbus
Transmission Control Protocol / Internet Protocol (TCP/IP), and Internet of
Things (IoT)- enabled data capture combined with cloud-based electronic
Device History Record (eDHR) integration. This system is expected to en-
hance product quality, traceability, and failure analysis while mitigating the
risks and improving the efficiency of manual data collection.

This thesis aims to produce a complete and unambiguous Software Re-
quirements Specification (SRS) documentation for such a system, enabling
seamless and conflict-free software development phase, while ensuring the
generation of a comprehensive electronic Device History Records (eDHR) for
the manufactured product. The research methods of this thesis refer to the
traceability frameworks literature review, risk-based requirement derivation,
design input analysis from constraints and standards, development of the
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SRS, and validation through established OPC UA, TCP/IP, and IoT-enabled
data capture, with cloud-based eDHR integration. Finally, the proposed SRS
is evaluated for completeness, correctness, and consistency. The perfor-
mance of the proposed system is evaluated by comparing the automated
traceability workflow to the manual data collection process. The eDHR
events generated by the system are evaluated for the completeness and integ-
rity of the audit trail.

The scope of this thesis will be limited to requirements engineering, risk
management, process traceability design, SRS, eDHR model and evaluation
of the SRS in the screen printing, oven curing, and layer thickness measure-
ment production phase. Although the proposed eDHR model covers the en-
tire production, it excludes the automated data capture and design choices
outside the defined process. The programming phase and the final delivery
of the system depend on the programmer. This thesis is part of a design trans-
fer project at GE HealthCare, Finland, where a medical device is transferred
for mass production. The author of this thesis is responsible for the design
process of the monitoring system until a satisfactory system is achieved and
approved. The author is also responsible for submitting the appropriate doc-
uments and deliverables to the company according to the documentation
practices in use.

The sections of this thesis are structured as follows. Chapter 2 provides a
literature review of the traceability approaches, riskmanagement, require-
ments engineering, and development process of a traceable production sys-
tem for medical device manufacturing. Chapter 3 covers the research meth-
odology used in the development process. Chapter 4 presents the develop-
ment process of the system framework, creation of the Software Require-
ments Specification (SRS), and the elicitation of the design inputs based on
the design constraints, risk management process (PFMEA), and traceability
approach. Chapter 5 evaluates the proposed traceability system performance,
risk mitigation, as well as SRS for completeness, testability, verifiability, and
feasibility. The proposed eDHR collection model is evaluated for complete-
ness of records and integrity of the audit trail. Chapter 6 provides a conclu-
sion and discusses the potential extensions and future work.

This thesis addresses research questions on:

e How to design a real-time traceability system to support medical device
manufacturing?

e How serialization, IoT-enabled traceability, cloud-based eDHR, and
DPPs can be combined to automate traceability in manufacturing?

e How efficiently the proposed traceability system improves data collection
efficiency, reduces workload, and supports end-to-end traceability?
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2 Literature review

2.1 Traceability in Regulated Product Development
2.1.1 Definition of Traceability

Traceability is a widely used concept that refers to the ability to access infor-
mation of a work item and identify it across its life cycle [3]. Also, ISO
9000:2015 standard, which covers the fundamentals and vocabulary of Qual-
ity Management Systems (QMS), defines traceability as the “ability to trace
the history, application of and object”. Product or service traceability is as-
sociated with the processing history, the origin of parts and materials, and
the final placement and accessibility of the product after delivery [4].

Important terminology regarding the concept of traceability includes trace
(Noun), trace (Verb), trace artifact, and trace link. Trace (Noun) generally
refers to the atomic nature of a trace or a chained connection between the
traces. When using trace as a verb, it is defined as the action of following a
trace link from a source artifact. Trace link consists of two trace artifacts,
which contain an association from the source artifact to the target artifact.
Trace artifacts are defined as trackable information units. In more detail,
trace artifacts can be described as the marks or residual data in the systems
and software development processes that are open to monitoring. Instances
of different artifact types are design, requirements, and test cases [5, 6].

Traceability is often used together with requirements traceability, soft-
ware traceability, and systems traceability. The distinguishing factor between
these is the types of artifacts relevant to tracing. In the case of requirements
traceability, it tries to find and connect requirements artifacts with relevant
traces [5]. Software traceability focuses on establishing traces between soft-
ware engineering artifact to other artifacts. Similarly, systems traceability
concerns systems engineering artifacts to a variety of system-level compo-
nents [6].

In this paper, traceability is referred to as the characteristic of a product
requirement that can be monitored and documented from its original initial-
isation. In the context of medical device development, it means the infor-
mation modelling across the device life cycle from requirements, design,
manufacturing, and testing. It also covers the post-market monitoring of the
product [1]. Further, traceability can be seen as a risk management and prod-
uct life cycle management tool [3].

2.1.2 Types and Levels of Traceability

There are 4 common types of traceability, which refer to the nature of tracing
in each type. Forward traceability enables the forward engineering process
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by allowing a single requirement to be linked to the class method that imple-
ments it. The reverse engineering approach is obtained using backwards
traceability to connect the implemented class method to the initial require-
ment. In forward tracing, development follows subsequent steps, which may
not be in chronological order, such as from requirements through design to
code in a systems and software development process. The process in back-
wards tracing is structured from previous steps, instead of following back-
ward from code through design to requirements [5, 6]. These two types of
traceability form the fundamental types of tracing. Further, bidirectional
tracing comprises both forward tracing and backwards tracing [6]. Horizon-
tal and Vertical tracing combine both backward tracing and forward tracing.
While Horizontal tracing traces artifacts at the same level of abstraction, Ver-
tical tracing enables end-to-end traceability by tracing artifacts at multiple
levels of abstraction [5, 6].

To enable traceability view in the software development life cycle, two ad-
ditional types of traceability were introduced, which can combine the previ-
ously discussed types. Pre-requirements specification traceability refers to
the trace links that describe how requirements are derived from their original
sources, such as stakeholder needs. Post-requirements specification tracea-
bility establishes trace links from the initial requirements to their implemen-
tation throughout the system development process. Figure 1 illustrates the
concepts of Pre-RS traceability, showing links between stakeholders to the
requirements specification artifact (So) and Post-RS traceability, trace links
to the requirements specification artifact (So) from system development pro-
cess artifact (S1) to (Sn) [6].

Pre-RS traceability Post-RS traceability

<
N

N <
~N

N
7 7

Requirements

Specification
pe pE=N

g élig

—

)

(S0) (S1) (Sn)

Figure 1: Pre- and Post-Requirements Specification Traceability [6]

Traceability can be achieved at different levels of comprehensiveness. How-
ever, the definitions for the levels tend to vary between industries and stand-
ards [3]. In this paper, we have previously mentioned end-to-end
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traceability, which is an informal level of traceability referring to process
traceability and requirements traceability of the entire development life cy-
cle. Medical device standards are further discussed in Chapter 2.1.5 [6].
Traceability requires different levels of active involvement from systems or
people. Automated tracing refers to the use of automated techniques to
achieve traceability by maintaining trace links and creating artifacts. On the
other hand, in manual tracing, traceability is established by a human tracer.
A combination of human tracer involvement and automated techniques re-
sults in a semi-automated tracing, such as an individual is required to verify
candidate trace links from automated techniques [5].

2.1.3 Requirements Traceability Techniques

Various techniques and tools exist to help visualize the traceability of the re-
quirements, both in backward and forward tracing during the software de-
velopment process. These techniques can help stakeholders, developers, and
analysts to understand and analyse the life of the individual requirement de-
velopment process using graphical notations [7].

Requirement Traceability Matrix (RTM) is a method used to express re-
quirements in a matrix form, where typically columns of the matrix indicate
the requirements, while the rows represent the relationships or artefacts.
RTM helps to capture and link the requirements with related artifacts
throughout the software development process. Figure 2 shows an example
implementation of the RTM structure [7]. A traceability matrix is an effective
tool for verifying that software requirements are linked to the corresponding
test cases and ensuring test case coverage for each requirement. Information
included in RTM, in addition to Figure 2, can include description, specifica-
tion, type, and integration [8].

Requirement Traceability Matrix

Tc.a - TC_7 TC 8 TC 9 # Test Cases for respective

Figure 2: Example Chart of Requirements Traceability Matrix [7]
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Hierarchical traceability refers to a graphical structure of traceability that is
represented using requirements as leaf nodes, and titles and other infor-
mation are visualized using internal nodes. Links and structure of the hier-
archical visualisation can be easily followed, and complete information for
requirements traceability obtained if the dataset and number of traceability
links are not significantly large [7, 9].

Other relevant requirements traceability methods are cross-referencing
and list traceability. The goal of cross-referencing is to systematically list the
artefacts relevant to tracing and establish relationships lists to other artefacts
containing relations. The method is easy to understand for a user, but the
structure is prone to problems relating to displaying a single link in the table.
List traceability contains information about the origin, destination, and rela-
tionships of the requirements. Its benefit is that it is widely applicable, but it
supports only a one-way entry method [7].

2.1.4 Importance in Medical Device Manufacturing

Medical devices are a critical part of modern healthcare systems. Their sig-
nificance in supporting human health has led to strict controls in marketing,
manufacturing, and use on a national and worldwide scale. [10] As a result,
safety-critical domains, such as the medical device domain, must ensure se-
cure, safe, and reliable systems. Traceability plays a key role in achieving such
systems [11].

Utilizing risk management practices to implement traceability to medical
device development helps to identify risk mitigation activities and hazards
[11]. Traceability-driven systems improve the medical device quality by de-
termining whether customer requirements, government-set standards, and
regulatory requirements for the medical device are complied. In addition,
traceability allows designers to efficiently track the development of design
solutions from the original requirements [1].

Traceability can improve the efficiency of manufacturing and enable fast
responses in case of recalls. With the implementation of traceability, the lo-
cation of the product within its lifecycle, from raw material to complete prod-
uct can be accurately identified. Finally, performance metrics such as Overall
Equipment Effectiveness (OEE) and Total Effective Equipment Performance
(TEEP) can be used to evaluate how effectively machines are being utilized

[3].
2.1.5 Traceability in Medical Device Regulatory Standards
This subchapter expands on the medical device and standards, and guide-

lines. Further, a description of the most commonly used standards and
guidelines for traceability assessment in medical devices.
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ISO 13485: Medical Devices — Quality Management Systems (QMS), Re-
quirements for Regulatory Purposes is an international standard that defines
criteria for best QMS in all phases of the medical device lifecycle, such as de-
sign, development, and production. General requirements include documen-
tation of QMS effectiveness and the role taken by the organization. Also, im-
plementing process controls based on a risk-based approach and validating
requirements of the computer application are considered general require-
ments for effective QMS. The company will obtain ISO 13485 registration
once the QMS with the required criteria is established, and the registrar audit
is satisfied. Traceability is more specifically mentioned as a part of product
realization planning to identify activities required to ensure product tracea-
bility. Production and provision for service traceability should cover records
of materials, components, and work environment conditions used [12].

ISO 14971 - Application of risk management to medical devices standard
is utilized to ensure medical device risk management requirements compli-
ance. The standard is used by the manufacturer to define the process of esti-
mating and evaluating associated risks, implementing risk control, and effec-
tively monitoring the risk management controls. General requirements for
the manufacturer must establish, implement, and document the processes of
hazard identification, risk estimation and evaluation, risk control, and effec-
tive monitoring of the risk controls. Elements of Risk analysis, Risk evalua-
tion, Risk control, and production and post-production process activities
shall be provided to cover the entire life cycle of the medical device. The risk
analysis, evaluation, implementation, and verification of risk controls and re-
sults must be traceable for every hazard identified. Further guidance on this
is provided in the ISO/TR 24971 Medical devices — Guidance on the applica-
tion of ISO 14971 [12].

The US Food and Drug Administration (FDA), with its legal authority
(FD&C Act) Federal Food, Drug and Cosmetic Act is responsible for develop-
ing, publishing and implementing regulations for medical devices. FDA-CFR
Title 21-Food and Drugs: Part 820 Quality System regulation states that
traceability and identification processes shall be maintained and established
by the manufacturer to cover installation, production, distribution, and re-
ceipt for medical devices, including the corrective actions [12].

EU 2015/863: Restriction of Hazardous Substances (RoHS) -3 sets re-
strictions to the use of hazardous substances in electrical and electronic
equipment (EEE) in order to protect human health, the environment and free
competition and trade. Manufacturers obligation is to provide technical doc-
umentation and create, update, and maintain requirements set out by the
legislation. An EU Declaration of Conformity and affix the CE mark to the
completed product is required from the manufacturer. EEE should be clearly
described to enable identification and traceability. EU 2017/746 — In Vitro
Diagnostic Medical Devices regulation sets the rules for placing in vitro diag-
nostic medical devices available and on the market within the European
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Union. Article 23 states that manufacturers need to achieve an adequate level
of traceability while cooperating with distributors and importers [12].

2.1.6 Approaches for Enabling Traceability

While regulatory frameworks and requirements traceability are an essential
part of ensuring compliance and documentation, they do not specify any
technical solutions for how traceability should be achieved in practice. A va-
riety of different approaches have emerged from academic research and in-
dustry to enhance traceability in the product lifecycle and manufacturing. In-
stead of manual approaches, these techniques aim to automate the traceabil-
ity and Device History Record (DHR) collection throughout the product
lifecycle, improving the efficiency and accuracy of the traceability.

2.1.6.1 Blockchain Traceability

Blockchain is a distributed ledger, which is formed by a chronological chain
of blocks containing valid internet activities since the addition of the last
block. Each block in the chain includes encrypted pieces of information visi-
ble to anyone at any time, however, modifying the data in the blockchain re-
quires authorization. As a result, blockchain forms a complete and unchange-
able record of network activities, which can be accessed by everyone in the
network. Blockchain enables different entities to exchange values in the
blockchain securely, without knowing each other, through a decentralized
network, eliminating the need for third-party intermediation. In addition,
implementing improvements to a system can be introduced by anyone, if all
parties have accepted the change. This enhances the transparency and legi-
bility [13].

Recently, various studies and research have been conducted to implement
blockchain technologies into the manufacturing domain and as well as med-
ical device supply chains. Blockchain fulfils various healthcare management
supply chain requirements, such as product identification, tracing, verifica-
tion, detection, and notification [14]. Different frameworks have been re-
searched and presented, especially in the pharma industry, to detect coun-
terfeit medicines, enhance drug traceability and authenticity, as well as trace-
ability of drugs used by a pharmaceutical company. As a result of the decen-
tralized structure, medical device manufacturers can understand the drug re-
quirements better, enhancing transparency. In addition to the manufacturer,
the customer can also verify the authenticity of the drug [15].

Xiaoling Xia et al. proposed a blockchain-driven medical device traceabil-
ity system, where the architecture design is divided into data layer, network
layer, consensus layer, incentive layer, contract layer, in addition to the ap-
plication layer. Data layer stores the device information using Merkle tree
structures with timestamped blocks, while the network layer ensures data
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dissemination and verification. The consensus layer adopts the Practical Byz-
antine Fault Tolerant (PBFT) protocol to maintain consistency among alli-
ance-chain nodes without the computational overhead. Smart contracts in
the contract layer govern the registration, update, and transfer of medical
device records, enabling automated enforcement of traceability rules. The
application layer then provides interfaces for manufacturers, distributors,
hospitals, and consumers, allowing each stakeholder to input or query lifecy-
cle data according to their permissions. Figure 3 visualizes the functionality
of the proposed framework, where manufacturers upload product attributes
to generate unique blockchain-based device IDs, distributors and hospitals
append verified transaction records as devices move through the supply
chain, and consumers can retrieve complete provenance information from
RFID without needing authentication. This integrated design enhances
transparency, integrity, and end-to-end traceability across the entire medical
device lifecycle [16].

traceability system for medical devices based
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Figure 3: System Function Module Proposed by Xiaoling Xia et al. [16].

Iyolita Islam and Muhammad Nazrul Islam proposed a framework for safe
and secure medicine production and distribution to mitigate the issue of
counterfeit drugs using blockchain. This framework defines different enti-
ties, such as manufacturers, distributors, retailers, and consumers, as au-
thenticated nodes. These authenticated nodes were integrated into a block-
chain network built using Hyperledger Fabric. Further, each medicine unit is
given a unique digital identifier, such as a QR code containing manufacturing
information, batch number, manufacturing date, packaging information, as
well as expiration date, which are registered to the blockchain as immutable
records. When medicines progress in the supply chain, each transfer between
the nodes triggers the creation of a new block that records timestamps in ad-
dition to chronological traces of ownership, location, and transaction details.
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Similarly, as proposed by Xiaoling Xia et al., smart contracts are utilized to
automate the validation as well as rule enforcement by verifying transaction
inputs and identifying inconsistencies such as duplicated codes. If anomalies
arise, the system can alert manufacturers and regulatory authorities. The
framework was able to ensure transparency for drug traceability, and the pro-
totype showed potential for practical scalability for a reliable solution for pre-
venting medicine counterfeiting. However, limitations of this study included
dependency on accurate data, QR codes vulnerability to cloning, and high
implementation costs, as well as a limited simulation environment [14].

2.1.6.2 Digital Product Passports

Recently, the European Commission has suggested the use of digital product
passports (DPPs) in the European Single Market as a part of its Green Deal.
The Digital Product Passport (DPP) refers to a concept in which a digital rep-
resentation of a product’s information throughout its lifecycle is created. DPP
provides a repository of data containing information, such as origins, mate-
rials decomposition, usage guidelines, as well as environmental impacts. As
aresult, DPP is considered to enhance product traceability, promote sustain-
ability, and facilitate the circular economy. Currently, the DPP covers a vari-
ety of different possible use cases and understandings. However, many of
these are conceptual, and there are gaps in the current research, as well as a
lack of standardized frameworks [17].

Recent research by Hendro Wicaksonoa et al. discusses the recent techno-
logical advancements to support DPPs, as well as proposes a conceptual DPP
architecture and adoption framework, combining a systematic literature re-
view from various relevant studies. As a result of the paper, three different
tiers of DPPs were identified, including data gathering, data curation, pro-
cessing, and sharing, and data use and exploitation. Digital product passports
rely on a continuous data lifecycle that begins with the collection of product-
related information supplied by manufacturers and captured throughout the
product’s lifespan, either automatically or at key lifecycle milestones. This
data is gathered using IoT devices along with embedded sensors containing
data such as unique identifiers, component and material specifications,
chemical content, lifecycle performance indicators, environmental and social
impact metrics, repair and recycling instructions, and ownership and com-
pliance records, which are often incorporated into physical identifiers or QR
codes. At the second tier, the data is then curated, processed, and shared us-
ing digital technologies to translate information from physical systems into
actionable insights that enhance product design, support informed decision-
making, and connect value chains. Enabling technologies identified con-
tained distributed ledger technologies, blockchains, digital twins, decentral-
ized identifiers, as well as artificial intelligence. As a result, a six-layer DPP
architecture was proposed. The proposed architecture includes an IoT-
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driven data collection layer, a data processing layer with gateways, Internet
of Things Application (IOTA) network, and a smart contracts-driven distrib-
uted ledger layer, a digital passport layer generating complete passports, a
data management and interoperability layer, along with an application layer
for data analysis, stakeholder access, and the circular economy visualized in
Figure 4 [18].
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Figure 4: DPP Architecture Proposed by Hendro Wicaksonoa et al. [18]

Finally, at the third data use and exploitation tier, the processed data is used
to provide optimized product design, transparency, improved lifecycle as-
sessment, enhanced resource efficiency in manufacturing, circular economy
models, as well as improve the end-of-life decisions. Despite the exciting de-
velopment of DPPs, the current research contains limited insights into the
design and implementation of scalable software platforms. Additionally,
multi-actor perspectives require deeper knowledge of how data differs
among supply chain actors in order to facilitate the successful implementa-
tion of DPPs [18].

2.1.6.3 loT-Enabled Traceability

Internet of Things (I0T) refers to the idea of everyday objects being equipped
with sensing and communication technologies, allowing them to be identi-
fied, located, monitored, and controlled over the Internet, regardless of the
communication method used. It is essentially a combination of different soft-
ware and hardware technologies, which allow data storage, retrieval, and
processing in different electronic systems [19].

While various IoT frameworks have been proposed by parties, such as
Cisco, the Institute of Electrical and Electronics Engineers (IEEE), and Eu-
ropean Telecommunications Standards Institute (ETSI), there is a lack of a
standardized framework. One of the most used frameworks includes dividing
the IoT architecture into 3 layers, consisting of the Application Layer,
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Transmission Layer, and Perception Layer, as seen in Table 1. These can be
further divided into sub-layers, based on functionality as adopted from [20].

Layers Sub-layers Key Features Key Technologies
Applica- IoT Applications Handheld Devices, | Cloud Computing, Mid-
tion Layer Terminals and User | dleware, M2M, Service
— Interface Support Platform
Application  and
Support Layer
Transmis- | Local & Wide Area | Connectivity Estab- | Internet, GPRS, Wi-Fi,
sion Layer | Network lishment and Infor- | Ad hoc Network
Core Network mation Transmis-

Access Network ol

Perception | Perception Net- | Sensing, Identifica- | RFID, WSN, GPS, Blue-

Layer work tion, Actuation and | tooth
Perception Nodes | Communication
Technologies
Network Physical and Information Security Man- | Trust Management
Manage- agement
ment

Table 1: IoT Architecture Layers [20]

The perception layer in the IoT architecture refers to the technologies re-
sponsible for sensing (collecting data from the environment to databases or
Cloud), identification (assigning and using unique identities to detect and
track objects), actuation (actuating devices based on the collected data), and
communication (facilitating data exchange among heterogeneous devices)
with minimum human involvement. This layer is further divided into Per-
ception nodes and Perception network. The nodes are, for instance, physical
devices, sensors, actuators, or controllers, which are able to form a mesh net-
work or multi-hop environment to enhance scalability. Depending on the en-
vironment and technology, the common devices used as nodes include Radio
Frequency Identification RFID readers, Quick Response (QR) code or Bar-
code readers, Global Positioning System (GPS) devices, Bluetooth devices,
and different sensors, including light, humidity, and temperature sensors ca-
pable of gathering information from the environment, object identification,
data control, and object control. The purpose of the Perception Network is to
distribute the data collected by the nodes for further transmission using
wired or wireless communication. After perception, the generated data is
transmitted to the information processing units for analysis, data mining,
data aggregation, and data encoding at the Transmission Layer. This layer
also provides functionality for network management. At the sub-layer level,
further division is made to access the network, core network, in addition to
the local and wide area networks. The access network is a type of
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telecommunication network providing a bridge between the subscriber and
service providers. Communication technologies such as mobile communica-
tion, satellite communication, and wireless communications enable connec-
tivity to the end users with technologies, for instance, Wi-Fi network, Zigbee,
Low Energy Bluetooth, as well as 4g-LTE and 5G. The access network can be
centralized or non-centralized depending on the system architecture. The
core network, most often the Internet, provides the fundamental framework
for IoT systems. Its purpose is to transmit data to end users who are con-
nected through access networks and function as a backbone to exchange in-
formation as well as services. Local and wide area network functions as an
interconnection between devices in a smaller region. Devices connected to
the local area network (LAN) are able to communicate directly with them-
selves and with remote devices utilizing gateways. Recent research in Low
Power Wide Area Networks has gained attention as they support connectivity
with low-power devices [20].

At the top of the IoT architecture stack is the Application layer, which
manages and provides applications based on the information obtained from
the perception layer. It is visible to the end user and provides access to tai-
lored services to the end user over the network through various handheld de-
vices and terminal equipment. The application support sub-layer offers en-
terprise services by executing computations, processing, recognition, and fil-
tration over data. This layer utilizes Services Oriented Architecture (SOA) to
support Quality of Service (QoS), as well as other service management func-
tions. To deliver its functionalities, the application support layer uses mid-
dleware to perform computation and hosts servers. Additionally, it includes
cloud computing for large-scale data storage and processing, Machine-to-
Machine (M2M) application models to enable connectivity between devices
through wired or wireless links, and Service Support Platforms consisting of
user interfaces for applications and auxiliary services. Recent advances have
focused on the Cellular Wide Area M2M connectivity and Low Power Wide
Area M2M technologies, such as LoRa and SigFox [20]. As for Industrial IoT
(IToT), often associated with combining Industry 4.0 and 10T, typical data
acquisition protocols such as Modbus, Profibus, or OPC are integrated with
the application layer [21]. Modbus protocol establishes bidirectional commu-
nication between Modbus slave devices and the sensed data. Programmable
Logic Controllers (PLCs) can be configured as a master, while various field
devices act as slaves, enabling applications to access and utilize data effi-
ciently. Figure 5 shows an example implementation of Modbus enabled Ar-
duino application [22].
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OPC UA provides secure, seamless, and interoperable M2M for IIoT (In-
dustrial Internet of Things) applications among heterogeneous devices and
networks. It uses a client-server model, where data is represented using an
object-oriented structure. Information elements are represented as nodes
containing attributes, such as an identifier, name, and data type. OPC UA
stores the data in nodes across different servers, which can be accessed by
clients. This data can be accessed to perform real-time analysis and visuali-
zation across various industrial environments [23].

The IoT applications are divided into information collection, analytics,
and real-time decision-making applications. Further, the information collec-
tion applications are responsible for collecting the data from perception
nodes, as well as storage, analytics involves offline preprocessing of the col-
lected data, creating a general model for evaluating future data, and real-time
decision-making applications are responsible for executing appropriate ac-
tions based on the collected data [20].

Research has been able to demonstrate that the use of IoT increases trace-
ability capabilities in Supply Chain Management. IoT devices can ensure au-
thenticity, along with supporting tracking of the origin and quality of a prod-
uct. In addition, these devices support real-time tracking, visibility, and
traceability covering the entire supply chain, including manufacturing. The
most common way of storing the large amount of data generated by the IoT
devices is through cloud-based centralized infrastructures. As a result, pri-
vacy and security challenges may pose challenges for risk mitigation. The
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previously covered blockchain technology has the possibility to enhance IoT
security through decentralized structures, enhancing data integrity [24].

2.1.6.4 Serialization and Unique Device Identification

Effective product identification is critical to any traceability system, enabling
each physical item to be uniquely recognized and linked to its associated data
throughout its lifecycle. Modern manufacturing environments, and espe-
cially manufacturers producing miniaturized components, have faced chal-
lenges due to the decreasing surface areas and, on the other hand, increasing
demand for precision in unit identification. Indirect marking technologies,
such as RFID tags and labels, as well as direct part marking methods includ-
ing laser marking, lithography, and micro-scale identifiers, are used to en-
sure reliable serialization and tracing [25].

Indirect part marking refers to the product identification that relies on a
separate id carrier. Further, the separate carrier identification is typically a
sticker containing a numeric, alphanumeric, bar, or 2D code. The indirect
part making is usually used on larger parts. Additionally, RFID passive tags
are used for part identification in large companies such as Airbus. RFID tags,
combined with IoT, have been utilized in traceability systems to enable dif-
ferent manufacturing resources to communicate and interact with each other
in real-time. RFID tags vary in size, allowing even small part identification
using, for instance, ultra-small RFID chips that can be as small as 0.3mm x
0.3mm [3]. A barcode can be read using lasers, which identify the lines or
squares marked on an item and retrieve a string to identify different charac-
ters, which will form the identification. The unique device identification has
to be marked onto the surface of the medical device and follow the standards
for GS1, Health Industry Business Communications Council (HIBCC), in ad-
dition to ICCBBA, especially in the US. GS1 barcodes contain (GTIN) Global
Trade Identification, an expiration date (day, month, year), as well as a batch
or lot number. The size difference between the 2D codes compared to the 1D
barcode containing the same data is visualized in Figure 6, where each mark
encodes the same data. Typically, many industries use linear barcodes more
often than 2D barcodes. The larger sizes allow readability in two directions,
in addition to the possibility of orienting the codes on a product’s packaging.
However, medical devices' 2D barcodes are preferred as they have a larger
data storage capacity, smaller size, as well as support for omnidirectional
readability. The most common 2D codes include the QR-code (Quick Re-
sponse), data matrix, in addition to PDF417, which is bigger in size compared
to the QR-code and data matrix [25].
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Figure 6: 1D and 2D Barcode Size Comparisons With Same Data [25]

Direct part marking refers to the method where the part's surface is marked
to identify the part or product. The common methods for direct part marking
include laser marking and lithography, in addition to the newer approach of
Micro Identifier Dot on Things (mIDoT) [3]. Laser marking is practical when
durable identification is required on small parts. Specifically, Data Matrix
codes can be effectively read on compact surfaces. With the use of lithogra-
phy, extremely small micro scale device to be identified precisely. This is
achieved through engraving micro-QR or micro Data Matrix codes to the part
in environments challenging to traditional marking methods, due to the res-
olution requirements. The codes can be engraved using microfluidic devices
as well as drug capsules with microscopic QR codes. Typical sizes of the code
can be 0.9 mm x 0.9 mm in microfluidic devices and 0.3 mm x 0.3 mm using
projection lithography. This method is highly important in microelectronics,
lab-on-chip, and anti-counterfeiting [25]. Finally, mIDoT approach, which is
a newer method used to specifically identify small parts using glitter ink dots
less than 1 mm in radius. Each dot forms a unique random pattern, after
which the identification is done by matching the image to the unique glitter
pattern. This approach benefits from low material costs and can be practical
for parts too small for traditional approaches, but on the other hand tends to
struggle with data storage in addition to processing time due to the image
recognition process [3, 25].

As for medical device identification regulations set by the FDA and the EU
Commission, a Unique Device Identification (UDI) shall be marked directly
onto the device for reusable medical devices. However, this excludes the sin-
gle disposable devices from requiring an official UDI marked directly onto
the device. The UDI itself is a globally accepted device identification frame-
work, which is created from alphanumeric or numeric characters. Both of
these parties comprise the UDI device identifier from UDI-DI (Device Iden-
tification), containing identification for the manufacturer and device model
acting as the database key, and UDI-PI (Production Identifier), consisting of
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information such as LOT/batch number, manufacturing date, and serial
number. They also require the UDI to appear both in (Automated Identifica-
tion for Data Capture (AIDC) and human-readable interpretation (HRI) rep-
resentation. The issuing agencies for the official UDIs are, for instance, the
previously mentioned HIBCC, GS1, and ICCBBA. In the EU, the manufac-
turer must submit the relevant information to European Database on Medi-
cal Devices (EUDAMED) and in the United States to Global Unique Device
Identification Database (GUDID) [26, 27].

2.1.6.5 Manufacturing Execution Systems (MES)

Manufacturing Execution Systems (MES) play a vital role in the modern
manufacturing domain. They are increasingly more often identified to be
foundational enablers of real-time visibility, traceability, as well as process
control within Industry 4.0 systems. Due to the need for higher connectivity,
flexibility, and data-driven decision-making, MES systems can provide an in-
terface between operational technology (OT) and information technology
(IT). Recently, studies have shown that MES not only function as a tools for
production monitoring, but they have also become critical components of
smart factories. They are able to synchronize real-time processes, support
part- and material traceability, as well as provide fast responses to deviations
or unexpected disturbances in the process [28].

Zwolinska et al. describe MES as an integral system, which is capable of
monitoring, managing, and synchronizing real-time manufacturing opera-
tions, additionally supporting traceability and origin of the components
throughout the production life cycle. They showcased that MES is able to
function as a hub for information connecting machines, operators, and busi-
ness systems. As a result, manufacturers can achieve responsive, real-time,
and transparent in environments with high variability as well as strict quality
requirements [28]. Mantravadi et al. discussed that MES lays out the foun-
dations for IT and OT integration, which is essential for real-time data ex-
change and the development of Industry 4.0 systems. Their analysis demon-
strated the importance of MES for distributed and legacy equipment, further
improving transparency, as well as supporting the detectability of production
issues and interoperability requirements of I1oT systems [29]. Also, previous
review by Mantravadi and Moller discussed that the MES technologies are
considered to be critical in obtaining real-time visibility, reducing downtime,
improving quality, as well as enabling comprehensive analytics and decision
making [30].

2.2 Risk Management in Safety-Critical Manufacturing

2.2.1 Overview of Risk Management in Safety-Critical Manufacturing
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Manufacturing-related faults, such as functional problems, packaging, and
software glitches, are one of the most common causes of recalls in medical
devices, endangering patient safety. Risk Management is a critical part of the
medical device development lifecycle, which offers a method to assist profes-
sionals in medical device development to ensure safety, reliability, and de-
sired behaviour of the product. The ultimate goal is to minimize the possibil-
ity of a fault occurring in a product. There exist multiple guidelines, practices,
and processes to systematically construct a risk management lifecycle for
medical devices, with a common structure described in Figure 7 [31]. As pre-
viously covered in section 2.1.5, the ISO 14971 - Application of risk manage-
ment to medical devices standard defines the requirements that the manu-
facturers must establish and demonstrate to ensure compliance with risk
management for medical devices [12]. In order to comply with the require-
ments set by the ISO or FDA, an effective risk management framework and
documentation are essential for the development of the medical device [31].

Risk Managment Steps
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Figure 7: Risk Management Steps [31]

The risk analysis step describes the initial assessment of potential risks de-
rived from the medical device's intended use. It is essential to be able to iden-
tify any potential risks as early as possible to accommodate the risk assess-
ment process. The risk analysis should not only focus on identifying the risks
and their causes but also address the hazards related to the risks. Risk eval-
uation addresses the level of likelihood and severity of the risks. This helps
to assess risks based on how severe the risk is and how often it is likely to
occur compared to other risks identified. Visualizing the risks based on these
factors is an effective way to determine which risks should be prioritised.
When risk has been identified and evaluated, appropriate risk controls may
need to be established. The purpose of risk mitigation is to decrease the
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overall risk to an acceptable level. In order to achieve the required level of
severity, design changes and protective measures such as reducing the likeli-
hood of the risk have to be made. Multiple risk mitigation strategies may need
to be incorporated to eliminate and reduce the severity of the risks to the level
satisfying the standards. The risk control phase ideally begins already in the
design input phase, covering the entire lifecycle of the product.

Finally, documentation of the risk management plan and methods is a key to
successful risk management. The documentation of the risk management
should contain reports, evaluations, diagrams, and steps from the entire risk
management process. Also, after a finished development project, it is im-
portant to report the effectiveness of the control actions as well as keep the
documentation up to date, since the risk management strategy is a critical
part of the entire life cycle of the product development process [31].

2.2.2 Risk Analysis Approaches

To access and manage risks, many standard operating procedures and tools
exist to support the risk management process. The basic structure of risk
management can include decision-making through Flowcharts, Check
Sheets, Process Mapping, and Cause and Effect Diagrams [32]. The common
structured methods for comprehensive risk management are covered in this
chapter.

Preliminary Hazard Analysis (PHA) is a risk analysis tool that utilizes pre-
vious information, such as experience, to identify future hazards and hazard-
ous situations and determine potential corrective actions. Probability of oc-
currence is estimated for a specific activity, facility, product, or system, and
the risks are ranked using likelihood and severity evaluation. PHA can be di-
vided into four main steps covering PHA prerequisites, Hazard identifica-
tion, frequency and consequence estimation, follow-up actions, and risk
ranking. PHA is effective, especially if used early in the product development
to determine key inputs to safety. It helps to comply with standards such as
the ISO 14971 standard, particularly when combined with FMEA (Failure
Modes and Effects Analysis), to further implement sufficient controls and an-
alyze device failures [32].

FMEA is a structured method widely used in the healthcare industry to
proactively mitigate and identify process or product failure modes. Success-
ful implementation of the FMEA method minimizes the effort required to de-
sign out failures from the system, utilizing previous experience with similar
processes. Like PHA, effective FMEA covers the entire life cycle of the prod-
uct. Ultimately, FMEA aims to produce actions that decrease the likelihood
and severity of failures beginning from the highest-priority risks. As seen in
Figure 8, FMEA can be divided into Concept FMEA (CFMEA), Design FMEA
(DFMEA), and Process FMEA (PFMEA), which will be covered more thor-
oughly in chapters 2.2.3. CFMEA typically covers the system and subsystem
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level early in the project initiation, focusing on the possible failure modes of
the functions and concept proposals. DFMEA is used in the design phase to
identify and prevent failure modes of the product. It is considered the most
crucial type of FMEA as it is closely related to the validation of the design
parameters in order to achieve the desired functional performance level at
the system, sub-system, and component level [33].
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Figure 8: Different FMEA Types [33]

FTA (Fault Tree Analysis) is a top-down method that starts with a func-
tional failure and builds on it to find the root causes of the failure event of a
process. Failure events at various levels can be accessed from a visual repre-
sentation, which is constructed using logical modelling and Boolean algebra,
eventually forming a tree of the fault modes. FTA allows a detailed descrip-
tion of the relationships between the events impacting quality [32, 34].

HACCP (Hazard Analysis Critical Control Points) is a proactive risk man-
agement method used to ensure the reliability, quality, and safety of the med-
ical device. The core of this approach includes identifying the Critical Control
Points (CCPs) in a process and focusing on identifying potential hazards at
each of these points. HACCP aims to study specific risks at the points and
establish critical limits for these points. Further, the limits will determine the
acceptable values for a control point. Control points are constantly monitored
to ensure that the values are within acceptable limits. If there are problems
or deviations, corrective actions can be taken quickly. In order to ensure
traceability and demonstrate standards compliance, each phase is docu-
mented [35].

More recent approaches, such as Systems Theoretic Process Analysis
(STPA), have emerged from the Systems-Theoretic Accident Modeling Pro-
cess (STAMP), which views safety as a control problem instead of component
failures. This approach models the systems as a control structure consisting
of sensors, controllers, and feedback loops. The controller of the system can
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be a human or software that executes certain actions that have an impact on
the process. Feedback is provided to the controller by sensors, allowing the
controller to adapt its actions based on the model. In the STPA approach,
hazardous states can occur from various system factors, such as uncontrolled
component failures and unsafe interactions among components. The ad-
vantage of STAMP models, such as the STPA model, is that it is demonstrated
to reduce subjectivity, identify requirements flaws, and provide a more useful
picture of the system, resulting in a more complete model. The STPA process
consists of iterative steps of identifying potentially hazardous control actions
and determining the safety of the identified control actions. However, the
system boundaries and goals need to be defined in advance in order to elicit
the system-level hazards. The initial step is to identify the inadequate safety
controls. The control action can be hazardous by being unsafe, not provided
or followed, safe control action is provided too late, too early, or out of se-
quence, and continuous safe control action is applied too long or stopped too
soon. As a result of the analysis, STPA provides appropriate controls for de-
sign and operational recommendations. Further, it enables component fail-
ures as well as unsafe interactions to be controlled through design, process,
or social controls [36].

2.2.3 PFMEA in Manufacturing Processes

This subchapter further examines the PFMEA risk management method in
manufacturing. PFMEA is a structured risk management tool used widely in
the safety-critical product manufacturing domain, where reliability and pre-
cision are essential, such as in medical device manufacturing, to analyse, de-
tect, and prevent potential failure modes. It provides a tool for meeting in-
ternational standards and improves the product quality, process reliability,
and process efficiency by enabling corrective actions before potential produc-
tion issues occur [37].

Steps of the FMEA Process

Figure 9: FMEA Process Steps [37]
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Figure 9 visualises the typical workflow steps required in the PFMEA risk
assessment. When the scope of the analysis has been defined, potential fail-
ure modes are identified, including effects and causes. PFMEA utilises risk
priority numbers (RPN) to define the highest priority risks [37]. RPN con-
sists of three criteria: severity (S), occurrence (O), and detection (D). These
criteria are used to determine the RPN number using the formula RPN = O *
S * D [33]. Typically, the measures for severity, occurrence, and detection are
evaluated on a numerical scale from 1-10. For occurrence, the 10 represents
the most likely failure mode and 1 almost impossible failure. The highest rat-
ing for severity refers to a worst-case scenario of a hazardous event occurring
without warning, leading to hazardous consequences, while 1 indicates no ef-
fects. Rating 10 for detection is used in the failure modes where the design
controls fail to detect the possible cause of failure, or no design controls are
in place. Opposite evaluation for detection refers that the failure mode detec-
tion is almost certain [38, 39]. The results of a PFMEA analysis are repre-
sented in a structured configuration, as in the Figure 10 worksheet.
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Figure 10: PFMEA Worksheet Overview [39]

The worksheet should cover the Steps 1-3: Functions, potential failure and
effect analysis, Cause and detection analysis, and Improvement actions.
Identifying functions aims to highlight functions, requirements, and specifi-
cations affected by the risk. Functions are linked to potential failure modes,
which represent the ways that the system can fail. For instance, typical
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failure modes can be interpreted as no function, where the system does not
work at all, or over-function, referring to a failure mode where the system
works, but performance gets gradually worse. Various techniques are used
to identify failure modes effectively, including brainstorming, storytelling,
cause-and-effect diagrams, and reviewing previous failure modes on similar
risks. Cause and detection analysis highlighted yellow in Figure 10 objective
is to study each failure mode individually and expose the causes of the fail-
ures. Failure mode can be associated with multiple causes. The detection
phase in this section refers to the process of identifying current process con-
trols and activities established to detect or prevent failures. The aim of the
controls for preventive controls is to minimize the likelihood of failure and
for detection controls to maximize the possibility of detecting a problem in
advance before reaching the customer. The purpose of improvement actions
is to introduce actions or evaluations from engineering that will lower the
possibility or overall risk to acceptable levels. These are prioritised using the
previously discussed RPN values [39, 40].

2.3 Software Requirements Specification (SRS) in Medical
Device Manufacturing

2.3.1 SRS Overview in the Safety-Critical Domain

Requirements engineering involves the management, documentation, crea-
tion, and maintenance of a set of requirements for a product. The engineering
perspective ensures that the Software Requirements are complete, con-
sistent, valid, and verifiable [41]. A software requirement can be defined as
what the software must be able to do in order to comply with a standard or
technical specification, or what the user needs from the software to be able
to achieve. It can also mean a documented representation of the previous
definitions [42]. Software Requirements Specification (SRS) is a structured
method for defining, documenting, and maintaining requirements through
the entire development life cycle. Typically, the software requirements focus
on the factors that the software needs to address, without a detailed imple-
mentation assessment. On the other hand, the details of the software require-
ments depend on the organization, existing standards, and regulatory con-
cerns [41] .

2.3.2 SRS Development Process
Activities related to the software requirements development are visualized in

Figure 11. Requirements development process can be described as reaching
a conclusion on what the software should do and how it should function, and
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Requirements Management as maintaining the same vision of the develop-
ment process over time [42].

Requirements

/N

Requirements Requirements
Development Management
| Elicitation | Scrubbing
| Analysis
o — Change Control
__ Specification
— Validation — Scope Matching

Figure 11: SRS Development Process [42]
2.3.2.1 Requirements Elicitation

Requirements Elicitation is the initial requirements engineering phase,
which focuses on identifying and understanding the stakeholders’ require-
ments for the software. Often, the elicitation process requires interaction
with the stakeholders to capture their needs [43]. For a software project, typ-
ical stakeholders are clients paying for the software, customers deciding
whether service the product, and users who interact directly with the soft-
ware. One of the challenges relating to incompleteness of the software re-
quirements can be associated with poor elicitation of the requirements. Fur-
thermore, it can mean the inability to capture or acquire requirements from
stakeholders [42].

Traditional techniques used for requirements elicitation include inter-
views, document analysis, questionnaires or surveys, and introspection
methods. The goal of an interview is to verbally share ideas, information, and
needs between stakeholders and analysts in a structured or unstructured
manner. The results of the conversations are documented, and requirements
elicitation is performed from the conversations. Document analysis involves
reviewing and analysing existing materials and documents of the project or
other sources to elicit requirements. Questionnaires and surveys can be used
to gather requirements from a large group of people in case interviews or
meetings are not possible. The contents of the questionnaires must be precise
and well-planned to enable requirements elicitation. Also, the timeframe to
answer the questionnaires must be mentioned. The Introspection method re-
fers to the individual analysts representing their vision and thoughts on how
the software should be designed [43].
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Contextual techniques aim to elicit requirements in the context of the user.
The activities of the end user are studied from the workplace, and require-
ments are gathered from the environment in which the software will be in the
end implemented. Observation involves either passively or actively investi-
gating end users' or customers' environments and taking notes on the differ-
ent interactions of the user within the workplace. It allows the requirements
engineer to obtain knowledge of what the users do, and it can help the engi-
neer to write unambiguous requirements. Ethnography refers to a contextual
method used to understand the organizational environment by interacting
with different users and stakeholders. The goal of the ethnography is to de-
termine the political environment of the organization [43, 44].

2.3.2.2 Requirements Analysis

Once the requirements have been gathered from their respective sources, a
more detailed evaluation and analysis of the information elicited is needed to
develop the requirements into a complete form [42]. The goal of require-
ments analysis is to understand, evaluate, and refine the information from
the requirements elicitation to ensure that they are coherent and comprehen-
sive before moving forward with the design stages. The detailed requirements
analysis is an important phase of the development process, as, for instance,
requirements communicated using natural language are prone to ambiguity,
incompleteness, inconsistency, and incorrectness, which can result in misin-
terpretations, untestable requirements, untraced requirements to their
sources, conflicts between stakeholders, and requirements. Furthermore, if
the requirements tend to evolve constantly, the challenges intensify. Reach-
ing an agreement on conflicting requirements requires communications and
negotiations between the stakeholders, which eventually converge into a uni-
fied set of requirements [45].

To support the software requirements analysis process, general desired
characteristics of each requirement are identified. These characteristics em-
phasize that every requirement is unambiguous (allowing only one possible
interpretation), testable (fulfillment can be objectively confirmed), binding
(meaning the client considers it essential and is prepared to invest in it), and
atomic (addressing only one requirement at a time). Additionally, they need
to capture the true needs of stakeholders, be expressed in their own vocabu-
lary, and make them acceptable to all parties involved. After each require-
ment fulfills the previous properties, the set of requirements should be com-
plete, adequately addressing boundary conditions, exception conditions, and
security needs. They should be concise, containing no extraneous content,
and internally consistent so that no requirement conflicts with another. In
addition, they must be externally consistent, meaning they do not conflict
with any source material. Finally, the requirements should be feasible, such
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that a viable and cost-effective solution can be created within the given cost,
schedule, staffing, and other constraints [42].

2.3.2.3 Types of Software Requirements Specifications

As previously described in 2.3.1, the requirements specification is the process
of recording user needs and system functionalities in a structured document.
The document contains complete user requirements, stakeholders’ require-
ments, and system requirements represented as clearly, unambiguously, un-
derstandably, and consistently as possible. The specification typically distin-
guishes the requirements into functional requirements, referring to the state-
ments of what the system must do to meet user needs, and non-functional
requirements describing the limitations or conditions on the software and
the development process due to organizational, product, or external con-
straints. The rest of this subchapter covers the different methods of carrying
out the specifications and the general structure of the software requirements
specification [46].

Natural language specifications are the most widely used method for spec-
ifying system and software requirements due to their intuitiveness, expres-
siveness, and universality. However, they are tediously prone to ambiguity
and vagueness. To avoid misinterpretations in natural language specifica-
tions, the author of the specification is recommended to utilize a standard
format for all requirements and emphasize a few short sentences. It is im-
portant to differentiate between mandatory and optional requirements.
Mandatory requirements are often stated with “shall” and describe the re-
quirements that the software must provide. Optional or desired requirements
are expressed with “should”. Depending on the audience of the specification,
too technical phrasing should be avoided. Finally, adding rationales and us-
ing text highlighting in requirements helps to manage changes in the soft-
ware requirements, as they can prevent making inappropriate changes.
Structured natural language specifications use a more standardized tech-
nique for writing out the requirements in contrast to the unstructured text.
The benefit of using structured specification is that it offers more consistency
while preserving the expressiveness and understandability of natural lan-
guage using predefined structures, such as templates. The specification can
utilize constructs similar to programming languages to display iteration and
alternatives. Despite the benefits of using structured language, it can still be
difficult to express the requirements in a clear and unambiguous way, espe-
cially if complex computations are needed [46]. The structured natural lan-
guage specifications increase the precision and conciseness. A simple in-
stance of a structured form of requirements is the actor-action format, where
the actor typically refers to the system, and the action is the function that the
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system has to execute. The action can also be followed by an optional quali-
fication [42].

In a Model-based requirements specification, the system is represented
using structured modelling languages, such as Unified Modeling Language
(UML) or Systems Modeling Language (SysML), to capture the system re-
quirements in a technical structure. These modelling languages help to rep-
resent the system requirements accurately, reducing ambiguity found in nat-
ural-language specifications. Requirements models are categorized into
Structural models, which specify the policies to be enforced, often also re-
ferred to as conceptual data models and logical data models. Behavioural
models specify processes to be carried out, such as use case modelling, inter-
action diagrams, and state modelling. Also, the previously mentioned UML
activity diagrams and data-flow modelling fall into the behavioural models.
Model-based requirements specifications also vary in formality. As an exam-
ple, Agile modelling tends to use sketches to communicate important infor-
mation rather than using formal modelling notations. Semiformal modelling
provides some level of modelling language semantics, however, these defini-
tions may not be formally proved to be complete as well as consistent. In a
formal modelling, such as specification and description language (SDL),
there are strict mathematical semantics supporting mechanical analysis. A
high level of formality can facilitate translation to code, aid in deriving ac-
ceptance tests, and reduce ambiguity. Finally, it is crucial to remember that
formality may cause additional work and burden to the author and the
reader. The issue can be alleviated using formal foundations with a more
readable syntax [42].

2.3.2.4 Software Requirements Validation

Requirements validation aims to ensure consistent, complete, and conflict-
free requirements. Requirements validation shares similarities with require-
ments analysis, but requirements validation is more concerned with confirm-
ing the correctness of documented requirements, while requirements analy-
sis is more focused on understanding and documenting user needs [47]. Val-
idation of requirements is an essential part of the software development, as
inconsistencies and errors in the requirements can lead to significant rework
and of the system and additional costs if the errors need to be fixed in the
later stages of the development life cycle [46-48].

The consistency in requirements tries to achieve equivalent requirements
components. Consistent requirements should follow the same naming and
sequence of the requirements throughout the requirements specification.
Also, consistency occurs when the requirements are accepted as satisfying
the customer’s needs. The requirements are considered complete when no
missing definitions or constraints are present in the software system. In ad-
dition, requirements are correct when they are captured accurately [48].
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Table 2, adopted from [48], describes the detailed descriptions for correct-
ness, completeness and consistency.

Table 2: Correctness, Completeness and Consistency definitions [48]

Type of Description

Requirement

Quality

Correctness e Describes the correspondence of that specification with the

real needs of the intended users in much the same way that
correctness of a piece of software refers to the agreement of
the software part with its specification.

e A program is considered correct if it behaves as expected
on each element of its input domain.

e An SRSis correct if and only if every requirement repre-
sents something required of the system to be built.

Completeness | e Implies that all customer’s needs will be met when the sys-
tem is constructed.

e Arequirement must have all relevant components.

e Arequirement’s document should include requirements
that define all functions and the constraints intended by
the system user.

e It specifies required behaviour and output for all possible
states under all possible constraints.

e Responses of the software to all realizable classes of input
data in all realizable classes of situations is included

Consistency | e No two or more requirements in a specification contradict
each other and the case where words and terms have the
same meaning throughout the requirement’s specifications
(consistent use of terminology)

e Requirement uses terms in a manner consistent with their
specified meanings.

¢ Requirement should be understood precisely in the same
way by every person who reads it.

e Requirements in the document should not conflict.

e Consistency is also referring to situations where there is no
internal (logical) contradiction in a specification of a sys-
tem.

e Consistent specification exists when there is a computa-
tional model for its implementation, and the specification
is valid when it satisfies the user requirements.

e An SRS is internally consistent if and only if no subset of
individual requirements stated therein conflict
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The most profound techniques used in the requirements validation pro-
cess are requirements prototyping, requirements reviews, requirements test-
ing, and viewpoint-oriented requirements validation [48].

Requirements prototyping is a technique that aims to produce an execut-
able model of the system and share it with the end-users and customers. They
experiment and test the system, providing feedback and refinements to the
requirements [46, 47]. Two types of prototypes are generally used in the re-
quirements validation process. Throwaway prototypes are intended to be dis-
carded after the initial requirements have been agreed upon and built into
the prototype. They support resolving conflicts in the requirements between
the development team and the customer. Once consensus is reached between
the parties, the requirements are incorporated into the SRS, and the proto-
type is discarded. In contrast to throwaway prototyping, evolutionary proto-
typing utilizes a small set of stable, quality-driven requirements to create a
prototype of the system. The prototype is continuously improved through
user feedback. Prototyping allows customers to obtain visual information
about the software system development, identify issues with requirements,
and provide additional requirements if necessary. The downside is that pro-
totyping can be a time-consuming process, creating additional costs and add-
ing uncertainty if the prototypes can not be transformed in to executable ver-
sion after validation [47].

Testing-based requirements validation process constructs testing arte-
facts that aim to validate the software system requirements indirectly. In case
the generation of such artefacts is considered easy, the requirements are
high-quality [49]. The advantage of using requirements is that it can elimi-
nate the unnecessary requirements, in addition, the generated test cases can
be possibly used in the future for the complete testing of the ware. Large soft-
ware organizations with skilled testing teams benefit from requirements test-
ing, however small organizations with less experience in test case generation,
the requirements testing can cause additional costs [47].

One of the most common ways to validate requirements is to use require-
ments reviews or inspections. In a requirement review, one or more review-
ers are asked to find errors, invalid assumptions, lack of clarity, and devia-
tions from accepted practice. The reviewer is guided in the process by using
checklists to focus on specific aspects of the requirements. The checklists can
contain quality criteria or so-called “definition of done” to help them focus
on different aspects of the requirements specification [42].

Model-based requirements validation builds formal representations such
as Bayesian, conceptual, and goal-oriented models in order to evaluate the
requirements correctness, quality attributes, dependencies, and variability.
This method allows early detection of inconsistencies between the require-
ments and design, as well as facilitating the interpretation of the domain and
enabling simulation when prototyping is challenging due to safety-critical as-
pects. Problems tend to arise from reusability issues, scalability, and
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difficulty determining which quality factors to evaluate, thus limiting the
ability to uncover exact errors. As a result, model-based validation should be
combined with testing or knowledge-based techniques for complete valida-

tion [49].

2.4 Lifecycle Models in Safety-Critical Environments

A software life-cycle model (SLCM) provides a conceptual framework that
describes the structure and sequence of processes, activities, and tasks to be
performed throughout the software system’s life cycle. It represents the evo-
lution of a system or product from conception through retirement, covering
both the technical and management processes required to meet the stake-
holders' needs [42]. This section studies the most used software life cycle
models (SLCM) and their use in safety-critical environments. The advantages
and disadvantages of each model are discussed, in addition to the concerns
imposed by the safety-critical environment and the development of safety-
critical software. Further, this section covers the use of the Waterfall model,
V-model, Iterative and Incremental model, and Agile methodologies.

The traditional lifecycle models used in the safety-critical systems cover
models such as the Waterfall, V-model, and Iterative and Incremental mod-
els. These SLCMs have been able to demonstrate the safety of the product
successfully [50]. Traditional SLCM methodologies have proven to be valua-
ble and useful in safety-critical software development due to the heavy docu-
mentation required to meet the regulatory process standards and require-
ments, which is also emphasized in traditional methodologies. Further, the
traditional methodologies, such as the Waterfall model, tend to be successful
when the risks and requirements are well understood in advance, leaving lit-
tle room for changing requirements later in the project [51].

The Waterfall model is a sequential software development model, where
each individual phase needs to be completed before moving to the next phase.
It is generally easy to understand and implement, and tends to be effective in
small projects. The Waterfall model is typically constructed from six different
fixed sequential phases. At first software requirements specification docu-
ment is created, and all requirements are documented. Next, the software is
designed based on the requirements specification. This phase is followed by
the implementation phase, when the actual development of the software is
executed. The implementation is followed by an extensive testing phase,
where all software units are integrated, tested, and bugs and defects are fixed.
After implementation and satisfaction of non-functional and functional re-
quirements, the software is tested, validated, as well as deployed in the cus-
tomer’s environment. The final maintenance phase covers the issues raised
in the customer’s environment, including small enhancements, in case the
user is not completely satisfied [52]. V-model, also referred to as Verification
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and Validation Model, follows a similar sequential process as the Waterfall
model, while extending the development phase to a corresponding testing
phase. This ensures that each stage of development is verified and validated
before proceeding to the next stage. The V-model has a strong emphasis on
detecting the problems and defects early on with extensive testing parallel to
the development. The model is widely used in the safety-critical software de-
velopment, when the requirements are well elicited early, ensuring high qual-
ity and comprehensive testing coverage. Traceability is assessed by tracing
each design element requirement to a corresponding test case. Issues often
arise from changing requirements, as the changes can be difficult to adapt to
the sequential phases. Also, the user involvement after the requirements
phase is low and can easily lead to a misunderstanding of the expectations
[53].

The iterative software development process model consists of repetitive
cycles of development, where each iteration adds a feature or improvement
to the previous software version based on user feedback and changing re-
quirements. This model is effective in software projects, where the require-
ments are prone to changes during the project. The iterative model is a flexi-
ble model that comes with various advantages, especially from the focus on
quality and customer satisfaction, as the defects can be detected early in the
project. The risk management process is also a vital part of iterative develop-
ment. When the risks are addressed iteratively, the potential of major issues
being introduced later in the project is reduced. In contrast, the documenta-
tion overhead required for each iteration can cause additional costs and re-
sources. Also, the repeating cycles can cause extensions to the project sched-
ule. In the Incremental Model software development process, the software is
developed in a project that is divided into different increments, each of which
contains a part of the software's overall functionality. When the increment is
completed, it will be implemented in the current version of the software,
which will eventually develop into the complete software product because of
the increments. The incremental development process suffers from similar
problems as the iterative approach, while the model emphasizes early feed-
back, it may not be available to the stakeholders until later in the develop-
ment process. The incremental process model tends to work well with large
projects, where the development process can be divided into clear milestones

[53].
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Figure 12: Iterative Development Approach [52]

With the need to deliver high-quality software systems faster and at a
lower price, Agile methodologies can offer an alternative approach despite
the various contradictions in key areas regarding safety-critical systems [50].
These issues focus on the documentation, flexible requirements written in
user stories, iterative and incremental lifecycles, as well as the Test-first pro-
cess. The documentation is one of the main challenges for adopting agile soft-
ware development for safety-critical products. As the safety-critical software
development demands evidence that all processes demonstrate sufficient
quality and safety requirements, in contrast, agile software development does
not see maintaining the documentation as an essential area. It is guided by
principles such as just enough’ or ‘barely sufficient’ and focuses on delivering
functional software rather than comprehensive documentation. This can
cause problems as the regulatory processes and requirements are fundamen-
tal pieces in achieving high quality. Additionally, fear of regulatory inspec-
tions and compliance-related concerns are raised as the minimal documen-
tation can be insufficient to determine the quality of safety-critical systems
during regulatory agencies' inspections. The second problem recognized is
that the agile processes use loose requirements, such as flexible requirements
and user stories, which are written by customers, possibly in business lan-
guage, while safety-critical development processes discourage the require-
ments changes due to additional costs and work required in redesigning, test-
ing, and documentation. Another challenge arises when the agile methods
encourage the use of iterative and incremental steps, which include all devel-
opment phases. Further, each iteration should result in a validated and tested
software product that the customer can use [51].

Despite the challenges related to the safety-critical software development
using Agile methods, various tailored hybrid models from well-recognized
Agile SDLCs have been researched, such as Safe Scrum or Scrum for Safety
and Agile V-Model. The concept of the hybrid development approach com-
bines agile and traditional plan-driven approaches and tailors them to the
organization's own needs, for instance, processes, or specific projects. Hybrid
approaches in regulated domains benefit from the flexibility of agile

41



approaches while maintaining compliance with standards and regulations
typically emphasized by the plan-driven approaches [54]. Agile V-model pro-
posed by McHughes et al. utilizes V-Model as a plan-driven life-cycle model,
while incorporating agile practices into the process. The idea is to combine
V-Model, widely used in regulatory environments, especially in medical de-
vice software, and identify agile practices that apply to the regulatory stand-
ards and guidelines. The proposed model, with identified practices shown in
Figure 13 [55, 56]. Later, Khan et al. proposed an enhancement to the model
by introducing a plan-driven window used for safety-critical, regulatory, and
high-risk fixed requirements in addition to an agile window, which can han-
dle the changing as well as evolving requirements. In this approach, reap-
proval is mandatory only if changes occur in the safety-critical regulatory re-
quirements. The enhancement has the possibility to reduce time to market,
however, it also adds complexity to handle different development windows,
as well as additional planning is necessary [57].
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The Scrum for Safety framework utilizes Safe-Sprints, where each increment
will provide documentation as well as conformance proof. It integrates the
verification and validation activities throughout the sprint at the same time
while updating the documentation incrementally. Further, the requirement-
implementation links are tracked in real-time. While adopting the benefits of
agile development, the documentation overhead can still be an issue if most
of the time in a sprint is devoted to the verification and validation activities,
as identified by Barbareschi et al. [58].
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3 Research Material and Methods

This chapter outlines the traceability system framework, risk management,
and requirements engineering methods used to develop the desired tracea-
bility system, as well as the Software Requirements Specification (SRS). The
development process of the system is further covered in Chapter 4.

3.1 Traceability Assessment Methods

Materials and methods used for the traceability assessment phase include in-
depth document analysis of the manufacturing specification documentation.
This document contains detailed information about the manufacturing pro-
cess phases. In addition, product design specification documents are studied
to gather a thorough understanding of the product and manufacturing. The
tools and methods used to achieve a traceable system are covered by the lit-
erature review. The author is responsible for ensuring each requirement of
the proposed software is traceable to the relevant documentation and sup-
ports the end-to-end unit-level traceability of the manufacturing process.

Requirements traceability matrix (RTM) covered in 2.1.3 is used to trace
individual requirements from PFMEA documentation, stakeholders, other
environmental constraints, and other sources at a more detailed level. In ad-
dition, it allows clear bidirectional traceability, as highlighted in 2.1.2, be-
tween software requirements, as well as their origins. RTM is effective, espe-
cially in cases where the number of requirements and sources is relatively
low. However, RTMs can be difficult to manage if the number of trace links
is high [7]. Although RTMs can become hard to manage in complex systems,
the scope of the system made the approach suited for ensuring the structure,
traceability, and completeness of the system.

PFMEA risk management method, which was covered in 2.2.3 and is in-
cluded in 3.2. offers a variety of options for traceability. The requirements
that the software needs to address can be traced to the specific rows with
unique identifiers in the PFMEA worksheet, establishing traceability be-
tween the risk management process. If the software acts as a control method
or improvement action, as in Figure 10, it can be traced back to the relevant
software design artefact, verifying that the developer implemented the ap-
propriate controls. Additionally, PFMEA method is used to cover the tracea-
bility between product design using numerical references to the product
Cause and Mitigation Table (CMT).

The IoT-enabled traceability covered in 2.1.6.4 was chosen for the system
framework. 10T is a proven concept to increase traceability, while ensuring
authenticity and supporting tracking the origin and quality of the product,
with real-time tracking capabilities [24]. Further, IoT, OPC UA, and Modbus
TCP/IP communication-enabled data capture was incorporated by using
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manufacturing equipment with IP-based interfaces and barcode scanners as
IoT nodes in the system. These devices captured process and batch data in
real time, such as printing parameters, curing profiles, and thickness meas-
urements, and transmitted them into the centralized traceability system.

Another benefit of using an IoT-based approach is that it is naturally em-
phasized by implementation with cloud infrastructures. This aligns well with
the existing eDHR cloud framework used by the company. Although there is
a lack of standardized frameworks to support DPPs as stated in 2.1.6.2, some
fundamental concepts were incorporated into the traceability system design.
The approach emphasized digital records of the product in addition to the
origins and the material decomposition of the product throughout the man-
ufacturing process. Also, as proposed by Hendro Wicaksonoa et al., the IoT
and physical identifiers are utilized by the conceptual DPP architecture for
data collection at the first tier, further validating the IoT-based approach and
aligning with the MES real-time data collection practices.

Both indirect part marking and direct part marking techniques were uti-
lized by the traceability system. A unique QR code is engraved into the sur-
faces of the product by utilizing laser equipment, enabling unit-level tracea-
bility. Laser-engraved QR code is specifically effective, and due to its dura-
bility and applicability on small parts, making it applicable for product iden-
tification [3, 25]. To enable seamless operation and compliance with the
product identification, the materials used in the process were marked using
indirect marking QR code labels, which are attached to the surface of the ma-
terial and can be read using a camera-enabled barcode scanner. The 2D bar-
codes are generally preferred in medical devices as they have a larger data
storage capacity, and they can be implemented into smaller surfaces as well
as support omnidirectional readability, which is essential when handling
manufacturing materials, such as in this case [25].

Success was defined as the ability to automatically and reliably associate
these captured IoT events with corresponding unit records in the eDHR.
Cloud-based eDHR validation was performed by implementing a cloud re-
pository for electronic Device History Records. Validation was carried out in
controlled test builds iteratively, which were excluded from customer ship-
ments, to confirm that IoT, OPC UA, and Modbus-generated events and op-
erator inputs were correctly reflected into the eDHR with traceability links
from the batch, process, materials, and equipment.

As a consideration of limitations regarding the methods, the printer’s PLC
did not support communication through OPC UA natively. Changing the PLC
would have resulted in additional costs. However, the printer did not support
the Modbus TCP/IP by default and had to be reconfigured similarly as illus-
trated in Figure 5. Also, KepServerEX could have been used as a middleware
to transfer the Modbus TCP/IP connection to OPC UA format, however, this
approach would have required running the KepServerEX software constantly
in the background, which would have added additional steps. The
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Requirements Traceability Matrix (RTM) was structured to focus on essen-
tial requirement origin relationships, ensuring clarity and maintainability
without adding unnecessary complexity, while mapping the requirements to
adequate test cases. The possible issues regarding the IoT devices' availability
of data were handled by designing to poll the equipment for data at specific
events, more specifically, during a barcode scan or manual operator input.

3.2 Risk Management Methods and Materials

The risk management methods used in this thesis is done by literature review
in addition to document analysis of the design verification risk analysis of the
product. The design verification assesses risks by utilizing the PFMEA
method. This structured method is widely used in the manufacturing of
safety-critical products, such as in medical device manufacturing, as previ-
ously discussed in 2.2.3. Also, the PFMEA method supports the company’s
existing quality management processes. It helps to avoid the additional work-
load required to meet the company’s guidelines and regulatory compliance.
Another benefit of using PFMEA is that it enables the potential to support
traceability, which is one part of the thesis and part of the SRS development
and evaluation methods. The PFMEA process steps follow a structure like
Figure 9, with small modifications due to the workflow. The notable differ-
ence between Figure 9 and the process adopted to the project is the iterative
nature of the manufacturing testing. Step 5: Review and update the FMEA is
done by reviewing the feedback from the test builds, and the FMEA is up-
dated accordingly in case new failure modes, changes to the RPNs, or new
mitigation strategies are introduced during the test builds. After the test
build iterations and acceptable RPNs are reached, the FMEA is frozen for
manufacturing validation, and a formal approval process is executed.

GE HealthCare has strict internal guidelines that need to be followed in
the medical device process risk management. This thesis follows the com-
pany’s risk management policy. The benefit of existing guidelines helps to
comply with the international standards and regulations set for the medical
device manufacturing process. Further, in this thesis, the company’s internal
guidelines are not discussed in detail, however, the writer of the thesis is re-
sponsible for using the guidelines to achieve compliance with the risk assess-
ment. These guidelines that concern the risk management operate under the
ISO 13485 global Quality Management System standard that applies to the
PFMEA process.

The development methods of the risk management include interviews,
structured meetings, where the scope of the meetings is predefined to max-
imise the effectiveness of the meeting, and reviews with company profession-
als of different backgrounds to ensure documentation is aligned with the
company’s guidelines. In addition, in-depth individual research focusing on
document analysis of the existing manufacturing specifications, design risk
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management processes, and equipment is conducted. The success of the Risk
Management phase was defined as the ability of the proposed software to
mitigate the high-level risks identified from the PFMEA to an acceptable
level.

3.3 SRS Development and Evaluation Methods

The methodology for developing and evaluating the Software Requirements
Specification (SRS) is based on established software and systems engineering
standards, industry best practices, and company-specific processes. The ap-
proach combines structured requirements engineering methods with risk-
based inputs and traceability techniques to produce a clear, complete, and
regulatory-compliant specification.

The key conceptual and practical knowledge for a structured requirements
engineering practice is derived from The Guide to the Systems Engineering
Body of Knowledge (SEBoK) and The Guide to the Software Engineering
Body of Knowledge (SWEBOK v4.0). Further, ISO/IEC/IEEE 29148:2018
Systems and software engineering - Life cycle processes - Requirements en-
gineering standard was applied to define the structure and content of the
SRS. This standard was selected because it is widely recognized in regulated
industries and aligns with good practice in both documentation and tracea-
bility. The remainder of this chapter covers the SRS development methodol-
ogy, incorporating the activities suggested in Figure 5.

The SRS requirements elicitation process included various input sources
covering documents and environmental design constraints specific to the
screen-printing oven, curing, and thickness measurement production phase
at GE HealthCare Finland. The PFMEA worksheet provided the foundation
for risk-based design inputs. These design inputs were analyzed and priori-
tized based on their RPN values and divided into functional and non-func-
tional requirements. Other relevant requirement sources included product
manufacturing process specifications and blueprints, which contained de-
tailed information about the product tolerances and manufacturing require-
ments. In addition to the requirements elicited from the previously men-
tioned sources, common techniques such as interviews, meetings, and brain-
storming were used to elicit requirements, which were also identified in
SWEBOK. As stated on 3.1. RTM was used to establish traceability between
different artefacts. In more detail, this approach was used to link individual
requirements to PFMEA risk items, as well as highlight the origin of other
relevant design inputs and requirements elicited.

The analysis phase focused on refining the elicited requirements to ensure
they were clear, feasible, and consistent. Each requirement was evaluated
against key quality properties such as unambiguity, testability, feasibility,
and stakeholder relevance. The complete set of requirements was reviewed
for completeness, internal and external consistency, and feasibility.

47



Completeness checks verified that boundary and exception conditions, as
well as safety and regulatory needs, were adequately covered.

The requirements are carried out in the software requirements specifica-
tion using structured natural language. Structured natural language was cho-
sen as it is often related to increased precision and consistency of require-
ments. [42] This approach also ensures that the requirements are human-
readable, while supporting traceability and validation processes. Require-
ments were documented according to the structure recommended by
ISO/IEC/IEEE 29148:2018, including separate sections for functional, non-
functional, and interface requirements. The company-specific software de-
velopment processes and quality management guidelines were followed to
ensure compliance with internal standards and regulatory needs. The com-
pany does not provide a ready-to-use template for the SRS, however, the de-
velopment process after the software requirements specification must follow
a strict sequential document process. SRS was designed to act as a formal
input to the company’s design and verification lifecycle.

The validation phase ensured that the developed SRS met defined quality
and regulatory objectives. Validation activities included periodic reviews
with the software engineer and reviews of the system in the actual production
environment with the stakeholder, consistency checks, as well as cross-refer-
ences to PFMEA-derived risk controls. In addition, prototyping was used to
create a functional prototype of the software, which was tested using test
builds, while the software requirements and the system were enhanced based
on the feedback. Each requirement was reviewed for traceability to its source,
ensuring that all high-priority risks identified in the PFMEA were addressed
through at least one corresponding software requirement.

The SRS development process and the software system development
adopted a hybrid software development lifecycle combining the iterative soft-
ware life cycle with the sequential Waterfall model. A hybrid approach can be
tailored according to the project's needs, enabling flexibility without compro-
mising compliance. [54] An iterative life cycle without the need to validate
the software between the builds was made possible by the nature of the man-
ufacturing process validation. The manufacturing process was tested and de-
veloped to its final form using test builds, which were excluded from shipping
to the end-user. Implementing software to an already validated manufactur-
ing line would have required a sequential life cycle approach, such as the Wa-
terfall model. The software validation process in GE HealthCare requires a
sequential approval process of the documents after an acceptable version of
the SRS and the software has been developed. As a result, the iterative ap-
proach emphasizing functionality over completeness at the first test build
was possible. The functionalities added to the next test builds / iteration were
decided based on feedback from the software, high-priority risk-based re-
quirements, as well as functionalities vital to efficient manufacturing opera-
tions. This method adopts fundamentals from the approach proposed by
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Khan et al., where a plan-driven window is used for safety-critical, regulatory,
and high-risk fixed requirements and an iterative window for evolving re-
quirements [57]. This approach ensured that the software was more complete
before the plan-driven validation process was required. The manufacturing
test builds were used as iterations to refine the requirements and the soft-
ware. This allowed the software to be more complete when a formal sequen-
tial validation of the safety-critical, regulatory, and high-risk requirements
was required.

Bsild 1 Design &

T Testing Implementation
illd 2 Design &
Requirements Development Testing Implementation
Build 3 .
Design & - )
T Testing Implementation
Requirements Formal \rermcapon Deployment Maintenance
Frozen process & testing

Figure 15: Life-Cycle Development Process
3.4 Documentation and Visualization Methods and Tools

Documentation and visualization are essential as they ensure clarity, con-
sistency, and traceability throughout the thesis and to other parties involved
in the project. They support fluent communication between stakeholders and
enable paths to receive feedback. The results and progress of the thesis and
of the thesis can be monitored if different concerns arise during the project.
This section describes the documentation and visualization methods used to
comply with the thesis requirements and provide transparency to the au-
thor’s work.

Throughout the development process, a variety of documents and work-
sheets were produced to capture design inputs, requirements, and traceabil-
ity information. Standardized templates were applied to maintain uniform
structure and facilitate reviews. Flowcharts and tables were used to visualize
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workflows, process logic, and requirement relationships in a clear and au-
ditable manner.

For requirements traceability, a dedicated Requirements Traceability Ma-
trix (RTM) was maintained. This matrix linked requirements to their corre-
sponding PFMEA items, design constraints, standards, and test cases. Visu-
alization of requirement hierarchies and system behaviour was supported by
draw.io diagrams, which were integrated into the SRS to illustrate relation-
ships between subsystems and process phases.

Company-specific systems and tools were also utilized to support docu-
mentation and data visualization. These included eDHR cloud services for
storing and verifying electronic Device History Records. In addition, UA Ex-
pert and KepserverEX were used for testing and visualizing OPC UA-based
communication between equipment and the software, and company-pro-
vided templates to ensure compliance with internal quality management and
regulatory requirements.
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4 System and the Software Requirements Specifi-
cation Development Process

This chapter outlines the development of the traceability system and the con-
struction of the Software Requirements Specification (SRS) created as a part
of GEHC Finland’s design transfer project. The purpose was to design a pro-
duction monitoring and data collection system framework, as well as an SRS
of the software responsible for controlling the system, transferring unit data
records automatically to cloud-based storage, and removing the manual col-
lection process to improve the efficiency of the process. The system needs to
support end-to-end unit-level traceability, risk management, and real-time
data collection during medical device manufacturing.

4.1 Development Process Overview

Medical device manufacturing is a strictly controlled and regulated domain,
both nationally and internationally, as even small abnormalities or changes
in the manufacturing can impose risk to human health. As a result, the man-
ufacturer must be able to demonstrate that sufficient controls are in place to
ensure the safety and reliability of the product. A structured approach is
needed to verify compliance, traceability, and risk coverage of the manufac-
turing systems. The systems must provide end-to-end traceability from re-
quirements to post-market surveillance in case of recalls.

The scope of the system covered by the system and the SRS in this thesis
is a part of the screen printing, oven curing, and layer thickness measurement
process. The proposed software gathers specified information from the print-
ing process to the product's electronic device history record (eDHR).

The remaining chapters present the system and SRS development process
used to establish traceable and hazard-free automatic eDHR software for the
screen printing, oven curing, and thickness measurement manufacturing
phase. The development follows a risk-driven and manufacturing specifica-
tion-driven requirements elicitation and analysis approach, which is covered
in Chapter 4.3. The proposed system framework development process is cov-
ered in Chapter 4.2. highlighting the traceability framework used. The SRS
development process is introduced in Chapter 4.3.

The project adopts a hybrid development model. Iterative approaches in
the safety-critical environment are often challenging as the software imple-
mented in the production environment must be fully complete and validated.
However, the nature of the design transfer project allows the use of incom-
plete and unverified software to be deployed in test builds prior to mass pro-
duction. These builds are used only in unofficial production units and are not
released to end customers, thereby allowing iterative testing, requirements
change, and refinements without compromising safety or compliance. The
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benefit of using an iterative approach in the requirements is that key safety-
critical requirements can be elicited and approved early. If necessary, func-
tional and usability requirements can be improved iteratively from the test
builds, feedback, and incorporated into the SRS before final verification and
validation of the software and SRS.

4.2 System Development Process

The system development process starts by analysing the process as a whole
and deriving the scope of the system. To accomplish these requirements, the
system requirements were gathered from internal meetings, process archi-
tects, manufacturing specifications, design inputs, and PFMEA. The analysis
concluded that the system scope is defined to cover the manufacturing pro-
cess from the screen printing, oven curing, and layer thickness measurement
phases.

The product identification was developed using a direct part marking ap-
proach and implemented by using laser engraving equipment. The equip-
ment software, which uses ladder-like programming language, is configured
to create the identification QR code identifiers on the surface of the product
containing specific data. This allows the rest of the system to attach data to a
specific unit based on the QR code at any specific manufacturing process.
After the requirements review of the correctness of the code data, it was for-
matted to contain the manufacturing date, part number specific to the prod-
uct, two letters describing the site identifier, revision, and a sequence number
separated by a special character. The sequence number is incremented after
each laser cycle and resets at the beginning of each manufacturing day. This
way, the physical product can be identified by the software covered in 4.3 by
parsing and combining the laser engraving date with the running number.
This product does not require an official UDI direct part marking on the sur-
face of the product because the product is not meant to be reused or repro-
cessed, as discussed in 2.1.6.4. However, the marking structure incorporates
UDI-PI elements, such as manufacturing date and serial number for internal
traceability, specifically to enable unit-level traceability, instead of lot- or
batch-level identification. The product identifier is shown in Figure 16. Fi-
nally, the readability was validated by using a camera-based QR code reader
specified to be used in the manufacturing process.
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Figure 16: Laser Engraving Direct Part Marking

The Figure 16 QR code contains the data in a format as shown below in Figure
17

260121-HA-5997212-01-001

YYMMDD Site Part Revision Unit
identifier number number

Figure 17: QR Code Contents

Material identification was incorporated by using indirect part marking
methods on the surfaces of the materials, such as inks, which needed to be
exposed to tracing. 2D barcode labels, more specifically Data Matrix, was cre-
ated and attached to two separate locations on each part to mitigate the pos-
sibility of loss or damage to the Data Matrix. To enable identification of the
specific material, the code contains the part number, LOT, and expiration
date, separated by a special character to enable parsing the data in the soft-
ware. An example labelling is shown in Figure 18, but due to confidentiality
of the inks used in the process, more details are not discussed.
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I: 5966304 VNt
Nimr'ke: Graphics lnk

LOT:  xxxxxx
FXP: XXXX XX XXES5

Figure 18: Laser Engraving Direct Part Marking

Similarly, as for the part identification, the readability of the codes was val-

idated by using a camera-based QR code reader specified to be used in the
manufacturing process. In addition, indirect part marking was utilized to
identify the printing screens used in the manufacturing process. RFIDs were
considered to be used for identification, however, the screen tensioning is
outsourced, which contains a high risk of losing the RFID identification in
the process. As a result, a company-specific identification was applied to the
surface of the screen frames in-house.
A centralized eDHR cloud structure for the product was created to document
the product's manufacturing sequence. This structure contained rules for
predefined process steps, so that the product can only proceed to the next
manufacturing step once the previous step has been completed. Initial DCPs
(Data Collection Plans) were integrated into the eDHR workflow, which al-
lowed manual data inputs and collection from early test builds throughout
the development process, even without the software implementation. The
cloud-based storage also lays the foundation for IoT integration. As discussed
in 2.1.6 cloud-based approaches are crucial for IoT-enabled traceability, sup-
porting high volumes of data and scalable data storage. Figure 19 shows the
proposed eDHR operations, as well as the required DCPs for each operation.
The operations refer to the individual phases required to complete the pro-
cess step. Rework operation was included in the logic to handle failed results
from thickness measurements and scraping, in case the product was dam-
aged in the process. These DCPs form the foundation of the digital records
created by the system. The actual completeness and integrity of the audit trail
are further represented in the results in Chapter 5.3 regarding the DCPs 1-7.
Further, the more detailed representation of the software logic is presented
at 4.3.2.
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Figure 19: Flow Chart of The Proposed eDHR Structure.

The IoT Architecture utilized a 3-layer approach similar to Table 1, including
Application Layer, Transmission Layer, and Perception Layer. The percep-
tion consists of the barcode scanners and PLCs associated with the oven and
printer. The Transmission Layer contains communication technologies and
protocols such as Bluetooth, USB/Ethernet adapters, internal factory LANS,
OPC UA, and Modbus TCP/IP. The Application Layer includes the central PC
software, Line Control Software, and the eDHR Cloud platform, which uses
the Machine Connectivity Interface to communicate with the equipment.
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The manufacturing equipment’s PLCs provide the perception layer of the IoT
framework architecture stack. These equipment are embedded with sensors
allowing real-time data acquisition through M2M communication protocols
at the connectivity layer, and the traceability application discussed further in
4.3 represents the application layer. The flow oven equipment supports OPC
UA M2M communication natively, enabling easy access to all of the con-
trolled parameters at the machine. The data collection plan and critical nodes
were identified based on the FMEA risk management process. These in-
cluded the curing profiles as well as the status of the oven. As the status node
indicates from the internal sensors whether the oven has reached the ac-
ceptable production parameters, it is enough to monitor this node. Further,
the profile refers to the current settings set for the oven based on the produc-
tion process. It is essential to ensure each profile is used at the correct layers
to prevent under-curing and causing damage to the product. The UA Expert
software was used to demonstrate and validate the correct nodes, which are
displayed in Figure 20.

# Server Node Id Display Name Value Datatype  Source Timestamp ~ Server Timestamp Statuscoc

(11 SIMATIC.S7-1200.0. NS4INumericl2980 Recipe Data Record - Dual Cure UV Cure String 12.29 12.29 Good
2 SIMATIC.S7-1200.0. NS4|Numeric|1326 Dryer Status Line 6 Ulnt16 12.29 12.29 Good

Figure 20: Oven Real-Time Data Collection Validation

The printer required configuration of the PLC software in order to provide
real-time data for traceability and risk mitigation needs. An approach similar
to Figure 2 was used to configure the PLC as a Modbus Server. The PLC reads
the sensor value from the analog inputs and stores it in the Modbus register,
which can then be read by creating a Modbus client capable of reading data
from the specific registers in real-time. Figure 21 shows the approach used
for the Modbus configuration.
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Figure 21: Modbus Configuration Process Flow

In practice, the configuration was done by using Mitsubishi GX3 software to
pull the software from the equipment by doing a full read from the PLC. Next,
the Modbus communication was modified in the software as shown in Figure

22,
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Figure 22: GX3 PLC Modbus Configuration

After modifying the PLC software Ethernet configurations, the software is
downloaded back to the PLC to use the modified software. Similarly, to the
oven, the critical Modbus registers needed for tracing were identified from
the FMEA, and the data connection, as well as the parameters, were validated
by using KepServerEX as a Modbus client. The FMEA requires a mitigation
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that each operation, must be completed by using specific equipment settings
that can vary between the operations. These registers contain the settings
used in real-time, which were validated by using KepServerEX OPC Quick
Client in Figure 23

Tag Name Address Data Type Scan Rate
“test 40551.8L String 100
1e¢ OPC Quick Client - Untitled * - o X

File Edit View Tools Help

OED- P *

= «Kepware.KEPServerEX.V6 Item ID Data Type ‘Va\ue ‘Timestamp Quality Update Count
= _Datalogger “Channel1.Devicel test  String DIELEC  09:41:21.840 Good 1
= _OpcDAServer
& _System
a_ThingWorx

= Channel1._CommunicationSerialization
= Channell._Statistics
=Channell._System

4 Channel1.Device1l

= Channel1.Device1._Statistics

s Channel1.Device1._System

Date Time Event

ﬂOB/W 2/2025 9.41.22 Added group 'Channel1._Statistics' to 'Kepware.KEPServerEX V&'

0{19;’1 2/2025 94122 Added 9 items to group 'Channel1,_CommunicationSerialization’

®09/12/2025 9.41.22 Added group 'Channel1._System' to 'Kepware.KEPServerEX.VE'.

®09/12/2025 9.41.22 Added 26 items to group 'Channel1._Statistics'. .
®09/12/2025 9.41.22 Added 6 items ta group 'Channel1._System'.

i=ilgure 23: Printer Real-Time Data Collection Validation

Other tasks needed for the traceability system framework included config-
uring the tester pc used to send data to a specified company network drive,
which was later used to validate the tester results at the central PC. Further,
the central PCs Ethernet ports were configured with static IP addresses to
communicate with the oven and the printer. The successful communication
was verified with the ping command to ensure the company's firewall did not
interfere with the connections. Finally, a barcode scanner with Bluetooth ca-
pability was inserted into the system. Figure 24 visualizes the proposed sys-
tem architecture.
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Figure 24: Proposed System Architecture Diagram

4.3 SRS Development Process

The Software Requirements Specification (SRS) development follows a
structured approach, similar to the 2.3.2. including requirements elicitation,
analysis, specification, and validation steps. Sections 4.3.1 and 4.3.2 concern
the requirements elicitation process covering the elicitation from all relevant
sources. Section 4.3.1 focuses on the risk-driven requirements elicitation
from the PFMEA, while Section 4.3.2. focuses on elicitation of requirements
from other design constraints, such as manufacturing specifications, inter-
views, as well as observation of the actual environment. As the products used
in the test builds are excluded from the shipments to the end customer, the
iterative life-cycle approach emphasizes delivering functional software first
in order to minimize the manual work required in the process before covering
the risk-based requirements. Also, the risk-based requirements are prone to
evolving during the process testing, highlighting the importance of iterative
development. Next, the section 4.3.3. covers the functional and non-func-
tional requirements analysis. These requirements result from the iterative
elicitation process and, as acknowledged in 2.3.2.2. may not have been de-
veloped to the final form. Further study and structure were needed to ensure
the individual and set of requirements aligned with the desired characteris-
tics identified from 2.3.2.2, and The Guide to the Software Engineering Body
of Knowledge (SWEBOK v4.0). practises.
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4.3.1 Acquiring Design Inputs from PFMEA

The PFMEA served as the main source of design inputs for the software sys-
tem. Document analysis of the relevant design verification PFMEA, in addi-
tion to the manufacturing specification, was conducted to elicit and form the
foundation for the risk-based requirements. These sources also form the
basic understanding of the process in order to identify essential mitigation
plans, operations needed for monitoring, as well as automated error-preven-
tion functionalities needed for the system. In case new risks, changes to the
risk assessment, or failure modes were identified during the test builds addi-
tional rows and changes were made to the PFMEA worksheet. Their causes
and effects were analysed, and Risk Priority Numbers (RPNs) were assigned
to Impact, Probability, as well as Detection. For clarification, Impact trans-
lates to Severity in this context. In addition to the comprehensive document
analysis, an initial brainstorming meeting was organized to ensure initial
mutual understanding of the risks. Storytelling was used to provide input
from the operators, as well as experts, during the test builds throughout the
development process.

The PFMEA worksheet contains process functions, failure modes, causes,
and controls in a traceable manner similar to Figure 5. The controls that the
software needs to address in terms of automated data collection, operator
inputs, as well as workflow were constructed to the (RTM) Requirements
Traceability Matrix, where each risk can be further prioritized and linked to
the appropriate software requirement item. This made the handling of risk-
based functional and non-functional requirements easier, in addition to en-
suring that the traceability system, as well as the software, complies with the
process reliability, mitigating adequate risks. The identified risks from the
process are listed in Table 3.

ID | Failure mode Cause Local / System Ef- | Imp | Prob | Det | RPN
fect
1 | QR-code not Manual QR-code | Incorrect eDHR rec- 3 3 2 18
scanned into data error ords and loss of
eDHR traceability / No sys-
tem impact
2 | Incorrect test Manual data en- | Incorrect eDHR rec- 3 3 2 18
result input to try error ords and process ca-
eDHR pability / No system
impact
3 | Incorrect recipe | Manual data en- | Incorrect eDHR rec- 3 3 2 18
selected by op- try error ords. / No system
erator to the impact.
eDHR
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14 | Duplicate prod- | Previously used | Multiple products 27
uct identifiers product identi- | scrapped - loss of
marked in the fier marked in to | traceability / No sys-
QR-code laser on the tem impact
same day
29 | Ink not trans- Incorrect recipe | Poor definition of 24
ferred through used to print printed traces caus-
the opening in conductives. ing shorts / Electri-
the screen mesh | Ink drying on cal failure of product
screen.
40 | Trace thickness | Incorrect recipe | Scrap — trace re- 24
is printed too used to print sistance exceeds
thin conductives. specs / Electrical
Ink drying on failure of product
screen.
50 | Conductive inks | Incorrect recipe | Scrap — shorting be- 24
bleeding be- used to print tween traces / Elec-
tween traces conductives. trical failure of prod-
Ink drying on uct
screen.
83 | Increased print- | Incorrect recipe | Loss of production 24
ing cycle times used to print hours / No system
graphics impact
115 | Increased cycle | Incorrect recipe | Loss of production 24
times used to print di- | hours / No system
electric impact
56 | High conductive | Incorrect (UV) Scrap - incorrect res- 30
inks resistance oven profile tistances / Electrical
used, conductive | failure of product
ink not cured
59 | Electrical failure | Product pro- Lost production, 10
cessed through electrical failure
oven before
reaching tem-
perature
60 | Wrinkled or Incorrect (stabi- | Scrap — Lost produc- 24
shrunk sheet lization) profile | tion / Electrical fail-
used — oventoo | ure of product
hot
116 | Dielectric or Conductive or Scrap — wet ink re- 30
graphic inks not | stabilization moved from product,
drying, adhering | profile used, reducing insulation
to substrate preventing cur- | resistance or applica-
ing tion instructions /
Electrical failure of
product or unclear
application instruc-
tions.
118 | UV cured inks Product pro- Scrap — wet ink re- 10
not drying cessed through moved from product,
oven before reducing insulation
reaching resistance or
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acceptable UV application instruc-
parameters tions / Electrical fail-
ure of product or un-
clear application in-
structions.

Table 3: Risk Identification Process

A Pareto Chart was utilized to visualize the highest priority and help to de-
termine their contribution to the overall risk. It provides traceability to the
risks and helps to prioritize the risk mitigation with the highest RPNs.
Pareto Chart before corrective actions
B RPN =»=Cumulative =——80% line

35 120,00%

az,aa0s 072% 100,00%
y/‘
81,64 %
- 80,00%

60,00 %
40,00 %
I I 20,00%
0,00 %
1 2 3 59 118

From Figure 25, we can see which individual failure modes (IDs) cumula-
tively contribute to approximately the overall 80% of the overall process
risks. These individual failure modes were prioritised in the design of the
software, with appropriate mitigation strategies. In Figure 25, the 80% line
is crossed in ID 1, referring to the items 56, 116, 14, 29, 40, 50, 83, 115, 60,
and 1 contributing to the overall 80% of the total process risk.

30

25

20

RPN

15

10

56 116 14 29 40 50 83 115 60
D

Figure 25: Pareto Chart Before Corrective Actions

4.3.2 Acquiring Design Inputs from Design Constraints

The design constraints in this system refer to the environmental, process-
specific, technical, as well as organizational boundaries required for the soft-
ware. This also includes requirements derived directly from Chapter 4.2 IoT-
enabled system framework in which the software needs to be able to operate.
Further, these requirements help to fulfil the risk-based requirements, en-
hancing the risk mitigation process.
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The software requirements are affected by the direct and indirect marking
techniques used for product and materials identification due to the geometry
of these parts. As an example, the software shall be able to handle QR code
read data and parse it according to the specified rules. The equipment used
for the manufacturing process set limitations for the use of OPC UA to all
equipment, as replacing or modifying existing equipment was not possible.
As aresult, the software needs to be able to handle Modbus TCP/IP commu-
nication protocol in addition to OPC UA. Finally, the software needs to sup-
port the proposed cloud-based eDHR infrastructure. This forms the manda-
tory organizational requirement for all process and product records through-
out the manufacturing process. The software needs to adopt the sequential
workflow logic defined in the Data Collection Plans (DCPs) incorporated into
the eDHR structure. Traditional elicitation techniques, such as interviews,
were used to elicit requirements imposed by the cloud-based framework.

Contextual techniques, as discussed in 2.3.2.1, were used to elicit require-
ments in the context of the user. Specifically, observation was used to analyse
the end user in the manufacturing environment to elicit requirements that
the process imposes. An ethnographic view was formed from interacting with
the stakeholders to gain an understanding of the organizational environ-
ment. As a result of the process, a software logic driven by the environment,
as well as previously discussed constraints, was proposed and visualized us-
ing a flowchart in Figure 26.
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codes

Complete operstion
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Figure 26: High-Level Proposed Software Logic

4.3.3 Development of Functional and Non-functional requirements
from Design Inputs

The development of functional and non-functional requirements was carried
out iteratively to deliver functional software to test builds early on, as the
manufacturing process lacked a clear automated data collection framework
from the test builds. This evolutionary requirement prototyping approach
was utilized to form a small set of quality-driven requirements to create a
prototype of the system, improving the software continuously throughout the
test builds. In addition, this supported the adopted iterative life-cycle
method, which is included in more detail in Figure 6. The iterative methods
also support deriving and enhancing requirements and enhancing the test
builds, supporting the previously discussed contextual techniques, as well as
adding the opportunity to address risks iteratively, as discussed in 2.4.

Table 4 contains the specific iterations of the functional and non-func-
tional requirements, as well as highlights the prototyping and iterative nature
of the development.
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Version: | Software functionality: Development process

N/A N/A - Manual collection at first | Initial eDHR structure with se-
test build quential rules and DCPs tested

1.0 Functionality-driven  software | Initial set of quality-driven
from the initial set of require- | functional and non-functional
ments and automated eDHR | requirements for eDHR and
DCP collection. DCP adoption.

2.0 Safety-critical functions, auto- | Enhancements to the initial re-
mation, material identification, | quirements, risk-driven re-
completeness. quirements, equipment auto-

mation, and serialization rules.

3.0 Final bug fixes and performance | Requirements validation and
tweaks. polishing

4.0 Formal validation process of the | SRS Requirements frozen.
software.

Table 4: Software Iterations

4.3.4 SRS Content and Structure

The derived functional and non-functional requirements were documented
in the Software Requirements Specification (SRS). The SRS outline was de-
rived from ISO/IEC/IEEE 29148:2018(E), with modifications and exclusions
made if certain constraints and sections were not considered to provide value
in terms of the requirements. The following biography was adopted to the
software requirements specification in Figure 27.

1 Introduction
1.1 Purpose
1.2 SCOPE ..vunnrrrnennns
1.3 Product Overview .................

1.3.1 Product Perspective
1.3.2 Hardware and Communication Interfaces..
1.3.3 Product fUnNCtions .......c.cccevvveerrrenmseincnens

1.3.4 User Characteristics and Classes....
1.3.5 Limitations .....ccceieeciinniiiniinniiin

1.4 DEfiNITIONS ueuvierireneeieerisiesc et eserese et ses e e ene e erenes

2 References

2.1 Product Specific Reference Documents

2.2 General Reference DOCUMENTS. ......cocviveeiieniiinecinn e

3 REOUITEMENTS...uiuiiieiiiiiiieiiiniiiieniunsistiinieiasiississnsbosiassisnsssessassssssssniansiassss

3.1 Functional Requirements .........
3.2 Non-Functional Requirements.......

3.2.1 Performance Requirements...
3.2.2 Usability Requirements......
3.2.3 Interface Requirements.............

3.2.4 Logical Database Requirements.........
3.2.5 Design and Implementation Constraints
3.2.6 Software System Attributes...............
3.2.7 COMPLIENCE oottt e

3.3 Other REQUIrEMENTS .cc.viveviieeieeeis e e esae e nns e

4 Appendices

4.1 Assumption and dependencies

4.2 Acronyms and abbreviations ..........ccciiieniinn

Figure 27: SRS Bibliography
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The introduction chapter includes sections for purpose, scope, product over-
view, and definitions. The purpose contains a rationale for developing the
software, in this case, the purpose of the software is to automate the data
collection, mitigate manufacturing risks, and generate traceable records from
the manufacturing process. The scope defines the process steps affected by
the software, referring to the screen printing, oven curing, and thickness
measurement phases. Product Overview sections contain a product perspec-
tive sub-chapter defining how the software fits into the larger system in terms
of the manufacturing process. A block diagram was used to showcase the sys-
tem as a part of the manufacturing process. Different interfaces were covered
in the Hardware and Communications interfaces, using a visualization of the
Figure 24 architecture diagram. Product functions referring to the major
functions that the software will perform were carried out using natural lan-
guage at a high level, while emphasizing the software logic proposed in Figure
26. User characteristics describe the intended groups of users of the software
and their required functions of the software. As an example, the operator re-
quires visual guidance of the software, and engineering requires access to the
configuration file in case of changes in specific software parameters and trou-
bleshooting. The limitations addressed in the scope of this system are the
communication interfaces regarding the OPC UA and Modbus TCP/IP. These
manufacturing equipment-specific frameworks limit the current system, as
well as may impose limitations in case changes to the equipment are made.
Definitions are intended to define the specification type. In this case, natural
language specification is used, where mandatory functional requirements are
indicated using “shall” and desired optional characteristics are expressed us-
ing “should”. The References section provides trace links to related docu-
ments, blueprints, as well as specifications related to SRS, and general refer-
ences provide information on the related general guidelines followed.

The requirements section presents the specific functional and non-func-
tional requirements of the software in a structured natural language. The
functional requirements are uniquely identified by a naming format [TST-
LCNMT-010], as an example. The structured action-actor approach was
used to provide structure to individual requirements. The actor in this con-
text is often associated with the operator and the action, the action what func-
tion the software needs to execute. An example of the previous requirement
is expressed as “When a sheet QR code without existing records is read to the
software, a new serial number shall be generated to eDHR”. In addition to
the previously mentioned tag, used for tracing a short description of the re-
quirement is added to provide a description of the requirement in this case,
“Generate eDHR serial number”. The individual requirements and the col-
lection of the requirements are evaluated further in 5.2 based on predefined
criteria.
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The non-functional requirements section contains various other require-
ments regarding performance, usability, interfaces, logical databases, design
constraints, software attributes, and compliance. Performance requirements
contain the key requirements for operator interactions between the system,
as well as desired high-level processing times in order to minimize the pro-
cessing times per unit. The interface requirements shall follow the architec-
tural design interfaces highlighted in Figure 21. Usability requirements cov-
ered the user interfaces required for the operator to provide visual guidance
to the manufacturing parameters, as well as the software should only require
the use of a barcode scanner outside the setup phase. The Logical database
requirements form the specific data formats, which the software should be
able to handle. This includes the direct part marking QR code format, indi-
rect part marking material QR code format, screen identifier data, oven pro-
file data from OPC UA, as well as printer recipe data from Modbus TCP/IP.
The design and implementation constraints guide through the desired re-
quirements for the system, such as eDHR used as the primary database and
operating system requirements.

The system attributes section provides details and rationales on the de-
sired attributes of the software. Availability covers the estimated uptime re-
quirements for the operation of the software during production. Scalability
estimates the capacity of production units that the software needs to be able
to handle during production. As the software is used specifically at GE
HealthCare facility in a controlled environment, with extensive internal se-
curity policies, as a result, no personnel outside GEHC is able to access the
software, resulting in no further attributes in security and portability. Soft-
ware will be supported by the internal engineering team and maintained by
recording relevant installation packets in the documentation system. Soft-
ware compliance with the industry standards is ensured by following a spe-
cific design, development, and release process. Appendices clarify the acro-
nyms and abbreviations used in the specification.
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5 Results

This Chapter presents the results of the thesis proposed software system,
starting from the identified risks and their mitigation between different iter-
ations of the software. Results from the SRS and traceability of the require-
ments are covered in 5.2. The system and the digital records produced by the
system are evaluated in 5.3.

5.1 Risk Mitigation Results

The Risk Mitigation Results subsection evaluates the effectiveness of the pro-
posed software system in mitigating the identified risks during different test
build iterations of the software. Due to the tight schedule of the project, not
all functionalities are implemented in the first iteration of the software la-
beled as version 1.0 in Table 4. As the test builds are not shipped to the end
user, the risks and controls can be evaluated and enhanced for the next iter-
ation of the software covered in versions 2.0-4.0. The RPNs of the identified
risk are presented before and after the implementation of the software in
both iterations.

5.1.1 Risk Mitigation Results from the Initial Software Version

The first iteration of the proposed software provides enough functionalities
so that it can be tested in the actual manufacturing environment. The soft-
ware provides an interactive interface that automatically excludes the possi-
bility of the user selecting an incorrect input, resulting in erroneous or miss-
ing audit trails. However, automated communication functionality between
the oven and the printer was not yet implemented in this version of the soft-
ware, which impacted the overall risk mitigation effectiveness. Table 5 below
showcases the RPNs after the first version of the software implementation.

Many of the risk mitigation actions were not yet implemented in the first ver-
sion of the software, which emphasized delivering functional software to the
test builds, not fully covering all risks. The affected risk items where mitiga-
tion occurred are represented in Table 5.

ID | Failure Cause Mitigation | Imp | Prob | Det | RPN | Change-%
mode *

1 | QR-code | Manual SW does not 3 3 1 9 -50
not QR-code allow erro-
scanned data error | neous input
into
eDHR
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3 | Incorrect | Manual SW guides 12 -33
recipe se- | data entry | to select the
lected by | error correct
operator printer rec-
to the ipe
eDHR
14 | Duplicate | Previ- SW detects 18 -33
product ously the dupli-
identifiers | used cate sheet
marked in | product numbers
the QR- identifier
code marked in
to laser
on the
same day
56 | Highcon- | Incorrect | SW  Oven 15 -50
ductive (UV) oven | profile selec-
based profile tion guid-
inks re- used, ance
sistance conduc-
tive ink
not cured
60 | Wrinkled | Incorrect | SW  Oven 12 -50
or shrunk | (stabiliza- | profile selec-
sheet tion) pro- | tion  guid-
file used ance
—oven
too hot
116 | Dielectric | Conduc- SW  Oven 15 -50
or graphic | tive or profile selec-
inks not stabiliza- | tion  guid-
drying, tion pro- | ance
adhering | file used,
to sub- prevent-
strate ing curing

Table 5: First Iteration of Risk Mitigation

5.1.2 Risk Mitigation Results from The Revised Software

The versions 2.0-4.0 of the software included enhancements to automation
between the oven and the printer, further mitigating the possibility of opera-
tor erroneous inputs. The second iteration of the software evaluates the mit-
igations in contrast to the initial identified risks in Table 3 and presents the
full risk mitigation table and results after proposed controls. The full risk mit-

igation table after the second iteration is presented in Table 6.
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ID Failure Cause Mitigation | Imp | Prob | Det | RPN | Change
mode * -%
1 | QR-code Manual SW does not 3 3 1 9 -50
not QR-code allow errone-
scanned data error | ous input.
into eDHR Display time
between the
last success-
ful QR-code
read.
2 | Incorrect Manual SW auto- 3 1 2 6 -67
test result data entry | matic trans-
input to error fer to eDHR
eDHR
3 | Incorrect Manual SW auto- 3 1 2 6 -67
recipe se- data entry | matic recipe
lected by error confirmation
operator to
the eDHR
14 | Duplicate Previously | SW detects 3 3 2 18 -33
product used prod- | the duplicate
identifiers | uct num- | product
markedin | per identifiers
the QR- marked in
code to laser on
the same
day
29 | Ink not Incorrect | SW detects 4 3 1 12 -50
transferred | recipe the correct
through the | used to conductive
openingin | Print €on- | recipe and
the screen d“ch?& does not al-
mesh Ink drying | 15, 4o pro-
on screen.
ceed
40 | Trace thick- | Incorrect | SW detects 4 3 1 12 -50
ness is recipe the incorrect
printed too usgd to conductive
thin print con- | recipe and
ductlvgs. does not al-
Ink drying | 15y, 1o pro-
on screen.
ceed.
50 | Conductive | Incorrect | SW detects 4 3 1 12 -50
inks bleed- | recipe the correct
ing be- used to conductive
tween print con- | recipe and
traces ductives. | does not al-
Ink drying | low to pro-
on screen. | ceed.
83 | Increased Incorrect | SW detects 4 3 1 12 -50
printing cy- | recipe the correct
cle times used to gaphics rec-

ipe and does
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print not allow to
graphics | proceed.
115 | Increased Incorrect | SW detects | 4 3 1 12 -50
cycle times | recipe the correct
used to dielectric rec-
print die- | ipe and does
lectric not allow to
proceed.
56 | High con- Incorrect | SW automat- | 5 1 1 5 -83
ductive (UV) oven | ically detects
inks re- profile the incorrect
sistance used, sil- oven profile
ver not for conduc-
cured tives
59 | Electrical Product SW automat- | 5 1 1 5 -50
failure processed | ically reads
through and checks
oven be- the oven sta-
fore tus  during
reaching each unit
tempera- | read.
ture
60 | Wrinkled Incorrect | SW automat- | 4 1 1 4 -83
or shrunk (stabiliza- | ically detects
sheet tion) pro- | if stabiliza-
fileused — | tion is used
oven too for the wrong
hot operation
116 | Dielectric Conduc- SW automat- | 5 1 1 5 -83
or graphic | tive or sta- | ically detects
inks not bilization |if incorrect
drying, ad- | profile oven profile
hering to used, pre- | for dielectric
substrate venting and graphic
curing is used
118 | UV cured Product SW automat- | 5 1 1 5 -50
inks not processed | ically reads
drying through and checks
oven be- the oven sta-
fore tus  during
reaching each unit
acceptable | read.
UV pa-
rameters

Table 6: Second Iteration of Risk Mitigation

The Pareto diagram shows the effectiveness of the risk mitigation results af-
ter the implementation of the final software iterations.
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Pareto Chart after corrective actions

EERPN* ===Cumulative =—80% line
20 120,00 %

100,00 %
96,75 % 100,00 %

80,00%

|
60,00 %

40,00%

| I I I I I I I N
0,00%
1 2 12 56 116 59 18 60
ID

Figure 28: Pareto Chart After Corrective Actions

In Figure 28, after the risk mitigation process, the maximum RPN was re-
duced from 30 to 18, showcasing the effectiveness of the corrective actions in
reducing overall risk priority. This reduction primarily improved the detec-
tion and occurrence probability through automation and validation controls.
The cumulative threshold of 80% is now reached with fewer and lower RPN
failure modes. The high-priority failure modes from the previous Figure 25
IDs 56, 116, 14, 29, 40, 50, 83, 115, 60, and 1 were mitigated successfully.

5.2 SRS Document and Requirements Evaluation

To ensure unambiguity, verifiability, and feasibility of the individual SRS re-
quirements, as well as a complete and consistent SRS document, the follow-
ing table with check boxes was used in the review of the requirements with
the corresponding software engineer to verify that each requirement was un-
ambiguous, verifiable, and feasible after the iterations of the software devel-
opment process. The check boxes were verified in the review meeting orga-
nized by the author.
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Requirements review
Requirement Unambiguous |Verifiabile |Feasahile |Notes:
[TST-LCNMT-001] notverifiable or feasible in the present form
[TST-LCNMT-002] ambiguity in result format
[TST-LCNMT-003]
[TST-LCNMT-004]
[TST-LCNMT-005]
[TST-LCNMT-006]
[TST-LCNMT-007]
[TST-LCNMT-008]
[TST-LCNMT-009]
[TST-LCNMT-010]
[TST-LCNMT-011]
[TST-LCNMT-012]
MNon-functional

considered as a non-functional or constraint

missing requirement

(< Jm({< << <l l<JI< <]
< (< Jmfl< el < JI< Sl < ]
< (< << i< < JI< < (]

requirements few not feasable system attributes
Specification
table
Complete |Consistency
Overall SRS
|:| not complete based on individual requirements

Figure 29: SRS Review Meeting

Figure 29 shows the conflicts in requirements at the first review meeting.
These conflicts were resolved by negotiating the differences between require-
ments in order to find consensus on the requirements. The general issues
were related to the few additional requirements to enable more clear test case
derivation, as well as few rephrased requirements due to ambiguity or verifi-
ability. After the second iteration of requirements review, the check-sheet-
based review met all the predefined criteria, and the requirements were fro-
zen. The check boxes were verified in the review meeting organized by the
author. It acted as the final check that the iteratively developed requirements
were showcased and understood by the software engineer.

As the software requirements used in the SRS were elicited from various
sources, RTM (Requirements Traceability Matrix) was established to provide
traceability and structure to the development process. This was evaluated to
be a valuable tool, consistently maintaining the traceability of the require-
ments until the final frozen requirements were reached, as well as mapping
the requirements to appropriate test cases. The following worksheet in Figure
30, extended from Figure 2, illustrates the final traceability relationships be-
tween the SRS, the RTM, and the PFMEA, and test cases demonstrating how
individual software requirements map to specific risk controls, process
needs, and manufacturing constraints.
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pFMEA reference SRS reference DQ Test Case

RPN Before
pEMEA ID: Failure Mode Potential Causes: Corrective SRS ID: SRS Requirement Description: | Test Case ID:
actions

Inknot transferred
29  |through the opening
in the screen mesh

Incorrect recipe used to print conductives. Ink
drying on screen.

Correct printer recipe shall be

Trace thickness is Incorrect recipe used to print conduectives. Ink :
automatically read and

40 . . .
printed too thin drying on screen.

E{’n?m;em}(j Incorrect recipe used to print conduetives. Ink [TST-LCHMT-003] Ched\.ed’ “h?n a product QR- ILCNMT-DQ-001)
50 eeding between drying on screen e code is read into the software

traces ymg ) i

i ot according to acceptable
83 nereased priming Incorrect recipe used to print graphies 2 parameters in Table 2.

cycle imes

115 |Increased cycle times |Incorrect recipe used to print dielectric 24

Figure 30: RTM Used For Requirements Traceability.

Using the Requirements Traceability Matrix (RTM) in Figure 30 ensured that
each pFMEA ID, control action is mapped to the correct software require-
ment ID and test case ID validation. This resulted in a complete test coverage
of the implemented software as each requirement was directly mapped to the
pFMEA, as well as bidirectional traceability. In addition, the prioritization of
high-risk failure modes was effective when using the RTM.

5.3 eDHR Records, Traceability, and System Performance
Evaluation

This Chapter evaluates the eDHR records produced by the system and anal-
yses the records produced by the system in terms of completeness and trace-
ability. The effectiveness of the automated data collection was evaluated in
terms of efficiency compared to the manual process, as well as how well the
system was able to remove the manual work required for the production pro-
cess.

5.3.1 Integrity and Traceability of the eDHR Records Audit Trail

The proposed system was successfully able to collect the required data for the
traceability system framework, and the proposed software produced clear,
traceable unit-level records from the manufacturing process in real-time.
These records demonstrated the full end-to-end traceability, including mate-
rials, as emphasized in DPP fundamentals. Furthermore, the records can be
accessed anytime by authorized personnel in case of recalls or complaints
from the customer, supporting fast root cause analysis. These records were
created for each product unit for every eDHR operation affected by the sys-
tem.

To evaluate the traceability, queries to the database were executed to en-
sure the integrity of the audit trail as well as the completeness of the records.
This evaluation confirmed that all process events and materials were re-
flected successfully in the product identifiers and executed in the proposed
sequence. These records are visualized in Figures 31-37 and reflect the pro-
posed sequential eDHR DCPs similar to Figure 19. These figures represent
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results from a single unit during a test run. Queries to the eDHR were done
after the test sequence, and the results demonstrated complete digital rec-
ords of the product during and after the test run. Parameters were collected
using m2m communication from the devices as well as direct and indirect
part markings.

Figure 31: Operation 1 Digital Record
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Figure 32: Operation 2 Digital Record
Y

10
20

Figure 33: Operation 3 Digital Record
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Figure 34: Operation 4 Digital Record
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Figure 35: Operation 5 Digital Record
m““m_m_

Record screen ID TV2006.000 ACCEPT 504009096 (Auto_Test Auto_Test)
20 Record printer recipe DIELEC ACCEPT 504009096 (Auto_Test Auto_Test)
30 Record Ink 250821 ACCEPT 504009096 (Auto_Test Auto_Test)
40 Record oven profile UV Cure ACCEPT 504009096 (Auto_Test Auto_Test)
50 Thickness test result (Pass/Fail) PASS ACCEPT 504009096 (Auto_Test Auta_Test)
60 Thickness test result YV 38.47 ACCEPT 504009096 (Auto_Test Auto_Test)
70 Thickness test result YO 38.24 ACCEPT 504009096 (Auto_Test Auto_Test)
80 Thickness test result AO 38.32 ACCEPT 504009096 (Auto_Test Auto_Test)
90 Thickness test result AV 37.86 ACCEPT 504009096 (Auto_Test Auto_Test)
100 Record ink expiration date 2027.08.20 ACCEPT 504009096 (Auto_Test Auto_Test)
110 Record ink Part Number 5873920 ACCEPT 504009096 (Auto_Test Auto_Test)

Figure 36: Operation 6 Digital Record
m—m_-m-m_m_

Record screen ID Tv2007.000 ACCEPT 504009096 (Auto_Test Auto_Test)
20 Record printer recipe SILVER ACCEPT 504009096 (Auto_Test Auto_Test)
30 Record Ink 2F30225 ACCEPT 504009096 (Auto_Test Auto_Test)
40 Record oven profile Silver Cure ACCEPT 504009096 (Auto_Test Auto_Test)
50 Record ink expiration date 2027.08.20 ACCEPT 504009096 (Auto_Test Auto_Test)
60 Record ink Part Number 5873921 ACCEPT 504009096 (Auto_Test Auto_Test)

Figure 37: Operation 77 Digital Decord
m—m_“m_m_

Record screen ID TV2007.000 ACCEPT 504009096 (Auto_Test Auto_Test)
20 Record printer recipe SILVER ACCEPT 504009096 (Auto_Test Auto_Test)
30 Record Ink ZF30225 ACCEPT 504009096 (Auto_Test Auto_Test)
40 Record oven profile Silver Cure ACCEPT 504009096 (Auto_Test Auto_Test)
50 Thickness test result (Pass/Fail) PASS ACCEPT 504009096 (Auto_Test Auto_Test)
60 Thickness test result YV 24.33 ACCEPT 504009096 (Auto_Test Auto_Test)
70 Thickness test result YO 24.64 ACCEPT 504009096 (Auto_Test Auto_Test)
80 Thickness test result AO 24.48 ACCEPT 504009096 (Auto_Test Auto_Test)
990 Thickness test result AV 24.53 ACCEPT 504009096 (Auto_Test Auto_Test)
100 Record ink expiration date 2027.08.20 ACCEPT 504009096 (Auto_Test Auto_Test)
110 Record ink Part Number 5873921 ACCEPT 504009096 (Auto_Test Auto_Test)

These digital records collected from the manufacturing process satisfied the
completeness, integrity of the audit trail, and unit-level traceability. All of the
parameters were successfully and efficiently collected, satisfying the SRS re-
quirements. These data records are traceable and available at any stage of the
manufacturing and the product's life cycle, further satisfying the end-to-end
traceability requirements.

5.3.2 System Performance Evaluation

The performance of the implemented system was evaluated by comparing the
automated data-collection workflow to the previous manual process. The
evaluation highlights the improvements in process efficiency and reduction
in manual data collection workload on two occasions.

First, in the printing setup phase operator is required to record materials,
machine parameters, and process information to the DHR collection form
manually before starting a batch. The time required for the setup was rec-
orded with the automated process, where the same parameters are captured
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automatically. Next, the operator needs to process the units and manually
collect the data into the DHR form. This per-unit processing time is com-
pared to the automated software's performance on how fast it fills the re-
quired fields to the eDHR cloud following a barcode scan. In addition, oper-
ator interactions are measured in the manual collection compared to the au-
tomated system. This means that each manual action, such as data entry, pa-
rameter verifications, and barcode scans, is compared between the ap-
proaches to analyze the workload reduction results. Table 7 highlights the
performance evaluation results by comparing the time required for manual
data entry and automated data capture on these production steps.

Description Manual Collection | Automated System
Setup Phase data entry time | 80 seconds 27 seconds

Setup phase operator interac- | 6-7 interactions, in- | Single QR code scan, sin-
tions cluding parameter | gle manual interaction

confirmations and
manual inputs

DCP Collection per unit time | 30 seconds 7 seconds

Operator interactions per unit | 6-7 interactions, in- | Single QR code scan
cluding parameter
confirmations and
manual inputs

Table 7: System Performance Evaluation Table

The automated traceability system was able to reduce the DHR collection
time during the setup phase from 80 seconds to 27 seconds. More specifi-
cally, this time comes from different interactions, confirmations, and manual
collection that the operator needs to perform before starting the production
run. During the automated production run, the operator needs to manually
collect the data into the collection form. This processing time took approxi-
mately 30 seconds. The automated system filled the required information
into the eDHR at approximately 7 seconds. This was acceptable as the oper-
ator can immediately continue working after scanning the product QR code,
and the software continues to send the data to the cloud. In contrast to the
manual process, the operator needs to be present when inputting the data
manually. The workload in manual collection required 6-7 different interac-
tions and confirmations, which were prone to operator errors and potentially
led to erroneous data being exposed in the DHR. With the automated imple-
mentation, the operator was only required to interact with the software using
barcode scanners and one interaction during the setup phase. This signifi-
cantly reduced the workload in the process phase, as the operator does not
need to consistently confirm and input different parameters into the DHR
form.
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6 Conclusions and Future Work

This thesis studied how a real-time traceability system can be designed to
support medical device batch manufacturing. The work focused on enabling
unit-level traceability in order to improve the efficiency of data collection, as
well as mitigate process risks using a systematic approach. This approach uti-
lized serialization, IoT-based data collection, and electronic Device History
Records (eDHR) with cloud integration. A structured software requirements
specification was created and evaluated for the proposed system.

At the start of the work, risk management was conducted using a Process
Failure Modes and Effects Analysis (PFMEA) approach. From the PFMEA
worksheet, manufacturing failure modes relating to the process scope were
identified and acted as design inputs for the system. In addition to the risk-
based requirements derivation, manufacturing process specifications, envi-
ronmental constraints, organizational constraints, as well as observations
were used as design inputs and further developed into functional and non-
functional requirements for the software requirements specification (SRS).
The software requirement specification was reviewed for completeness and
consistency, and individual requirements for feasibility, ambiguity, and ver-
ifiability. The systematic design process was supported using a Requirements
Traceability Matrix (RTM) to prioritize high-risk requirements, as well as
maintain traceability links between document artefacts.

To address the research questions, the proposed system framework uti-
lizes direct laser engraving, as well as indirect serialization using QR codes
and Data Matrix for identification and traceability. An IoT-enabled system
framework was established following a 3-layered architecture with Percep-
tion, Transmission, and Application Layers, taking advantage of the manu-
facturing equipment's machine-to-machine communication protocols OPC
UA and Modbus TCP/IP. A tailored data collection plans and sequential logic
was integrated into the cloud-based eDHR to support the large amount of
data produced by the IoT system. In addition, the traceability system funda-
mentals supported the Digital Product Passport (DPP) principles for materi-
als and essential manufacturing parameters collection, creating individual
unit-specific digital records from the production phases. The completeness
of these records was validated through test runsas shown in Figures 31-37.
The system performance was evaluated by analysing the automated data col-
lection system in comparison to the manual data collection process by com-
paring the operator workload and data collection efficiency. The system was
able to reduce the operator workload during manufacturing to a single bar-
code scan and eliminate the additional confirmations required in the manual
process. Additionally, the data entry times were significantly lowered using
the automated traceability system, and the availability of the records enabled
fast root cause analysis of the production process and the unit, as highlighted
in Table 7. Also, the implementation of the system efficiently lowered the
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RPNs of the high-risk failure modes from the process, as demonstrated in
Figure 28.

Currently, the project will undergo a formal manufacturing validation pro-
cess. In case there are new failure modes identified after the manufacturing
validation, this system can be re-evaluated and extended to mitigate future
issues by expanding the data collection parameters or with a software update.
Also, RFID integration was considered at the system development process
for the traceability of the printing screens, but was eventually excluded due
to the implementation would have added unnecessary steps to the operation,
and no high-risk failure modes were identified in screen identification. The
scalability of this system was considered for another facility sharing similar-
ities in the manufacturing process, however the current system and software
configuration are highly specific to the manufacturing process at Helsinki
and would require configuration and software changes. The modularity con-
straints could be accessed in the future to enable more seamless adoption of
the system. The DPP adoption in the current process supports the traceability
to internal teams. At the time of writing the thesis, no specific implementa-
tion guidelines or standards were introduced by the European Union for im-
plementing the DPPs to medical devices. This system already shares many
fundamentals of the DPPs and could be modified to support wider integra-
tion by modifying the existing system. Real-time analytics and performance
tuning could be of interest in the future. This can be facilitated by expanding
the data collection parameters and implementing a modification to the soft-
ware.
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