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Abstract
Deep learning models can be effectively utilized in many applications, including

the detection of violent images. Unfortunately, these models can be vulnerable to
attacks that introduce imperceptible modifications to the image. Such attacks can
cause misclassification, which may lead to inefficiencies in public safety and to
the spread of violent content. However, despite the risks, the research comparing
attacks on violence detectors is limited.
This thesis explores a range of attacks applicable to the on-device violence

classification task. It presents a literature review that identifies various types of
attacks under the threat model tailored to the task and proposes a taxonomy of the
attack methods based on their scenarios and generation principles. The review
complements the taxonomy with the analysis of the attack differences and recent
improvements. The review is supplemented by an experiment, which evaluates
a subset of the discussed attacks on lightweight violence classification models.
The experiment demonstrates a significant vulnerability of undefended models
and illustrates the effect of various attack constraints on the imperceptibility and
generation time.

Keywords Evasion attacks, computer vision, deep learning, image classification,
violence detection
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1. Introduction

Deep learning models have been utilized successfully in computer
vision tasks for more than a decade [1] and have found many appli-
cations in the real world, from skin cancer analysis [2] to traffic sign
recognition [3]. One of the tasks that could benefit from a machine
learning approach is automated detection of violent images. It can
be useful in various areas, such as content moderation to prevent
the spread of media that violate moderation guidelines, and public
safety to facilitate timely detection of threats and conflicts.
Violence detection may be needed in cases where model inference

on a remote server is risky or infeasible. For example, the camera
feed may contain sensitive information, or the system may not have
a reliable Internet connection. With the advancement of computa-
tional capabilities of mobile and edge devices and the development
of lightweight architectures, AI inference closer to the data source,
or on the edge, is becoming increasingly popular [4]. Following
these developments, the violence detection model can be deployed
directly on the device.
Despite the general high accuracy achieved by modern image clas-

sification models, these models are often vulnerable to adversarial
perturbations—small changes that are imperceptible or insignificant
to humans but which affect model predictions [5]. This instability
comes with a range of risks. First, there is a chance of inadver-
tent mispredictions due to slight changes in the environment, noise,
and other factors not covered during model training. Second, mod-
els may be vulnerable to evasion attacks, in which the attacker
intentionally deceives them to circumvent rules or disrupt system
functionality.
A considerable amount of research has been conducted on evasion

1



Introduction

attacks in computer vision [6], [7]. However, existing studies either
concern a wide category of attacks [6], [8] or do not target on-
device models, for example, reviewing attacks on cloud violence
detectors [9] instead of on-device attacks. Such general surveys
cannot provide an in-depth analysis of a wide range of methods;
moreover, some of them overlook recent progress in the field. Thus,
the aim of this thesis is to identify the extent of current research on
evasion attacks applicable to on-device image violence detection by
conducting a state-of-the-art literature review. To supplement the
discussion, the thesis provides a practical comparative evaluation
of a selection of the attacks. The main contributions of this thesis
are the selection and taxonomy of attacks applicable to violence
detection, an analysis of recent improvements in those attacks, and
an empirical evaluation of the attacks on lightweight deep learning
models.
The thesis is divided into six sections. Section 2 provides general

information on deep learning models and attacks. Sections 3 and 4
describe the attacks under different settings in detail. Then, Sec-
tion 5 describes the experiment setup and obtained results. Finally,
Section 6 concludes the review and evaluation.
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2. Background

This section introduces terms, concepts, and goals required to de-
scribe different attack methods. First, it establishes the notation
and methods required further, and then more thoroughly describes
attack properties.

2.1 Preliminaries

An image classifier is a function F : S → {1, . . . , k}, where k is the
number of classes and S ∈ [0, 1]H×W×C is a space of images with
height H, width W , and number of channels C. This representation
can be obtained by resizing the original image and scaling pixel
intensities from the standard 0 − 255 range to [0, 1] interval. The
image is denoted by x, and the true class associated with it by y.
In the deep learning setting, the classifier is based on a function
Z of the input tensor x and a set of weights θ. Z returns logits zi ∈ R

for each of k classes. The logits can be transformed into confidence
scores fi ∈ [0, 1]—model certainty of the input belonging to class
i—by applying an activation function, such as softmax:

fi =
ezi∑︁k
j=1 e

zj
.

Note that binary classification tasks may rely on a single logit to
define confidence scores. Subsequently, given the confidence scores,
the output of the classifier function F can be computed as argmax

i
fi.

Confidence scores also define decision boundaries, which are hy-
perplanes πi,j ⊂ S, such that ∀x ∈ πi,j : maxq fq(x) = fi(x) = fj(x).
These boundaries usually separate the images by the class pre-
dicted by the model. In binary classification settings, the indices in
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π can be omitted.
Deep learning models are trained by iteratively adjusting the

weights θ to minimize a certain loss function L(θ, x, y) → R, which
penalizes confidence corresponding to the wrong prediction classes
but may also include other terms. A common loss function for clas-
sification tasks is cross-entropy, which for a single true class y is

LCE = − log(fy(θ, x)).

The adversarial objective is to create an adversarial example x̂ ∈ S,
such that ŷ = F (x̂) ̸= y. Then, the adversarial perturbation is defined
as η = x̂− x.
Not all adversarial examples represent equally successful attacks.

For instance, imperceptibility is a key consideration in an attack,
since easily distinguishable adversarial examples can be filtered
or not have an intended effect on the human observer. Thus, one
important quantifier of an adversarial example is a distance metric
which represents how different the adversarial example is from the
original image. A widely used distance metric is an ℓp norm due to
its simplicity and computational efficiency. An ℓp norm of η is defined
as

∥η∥p =

(︄∑︂
i

|ηi|p
)︄1/p

.

Some common special cases of an ℓp norm include ℓ∞, ℓ0, and ℓ2.
ℓ∞ limits the maximum absolute pixel change to verify if any value
deviates significantly from the original one; ℓ0 identifies the number
of changed intensities to constrain the portion of the images that
differs from the original; and ℓ2 is the Euclidean norm of the per-
turbation, which considers both the number of deviations and their
magnitude.
Although the attacks target classification models, generative mod-

els may also appear useful. Instead of estimating the probabilities of
the target class given an image sample, they estimate the distribu-
tion of the images themselves or images with the labels, which allows
these models to create new samples not present in the training data.
One type of generative model is a generative adversarial network

(GAN). A GAN consists of a generator G, which creates images
or other high-dimensional outputs, and a discriminator D, which
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detects whether the input has been synthetically generated. The
models are trained to find [10]

min
G

max
D
LGAN(D,G),

where LGAN(D,G) = Ex∼pdata(x) logD(x) + Ez∼pz(z) log (1−D(G(z))).

Another type of generative model is a diffusion model [11]. Its
training is based on adding noise to the original images and then
learning to reconstruct them reversing the process.

2.2 Threat Model

This section describes a threat model, which is needed to define the
scope and target of the considered attacks. The model covers the
following factors: degree of knowledge, adversary capabilities, and
adversarial goals [12].
There are two most probable scenarios for evasion attacks against

on-device violence image classification models. In the first one, the
adversary does not have direct access to the model and therefore
can only construct input samples based on the class predicted by the
model. This scenario represents the setting where the attacker is a
user without knowledge of the internal contents of the application
or an indirect user, as in the case of surveillance applications.
However, given that the model is deployed on-device, there is a

possibility of the attacker obtaining access to it. Therefore, such a
case is also considered in this thesis. Additionally, attacks with full
access can serve as the basis for other attack types or be useful to
test the robustness of the model under worst-case conditions [12].

2.2.1 Degree of Knowledge

The first scenario is black box [13]—it assumes no access to model
parameters, architecture, or any large-scale training dataset. How-
ever, the adversary might make an educated guess about the model
architecture and parts of the training data by researching widely
adopted methods, state-of-the-art solutions, and publicly available
datasets. This scenario, in which the attacker does not have access
to the model weights but has certain knowledge about the data or
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architecture, is referred to as gray box.
The second scenario is white box, which means that the adversary

has access to model weights, architecture, and therefore confidence
scores. However, the attacker has no knowledge about the training
data and process.

2.2.2 Adversarial Capabilities

The phase of machine learning during which the attack occurs plays
the main role in defining adversarial capabilities, i.e., training or an
inference phase. Given that this thesis only considers attacks on
already deployed models, the scope is solely limited to testing phase
attacks. Therefore, an adversary must craft adversarial samples
to explore or trick the model without the ability to modify training
data, alter the architecture, or otherwise affect the prediction of
the model. However, the adversary is not constrained in building
their models based on the outputs of the original model and publicly
available data.

2.2.3 Adversary Goals

Adversary goals represent the end result that the adversary is trying
to achieve. Testing phase attacks can be divided into evasion and
exploratory attacks. The former have a goal of causing mispredic-
tions of the targeted model, while the latter is aimed at extracting
information about the learning system, such as model architecture,
weights, behavior, and training data [14]. In the case of violence
detection, the training data and process themselves do not have
a significant value to an attacker, unless their goal is building a
similar system. Therefore, the considered threat model includes
only evasion attacks.
Within this scope, the goals fall into one of three categories [8]: un-

targeted misclassification, source/target misclassification, and confi-
dence reduction. Untargetedmisclassification is achieved bymaking
the model predict any class other than the true one. Source/target
misclassification is a refined version of untargeted misclassification
that specifies which class needs to be predicted for each true class.
Confidence reduction is the aim to reduce the score representing
the confidence of the model in the prediction. Although adjusting
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the severity can have some effect on the handling of the identified
cases, the score in a pure detection task does not matter within the
same predicted class.

2.3 Attack Selection

The attacks in this literature review are selected based on the fol-
lowing criteria: applicability, novelty, and trustworthiness. The
applicability ensures that the attacks can be performed on a binary
violence image classification model. The novelty requires selected
methods to either introduce conceptually new attack classes or
to showcase an improvement in a weakness of their predecessor.
Finally, the sources of the attacks are filtered to include journal
publications or highly cited preprints; however some newer works
that have not received much attention yet are also mentioned to
outline the current state of research in the field.
The attacks are first split into white box and gray or black box. Then

they are grouped by the taxonomy classes introduced in each section
or by the underlying concept. Within each group, the attacks are
ordered chronologically, demonstrating incremental improvements.
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3. White-box Attacks

This section investigates white-box attacks—attacks in which the
adversary may use a loss function L(θ, x̂, y) and the confidence score
function f .
Vassilev et al. [15] identify a number of non-mutually exclusive cat-

egories of white-box attacks. First, they define optimization-based
methods, which generate adversarial examples with the objective
of minimizing a certain metric of the perturbation, for example, an
ℓp norm. Then, the taxonomy identifies universal evasion attacks,
which instead of finding an optimal adversarial example for a spe-
cific sample, target the entire data set or a subset with the same
perturbation or patch. The next proposed category consists of phys-
ically realizable attacks which are feasible to implement in the real
world, for example, by adding prints and accessories or changing
lighting conditions. Finally, the authors mention attacks in other
modalities. They trick the victim model by presenting malicious
data in an unintended form, such as text in image or ASCII art.
Optimization-based attacks pose the highest threat under the con-

dition of full access to the model, since they target imperceptibility
without additional constraints. These attacks can be categorized
further. For example, a survey by Zhang et al. [16] proposes the
following classification based on the type of method used to craft
adversarial examples: single-step, iterative, optimization-based,
search-based, and generative model-based. However, these classes
may overlap and some boundaries are not clearly defined. For ex-
ample, most optimization-based methods are iterative.
This thesis distinguishes optimization-based attacks based on the

nature of constraints and generation strategies. Such categoriza-
tion results in three main types (Figure 3.1): norm-constrained
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Figure 3.1. Classes, methods, and improvements of white-box attacks

optimization, generative, and attacks under other constraints. Norm-
constrained optimization attacks solve an optimization of minimizing
a certain norm of the perturbation. Generative attacks utilize gen-
erative models trained to produce realistic images according to a
learned distribution to find adversarial examples. Attacks under
other constraints explore different attack paradigms, such as color
distortions and image patches.

3.1 Norm-constrained Optimization

Szegedy et al. [5] defined the attack goal in the following manner:

minimize ∥η∥2 subject to F (x+ η) = ŷ.

Although finding an exact solution is an NP-hard problem for non-
trivial classifiers [17], an approximation of the minimum of ∥η∥22 +
L(θ, x + η, y) can be obtained with an optimization algorithm, such
as L-BFGS.
This algorithm demonstrated high efficiency on theMNIST dataset [18]

with AlexNet [1] classifier, successfully attacking all images with an
average distortion under 0.1 [5]. However, this approach has some
drawbacks. Firstly, the optimization algorithm does not guarantee
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that the obtained perturbation is the best globally, as it may find a
local minimum. Secondly, the optimization task is computationally
expensive as it requires many steps in high-dimensional space, each
of which requires model inference.
A powerful tool for constructing adversarial examples is the gradi-

ent of the model output with respect to the input image. The Fast
Gradient Sign Method (FGSM) proposed by Goodfellow et al. [19]
utilizes this idea by using the sign of the gradient scaled with a
hyperparameter ϵ for the perturbation:

η = ϵ · sign(∇xL(θ, x, y)).

The algorithm is based on the assumption that high-dimensional
deep learning models exhibit certain local linearity, and therefore
following the gradient is able to alter the confidence scores in a
chosen direction. This property allows finding adversarial examples
faster than with standard optimization methods, such as L-BFGS,
while maintaining a high success rate (over 99.9% with ϵ = 0.25

on MNIST) [19]. Another key difference of FGSM compared to
Szegedy et al. [5], is that by taking only a sign of the gradient,
FGSM optimizes ℓ∞ measure of the adversarial perturbation instead
of an ℓ2 norm. This effectively limits the maximum deviation from the
original images but affects all pixels and does not consider changes
smaller than the selected ϵ.
FGSM is fast, but it does not seek the optimality of the solution.

Linear approximations of adversarial perturbations can be refined
using an iterative algorithm known as iterative FGSM (I-FGSM) [20].
The authors define the adversarial example x̂t on step t as follows:

x̂0 = x, x̂t+1 = PBϵ(x)(x̂t + α · sign(∇x(L(θ, x̂t, y)))),

where Px+Bϵ is a clip to the ϵ-ball of x.
This approach became the core of the Projected Gradient Descent

Attack (PGD) [21], which added restarts to prevent the algorithm
from getting stuck in local maximums of the loss. On each new start,
the authors initialize x̂0 with a random image within an ϵ-ball of x.
This allows the algorithm to explore different paths and select the
smallest successful perturbation in the end.
PGD demonstrates higher attack success rate compared to FGSM [21],
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particularly on adversarially trained models—models exposed to
adversarial examples during the training process. However, PGD is
more computationally expensive as it requires many iterations to
reach the final solution. Some studies have attempted to improve
the efficiency of PGD. For example, low-rank PGD attack (LoRa-
PGD) [22] was shown to achieve results reaching or surpassing
the original algorithm while having a significantly lower memory
footprint.
Nonetheless, PGD is not a perfect solution. Despite displaying

good performance in regular scenarios, it may fail when the model
is adversarially trained against it [23]. Furthermore, PGD requires
carefully chosen step size and number of steps to perform optimally.
These drawbacks were addressed by Auto-PGD [24].
Auto-PGD adds a momentum term to the gradient step [24]:

mt+1 = PS(x̂t + αt · ∇L(θ, x̂t, y)),

x̂t+1 = PS (x̂t + λ · (mt+1 − x̂t) + (1− λ) · (x̂t − x̂t−1)) ,

where αt is the step size at the iteration t, and β controls how much
the previous steps affect the current one. The step size is reduced
by half at certain moments depending on the optimization progress,
and the algorithm is restarted from the best known point.
Different variations of Auto-PGD along with two other methods

are combined into a set of attacks called AutoAttack (AA) [24].
Another family of iterative algorithms relying on linearization is

based on DeepFool [25]. Unlike maximum-confidence algorithms,
such as FGSM, PGD, and L-BFGS, DeepFool is a minimum-norm
algorithm. This means that it aims to find a minimum perturbation
that causes mispredictions rather than attempting to find one under
the given norm threshold. This provides a more efficient method to
test model robustness as the algorithm does not have to be restarted
for each threshold.
The core concept of DeepFool lies in finding a minimal adversarial

perturbation for a linear binary classifier, which is a projection on
the decision boundary (Figure 3.2) [25]. On each step, DeepFool
considers the first order approximation of Z around x̂t and computes
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πŷ

ηt

x̂t

F (x) = y

F (x) = ŷ

Figure 3.2. Finding a minimum adversarial perturbation for a linear classifier

a minimal perturbation as a solution to

argmin
ηt
∥ηt∥2 subject to Z(x̂t) +∇Z(x̂t)T ηt = 0.

The authors derive the solution from the linear case:

ηt = −
Z(x̂t)

∥∇Z(x̂t)∥22
∇Z(x̂t).

In the end, the perturbations on each iteration are aggregated into
η̂ =

∑︁
t ηt.

DeepFool is fast to compute and effective in generating small ad-
versarial perturbations when the classifier can be well approximated
by linear functions. It can also find solutions in highly non-linear
cases. However, in those cases, the size of the perturbation may
significantly exceed the optimal, as DeepFool minimizes each step
rather than the total norm of the perturbation.
Fast Adaptive Boundary Attack (FAB) [17] addresses this short-

coming by introducing an additional incentive for the algorithm to
create smaller perturbations. The core algorithm utilizes a projec-
tion on the decision hyperplane similarly to DeepFool. However,
each step considers both the current point and the original one:

η̂t = proj(x̂t, πŷ,S)− x̂t

η
orig
t = proj(x, πŷ,S)− x,

where proj(x, πy,S) is a projection of x on the decision boundary of
the target class πy within the space S. The final step is defined by
the following formula:

x̂t+1 = PS

(︂
(1− λ)(x̂t + βη̂t) + λ(x+ βη

orig
t )

)︂
.
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Additionally, FAB introduces a backward step, which steers x̂i+1

closer to the original input if the adversarial example already causes
misclassification [17]:

x̂t+1 ← (1− β)x+ βx̂t+1.

These modifications reduce the norm of the adversarial perturbation
at the cost of slightly slower converging iterations.
Another successor of DeepFool is SuperDeepFool (SDF) [26]. It

generalizes to various norms and provides an extra projection step
to steer the adversarial example to the original image. The authors
show that SDF achieves a balance of speed and perturbation size,
surpassing most DeepFool-based algorithms in number of iterations
and keeping on par with regards to the perturbation norm.
Another prominent attack was introduced by Carlini and Wagner

(C&W) [27]. The authors define the problem with an objective
function ω such that F (x + η) = y ⇐⇒ ω(x + η) ≤ 0 and a constant
c > 0:

minimize ∥η∥p + c · L(θ, x+ η, y),

such that x+ η ∈ [0, 1]n.

The constant is then chosen to be the smallest value for which
F (x+ η) = y. By proposing methods for clipping of x+ η, the authors
were able to use Adam optimizer to solve the problem.
This approach demonstrates both good generalization, supporting

all of ℓ0, ℓ2 and ℓ∞ norms, and efficiency, surpassing the success
rate of FGSM, DeepFool and JSMA with lower average perturbation
norm [27]. Furthermore, the authors show that C&W attack can
break defensive distillation, known as a promising defense strategy.
However, these results come at a high computational cost of running
the optimizer.

3.2 Generative Models

While norm provides an understandable and easily computable met-
ric to measure, it may not be an objective measure of human percep-
tion. Thus, certain attacks do not aim to minimize a pure norm of
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the adversarial perturbation or any other easily quantifiable metric
of the adversarial example. Instead, their goal is to preserve some
learned perception of similarity to the original images.
One such method is AdvGAN [28] based on generative adver-

sarial networks (GANs). During the training of the generator G

and discriminator D, the authors introduce a loss L consisting of
an adversarial loss Ladv, traditional GAN loss LGAN, and a hinge
component Lhinge on the perturbation size:

LGAN = Ex logD(x) + Ex log(1−D(x+G(x)))

Ladv = Ex L(θ, x+G(x), y)

Lhinge = Exmax (0, ∥G(x)∥2 − ϵ)

L =Ladv + αLGAN + βLhinge.

In addition to targeting perceptual stealthiness of the adversarial
example by performing evaluation on the discriminator instead of a
simple distance measure, AdvGAN provides certain benefits based
on the model training. First, once the model is trained, the attack
requires only one inference step, which leads to a higher speed.
Second, AdvGAN does not rely on the victim model during inference,
which lowers the constraints on the model accessibility. However,
these benefits come with a higher complexity of the algorithm and
the necessity of generation models.
Diffusion models represent another type of generative models

suitable for crafting adversarial examples. An example of such
an attack is the Diffusion-Based Projected Gradient Descent (Diff-
PGD) [29], which combines the traditional PGD [21] approach with
steps of a diffusion pipeline. The method optimizes the loss on the
purified image x̂0t instead of the original x̂t. The authors perform the
purification by applying Stochastic Differential Editing (SDEdit) [30]
with K steps on each iteration, so that

x̂0t = SDEdit(x̂t,K).

Then, they perform a regular PGD step:

x̂t+1 = PS
(︁
x̂t + α sign∇xL(θ, x̂

0
t , y)

)︁
.

Compared to norm-constrained optimization algorithms, Diff-PGD
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often demonstrates better stealthiness by generating images without
perceivable noise, which is reduced during the diffusion process.
Additionally, it is robust to diffusion-based purification, which is an
efficient defense method against various types of attacks [31].
Generative-model based attacks do not have to operate on pixel-

level intensities. Instead, they can rely on the perturbations in
latent space, based on the assumption that similar vectors repre-
sent similar content. This idea works well with diffusion models.
Chen et al. [32] show that their approach DiffAttack of modifying
the adversarial examples in the latent space offers an impressive
transferability in addition to a high success rate, which makes it a
suitable choice for a black-box attack.
The mechanics of DiffAttack [32] is based on inverting the diffusion

process to obtain the latent or the noise generating the image. The
latent xt is then perturbed using an optimizer, such as AdamW [33]
used in the original experiment, to estimate a latent maximizing the
loss of the adversarial example.

3.3 Other Constraints

There are ways to constrain the attacks. For example, one could
restrict the number of modified pixels. Although such setting be-
comes a norm-optimization task with ℓ0 metric, and can be solved
by some norm-optimization methods, such as C&W attack, the non-
differentiability of the metric requires special considerations. Thus,
ℓ0 attacks are separated in this section.
Papernot et al. addressed the challenge with the Jacobian saliency

map attack (JSMA) [34]. As described by the name, they first com-
pute a saliency map of the model predictions ∇x̂f(x). Then, the
algorithm identifies the most important pixel—the pixel correspond-
ing to the highest increase in the model confidence score of the
target class—and modifies it by a small parameter δ. The process is
repeated until the classifier changes the prediction or a limit on the
number of modified pixels is reached.
This approach provides a high success rate with only a few pixels

altered. However, those changes may be high, which would make
the pixels stand out, and the image recognizable as adversarial. This
drawback can be addressed with a trade-off on the success rate. Su
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et al. demonstrated that a successful attack may require changing
only one pixel [35]. Their approach, One Pixel Attack, is based on
differential evolution (DE).
DE algorithms [36] consider a population (set) of current solutions

(parents) and a population of candidate solutions (children). On
each iteration, children are compared with their parents and kept
only if they demonstrate an improvement on a chosen metric. This
approach helps to tackle local minima by maintaining a diverse
population and requires less information from the target system as
it does not directly rely on model gradients.
One Pixel Attack [35] utilizes DE by encoding the perturbation with

the coordinates and RGB intensity values of the modified pixel. The
authors use a population of 400 such perturbation candidates and
perform up to 100 iterations. According to the study, this approach
yields up to 70% success rate on various models evaluated on CIFAR-
10 [37]. Furthermore, they extend their approach tomulti-pixel edits,
resulting in a more general method, Pixel Attack.
Pixel-wise modifications may be noticeable even if the number

of modified pixels is low. Moreover, they can be easily avoided by
applying denoising or compression algorithms before the inference
of the classifier. Therefore, it is useful to consider other constraints,
which do not directly translate into the norm of pixel difference.
These attacks are called unconstrained.
For example, altering the color distribution of the image is a viable

attack direction. However, the color cannot be changed arbitrarily,
since certain objects, such as human skin, signs, and food can
be linked to a limited set of colors. ColorFool [38] addresses this
restriction by creating an adversarial coloring with respect to human
vision. The authors preserve the pixel lightness by fixing an L-
component of the Lab color space [39] and limit the perturbations to
a selected natural-looking range based on semantics. The algorithm
identifies semantic regions in image with a segmentation model
and assigns a color intensity perturbation to each region based on
sensitivity. The authors identify four sensitive region types: person,
vegetation, water, and sky. Other regions may receive large color
intensity changes.
ColorFool yields a high success rate of up to 99% [38] without

introducing pixel-wise noise or affecting colors of critical regions.
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However, there are some limitations. First, sensitive regions are
specified manually, which cannot guarantee that all such regions
are properly handled. Second, the perturbations within the regions
are chosen randomly [38]. This may result in larger distortions than
necessary and affect the perception. A newer method, Natural
Color Fool (NCF) [40] aims to solve these issues by sampling color
distributions from a library based on ADE20K dataset [41] instead
of following manually defined ranges. The authors demonstrate that
their approach generates higher-quality images, based on NIMA [42]
scores, which are designed to estimate human perception of image
quality based on deep learning algorithms.
Multiple other unrestricted attacks have been proposed. They rely

on features like color and texture [43] or utilize spatial transforma-
tions [44].
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4. Black and Gray-box Attacks

This section covers black-box and gray-box attacks, for which model
weights, confidence scores, and gradients are not available. Gray-
box attacks may rely on additional data, such as training sets or
model architecture type, while black-box attacks are limited only to
the model decision F (x). These attacks can correspond to the follow-
ing three classes illustrated in Figure 4.1 based on the generation
method: transfer-based, processing-based, and query-based. The
following subsections cover these classes in detail.

Figure 4.1. Classes, methods, and improvements of black and gray-box attacks
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Black and Gray-box Attacks

4.1 Transfer-based

Transferability is a property of adversarial examples to work across
differentmodels. There aremultiple explanations of this phenomenon,
such as similar knowledge learned by different models, dense clus-
tering of adversarial examples, and overlap of adversarial subspaces
of different models [16]. Transfer-based attacks exploit this property
by training separate surrogate models, attacking them, and using
obtained adversarial examples to target the victim model.
Transferability was observed in the original discovery of adversar-

ial examples [5]. However, early methods did not put significant
focus on improving this property, although some newer methods,
for example, generative-model based ones [32] demonstrate high
transferability and therefore can be utilized in black-box scenarios.
Attacks that rely on a single surrogate model may be heavily

affected by the architecture choices and random factors. These
weaknesses may be partially compensated by relying on multiple
surrogate models. Dong et al. showed that attacking an ensemble
of models led to a higher success rate than generating adversarial
examples for one specific surrogate [45]. To perform such an attack,
they fused the logits of the models in the ensemble with weights
wi > 0, such that

∑︁
iwi = 1, into

z =
∑︂
i

wizi

and then utilized an optimization-based algorithms, such as FGSM [19],
I-FGSM [20], and the newly proposed MI-FGSM. Alternatively, the
authors proposed fusing the losses of each model into

L(θ, x, y) =
∑︂
i

wiLi(θi, x, y),

which results in the same attacks as fusing the gradients of the
models. Both fusing methods were shown to noticeably outperform
the same methods based on a single surrogate.
The main limitation of a simple fusion of logits is that it does not

consider the response of each individual model in the ensemble.
In ensembles with high model diversity, this may lead to meaning-
less gradients or generation of images that are not adversarial to
the individual models and therefore to a reduction of the success
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rate. The former problem was addressed with the Stochastic Vari-
ance Reduced Ensemble Attack (SVRE) [46], which samples the
gradients on each iteration instead of directly fusing all of them.
The latter problem was tackled by the Common Weakness At-
tack (CWA) [47]. Its authors propose to use an update step that
minimizes distances to the local optimum for each model:

x̂it = PS
(︁
x̂i−1
t − β · ∇L(θi, x̂i−1

t , y)
)︁
.

One of the main drawbacks of transfer-based attacks is the com-
plexity of training surrogate models. It requires a dataset similar
to the one used during the training of the victim model and may
consume a significant amount of computational resources. Further-
more, the success of the attack may depend on the architecture of
the surrogate models matching the architecture of the victim model.

4.2 Processing-based

In some cases, normally-occurring image modifications may serve as
a basis for evasion attacks. Applying noise, converting to grayscale,
changing brightness, and adjusting contrast may cause errors in
the model predictions [9]. The magnitude of the changes can be
adjusted linearly or with a search algorithm, such as binary search,
to find the minimummagnitude leading to a sufficiently high success
rate.
The advantage of processing-based methods is the simplicity and

accessibility. Most of these transformations are available in image
processing libraries, visual editors, or even physical environments.
The wide adoption of these transformation may also improve the
perception of the images as natural. Thus, the perturbation of many
processing-based methods may be imperceptible despite a large
number of changed pixels and a high magnitude of change.
Li et al. [9] propose an improvement that may be useful for various

types of attacks but in particular for processing-based methods. The
improvement is that the attack is performed only on the area that is
critical for the decision, which in the case of violence detection, can
contain the participants of the fight or of another violent action. The
authors argue that these modifications to this area affect the model.
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However, this change increases the complexity of the method by
introducing additional detection or segmentation models.
The issue with using purely processing-based methods is that the

content of the image may become unrecognizable. This changes the
true class of the sample, which makes the attack unsuccessful.

4.3 Query-based

Some black or gray-box attacks do not require training of surrogate
models. Instead, they query the victimmodel directly to find patterns
in the responses. These methods are referred to as query-based or
decision-based.
The first successful decision-based attack, BoundaryAttack, was

introduced in 2017 [48]. The authors initialize x̂0 by sampling from
a uniform distribution U(0, 1)H×W×C until a sample that belongs to
a different class is found. Then, on each iteration of the algorithm
they sample ηt from ηit ∼ N (0, 1) and scale and clip it to follow the
conditions

x̂t−1 + ηt ∈ S (4.1)

∥ηt∥ = α · ∥x− x̂t−1∥2, (4.2)

where α is a relative perturbation size. Then, while maintaining the
constraint 4.1, they project ηt onto a sphere around original image
x and shift x̂t in the direction of x, so that

∥x− (x̂t−1 + ηt)∥22 − ∥x− x̂t−1∥22 = ϵ · ∥x− x̂t−1∥22,

where ϵ is a target step towards the original sample.
BoundaryAttack provides a general method for finding adversarial

examples, which can achieve perturbation sizes comparable to white-
box methods [48], while being model-independent. However, a
large number of queries may be required to find optimal adversarial
examples, which may not be available in real-world scenarios. The
query frequency may be restricted by the performance of the device
or a rate limit of a service.
Chen et al. address the high number of queries inHopSkipJumpAt-

tack (HSJA) [49] using gradient-direction estimation. On each it-
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eration, the method performs a binary search to find the closest
point to the decision boundary in the direction of original x, and
then samples from a distribution of unit vectors, moves the adver-
sarial example in those directions, and queries the model to get a
Monte Carlo estimate of the gradient direction. Consequently, the
direction defines where the adversarial example is shifted. The au-
thors demonstrate that HSJA requires significantly fewer queries to
achieve adversarial perturbation norms similar to BoundaryAttack.
The HSJA approach can be improved. BounceAttack [50] utilizes

a gradient-estimation method from HSJA. However instead of us-
ing the gradient direction directly, the authors consider only the
component orthogonal to the line connecting an adversarial and the
original samples. This change is designed to more actively explore
the adversarial space, which results in a decrease of the number of
performed queries of up to 76% in the experiments.
However, other methods attempt to further reduce the number

of queries. One of them, Triangle Attack (TA) [51], is based on a
geometric idea. The authors argue that in the previous algorithms,
BoundaryAttack and HSJA, the angles αt and βt between adversarial
examples x̂t and x̂t+1 and the original image x satisfy βt + 2αt > π

if the new x̂ is closer to the original image. Thus, they propose
to iteratively sample a subspace and optimize the angles. Their
experiments show that Triangle Attack surpasses other state-of-the-
art decision-based attacks in the success rate with the same number
of queries.
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5. Experiment

This section describes an experiment for demonstrating the perfor-
mance of a subset of the previously identified attacks on violence
classification models. The section is split into subsections that de-
scribe each step of the experiment. First, the dataset, models, and
attacks are defined. The models are trained on selected data and
their clean performance is measured. Then, the metrics for evaluat-
ing the performance of the attacks are chosen. Finally, the attacks
are performed and the metrics are collected and analyzed.

5.1 Methodology

The first step of the experiment is obtaining the violence classifi-
cation models. In order to ensure their applicability to on-device
inference, their size was limited to fewer than 10 million parame-
ters. Under these requirements, the two best performing models
according to a survey on lightweight image recognition models [52]
were selected: Swiftformer-S [53] and RepViT-M1.1 [54].
The models were originally pre-trained by their authors on Ima-

geNet [55] for general object classification and fine-tuned for the pur-
pose of this experiment on the Real Life Violence and Non-Violence
Data [56], which consists of more than 5000 images belonging to
each of the positive (violent) and negative (non-violent) classes. The
recall scores of the fine-tuned Swiftformer-S and RepViT-M1.1 on
the original images are 98% and 95% respectively.
For the selection of attacks included in the experiment, the prop-

erties of methods discussed in the literature review are summarized
in Table 5.1. Based on these properties, the attacks were filtered
in multiple stages. First, the experiment was conducted only on
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attacks that do not require additional models because their use is as-
sociated with high resource utilization due to the computation cost
of training surrogate and generative models or inference of larger
models. From the remaining attacks, the methods were selected
to include at least one attack from each group present in Table 5.1.
In the selection, most recent attacks that support ℓ∞ norm were
prioritized to facilitate a fair comparison of the results; however,
the final choice was limited to the implementations available in the
Adversarial Robustness Toolbox (ART) [57], which provides a uni-
form way of performing attacks. As a result, the considered attacks
are the following: FGSM as a baseline, Auto-PGD, DeepFool, HSJA,
Pixel Attack, and JSMA.

5.2 Metrics

The quality of evasion attacks can be evaluated from different per-
spectives. This experiment includes metrics from several of them.

• Stealthiness or imperceptibility measures how difficult it is
to detect the attack. ℓp norms of the perturbation can be used
as quantifiers; however, another way to measure stealthiness
is using an image similarity metric. A structural similarity
index measure (SSIM) [58] is a popular option for this task.
The main drawback of this metric is that it is patch-based and
therefore represents similarity of parts of the image rather
than the full perception. Certain metrics, such as the learned
perceptual image patch similarity (LPIPS), provide more com-
prehensive scores by utilizing embeddings of deep learning
models. While these models may be vulnerable to adversarial
perturbations [59], they solve a different task compared to the
victim model and they are not attacked directly. Thus, LPIPS
may still provide meaningful stealthiness measurements.

• Efficacy is the ability to achieve the target result. In case of
violence detection, where the goal of the attacker is to cause
misclassification of positive images, Attack Success Rate (ASR)
or False Negative Rate (FNR) can be used interchangeably.

ASR = FNR =
Number of successful attacks

Total number of adversarial samples
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• Computational Efficiency is an estimate of the computer
resources needed to perform the attack. Common metrics
include processor time and asymptotic complexity.

• Transferability can be quantified with a transfer attack suc-
cess rate, which is calculated only on successful adversarial
examples against the surrogate model in this experiment to
separate transferability from efficacy. It is worth noting that
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Figure 5.1. Attack success rate on Swiftformer-S depending on the ℓ∞ budget

this metric may heavily depend on the architecture of both
victim and surrogate models.

In order to make a fair comparison, all attacks are given a fixed
ℓ∞-budget—the maximum allowed ℓ∞ norm of the perturbation. For
fixed budget methods, such as FGSM and Auto-PGD, this constraint
is passed directly as a parameter. For minimum-norm methods,
the budget is enforced by clipping already generated adversarial
examples to an ϵ-ball of the original image.
The attacks were evaluated on a fixed set of 100 randomly selected

images from the violent class. The metrics were then aggregated
over those images for each attack.

5.3 Results

The attacks that support ℓ∞ or ℓ2 norms were first evaluated under
different ℓ∞-budgets. The success rates by budget are visualized in
Figure 5.1. Based on these results, all attacks show a consistent
improvement as the budget increases. The changes are the most
significant for minimum-norm attacks DeepFool and HSJA; how-
ever, C&W attack achieves a stable 100% success rate by finding
adversarial perturbations smaller than any of the provided budgets.
For a more detailed comparison, the ℓ∞ budget was set to 0.015,

which allows deviations of pixel intensities of 3 on a 0 to 255 scale
while allowing a significant spread of attack success rates based
on Figure 5.1. The results of this comparison are presented in the
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Table 5.2. Attack results for adversarial examples targeting Swiftformer-S (S)
and RepViT-M1.1 (R) defined by column M with the ℓ∞ budget of 0.015.
The stealthiness metrics and time are averaged across the successful
adversarial examples. Mean ± standard deviation are reported for
LPIPS.

Attack M
Success Rate (%)

ℓ∞ ℓ2 LPIPS Time (s)
Swift. RepViT

FGSM [19] S 87 29 0.015 1.9 0.10 ± 0.06 0.03R 89 100 0.015 1.9 0.07 ± 0.05

Auto-PGD [24] S 100 78 0.015 3.9 0.03 ± 0.02 4R 36 100 0.015 3.8 0.02 ± 0.02

DeepFool [25] S 90 0 0.006 0.09 0.00 ± 0.00 0.3R 0 88 0.002 0.04 0.00 ± 0.00

C&W [27] S 100 4 0.006 1.4 0.01 ± 0.01 130R 2 100 0.006 1.5 0.00 ± 0.00

HSJA [49] S 34 32 0.015 4.1 0.02 ± 0.02 330R 5 77 0.011 2.5 0.01 ± 0.01

Table 5.3. ℓ0 attack results for adversarial examples targeting Swiftformer-S (S)
and RepViT-M1.1 (R). Mean ± standard deviation are reported for
LPIPS.

Attack M
Success Rate (%)

ℓ0 LPIPS Time (s)
Swiftformer RepViT

JSMA [34] S 13 0 160 0.02 ± 0.03 5R 0 3 120 0.03 ± 0.02

Pixel Attack [35] S 39 8 150 0.12 ± 0.10 45R 8 14 150 0.12 ± 0.14

Table 5.2.
Based on the high success rates, both models appear highly vulner-

able to most of the attacks. Auto-PGD and C&W are able to generate
adversarial examples within the ℓ∞ budget of 0.015 for all images,
while the black-box method HSJA demonstrated noticeably lower
efficacy due to stronger constraints.
From the stealthiness perspective, DeepFool provided the least

perceptible perturbations based on ℓp norms and LPIPS scores, fol-
lowed by C&W. These attacks also produced the average ℓ∞ values
noticeably below the budget, which indicates that many generated
adversarial examples were even smaller than required.
Next, the computational efficiency of the attacks differs signifi-

cantly. FGSM, being a non-iterative algorithm, executes on average
for 30 milliseconds, which is orders of magnitude faster than other
attacks, with the closest alternative, DeepFool, performing 10 times
slower. However, the inference of the slowest method, HSJA, takes
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over 4 orders of magnitude more than FGSM. It is the only black-box
attack in this comparison, which extracts less information on each
model inference compared to white-box attacks.
While the transferability does not follow a clear pattern based on

the model pair, adversarial examples with higher ℓ2 norms and LPIPS
scores tend to exhibit higher transfer success rate. One possible
explanation to this phenomenon is that these examples fall out of the
distribution of the training data, which was similar for both models.
In addition to ℓ∞-constrained attacks, the experiment included

two ℓ0 attacks: JSMA and PixelAttack. Their results summarized
in Table 5.3 provide multiple insights. First, their success rate
is noticeably lower compared to the methods from Table 5.2 with
similar or lower LPIPS scores, which potentially indicates a lower
efficacy of the selected ℓ0 attacks with the same stealthiness prop-
erties. Second, JSMA is shown to perform significantly faster than
the Pixel Attack at the cost of a slight degradation in success rate
and higher ℓ0 norm. Third, both attacks show low transferability on
the selected samples, which might be explained by a limited pixel
selection affecting the classification that is specific to each model.
Additionally, manual observation of the adversarial examples gen-

erated by the selected ℓ0 attacks, revealed that the examples can
often be easily recognized due to specific pixels noticeably differing
from their environment as in Figure 5.2. This effect is also supported
by high average LPIPS scores of the Pixel Attack, although it is not
prominent in the JSMA results.

(a) JSMA (b) PixelAttack

Figure 5.2. Adversarial examples of ℓ0 attacks
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6. Conclusion

This thesis identified a wide range of evasion attacks against on-
device violence detection models. These attacks covered white-
box and black or gray-box scenarios. For each of the scenarios,
the attacks were further taxonomized into three classes based on
the generation principles and constraints related to adversarial
examples. Subsequently, the review demonstrated that each class
is comprised of a variety of methods with individual trade-offs and
meaningful improvements over the past decade.
The experiment revealed that undefended models are extremely

vulnerable to evasion attacks even with a low norm budget. More-
over, some attacks managed to achieve substantial success rates
without access to the model weights or confidence scores. However,
less constrained attacks displayed better efficacy and stealthiness.
The work is subject to a number of limitations. First, the literature

review provides an overview of developed attacks with some con-
crete examples rather than a comprehensive survey of all available
methods. This means that certain useful attack concepts may be
missing. Second, the scope and the evaluation set of the experiment
are limited due to high computation costs of model inference, vary-
ing attack goals, and availability of implementations. Finally, this
thesis does not consider certain practical aspects of attack inference,
such as physical realizability and quantization of the adversarial
examples to the integer intensity values from 0 to 255, which could
have an effect on the success rates and inference times.
The main direction of further research on the topic of this thesis is

the defense strategies. Given the observed instability of undefended
models, these defenses may lead to significant changes of attack
success rates and their stealthiness. There exist multiple distinct
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types of defenses. Some of them modify the training procedure
to improve the model robustness, for example by targeting local
prediction consistency [60] or by directly incorporating adversarial
examples in the training set [61]. Other methods, such as various
input transformations [62], feature squeezing [63], and detection
with reformation [64], focus on destroying or identifying adversarial
examples during model inference.
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