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Abstract

The emergence of connected embedded devices in consumer and industrial applications
sets new requirements for low-cost and low-power data transmission methods. Many
applications require long-range wireless connectivity and need to operate under
limited battery capacity. There are many Low-Power Wide-Area Network (LPWAN)
technologies that attempt to provide solutions to this growing market segment.
Narrowband Internet of Things (NB-IoT) is an emerging LPWAN technology that
provides internet connectivity to resource-constrained devices using existing cellular
network infrastructure. It provides a promising alternative for conventional and
legacy cellular technologies, which have drawbacks in IoT use.

In this thesis, an embedded system is developed that uses the NB-IoT as its
radio interface. The system is developed while taking into account all of the details
required for actual IoT deployments, such as device management, security, and
reliability. Special attention is paid to optimizing the power consumption of the
device to achieve longer battery life.

Lightweight Machine to Machine (LwM2M) protocol that is suited for large-
scale TIoT deployments was selected as the communication protocol. It offers a
standardized data format and device management functionality. The system is based
on the STM32L476 microcontroller and the u-blox SARA-N211 NB-IoT modem.

The result of this work is a maintainable and reliable software running on a
hardware platform, which can be used as a base for customer applications. The
system performance was evaluated in terms of power consumption and communication
latency. The power consumption calculation was used to estimate the battery life of
the device for a given battery size. The results of the performance measurements are
used to evaluate the viability of NB-IoT technology for a given application, comparing
it against other LPWAN alternatives.

Keywords embedded system, microcontroller, power consumption
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Tiivistelma

The emergence of connected embedded devices in consumer and industrial applica-
tions sets new requirements for low-cost and low-power data transmission methods.
Many applications require long-range wireless connectivity and need to operate under
limited battery capacity.

Yha useammat laitteet kuluttajien ja teollisuuden saralla voivat hyotyéa internet-
yhteydesta, joka asettaa uusia vaatimuksia kustannustehokkaille ja matalan virranku-
lutuksen tiedonsiirtomenetelmille. Monet naista sovelluksista vaatii pitkan kantaman
langatonta radioteknologiaa ja joka toimii rajatun akkukapasiteetin alla. Monet
erilaiset Low-Power Wide-Area Network (LPWAN) teknologiat pyrkivéit luomaan
ratkaisuja télle kasvavalle markkinasektorille. Narrowband Internet of Things (NB-
IoT) on uusi ja kasvava teknologia, joka tarjoaa internet-yhteytté resurssirajoitetuille
laitteille kayttaen olemassa olevaa matkapuhelinverkkoa. NB-IoT mahdollistaa ta-
vallisten matkapuhelinverkkoteknologioiden korvaamisen paremmin IoT-sovelluksiin
optimoidulla radioteknologialla.

Tassa tyossa on toteutettu NB-IoT radioteknologiaa kayttava sulautettu jar-
jestelma. Jarjestelmé on toteutettu ottaen huomioon realistiset vaatimukset [oT-
jarjestelmalle mukaan lukien tietoturva, laitehallinta ja laitteiden toimintavarmuuden
takaaminen. Erityishuomiota on kiinnitetty kuitenkin laitteen virrankulutuksen
minimointiin, jotta laitteen akunkestosta saataisiin mahdollisimman pitka.

Kommunikaatioprotokollaksi valittiin laajamittaisiin IoT sovelluksiin suunniteltu
Lightweight Machine to Machine (LwM2M) protokolla, joka tarjoaa standardoidun
tietoformaatin informaation siirtoon ja ominaisuuksia laitehallintaan. Toteutettu
laite pohjautuu STM32L476 mikrokontrolleriin ja u-bloxin SARA-N211 NB-IoT
modeemiin.

Taman tyon tuloksena tehtiin hyvin yllapidettava ja luotettava sulautettu ohjel-
misto. Tamé ohjelmisto toimii laitealustalla, jota voidaan kayttéda pohjana asiakasso-
velluksissa. Laitteen suorituskyky arvioitiin sen tehonkulutuksen ja kommunikaatios-
sa ilmentyvan latenssin perusteella. Tehonkulutusmittausta kaytettiin arvioimaan
laitteen odotettu akunkesto tietylld kapasiteetilla. Téata tulosta kiytetddn arvioi-

maan NB-IoT:n kédyttokelpoisuutta erilaisiin kayttokohteisiin, verraten sitd muihin
LPWAN vaihtoehtoihin.

Avainsanat sulautettu jarjestelmé, mikrokontrolleri, energiankulutus
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3GPP 3rd Generation Partnership Project
ADC Analog-to-Digital Converter

API Application Programming Interface
APN Access Point Name
CI Continuous Integration

CoAP Constrained Application Protocol

DL Downlink
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DTLS Datagram Transport Layer Security
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GPIO General Purpose Input/Output
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GSM Global System for Mobile Communications
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IP Internet Protocol

IPSO Internet Protocol for Smart Objects
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[oT Internet of Things
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LwM2M Lightweight Machine to Machine
MCU Microcontroller Unit

MNO Mobile Network Operator
NB-IoT  Narrowband Internet of Things
OMA Open Mobile Alliance

PCB Printed Circuit Board

PLL Phase Lock Loop
PSM Power Saving Mode
RAI Release Assistance Indicator

REST Representational State Transfer
RRC Radio Resource Control

RTOS Real-time Operating System
SPI Serial Peripheral Interface
SWD Serial Wire Debug

TAU Tracking Area Update

TCP Transmission Control Protocol
UART Universal Asynchronous Receiver Transmitter
UDP User Datagram Protocol

UE User Equipment
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1 Introduction

Increasing demands in automation require exchange of data between machines.
Machines can benefit from the ability to interact with other machines, for example,
to provide information for monitoring or automation purposes. Applications range
from industrial to consumer devices, and increasing number of devices can benefit
from being connected online. The internet provides a widely used high-speed channel
for these communications. The concept of machines connecting to the internet is
called Internet of Things (IoT).

Massive number of IoT connections sets unique requirements for reduced device
cost, high device density, and extended signal coverage. More and more new applica-
tions will emerge as the wireless connectivity to the internet will add more benefits
and becomes less expensive. Device prices are decreasing and integrating connectivity
to systems will is becoming easier. In Meulen (2017) it has been estimated that there
are currently billions of connected devices and the number is growing.

Many applications specifically require a wireless means of communication, for
example, due to remote or frequently changing location. The same constraint also
often demands the application to be battery-powered. This need has led to the
development of technologies called Low Power Wide Area Networks (LPWAN), which
allows remote devices to communicate wirelessly over long range energy efficiently
(Mekki et al., 2018). These remote devices communicate with a base station, which
will forward the data to the internet. Device data can then be stored and processed
for automation or monitoring purposes. LPWAN network technologies present a
high market potential. Machina Research (2016) has predicted that 6 billion IoT
connections of 2015 will rise to 27 billion in 2025, 11% being LPWAN connections.

Devices that only have a low amount of resources available are called resource-
constrained devices, or constrained devices (Bormann et al., 2014). Constrained
devices have very limited power, memory, and processing power available. These
constrains are typical for mass-produced and battery-powered IoT devices. These
devices must be able to use the simplest possible methods of communication to
work efficiently. Due to these constraints, these types of devices have very limited
functionality, space, and power budget.

One of the emerging LPWAN technologies that aims to solve the problem of a
massive number of connected constrained devices is Narrowband Internet of Things
(NB-IoT). It provides wireless connectivity to constrained devices using the existing
cellular network infrastructure. NB-IoT is designed for applications that have low
data rates and do not need to respond with low latency. The key priorities of NB-IoT
are pervasive network coverage, inexpensive modems, and long battery life. (Chen
et al., 2017)

The goal of this thesis is to develop an IoT platform that uses the NB-IoT as
its radio link. Maintainable software for this platform was developed. Performance
was evaluated in terms of power consumption. Important factors constituting to the
power consumption were analyzed to optimize the power efficiency of the developed
platform. With this understanding, the applicability of NB-IoT can be evaluated
against other LPWAN technologies. This platform can then be used for various
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customer projects in the future.

Figure 1: Picture of the platform that was created. (Courtesy of: Etteplan Oyj)

The structure of the thesis is as follows: general information about the relevant
technologies will be presented in Background chapter in which the features of NB-IoT
will be presented and it is compared to other LPWAN technologies. In Research
materials and methods chapter, the development process and implementation details
of the system will be described. In Results chapter the power consumption measure-
ments will be presented. Finally, the conclusions on the system will be presented in
Summary chapter.
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2 Background

In this section, background information about the fundamental radio technologies is
presented. The core matter is about explaining the background, features, and use-
cases of NB-IoT with emphasis on the power-saving features. Firstly, the background
of NB-IoT will be presented and its deployment option and low-power features will be
described in detail. Then the most commonly used alternative LPWAN technologies,
LoRa (LoRa Alliance, 2019), Sigfox (Sigfox, 2019), and LTE-M (Ratasuk et al.,
2017a) are presented and they are compared to the NB-IoT. Finally, the relevant
protocols, which are used in the context of IoT, will be described briefly.

1 , ‘l |
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] ! 3G
= i WIFI EEC : _  Llongrange
s 1 2G gif \‘
8 T - % -
O ,--{ Shortrange - —_ ! VSAT :
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| ] 1 I
\

Range
Figure 2: Overview of radio technologies. (Mekki et al., 2018)

LPWAN technologies offer low-power wireless communication over long distances.
Attributes of LPWAN in the radio technology landscape is depicted in Figure 2.
These technologies are suitable for constrained devices as they prioritize energy
efficiency over attributes such as higher data rates. Due to these requirements,
resource-constrained systems can deliver longer battery life at the expense of lower
data rates and higher communication latency. LPWAN technologies have unique
requirements and challenges compared to conventional radio and networking protocols.
The following requirements have been identified in Naik (2018) for constrained devices:

low-cost devices and network infrastructure,

e low power consumption,

high network capacity, and

extended coverage and signal penetration indoors.

Naik (2018) states that conventional cellular technologies are not practical in IoT
applications for constrained systems because of these requirements. Conventional
cellular technologies are not optimized for multi-year battery lifetime and need to
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incorporate features into modems that can be too expensive for low-cost IoT use-cases.
Applications for low-data rate devices range from environmental monitoring, utility
metering, tracking, and many other use-cases that only need to communicate data
infrequently.

[oT applications need to make trade-offs between many factors, such as latency,
power consumption, cost, coverage, and network capacity. Use-cases for IoT ap-
plications range from ultra-low latency vehicle-to-vehicle safety communication to
low powered sensors that send measurements once per day. In Figure 3 the market
spectrum of different technologies in different applications is shown. NB-IoT is
targeted to the lower end of that spectrum, offering solutions to devices that only
need to communicate very infrequently.

Figure 3: Illustration of the wide variety of requirements and use cases in the IoT
landscape. (Qorvo, 2018)

2.1 NB-IoT overview

NB-IoT is an LPWAN radio access technology that provides internet connectivity
over mobile networks. These are often called cellular IoT or mobile IoT technologies.
Wang et al. (2017) describes that NB-IoT offers similar capabilities as conventional
cellular technologies, but it is optimized for resource-constrained devices in terms of
cost, power consumption, and signal penetration. This allows NB-IoT to be used for
battery-powered applications that have a battery lifetime of multiple years.
NB-IoT is developed by the 3rd Generation Partnership Project (3GPP), which
is a collaboration between several major telecommunications standard organizations
around the world. The project was started in 1998 to develop 3G networks, but
it has been then extended to newer technologies. The aim of this project is to
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create globally accepted technical specifications that can be used to develop cellular
technologies. 3GPP will accept the specifications and introduce them in "Releases".
These releases are frozen when they are completed and provide a stable environment
to develop upon. (3GPP, 2019) The specification for NB-IoT was completed in the
3GPP Release 13 in 2016 (3GPP, 2016) and the following Releases will continue to
add new features and improvements to this standard.

NB-IoT is specifically tailored for machine-to-machine applications that have
low data rate and device complexity. NB-IoT offers coverage extension methods to
reach remote and indoor locations, simplified network procedures that reduce device
complexity and price, and extended power-saving methods to elongate device battery
life. NB-IoT is designed to coexist with legacy GSM (General Packet Radio Service)
and LTE (Long Term Evolution) technologies. NB-IoT is based on LTE technology
and reuses many components from it. (Wang et al., 2017)

NB-IoT is a new technology and it is still actively evolving. Currently there
are two User Equipment (UE) categories: Cat NB1 introduced in Release 13 and
the newer Cat NB2 introduced in Release 14. Ratasuk et al. (2017b) describes
that Cat NB2 adds new features, such as additional 14 dBm power class, multicast
transmission, higher data-rates, and device positioning enhancements. This thesis is
based on the Cat NB1 specification because the modem used in this project only
supports that category.

In mobile communication terminology "generations" refer to new technologies that
are not backwards compatible with previous generations. New generations offer new
features, such as higher bandwidth and better security. In this paper 2nd generation
(2G) will refer to GSM/GPRS (General Packet Radio Service) technology and the
4th generation (4G) refers to LTE technology. In this thesis, NB-IoT will refer to
Cat NB1/NB2 technologies and LTE-M will refer to Cat M1/M2 technologies.

A cellular network consists of wireless devices that communicate to base stations
that will provide connectivity to the internet. In LTE terminology the devices that
connect to base stations are called User Equipment (UE). 2nd generation base

stations are referred to as Base Transceiver Station (BTS) and 4th generation LTE
base stations are called Evolved Node B (eNodeB).

2.2 NB-IoT deployment

NB-IoT devices cannot outright connect to all existing cellular LTE networks without
any modifications. For the LTE network to support NB-IoT devices it must implement
support for the NB-IoT protocol. Mekki et al. (2019) states that NB-IoT can be
deployed on eNodeB base stations with a software update. This allows fairly low-cost
deployment for the operators without the need to build new network infrastructure.
NB-IoT operates in narrow carrier bandwidth of 180 kHz (hence the name Narrowband
[0T) which enables it to be deployed on existing GSM or LTE bands. This accelerates
the global network deployment significantly since LTE and GSM networks already
have nearly worldwide coverage.

Chen et al. (2019) states that NB-IoT can be deployed in three modes: standalone,
in-band, or guard band. Standalone mode is deployment on a dedicated spectrum,
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which can often be an unused GSM carrier. The in-band mode is deployment on LTE
resource block within LTE carrier. Guard-band mode utilizes unused resource blocks
within an LTE carrier guard band. These options allow NB-IoT to be deployed
on existing LTE or GSM networks without complications. These three NB-IoT
deployment options are illustrated in Figure 4.

LTE LTE LTE
carrier carrier carrier
200 kHz 180 kHz 180 kHz
Independent Guard-band In-band
deployment deployment deployment

Figure 4: NB-IoT deployment options. (Chen et al., 2019)

As of March 2019, there existed 102 operators in 52 countries that had deployed
either LTE-M or NB-IoT networks. NB-IoT only is deployed in 28 countries, two
countries have deployed LTE-M only, and 22 countries have deployed both. Many

more countries are investing in deployment. (GSA, 2019) Figure 5 shows the 2019
state of deployment in a map.

W LTE-M
-':u-;‘;’ M Both
B NB-loT

© GSA 2019

Powered by Bing
2 GeoNames, HERE, MSFT, Microsoft, Navinfo, Thinkware Extract, Wikipedia

Figure 5: Map of deployment of NB-IoT and LTE-M around the world. (GSA, 2019)
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2.3 NB-IoT operating principles

The technology behind NB-IoT prioritizes methods that provide better coverage,
longer battery life, and lower cost modems than conventional cellular technologies.
Beyene et al. (2017b) states that NB-IoT uses Frequency Division Duplex (FDD)
in half-duplex communications to save device costs. This means that the device
cannot transmit and receive data simultaneously. Beyene et al. (2017a) states that
NB-IoT provides enhanced coverage compared to conventional LTE by using signal
repetitions. Li et al. (2018) describes that NB-ToT has high latency, up to 10 seconds,
which is not applicable for real-time data applications requiring low latency. NB-IoT
provides the air-link encryption to secure communications similar to conventional
cellular technologies.

NB-IoT occupies a 180 kHz bandwidth, which corresponds to one resource block
in legacy LTE’s frame structure. NB-IoT operating frequency is allocated to specific
bands ranging from 400 MHz to 2 GHz. There are currently over 20 specified bands
available and new bands are occasionally added in new releases. The network operator
decides which bands it will support in its network. The UE must support and be
configured to use the same bands. Some of the NB-IoT modems and regions only
support a specific set of bands and therefore an appropriate modem variant must
be selected for the particular region. In Finland, bands 3 (1800 MHz) and 20 (800
MHz) are currently being supported. Research in Holfeld et al. (2015) concludes
that the use of lower frequency bands such as 450 MHz are more suited for better
signal penetration and range. A lower frequency band can be selected to maximize
the signal quality.

2.4 Low-power methods of NB-IoT

This chapter describes the methods that can be used in NB-IoT for reaching lower
power consumption. NB-IoT features several methods to achieve lower power con-
sumption that are designed into the protocol: Power Saving Mode (PSM), extended
Discontinuous Reception (eDRX), Release Assistance, and adjustable power class.
These methods allow the device to save power by spending a longer time in sleep
mode, shortening the time needed to be awake, or by lowering transmitter power.
Effective use of these power-saving methods allows the UE to potentially reach over
10-year battery life.

Power-saving strategy must be designed to meet the requirements of the particular
application. NB-IoT provides a wide range of configuration options for the power-
saving methods. PSM and eDRX timers can be configured independently of each
other, or either can be disabled if necessary. Lowering power consumption is usually
a trade-off with performance. For example, spending more time in sleep increases
the latency when the device can be reached, and lowering transmission power will
decrease the signal penetration.

NB-IoT UE has six different states, which are shown in Figure 6. As described
in Sultania et al. (2018), LTE networks connection establishment and release are
handled using the Radio Resource Control (RRC) protocol. RRC has two states,
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< T3324 expires

PSM T3412 expires +
[ Restart T3324 +
Restart T3412 |

eDRX timer expires /
UL Packet Generated +
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RRC Inactivity Timer expires + )

o — [ Restart T3324 +
Connected Restart T3412 ]
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UL Data Transfer + DL Data Transfer +
[ Restart RAC Inactivity Timer] [ Restart RRC Inactivity Timer]
Uplink UL Data available DL Data available Downlink

Figure 6: NB-IoT state machine. (Sultania et al., 2018)

Connected and Idle. In the RRC Idle mode, UE will listen for paging messages from
the network. If the paging message contains an indication of arriving Downlink (DL)
data, the UE will start connection establishment and move to the Connected state
to receive the DL data. If UE has Uplink (UL) data to send and the UE is in Idle
or PSM mode, the UE will start connection establishment and move to Connected
state to transmit the UL data.

In Sultania et al. (2018), it has been explained that T3324 timer specifies the
duration the UE stays in Idle mode listening for the paging messages. When the
T3324 timer expires, the UE enters PSM mode. T3412 specifies the duration that UE
will spend in the PSM mode. When the T3412 timer expires, the UE will perform
Tracking Area Update (TAU). TAU informs the network about the availability of
the UE. In the PSM mode, the UE does not listen to paging messages and power
consumption is reduced to a minimum level.

A mobile network operator decides which timer values it will support and adminis-
trates these timer values. The UE can always request to change these parameters, but
the network will ultimately decide what values will be accepted, and these values can
also be changed by the network at any given time. The device management system
must be made aware of the state of these parameters so that there is information
when the UE is reachable for downlink messaging.
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Figure 7: Power consumption levels of NB-IoT UE in different states. (Feltrin et al.,
2019)

2.4.1 Power saving mode

When UE connects to the network for the first time, it must carry out a network
registration procedure that consumes a lot of energy. UE can utilize Power Saving
Mode (PSM) to avoid the need for network registration procedure every time the
UE wakes up from a longer period of sleep. By using the Power Saving Mode, UE
can agree with the network to leave for a certain period while remaining registered.
During this time UE can sleep long periods to reach extremely low power consumption.
When the UE is in PSM, it is completely unreachable. When the UE wakes up from
PSM it will have to perform less demanding Tracking Area Update (TAU) procedure,
which informs the network about the availability of the UE. (Sultania et al., 2018)

The time UE spends in Power Saving Mode is specified using the T3412 timer.
The duration of T3412 can be set to predetermined values, which range from 2 s for
up to 413 days. In the application point of view, the Power Saving Mode duration
will increase the time the UE is unreachable. If the UE must be reachable at any
given time the PSM should be disabled. Typically, the UE will listen for responses
during a short window until it goes to deep sleep mode. Having the UE reachable
with low latency at all times would be detrimental to battery life.

When the UE is in Power Saving Mode, the server cannot reach the UE until it
wakes up. Some operators support "store and forward" feature that allows storing
packets that will be sent automatically to the UE when it wakes up (GSM Association,
2018). If this feature is not supported by the operator, the developer should implement
a command queue mechanism to the server, which will allow setting downlink
commands into the queue to be sent automatically when the UE connects to the
server.

2.4.2 Extended discontinuous reception

Shun-Ren Yang and Yi-Bing Lin (2005) states that Discontinuous reception (DRX)
is a feature in mobile communications, which allows UE to periodically turn off
the receiving radio to save power. Network and the UE both share the same DRX
parameters, and therefore the network knows when the UE receiving radio is active



18

and can synchronize with it. DRX offers power-saving improvements for Connected
state and Idle state, which are called connected DRX (C-DRX) and idle DRX (I-DRX)
respectively.

Extended discontinuous reception (eDRX) is an extension to the DRX, which
allows the I-DRX time to be elongated up to 10.24 s in the Connected mode, and
up to 2,9 hours in the Idle mode (Martinez et al., 2019). The use of discontinuous
reception will increase the receive latency for incoming messages depending on the
configured duration of discontinuous reception. Effectively eDRX trades off message
receive latency to power-savings.

Figure 8: More detailed diagram of NB-IoT radio operation in RRC Idle and
Connected modes. (Martinez et al., 2019)

Detailed image of the eDRX operation can be seen from Figure 8. When eDRX
is enabled, the UE will monitor Paging Occasions (PO) during a periodic Paging
Time Window (PTW). PTW is contained within the eDRX cycle, which is repeated
until the T3314 timer is reached. In other words, the T3324 determines how long the
UE will monitor Paging Occasions before entering sleep mode. Paging Time Window
will determine how many Paging Occasions are within the window. For example, if
the PTW is set to 2.56 s, there is only one Paging Occasion within one eDRX cycle
providing one very low power receiving window. The user can configure the PTW
duration from 2.56 seconds to 40.96 seconds, and the eDRX cycle duration from
20.48 s to 10485.76 s (~175 minutes). Paging Occasions are always 2.56 s apart.

2.4.3 Release assistance

UE needs to receive a termination message from the network before it can transition
from the RRC Connected state to the RRC Idle state. The UE is under high power
consumption during the Connected state. Networks have set expiry timers for this
which have a typical duration of 10-30 s. If the device has not been active during
this time, the network will send release command to UE to save network resources.
Because the time spent in the Connected mode consumes a considerable amount of
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power there is a Release Assistance feature that can be used to release the connection
sooner to save energy. UE can set the intent for releasing the connection with the
Release Assistance Indicator (RAI) flag when it sends uplink data. If there are
no downlink messages to be transmitted, the network can release the connection
immediately. (GSM Association, 2018)

Benefit of the Release Assistance feature can be seen in Figure 9. Release
Assistance provides 93% power consumption improvement when sending a 200 bytes
payload under coverage class 1, and 20 s release time. Power used to transmit the
packet without Release Assistance is 1075 yWh, compared to 100 pWh with the
Release Assistance. (u-blox, 2018)

Total power consumed: 1075 pWh

Waiting for RRC Release: 975 uWh

Total power consumed:
100 pyWh

Release Assistance gave 93%
improvement in power consumption
compared without release assistance.

Figure 9: The effect of Release Assistance to power consumption. (u-blox, 2018)

2.4.4 Power class

Power class determines the maximum transmission power of the UE. NB-IoT devices
can adjust the power class to optimize power consumption (GSM Association, 2018).
Higher transmission power will cause better signal penetration but will consume
more power. Devices that are far away from the network or underground should
consider using higher power class, and devices that operate in good signal strength
areas can use a lower power class.

NB-IoT supports only open loop power control for uplink transmissions. This
means that the transmission power is determined only by the UE itself, and there is
no power control feedback from the cellular base station. In NB-IoT specification
there are currently three power classes. Power class 3, that uses traditional 23 dBm
LTE transmitter power. The second option is power class 5, which transmits at 20
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dBm, and the third option, power class 6, transmits at 14 dBm. The power class 6
was introduced in Release 14. (3GPP, 2017)

2.5 LPWAN comparison

Low Power Wide Area Networks (LPWAN) are long-range wireless technologies that
are optimized for low power use. The purpose of these technologies is to provide
internet connectivity to massive number of low-power sensors, which only need to
transmit small amounts of data. Payloads for LPWAN applications are in order
of tens of bytes, connection speed is in order of tens of kilobits per second, and
latencies are in the order of seconds. The radio communication range is in order
of kilometers. LPWAN technologies can be categorized into two main groups, ones
that use unlicensed ISM (Industry, Scientific, Medical) bands, and ones that use
licensed frequency bands. Cellular technologies typically use licensed bands, while
proprietary LPWAN technologies operate in unlicensed bands.

In this section, NB-IoT is compared to other available LPWAN technologies. This
comparison is used to define where each technology is suited for, and why NB-IoT is
a necessary addition to the large family of LPWAN technologies. Firstly, LoRa and
Sigfox are presented, and the cellular IoT is compared to LoRa and Sigfox. Finally,
NB-IoT is compared to other alternative cellular IoT technologies, such as LTE-M
and EC-GSM. Mekki et al. (2018) suggests that LPWAN technologies should be
compared in terms of quality of service, deployment, costs, battery life, data size,
data rates, and communication latency.

2.5.1 LoRa and Sigfox

Sigfox and LoRa are two of the most established LPWAN technologies. These two
are non-cellular LPWAN technologies, which operate in unlicensed ISM radio bands.
They are competitors to the NB-IoT and provide similar functionality to similar
use-cases. LoRa and Sigfox are based on very different technologies to each other,
but have similar performance. Both of these networks have unique strengths and
weaknesses that potentially allows them to coexist for specific applications in the
near future.

LoRa (Bor et al., 2016) is a proprietary LPWAN technology owned by Semtech.
LoRa operates in sub-gigahertz ISM frequency bands and uses wide-band spread-
spectrum transmissions. LoRa system consists of sensors, one or more gateways, a
network server, and an application server. The network server is used to administrate
the devices and it forwards the data to the application server, which will interpret
and make use of the data. The business model of LoRa is that network is built
by users and the radio modules are manufactured or licensed by Semtech. LoRa
standard defines the physical radio layer and LoRaWAN defines the network layer of
the protocol.

Some projects have been building LoRa networks as a subscription-based service,
such as The Things Network (The Things Network, 2019). If there is no existing
LoRa network in the area, the user can deploy a private LoRa network. Building a



21

private network allows full control of the network for the user. Building a private
network has setup, maintenance, and running costs that might be higher than a
subscription fee to an existing network. Building a private LoRa base station has a
lower cost compared to private cellular networks, so it can be a good deployment
option for an area that does not have any existing wireless network available. Using
a private network can be a more future-proof solution as the network is completely
under the control of the user.

Sigfox (Lavric et al., 2019) is another competitor to LoRa and NB-IoT. Sigfox
operates in sub-gigahertz [ISM bands and uses ultra-narrowband transmissions. Sigfox
offers its own proprietary network across the world, but recently in 2019 also allowed
users to build private networks (Sigfox, 2019). A subscription fee allows worldwide
use of the Sigfox network. Subscription plans have tiers that allow different amounts
of data for uplink and downlink messages per day. The payload can be up to 12
bytes and the data rate is 100 bps or 600 bps depending on area regulations (Lavric
et al., 2019).

The advantage of LoRa and Sigfox over NB-IoT is that they are both well-
established technologies. The performance and cost of them is known in practice,
and many development kits and sensors are available for them. Performance and link
budgets of these technologies are similar, and both have established some coverage
around the world. These technologies are also less complex compared to cellular
technologies, which can allow lower costs and power consumption. Both of these
networks are currently expanding and it is unlikely that these networks would
disappear in the near future.

LoRaWAN and Sigfox are both based on simple ALOHA protocol, which means
that devices are unsynchronized and can send packets at any given time, instead of
using allocated time-slots by working synchronously. Polonelli et al. (2018) describes
that this simple scheme imposes a limit on the network capacity, as a high number
of transmitting devices will inevitably start to collide with each other and decrease
the quality of service. There has been research to improve on this method and it
might be improved in the future as mechanisms of synchronization, multicast, and
listen-before-talk are developed.

2.5.2 Cellular IoT comparison

Cellular ToT is a common term used for all IoT applications that operate using the
cellular network. Cellular [oT technologies are more suitable for resource-constrained
devices compared to conventional cellular technologies. The use of cellular network
has the advantage of having a very wide network coverage without the need to build
massive network infrastructure, because the cellular networks have already been
deployed worldwide.

There are multiple 3GPP cellular IoT standards available, which target slightly
different use-cases. From the highest performance to the lowest the standards are
Cat 4, Cat 1, Cat 0, LTE-M, and NB-IoT. NB-IoT and LTE-M are the most recent
standards. These are not competing technologies, but rather complement each other
for the different use cases. It is up to modem manufacturers to adopt these standards
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Cat 4 Cat M1 NB-IoT EC-GSM-IoT
In-band LTE
Deployment In-band LTE In-band LTE Guard band LTE In-band GSM
Coverage 164 dB (33 dBm power class)
MCL target 144 dB 155.7 dB 164 dB 154 dB (23 dBm power class)
Bandwidth 20 MHz 1.08 MHz 180 kHz 200 kilz per channel

2.4 MHz typical system
Duplex mode Full duplex Half duplex Half duplex Half duplex
70 kbps (GMSK, 4 timeslots)

DL data rate 150 Mbps 1 Mbps DL: 50 kbps 240 kbps (8PSK)
50 kbps (multi-tone) 70 kbps (GMSK, 4 timeslots)

UL data rate 50 Mbps 1 Mbps 20 kbps (single-tone) 240 kbps (8PSK)

Power-saving DRX PSM, eDRX PSM, eDRX PSM, eDRX

Transmit Power class 23 dBm 23 dBm, 20 dBm 23 dBm, 20 dBm 33 dBm, 23 dBm
14dBm (Cat NB2) i

Modem complexity 100% 20% <15% NA

Table 1: Cellular IoT comparison. (Dino Flore, 2016)

into physical devices, and up to network operators to support these standards on
their network. A comparison of these standards is shown in Table 1.

Networks for these technologies are being adopted at different rates in different
areas. Modems that combine multiple technologies are more expensive, so the
developer sometimes has to choose a single technology to use. Some countries are
adopting LTE-M first, while others start with NB-IoT. LTE-M is being supported
more in North America, while China is adopting NB-IoT faster. In Europe, both
are adopted at different rates depending on the particular area. Building a private
cellular network is possible, but research in Mekki et al. (2018) has concluded that it
is more expensive than building a LoRa network.

2.5.3 LTE-M

LTE-M (Ratasuk et al., 2017a) is a cellular IoT radio access technology that is a
simplification of the LTE technology. It is similar to NB-IoT which is mostly for
low bandwidth use cases, while LTE-M is targeted for medium to low bandwidth
use cases. LTE-M offers higher data rates than NB-IoT, and supports mobility and
VoLTE (Voice over LTE). LTE-M offers a good compromise solution in between
NB-IoT and LTE. Poursafar et al. (2017) states that LTE-M can be deployed to
LTE base stations using a software update.

2.5.4 GSM and EC-GSM

Akpakwu et al. (2018) claims that IoT devices are still widely using the 2G GSM
(Global System for Mobile Communications) technology for wireless internet connec-
tivity. Currently GSM is still a good option for IoT as it has almost a worldwide
coverage and modems are very inexpensive and readily available. Nonetheless, GSM
has a drawback of poor energy efficiency, it does not support as high number of
devices, or enhanced signal penetration. GSM networks are at risk of being phased
out in the future.

As described in the datasheet of multi-radio modem SARA-R412M (u-blox,
2019b), GSM has a very high peak current requirement of 1.9 A, compared to 0.5
A of NB-IoT. Higher peak current requirement adversely affects the power supply
design and selection of the battery. Batteries and power supplies that are designed
for lower peak currents can generally be designed for better low-power efficiency.
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Thus, lower peak current requirement of NB-IoT provides a significant advantage for
the design of the IoT device.

Due to the availability of GSM networks, another technology called extended
coverage GSM (EC-GSM) was designed for areas that expect to support GSM
networks for a longer time. EC-GSM is an [oT version of GSM technology specified
in 3GPP Release 13. EC-GSM includes several power-saving features that are similar
to NB-IoT. Poursafar et al. (2017) claims that EC-GSM can be deployed on existing
GSM networks using a software update. The drawback of EC-GSM is that it relies
on old GSM technology and is only compatible with the GSM base stations, which
are not as actively built and might be phased out in the near future. During the
writing of this thesis there were no EC-GSM modems available.

2.5.5 Cat 0and Cat 1

Category 0 (Cat 0) and Category 1 (Cat 1) standards are introduced for the sake
of completeness. LTE categories of Cat 4 and above are meant for feature-rich
applications that require high data rates. Currently there are very few modems that
support Cat 1, and none available that support Cat 0. Zayas and Merino (2017)
describes that Cat 1 is one of the earliest standards targeted to IoT applications,
specified alongside LTE in Release 8. Cat 1 is targeted for medium bandwidth
applications, in between smartphone and IoT applications. Cat 1 offers low latency
and high data rates, while slightly reducing modem complexity. Cat 0 was specified
in Release 12, which further reduces the complexity of the modem compared to Cat 1.

2.5.6 Comparison

Compared to LTE-M, NB-IoT is targeted for applications that have less demanding
requirements for latency and bandwidth, such as smart metering. LTE-M on the other
hand offers more capable communications that are more suitable for mobile sensors
with higher data rates, such as smartwatches. LTE-M offers real-time communication
capabilities while NB-IoT communicates in batches. The advantages of NB-IoT over
LTE-M are lower costs, better signal penetration, and lower power consumption.
LTE-M is on the other hand is ideal for applications that demand higher data rates
or need to move frequently.

LoRa and Sigfox are based on very different types of technology, and thus their
technical performances are difficult to compare. These limitations also vary depending
on the area due to region-specific radio regulations. As can be seen from Figure
10, LoRa and Sigfox are quite similar to each other. NB-IoT on the other hand
prioritizes more on the quality of service and performance over cost efficiency and
battery life.

Major advantages of cellular IoT over unlicensed band LPWAN solutions are
that cellular networks offer nearly a worldwide coverage, high Quality of Service
(QoS), proven security, higher bandwidths, and higher device capacity. Existing
cellular infrastructure can be made compatible with IoT technologies with software
updates, so there is no need to invest and deploy new networking hardware. These
network updates will be deployed at different paces depending on the service providers.
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Figure 10: Respective comparison of LoRa, Sigfox and NB-ToT. (Mekki et al., 2018)

Costs between cellular and proprietary radio modules have not yet been settled, but
currently LoRa and Sigfox have less expensive radio modules compared to cellular
radios.

Cellular technologies use advanced timing techniques to share the network capacity
to a massive number of devices. This allows cellular IoT to have higher device capacity
than LPWAN technologies using simple ALOHA protocol, like LoRa and Sigfox.
This higher network capacity allows higher data bandwidths and data rates for more
demanding operations, such as remote firmware updates. However, while the cellular
networks can support more bandwidth than simpler protocols it does have increased
cost of complexity and need for more expensive components. Mekki et al. (2018)
states that synchronized communication and higher QoS of NB-IoT come at the
price of higher power consumption.

One of the biggest challenges of LPWAN technologies operating in unlicensed
bands is the time on air restrictions. Lavric et al. (2019) states that Sigfox allows
sending small payloads of 12 bytes, a maximum of 140 uplink messages per day (6
messages per hour), and maximum of 4 downlink messages per day. The number
of LoRa messages depends on the payload size and spreading factor. With default
settings (code rate 4/5 and bandwidth of 125 kHz), using a payload of 12 bytes, and
a spreading factor of 9, LoRa device can send messages every 14 seconds. With the
highest spreading factor this interval is every 1 minute and 56 seconds.

Battery-powered IoT devices rarely need to send more often than this, but due
to these limits some operations such as over-the-air firmware updates will become
very challenging. Also communicating too many times in a short period of time will
be impossible as the device must wait for time on air regulations. These regulations
are a major setback especially for downlink communications, as the base stations
have to abide by the same limitation. This limit will be reached very quickly if the
base station needs to send data downlink to multiple end devices.

Cellular LPWAN technologies usually need to use Internet Protocol (IP), while
non-cellular LPWAN technologies can use simpler protocols with lower overhead to
save energy. NB-IoT does support non-IP communications, but this also requires
support from the operator. The use of Internet Protocol can add considerable
amount of overhead to small payloads, which will result in lower energy efficiency.
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User Datagram Protocol (UDP) header is 48-60 bytes in length, which can be a
considerable overhead to small payloads in both uplink and downlink communications
(u-blox, 2018). LoRa and Sigfox use proprietary protocols, which have low overhead
as they are optimized for a small amount of data. Baumker et al. (2019) reports that
LoRaWAN overhead is 13-28 bytes long. Lavric et al. (2019) describes that Sigfox
overhead is 26 bytes for a 12-byte payload.

There is no technology yet that has established a significant worldwide coverage
since modern LPWAN technologies have fairly recently started to become popular.
Currently, the decision of adopting certain LPWAN technology can be difficult to
make because none of them offer a worldwide network availability that is similar to
cellular networks. If a product is targeted to work worldwide on multiple regions it
might be required to have different versions for different regions or to use a multi-radio
module. NB-IoT modem with a GSM fallback is a very promising option.

Currently, the most significant risk of using NB-IoT is the current network
availability and the adoption rate of the technology. Future of the NB-IoT depends
on how pervasive the network coverage will be, how inexpensive modems will be, the
data plan subscription cost, and the power consumption in actual applications. If
the module prices remain too high or multiyear power consumption promises are not
delivered there is a risk that this technology could end up in fringe applications.

Many manufacturers have released modules for NB-IoT and LTE-M applications,
such as Nordic Semiconductor nRF91, u-blox SARA-N2, and Quectel BC95. Most
cellular modem manufacturers provide pin-to-pin compatible versions of their radio
modules. Pin-to-pin compatible modems allow the product to be designed in such
a way that the radio module can be swapped to support different technology when
needed. There are also radio modules available that combine multiple radios in one
module, but these solutions are more expensive. There are even modules that combine
all three common cellular IoT radios, GPRS, LTE-M, and NB-IoT. These multi-
radio modules combat the network availability limitations by supporting multiple
technologies concurrently.

2.6 10T protocols

[oT devices are often resource-constrained in terms of available power, memory,
and bandwidth, which require the use of efficient communication protocols. These
lightweight protocols are designed to minimize overhead in data transmission, memory
usage, and power consumption. The selection criteria for the protocol are its features,
reliability, availability of resources and documentation, support, and longevity. In
this chapter, relevant communication protocols in the context of IoT are presented.

Figure 11 describes the architecture of an IoT system. There are two popular
networking protocols available for resource-constrained systems: CoAP (Constrained
Application Protocol) and MQTT (Message Queue Telemetry Transport). They
operate over IPv4 or IPv6, using TCP (Transmission Control Protocol) or UDP
(User Datagram Protocol) as the transport layer. Originally CoAP was designed to
use UDP, while MQTT was designed to operate with TCP, but there are proposals
and development supporting both transmission layers on both protocols. Currently
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Figure 11: Architecture of connecting sensors to the internet. (Bandyopadhyay and
Bhattacharyya, 2013)

these alternative transport layers are not widely supported, so this thesis considers
only CoAP over UDP and MQTT over TCP.

Use of TCP based protocols can provide higher reliability in transmission as it
features the following methods to ensure data integrity:

e confirms that the receiver is ready,
e ensures ordering of packets, and
e protection for duplicated packets.

UDP provides only payload integrity verification using a checksum. To further
improve the quality of service when using UDP, it is possible to use acknowledge
packets to confirm successful delivery. The drawback of using TCP in constrained
applications is that the session handling, especially with TLS, requires more overhead
in communication and thus consumes more energy. When lower power consumption
is prioritized over the quality of service, UDP based protocols can be a better choice.
NB-IoT can be used with TCP protocol for improved reliability of data transfer, but
with more limited power efficiency. Some modem chipsets have support only for the
UDP protocol.

2.6.1 CoAP and MQTT

CoAP (Shelby et al., 2014) is a low overhead transfer protocol that operates on
the application layer on top of UDP. It offers similar functionality to HT'TP and it
substitutes it as the application protocol. It is based on the REST architecture that
is widely used in web applications and can interoperate with them. CoAP protocol
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Figure 12: Overview of protocol stack commonly used in IoT systems. (Naik, 2017)

is widely used in low-power systems and it can be often found built-in to NB-IoT
modems.

Shelby et al. (2014) describes that CoAP messaging can be done using a request-
response or resource-observe pattern. In the request-response mode the client will
request each data individually. In the resource-observe mode the client issues
registration for observing data and the server will send "Notifications" to the device.
This setup will optimize data transmission as the device will only need to register
and then it will send notifications without any request.

There are two message types in CoAP: confirmable (CON) and non-confirmable
(NON). Confirmable packets need to be acknowledged with acknowledge (ACK)
response. To increase efficiency, the acknowledge messages can also be used to
transmit information, which is called a piggyback response. CoAP uses datagram
transport layer security (DTLS) for securing communications instead of TLS which is
available only on TCP. The DTLS is based on TLS and has equivalent high-security
features as it prevents eavesdropping, forgery, and tampering of the transported data.
(Shelby et al., 2014)

MQTT (Naik, 2017) is a low overhead transfer protocol that operates on the
application layer. MQTT operates on top of TCP protocol and can be used with TLS
encryption. MQTT has a fairly low memory footprint and low power consumption.
MQTT is based on publish/subscribe architecture in which devices subscribe to a
broker and clients can subscribe to this broker and topics that they want to listen.
Clients can publish and be subscribed to multiple topics. Brokers can also be bridged
together to forward messages between brokers. MQTT offers three levels of QoS to
increase transmission reliability.

While CoAP and MQTT offer similar functionality, they differ in architecture
and provide advantages for different use-cases. MQTT is based on many-to-many
architecture and CoAP is one-to-one protocol. MQTT supports persistent sessions,
while CoAP does not. CoAP is a more lightweight state-based solution, while MQTT
offers more reliable real-time event-based connectivity. Naik (2017) states that CoAP
offers lower latencies due to connectionless setup, but lower throughput of data. From
this can be concluded that MQTT is more applicable for use-cases that demand high
bandwidth or high reliability over extremely high energy efficiency.
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2.6.2 LwM2M

Lightweight Machine-to-Machine (LwM2M) (Alliance Open Mobile, 2018a) is a proto-
col designed for Machine to Machine (M2M) communications and device management
for resource-constrained IoT applications. The standard development started in 2012
by Open Mobile Alliance (OMA) and it is freely available. LwM2M protocol defines
the application layer communications between client and server. LwM2M standard
provides a way to describe IoT data in a standardized form and offers a wide range
of device management capabilities on top of simple communication protocols.

LwM2M operates on top of CoAP and is tightly coupled to it. LwM2M internally
uses the methods and architecture of the CoAP protocol and adds the application
layer on top of it. In LwM2M the server actually acts as the CoAP client, which
means that notifications are issued from the LwM2M client to the LwM2M server.
Overall architecture of LwM2M is described in Figure 13.

LwM2M is constantly being developed further and new features are added in
upcoming versions. LwM2M 1.0 provided the essential functionality for devices,
featuring object model, UDP and SMS transport, and DTLS security. LwM2M 1.1
further develops the protocol while maintaining backward compatibility. It adds
more transport layers such as LoRaWAN and TCP and support for non-IP based
communications. (Alliance Open Mobile, 2018a)

The benefits of using LwM2M are the following:

e provides a standardized model for [oT data,
e device management capabilities,

e can be easily integrated into other platforms that support the protocol,

lightweight and suitable for resource-constrained low-power devices, and
e open protocol, no vendor lock-in.

Device management is important in [oT deployments. The complexity of managing
the system increases with the number of devices deployed. When thousands of devices
are deployed, an efficient way to manage and monitor them is required. This is
accomplished using a device management protocol. Device management is used,
for example, for fault notifications, configuring devices, firmware updates, statistics
information (battery status and location), and security credential provisioning.

Data transmitted over LwM2M is described using objects. Objects are groups of
functionality that are divided into individual resources. The resource is the actual
data item that the application will use. Resources can have read, write, or execute
operations. LwM2M objects can contain multiple resources, for example, five different
temperature resources can be included within the one temperature object. Resources
can be identified using URI of format /Object ID/Object Instance/Resource ID.
LwM2M object model hierarchy is described in Figure 14. (Alliance Open Mobile,
2018a)

OMA LwM2M administrates object and resource registry that defines a format
for commonly used types of data. These predefined objects expedite appending
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Figure 14: Object model hierarchy in LwM2M. (Alliance Open Mobile, 2018a).

different types of sensor data, as the predefined data types are supported by both
the LwM2M client and server. These objects will be mapped into the registry using
universal Object ID and Resource ID. OMA has provided only the essential objects
but there are many third-party vendors that have registered a variety of additional
objects to the database. One of the most notable providers is Internet Protocol for
Smart Objects (IPSO) alliance (Jimenez et al., 2016). IPSO has registered many
commonly used generic object types, such as temperature, humidity, and pressure.
If a custom object is required, the object model can be extended by the user.
LwM2M supports two binding modes normal and queue, which determines if the
client is always connected or not. In queue mode client can inform that it will be
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disconnected from the server for an extended time and when it will be reachable again.
Connectionless communications, such as UDP commonly used with NB-IoT, should
use the queue mode, and devices that are always reachable should use the normal
mode. Use of the queue mode is a useful feature for battery-powered applications.
(Alliance Open Mobile, 2018a)

LwM2M provides a bootstrapping feature, which is used to set up the initial
device configurations at first boot and provision it to a server. This feature allows to
change security provisioning and server address for devices later if needed. Bootstrap
server is used only for the initial setup and it is not used to monitor or management
of the clients. Four different bootstrap modes are supported: factory bootstrap,
bootstrap from a smartcard, client-initiated bootstrap, and server-initiated bootstrap.
In factory bootstrap the configuration is hardcoded during device programming, and
smartcard methods read data from an external smartcard.

LwM2M supports three types of credential types for securing communications:
pre-shared keys, certificates, or raw public keys (Alliance Open Mobile, 2018b). The
use of these credentials allows the devices to authenticate the servers and the servers
to authenticate the clients. Otherwise it would be possible for malicious devices to
submit spoofed readings to the server, or use of malicious server used to intercept
device data.

Before LwM2M client can communicate with the server it must issue a registration
query. Registration is used to authenticate the devices, establishing secure commu-
nications using keys, and setting fundamental configurations. These fundamental
configurations include lifetime, binding mode, and protocol version. Lifetime is the
deadline for the client to update its status to the server. If the status is not updated
within the lifetime the server will deregister the client. If the client comes back after
it has been deregistered it will need to reset its state and do registration procedure
again. These parameters must be set according to how often the device is expected
to transmit data.

LwM2M resources can be accessed using read, write, execute, and observe com-
mands. Execute command will initiate special action associated with the resource.
Read command is used to request resources from the client. Using read is an in-
efficient method for resources that need to be constantly updated. If the server
wants to periodically update a resource, it should use the observe feature. Using
observation, the client will issue the observed resources automatically to the server
using a notification. This method is illustrated in Figure 15. The server can request
to cancel the observation if it wishes not to receive any more notifications. If multiple
resources need to be observed, there is an observe-composite feature, that allows a
group of resources to be observed using a single command. (Alliance Open Mobile,
2018a)

The client will send the notifications depending on what rules have been set
for the resources. Each resource can have multiple observation conditions attached
to them. Currently LwM2M supports seven notification rules: minimum period,
maximum period, greater than, less than, step, minimum evaluation period, and
maximum evaluation period. Step defines the minimum change needed to be notified
of a resource.
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Figure 15: Information flow diagram of LwM2M observation feature. (Alliance Open
Mobile, 2018a)

LwM2M is designed to be used with low-power operations and NB-IoT. Important
parameters for low-power operation are ACK_TIMEOUT, Minimum period (P,),
Maximum period (F,,,.;) and Registration Lifetime. In order to achieve proper
cooperation between 3GPP and LwM2M parameters, the following conditions should
be satisfied (Alliance Open Mobile, 2018b):

o Pin < eDRX < P4z,
e PSM Timer > LwM2M Registration Lifetime > P,,...

LwM2M provides a very useful set of features for more complex IoT deployments.
The challenge of using LwM2M is that it is a fairly recently introduced protocol.
Developers must find or develop compatible software implementations of the standard
for the client and the server. Some of the software libraries may require expensive fees,
and the libraries may have incomplete or unreliable functionality. Nevertheless, the
development of LwM2M has been very fast, and it has been adopted in the industry
very quickly. Confidence to LwM2M is based on that multiple manufacturers are
beginning to support that standard. Many radio modules already have the LwM2M
protocol built-in, which eliminates the issue of finding software implementation.
LwM2M will also introduce additional overhead to CoAP, which might not be worth
it in simpler deployments.



























































































































