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The mobile-first era is here. Due to constantly increasing demand for mobile data, cellular network
infrastructures running on limited radio spectrum are struggling to keep up. Constant monitoring
and measurements are necessary to ensure service availability and quality as saturated networks
are not able to deliver consistent experience. Such measurements are especially crucial for mission-
critical use cases such as public safety as they increasingly rely on commercial networks. However,
measuring mobile networks at scale bears some fundamental problems. Although there are
significant improvements in capabilities of mobile networks (e.g. bit rate, latency), measuring them
is still rather complicated task compared to fixed networks given that in mobile networks,
performance is a result of complex interaction between momentary cell load, adjacent cell
interference, shadowing, fading, mobility and user device capabilities. The adoption of commercial
5G networks is expected to increase the variability even more as it depends on smaller cells. Active
measurements that inject large amounts of traffic into the network for the sole purpose of
measuring are costly in terms of both bandwidth and energy. Passive mechanisms are lightweight
but miss the information of why a certain bit rate is received or sent by the end device. They can
not tell whether the performance bottleneck is in the network or in the service itself.

On the other hand, modern mobile platforms provide a great diversity of networked applications
that have varying network resource demands. It is often hard to estimate which aspect of mobile
network performance is relevant to the quality that users experience. For example, just providing
an excess of downlink bandwidth at the expense of packet loss or latency might not cut it for highly
interactive real-time applications.

By combining active and passive measurements in a novel way, this work focuses on a hybrid
measurement approach to quality measurements in mobile networks. First, an efficient and
scalable hybrid methodology is proposed and evaluated for mobile network Quality-of-Service
measurements. Then building on top of it, mobile Quality-of-Experience and its predictability in
the field via smartphones is empirically investigated by carrying out extensive field studies. The
thesis concludes by evaluating the findings to establish future work necessary to achieve pervasive
mobile measurements that are capable of both reflecting user-perceived quality and predicting
mobile performance as an enabler of network adaptive applications.
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1. Introduction

Nowadays, it is quite uncommon to come across a person who does not own a
connected device. Personal computers, tablets, smartphones are everywhere.
Even watches are going smart along with other types of wearables. Every
single one of them is connected, one way or the other, changing how we live
our daily lives, solve basic problems and communicate. According to Ericsson,
as of 2018, the number of smartphone mobile subscriptions has reached 5.1
billion. Projections show that this number will grow to 7.2 billion as of 2024.
Not only the number of users increase but also demand per user is also growing
considerably. The mobile data traffic has grown by 82% in 2018. Mobile data
traffic is expected to grow 3.5x between 2018 and 2021 [25].

Increased mobile access to the internet, allowed us to free ourselves from
offices, buildings, even crowded cities altogether. It even enabled a considerable
number of workforce to function fully remotely as telecommuters [74]. Telecom-
muting is only a business-critical example case where a certain level of service is
required. As the variety and the appeal of the content on the internet increases,
they replace old fashioned habits such as watching TV or listening to the radio,
because these modern services have the edge of personalization and on-demand
nature.

We are living in a mobile-first world now both in computing and telecommuni-
cations. People want to be able to do anything and keep up with everything on
the run. Such transformation is stressing the current commercial mobile net-
works to their limits and hiking the expectations from next-generation networks.
Mobile networks, by nature, are heterogeneous and highly dynamic. They exhibit
complex behaviors depending on network load, mobility, radio environment, and
traffic patterns required by a variety of applications. Consequently, in practice,
mobile internet performance is quite unpredictable due to a variety of constantly
changing factors. Mobile internet measurements help us to characterize these
variations and provide useful insights on the predictability of their performance.

On the other hand, network performance is only one pillar in the overall mobile
experience user gets because mobile platforms feature a diversity of applications
which might demand different levels of network resources at various phases
of the user session. For instance, such demands might range from strictly low
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Introduction

latency, no packet loss for a Voice over IP (VoIP) call to high bandwidth with
moderate latency for over the top video streaming. Yet we might not be able
to anticipate the amount of degradation in mobile experience if the network
fails to deliver it at a random time. One practical example would be the initial
buffering time for video applications. If the network particularly fails to provide a
reasonable amount of bandwidth at the beginning of a video viewing session, the
user perceives significantly longer delays as opposed to a bandwidth reduction
later. Consequently, at the end of the day, it is equally important to understand
the demand characteristics of particular applications to be able to approximate
user experienced quality. For the purpose, practical models that investigate
the relationship between mobile network performance, applications and user
expectations are essential.

1.1 Motivation

To study the performance of mobile networks, there exists a wide range of
commercial tools, crowdsourcing based services, and mobile apps [27]. The
common aspect of these solutions is that they all provide some sort of on-demand
active measurements with more or less fixed methodologies. Prescribed fixed
methodologies tend to generate the same pattern of traffic and measure only a
certain subset of network behavior. Let us imagine a smartphone traveling at a
speed of 60km/h inside a bus, halfway done downloading a file, it is quite a dare
to say it would download the other half of the file in a similar amount of time. It
is even hard to say if the file download will ever be completed at some point in
time. Simply, the bus might drive the phone away from the coverage.

The point is that in a highly variable and complex environment, a few numbers
of measurement data points will not tell us much about the network. To achieve
a statistical significance upon the measurements with respect to free variables
affecting the resultant network performance, a great number of measurements
should be drawn from varying scenarios and locations along the route of that
particular bus. The question is whether these tools can collect that much
measurement data to explain the expected behavior of a commercial cellular
network in a crowded city. Let alone the number but, it is unknown if typical
situations where measurements are done by using an active tool can be used
to predict the actual usage scenarios at large. Consequently, it is difficult to
claim that the measurements derived from these active network measurement
tools depict the whole picture. On the other hand, the traffic injected into the
network for bandwidth measurements introduces a considerably large amount
of overheads both in terms of bandwidth and energy.

Passive methods are more lightweight on the network and they can provide
information about actually experienced network performance. However, in prac-
tice, they are harsh on computational resources as they require extensive packet
processing to obtain deeper information about underlying applications that orig-
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Introduction

inates the traffic. Also often such level of detailed information is not available in
mobile platforms, practically rendering it unusable for crowdsourcing purposes.
Finally, without application-level protocol information, passive methods often
fail to detect the particular bottleneck in the overall performance. They can not
pinpoint whether it is a slow application server or poor network connectivity
that causes degradation.

1.2 Research questions and methodology

This work essentially divides the research problem into two distinct parts. The
first part is about measuring the in-context mobile network quality out in the
field in terms of objective Quality of Service (QoS) metrics. The second part is
focusing in particular how these metrics relate to user-perceived quality, namely
Quality of Experience (QoE).

In the first part, we review existing mobile network measurement method-
ologies commonly used in crowdsourced measurement platforms to identify
their shortcomings. Then we investigate probe-based measurements and their
applicability to mobile networks to lay the foundation of a better mobile mea-
surement solution. We propose, implement and evaluate a hybrid measurement
methodology for smartphones that solves the addressed shortcomings.

In the second part, we carry out extensive user studies (in Finland) to in-
vestigate factors influencing mobile user experience via custom smartphone
applications. First, we carry out a survey study analyzing traditional active
network measurements to get an initial understanding. Then we design a more
detailed panel study by implementing proposed hybrid methodology as well
as collecting detailed metrics available in Android smartphone platform. We
also employ an exit survey to collect detailed demographic information from
participants.

In summary, the following questions are asked in this work:

¢ How quality of mobile networks can be measured accurately with as little
resource usage (e.g. time, bandwidth, energy) as possible?

* What are the measurable factors influencing mobile smartphone user
experience in the field and how predictable is application QoE based on
such factors?

And then the findings of the first question are used to help answer the second
question. Hence we present a holistic quality measurement concept.

1.3 Contribution

The overall motivation behind this work is about ensuring excellence in mobile
experience. Finland is proudly known to provide great mobile access for majority
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Introduction

of its citizens. The author was part of the team behind Nettitutka [54], a
Finnish smartphone-based crowdsourced mobile measurement platform utilizing
traditional methodologies to map mobile network quality all over Finland. The
author has noticed that the rate of incoming measurements was not significant
enough to provide reliable information per location in modern mobile networks
that are highly dynamic and heterogeneous. Consequently, the author took up
the challenge to come up with a novel solution that can generate a significant
amount of quality measurements that would help the mission of excellence.

Our contribution is split into 4 publications that focus on different parts of the
problem. In Publication I, in-depth analysis of packet delay, buffering and Trans-
mission Control Protocol (TCP) performance characteristics in mobile networks
have been investigated in light of Nettitutka measurements. Such analysis
allowed us to gather great insight on how to utilize probe-based approaches
on modern mobile networks which led us to work on hybrid measurements. In
Publication II, specifics of probe-based approach are laid out to come up with a
novel methodology that’s cost-efficient, scalable and accurate. This approach was
implemented and empirically evaluated in the field to provide proof of concept. A
hybrid approach is described and shown in detail that it is superior in measuring
experienced network quality by the user, unlike traditional active measurement
approaches.

Secondly, Publication III revealed how user-triggered measurements relate to
self-reported experiences of Finnish mobile users. The results have shown that
a certain subset of networking characteristics is more dominant than others
while some non-network factors have even more impact on user satisfaction.
This study also has shown that people tend to interpret measurement results
they see and there is varying measuring behavior among users.

Finally, in Publication IV, utilizing the outcome of previous research, the
author implemented a user panel to investigate the predictability of per applica-
tion perceived quality. This paper presents the findings and challenges of QoE
predictions in the field using previously proposed hybrid measurements and
smartphone platform provided data.

1.4 Thesis structure

From this point on the thesis structured as follows. Each of the chapters includes
material and essential findings from one or more of the publications.

Chapter 2 starts by discussing mobile network evolution. Then, relevant as-
pects of internet measurement methodologies are briefly covered while an entire
section is dedicated to present TCP performance issues in mobile networks and
our findings. This chapter provides the conceptual background of the problems
that we work within the thesis. Related work is also covered in this chapter.
Chapter 3 describes the modeling, implementation and empirical evaluation
of a novel hybrid QoS measurement methodology for mobile networks using
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smartphones. Chapter 4 presents QoE aspect of this work in which predictability
of mobile experience is investigated in depth. First, we longitudinally study the
concept of user satisfaction in mobile networks by looking at the quality factors
affecting satisfaction in a longer time window via active measurements. In the
second study, learning from the first study is utilized for designing a shorter
time window application-level QoE study based on our novel hybrid approach.

Finally, Chapter 5 starts by summarizing the findings concerning research
questions, then moves on to practical implications of the contribution in this
work. In the end, future work is discussed to cover open questions and research
vision.
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2. Mobile internet measurements

This chapter starts by discussing the mobile network evolution. Then, relevant
aspects of internet measurement methodologies are briefly covered while an
entire section is dedicated to present TCP performance issues in mobile networks
and our findings. In the remainder of the chapter, background topics and
issues ranging from crowdsourcing, probe-based QoS measurements to QoE
are discussed. Lastly, related work is reviewed and examined. This chapter is
mostly based on Publication I, Publication II and Publication IV.

2.1 Mobile network evolution

In 2nd generation (2G) mobile networks, data transfer capabilities were very
rudimentary as they were optimized for circuit-switched services such as voice
calls. Only with the deployment of General Packet Radio Service (GPRS), com-
mercial networks started to support packet-switched internet access with very
modest user data rates of 20 Kbps [51, 42]. Within the same generation, En-
hanced Data GSM Environment (EDGE) improved the rates to the order of
several 100 Kbps. Yet these early technologies were also featuring significantly
high radio access delays of 400-700 milliseconds [8]. Only after the adoption of
advanced 3G technologies (also dubbed as "3.5G") such as High Speed Packet
Access (HSDPA) user data rates and latencies reached plausible levels of 10+
Mbps and 100- milliseconds respectively.

Even though the mobile data rates were closing up to typical levels that
commercial fixed internet services offered, mobile networks still had peculiarities
compared to fixed networks. In order to overcome challenges that arise from
mobility and radio communications, mobile network technologies utilize complex
methods for optimizing both system capacity and user experience together. They
strive to conserve scarce radio and spectrum resources by using methods such as
multi-radio access technologies, scalable communication channels, scheduling,
RRC State machines, discontinuous reception, and transmission, etc. As a result
of the interplay of such methods along with mobility, mobile data services tend
to create a rather different experience compared to fixed networks. Often mobile
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users experience additional delays for establishing a connection, slower and
highly variable data rates. However, such experiential difference has started to
slowly vanish with the wide adoption of 4G technologies as in the case of LTE
[78]. Increased reliability in the radio access layer brought latencies down to the
level of 10 milliseconds and user experiences up and closer to fixed networks.

Regardless of the convergence in capabilities of fixed and mobile networks,
measuring mobile networks is still rather complicated given the nature of wire-
less communications. The resultant performance of a connection in mobile
networks is a complex interaction between momentary cell load, adjacent cell
interference, shadowing, fading, mobility and user device capabilities. Along
with the upcoming adoption of 5G networks, heterogeneity and variability in
radio access are expected to even grow further since improvements heavily
depend on elements such as smaller cells, fragile millimeter-wave bands, etc.
Consequently, complete quality mapping requires frequent measurements with
both time and space diversity, which can only be managed by end-user device
based measurements schemes.

2.2 Measurement methodologies

Measurement methodologies can be classified into two basic categories as active
measurements and passive measurements [59, 17]. The measurement methods
which actively inject data to the network it is measuring are classified as ac-
tive measurements. Depending on the metric which is being measured, active
measurements usually require co-operation from both ends, in end-to-end mea-
surement scenarios. Metrics such as latency, jitter, throughput and packet loss
can be measured easily using active measurement methods. The availability of
a wide variety of tools, protocols, and accuracy is the biggest advantage of active
measurement methods. Unfortunately, it comes at the cost of network capacity
usage. Especially in case of throughput measurements, the network capacity
and service is blocked by the tool itself, rendering user unable to communicate
for the duration of the measurement. Also considering that bandwidth costs
money in certain situations, sometimes it is more beneficial not to measure,
e.g. mobile data plans with high peak data rates and low data quotas. Another
downside is that if the tool is not aware of the cross-traffic flows, it might impair
the accuracy of the measurement results based on the additional network usage
during the measurements.

In contrast to active measurements, passive measurements do not introduce
data traffic to the network it is measuring. It is non-intrusive by nature. The
methods of passive measurements involve capturing traffic generated by other
users or applications. The process of capturing does not necessarily include all
the bits that go through the point of measurement, but can be and should be
limited to only relevant information such as packet traces including protocol
headers that is of interest. The amount of information captured simply can be
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as little as the sampling of counters of incoming and outgoing bytes. One of the
most used passive measurements is probably the collection of traffic statistics
per network interface in network devices, as it is simplified by Simple Network
Management Protocol (SNMP) [15] for accounting and managerial purposes.
Another interesting example is measuring latency using only passive measure-
ment by having synchronized captures from various points in the network to
approximate the delay experienced by individual packets, in a certain path.

Passive measurements might require knowledge of individual protocols de-
pending on the measured metric. For instance, a latency measurement can
be approximated knowing that a three-way handshake of a TCP connection
effectively involves two round-trip delays (of two distinct origins) between the
particular server and the client. Similarly for the throughput, if a TCP flow is
known to transfer a rather large bulk of data, e.g. a file download using File
Transfer Protocol (FTP) [7] or Hypertext Transfer Protocol (HTTP) [29]; the sta-
ble speed for the connection can be effectively treated as TCP throughput from
the server to client, given that bottleneck is the network between, not the com-
putation required for file serving in the server system. The disadvantage comes
from the fact that the measurer does not have any control over the passively
observed traffic, so it is impossible to measure a certain subset of parameters if
no suitable traffic happens. Consequently, the timing of the measurement can
not be controlled.

A measurement method does not have to be purely active or passive. Some-
times, it is more efficient to carry out measurements comprising both active and
passive elements to approximate a metric. Crovella and Krishnamurty call it
fused measurements [17]. RFC 7799 by IETF names it as hybrid measurements
[53] where a hybrid measurement is defined as the combination of metrics de-
rived from passive and active measurements to produce a measurement result.
The example for a hybrid measurement could be measuring one-way delay to a
set of endpoints from passive measurements in which there is a frequent traffic
exchange and it can be complemented with active measurements from endpoints
with less frequent traffic to generate a delay map. That is to say, active mea-
surements can be used to remedy the disadvantages of passive measurements.
Furthermore, hybrid methods are classified into two categories based on how
many distinct streams of interest are involved. Methods that utilize a single
stream of interest are dubbed as Hybrid Type I. However if it involves multiple
distinct streams of information, it falls into category of Hybrid Type II. In this
work, we motivate and design Hybrid Type II methods which involve many
different streams of information.

2.3 Transmission Control Protocol in mobile networks

TCP is the standard protocol of reliable data transport on the internet and
it carries the majority of internet traffic in mobile data as well. Naturally,
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it is an indispensable part of the internet and quality measurements as well.
However, it is widely known that there are performance issues with TCP in
mobile networks, and many papers state possible reasons, including variable
bottleneck bandwidth, excessive buffering, high bandwidth-delay product, high
network delay and packet loss unrelated to congestion [84, 88, 39]. But end-to-
end measurement studies, especially in deployed mobile networks, are mostly
missing. So the question is: are TCP algorithms responsible for the poor per-
formance in mobile networks or do other reasons prevail, such as the mobile
device, network issues, or just network capacity? We carry out our measure-
ment study on Finnish commercial Long Term Evolution (LTE) networks and
analyze suboptimal performance by separating TCP performance issues from
other factors.

For gathering the data we use the crowdsourced measurement platform called
Nettitutka (formerly Netradar) [54, 76, 75]. The app measures against the
Nettitutka servers on the internet. The main data that we are using in this study
is the 10-second full bulk TCP download of random data. On the measurement
servers, we record packet traces, from which we extract round-trip time (RTT)
and throughput samples, as well as TCP related events.

We also find that even in modern LTE networks, TCP performs poorly on
various occasions and is unable to saturate network bandwidth. Figure 2.1
shows the degree of saturation among the connections in our dataset. We see
that a huge part achieves a saturation of over 8 seconds. But it is also visible
that there are about 20% of connections that have an even lower saturation,
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Figure 2.2. Time until first saturated. From Pub. 1.

and that the pinnacle is at 9 seconds which means that most connections leave
10% of the connection time with unused network resources. Surprising is the
8% of connections which have a saturation time of 0 seconds, i.e. they are never
saturated. Analyzing these connections shows that the culprit is a high number
of recovery due to lost packets while the RTT is not visibly increased. While early
iterations of mobile networks were affected by data loss on the wireless link, the
reliability of LTE networks nowadays is almost as good as in wired networks,
as "Radio Link Control - Acknowledged Mode (RLC-AM) serves the important
purpose of ensuring (almost) error-free data delivery to TCP" [19]. Although the
losses might still be due to an unreliable wireless link, another possibility is a
misconfigured queueing system. Furthermore, there are system-level dynamics
such as horizontal and vertical handovers that can cause losses as well.

At the beginning of each connection, TCP performs slow start to probe the
network. Hence, each connection starts unsaturated. In theory, even with high
network data rates, this should not take more than a few hundred milliseconds.
Figure 2.2 shows the time until the first saturation, which is what the slow
start algorithm tries to achieve. We see that many connections are spending
significantly more time than is to be assumed.

Overall, we have found several situations where TCP behaved suboptimally:
ramping up the sending rate during slow start, problems with deployed client-
side optimizations for bufferbloat mitigation, and changes in sending rate so
that TCP either reacts too slow or is forced into a recovery. Additionally, on
occasion, we observed TCP was not able to track the sudden increases in network
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bandwidth.

Well-known bufferbloat problem in mobile networks particularly creates a
handicap for the case of utilizing a single TCP connection as an indicator of
network quality, since it’s shown that competing network flows affect TCP
performance characteristics severely [43, 3]. Such findings suggest that major
crowdsourced measurement services (e.g. Speedtest.net [56], Rootmetrics [66])
that utilize TCP as its underlying transport can be error-prone and biased in
networks that have issues discussed above. Consequently, having measurement
methodologies directly measuring bandwidth of the mobile link is particularly
useful to mitigate the situation.

2.4 Probe based measurements

Available bandwidth and capacity estimation on a path have beneficial uses such
as selecting better routes on an overlay network, QoS verification, and traffic
engineering. In literature [60], various probe-based methodologies are proposed
to measure capacity or available bandwidth in different fixed network settings
such as single-hop or multi-hop. Essentially these methods can be classified into
two main groups as probe rate model and probe gap model [77], based on the
approach of measurement.

2.4.1 Probe gap model

The probe gap model (PGM) makes use of the time difference between the arrival
of two successive probes at the receiver. The model denotes the time difference
of consecutive probes sent in the sender side as A;, and the time difference of
reception of those at the receiver side as A,,;. Along with the assumption of
single bottleneck (tight link) along the path of measurement, the relation of A;;,
and A,,; constitutes a measure of congestion in the tight link as depicted in
Figure 2.3, A,y — Aj, is the time it takes to transmit the cross traffic at the tight
link.

Furthermore, if the capacity information of the tight link is available, one can
estimate the available bandwidth A using Equation 2.1.

Aout — D
A:Cxﬂ—J%v—ﬂ) (2.1)
n

In a situation with a constant bit rate cross traffic, a small number of probe
pairs would yield a plausible estimate by averaging samples calculated by
the equation. However, cross-traffic rarely occurs at a constant bit rate. It
is also important to note that consecutive probe packets might arrive back to
back, even out of order that might generate erroneous and negative samples at
times. Naturally, those cases might need to be handled separately to improve
estimates. Moreover, most of the cross-traffic on the internet is bursty, so the
real challenge for the PGM is to adapt the sending process of probe packets.
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Figure 2.3. Probe Gap Model (PGM) illustration. From Pub. II.

Hence, PGM tools adaptively send several packet pair trains, which has many
probes spaced variably to generate a rather unbiased estimation. Spruce [77],
Initial-Gap-Increasing [36] and Delphi [65] are example tools for estimating
available bandwidth, which tries to overcome these challenges.

PGM tools typically have the advantage of low bandwidth usage to produce
a measurement, but Lao et al. [46] shows that PGM can underestimate the
available bandwidth of multi-hop paths even if there is a single tight link.
Additionally, even though a single tight link assumption is plausible for most
of the internet paths, the requirement for the knowledge of the capacity of the
tight link is impractical. In conclusion, PGM tools fail to provide the desired
reliability and practicality for most applications.

2.4.2 Probe rate model

Unlike the probe gap model, probe rate model (PRM) relies on the self-induced
congestion on the network path to measure available bandwidth. Congestion on
the tight link is going to cause the following packets on the path to experience
additional queuing delays. Hence, injecting more traffic at a higher rate than
available bandwidth as depicted by Figure 2.4, results in an increasing trend in
one way delay (OWD). PRM tools use this basic premise to measure available
bandwidth.

Self-loading periodic streams (SlopS) methodology is a typical instance of the
probe rate model [41]. In SlopS methodology, the source sends a fixed number
of equal-size packets to the destination at a certain rate R. The receiver side
monitors and reports the OWD trend back to the sender, so that the sender can
statistically evaluate the trend and adjust the sending rate R accordingly to
estimate available bandwidth A. The adjustment is similar to a binary search if
OWD is increasing, hence R > A, the rate R is decreased for the next iteration, if
OWD is non-increasing in the case of R < A, R is increased. Once two successive
sending rates are close to each other to a degree of ¢, the algorithm estimates
A = R. This type of approach requires a considerable number of iterations,
especially in the case of highly varying available bandwidth.

Melander et al. [48] proposed a slightly different methodology than self-loading
periodic streams. The proposed methodology is built around the idea of trains of
packet pairs (TOPP). In TOPP, the sender sends many packet pairs at gradually
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increasing rates, in other words gradually decreasing inter-packet interval Ag.
The offered packet rate at a packet pair, R, is equal to L/Ag where L is the packet
size. If R, > A, the receive rate R,, is expected to be equal to R,. Consequently,
TOPP estimates available bandwidth as the maximum R, where R, =~ R,,.

Additionally, TOPP is able to estimate capacity of the narrow link in the path
using Equation 2.2 where R, is the rate of cross traffic. The capacity C can be
estimated from the slope of R,/R;, vs R,.

R,
R =
™ R,+R.
Even though TOPP has the benefit of multi-rate probing, it loses the temporal

xC 2.2)

behavior of queuing caused by bursty traffic due to rather large spacing between
the probe pairs.

2.4.3 Challenges in mobile networks

For practical purposes, it is beneficial to concentrate and summarize the reasons
why probe-based measurements are challenging in mobile network environment
given the discussions up until this point. The common feature of all probe-based
measurements is that they use the delays experienced by the probe to estimate
the available bandwidth in the communication path. The assumption for this
is that the change in the delay is only caused by the change in the available
bandwidth. This assumption is broken in mobile networks because the delay
experienced by probe packets can be chiefly affected by interruptions caused by
all sorts of handovers be it vertical or horizontal as well as radio resource control
(RRC) state changes. Additionally, varying radio conditions and signal quality
can change packet loss characteristics of the channel and finally probe packets
might be retransmitted which in return adds a multiple of retransmission base
delay. Finally, in a loaded network along with the varying radio conditions,
scheduling at the base station can immensely affect the delays experienced by
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each packet.

Secondarily, traffic patterns might affect how mobile networks behave. More-
over, the behavior dynamically might change in different operator’s network,
which depends on deployment and systems governing the radio resources. A
tangible example is that RRC state transitions are typically triggered by what
is called buffer occupancy (BO). BO, the increase in the buffered traffic at the
base station, is an indicator of more traffic coming than the current service rate,
hence it justifies the switch to a better RRC state and higher capacity channel.
BO is also a configurable RRC parameter which is usually a value close to 1 KB
[58].

Lastly, even if the cell has no load and the entire cell capacity is free for the
user. It is very typical that, within the same RRC State, all radio resources
for the maximum capacity is not allocated right away. Instead, parallel to BO
idea, it might be gradually increased. The reason is that there might be a
cost associated with deallocation and reallocation of the resources to possible
incoming users. Spreading codes in WCDMA is an example of such a case.

In conclusion, for all these reasons, the delay and the capacity of the channel
to a particular user systematically vary. To handle these variations, the probe
methodology should be aware of the possible state of the network and ensure that
samples derived from measurements belong to what is intended to be measured.

2.5 Quality of experience

In the era where mobile services were limited to a fewer number of applications
such as voice calls and messaging, the notion of quality in mobile networks was
largely captured by the network-centric concept of QoS. However, the usage of
personal mobile devices and the diversity of mobile data-based applications in
everyday life has increased dramatically over the past decade. For example,
quantitatively the average US adult now spends over 1.5 hours daily on their
smartphone [81]. Consequently, QoS centric network management has started
to fall short especially in areas like customer experience management. Given
the ubiquity, the quality of mobile experiences has become an important factor
for both users (that want to maximize their own utility) and mobile network
operators (that want to optimize their service offerings to increase customer
satisfaction and prevent churn) [70]. Research into the quality of mobile experi-
ences falls into the research domain of mobile QoE. A domain with roots in the
areas of mobile networks.

Specifically, the mobile QoE domain encapsulates the theory, methods, and
metrics for evaluating mobile services in a way that aligns with how end-users
actually experience those services. For example, the use of non-linear scales,
such as mean opinion score, and contextual information in QoE aligns with the
non-linearity and contextual dependence of human perception systems. QoE
contrasts with the quality of service domain which, nowadays, encapsulates
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technical and often more easily accessible network measures such as throughput,
delay, and loss.

Traditionally, telephone networks were planned by utilizing purpose-built QoE
models such as ITU-T Rec. G.107 [6, 52]. It is also known that, in general, QoS
metrics have a logarithmic relationship to QoE due to psychophysics of human
perception [63, 28]. However, for multi-modal applications such as web browsing,
establishing such a relationship based on user-perceived delays or impairments
is not straightforward [24]. Modern smartphone applications utilize even more
diverse methods that decouple momentary network QoS from the user expe-
rience. For example, many social media applications prefetch media content
on anticipation before the user is ready to consume it. Consequently, building
practical QoE models as a function of network quality metrics is particularly
challenging for such adaptive applications.

Additionally, in cases of longer usage sessions, the psychological temporal fac-
tors tend to creep into the dynamics of QoE. Retrospective retrieval of experience
is subject to well-known primacy, recency, and peak-end temporal psychological
effects [83, 32, 35, 34]. Consequently, when dealing with longer time-window
measurements and perceived quality it’s important to allow QoE measurements
and models to incorporate such temporal factors in [72].

QoE is a common term in mobile research yet the definition of QoE has been
difficult to pin down as many formulations have appeared over the years [49].
Though recent work, such as the Qualinet project, has made progress in creating
an intuitive yet relatively complete definition [11]. In our studies, we take a
relatively broad view of QoE that accommodates experiencing over both shorter
and longer time frames to have a more complete understanding of it in various
settings.

2.6 Related work

In this section, first, we go through related work on in-context mobile network
measurement methodologies and then we visit relevant studies on QoE aspects
and compare them to our work. In 2006, Diaz et al. [23] visions and proposes the
architecture of a crowdsourced measurement system that is made very possible
today by the fact that most of the end-user devices include a GPS chip. The
architecture is simply composed of soft-agents installed to user terminals that
run measurements at appropriate times. Measurement results along with the
location, time and service type information are fed back to a server where the
information is processed. Through analysis of the centralized information, the
system would be able to provide real-time network diagnosis, service perfor-
mance degradation monitoring, and service availability monitoring. Essentially,
this type of architecture is used by many measurement services as it is the most
logical and convenient one for the purpose.

Yao et al. [87] conducted an eight-month-long study to inspect bandwidth
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predictability in a 3G cellular network. Experimenters drove through the same
26 km route many times while doing measurements at different points of time, to
account for a consistent realistic scenario of mobility. Bandwidth measurements
are carried out using a fast converging probe-based measurement to achieve cost
efficiency and granularity. They have found out that using past measurement
data along with the location information is a good predictor for the bandwidth.

Yet on another measurement study called Mobile Internet Services Test, Wittie
et al. [85] approached the issue from the perspective of mobile application devel-
opers, on the fact that underlying network characteristics directly impact the
user experience of an application. Considering the fact, that the user experience
and usability are the most critical aspect of a mobile application, it is important
to understand the issues regarding the interaction of network and software. To
characterize cellular data network performance as it is experienced by individual
mobile devices, they developed a mobile application to measure interactions
between network technology and a variety of mobile devices and platforms.
Gember et al. [31] conducted a study to obtain in-context measurements on the
premises that to quantify user experience, the relevant measurements need to
be carried out during the relevant contexts. They found out that recent usage
of the network due to user activity, macro-environment (e.g. indoors and sta-
tionary), micro-environment (e.g. in the user’s hand) matters as the context of
measurements and changes the results.

Mobiperf is also another related measurement study by Huang et al. [37]. One
of the significant contributions by Mobiperf is that they have introduced an RRC
State Machine inference methodology in their applications to discover parame-
ters of network state changes. Using the parameters they were able to assess
performance and energy consumption characteristics of 3G and 4G networks
[61, 38]. Similarly, Garcia et al. [30] acknowledges the complexity of mobile data
contexts and studies delay characteristics of commercial mobile networks on
a large scale by investigating delay characteristics from network layer to TCP
handshakes and flows. Mobilyzer [55] is yet another proposed mobile network
measurement platform by Nikravesh et al. designed to carry out controlled
and isolated in-field network measurement to reveal large scale performance
of mobile networks. Related studies mentioned so far, try to address the stated
problems to some extent, except the cost-efficient bandwidth measurements in
mobile networks.

In literature, probe-based methodologies are proposed to achieve fast and effi-
cient bandwidth measurements, although it is heavily studied on fixed networks,
their behavior in mobile networks is rather unexplored [17, p. 130]. Moreover,
several studies and surveys already make the case and portray the need for
adopting hybrid measurements [50, 45, 5]. In this work, we specifically focus
on modeling and building a hybrid probe-based crowdsourced network quality
measurement solution.

On the other hand, there is also a set of passive measurement studies. The
MopEye [86], Haystack [62], and AntMonitor [73] approaches use the device-
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based Android virtual private network (VPN) APIs to inspect per-app sent and
received traffic and thus measure network quality. Their collected network
quality metrics are similar to active metrics including delay and throughput.
Unlike others, these approaches can associate network measurements to specific
app traffic, though this comes at the expense of significant computational and
energy overheads (due to the need to maintain an additional IP network stack
and crunch a lot of data). Additionally, these approaches occupy the device’s
VPN slot, thus preventing users from using an actual (remote) VPN for privacy.
All the studies also include characterization of network quality for a group of
test or crowdsourced users. However, these characterizations do not include QoE
as their focus is on presenting the approaches.

Unsurprisingly, large volumes of research exploring the relationship between
QoE and mobile network performance has been published [49]. Most of these
studies have tended to focus on specific use cases such as QoE of mobile video [4]
or specific mobile applications [16, 69, 14, 13, 2]. Relatively few studies have ex-
amined the related area of user satisfaction with mobile network concepts such
as speed or availability [67]. Furthermore, studies that have examined this area
have been customer satisfaction studies based only on user questionnaires with-
out network data [57, 44, 79]. Additionally, related studies have also typically
considered only a small set of network performance features such as download
goodput, jitter, and latency and have considered non-network features (such
as device type or device quality) out of scope (sometimes because non-network
features were unavailable) [16, 69, 14, 13]. Certain non-network features are
important to include because they can affect the perception of network quality
since, for example, users might incorrectly attribute device-related application
performance issues to the network.

Significant research has focused on specifically modeling QoE via network
QoS and/or contextual data [1, 33, 14, 12]. Furthermore, such QoE modeling
research has been profitably performing field-based experiments with device-
based methodologies (data is collected directly from a mobile device through
an app). Similarly to prior work in this area, we also examine the relationship
between QoS measurements and QoE evaluations through modeling. However,
existing device-based QoE modeling research has limitations regarding the level
of realism, sample size, and network quality and therefore may overestimate the
practical performance of such models. Specifically, prior studies have instructed
users to perform predefined application (app) actions, such as scrolling the
Facebook news feed; thus the situations are only semi-realistic. Additionally,
sample sizes in terms of users and sessions have typically been small (less than
50 users and 1000 sessions). Finally, several of the studies did not include
sufficient sessions over LTE or Wifi connections, thus providing only a limited
view given the widespread deployment of LTE and Wifi in most developed
countries.
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2.7 Summary

This chapter started by describing the mobile network and data capabilities
evolution. Existing traditional measurement methodologies for mobile networks,
that are mostly active measurements, are impractical. The convergence in
quality characteristics of modern mobile and fixed networks enable us to design
better methodologies for crowdsourcing mobile network measurements.
Probe-based measurement methodologies, that has been traditionally utilized
in fixed networks, can be also reused in modern mobile networks. However,
mobile networks still introduce additional challenges due to their complex nature
and such efforts require caution in tailoring measurement methodologies.
Along with the evolution of mobile data capabilities, the use of mobile net-
works has diversified greatly as well. During 2G era, mobile devices were chiefly
used for voice calls and messaging. Nowadays, we are living in a mobile-first
world where the majority of personal computing happens in smartphones. Con-
sequently, the nature and needs of mobile measurements have evolved beyond
the classic notion of QoS, which can not capture the essence of quality. QoE has
been put forth to amend the shortcomings and capture the relationship between
the technical capabilities of networks along with varying in-context needs of

users.
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3. Hybrid approach for QoS
measurements

This chapter describes the modeling, implementation and empirical evaluation
of a novel probe-based QoS measurement methodology for mobile networks using
smartphones. This chapter is based on Publication II.

3.1 Model

In order to devise a cost-efficient, reliable and accurate method which is capable
of measuring user mobile link capacity in mobile networks with smartphones,
we model a new approach to capture the best of both worlds, i.e. to be as cheap
as PGM but as accurate as PRM at the same time.

The main requirement for the model is that the only single tight link is the
user’s access link which is the wireless link from base station to user device for
cellular network case. Thus, the model measures the capacity of the tight link.
The packet delay in the path from probe sender to the tight link is assumed
to be near-constant and does not vary within a measurement. Also, the tight
link is assumed to behave like a first-in-first-out queue per user traffic. The
model requires the ability to measure the amount of cross-traffic between any
two moments. All sorts of information related to cross-traffic such as packet
count and packet sizes are useful, but not necessarily required.

Figure 3.1 depicts the send buffer of tight link where a measurement can be
done upon reception of the whole content by the user device. d,.y,[n] denotes

1] Probe packet
Bottleneck send buffer [T 1 Cross traffic

B 1 [ f2f [ Ju] | [ |

| < drcv[l] >!

Figure 3.1. Base measurable model. From Pub. II.
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queuing delay experienced by the probe number n. Let r[n] be the total number
of bits received by the user at ¢[n] which is the time of reception of the probe
number n. Momentary link capacity can be simply estimated by Equation 3.1
where d,¢p[n]l>drepln—11, (rln]-rln—-11) > 0 and (¢[n]—¢tn—1]) < d,e[n]. That
is the condition for probe number n and n — 1 to be in the same queue and had
some amount of cross traffic between them. Final estimation can be calculated
by merging all viable samples within a meaningful time frame. Within this
model individual samples are not expected to prove accurate mainly due to
packetization effects of the network and it’s important to note that individual
samples derived with Equation 3.1 become highly skewed for probes that arrive
almost back to back causing the denominator to become infinitesimally small.
However, this does not necessarily create a problem when final estimation is cal-
culated via a weighted average of samples where the weight is the denominator
(duration of the sample) in the equation. Consequently, those samples will have
an insignificant effect on the final estimation provided that there are significant
amount of adjacent samples.
r[n]-rin—-1]
Clinl)= drevln]l—drepln —11 @D

However, in practice, the exact queuing delays are not known to receiver

side. d,cy[n] can be approximated by d[n]— min(d) where d[n] is one way
delay of probe number n and min(d) is the minimum OWD which happens at
the point where the packet sees the queue empty. Yet again, measurement of
OWDs requires clock synchronization between the sender and receiver which
is impractical. Fortunately, absolute OWDs are not necessary, relative delays
can be used to approximate queuing delays of probe packets, simply because
dreiln]l =d[nl+clockyfrse:. Naturally, this is the case only if the clock skew is
negligibly small.

The base measurable state only describes the minimal conditions to obtain a
measurement sample. The validity of the samples is greatly impacted by the
implementation environment which includes all network aspects, user device
hardware/software, probe sender/receiver implementation, etc. So in short, it is
essential to filter measurement samples at appropriate situations to improve
the reliability of measurement results.

A simple framework for filtering measurement samples can be based on con-
ditions enforced on measured values per sample. For example, the samples
where there is no certain number of cross-traffic packets between consecutive
probes can be filtered out, because it might simply be an anomaly caused by
radio retransmissions. Similarly, if the probe packets received too closely in
time relative to their separation at the probe sender, this situation can also be
an anomaly caused by another element in the implementation stack. However,
as we are aware that in packet networks the traffic is highly non-fluid. Hence,
excessive filtering would result in inaccurate measurements.

One essential filter that could be utilized, is to establish a delay margin for
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minimal relative delays in the measurement sample. This delay margin can
account for the delay variability for the reasons other than queuing in the tight
link. At the same time, the margin should be small enough so that it is possible
to capture measurement samples at all, especially in cases where the buffer
allocated to the user at the base station is small.

The fundamental problem with passive measurements is that the measure-
ment tool must be alert and running to observe the measurable state. To do
s0, the tool must continuously track the cross-traffic on a level that can detect
the measurable state. Continuous tracking has an associated processing cost.
Furthermore, on portable devices like smartphones, battery is a way too valuable
resource to waste.

On the other hand, the measurable state, in this case, is the state where the
send buffer is grown enough that the communication channel is sending the
traffic at its momentary achievable rates i.e. capacity to the user. To confirm
such a state, the tool must be able to decide when to initiate a probe train and
then inspect the probe delays to check if the measurable state as in Figure 3.1
is available. As it is well-known that most of the internet traffic is carried via
TCP connections and most of these connections are short-lived; anticipating
those short moments and appropriately injecting a probe pattern to achieve
measurable state is an optimization problem of its own.

3.1.1 Inherent selection bias

Given that, as part of TCP’s congestion control approach, the majority of internet
traffic rates exhibit a gradually increasing pattern, especially shorter data
transfers have a higher probability of observing lower speeds. Apart from the
traffic pattern, our methodology can not measure what is not demanded. So
the distribution of the demand for speed, i.e. bulk data transfer will directly
influence the measurements. Under normal circumstances, such influence is
also likely to favor lower speeds due to bottlenecks in other points e.g. slow
server. Additionally, burstiness of traffic is yet another point that possibly can
shape the selection bias. Relatively short bursts combined with small buffers
can cause probes to miss measurable states altogether. Yet again, in case of
highly varying bandwidth where TCP fails to fill the pipe, queuing growths are
more associated with decreasing speeds than increasing. Consequently, such
factors result in a strong selection bias for our methodology.

3.1.2 Dummy-way vs Smart-way

Apart from the inherent selection bias, the logic of opportunity detection itself
has the potential to introduce another kind of bias, because probes will be
injected only when conditions dictated by the logic are met. In most dummy
scenario, for saving on probe costs, static traffic rate thresholds could be utilized
to decide when to inject probe packets. However, if more parameters are available
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to sample such as packet size and counts, the logic can be improved by enforcing
observed average packet sizes to be close to maximum transmission unit (MTU).
Thus, cross-traffic is more likely to be a bulk transfer that has more potential
to saturate the link. Yet another improvement would be to maintain dynamic
thresholds calculated from previous speed observations, given that link capacity
has known statistical properties such as range of variation. Consequently, the
design of opportunity detection is a trade-off point between cost and accuracy of
the measurements.

3.2 Implementation

In this section, the prototype implementations of the hybrid model for realizing
the goals of this study are described in sufficient detail.

3.2.1 Probe server

Essentially, the measurement can be achieved using a simple ping-pong server
including send and receive timestamps in the packets. However, such an ap-
proach is challenging in our mission to achieve precision in probe intervals,
mainly due to asymmetry in downlink and uplink. The additional variation in
delays due to uplink decreases the timeliness of downlink probes. Furthermore,
probe requests per each probe are a waste of resources, especially in downlink
measurements. Hence, the purpose of the probe server is to serve variable
probe trains upon request to achieve measurable states at the user end. To
ensure accurate queuing delay estimations, a set of geographically distributed
servers should be utilized as shown in Figure 3.2. User prototype application
sends its probing request to the closest server by resolving geographical DNS
enabled domain name. Closer probe servers are desired in order to meet the
near-constant delay requirement as well as to be able to quickly serve probe
trains upon request.

The probe server has two different modes of functioning. For uplink mea-
surements, user application sends a UDP request packet per probe packet in
various intervals where server replies with a probe packet which includes a
timestamp of the server’s monotonic clock. Differences in the timestamps are
used to calculate the queuing delays experienced by the requests in the uplink
direction to ultimately collect measurable samples. On downlink measurements,
the aforementioned optimized approach is followed because downlink traffic
usages are much bigger and more frequent than uplink ones. Consequently,
downlink measurable states occur much more often. For downlink probing, a
subscriber model is followed. User application request a probing stream with a
certain interval i, and the server sends a probe pair every i ms. User application
needs to send keepalives to keep probes coming otherwise the subscription times
out. Once user application decides the probe stream is no longer necessary it
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Figure 3.2. Probe servers network diagram. From Pub. II.

can request it to be ceased.

A probe pair is two probe packets sent 20 ms apart. The value 20 ms is
arbitrarily chosen by experimenting on Finnish commercial networks providing
3G and 4G connectivity, but each parameter in the implementation could be
optimized per radio access technology to make the most out of it. The significance
of probe pair separation is that the queuing delays need to grow above this value
so that there is a chance of observing a measurable state. Assuming that there is
enough cross-traffic to utilize the full capacity of the measured user, the chance
of observing the transient measurable state is directly proportional to how often
the probe pairs are sent. So this is a trade-off point between probe bandwidth
overhead and the chance of obtaining measurement samples.

3.2.2 Measurement client

Android OS is an inherently eligible mobile platform for the implementation of
our prototype measurement tool. It provides all the requirements demanded by
our measurement model already on its developer framework. Moreover, it is the
most popular platform which powers a great variety of devices.

The prototype is developed as an Android library which can be easily plugged
into any other android application. The measurement service is implemented
using Android background service [21] capability which enables application
code to run in the background silently without intruding user activity. The
background service is configured to start automatically on device boot up and
run indefinitely.

As a matter of fact, the application does not continuously run the code, but
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Figure 3.3. Sequence diagram for a short downlink measurement. From Pub. II.

sleeps in the background and listens for some trigger to wake up and start
processing. As the code detects data activity, it starts sampling the rate of
incoming and outgoing traffic using traffic stats API [22]. However, in the
uplink, the cross-traffic can not be sampled correctly as the traffic stats are
derived from the amount of traffic passed the NIC-kernel boundary. Hence, the
cross-traffic data is approximate for the uplink case.

The sampling is the phase where the application needs to decide if a probe
from the server should be requested or not. We have implemented a dummy
approach here by checking if downlink or uplink traffic is above some threshold.
These thresholds are 100 Kbps and 200 Kbps respectively. Once the threshold
for the downlink rate is reached, the application requests a probe stream with
a 100 ms interval and periodically sends keepalives until the traffic rate goes
below half of the threshold for 2 seconds. For the uplink, as covered in probe
server discussion, the application sends a probe echo request from the server
every 60 ms. Yet again similarly if uplink traffic rate goes below half of the
original threshold for 2 seconds the echo requests are stopped. These stop points
are called idle phase. We define a session to be started by the sampling phase
and ended by an idle phase where a form of probe conversation occurs. For the
time between the application records all the traffic rates as well as probe packets
information which includes sequence numbers, timestamps from both server
and client application itself. Additionally, signal strengths, network technology,
cell ID and location information that corresponds to the session are collected
and bundled into a data structure. A list of these data structures piled until they
reach a certain size, then the whole data is serialized and sent to the research
server along with some detailed device information.
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3.2.3 Bandwidth estimations

The queuing delay of packets is estimated by calculating the relative delay of
each probe packet. In the context of a session, the relative delay is calculated by
using the probe packet with minimum offset as the difference between server
send timestamp and application receive timestamp. This indicates that the
particular probe packet was the fastest in that session. Typically, it is one of the
last packets in the tail of the session where cross-traffic is almost non-existent
as the session will become idle soon as shown in Figure 3.3. One interesting
fact about the fastest probe packet is that it might not be the absolute fastest
which is physically possible. This effect only changes the number of observed
measurable states because the minimum offset is slightly bigger than the real
value, so the calculated relative delays are slightly lower.

The samples which satisfy the base measurement state are determined by
using their relative delays, arrival times. The total number of bytes received
and the duration between measurement samples are calculated. These two
components are essential results of a measurement sample which at least a
bandwidth estimation can be produced by. The reduction of the measurement
samples into speed dimension is not desired because the duration of samples
is crucial information regarding the calculation of a proper estimate based on
weights by duration. The samples are known to carry the effects of packetization
both in radio and IP layer as discussed.

However, these samples are not used right away but filtered by a set of condi-
tions to eliminate radio access and implementation-specific effects. There was
no delay margin filter imposed for this study, but to meet the model a filter is
used to check the constraint of having at least a certain amount of cross-traffic
between the arrival of probe pairs. This is especially desired in cases where
there are few measurement samples so that the effects of interruptions in wire-
less communications(e.g. handovers, RRC state changes, etc.) are removed.
The parameters for this filter is arbitrarily chosen as 3 packets and 1000 bytes.
Additionally, in downlink, probe pairs received within 1 ms were filtered. These
essential filters were applied to all samples and constitute a base.

Lastly, to explore the effects of a simple filter based on probe pair spacings,
we separately define Equation 3.2 as means of further eliminating potential
"noise" caused by radio hiccups and user-space processing. The packets can
be buffered in the kernel before delivery to the application, so fluctuations in
the buffer result in different additional delays experienced by probe packets.
These variations ultimately affect the calculated speeds. Such a filter restricts
the measurement samples to be smoother where their spacing at the sender
and receiver is similar. Hence, it aims to eliminate any samples affected by
distortions in buffering or processing. The base measurements which are further
filtered by this are referred as filtered in our analyses.

(trcv[n] - trcv [n - 1]) _ 1

tolnl—togin—1] <08 (3.2)
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3.24 Example measurements

A hybrid measurement is comprised of many data points to be able to make
accurate estimations. Therefore, it is helpful to first visualize them. A plot
schema as in Figures 3.4 - 3.6 with two Y-axes was designed to describe prototype
measurements. Stars represent estimation samples where red and purple
stars belong to samples filtered out by Equation 3.2 for downlink and uplink
probes respectively. Vertical lines show the average of corresponding samples so
that we can see if there is any substantial difference between filtered samples
and regular samples. Additionally, queuing delay experienced by probes over
time can be seen by the black dots. However, note that RTT measurements,
which are denoted by black triangles, are only available where we perform
probing for uplink measurements due to downlink overhead optimizations in
our measurement methodology. Relative delays (compared to minimum OWD in
downlink) and RTT in the plots help us to follow the growth of queuing delays
at particular instances.

We hand-picked some arbitrary familiar usage scenarios to showcase the
functionality of the measurement tool and methodology. The figures below show
results of those example measurements detected by the prototype application
from an LG Nexus 4 device with a 4 Mbps limited HSPA+ connectivity. The
network is known to be capable of achieving much higher speeds at the location
of these measurements. Hence, 4 Mbps is the expected correct value of the
achievable download speeds. There wasn’t an artificial limit enforced for the
upload speeds. In Figure 3.4, it is observable that the tool is capable of detecting
achievable rates even with lower average speeds shown by green download speed
indicator. This is a result of burstiness in the traffic and a probe pair coinciding
with this burst wave in the user send buffer of the base station. As discussed in
the challenges of cellular networks, it also shows a clear example of how a radio
interruption such as handover or RRC state change can affect measurement
as indicated by probe delay peak of 150 milliseconds at the early phase of the
session.

The proposed simple algorithm seems to catch and filter out a seemingly
unreliable sample around the interruption, however, it also eliminated many
more fine measurement samples. So essentially filtering is a trade-off and
optimization problem in itself to achieve more reliable estimates for short-lived
measurement opportunities where we have very few samples. Those few initial
samples by nature of bursty traffic process and mobile data context are more
prone to deviation. For example, in the beginning of Figure 3.6 there is a
download sample around 25 Mbps filtered. More often these odd samples are
caused by some buffering process within user device operating system, while our
measurement samples are collected on application level. If the measurement
session did not generate any more viable sample after that point and we had
not filtered that particular erroneous sample, we would end up with highly
inaccurate estimation. Figure 3.5 shows the measurement of a YouTube video
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streaming session which has its particular bursty traffic pattern. Initially, the
client buffers a certain amount of data to ensure the smooth playout of the media.
Subsequently, we observe periodical bursts and an example of coincidental
interaction of probes and bursty traffic patterns.

We observe that our algorithm managed to carry out highly accurate esti-
mations in these controlled example measurements by tackling varying traffic
patterns and cellular network specific issues. However, we also observe that
having a low link capacity allowed us to get an ample amount of samples in
these example measurements to make accurate predictions.

3.3 Results

In this section, we evaluate our methodology via the prototype and present our
findings. The prototype was evaluated with an Android application which also
featured active goodput measurements. We have collected data for roughly 2
years which resulted in about 9 million LTE and HSPA+ sessions each, from
3796 users, 260 operators! and 522 distinct device models.

3.3.1 Accuracy

In order to investigate the accuracy of the hybrid measurements, first, we have
analyzed how active goodput measurements compare when they act as a cross-

1Majority of the data originated from Finnish operators.
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traffic to generate hybrid measurement samples as in Figure 3.6. Then we visit
the differences in statistical properties of hybrid measurements as opposed to
active measurements.

Firstly, we would like to acknowledge that the most granular analysis of
accuracy would be to compare base station data to momentary estimations.
However we can not practically carry out such experiments on a large scale
with multiple operators, hence our experiment is set up to explore it via a
proxy. Hybrid measurements as implemented based on NIC traffic counters
measure IP throughput, however, the experimental setup does not have such
active measurement but expectedly closest proxy that we can utilize is active
goodput measurements. Such comparison is certainly weak in the aspect that
TCP can not guarantee full link utilization especially in the cases of unstable
connectivity and poor buffer policy leading to starvation. However, goodput
values provide a definite lower bound for both TCP and IP throughput. Hence
the comparison allows us to roughly explore the typical ceiling for the accuracy
figures in different scenarios. Also, goodput comparability is of great interest
to understand how our methodology relates to typical measurement tools out
there.

0.97 x Estimationsss

E Ratio = -1 3.3
rrorRatio Goodpuutos, (3.3)

We use a factor of 0.97 to account for the approximate overhead of IPv4 and
TCP to make the comparison more sensible. To avoid the slow-start portion
of the active measurements, we only compare the second half of the 10-second
measurements. Equation 3.3 defines an arbitrary signed error metric to be
able to assess the occurrences of overestimation and underestimation. Such a
definition also helps us to make sense of the direction of average errors where
underestimations and overestimations might cancel each other out.

At this point, we have two separate datasets to work with. Dataset A com-
prised of the hybrid measurements in which we inspected its characteristics in
the wild. Dataset B is composed of active goodput measurements and associated
hybrid measurement sessions.

To further refine our comparative analysis we limit the Dataset B to only
include measurements where goodput has more than 4 seconds non-zero samples
and estimation has more than 0.2 seconds. Such elimination is useful to limit
our comparison to relatively stable connectivity which includes a considerable
period of saturation. However, the difference in the sample sizes would still lead
to inflated error ratios where the throughput variation is high. Additionally, we
evaluate the simple filtering condition as defined in Equation 3.2 to explore the
effects of filtering based on probe arrivals.

Figure 3.7 shows typical accuracy numbers changing with the speed. We
observe that filtered measurements usually have higher error rates especially
at lower speeds where they tend to overestimate. Not only they increase error
rates but they also decrease the number of measurement samples which adds to
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Figure 3.7. Accuracy of estimations based on active measurement comparisons. From Pub. II.

sampling error in general. The uplink measurements experience higher error
ratios as an expected result of NIC stat reading issues described in section 3.2.2.
Another interesting observation is the spikes in underestimation on physical
channel limits such as 21.1Mbps for HSPA+. This can be attributed to sampling
error gaining a direction in such cases as samples can not exceed the maximum
transmission speed significantly.

Finally, we take a look at the visible effects of selection bias in our hybrid
measurements due to the opportunistic approach. To be able to inspect and
compare the results, we produced empirical distribution plots of our datasets in
various cases. It is crucial to note that although datasets are derived from the
same user base, they certainly do not belong to the same population in statistical
sense as we have not done any stratification or matching in any direction to
make them more comparable. Dataset B, where active throughput measurement
acts as cross-traffic, is characterized by a comparatively very small number of
measurements featuring its own biases due to user measuring behavior. On the
other hand, Dataset A is dominated by the selection bias of the opportunistic
approach where we expect lower speeds to be caught more. Figure 3.8 confirms
such expectation on a very high-level comparison. In spite of estimations in
Dataset B are accurate on predicting goodput, we observe that in Dataset A
measurements resulted in much lower numbers for the reasons discussed in

section 3.1.1.
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Figure 3.8. Cumulative distribution comparisons of datasets and estimations. From Pub. II.

3.3.2 Efficiency

The resultant measurement service is very cost-efficient, probe session incurs
less than 10 Kbps overhead and less than 1% battery usage. The total bandwidth
and battery usage by the service are naturally proportional to mobile data usage
itself. So static probe patterns as we have implemented in our research prototype
typically result in a few megabytes measurement overhead per day.

However, the overhead can be hugely improved by smarter deployments of
the methodology where probing is seldom performed during network usage.
We have briefly experimented using a dynamic exponential backoff method for
the probing threshold based on maximum achieved speeds in previous mea-
surements. There was about 30 fold improvement in overhead. However, such
fundamental changes would certainly result in different selection biases. Con-
sequently, comparative studies of the measurements must be based on careful
statistical modeling of the data. Furthermore, given that our methodology bears
the potential to gather a large amount of data, a machine learning approach can
be taken to explore the predictability of the bandwidth using additional data
points such as location, device, operator, signal levels, cell ID, time of the day,
etc.
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3.3.3 Limitations

Accuracy figures and selection biases have the potential to significantly deviate
among different cellular network deployments. This is majorly due to different
mechanisms such as active queue management (AQM) or scheduling disciplines
that might alter the traffic arrival characteristics and buffering process. As
a result, in such cases, sanity checks for those issues should be carried out
to make sure that they don’t systematically skew the measurement results.
Additionally, in this study majority of the measurements are characterized by a
short distance to probe server which results in relatively accurate queuing delay
estimations throughout the dataset. Consequently, it is naturally expected for
measurement results to become less reliable when the assumptions of the model
are not properly met.

Although, in our evaluation study we mainly focused on hybrid bandwidth
estimations, probing data can also be used to estimate QoS metrics such as RTT,
loss, jitter with little effort. As opposed to commonplace tools, those metrics can
be explored for different traffic patterns. For example, jitter originating from
the network can be analyzed for cases of constant or variable bit rate real-time
communications such as VoIP. Furthermore, loss spikes combined with cross-
traffic observations can be used to infer user experienced connectivity losses to
approximate availability.

3.4 Summary

This chapter described a novel probe-based measurement approach for mobile
networks. By utilizing the capabilities of smartphones, specifically the ability to
sample incoming and outgoing traffic rates at the mobile network interface, it
is possible to have a capacity measurement model having the best properties
of both probe gap and rate models. On top of that, thanks to smartphone
platforms, additional contextual information such as location, device, operator,
signal levels, cell ID, time of the day, etc. enable fairly advanced analytics as
well. Furthermore, having always-on passive measurements provide us usage
characteristics and the actual quality experienced by the user.

The measurement prototype is empirically tested and shown to be cost-efficient
and scalable. Although the capacity measurements are comparably accurate
when directly tested against active goodput measurements, the passive nature
of sampling always introduces complexity and bias. Consequently, carrying
out sparse and optimized measurements using this approach requires careful
statistical modeling to achieve better results.

46



4. Predicting mobile experience in the
field

This chapter presents QoE aspect of this work in which predictability of mobile
experience is investigated in depth. First, we study the concept of user satisfac-
tion in mobile networks by looking at the quality factors affecting satisfaction in
a longer time window via active measurements. In the second study, learning
from the first study is utilized for designing a shorter time window application-
level QoE study based on our hybrid measurements. This chapter is based on
Publication III and Publication IV.

4.1 Mobile user satisfaction

We study the network and non-network predictors of user satisfaction with
network speed and availability in the context of user device based network
measurements. Specifically, we combine user questionnaire responses and those
questionnaire respondents’ empirical mobile network measurements from the
device based network measurement platform Nettitutka [75]. This combination
allows us to determine the significant predictors (aka features) of network
satisfaction for those end users that themselves actively measure the network
and observe the reported results.

4.1.1 Methodology

In order to study the aforementioned user satisfaction, we implemented a pop-
up questionnaire in the Android, iOS, and Windows Phone versions of the
Nettitutka application. Importantly the questionnaire first prompts the user
whether they want to participate and thus the questionnaire is completely
optional and not required to utilize the application. The participation prompt
always appears after the first user-initiated cellular network measurement,
and if the user dismisses the prompt then the prompt reappears with a 15%
probability after subsequent user-initiated cellular measurements. If the user
completes the questionnaire then the prompt does not reappear for three months.
We released the updated Nettitutka applications that include the questionnaire
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| am satisfied with the performance of
my mobile device in general.
Disagree Agree

My mobile connection (Saunalahti) is
available when | need it.
Disagree Agree

| am satisfied with the speed of my
mobile connection.
Disagree Agree

My mobile connection is good enough
for watching online videos.
Disagree Agree

| would recommend my current operator
(Saunalahti) to my friends.

Nicanrea Anroa

S

Figure 4.1. Screenshot of the Questionnaire from the Android Nettitutka App. From Pub. III.

during the course of summer 2015.

The questionnaire includes five statements with each statement having a

five-point Likert scale that gauges whether the user agrees or disagrees with

the statement. The questions are enumerated below and a screenshot of the

questionnaire within the Nettitutka app is shown in Figure 4.1.

QL.
Q2.
Q3.
Q4.
Q5.

I am satisfied with the performance of my mobile device in general.
My mobile connection (current operator) is available when I need it.
I am satisfied with the speed of my mobile connection.

My mobile connection is good enough for watching online videos.

I would recommend my current operator (current operator) to my friends.

We construct a series of ordinal logistic regression models to determine which

features are statistically significant with respect to predicting responses for

each questionnaire question. We first briefly explain our procedures for mul-

ticollinearity testing, missing data imputation, and model building. Then we

present the resulting models and describe the results.

For convenience hereafter, we refer to the Likert scale values for the questions

by numerical shorthand values of 1 to 5 with 1 representing disagree and 5
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representing agree. Also, we denote aggregations of scale values by parentheses;
in other words, (1,2) vs (3,4,5) indicates a simple dichotimization of the responses.

Overall as of December 2015, we find that 5,550 users completed the question-
naire. In terms of response rate, the per user response rate is approximately
15.23%. In other words, 15.23% of users that saw the questionnaire prompt at
least once eventually completed the questionnaire. The respondents are then
filtered to create a more homogeneous subset of respondents for analysis. First,
We filter respondents to keep only those based in Finland. We considered a
respondent to be Finland-based if the respondent’s operator is one of the three
major Finnish operators! (Elisa, Sonera, or DNA). Over 95% of all respondents
as of December 2015 were Finland-based respondents giving a total of 5,274
respondents. Then in order to have an adequate number of measurements per
user from which to derive features we further filter the dataset by keeping only
respondents with at least five measurements and with at least one of those
measurements being valid (i.e. successfully measured all network metrics). We
find that 42.17% of respondents in the dataset meet this criteria thus giving a
total of 2,224 respondents.

4.1.2 Results

In terms of overall model results, Table 4.1 details the significance levels of
each feature for each model. Overall, we find that the minimum, median, and
last TCP down features are significant across many models. In fact, the high
significance (p < 0.1%) of last TCP down in so many models especially highlights
the importance of temporal effects in such satisfaction evaluations.

Interestingly, we find that very few of the TCP upload features are significant
in any of the models. This result can be understood in context that for a typical
user the download share of their mobile traffic is much larger than the upload
share. For example, Sandvine [68] reports that for a median European user the
download-upload mobile traffic split is 88%-12%.

Furthermore, relatively few of the latency based features are highly significant.
We postulate that many users might not be aware of the nature of latency and
high latency might not directly affect their opinions. In addition, latency below
a certain threshold is valuable in only a relatively small subset of applications,
thus in our case, the effect of latency might not be perceivable to many users. In
a specific example, Wac et al. [82] describe a variety of latency requirements for
different mobile applications from literature with the lowest requirement level
being 100 ms for first person shooter video games. About 90% of our respondents
already have median RTT below 100 ms.

In terms of non-network features, the number of user-initiated invalid mea-
surements is only weakly significant in a few models. The weak significance
of invalid measurement counts might be partly due to the relative infrequency

LThe three major operators have over 99% combined market share of mobile subscrip-
tions in Finland.
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Table 4.1. Feature Significance Levels® for Logit Models. From Pub. III.

Feature Ql Q2 Q3 Q4 Q5
Median TCP Down * CE I

St. Dev. TCP Down & *
Last TCP Down xka wEE REEA kkka
Min TCP Down wkd ekkd

Median TCP Up ok *

Last RTT * * *

Min RTT xa
Max RTT * A %
Number Frequently Measured Locations Ok wE

Number User-Initiated Measurements

Number Invalid User-Initiated Measurements * * *
Device Platform xb * #b b
Mobile Network Operator 3 e #xxb
Device Quality sk

Device Type (Tablet or Smartphone) *x

2 Feature did not satisfy parallel lines assumption, reported significance level is for
baseline of (1,2) vs (3,4,5).

b Feature did not satisfy parallel lines assumption and feature is categorical, re-
ported significance level is for baseline of (1,2) vs (3,4,5) for most significant compar-
ison between any two categories.

€ 5%, xx: 1%, xx+ : 0.1%

of invalid measurements overall. Specifically, 46% of users do not have any
invalid measurements at all and for the median user with 13 user-initiated
measurements, only 1 of these are invalid.

Unsurprisingly, the custom device quality feature is highly significant in
the Q1 model as would be expected. However, interestingly the feature is not
significant in any of the other models, thus suggesting that device quality is, in
and of itself, not predictive of network availability or speed satisfaction.

Since adjusted probabilities in ordinal cases are only intuitive for binary out-
comes we again collapse the ordinal dependent variable to a binary dependent
variable by considering only the (1,2) vs (3,4,5) comparison. We term the (3,4,5)
state as satisfaction. We then re-estimate the models as simple binary logistic
regression models. Furthermore, since all models are simple binary logistic
regression models we no longer need to differentiate between normal and gener-
alized models. In addition due to technical limitations we do not utilize multiple
imputations but instead utilize complete case analysis. This change though does
not substantially alter the outcomes.
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Figure 4.2. Predicted Probability Functions for Several Significant Features of Q3: (a) Median
TCP Down, (b) Last TCP Down, (c) Number of Frequently Measured Locations,
(d) Number of Invalid User Initiated Measurements. The Stata command mcp was
utilized to compute the probability functions [67]. From Pub. III.

We focus on network speed satisfaction (Q3), Figure 4.2 illustrates the pre-
dicted probabilities of satisfaction for Q3 over four features: median TCP down,
last TCP down, number of frequently measured locations, and number of invalid
user-initiated measurements. As expected in both the median and last TCP
down cases we find that the probability of satisfaction increases rapidly as the
goodput increases but shows constant diminishing returns. In terms of locations,
we find that the probability of satisfaction increases strongly with the number
of frequently measured locations. Finally, the number of user-initiated invalid
measurements suggests a strong effect but as previously discussed relatively
few users have significant numbers of invalid measurements and thus no strong

conclusions can be drawn.

4.2 Hybrid measurement based mobile QoE
We model and analyze mobile (including LTE, Wifi, and HSPA+) app-level QoE

data collected from a large (292 users with 64,036 experience ratings), a diverse
group of participants during Summer 2017.
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YouTube: Please

rate your latest * * * * *

experience.

Figure 4.3. Screenshot of an experience rating (for YouTube) from the QoE-Client. From Pub. IV.

4.2.1 Methodology

The participants installed a custom measurement app that both monitors net-
work quality and prompts participants to rate their experiences with other apps
during or after usage of those other apps. Therefore the method is a version
of the experience sampling method [47, 18]. Additionally, participants were
instructed to use their devices normally (without any pre-defined instructions or
actions), thus facilitating realistic interactions.

We perform both a descriptive statistical analysis and machine learning, specif-
ically random forest (RF) and support vector machine (SVM), based modeling
with a focus on imbalanced dataset learning®. Compared to prior work [12], this
more greatly focus on imbalanced learning including using imbalanced learning
specific metrics (rather than less suited general metrics) is theoretically and
practically advantageous. For example, general accuracy as a metric can greatly
reduce the impact of the minority class (which is of significant interest) [10].

The dataset was collected from a group of Finnish Android smartphone users
that installed a custom measurement app known as the Aalto QoE app and
hereafter the QoE-Client. The QoE-Client measures network quality during
usage of other mobile apps and occasionally shows a notification prompting the
user to rate their experience with the specific app (denoted as an experience
rating). In other words, the QoE-Client is a network monitoring client that
also employs experience sampling. Experience sampling is a widely used social
science method frequently applied in mobile contexts [80]. Additionally, we use
an exit survey to collect demographic information of the participants.

The participants were recruited through several different media channels
including email lists, word-of-mouth, online ads, and newspaper ads to acquire
a diverse group. Some ads were specifically targeted towards media channels
of rural areas to attempt to recruit such users under the assumption that their

2The imbalance ratio between our normal and bad QoE modeling classes is about 26.

52



Predicting mobile experience in the field

network quality might be lower than urban users.In terms of representativeness,
Table 4.2 compares the demographics of the participants (collected through the
exit survey) to Finnish smartphone users in general. Despite attempts to acquire
a diverse participant group, the participant demographics are still skewed
towards younger users in the Uusimaa region®. Therefore, this discrepancy
should be considered when making generalizations.

The QoE-Client network measuring method is based on a hybrid methodol-
ogy described in Chapter 3. Specifically, the QoE-Client continuously performs
passive network measurements whenever the display is on. Such passive mea-
surements are mainly comprised of network interface level traffic samples and
contextual information such as the foreground app, location, network type, and
signal strength. Additionally, the QoE-Client employs active latency measure-
ments during specific interesting moments based on a set of heuristics.

In terms of the actual experience rating interface, Figure 4.3 illustrates an
example experience rating. The use of a five-point star scale is based primarily
on both the prevalence of the scale in everyday use [71] and display size consid-
erations. Additionally, given the prevalence of the scale, users do not need to be
trained to use the scale in contrast to the mean opinion score scale.

Additionally, we crawl the Google Play app store (hereafter Play store) for data
related to the specific app evaluated in each experience rating. Specifically, we
collect Play store category, Play store mean review score (scale of [1,5]), number
of Play store reviews, and number of Play store downloads (minimum of the
download range).

Table 4.2. Comparison of demographics between participants and Finnish smartphone users. From Pub. IV.

Demographic Participants Finnish Smartphone Users?
Young Participants (% 19-32 years old) 67.80 25.56 (1.90)
Gender (% male) 47.44 50.26 (2.00)
Home region (% Uusimaa) 67.12 32.64 (1.92)
Smartphone usageP* (years) 6.88 (3.07) -
Sub limitedd(% yes) 44.03 -
N 292 4,237,310

2 Finnish smartphone user demographics are from the Finnish sub-population that reported owning a smartphone (n=713)
from Eurobarometer 87.1 survey of March 2017 [26]. Proportions also include linearized standard errors for population
estimates.

b Number of years the participant has used a smartphone

¢ Means also include standard deviations

d Whether the participant’s subscription is limited to a maximum DL throughput. In Finland, many mobile subscriptions
are differentiated by artificial maximum throughput caps rather than data caps. Note that these throughput caps are not
the same as the simple technological limits of certain network technologies (for example HSPA, LTE, etc.).
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Figure 4.4. DL throughput and delay Spearman correlations versus normalized rating at the
user level. From Pub. IV.
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Figure 4.5. A) Mean absolute and normalized user rating for different age ranges, and B) Mean
DL throughput and delay for different age ranges. From Pub. IV.

4.2.2 Results

Figure 4.4A details the user-level correlations between DL throughput and
normalized rating versus the user-level mean DL throughput. Interestingly, we
find no clear significant relationship (p = —0.04, p = 0.53), even for users with
low mean DL throughputs of less than 8 Mbps (p = 0.06, p = 0.79). One possible
explanation is that these low DL throughput users adapt their usage (and
expectations) to the low throughput environment (either manually or through
apps that automatically adapt).

In comparison, Figure 4.4B shows the user-level correlations between delay
and normalized rating versus the user-level mean delay. The relationship is
clearly stronger and more significant (p = —0.22, p = 0.0002). This significant
relationship is potentially because adapting delay-sensitive apps to higher delays
is generally more difficult than adapting throughput-sensitive apps to lower
throughputs.

Additionally, at the user level, we can analyze the relationship between these

3The Uusimaa region includes Helsinki and surrounding municipalities including Espoo
which contains Aalto University.
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Table 4.3. Mean test results for general models (real and baselines). From Pub. IV.

RF2 GBF? SVMe©

G mean 0.598 [0.534, 0.662] 0.597 [0.526, 0.668] 0.586 [0.485, 0.687]

IBAg,,,, 0.355[0.274,0.435] 0.354[0.264, 0.444] 0.339[0.216, 0.463]
Fq 0.106 [0.064, 0.148] 0.107 [0.061, 0.154] 0.105 [0.06, 0.151]
Baseline-UCY Baseline-SC® Baseline-IFf
Gmean 0.497[0.463, 0.530] 0.182[0.120, 0.244] 0.338 [0.276, 0.400]
IBAg,,,,, 0.248[0.213,0.282] 0.031[0.010,0.052] 0.122[0.081, 0.164]
Fq 0.070[0.044, 0.097] 0.035[0.012, 0.057] 0.063 [0.044, 0.082]

2 Random forest model

b Gradient boosted forest model

¢ C-Support vector Machine model

d Baseline (dummy) model with uniform class prediction
€ Baseline (dummy) model with stratified class prediction
f Baseline model with isolation forest anomaly detection

aggregate features and the user demographics collected from the participant
exit survey. Figure 4.5 illustrates the mean absolute and normalized user rating
for different age groups. We find that absolute rating tends to decrease with
age, but normalized rating stays roughly the same. This suggests that older
users might be using the rating scale differently (potentially using the center
three-star rating as a baseline rather than the five-star rating). In further
support, as Figure 4.5 also illustrates, we do not find clear patterns for network
quality differences between age groups. We did not find significant differences
in terms of ratings or features for different genders, smartphone usage years, or
home region.

We perform supervised learning for predicting the normalized QoE classes.
Specifically, we perform two concrete modeling tasks. First, we train and evalu-
ate a general model that includes all app meta-categories and predicts either
the Normal-QoE or Bad-QoE class (binary classification). Second, we train and
evaluate a separate model (also Normal-QoE or Bad-QoE class prediction) for
each specific meta-category. These meta-category specific models help quantify
the potential performance on these diverse meta-categories.

For additional context, we first describe the metrics for evaluation of the
models, the evaluated model types (e.g. RF, SVM), the training procedure, and
the baseline models for comparison. Finally, we detail the modeling task results
in Table 4.3.

For evaluation, we use several common imbalanced learning metrics including
G-Mean, index balanced accuracy (IBA) of G-Mean, and F; [10]. G-Mean is the
geometric mean of sensitivity (true positive rate) and specificity (true negative
rate). Therefore, G-Mean, and essentially all binary imbalanced learning metrics,
measure the balance (or trade-off) between positive and negative accuracy. We
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Figure 4.6. Feature importances (out-of-bag permutation importance of the G-Mean) of the RF
model (including standard deviations of importances). From Pub. IV.

find that the models provide a significant but small advantage over the baselines
with only about a 20% higher G-Mean.

In terms of individual features, the backward feature elimination approach
leaves eight features in the final RF model including device memory available,
DL bulk max (an estimate of application throughput regardless of bottleneck
being server or network), delay, echo loss ratio, Play store mean review score,
Play store number of downloads, smartphone usage years, and meta-category.
For illustration, Figure 4.6 depicts the feature importance of each model feature
(as quantified by the out-of-bag permutation importance of the G-Mean).

The most important feature is smartphone usage years which potentially
acts as a proxy for technological sophistication through the proclivity for early
adoption. Such technological sophistication likely affects the user’s expectations
of quality, an important factor influencing mobile QoE [64].

We also find that the echo loss ratio is one of the most important features.
This finding is intuitive given that a significant connection loss is the most
egregious network problem and might affect the QoE of all connection-reliant
apps. Contrastingly, given the generally high DL throughputs and low delays,
even moderate changes in these features might not affect a user’s QoE. Though,
we note that DL bulk max and delay still have modest importance in the model.

Interestingly, we find that both the Play store number of downloads and the
Play store mean review score are important features. We hypothesize that these
app store features could act as proxies for general app quality. For example,
these features could capture issues with app user interfaces such as glitches
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and poor design that are not network related. Similarly, as hypothesized earlier,
available device memory is also important.

However, we note that the resultant features and their spread of importance
are far too wide to allow any generic conclusions for arbitrary app QoE within
our study. Our data was highly imbalanced and insufficient for deeper focused
analyses on subcategories. This indicates that such high-level data with no
actual contextual features from application level is potentially not sufficient to
develop strong QoE models. This is somewhat expected as we have previously
discussed many smartphone apps feature multi-modal use cases from browsing,
streaming to calls. Some are latency-sensitive, some sessions make use of
prefetched cached content that decouples experience from network metrics,
etc. At the end of the day, these applications are designed for pleasant user
experience for varying conditions and deteriorations in underlying systems
and devices. Consequently, this study is a first to explore and paves the way
to uncharted territories between large-scale QoS measurements and tightly
controlled QoE experiments on lab conditions. Our results indicate that future
studies should focus on inference of modality in the applications themselves
and enrich the app-specific contextual data to allow stronger and practical QoE
models that can be used in smartphone based in-field measurements.

4.3 Summary

In this chapter, we investigated factors affecting mobile user experience. Our
findings in the user-initiated active measurement study have shown the latest
download throughput is most deterministic in user-reported satisfaction whereas
no such significant relation was there in hybrid measurement (results invisible
to user). This suggests that user-initiated measurements bear some peculiarities
and are detached from actual usage experience dynamics in terms of mobile
network quality. This can be partially attributed to user measuring behavior
and users giving ratings based on their perception of the visible results.

In hybrid measurements, latency and network availability turned out to be
more deterministic in app QoE along with other non-network factors (e.g. device,
application quality). On the other hand, we found that the profile of the user
influences overall self-reported rating characteristics. For instance, significant
differences in reported ratings were found between different age groups.

Although both of the studies were fundamentally challenged by extremely good
Finnish mobile networks, hybrid measurements, and machine learning approach
was able to yield significant gains in predictive power. Yet it might prove even
more useful in poorer network conditions. However, our findings suggest that
the predictability of mobile user experience remains a hard problem without
complete end-to-end visibility due to the fact that mobile device ecosystem and
usage are extremely diverse.
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5. Discussion

In previous chapters, our research questions, motivations as well as associated
studies were presented. This chapter discusses our overall conclusions. First,
the findings are covered for each research question that has been posed. Then,
the practical applications of this work are discussed. Finally, open questions and
related future work are presented.

5.1 Research implications

The mobile-first era is here and demand for mobile data is growing stronger than
ever. Regardless of the improvements in the capabilities of mobile networks,
measuring them is still rather complicated task given the nature of mobile
communications. The resultant performance of a connection in mobile networks
is a complex interaction between momentary cell load, adjacent cell interference,
shadowing, fading, mobility and user device capabilities. Along with upcoming
commercial adoption of 5G networks, heterogeneity and variability in radio
access are expected to grow even further due to the fact that improvements
heavily depend on elements such as smaller cells, fragile millimeter-wave bands,
etc. Consequently, accurate quality mapping requires frequent measurements
with both time and space diversity that’s representative of how the networks
are actually used by end-users.

At the beginning of the work, we divided our research questions into two dis-
tinct groups with respect to our overall problem. Firstly, we focused on network
QoS measurements and methodologies in mobile networks where we started
by investigating shortcomings of existing ways of measuring, especially for the
purpose of crowdsourcing network quality. In Chapter 2, we have discussed
and shown that existing measurement methodologies are either too costly and
non-scalable (e.g. TCP throughput tests, probe rate model) or too inaccurate (e.g.
probe gap model, passive measurements) for many purposes. Additionally, we
have shown that even TCP tests often fail to reflect the true capacity of mobile
link due to fundamental assumptions in TCP congestion control algorithms.
As motivated by all these problems, in Chapter 3, we have proposed a hybrid

59



Discussion

QoS measurement model and methodology that has the potential to meet such
challenges. Furthermore, we prototyped a proof-of-concept Android application.
Finally, we carried out a large-scale evaluation study that has shown how not
only continuous QoS measurements that provides cost-efficient network capacity
measurements but also mobile data usage characteristics can be gathered at
scale with such little overheads.

In the second group of research questions, we focused on user aspect of the
network quality in mobile smartphone usage. In chapter 2, we have briefly dis-
cussed the paradigm shift from network-centric QoS based quality management
to user-centric QoE focused quality measurements as well as the fundamental
problems related to such transition. For example, definition and scope of QoE,
measurement metrics and methodologies for QoE, and QoS to QoE modeling are
some of those problems. Although generically QoE is known to be logarithmically
related to QoS for real-time applications such as voice/video calls and IPTV, for
complex applications such as web-browsing the relationship is found to be not so
straightforward. Modern smartphone applications bring in even more variety
on how network resources are utilized throughout the usage session. However,
when we have investigated the relevant literature as covered in related works,
we have found out that similar studies were overly simplistic, their results
were too good to be true and not rigorous enough to convince us in terms of
generalizable predictability of in-field QoE by just applying machine learning
along with few features. Consequently, we decided to focus on this research gap
to explore the predictability of QoE out in the wilderness in order to identify the
challenges and gauge the potential of a hybrid measurement approach that’s
harnessing all the capabilities smartphone platforms have to offer.

In Chapter 4, we first started by investigating the generic factors (both network
and non-network) that affect in-field mobile user satisfaction in a longer time
window via a user study based on user-initiated active measurements. In
the study, users were able to carry out measurements on demand and see
the results before they were prompted to answer various survey questions.
Unsurprisingly, most recent download throughput was the most deterministic
factor for network satisfaction. However, in the second study where we have
focused on short time window per-app QoE via hybrid measurements, we could
not find such a clear relationship between user experienced download speeds
and QoE ratings. Given that Finnish networks are mostly performant enough
for many usage scenarios, such finding is completely plausible as well. So it
can be concluded that user-initiated measurements are detached from actual
usage experience dynamics in terms of mobile network quality. Such finding
suggests that active measurements along with self-reported ratings where users
interpret measurement results might not reflect the actual impact of network
quality on user experience where it matters. In hybrid measurements, latency
and network availability are shown to have more impact in app QoE along
with other non-network factors (e.g. device, application quality). At the same
time, our findings suggest that profile of the user influences overall self-reported
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rating characteristics. For example, we have found significant differences in
reported ratings between different age groups and similarly, there might be
varying experiential dynamics among different groups as well.

Our empirical efforts for modeling QoE based on network QoS were funda-
mentally limited by good quality Finnish mobile networks. Consequently, the
measurements we could gather were highly imbalanced. However, such limita-
tion also enabled us to get a glimpse of in-field predictability of QoE degradation
on rare cases of network issues. Our findings suggest that it is possible to obtain
significant gains in predicting QoE degradations even in good quality networks.
However, diverse non-network factors are often much more dominating in such
cases, especially, considering the variety in tasks and usage scenarios of different
types of applications. For example, a typical social media application might
feature text messaging or varying media content delivery in realtime or non-
realtime. Without in-app state and context, it would be a useless effort trying
to come up with an accurate QoE model capable of reflecting the momentary
experience. In this respect, our opportunistic generic hybrid approach to quality
measurements was not strong enough to lend itself to apply advanced techniques
such as pattern recognition to act as a proxy to in-app contexts and modality
(e.g. detecting video streaming session in a well-known social media app as
opposed to live video call). It’s clear that measurements need to be able to adapt
to detected "quality" context to collect a complete set of relevant network quality
metrics and avoid information scarcity as we have faced often in our studies.

5.2 Practical impact and implications

The research problems we have worked on in this dissertation were originally
motivated by the search for practical ways to map mobile network quality at scale.
At each step, we have carefully evaluated the practical applicability of various
approaches and built complete implementations to test them. Consequently, our
work can be readily and easily integrated into mobile platforms as a service and
can be exposed to application developers to improve the networking aspects of
their apps. Android network capabilities API that provides coarse bandwidth
information is a strong example of such a use case [20].

Moreover, today many networked applications are backed by the "Cloud" that
comes in many forms. Content Distribution Networks (CDN), Infrastructure
as a Service (IaaS), and Plaftorm as a Service (PaaS) are some of the examples
of cloud ecosystems that modern applications are built on. The reliability and
quality of such services also have a direct impact on the overall user experience.
For example, degraded performance of a networked application can be caused
by slow servers, congested networks or device issues. Consequently, constant
monitoring of relevant aspects is essential in building great experiences. Given
that app developers are capable of tracking in-app state and greater contex-
tual details, our measurement framework would enable constructing built-in
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QoE models that might be used for user experience monitoring. Similarly, our
work can be utilized by mobile operators to ensure service quality and manage
customer experience better at terminal devices as opposed to the core of their
network.

5.3 Future work

Fundamentally, our work so far has been about exploring the feasibility and
potential of a hybrid measurement approach on user devices for the purpose of
evaluating experienced quality at scale. Due to resource restrictions on mobile
devices such as time, energy and bandwidth; measurement solutions always
need to care about the value of the measurement itself compared to the costs.
As we have explored the relationship between network measurements and the
user-perceived quality in detail, it is evident that in order to achieve most
value, future measurement efforts that target to estimate QoE via QoS has
to be optimized end-to-end from sampling of the QoS measurements to QoE
model. Following such an approach enables us to only measure the elements that
provide information gain over what we already know and not waste resources on
low-value measurements. In this respect, a centralized system can be established
for the purpose of crowdsensing rather than crowdsourcing. Such a system can
manage the parameters for network measurements with respect to contextual
variables (e.g. location, device, signal levels, user-profile, current application,
task) informed by the user device and measure only what’s required to improve
QoE approximation of the particular user. For instance, network measurements
could be focusing on latency, jitter and packet loss for a video call given that
bandwidth has been good enough historically for that particular location and
radio technology.

Eventually, along with such improvements in scalability, information can
be utilized to develop adaptive methods for improving user experience on the
application level by projecting quality changes over time [40]. As a practical
example, a study done by Borkowski et al. [9] shows that prefetching media
content based on network quality prediction improves user-perceived delays up
to 95%.
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