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Cryptographic proofs are the most important aspect of reasoning about a pro-
tocol/construction’s security. Hence, effective proof communication is a natural
and important goal for cryptographers. In this work, we focus on using the state
separating proofs (SSP) framework for proving the security of cryptographic pro-
tocols. The central cryptographic construction we study throughout this work is
Yao’s garbling scheme, a way to achieve secure multi-party computation (MPC).
Complex cryptographic protocols such as Yao’s garbling scheme, tend to have
long proofs. Moreover, SSPs tend to be detailed and visual in nature. Hence, our
primary objective is the creation of an SSP proof viewer, a suitable medium for
viewing SSP proofs. Our second objective is to present the security Yao’s garbling
scheme effectively. Thirdly, we aim to find properties and methods of effective
proof communication in the field of cryptography. Lastly we test our ideas on
proof communication and the effectiveness of the proof viewer, weconduct a small
user study on a group of cryptography course participants. The results of this
study suggests that our ideas of proof communication and the proof viewer are
useful and effective.
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Abbreviations and Acronyms

IND-CPA Indistinguishability against chosen plaintext attack
SSP State separating proof
SSC State separating construction
MPC Multi party computation
2PC 2-party computation
OT Oblivious Transfer
GC Garbled Circuit
DAG Directed Acyclic Graph
PoC Proof of Concept
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Chapter 1

Introduction

Cryptography can sometimes be referred to as real life magic. This is because
cryptography is literally the art of achieving impossible things. For example,
zero knowledge should not be possible. In fact, more generally, multi-party
computation (MPC) should not be possible! Even if we restrict ourselves
to Minicrypt1 [19], deceptively simple primitives such as one-way functions
(OWFs) can be used for all sort of incredible things, such as signatures [23]2.

Cryptography also has an answer to ethical questions of user data pri-
vacy and computation - namely the field of secure multi-party computation
(MPC). MPC offers the possibility of two or more parties to jointly compute
some function (e.g. machine classification, electronic voting, secure auctions)
and to obtain the result without any of the parties having to reveal their in-
puts. Garbling schemes (first introduced by Yao [35]) are an elegant and
practical solution for MPC and have seen a long line of optimizations and
usage in the real world (more recently in the area of secure machine learning
[3], [25], [27]). This work is centered around understanding Yao’s garbling
scheme, and its cryptographic proof of security.

1.1 Cryptographic proofs of security

A cryptographic construction must be proven to be secure. The way this is
done is by modeling the construction mathematically within a logical frame-
work. The idea of reasoning mathematically with a program or protocol is a
big step in research development - and not something that is practiced in all

1A world where one-way functions exist (Many believe that Minicrypt exists unlike
Impagliazzo’s other worlds)

2In recent times, signature schemes based on OWFs are seeing a resurgence due to
post-quantum cryptography.
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CHAPTER 1. INTRODUCTION 9

areas of (cyber) security.
Cryptographic designers, even very experienced ones, can easily come up

with a protocol/contruction that they deem intuitively secure and might con-
vince others of the security of their construction - yet, we have rich literature
on broken constructions, e.g., the Needham-Schröder protocol [26], the Ble-
ichenbacher attack [10]. The difference in cryptography is that assumptions
are made explicit, and intuition is substituted by rigorous proof. A rigorous
proof that is almost mechanical to the point of being verifiable by a machine
(we will get back to this point a bit later). Formal proofs that are rigorous
and verifiable are crucial in cryptography, since we want to make guarantees
of security that are absolutely watertight based on clear assumptions on what
an adversary can or cannot do (also known as adversarial capacity) when in-
teracting with a cryptosystem. Note that proofs only provide guarantees to
the extent that they are covered by the model, but model gaps are easier to
spot and understand than protocol gaps.

A proof then convinces us via a series of proof steps, that the cryptosys-
tem satisfies certain specific, desired properties such as correctness (i.e. the
cryptosystem does what we want it to do) and security (i.e. it achieves it by
preserving some notion of security such as confidentiality/integrity). Hence
the proof makes it clearer to us (the people writing, as well as those try-
ing to verify and understand the proof), that the construction is secure and
functional, without a doubt. But is this really the case?

The problem is, countless times people have produced even proofs of
cryptographic constructions, that have bugs in them. Moreover, these bugs
may or may not be apparent and can be buried deep - making them hard to
find, especially if people have already accepted the constructions in real world
protocols (this could be confirmation bias, or to support legacy systems or
even just plain obstinacy)3. A bogus proof is perhaps even more insidiuous
then the bogus construction itself because it argues that something must be
true (i.e. the construction must be secure) by presenting a fake argument.

Another problem is, are proofs even clear to begin with? Do we under-
stand why something is true even if a correct, verifiable proof is available?
Technically yes, but some mathematicians confess that despite having verified
a valid proof, their understanding of the problem still has not been deepened
by the proof. Moreover, it (usually) takes a lot of time and effort to parse a
correct proof (for human verifiers). This is why keeping in mind that proofs
are a social means - a method of communication about truth, helps us come
up with proofs that are clearer, better perceived and understood.

3However, there have been efforts to overcome this. A recent example of such an effort
is the complete re-design of the Transport Layer Security protocol (TLS 1.3).
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1.2 Computer-aided cryptography

Over many years the cryptographic community has invested and placed much
thought on improving methods for writing and verifying proofs with the
assistance of machines [17]. The problem of manual proof writing has been
addressed before, most notably in Halevi’s (provocative) paper [17], in which
he writes about the lack of such tools and a possible approaches to build
them.

Many of the tools from computer-aided cryptography have been used
successfully in different areas such as verified implementations and automatic
(security) verification. However, tools/programs for effective cryptographic
proof writing (with machine assistance) are rather limited, which we discuss
further in Section 6.1.1.

We find that an important element of tools for humans, is to have an
effective interface between human and computer. For example, the Tamarin
tool for symbolic verification [29] has a visual display of proofs, while the
EasyCrypt tools has a nice front-end4 (Proof General).

1.3 State-separating proofs

Many wonderful innovations in thinking about cryptography have sprung
out of pedagogical needs as well, for example, Rosulek’s fantastic book The
Joy of Cryptography [32] (which was initially developed for an undergraduate
course in cryptography), and constructive cryptography by Maurer [28] (with
notation and visualizations which the author claims was motivated to sim-
plify concepts of compositional security for undergraduate students as well).
We find that the human aspect has been a driving force for many of the ap-
proaches for structuring and writing cryptographic proofs. In our examples
we find that both frameworks (with Rosulek’s being an informal framework),
employ interesting and elegant methods for cryptographic reasoning.

State-separating proofs by Brzuska, Delignat-Lavaud, Fournet, Kohbrok
and Kohlweiss (BDFKK [11]) come from a similar place, to make crypto-
graphic proofs more suitable for (automatic) verification, but more impor-
tantly, arising from the need for better proof communication and understand-
ing.

4In Emacs.
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1.4 Research objectives

While formal verification of cryptographic proofs are useful, they contain far
too many details to be easily accessible to humans. Moreover, they may not
provide insight into why a proof is true, and where the significant/interesting
parts of a proof are. While proof writers learn a lot, it is less clear if proof
readers learn as much. It would be useful to instead have an appropriate
proof medium for cryptographic proofs where the proof reader is not only
able to efficiently verify a proof but is able to learn and gain understanding
of the proof. To this end we define the following research goals.

1. To build a proof viewer for SSPs.

2. To present the security proof of Yao’s garbling scheme.

3. To find properties and methods of effective (cryptographic) proof com-
munication.

4. To test our ideas of effective (cryptographic) proof communication em-
pirically.

1.5 Content of thesis

In Chapter 2 we introduce security paradigms in cryptography and define
computational security notions for symmetric encryption (namely IND-CPA
and semantic security). We also discuss proof methods in cryptography,
especially reductions.

Chapter 3 presents the state separating proofs (SSP) framework for cryp-
tographic proofs. Most of our discussions in other chapters will draw upon
concepts and definitions found within this chapter. Especially, the contents
in Chapter 3 will be used in Chapter 5-?? which present the definitions and
proof of security of Yao’s garbling scheme, and Chapter 7 (proof viewer for
SSPs).

Next, we switch modes to understanding the concept of garbled circuits
(Chapter 4). We build an intuition for how garbled circuits are constructed,
evaluated and used for secure multi-party computation (MPC). Then, we
briefly discuss garbled circuits optimizations and their impact on proofs of
security.

In Chapter 5, we begin by introducing the syntax for garbling schemes
and the subsequent definitions of correctness for garbling schemes (in terms
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of packages). Then we define the security of garbling schemes in the style of
SSPs.

Chapter 6 is devoted to proof verification and understanding, and how the
two concepts differ and how they are alike. Concretely, we provide ways to
effectively communicate cryptographic proofs via effective use of information
hiding proof structure, and intent.

Finally in Chapter 7 we discuss the design, features and implementation
of a proof viewer for SSPs. In this chapter, we discuss how we implemented
the concepts for effective proof communication such as information hiding
and providing proof structure in the proof viewer. We also provide certain
important implementation details, i.e. the way proofs are represented in the
viewer and how graphs are generated and edited. We then present the results
of a user study we conducted on a small group of course participants, which
tests the ideas we hypothesized in Chapter 6 and Chapter 7.



Chapter 2

Computational Security Notions

The first step in designing a cryptosystem is to define its functionality or be-
haviour, also known as the cryptosystem’s correctness. For example, (infor-
mally) the correctness of an encryption scheme might state that the decryp-
tion of a ciphertext always yields the original message that was encrypted.
Jumping ahead to the example of garbling schemes, their correctness re-
quires that given a circuit C and its garbling C̃, the evaluation of C on an
input x yields the same output as evaluating x on its garbling, i.e. for all
x,C(x) = C̃(x).

The next step is to define the security of the cryptosystem, by specify-
ing a set of security properties that the system shall satisfy. A basic but
important security property that we might want from a scheme is message
confidentiality. In this chapter, we introduce security definitions for IND-
CPA secure encryption schemes, and in later chapters see how they are used
as building blocks for more complex MPC protocols, e.g. garbled circuits.

We first begin our discussion with the concept of adversarial power (Sec-
tion 2.1) and ways to model them, which will then lead us to the two main
classes of security notions (Sections 2.2 and Section 2.3). Within these
classes, we present computational notions for symmetric encryption schemes,
an essential cryptographic primitive used in the vast majority of crypto-
graphic protocols. Subsequently, in Section 2.4 we introduce a fundamental
proof technique in cryptography, called reductions. Finally, we end the chap-
ter with a brief discussion on simulation-based notions with regard to MPC
protocols (Section 2.5).

13
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2.1 Adversarial power

In cryptography, we model adversaries as algorithms that interact with a
cryptosystem or primitive. Typically, we think of an adversary as belonging
to a certain class of algorithms (Section 2.1.2).

To formalize an adversary’s interaction with a cryptosystem, we set up
a system (which we also refer to as a game, defined in Section 2.2) that
functions as a wrapper for our cryptosystem or cryptographic primitive. The
system provides an adversary with an interface that it can interact with
or query. In particular, the system’s interface specifies a set of functions
commonly known as its oracles, which it gives access to an adversary in
order to break the system’s security. Note that an adversary may combine
oracle calls in any way that it chooses, but with the constraint that these
calls/queries are bounded. The bound on the number of oracle calls an
adversary is allowed to make is typically asymptotically defined, e.g. by
a polynomial in the security parameter of the cryptosystem (definition of
security parameter can be found in Section 2.1.3). We now move on to
understanding the concept of oracles which is central to cryptography and
complexity theory.

2.1.1 Oracles

Oracles are functions that live in a system (jumping ahead, this “system”
is also known as a package Section 3.1.1) and (possibly) share state among
other oracles in the same system. An oracle is commonly considered to be
a black-box function1, meaning that its input-output behaviour is defined,
but an adversary cannot observe its internal computations, i.e. its state and
execution. Furthermore, oracles are assumed to be efficient, i.e. they are
PPT algorithms, and hence must terminate.

Since oracles are functions that compute, they usually are described in
some computational model such as Turing machines. However, we choose
to use pseudocode to describe oracles, for several reasons, (such as to show
functional equivalence and to enable a well-defined concept of composabil-
ity) which we will discuss later (Section 3.3). Oracle procedures may define
and allocate local variables that are not shared by other oracles within the
same system in order to perform computations. Additionally, oracles are not
allowed to make recursive calls to themselves, avoiding issues of infinite loop-
s/scheduling. An example of an oracle definition is the ENC oracle, which

1In some cases, the existence of an oracle is purely hypothetical, but useful for reasoning
about the consistency of a system of complexity classes.
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can be seen in Figure 2.1. Notice that in the case of ENC oracle, the state
that it operates on is essentially the key k that is used in encryption.

2.1.2 Computationally bounded adversaries

A landmark achievement in cryptography was Shannon’s One-Time Pad
(OTP) encryption for message privacy [33], which he proved to be secure
against computationally unbounded adversaries. OTP achieves perfect se-
crecy, whereby the best strategy an adversary can adopt in order to break
the system’s security (confidentiality) is to try and guess the key that was
used in encryption by brute force. While powerful, information theoretic con-
structions such as OTP are not useful in practice due to their requirement
of large key size.

Hence, in order to create more practical systems, most modern cryp-
tographic protocols are designed to be secure against adversaries that are
instead computationally bounded. The notion of perfect secrecy is relaxed by
constraining adversaries to be efficient, i.e. adversaries are modeled as prob-
abilistic polynomial time (PPT) algorithms. As a consequence, keys may be
of fixed length and significantly shorter than messages.

Another problem with the One-Time Pad (as the name indicates) is that
it requires a fresh key on every encryption, which is impractical in most
cases. Hence, cryptographers introduce the notion of probabilistic encryption
schemes, whereby encryption is randomized, i.e. the encryption algorithm
produces ciphertexts that are different on each encryption, in contrast to
deterministic schemes.

2.1.3 Security parameter of cryptosystems

A cryptosystem’s level of security may be defined or parameterized by a se-
curity parameter that when fixed describes the complexity of breaking the
system (e.g. for keys of size 128 bits, an adversary has to try 2128 many
keys). The security parameters of cryptographic schemes almost always cor-
respond to the size of the keys used, which are most commonly instantiated
with powers of two (e.g. AES-128, SHA-256). In this work, we assume the
convention of denoting the security parameter by λ.

The security parameter is typically defined asymptotically and is often
implicit in the definition of a cryptosystem. The benefit of reasoning asymp-
totically with security, is not having to assign any particular value to λ.
An asymptotic definition of security also allows us to formalize the notion
of “upgrading” a scheme’s security i.e. by increasing/doubling a concrete
instantiation of λ.
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Next in Section 2.2 and Section 2.3, we introduce the two main paradigms
of security in cryptography with probabilistic encryption as an illustrating
example.

2.2 Game-based security

The idea of game-based security definitions is to allow an adversary to in-
teract with a real and ideal system or game2 to try to distinguish between
them. The real game is set up to use the cryptographic construction we
intend to prove secure, whereas the ideal game is unbreakable by design. In-
tuitively, distinguishing real and ideal games with non-negligible probability
shows that the adversary has learnt some information or weakness of the real
system, making it insecure in contrast to the ideal system. Recall that an ad-
versary interacts with a game by calling the oracles that it provides through
its interface. Hence, the interfaces of both ideal and real games must be
identical, otherwise an adversary can trivially distinguish between them.

Games are given names e.g. G, that are typically super-scripted by a
single bit b to indicate whether it is the real game G0 or the ideal game
G1. An adversary A playing one of these games, denoted by A → Gb for
some game Gb where b ∈ {0, 1}, outputs 0 if it believes it is in G0 and 1
if it believes it is in G1. The probability with which an adversary is able
to distinguish real and ideal games is known as the adversary’s advantage.
Then, a cryptosystem is said to be secure (under some game-based notion) if
for all PPT adversaries A, the advantage of A, with respect to real and ideal
games G0, G1, is negligible. Below we provide the definition of adversarial
advantage and negligible functions.

Definition 2.1 (Advantage). The advantage of an adversary that can dis-
tinguish between a real game G0 and an ideal game G1 is defined as

Adv(A;G0, G1) :=
∣∣Pr[1 = A → G0]− Pr[1 = A → G1]

∣∣
Definition 2.2 (Negligible function). A negligible function negl : N→ [0, 1]
tends to zero faster than any positive inverse polynomial 1

p(n)
.

2.2.1 Indistinguishability under Chosen-Plaintext At-
tack (IND-CPA) security

IND-CPA security is a game-based notion meant to capture the security of
probabilistic encryption schemes, specifically message (or plaintext) confi-

2The term “system” is sometimes used to refer to “game” in this work
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dentiality. In fact, IND-CPA gives an even stronger notion of confidentiality,
that is it allows an adversary to choose the messages that are to be encrypted,
but is unable to distinguish between encryptions.

We now describe a game (see Figure 2.1) for defining IND-CPA security of
a probabilistic symmetric encryption scheme se. Note that since encryption
is randomized, we use the symbol ←$ instead of ← to denote that the
ciphertext is produced by a randomized algorithm. In 2.1, we see that both
real and ideal games each provide an adversary with access to a single oracle,
namely ENC.

Gind-cpa0se

ENC(m)

if k = ⊥
k←$ {0, 1}λ

c←$ se.enc(k,m)

return c

Gind-cpa1se

ENC(m)

if k = ⊥
k←$ {0, 1}λ

c←$ se.enc(k, 0|m|)

return c

Figure 2.1: Definition of games for IND-CPA secure encryption scheme se.

Roughly speaking, the definition of IND-CPA states that an efficient ad-
versary cannot learn anything from the ciphertext, except for its length. The
intuition behind why this definition is meaningful is, if an adversary chooses
a message m and yet is unable to differentiate between the encryptions of m
and 0|m|, then really nothing can be deduced from observing the ciphertext
alone. This “flavour” of IND-CPA is called Real-Zeroes IND-CPA (abbrevi-
ated RoZ-CPA), because an adversary is unable to distinguish between an
encryption of its message and zeroes of the same length.

Note that, in the definition of IND-CPA below we have included the
interface that Gind-cpa provides to A, in this case the interface simply being
the set containing a single oracle ENC which be denote by placing above the
arrows, i.e. ENC−−→.

Definition 2.3 (IND-CPA). An encryption scheme se is considered IND-
CPA secure if for all PPT adversaries A the games Gind-cpa0se and Gind-cpa1se
are indistinguishable i.e.

Pr[1 = A ENC−−→ Gind-cpa0se]− Pr[1 = A ENC−−→ Gind-cpa1se] ≤ negl(λ)

Notice that this definition encrypting the zeroes is rather arbitrary - we
could have picked a random string, or ones. A fact which we will not prove
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here is that there are several IND-CPA notions that are all equivalent, includ-
ing a “weird” IND-CPA notion which we will use in garbled circuits (Section
??).

2.3 Simulation-based security

Simulation-based security is a paradigm for security definitions, frequently
used in defining the security of Secure multi-party (MPC) protocols (more
on this in Section 2.5) and in frameworks that facilitate composition, such
as Universal Composability (UC) [13].

In the simulation paradigm there are two worlds; a real world, which
represents the adversary’s view of the real protocol, and an ideal world which
operates according to some ideal functionality, together with an additional
entity known as a simulator.

Before delving into the details of what a simulator is, we should first
briefly discuss the meaning of “view” and the concept of ideal functionality.
The view of a party is all of the information that it is able to observe during
the execution of a protocol, also referred to as the protocol’s transcript, as
well as knowledge of its own inputs (if it is a participant of the protocol) or
the inputs of a participant it has corrupted. On the other hand, the ideal
functionality of a system is the mechanism that implements the correctness of
the system, given minimal information (e.g. the length of a message instead
of the message itself), and achieves security in a way that is unbreakable by
definition (e.g. by using a trusted third party). We show an example of ideal
functionality is defined in simulation-based definitions of MPC protocols in
Section 2.5.

The purpose of the simulator is to generate a view that is indistinguishable
from an adversary’s view of the real world, based on minimal information.
If the real view is indistinguishable from the ideal view except negligibly, we
say that the cryptosystem is secure. Put another way, if an adversary is able
to distinguish the real view from a simulated view, it means that it hasn’t
learnt anything useful from the interaction/transcript, since it could have
simulated this interaction itself.

In our view, “worlds” in the simulation paradigm are modeled as games -
the only difference being that the ideal “world” or game is parameterized by a
simulator that is separate from the from the code of the system, unlike game-
based definitions, which one can think of as having hard-coded simulators.
This connection allows us to use simulation-based notions in code based
games proofs3.

3We see an example of using simulators in game based security definitions in chapters
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2.3.1 Semantic security

Semantic security is essentially a simulation-based analog of IND-CPA secu-
rity for probabilistic encryption schemes. The game setup is as follows. An
adversary is allowed to query the system with a message m and receive its
encryption. In the real world or game, the adversary receives an encryption
of m, whereas in the ideal world it receives a simulated ciphertext, based
only on the length of the message.

Gsem-sec0se

ENC(m)

if k = ⊥
k←$ {0, 1}λ

c←$ se.enc(k,m)

return c

Gsem-sec1se,S

ENC(m)

c← S(0|m|)
return c

S(`)

if k = ⊥
k←$ {0, 1}λ

junk← 0|`|

c←$ se.enc(k, junk)

return c

Figure 2.2: Definition of real and ideal worlds semantic security for the en-
cryption scheme se. On the extreme right is the simulator algorithm S.

Definition 2.4 (Semantic security). An encryption scheme is considered
semantically secure if there exists a PPT simulator S such that for all PPT
adversaries A, the games Gsem-sec0 and Gsem-sec1S are indistinguishable, i.e.

For completeness, we include the definition of a simulator S that satisfies
the definition of semantic security. S is specified as encrypting “junk”, which
is just a string of zeroes. The simulator S could have also just encrypted the
unary encoding of the length (`), but using a separate variable junk makes
it clearer that the simulator could have encrypted any arbitrary string. In
this case junk is set to zeroes 0`, since we would ultimately like to show the
connection with the Real-or-Zeroes IND-CPA definition we presented earlier.

We see that the definition of semantic security is quite similar to the
definition IND-CPA secure probabilistic encryption, and in particular we
will prove that these two notions are in fact equivalent, in the Chapter 3.

2.4 Reductions in cryptography

Cryptographic constructions and protocols usually rely on the security of
certain cryptographic primitives or assumptions of well known hard prob-
lems (e.g. the hardness of factoring large numbers or the discrete logarithm

2 and in the proof of Yao’s garbling scheme
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problem). A reduction is a proof technique, used abundantly in cryptogra-
phy for reasoning about the security of larger systems that depend on secure
primitives/systems or hardness assumptions.

More concretely, let C be a complex system that is constructed using a
primitive or smaller system P that is secure (either by assumption or proven
to be secure). To prove C secure we assume there exists an efficient hypo-
thetical adversary AC that is able to break the complex system C. Assuming
such AC exists, we show that using AC , we are able to construct an efficient
adversary AP that breaks the security of primitive P through an efficient
transformation known as a reduction. At this point, we have essentially
derived a contradiction, since P is secure by definition, proving that there
cannot exist a successful, efficient adversary for C.

As an example, let us prove via reduction that appending λ many zeroes
to the end of a message before encryption with se is still IND-CPA secure.
To construct our new “padding” encryption scheme, we reuse the encryption
oracle ENC of the original IND-CPA games Gind-cpab, which we instead call
with a padded message m′.

Pad.ENC(m)

m′ ← m||0λ

return ENC(m′) // ENC of Gind-cpa

Figure 2.3: The Pad encryption scheme

Example 2.5 (Pad encryption is IND-CPA secure). Let us assume for the
purpose of contradiction that there exists an adversary APad that breaks Pad.
We show that we can transform APad via reduction R into an adversary Ase
that breaks se.

R(m)

m′ ← m||0λ

c← ENC(m′) // ENC of Gind-cpa

return c

Ase
1 : · · · // APad preparing message m

2 : m← ♦
3 : c← R(m)

4 : · · · // APad attack using c

5 : · · ·
6 : return b // distinguishing bit

Figure 2.4: Reduction R (left) and sketch of adversary Ase (right)



CHAPTER 2. COMPUTATIONAL SECURITY NOTIONS 21

Since the adversary APad is black-box, we do not know its code, but we
may roughly reason about it in phases, one for preparing the message query,
and another performing the distinguishing attack. The reduction is invoked
each time Ase makes an ENC call. Intuitively, the reduction “intercepts” the
ENC call of Ase and redirects it with a call to the ENC of the original Gind-cpa
game, after preprocessing the message by appending 0λ.

The code of the reduction is very similar (in fact, in our example it is
identical) to the code of the Pad system. This is no coincidence, since the re-
duction can be thought of as the parts of the more complex system excluding
the primitive which we want to reduce to. In a sense, the reduction functions
as a converter, translating messages from the hypothetical adversary to the
primitive we want to break.

2.5 Simulation in MPC

The simulation paradigm is often used in multi-party computation (MPC),
because it is more convenient to define the ideal functionality of such proto-
cols (both correctness and security). Moreover, since multiple parties engage
in the protocol, and participants themselves may be malicious, it is simpler
to formulate security in terms of the views of these parties. Moreover, cer-
tain MPC protocols are not symmetric, i.e. not all parties perform the same
actions.

As an example let us consider a protocol for securely computing the logical
AND (Figure 2.5) of multiple parties. Each party A,B and C provides AND
with their respective inputs bA, bB, bC . The AND node then computes the
logical AND of their inputs and broadcasts the result to all parties, and
serves as the ideal functionality of this protocol. Therefore, the AND node
performing the computation is referred to as a trusted third party, because the
other parties trust that it will only perform the logical AND computation and
nothing else, without modifying the inputs or output. Many MPC protocols
follow a similar pattern when formulating definitions for the ideal world of
their protocol.
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AND

Ideal	functionality

Figure 2.5: Secure AND protocol



Chapter 3

State separating proofs of crypto-
graphic security

Cryptographic game hopping has long been used in proving protocol security,
first introduced by Shoup [34], and then refined into code-based game-playing
by Bellare, Rogaway [7] to prove triple encryption security. One could argue
that this approach was pioneered due to necessity, because of the increasing
complexity of such cryptographic protocols. Moreover, proofs in the code
based games framework tend to be clearer, as they use pseudocode as a
computational model, instead of Turing machines.

State separating proofs (SSP), is a cryptographic proof framework for
code based games introduced by Brzuska, Delignat-Lavaud, Fournet, Ko-
hbrok and Kohlweiss (BDFKK [11]). The SSP methodology takes the code
based games approach further by focusing on modularity and composition in
proofs via state separation, in addition to introducing techniques for effective
proof communication and understanding through visualization.

This chapter is organized as follows. We first introduce the main objects
of state separating proofs, i.e. packages and games (Section 3.1.1 and Section
3.1.2). Then, we introduce the formulation of IND-CPA in SSP (Section 3.2),
and use this to further explain code equivalence (Section 3.3) and package
composition (Section 3.4). We then present a proof for the equivalence of
IND-CPA and semantic security, within the SSP framework (Section 3.6).
This proof not only serves as an example of SSP-style proofs, reductions and
code equivalences but also shows how we use simulation notions in games.
Next, we provide a discussion on state separating constructions (Section
3.7) and reductions in SSP (Section 3.8). The chapter ends with a brief
explanation of some conventions we follow in our SSP-style proofs (Section
3.9).

23
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3.1 Foundations of state separating proofs

3.1.1 Packages

State separating proofs (SSPs) are built from computational units called
packages. A package maintains state 1, and provide a set of oracles that may
be called by other packages through its interface. A package P’s outer inter-
face is known as its oracles, sometimes denoted by out(P), or more intuitively
[→ P]. On the other hand, the set of calls that P makes to other packages,
is called its dependencies, denoted by in(P) or [P →]. In this work we will
prefer using the arrow notation as it avoids confusion between an “outer”
interface and an “inner” interface’. Note that these interfaces are encoded by
call graphs (for example in Figure 3.1) which define exactly which oracles a
package may call, since it is important that packages do not automatically
get access to another package’s oracles unless specified.

An important property of packages is that their state is only accesible to
oracles that are within that package and not accessible from external pack-
ages, hence the term state separation. The only way state variables can be
obtained from a package P is if a caller package C queries an oracle of P that
returns (a subset of) the state variables explicitly (e.g. by a GET oracle), or
returns it indirectly as the result of some computation . Additionally, pack-
ages may be paramaterized by algorithms/schemes or even other packages.

As we will see later, the concept of packages can be naturally extended to
enable composition, with the application of certain operations on packages
(Section 3.4). This way, packages can themselves be defined in a modular
way, i.e. by defining it to be a composition of smaller packages.

3.1.2 Games in SSP

Recall that cryptographic games are systems that are interacted with by
an adversary, through a game’s interface. In the SSP framework, we define
games as packages with no dependencies, i.e. a package G is a game if
[G →] = ∅. Note adversaries in SSP are also packages, and which interact
with games2. More specifically, adversaries are packages that when called
(by an implicit run oracle), return a distinguishing bit after interacting with
a game, i.e. its guess whether it interacted with a real or idea game.

1Packages are similar to libraries in Mike Rosulek’s The Joy of Cryptography
2Since we mostly deal with hypothetical adversaries, these are “black-box” packages in

SSP, i.e. they have an interface, oracles, but we cannot know their implementation or
behaviour.
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Another consequence of viewing games as packages is that games may
also be modular (since packages can be modular, recall that these simply
state separating constructions (SSCs)). An example of a modular game can
be found in our modular definition of IND-CPA (Figure 3.1). Thinking of
games as packages not only facilitates modularity, but composition. Since
composition is defined on packages, we immediately obtain the useful notion
of game composition. Concretely, this allows us to compose different security
notions (that are formulated as games) together. This also gives us the
useful property of multi-instance game composition whic hwe discuss further
in Section 3.4.

3.2 Formulation of IND-CPA in SSP

SAMPLE
Key

GET
ENC Enc

Gind-cpa0

SAMPLE
Key

GET
ENC EncENC Zeroer

Gind-cpa1

Figure 3.1: Definition of IND-CPA secure encryption scheme se. Gind-cpa0

(real game on the left) and Gind-cpa1 (ideal game on the right)

Key

Parameters

λ: sec. parameter

Package State

k: key

SAMPLE()

assert k = ⊥
k←$ {0, 1}λ

return ()

GET()

assert k 6= ⊥
return k

Zeroer

ENC(m)

c← ENC(0|m|)

return c

Enc

ENC(m)

k ← GET()

c←$ se.enc(k,m)

return c

Figure 3.2: Oracles of the Key package (left) and ENC oracles of Zeroer and
Enc packages (right)



CHAPTER 3. STATE SEPARATING PROOFS OF CRYPTOGRAPHIC SECURITY26

Definition 3.1 (IND-CPA secure encryption scheme se). A probabilistic
encryption scheme se is secure if for all PPT adversaries A

Adv(A → Gind-cpa0,A → Gind-cpa1)

is negligible.

In Figure 3.1, we have a graphical representation of an SSP formulation
of modular IND-CPA (modular, since the games are not composed of single
monolithic packages). The graphs are essentially call graphs, with packages
are visually represented as rectangles, and oracle calls from one package to
another drawn with arrows, with their names as labels. What would have
been the monolithic counterparts of these games are drawn as dotted rectan-
gles around the other two packages (labelled Gind-cpa0 and Gind-cpa1, with
the same names as the IND-CPA games in Chapter 2).

In Figure 3.2 we define the oracles for the packages that the games
Gind-cpa0 and Gind-cpa1 consist of. We see that the only difference between
them is the introduction of a Zeroer package in the ideal game. Another
difference, is we allow an adversary to sample a key for encryption at the
beginning of the game, which does not alter the definition in any significant
way. Note that we have also included the adversary A which we will omit,
due to reasons explained in Section 3.9.

The IND-CPA game proceeds as follows. After sampling a key, the adver-
sary is allowed to choose a message and submit it for encryption by calling
ENC. The order of the calls are and are enforced by assert statements. In
this game, SAMPLE must be called before ENC, since ENC obtains the key
via GET - which in turn requires that the key already been generated (assert
k 6= ⊥). In the ideal game adversary’s message m is first converted into a
string of zeroes 0|m| of the same length by the Zeroer package before being
encrypted by Enc.

A somewhat obvious point to note is that the adversary package A is
not allowed complete access to emphall of the oracles provided by the Key
package (as specified by the graph), otherwise it could trivially break the
system by obtaining the key via GET.

We will return to IND-CPA security in Section 3.6 where we will show
that IND-CPA security is equivalent to semantic security and now turn to
composition and proof techniques.

3.3 Code equivalence

The idea of code equivalence in SSP is to determine if two packages have
identical or perfectly indistinguishable behaviour. The first step in checking
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for code equivalence of two packages Pkg1 and Pkg2, is to ensure that they
implement the same interfaces, that is their set of oracles and dependencies
should be identical, i.e. [→ Pkg1] = [→ Pkg2] and [Pkg1 →] = [Pkg2 →].
The fact that a package’s interfaces matches another is sometimes called a
syntactical argument, since we can reason about swapping one package for
another without checking anything else.

3.3.1 Inlining

The next step in establishing code equivalence is to prove that Pkg1’s oracles
and dependencies (and the dependencies of its dependencies and so on, i.e.
recursively) are functionally equivalent to Pkg2’s oracles and dependencies.
The standard way to do this is via inlining, i.e. by rewriting oracle calls
by their definitions, with its variables substituted by the arguments it was
called with, where necessary. Often, variable name collisions may occur, and
these can be fixed by renaming them. Once we have “expanded out” the
function calls of an oracle by inlining, we may still have to perform some
code transformation steps, since the oracle’s behaviour might be functionally
equivalent, but not identical in code description.

3.3.2 Code transformation

To perform code transformation, certain lines or branches of code may be
removed entirely (if they are not reachable), or certain operators and func-
tions may be manipulated to shape them into a description (in pseudocode)
that is identical. Another useful technique in code transformation is to iso-
late what is invariant in an algorithm or a part of code, and to argue that
manipulating certain parts of the algorithm does not affect the invariant, e.g.
an algorithm that enumerates through a list to save its elements into a set
does not need to be concerned with the order in which it enumerates the list,
because the set is inherently unordered (the preserved invariant). Naturally,
code equivalence is an important proof step in SSPs but can be tideous and
easy to get wrong when done manually. Ways of performing code equivalence
using formal methods will be discussed further in Section 6.1.1 of Chapter 6.

3.3.3 Example: Code equivalence

As an example, let us consider the modular version of IND-CPA depicted in
Figure 3.1, which we claim to be code equivalent to the monolithic games we
defined in Chapter 2 (Section 2.1). Technically, they are not entirely code
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equivalent since we have provided an additional SAMPLE oracle in the IND-
CPA formulation here, but we restrict our focus to showing code equivalence
of the only significant difference between the real and ideal games, which is
the ENC oracle. Additionally, we will focus on showing that the modular
ideal game Gind-cpa1se is code equivalent to its monolithic counterpart. The
steps are shown in Figure 3.3. Notice that this particular case is quite clean,
since we only had to perform inlining and no additional code transformation
steps.

Zeroer

ENC(m)

c← ENC(0|m|)

return c

Zeroer ◦ Enc

ENC(m)

k ← GET

c′←$ se.enc(k, 0|m|)

c← c′

return c

Zeroer ◦ Enc ◦ Key

ENC(m)

assert k 6= ⊥
c←$ se.enc(k, 0|m|)

return c

SAMPLE()

assert k = ⊥
k←$ {0, 1}λ

Figure 3.3: Code equivalence of Gind-cpa1 with modular Gind-cpa1 by inlining

3.4 Package composition

SSP packages have an algebra for package composition, which the interested
reader may refer to in the original BDFKK [11] paper for a formal and com-
prehensive treatement. Below we informally describe the two types of pack-
age composition, namely, sequential and parallel composition, and provide
an intuition for how they are used in practice.

3.4.1 Sequential composition

Our IND-CPA call graph depicts packages that are connected by oracle calls,
essentially exhibiting a sequential composition of packages. To illustrate the
concept of package composition in SSP, we take the example of Gind-cpa1, in
which we have a sequential composition of Zeroer, Enc and Key packages. We
call this sequential composition, since Enc makes an oracle call to Key, which
returns an output to Enc, indicating a sequence/order of calls. The reader
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might also intuit that this sequential package composition is associative. It
doesn’t matter if we consider either (Zeroer → Enc) → Key or Zeroer →
(Enc → Key), since in both cases calls are made in the order Zeroer →
Enc → Key. Since SSP call graphs have the structure of a directed acyclic
graph (DAG), we tend to visualize this (and with it package composition as
well), horizontally, i.e. from left to right, like in the IND-CPA formulation
above.

3.4.2 Parallel composition

Packages also have a concept of parallel composition, which is especially use-
ful for the composition of multi-instance games. Often protocols combine
multiple security notions in their construction, making it necessary for sep-
arate security game to be proven for each one of these notions. Certain
protocols may even have a self similar structure whereby a security notion
is applied multiple times (e.g. garbled circuits). In contrast to sequential
composition, we may think of parallel composition as growing vertically, by
stacking games from top to bottom. The goal of parallel composition is to
somehow argue about the security of multiple games that are played together
simultaneously.

A typical use case of parallel composition of games is to show that multi-
instance games reduce to the security of a single-instance game, as a conse-
quence transforming multiple adversaries into a single adversary. may invoke
the BDFKK Multi-instance Lemma [11].

3.5 Semantic security in SSP

Similar to IND-CPA security, we now introduce a modular definition of se-
mantic security in SSP (Figure 3.5). One subtle but important difference is
that we use a Sim package as our simulator, instead of an algorithm, i.e. S in
Chapter 2, Definition 2.4. This distinction is important because simulators
are often stateful, and hence expressing them as packages is natural. If we
use algorithms, as in the prior definition, we must instead pass state between
them explicitly as inputs.

The rest of the packages used in our SSP-based definition of semantic
security (Figure 3.4) have been defined previously in the games for IND-CPA.
However, note that we use the Zeroer package here in a different context, to
fulfill the role of the ideal functionality in semantic security, which extracts
only the length of the message, and passes it to the simulator (in unary
encoding). Also observe that the real semantic security game Gsem-sec0 (on
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the left of Figure 3.5) is equivalent to the real IND-CPA game Gind-cpa0.
Therefore, in our equivalence proof (semantic security ⇐⇒ IND-CPA) in
Section 3.6, we restrict our attention to transorming only the ideal games of
these notions.

SAMPLE
Key

GET
ENC Enc

SAMPLE

Sim
ENCENC Zeroer

Figure 3.4: Definition of semantic security of probabilistic encryption se with
the real game Gsem-sec0 on the left and ideal game Gsem-secSim on the right.

Sim

Parameters

λ: sec. parameter

Package State

k: key

SAMPLE()

assert k = ⊥
k←$ {0, 1}λ

return ()

ENC()

assert k 6= ⊥
c←$ se.enc(k,m)

return c

Figure 3.5: Oracles of simulation package Sim

Definition 3.2 (Semantic security). A probabilistic encryption scheme se is
semantically secure if for all PPT adversaries A

Adv(A → Gsem-sec0,A → Gsem-secSim)

is negligible.
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3.6 Proof example: Semantic security and IND-
CPA equivalence

To prove that the notions IND-CPA and semantic security are equivalent,
we must prove two implications, namely that IND-CPA security implies se-
mantic security (Lemma 1), and semantic security implies IND-CPA security
(Lemma 2).

Theorem 3.3 (IND-CPA security and semantic security equivalence). A
symmetric encryption scheme se is IND-CPA secure if and only if se is
semantically secure.

At a high level we first show that IND-CPA security implies semantic
security with the construction of a concrete simulator package Sim. For the
other direction, we show that assuming some simulator Sim satisfying the
notion of semantic security, we can derive the IND-CPA notion.

Sim

SAMPLE
Key

GET
ENC Enc

Figure 3.6: Definition of Sim package (construction) for Lemma 3.4

Lemma 3.4 (IND-CPA security implies semantic security). A symmetric
encryption scheme se is semantically secure if it is IND-CPA secure.

SAMPLE
Key

GET
ENC Enc

SAMPLE
Key

GET
ENC EncENC Zeroer

SAMPLE

Sim
ENCENC Zeroer

SAMPLE
Key

GET
ENC Enc

≡code

≅

≅

Figure 3.7: Proof overview of Lemma 3.4 (IND-CPA ⇒ semantic security)
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Claim 3.5 (Ideal IND-CPA game and simulation game equivalence). Gind-cpa1se
is code equivalent to Gsim-secse. Note that in order to show this, we simply
define Sim to be (Enc ◦ Key) as in Figure 3.6. Since the simulator Sim is
essentially defined as this subgraph (which, in fact turns out to be the real
game), we say that the two games are trivially code equivalent.

SAMPLE
Key

GET
ENC Enc

SAMPLE
Key

GET
ENC EncENC Zeroer

SAMPLE

Sim
ENCENC ZeroerENC Zeroer

SAMPLE

Sim
ENCENC Zeroer

SAMPLE
Key

GET
ENC Enc

≡code

≅
negl

≅

≅

Figure 3.8: Proof overview of Lemma 3.6 (Semantic security → IND-CPA)

Lemma 3.6 (Semantic security implies IND-CPA security). A symmetric
encryption scheme se is IND-CPA secure if it is semantically secure.

This direction of the proof is somewhat more interesting - given some
simulator Sim such that Gind-cpa0 and Gind-sim are indistinguishable, we
need to show that we can transform Gind-sim into the ideal IND-CPA game
Gind-cpa1. Lemma 3.6 directly follows from Claim 3.7 and Claim 3.8 which
we state now.

Claim 3.7 (Zeroer composed with simulation game equivalence). Notice that
in order to argue the code equivalence of this hop, we only have to prove that
Zeroer ◦ Zeroer is code equivalent to Zeroer.

Proof. To see that they are equivalent, we observe that Zeroer receives some
message m and always produces 0|m|, independent of the contents of m. If we



CHAPTER 3. STATE SEPARATING PROOFS OF CRYPTOGRAPHIC SECURITY33

do this several times by chaining multiple instances of Zeroer (by ENC calls)
with get that the length of the messages are preserved and that the output
is still 0|m| (Zeroer is idempotent).

Claim 3.8 (Reduction to Real IND-CPA game). To the right of the dashed
line is the assumption we reduce to, i.e. we reduce to our original assumption
that Gind-cpa0 and Gind-sim are indistinguishable.

3.7 State separating constructions (SSC)

While modular games are used in cryptographic proofs, they often mean
that larger games are broken down to smaller games, without cryptographic
constructions themselves being modularized into packages. Hence we refer
to these as state separating constructions (SSCs), a notion introduced by
Brzuska and Oechsner [12].

An advantage of splitting games into packages is that they allow us to
reason about systems in a modular fashion. Instead of reasoning with a sin-
gle, large monolithic system, we may now break them into smaller, reusable
packages that communicate via oracle calls. SSCs allows us to analyze games
by their components (expressed as packages) which is often simpler and much
clearer. The use of constructions not only makes the structure of the protocol
more apparent, but enables more syntactic reasoning and hence, reduces the
number of proof steps.

3.8 Reductions in SSP

In SSP, reductions are thought of as packages that sit between an adversary
and the assumption we reduce to. Let us take the example of the reduction
step (Claim 3.8) to illustrate some of the properties of reductions in SSP. In
the graphs of this reduction step, we observe that a dashed line was used
to specifify a cut in the call graph of the game Gind-cpa0. To the left of
the dashed line is the actual reduction, and to the right is the assumption
that we are reducing to. In this specific example, the reduction consists of a
single package Zeroer, with the assumption being the indistinguishability of
Gind-cpa0 and Gind-sim.

Thinking about reductions this way allows to use part of a construction
itself as the reduction. While the description of a state separating construc-
tion may be more detailed, we ultimately save cost when reasoning about
reductions - since we may just point to a call graph and specify a cut, in-
stead of creating a separate, new transformation. The other advantage, is
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that reductions (and their corresponding assumptions that they reduce to)
become much clearer in our understanding of the protocol’s security, because
we literally see them depicted in SSP call graphs.

3.9 Conventions and style

Naming

In this work we usually denote oracle names by upper case letters, e.g. ENC.
On the other hand packages are capitalized e.g. Enc, Zeroer. Quite frequently
we choose to omit the indices of instance packages from their names, for
convenience and to avoid clutter in SSP call graphs. However, it is important
to note that technically there cannot be multiple packages of a package P,
but only multiple instances of P in a game definition. For instance, in Figure
3.8, notice that we used two Zeroer package instances, but chose to omit their
indices (which are unique).

Adversaries

We tend to omit adversary packages from game definitions, since in the typ-
ical case we quantify over all efficient adversaries. Moreover, in games hops
we quantify over different adversaries and hence should technically use a dif-
ferent adversary package there, which quickly becoes cumbersome. However,
we have included adversary packages in Figure 3.1 for completeness, but will
omit them in future definitions.



Chapter 4

Garbled Circuits

The idea of garbling or encoding a circuit was first introduced by Yao in
1986 in his seminal paper [35]. The security of Yao’s garbling scheme was
proven only much more recently (in 2009) by Lindell and Pinkas [24], and
has ever since had several other proofs. The concept of garbling itself has
been described and formulated more abstractly, with increasing generality,
as a primitive by Bellare, Hoang and Rogaway (BHR) [6], and later as ran-
domized encodings, by Applebaum [2]. However, our focus in this work is
Yao’s garbling scheme, and the purpose of this chapter is to introduce the
scheme and build an understanding of how it is used for secure multi-party
computation (MPC).

We begin by introducing the concept of secure multi-party computation
(MPC) and relevant terminology (Section 4.1). Next, we describe Yao’s gar-
bling scheme (Section 4.2), first by explaining the garbling of a single logical
gate (Section 4.2.1), how we represent Boolean circuits (Section 4.2.2), and
then circuit garbling (Section 4.2.3) and garbled circuit evaluation (Section
4.2.4). We then introduce the concept of oblivious transfer (OT) (Section
4.3), together with an example OT construction called Simple OT (Section
4.3.1), which can be combined with Yao’s garbling scheme to obtain MPC
(which we describe in Section 4.4). Lastly, we discuss garbled circuits opti-
mizations and their security assumptions to better understand the impact of
optimizations on the respective security proofs (Section 4.5).

4.1 Secure multi-party computation

Secure multi-party computation (MPC) is an area of cryptography which de-
velops techniques that enable multiple mutually distrusting parties to jointly
compute some function without revealing their respective inputs. In Chap-

35
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ter 2, we have already seen an example of an MPC protocol, which securely
computed the AND of three parties’ input bits.

Recall that participants in MPC protocols may potentially be adversaries.
We think of adversaries that try to break the system by only observing the
execution of the protocol (the view), as honest but curious adversaries. This
is also known as the semi honest setting, whereby adversaries still comply to
the protocol. In this work we restrict our focus to protocols that are secure
against passive adversaries because they are the starting point for under-
standing MPC constructions, and are simpler than actively secure protocols,
while being sufficiently interesting. Moreover, passively secure MPC proto-
cols can be generically transformed into an enhanced protocol that is secure
against malicious adversaries [8], although this may not efficient in practice.

When only 2 parties engage in MPC, we refer to this as 2-party compu-
tation (2PC). In the following section (Section 4.2) we begin our discussion
of Yao’s garbling scheme, which is a useful building block for 2PC.

4.2 Yao’s garbling scheme

The correctness of Yao’s garbling scheme states that given a Boolean circuit
C and its garbling C̃, the evaluation of C on an input bits x yields the same
output as evaluating x on the garbled circuit, i.e. for all x,C(x) = C̃(x).
The goal of garbling is to in some way encode a Boolean circuit, for it to
be evaluated later on encoded inputs from both parties. We can think of
Yao’s garbling scheme as being used by 2 parties namely a garbler G who
garbles the circuit and the inputs of both parties, and an evaluator E who
evaluates the garbled circuit on their joint garbled inputs. The security goal
of a garbling scheme (informally) is for an evaluator E evaluating the circuit
not to learn the inputs of G, and conversely G should not learn anything
about the inputs of E. Moreover, E should not learn any information about
the intermediate values of the computation while evaluating a garbled circuit,
apart from what can be deduced from the output.

At this point, an observant reader might raise the question, how does
the garbler G even garble their joint inputs if it is not supposed to know
E’s inputs? Roughly speaking, G overcompensates by garbling all possible
inputs and allows E to request for its garbled inputs via a protocol known
as oblivious transfer. However, for the time being we kindly ask the reader
to take on faith that this “blind” transfer of wirekeys is possible, and this
protocol will be covered at a later point (Section 4.3).

To understand the concept of garbling, first we describe the process of
garbling a single logic gate in the following section, since gates are the fun-
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damental components of Boolean circuits.

4.2.1 Gate garbling

We depict the process of gate garbling in Section 4.1, whereby we use the
example of garbling an AND gate (note that we could have used any logical
operation as an example). Furthermore, we denote the left and right input
bits of the gate, by z` and zr respectively.

z` zr zj = z` ∧ zr
0 0 0
0 1 0
1 0 0
1 1 1

Z` Zr Zj garbled
Z`(0) Zr(0) Zj(0) EZr(0)(EZ`(0)(Zj(0)))
Z`(0) Zr(1) Zj(0) EZr(0)(EZ`(1)(Zj(0)))
Z`(1) Zr(0) Zj(0) EZr(1)(EZ`(0)(Zj(0)))
Z`(1) Zr(1) Zj(1) EZr(1)(EZ`(1)(Zj(1)))

Figure 4.1: Truth table of AND gate (left) and its garbling (right)

To garble a gate, a garbler G first hides the semantic value (or bit) of
each input wire with a wirekey (sometimes referred to as a label, and is
typically a symmetric key), where each wirekey is sampled independently
and uniformly at random. We think of wirekeys as produced by maps of the
form Z : {0, 1} → {0, 1}λ (given a bit b, Z(b) produces the corresponding
wirekey, a bitstring of length λ). All that the garbler has done up to this
point is encode each bit value with a wirekey. To actually garble the gate, G
encrypts each output wirekey with both of its corresponding input wirekeys.
Concretely, to garble the first row of the gate in Figure 4.1, the garbler starts
by encrypting the output wirekey Zj(0) with Z`, and the resulting ciphertext
is then encrypted with Zr(0), i.e. EZr(0)(EZ`(0)(Zj(0))). This procedure is
referred to as double encryption. The column garbled (highlighted in gray)
is what we refer to as a garbled gate, but with the additional step that these
rows are randomly permuted, since otherwise an adversary could trivially
know which pair of inputs corresponds to which ciphertext/row.

To see how a garbled gate is evaluated, let us suppose that an evaluator E
receives the garbled gate garbled and a wirekey corresponding to its input bit
0, i.e. it obtains as garbled input Z`(0)). Additionally, E receives the garbler’s
garbled input, lets say Zr(1) (note that what E sees here is a wirekey value
of λ random bits), corresponding to the garbler’s input of 1. With wirekeys
Z`(0) and Zr(1), E is only able to decrypt or “unlock” the third row or
ciphertext, although in practice the rows would be in random order, so E tries
to decrypt each row until it is successful (implicit in this definition is that the
underlying encryption scheme should have the property of decryptability, i.e.
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upon decryption the decryptor knows if it was successful or not1). Intuitively,
notice that the security of a garbled gate relies on an adversary knowing only
one of the wirekeys, since if it knew both, it could learn the output. For
this reason, the example we used ensured that each party received only one
wirekey corresponding to either the left or right input wire of the gate.

Before discussing the process of circuit garbling, we briefly explain how
we choose to represent Boolean circuits.

4.2.2 Circuit representation

Figure 4.2: Boolean circuit C

A Boolean circuit can be thought of as a Directed Acyclic Graph (DAG),
i.e. a graph with no loops, with each node representing a unit of computation
performing a specific operation op (e.g. AND/XOR). Moreover, we fix all
gates to have 2 input wires, a left and a right wire which we denote by ` and
r, that functions, which given a wire returns its bit value 0 or 1. We denote
the depth of a circuit by d, and its width by n. While there are many ways
to represent them, a convenient way to think of them is as a d × n matrix,
i.e. each layer i ∈ 1..d of a circuit has a fixed width n, with each entry being
a gate. We find this representation convenient in defining the composition of
layers (to obtain a circuit), and we will see how this lends itself to making the

1One way to achieve this is to append 0λ to the wirekeys, and upon successful decryption
λ many zeroes appear. However, as we will see with the point and permute optimization,
this may be avoided altogether.
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security proof more elegant. As a running example for the following sections,
we use the 3 × 3 Boolean circuit depicted in Figure 4.2, whereby the first
layer consists of AND gates, the second layer with 2 XOR gates and a single
identity gate (which simply forwards its left input).

4.2.3 Circuit garbling

Figure 4.3: Garbled circuit C̃

We describe the process of circuit garbling with the aid of Figure 4.3,
which depicts the garbling of the original Boolean circuit C (Figure 4.2). Note
that for convenience we have not shuffled the ciphertexts of each garbled gate.
At a high level, to garble a circuit, the procedure of gate garbling performed
for each gate in topological order, beginning with input gates of the first
layer (which do not rely on their input coming from another gate), and then
garbling the next layer based on the outputs of the previous layer, iteratively
till the last layer of the circuit.
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In Figure 4.3 ,we have illustrated the input wirekeys of gates on the left
of the first column of gates, with yellow wirekeys indicating a bit semantic of
0 and blue wirekeys indicating a bit semantic of 1. The rows of the garbled
circuit are depicted with diagonal lines going through them to indicate that
what is visualized is actually the ciphertexts that contain output wirekeys
(i.e. double encrypted wirekeys), and not the output wirekeys themselves.

Initially, the garbler G generates pairs of wirekeys for the input layer
(since our representation fixes gates to have 2 inputs each, G would generate
2× 2× n = 4n wirekeys). In the diagram we have denoted these wirekeys as
outputs of Z0

j for j ∈ 1...n (with n = 3), that come from a “zeroeth” layer.
G also generates output wirekeys for the rest of the gate, which it double
encrypts using the input wirekeys that are output wirekeys of previous layers.
Notice that in Yao’s garbling scheme, these wirekeys are the only state that
circuit layers share. Hence the output wirekeys of the previous layer must be
generated before garbling subsequent layers, and garbling proceeds layer by
layer.

4.2.4 Garbled circuit evaluation

In order to evaluate a circuit, an evaluator E has to first obtain all input
wirekeys necessary for the computation, i.e. the garbler’s garbled inputs
as well as its own garbled inputs. It then “unlocks” each gate in the first
layer with the wirekeys, obtaining the output wirekeys that can be in turn
used to decrypt gates of the next layer. In Figure 4.4 we see this process of
“unlocking” a row in the garbled gate by highlighting the unlocked ciphertext
in green.

Note that for our example on garbled circuit evaluation (Figure 4.4), we
have evaluated the garbled circuit in Figure 4.3 with the encoded inputs of
the bits (1, 0), (1, 1) and (0, 1), for each gate of the first layer respectively.
Note that although we have highlighted the wirekeys according to their bit
semantics (yellow for 0 and blue for 1), the evaluator E does not know this
information (i.e. the bit semantics of the wirekeys), except for its own gar-
bled inputs, the intermediate wirekeys it unlocks and the final result of the
computation. The keys that E is able to unlock are known as active keys, and
the wirekeys it cannot reach are called inactive. We say that the evaluator
knows only knows active semantics instead of bit semantics.

Note that the garbler provides the evaluator E with a decoding table (on
the bottom left of Figure 4.4) which maps output wirekeys to their bit values,
so that the evaluator can derive the output values.
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Figure 4.4: Evaluation of the garbled circuit on inputs (1, 0), (1, 1) and (0, 1)

4.3 Oblivious Transfer

Figure 4.5: Oblivious Transfer

Oblivious transfer (OT) is a protocol involving 2 parties, namely a sender
and receiver, whereby the sender transfers one of two messages m0,m1 to a
receiver, based on the receiver’s selection bit b (depicted in Figure 4.5). The
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goal of OT is to ensure that the sender learns nothing about b and the receiver
learns nothing about m1−b.

4.3.1 Simple OT

Simple OT (Figure 4.7) is an efficient 1-out-of-2 OT protocol due to Chou and
Orlandi [14], and partly resembles the Diffie-Hellman key exchange protocol
(shown in Figure 4.6).

Alice Bob

x←$Zq
X ← gx

X

y←$Zq
Y ← gy

Y

sk ← H (Y x) sk ← H (Xy)

Figure 4.6: Diffie-Hellman key exchange protocol

In contrast to the standard Diffie Hellman key-exchange protocol, the
Simple OT (Figure 4.7) protocol adds a few additional steps for computing
the keys k0, k1, for the purpose of encrypting messages m0 and m1, respec-
tively. The idea is that the receiver is able to compute only one of these keys,
namely the key based on its choice b, only with the information that it has
obtained through the interaction. The way the first key k0 is computed is
identical to key derivation in the Diffie Hellman protocol. The hash function
H converts the derived secret gxy into a symmetric key sk to be used for en-
cryption. Note that (enc, dec) is a symmetric key authenticated encryption
(AE) scheme.

4.4 MPC from garbled circuits

Figure 4.8 illustrates Yao’s protocol for MPC. The evaluator E holds m
inputs, whereas the garbler G has the remaining n − m inputs. In (b), G
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Sender Receiver

Input: m0,m1 ∈ {0, 1}k Input: b ∈ {0, 1}
x←$Zq
X ← gx

X

y←$Zq
Y ← gy if b=0,
Y ← Xgy if b=1

Y

k0 ← H (Y x) kb ← H (Xy)

k1 ← H

((
Y

X

)x)
c0←$ enc(k0,m0)

c1←$ enc(k1,m1)

c0, c1

mb ← dec(kb, cb)

Figure 4.7: Simple OT protocol

generates wirekeys for the input layer. The algorithm gb garbles a circuit,
whereas the algorithm gev is used to evaluate a the garbled circuit on the
joint garbled inputs inputs x̃ := x[0], x[1], · · · , x[n] (we use only notation
here and have not provided a formal definition for gb and gev).

Yao’s protocol for MPC may be summarized by the following steps:-

1. The function f (that is to be computed) is first represented as a circuit
C.

2. The garbler G garbles C and sends to the evaluator E the garbled
circuit C̃ and its garbled inputs ((d) of Figure 4.8).

3. E then requests from G to receive its garbled inputs via OT.

4. E evaluates the garbled circuit on the joint garbled inputs x̃ := x[0], x[1], · · · , x[n],
to obtain the garbled output ỹ, which it decodes into y, and shares the
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Figure 4.8: Yao’s protocol

result with G.

4.5 Garbled circuits optimizations

Garbling schemes have had numerous optimizations and are widely used in
practice, and hence must be considered especially with regard to security.
These optimizations tend to make additional assumptions which may affect
the security proof of garbling schemes that use them. In particular we present
3 garbled circuits optimizations that are used in practice, and discuss their
impact on proofs of security.

Point and permute

The point and permute optimization by Beaver et al. [5] removes the need to
decrypt every row of a garbled gate. The way this is achieved is by associating
a permutation bit to the wirekeys to establish an ordering of the ciphertexts,
meaning that they are ordered according to the permutation bits instead of
a random shuffle. In practice, the permutation bit is tacked on the least
significant bit (LSB) of wirekeys, so that they do not need to be transferred
(via OT) separately. An evaluator reading of the permutation bits from the
wirekeys it has obtained simply looks up that index in the garbled gate to
find the ciphertext it needs to decrypt. The beauty of this optimization is
that it has no computational assumptions, and hence can be used with most
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other optimizations, or applied to any garbling scheme without affecting the
scheme’s security proof in any significant way.

Garbled row reduction

There are namely 2 garbled row reductions techniques (that work for any gate
operation) - one that reduces the size of a garbled gate to 3 ciphertexts called
GRR3 [30], and another called GRR2 [31] which reduces the size further
to 2 ciphertexts. The trick employed by GRR3 is to always set the first
ciphertext of a garbled gate to evaluate to the all zeroes, which omits the
need to transmit it. This involves setting the first output wirekey Zj (not
necessarily the row corresponding to the input (0, 0)) to be enc−1Z`

(enc−1Zr
(0λ)).

This optimization is fine since it assumes that the encryption algorithm used
has an inverse given a fixed key, which is simply the decryption function. On
the other hand GRR2 is not adaptively secure [20] (but since the focus of
this work is on passively secure schemes, we do not discuss this further).

FreeXOR and Half gates

The FreeXOR optimization introduced by Kolesnikov and Schneider [22]
avoids garbling XOR gates altogether, making their evaluation free of cost.
This optimization is particularly useful for circuits that consist mostly of
XOR gates, such as the AES circuit, in which the fraction of XOR gates in
the circuit is approximately 82%2.

A, A ⊕ ∆

B, B ⊕ ∆

C, C ⊕ ∆

Figure 4.9: XOR gate garbling with FreeXOR

FreeXOR involves picking a global wirekey offset ∆ that is XORed to all
wirekeys. The output wirekeys of XOR gates are then assigned such that the
wirekeys preserve XOR semantics, while other gates are garbled with GRR3
(which happens to be compatible with FreeXOR). Concretely the output
wirekey C’s zero-wirekey value is C = A⊕B = (A⊕∆)⊕ (B ⊕∆), and its
one-wirekey is C ⊕∆ = A ⊕ (B ⊕∆) = (A ⊕∆) ⊕ B. However, the use of
the same offset ∆ raises an issue of security, since garbling such a gate will

2This statistic was obtained by counting the number of XOR gates of the AES circuit
provided by the website Bristol Fashion MPC Circuits [1]



CHAPTER 4. GARBLED CIRCUITS 46

involve encrypting an output wirekey with input wirekeys that are related by
∆. To fix this, the authors introduce an additional assumption of correlation
robust hash functions, whereby output wirekeys of the circuit (final layer)
are hashed to “destroy” the offset. Moreover, notice that circuit layers no
longer only share wirekeys, they now must also share the offset ∆, which also
affects the security proof of a garbling scheme that uses FreeXOR. For these
reasons, the circuit layers cannot be proven individually and independently
(via individual layer security games) and hence cannot be composed in par-
allel. Thus, a security proof would involve a reduction over the entire circuit
(security game).

Subsequent optimizations such as FleXOR [21] and Half gates [36] opti-
mize garbled circuits further by ensuring that the size of all garbled gates are
either 0, 1, or 2 ciphertexts. However, they build upon FreeXOR and hence
requires the same correlation robust hash function assumption.



Chapter 5

Security of Garbled Circuits

We mentioned (in Chapter 4) that correctness of garbled circuits states that
given a circuit C and its garbling C̃, for all inputs x,C(x) = C̃(x). To
complete this definition we follow Bellare, Hoang & Rogaway (BHR [6]) who
introduced the syntax for garbling schemes (Section 5.1). We follow the BHR
syntax, but use Brzuska’s & Oechsner’s approach [12] and formulate syntax
in the language of packages (Section 5.2).

5.1 BHR syntax

The BHR syntax for garbling schemes allows us to describe garbling schemes
within an abstract framework, giving us a language to precisely specify the
correctness and security properties of garbling schemes.

Figure 5.1: BHR syntax (Adapted from [6])

47
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Definition 5.1 (BHR Garbling Schemes Syntax). A garbling scheme is a a
five-tuple of polynomial time algorithms (Gb,En,De,Ev, ev), such that:
Gb (Garbling algorithm) is a probabilistic algorithm that takes as input a
security parameter 1k and function f to produce f̃ , e, d.
En (Encoder) takes as input string e which describes encoding information,
the input z, and outputs the resulting garbled input Z.
Ev (Evaluator) takes as input an encoded input Z and a garbled function F
and outputs a garbled output Ev(f̃ , Z) = ỹ.
De (Decoder) takes as input string d which describes decoding information,
a garbled output ỹ and outputs the final output y.
ev (Canonical evaluation function) takes an input the (un-garbled) function
f and input x and outputs y.

The correctness of a garbling scheme states that for all inputs z, the
canonical evaluation function ev(f, z) (which takes the un-garbled function
and input) and the composition of the garbling algorithms, output the same
value. Figure 5.1 depicts the BHR syntax visually as interactions between
algorithms of a garbling scheme (represented by boxes).

Out of the possible security properties a garbling scheme may guarantee
(i.e. privacy, obliviousness and authenticity), we focus on privacy, which is
the basic security goal of garbling schemes. Privacy states that a party who
obtains the garbled function f̃ , garbled input Z and the decoder d, only
learns the output of the function y and not anything else, except for some
“allowed” side information Φ, which in our case is Φcirc(f) = f , since we
assume the circuit to be public.

5.2 Correctness of garbling schemes

To formulate the BHR syntax within SSP we begin by (roughly speaking)
converting the tuple of algorithms (ev,Ev,Gb,De,En) into packages. Notice
that the algorithms share state among each other (notice the arrows between
algorithms in Figure 5.1) in order to function as a garbling scheme. Hence, we
find it natural to represent them as an SSP game with packages corresponding
to algorithms.

Definition 5.2 (Garbling scheme syntax in packages). A garbling scheme
consists of packages GB, such that GEV if the game in Figure 5.2 is statisti-
cally indistinguishable from the evaluation of the ideal correctness game F gbl

d

(Figure 3 of [12])

We describe the correctness of a garbling scheme with reference to Figure
5.2. We allow an adversary to first set its inputs via SETBIT before issuing
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GBL1..d

SETA

GETAin

EVAL1..d
GEV

GETKEYSin

GETKETSout
GB

GETKEYSin

GETBIT
DE

SETBIT
KEYS

KEYS

Figure 5.2: Real correctness game GCORR(GB,GEV) (Adapted from [12])

DE

SETA(j, k)

assert kj = ⊥
kj ← k

return ()

GETBIT(j)

assert kj 6= ⊥
Z ← GETKEYS(j)

if Z(0) = kj :

return 0

if Z(1) = kj :

return 1

return ()

KEYS

GETBIT(j)

assert zj 6= ⊥

return zj

GETAout(j)

assert zj 6= ⊥
aflagj ← 1

if Zj = ⊥ then

Zj(0)←$ {0, 1}λ

Zj(1)←$ {0, 1}λ

return Zj(zj)

GETINAin(j)

assert zj 6= ⊥
assert aflagj = 1

assert Zj 6= ⊥
return Zj(1-zj)

GETKEYSin(j)

assert zj 6= ⊥
return zj

GETKEYSout(j, z)

assert zj = ⊥
zj ← z

return ()

Figure 5.3: Oracles of the DE package (left) and KEYS package (right)

an EVAL1..d to the package GEV (which represents the evaluation algorithm,
which we abuse by also referring to it as an evaluator in this section), and a
and GETBIT oracle, in order obtain the result of the garbled circuit evalua-
tion. Note that SETBIT and GETBIT are both directly implemented in KEYS
which is in charge of sampling wirekeys, hence it makes sense to include input
encoding in the same package (we don’t garble inputs after garbling a cir-
cuit - that would bring us into the land of actively secure garbling schemes,
beyond the scope of this work).

Recall that an evaluator only knows active semantics and not bit se-
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mantics (unlike the garbler). For this reason we provide GEV access to a
GETAout oracle in order to obtain the active keys (the name GETA for “get
active”). Notice that the KEYS package provides GETKEYS oracles which
sample wirekeys when they are called the first time. Hence, GETAout also
samples the wirekeys that will be used in garbling before returning the ac-
tive wirekey to the evaluator. The evaluator is given an oracle GBL to garble
a circuit (more accurately, it performs d GBL queries for each layer of a cir-
cuit, but we won’t speak of circuit layers just yet). The decoder package
DE comes into play when the evaluator could set the active key (via SETA)
of a gate (inputs and gates are indexed by the variable j). Notice that if
it setting the active key of a gate affects the outcome GETBIT, namely, it
would return void () if none of the wirekeys used in garbling were set as the
active key, meaning that it makes sense for the evaluator to only set active
keys according to what it has already obtained by unlocking a gate.

Notice that in most cases the order in which calls are made to oracles
matter. In order to do this we asserts have been place at the beginning of
the oracles to check for certain conditions. The interested reader may verify
that changing the order of calls in certain cases (e.g. GBL before GETA) does
not change the behaviour of the game. We now turn to security definitions
for garbling schemes.

5.3 Security of garbling schemes

GByao

KEYS1

KEYS

GETKEYSin

GETKEYSout

SETBIT , GETAout

GBL1..d

GETKEYSin

Figure 5.4: SEC0(GB)

Notice in our definition of correctness (Figure 5.2) we included a dashed
line to denote a cut, which specifies exactly the real security game (Figure
5.4). Intuitively, what this intends to say that we may consider an evaluator
as an adversary.

Definition 5.3 (Garbling scheme security). A garbling scheme gs = (GEV,GB)
is secure if there exists a PPT simulator SIM such that for all PPT adversaries
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SIMyao EV1..d

BITS

KEYS

CHECK1

CHECK2..d , EVAL1..d

GETAout

GETBIT

SETBIT

SETBIT

GETAout , GBL1..d

GETKEYS

Figure 5.5: SEC1(SIM)

A,
Adv(A; SEC0(GB), SEC1(SIM))

is negligible.

Theorem 5.4 (Yao security). For all PPT adversaries A, Yao’s garbling
scheme is secure if

Adv(A; SEC0(GByao), SEC1(SIMyao)) ≤
n · d · Adv(A → R; IND-CPA0(se), IND-CPA1(se))

At a high level, the theorem states that security of Yao’s garbling scheme
essentially rests on the security of a single gate, i.e. double encryption, which
in turn relies on the IND-CPA security of the underlying encryption scheme
it uses. In order to reduce to IND-CPA modularly we argue that circuit
security reduces to layer security, since a circuit is composed of layers. For
the security proof of Yao’s garbling scheme, the reader is kindly referred to
view this proof in the SSP proof viewer (https://cryptozoo.herokuapp.com/yao.html)1.

1For future references the SSP proof viewer will most probably live in this repository:
https://github.com/kirthivaasan/ssp-proofviewer

https://cryptozoo.herokuapp.com/yao.html
https://github.com/kirthivaasan/ssp-proofviewer


Chapter 6

Proof verification and understand-
ing

Proofs are a fundamental way of communicating about truth with others.
This notion considers proofs as a social means for understanding truth, by
that we mean that proofs are written and understood by people, rather than
machines.

In this chapter we discuss the idea of proof verification, specifically how
cryptographic proofs can be verified by a machine, but how this is different
from proof understanding by a human. We then present what we believe is a
good synergy between humans and machines for better proof understanding.
We argue that verifying a correct proof alone does not bring insight to why
a statement is true. Hence, we draw a distinction between proof verification
and proof understanding.

The chapter is organized as follows. We begin by giving an overview of
cryptographic proof verification (Section 6.1). Within this section we also
provide a discussion on how machines verify cryptographic proofs (Section
6.1.1) and their limitations (Section 6.1.2). We then go on to discuss proof
communication (Section 6.2) and concepts such as information hiding (Sec-
tion 6.3), proof structure (Section 6.4) and intent (Section 6.5), to increase
the effectiveness of proof communication. Finally, we present a brief dis-
cussion on related work in the area of mathematical practice philosophy,
pertaining to proof understanding and communication (Section 6.6).

6.1 Cryptographic proof verification

Recall that the goal of a cryptographic proof is to show that a real system
(which uses the real cryptographic construction) is indistinguishable from an
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ideal unbreakable system. Therefore, a central part of cryptographic proofs
of security is a certain type of reasoning about the indistinguishability of
systems, regardless of which framework is used. The steps of a proof are
broken down into proofs of smaller statements (e.g. lemmas and claims) that
employ reductions or code equivalences. The goal of verification is to check
whether every step is logically sound, and whether all of the steps lead to
showing that the original statement is true. These steps can often be difficult
to follow when games are complex (and treated monolithically). The reader
could be lost in trying to verify a proof when there are too many steps that
are boring (e.g. the proof of CMC mode of operation [17]1).

Therefore, we may confidently say that for the human reader, proof veri-
fication alone is not a very fun process. As stated by Halevi [17], we would
like to instead transfer the effort of rote proof verification to machines. In
the next section (Section 6.1.1), we discuss computer-aided proof verification
in cryptography.

6.1.1 Formal methods and proof verification

There exist several important tools for cryptographic protocol verification us-
ing formal methods. These tools may be roughly divided into two categories,
symbolic verification (e.g. Tamarin [29], ProVerif [9]), and computational
verification (e.g. EasyCrypt [4]). Of these tools, we focus on computational
security, which considers computational effects (via oracles) of a scheme/pro-
tocol and adversaries.

EasyCrypt is an interactive proof assistant for code-based game proofs.
The tool works based on a formal logic (Probabilistic Hoare Logic) for reason-
ing about the indistinguishability of probabilistic programs (games). Easy-
crypt modules are similar to SSP packages, in the sense that they store state,
and all oracles within a module can access a shared state. Since, SSPs are a
special case of the code-based games approach and use similar concepts with
tools like EasyCrypt we have evidence to believe that they not only do well
in proof communication, but are suitable for automated proof verification as
well.

Moreover, there are a plethora of tools dedicated to proving/verifying the
correctness of program implementations by checking if program specifications
are functionally equivalent to their implementations (some examples of such
languages/tools are F* and Coq). We believe that code equivalence steps
in SSPs may be automated using such tools from the formal methods and

1The author explicitly states that he does not expect any sane reader to verify the
proof.
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programming languages community.

6.1.2 Limitations of machine proof verification

What a (basic) machine proof checker may struggle with is in deciding which
parts of a proof are more important and which are less important. Moreover,
it may not be robust to changes in the proof, or see where the change is
coming from, and what motivated it. This is of course unavoidable because
the machine checker’s sole purpose is to check whether a proof is formally
true, and if the steps taken in the proof are correct and derive the intended
result.

While having a machine checked proof is excellent for ensuring the secu-
rity proof is indeed correct and that there are no typos, it lacks in its ability
to communicate insight into why the proof is correct. The goal of (machine)
automated proof verification, should be (in our opinion) to sketch or “fill in”
parts of the proof that are boring. We hold an optimistic view that machines
not only can serve as good assistants but may further enrich our understand-
ing of proofs and provide interesting results and insights 2. At present, we
may strike a good synergy with machines by giving them the tedious (and
boring) parts of the proof to verify, while focusing on the more interesting
parts, providing insights into a proof where a machine may miss/fail to do
so.

6.2 Proof communication

Proofs tend to assume a lot of context - in fact there may never be a truly
“self contained” proof 3 - since this would take a lot of time and information to
convey and understand [16]. In order to make proof communication effective
in cryptography, we present the following ideas, namely information hiding,
proof structure and intent.

6.3 Information hiding

We believe that readers make multiple scans when attempting to understand
a proof. At each iteration, the focus of the reader probably changes. More-
over on each scan the reader appreciates more detail. Hence the idea of

2With the advent of Artificial Intelligence (AI), we will probably have very many inter-
esting developments in the field of automatic theorem proving. Also, it is probably wise
to be polite to our (potential) future overlords.

3It takes roughly 20,000 steps to prove 2 + 2 = 4 in ZFC set theory[15]
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information hiding in a proof is crucial for effective communication. Seldom
is it meaningful to organize all steps in a strictly linear fashion, with all de-
tails visible at each step. In order to achieve this traditionally, we may place
the details such as definitions in different pages of a paper that presents the
proof. In our design of the proof viewer we attempt to make navigating to
find details of a proof more natural and convenient, in addition to allowing
the user to hide information and details (Section 7.1).

6.4 Proof structure

The claims that a proof makes, along with their dependencies are all equally
important (but perhaps not all equally interesting) in supporting a mathe-
matical proof (unlike many other fields, mathematical arguments are strongly
chained together, whereby a single missing link can destroy the validity of an
argument). Therefore, it is useful to see the complete structure of a proof,
and for the author to highlight parts of the proof that are considered impor-
tant or interesting. The gist of a proof’s structure probably becomes more
apparent to a reader after multiple scans of a proof. We believe, that the
process of understanding proof structure can be made more efficient (or even
better avoided) if the structure was instead presented explicitly and visually.
To achieve this, we may employ the use of proof trees which summarize the
statements (e.g. lemmas and claims) of a proof concisely.

Moreover SSPs and SSCs are inherently visual objects and hence game
hops have structural elements that are visual. We believe that clearer game
structure entails clearer proof structure. Hence it is beneficial to use construc-
tions (SSCs) where possible, since modular constructions make the structure
of games more apparent. Moreover, (as discussed in Section 3.7) this reduces
the overhead of steps that are reader must check, and also prefers syntactical
steps, which are significantly easier to verify than non-syntactical steps, i.e.
elaborate code transformations.

With regard to SSPs, we find that, SSP graph layouts are designed to be
self-similar / symmetrical and hence possess structure as well, which is aided
by intent (the topic of our next section).

6.5 Intent

A supporting concept of proof structure is intent. The function of intent
is to provide a reader with the raison d’etre and thinking that went into a
particular proof step, which itself is not a lone entity but instead (usually)
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follows or is supported by prior steps. In short, intent identifies the why of a
step, which we strongly believe helps the reader to get an understanding of
the purpose and role of a step.

Intent not only strengthens the structure of a proof, but makes the proof
more robust. The unfortunate reality of proofs is that when they are written
on paper, or without the assistance of a strict interactive proof assistant/hu-
man, they usually tend to contain bugs and typos. A proof however should
be resilient to typos and small mistakes. More importantly, the larger picture
and meaning of the steps should be conveyed to a reader without breaking
down in the presence of these mistakes (robustness).

Moreover, we believe that expressing the flow of reasoning that an author
makes when deriving a correct proof may involve pitfalls, some of which
may give insight/context into why a certain strategy can’t work. Sometimes,
the intuition for a good proof may be absent from an actual formal proof.
We belief that this intuition is crucial in understanding a proof and may
be partly represented by intent (Section 6.5)). We believe that intent can
encode such meta-proof information and may also fall under the category of
informal proofs in mathematical practice philosophy [18].

Typically the way proof authors express intent in proofs is by way of
natural language (e.g English). Explaining thoughts in natural language is
a crucial process of making a proof more human friendly. However, here are
some additional ways to encode intent in cryptographic proofs, specific to
SSP methodology.

• Using good naming conventions for package/oracle/variable names.

• Visually encoding intent into SSP graphs and layouts.

6.5.1 Naming

It is a well known fact that good naming conventions can help avoid many
mistakes in proof writing, whereas bad naming can lead to more mistakes
and obfuscated proofs. Moreover, using meaningful names in proofs not only
enables a reader to parse a proof faster, but allows the reader’s understand
the intent of author. A less obvious but useful consequence of good naming
practices, with regard to SSPs, is to avoid having to parse and understand
elaborate code equivalence proofs. For example, in Chapter 2 we had to
show that the Zeroer package composed by another Zeroer package was code
equivalent to a single Zeroer package. Since the name intent of this pack-
age is explained and appropriate with regard to its function, a reader may
simply understand that this statement is valid without having to verify the
equivalence via inlining.
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6.5.2 SSP graph layouts

Intent may also be encoded effectively in SSP graph layouts. In Figure 6.1,
we illustrate two such examples of encoding intent visually.

Example: Multi-instance game intent

The first example (Figure 6.1) expresses a multi-instance game intent. By
laying out a call graph this way, the structure of multiple instances of a game
(left of Figure 6.1) becomes apparent, since the reader is able to see multiple
copies of the graph. Moreover it is clear that state is being shared between
layers, by the packages that have no outgoing edges.

Figure 6.1: Multi-instance game intent (left) with single game (right)

Example: Rewrite intent

Additionally we could use rewrite intents effectively in SSP call graphs (Fig-
ure 6.2), whereby rewriting is the process of replacing a cut in the graph
by another construction (which has matching interfaces). By laying out the
next step based on the layout of previous steps, the reader is able to follow
the train of thoughts that the proof author had in mind while performing
these transformations.
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Figure 6.2: Rewrite intent

For example, we see in Figure 6.2 that step two rewrites the midsection
of the call graph by introducing a new package which does not alter the
behaviour of the previous system. The last step takes this further by intro-
ducing another package, but it seems to indicate that this new construction
is the previous package modularized or decomposed into two other packages.

6.6 Related work

Mathematicians have always used terms to describe proofs, among them
beauty and elegance to describe mathematical proofs. There has been a sig-
nificant amount of effort to understand these terms precisely [18], since they
play an important role in proof perception and understanding. In a recent
survey by Hamami and Morris, we find that some of the concepts in math-
ematical practice philosophy are quite similar to concepts that have been
researched by the Crypto community. One such effort is the modularization
of mathematical proofs [18]. Moreover, there have been connections between
proof visualization and proof cognition/understanding in the notion of infor-
mal proofs (which are a style of communicating proofs that mathematicians
use to share intuition without having to be formal). We believe that such
concepts such as beauty and elegance of proofs should also be given equal
importance in the field of cryptography.



Chapter 7

Proof viewer for SSPs

State separating proofs and constructions are often very detailed and require
space for their descriptions (both graphs and pseudocode). Moreover, SSPs
are meant to be visualized. For this reason, the medium in which they appear
must not be too restrictive, in which case navigating between definitions and
graphs can be tedious. The main contribution of this work is to help build
a suitable medium for SSPs that avoids layout constraints of a traditional,
journal style paper. We provide a proof of concept (PoC) of such a proof
viewer, with the proof of Yao’s garbling scheme as its primary case study.

Along the way, we develop design ideas and concepts for a SSP proof
editor for writing proofs. Since this is a large undertaking, we focus only on
the viewing aspect of SSPs and defer SSP proof writing to future work.

Below we identify and discuss some of the main design features of the
proof viewer (Section 7.1). In Section 7.2, we discuss implementation details
of the our tool1, and motivation for some of the design choices. To test the
effectiveness of these ideas in proof communication and understanding, we
conducted a small User study comparing a traditional format (latex, PDF)
vs the SSP proof viewer. We present the results of this study and offer an
interpretation of these results (Section 7.3). Finally, we provide suggestions
for how the proof viewer may be extended to achieve the large goal of proof
writing and proof verification (Section 7.4).

7.1 Proof viewing and flow

viewing philosophy linear scrolling, hiding steps, pop-ups, keeping definitions
besides graphs for lookup

1We sometimes refer to the proof viewer as the tool throughout this chapter.
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Figure 7.1: Screenshot of SSP proof viewer.

Navigation and linking

Navigating a proof is often inconvenient in the traditional (journal style pa-
per) format, and requires a lot of scrolling. We would like to eliminate un-
necessary scrolling to find definitions and to get parts of the proof that one
is interested in. To establish effective proof navigation in the proof viewer,
we employ the concept of “linking” in as many ways as possible. Here are
some desired types of linking:-

1. Links from the proof tree to a claim/lemma

2. Links from a proof step to another proof step

3. Links of pseudocode oracles

Jumping ahead, since we implement the proof viewer as a dynamic website
(in JavaScript and HTML), linking is a natural property that we get for free,
achieving desired linking (2) and (3). However, the main device/feature
for navigating to statements and steps of a proof, we implement a dynamic
proof tree. Every node in this dynamic proof tree is either a proof step
(reduction/code equivalence) or a statement (e.g. theorem/lemma/claim).
The proof tree for Yao can be found in the bottom right corner of Figure 7.1.
Clicking on a node of the proof tree brings the reader to the desired proof
step on the left pane.
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Figure 7.2: Inlining steps in the proof viewer.

Information hiding

We integrate several features for information hiding in the proof viewer. Here
are some of them (depicted also in Figure 7.1).

1. Hiding proof statements/step(s). To achieve this, we allow the reader
to close certain parts of the proof by collapsing the parts of the proof
tree, namely every node provides an option to remove its children from
the main proof pane.

2. Hiding code equivalence/inlining steps. The proof viewer hides code
equivalence/inlining steps by default. The reader is given the option to
click and reveal the step (cursor in Figure 7.2) if desired, and is able to
view the inlining steps without the other pseudocode pane changing,
allowing comparisons to not get “lost” in viewing details.
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3. Hiding text and explanations. Another feature for better viewing inlin-
ing step explanations is to have annotations or popups that appear only
when a certain line in the pseudocode is being hovered over. In Figure
7.2 we see an example of a annotation to the right of main viewing pane
(albeit it is rather small in the screenshot). An additional feature of
the proof viewer is to hide all text entries, leaving only SSP call graphs.
This would be useful for a reader who is interested in verifying most of
the syntactic statements since this is mostly encoded visually in SSP.

7.2 Implementation details

7.2.1 Overview of design goals and choices

Below we present some (broader) design goals with regard to the proof viewer,
and how we achieved them.

• Encourage people to contribute. To ensure a low learning curve, the
proof viewer has been designed with simplicity in mind. We restricted
usage of fancy frameworks, except where necessary, with almost all of
the code written entirely in JavaScript.

• Make the tool accessible and un-intrusive. At present the proof viewer
does not require any installation, as it runs in a browser, making it
accessible to most people (with computers). It is an important design
consideration to not force the user to use something that it doesn’t
want to. One way we have tried to solve this is by minimizing the
number of dependencies the tool uses, as well as relying only on open
source frameworks, such as mxGraph. Moreover, the proof viewer is
designed to be run offline, the idea being that the user may switch off
the Internet if it wanted to and still be able to work uninterrupted.
Unfortunately, at present, the proof viewer requires internet access for
rendering LATEX, but we hope to solve this in the future.

Handling SSP graphs

To enable faster creation and manipulation of SSP graphs by a proof author,
we created a basic editor that takes as input a graph represented in JSON
format and produces an SSP call graph in SVG format that can be edited
further in any internet browser.
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Proof format

We also use JSON as the language format for proofs. At the top level, a
proof JSON file contains 4 properties, a name, monolithic package definitions,
modular package definitions (unlike monolithic packages, these contain graph
information since they represent packages that are constructions) and a proof
tree (Figure 7.3).

1 {
"name": "...",
"monolithic_pkgs": {...},
"modular_pkgs": {...}
"prooftree": {...},

}

Figure 7.3: properties of proof file

"BITS":
{

"oracles":
{

"CHECK" :
{

"code": "@assert z_j \\neq @bot;",
"params": ["j"]

},

"GETBIT" :
{

14 "code": "@assert z_j \\neq @bot; ;@return z_j",
"params": ["j"]

},

"SETBIT" :
{

"code": "@assert z_j = @bot;z_j @gets z;@return ();",
"params": ["j", "z"]

}

}

},

"BITS_1":
{

"instance": "BITS"
},

34 "BITS_2":
{

"instance": "BITS"
},

Figure 7.4: Example of monolithic package and instances (BITS package)
definition.

In Figure 7.4, we see how a (monolithic) package is defined. The de-
scription allows an author to add package instances as well, because our
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{
"SEC^0(GB_{yao})":

3 {
"oracles": [["KEYS_1", "SETBIT"],["KEYS_1", "GETA^{out}"],

["GB_{yao}", "GBL_{1..d}"],["KEYS", "GETKEYS^{in}"]],

"graph":
{
"GB_{yao}": [["KEYS_1","GETKEYS^{in}"],["KEYS","GETKEYS^{out}"]],
"KEYS_1": [],
"KEYS": []

},

"layout": {"nodes":{...},"edges":{...},"edge_points":{...}}
},

Figure 7.5: Example of modular package definition with graph data structure.

graph data structure requires unique package names for every node in the
call graph. At present the package indices are left in the visualization, but
this can be removed also. Also notice that the for monolithic packages we
may want oracle definitions. In Figure 7.4 we see the oracle definitions of
CHECK, GETBIT and SETBIT.

On the other hand, modular packages are essentially describe construc-
tions, hence they require graph information, which we represent with an
adjacency list in JSON (Figure 7.5). We have omitted layout information
in this figure, but in practice this information is anything pertaining to the
layout of the graph, such as package coordinates and edge/arrow placements.

In Figure 7.6 we see how a proof tree is defined in JSON. Each step has
some content that is either text or graphs. The layout of graphs is implicitly
specified in the way that the list defined, e.g. [[A, B]] would put graphs A
and B side by side, whereas [[A], [B]] would make graph A go above graph
B.

7.3 User study

To test the effectiveness of these ideas and the proof viewer’s implementation
of them, we conducted a user study. The study was conducted on a small
group of 6 students, who had taken a graduate level course on Cryptography
prior to the study. The participants were split into into 2 groups consisting
of 3 people each. Participants were not allowed to have any discussion among
themselves. Group 1 was selected as the constant group, and was given a
traditional style paper presenting the proof of Yao’s garbling scheme. On
the other hand, Group 2 was the test group, with which we provided the
same proof but in the proof viewer. To familiarize the participants with the
garbled circuits protocol, the participants were provided a short document
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"Theorem" :
{

"parent": null,
5 "contents": [

{
"text": "Main theorem."

},
{

"text": "Let \(\mathcal{A}\) be a PPT adversary, let \(d\) be a polynomial upper bound
on the depth of the circuit which \(\mathcal{A}\) chooses, let \(n\) denote the
width of the circuit and let \(se\) denote the symmetric encryption scheme used
within \(\mathsf{GB_{yao}}\). Then, there exists a PPT reduction \(\mathcal{R}\)
such that $$\mathsf{Adv}(\mathcal{A};\mathsf{SEC^0(GB_{yao})}, \mathsf{SEC^1(SIM_{
yao})}) \leq d \cdot n \cdot \mathsf{Adv}(\mathcal{A} \rightarrow \mathcal{R}; \
mathsf{IND\text{-}CPA^0}(se),\mathsf{IND\text{-}CPA^1}(se))$$"

},
{

"graphs": [["SEC^0(GB_{yao})"], ["SEC^1(SIM_{yao})"], ["LSEC^1_{1..d}(GB^1_{yao})"]]
},
{

"text": "..."
}

]
},

"Lemma1" :
{

"parent": "Theorem",
"contents": [

25 {
"text": "Lemma 1 (circuit security)."

},

{
"text": "..."

},
]

},

"Lemma2" :
{

"parent": "Theorem",
"contents": [

{
"text": "Lemma 2 (layer security)."

},
{

"text": "..."
}

45
]

},
...

Figure 7.6: Proof tree JSON description.

(a week prior to the study) that gave an overview of garbled circuits.

7.3.1 Setup and questions

The questions were divided roughly into 3 parts, namely, structural, technical
and subjective questions (Appendix B). In the structural questions, we tried
to get an idea of the participants’ understanding of the structure of the proof
and its statements, i.e. the lemmas and claims of the proof. In the technical
questions, we gauged their understanding of low level specifics, by quizzing
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them on details within the pseudocode of oracles.

7.3.2 Interpretation of results

Structural questions

We found that the proof viewer enhanced participants’ understanding of
proof structure. This may be an unfair comparison, since the proof viewer has
an explicit proof tree whereas the paper had encoded it in a slightly different
way. Nevertheless, this shows that explicitly having a proof tree, which also
acts as a “map” for navigating the proof reinforces the understanding of a
proof’s structure.

Technical questions

Participants exposed to the proof via the proof viewer seemed to also perform
better on technical questions pertaining to pseudocode. One reason for this
could be that the oracle pane/window is always beside the proof steps, and
is easy to access by clicking on packages within a call graph. Moreover, we
provided links in oracle pseudocode to the other oracles it makes calls to,
which one participant regarded as useful.

Feedback and improvements

The participants that interacted with the proof viewer mainly felt that they
were unable to understand certain steps. This was mainly due to the fact
that the proof was incomplete. However, with regard to visualizations -
both groups felt that it helped them to understand the high level structure
and idea of the steps (keep in mind that they were only given 1 hour and
45 minutes for this entire experiment), and we feel this is a positive result
indicating the validity of some of our hypotheses on proof viewing.

7.4 Future work

In general, we may conclude that the proof viewer is indeed a useful tool for
better proof communication (a positive result!). Below we list some natural
extensions to the SSP proof viewer.
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Improvements to the proof viewer

• Better visualization. For example, hybrids proof steps can be colored
with a gradient, reduction steps can be highlighted.

• Improved automatic graph layouts. We would like to use better/-
more advanced algorithms to generate better graph layouts automati-
cally. The current version of the proofviewer simply converts each layer
of the SSP call graph DAG and displays it on a separate column, with
some pre-defined offset.

• Improved interface. This is an open problem. There are probably
other (better) ways to lay out the interface and viewports.

A proof editor for SSPs

The initial goal of this project was to build a full-fledged proof editor. We
would like to re-iterate that this would be a very useful tool, since it would
allow proof authors to also write better proofs (less mistakes, and more effi-
ciently).

• Graph rewriting and interface matching. However, it would be
good to somehow integrate the pseudocode of oracles along with graphs
to see if they are valid/correct.

• A richer graph editor. At present the proof viewer is a bit dull
(highlighting reductions with gray and code equivalences with dashed
lines). It would be useful to include color information or shapes.

• IPython-Notebook style editing of proofs. Seldom do proof au-
thors immediately come up with a correct proof and write it in a single
iteration. Notebook style editing will alow authors to experiment and
try different strategies, while being able saving steps that have been
tried, and to have view partially worked steps.

• Collaborative proof writing. This is an advanced feature, but we
hope someday cryptographers will be able to collaboarate and write
proofs in realtime via the Internet.

Automated code equivalence and parameterization in the
language

Code equivalence steps can be quite tedious, especially when they involve
multiple package composition. Also, using pseudocode gives the author more
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freedom but comes with the downside that it cannot be machine checked, and
hence may be error-prone. We hope these steps can be avoided in the first
place, but this will ultimately rely on well designed constructions for the
proof are, and effective application of laying out, naming, intent and so on.

The other solution to avoid code equivalence proofs is to automate them.
In order to automate code equivalence steps the author must use instead
parameterize the language of the oracles with some formal programming
language instead of pseudocode.

7.5 Conclusion

Much of the results of this project was due to the author’s (and surrounding
community’s) desire for better tools in cryptographic proof communication
and understanding. In the early stages of this project, the main objective
was to understand garbled circuits, and its proof of security, through ma-
chine verification methods. However, as the research evolved, several other
questions emerged i.e. methods of better cryptographic proof communica-
tion. Our hope is that this project may inspire more people to research and
study better proof communication techniques.
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Appendix A

Attack on deterministic encryption
scheme

To see this why deterministic encryption is not IND-CPA secure, let us in-
stead of using se, use a deterministic encryption scheme detse. Consider the
following adversary (Figure A.1):

A

1 : c0 ← ENC(0λ)

2 : c1 ← ENC(1λ)

3 : if c0 = c1 then

4 : return 1

5 : return 0

Figure A.1: Adversary for deterministic encryption scheme detse

Essentially what the adversary does is encrypt two unique messages by
calling the game’s oracle ENC with λ many zeroes 0λ , to obtain c0, and then
with a different message 1λ to obtain c1. If the ciphertexts are equivalent,
the adversary knows that it is interacting with the ideal game, since the ideal
game always yields an encryption of all zeroes. If it was interacting with the
real game the ciphertexts would have have been different.
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Appendix B

User study

B.1 Questions

B.1.1 Structural questions

1. Which statement establishes that the layer security of Yao’s garbling
scheme can be reduced to double encryption security?

2. Which statement implies that the layer security of Yao’s garbling scheme
implies the security of the garbling of the entire circuit?

3. In the proof of Lemma 1, what do the game hops do?

B.1.2 Technical questions

1. How is state shared between layers? What packages are used to ensure
this shared state?

2. (a) Is the adversary allowed to call GBL before setting an input?
(b) Can GBL be called twice?
(c) How is the order of oracle calls enforced in the proof?
(d) How and why is aflag used?

3. (a) In the IND-CPA game, what happens if we add a GETINAout query
to the KEYS package so that the adversary can call it? You may pro-
vide a high level intuition/explanation or pseudocode to support your
argument.
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(b) If the security definition remains meaningful, explain why. If not,
give an attack which has distinguishing advantage ≥ 3

4
.

B.1.3 Subjective questions

1. Which part of the proof did you least understand?

2. Which part of the proof did you most understand?

3. Out of a scale of 1 to 10, how well would you say you understood the
pseudocode used in the packages?

4. Out of a scale of 1 to 10, how well would you say you understood how
the proof steps come together (typically these are found in Lemmas
and Claims)?

5. Did you find the visualizations of the call graph helpful in understand-
ing the proof? If so please state which components were helpful. If
not, please share suggestions to improve them.
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