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From the perspective of an access network operator, smart home is an interesting
opportunity. Operators have established customer relationships with their existing
mobile and fixed broadband offering and view the smart home as an opportunity
to create value-added services. Interoperability of smart home devices enables full
potential as users are willing to use a single application for all their home control
needs. Interoperability and the single application as a control method can be
achieved with a smart home hub and an integration service. One possible strategy
for operators is to provide such hub and service.

To provide a smart home hub and an integration service, operators have to choose
how to partner with hub manufacturers. The thesis identifies three alternative
ways for the partnership using Value Network Configuration method. To compare
those three alternatives, called value network configurations, a techno-economic
model is created, focusing especially on costs. Three value network configurations
are compared with the model using example input data and a single value network
configuration is recommended based on cash flow analysis results such as net present
value, internal rate of return and payback period in combination with sensitivity
analysis. The thesis also introduces a simple approach for modeling the effect of
development time when comparing the value network configurations. With used
input data, the results of the techno-economic model indicate that the operator
should choose a value network configuration in which the operator deploys their
application but utilizes hub manufacturer’s backend. To help the reader understand
the choices and assumptions made in Value Network Configuration method and
Techno-economic model, Michael Porter’s Five Forces method is used to identify
and classify forces affecting the industry of smart home hub and integration service.

Keywords: Smart Home, Internet of Things, IoT, Value Network Configurations,
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Alykoti on mielenkiintoinen mahdollisuus verkko-operaattoreille. Operaattorit voi-
vat hyodyntéa olemassa olevia mobiili- ja kiinteén laajakaistan asiakassuhteitaan ja
tarjota alykotia lisdarvopalveluna. Yhteensopivuus mahdollistaa alykoti-laitteiden
tayden potentiaalin, koska kayttajat haluavat kontrolloida kotejaan kayttaen ai-
noastaan yhta sovellusta. Yhteensopivuus ja yhden sovelluksen kautta tapahtuva
hallinta on mahdollista toteuttaa alykodin keskuksella ja integraatiopalvelulla.
Operaattorille yksi mahdollinen édlykodin strategia on tarjota téallaista keskusta ja
palvelua.

Tarjotakseen alykodin keskusta ja integraatiopalvelua, operaattorit joutuvat paat-
taméan, kuinka partneroitua keskusvalmistajien kanssa. Tyo identifioi kolme eri-
laista partneruutta kayttden arvoverkkokonfiguraatio menetelméa. Luotuja kolmea
vaihtoehtoa, nimeltaén arvoverkkokonfiguraatiota, vertaillaan tekno-ekonomisella
mallilla, keskittyen erityisesti kuluihin. Kolme arvoverkkokonfiguraatiota vertail-
laan mallilla kdyttden esimerkki dataa syotteend ja yhté arvoverkkokonfiguraatiota
suositellaan perustuen rahavirta-analyysin tuloksiin, kuten nettonykyarvoon, efek-
tiiviseen korkoon ja takaisinmaksuaikaan yhdessé herkkyysanalyysin kanssa. Tyo
myo0s esittelee tavan vertailla kehitystyohon kuluvaa aikaa eri arvoverkkokonfiguraa-
tioiden vélilla. Kaytetylla esimerkkisyotteelld malli indikoi, ettéd operaattorin tulisi
valita sellainen arvoverkko, jossa operaattori julkaisee oman sovelluksen, mutta
hyodyntaa keskusvalmistajan taustajarjestelmaa. Jotta lukija ymmaértéisi arvo-
verkkokonfiguraatio menetelméssé ja tekno-ekonomisessa mallissa tehdyt valinnat
ja oletukset, Michael Porterin viiden voiman mallia kiytetadn identifioimaan ja
erittelemaan alykodin keskus- ja integraatiopalvelualaan vaikuttavia voimia.

Avainsanat: Alykoti, esineiden internet, arvoverkkokonfiguraatio, tekno-
ekonominen malli, viisi voimaa
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1 Introduction

The number of internet connected devices is rising, and the expansion of connectivity
beyond computers, tablets and smartphones, called the Internet of Things (IoT), is
becoming a reality. Connecting a variety of devices, sensors and everyday items to
the Internet enables a range of use cases on multiple areas such as remote monitoring,
predictive maintenance, location tracking and automation. However, different use
cases introduce varying needs for the network regarding power consumption, delay
tolerance and bandwidth requirements.

Multiple sources have estimated the total value of the IoT market. The estimates
vary widely, for example, [7] estimates the total value of IoT to be 1.1 trillion dollars
in 2025, whereas the same estimation by [8] is 3.9 to 11.1 trillion dollars. The total
value of IoT is divided between connectivity, devices, platforms and applications.
However, according to [8] connectivity will represents only 5 percent of the total IoT
revenues by 2025.

For network operators, [oT thus brings challenges and opportunities. To capitalize
bigger share of total IoT market, operators are seeking to expand their product range
beyond connectivity. Smart homes are an interesting segment for access network
operators as they have already established customer relationships and can provide
[oT value-added services on top of their current broadband subscription for homes.
Actor roles in the smart home environment have yet to stabilize and operators are
currently actively expanding their role. One expansion strategy is to provide a smart
home hub with an integration service, enabling users to control a variety of home
[0T devices from different manufacturers using a single hub device and connected
application.

1.1 Research Question

The thesis is a techno-economic analysis of smart home hub and integration service,
conducted from the perspective of an access network operator. The research questions
are:

What are the costs involved in developing and providing a smart home hub and
an integration service?

How should operators partner with solution providers to offer a smart home hub
and an integration service?

1.2 Scope

In this thesis, a smart home hub refers to a physical unit that is wirelessly connected
to multiple devices in the home environment using multiple networking technologies.
Theses networking technologies include WiFi, Bluetooth (Low Energy), ZigBee and
Z-Wave. On the other side, a smart home hub is connected to operator’s access
network, which can be either fixed, wireless or a combination thereof.



An integration service enables users to manage smart home devices from multiple
device-manufacturers using a single application. The application can be provided
in the form of a mobile app or a web page. The application can be used to control
devices, set up automation rules and for remote controlling the home. To provide
such service, a cloud service and multiple integrations are needed.

Developing and providing a smart home hub and integration service is not a part
of operator’s current core business. Furthermore, similar solutions already exist in the
market, leaving operators wondering how deeply they should partner with solution
providers. One way to address this question is by comparing the costs associated
with different levels of partnership.

1.3 Research Process and Methods

The thesis introduces the reader to the smart home hub business with Porter’s
Five Forces framework and describes three different partnership levels operators can
create with existing smart home hub and integration service providers using Value
Network Configuration (VNC) method. In addition, a cost model is formed, and
three partnership levels are compared to each other based on the cost model. The
cost model is expanded into a techno-economic model by introducing revenues as
well and typical financial figures used in investment analysis are calculated. The
techno-economic model also includes a sensitivity analysis to present the effect of
different parameters on the calculations.

Five Forces method is chosen due to its ability to categorize and identify important
forces affecting an industry and provide the reader with the necessary understanding
of smart home hub and integration service business to accept the reasoning behind
configurations on the VNC method. The VNC method was chosen due to its
ability to explicitly define the roles for different actors and to communicate different
partnership levels operators can obtain with solution providers. Cost modeling
enables comparing both total costs as well as the distribution of costs between each
partnership level. Expanding the cost model into a techno-economic model enables
comparing partnership levels based on widely used economic results of net present
value (NPV), discounted payback period and internal rate of return (IRR). In the
techno-economic model, a sensitivity analysis is used to reinforce the modeling with
sensitivities and their effects on the NPV.

The relation of VNC method and techno-economic modeling is visualized in figure
1. The partnership levels are identified with the VNC method and the identified levels,
called VNCs, are compared with cost model and techno-economic model. Based on
those comparisons, it is possible to recommend a single VNC. Any operator can
implement this same process with their own input data to get a recommendation.
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Figure 1: Thesis process flowchart

To gather knowledge on the subject and validate the results, several discussions
were had with industry experts inside Elisa Oyj. The dates, discussion topics and
areas of expertise are listed in appendix Al.

1.4 Structure

The rest of the thesis is organized as follows: Chapter 2 provides the necessary
background information about smart home, related networking technologies and
management services used. Chapter 3 presents the opportunities and challenges for
an operator in IoT, smart home and smart home hub and integration service. To
analyze the opportunities and threats for an operator in smart home and integration
service business, Five Forces method is used. Chapter 4 presents the theoretical
background of Value Network Configuration method and introduces the three different
configurations representing different levels of partnership. Chapter 5 presents the
techno-economic model by describing the cost structure, calculations, used input



data, revenue modeling and economic results with sensitivity analysis. Chapter 6
presents the results of the study, and discusses conclusions and future research.



2 Background

This chapter introduces the necessary background information to understand the
analysis. The chapter includes overall IoT introduction and architecture, smart home
introduction with architecture, devices, hubs and gateway devices. Also, related
networking technologies and other concepts are introduced. Smart home management
services are described by introducing device manufacturer-specific applications, hub-
based applications and OTT platforms. Smart home issues and barriers are discussed
from perspectives of interoperability, security, privacy, legal, cost, value proposition,
customer knowledge and lack of killer application.

2.1 I0T Introduction and Architecture

The Internet of Things (IoT) is a term used to refer to how internet connectivity
is expanded beyond computers, tablets and smartphones to a variety of objects,
devices, sensors and everyday items. As a term, the Internet of Things was first
used in 1999 and the origin of the concept of monitoring and controlling devices by
combining networks and computers is decades old. IoT’s current rise is a result of
multiple technological and market trends, such as computing economics (Moore’s
law), ubiquitous connectivity, adoption of IP-based networking, the rise of cloud
computing and advances in analytics. [1]

Machine-to-machine (M2M) refers to machines communicating autonomously,
sending and receiving data created without human intervention. Enterprise and
industrial M2M-solutions have been in widespread use already from the 1990s, but
especially early solutions were mostly proprietary or industry-specific solutions instead
of IP-based systems [1]. M2M and IoT are related concepts as [oT is fundamentally
based on M2M communications but adds cloud platforms, big data and analytics.

Internet of Things is a globally used buzzword, for which there is no universally
accepted definition. In [1] multiple definitions by different groups are listed. For
this thesis, the broad view by [1] is adopted and the terms Internet of Things and
the ToT are used to refer to expansion connectivity and computing capabilities to
objects, devices, sensors and items not traditionally considered to be computers.

Regarding the IoT architecture, Internet Architecture Board, a committee of
standardization organization Internet Engineering Task Force, generalizes four IoT
communication patterns in their memo: device-to-device pattern, device-to-cloud,
device-to-gateway and back-end data sharing (see figure 2). In the device-to-device
communication pattern, the devices form a direct connection between each other
through a wireless network. An example of device-to-device communication is a
connection between a smart light and a light switch. Device-to-cloud is a pattern in
which all data transfer happens through a cloud service. The committee, in their
memo, doesn’t address the networks between an IoT device and a cloud service but
points out that this pattern enables IP-based traffic. In the device-to-gateway pattern,
the traffic is routed through gateways either to the cloud service or to another device.
The gateway may also act as a traffic source or destination. The back-end data
sharing pattern describes the committees’ view on how the data exchange between



the back-ends of different application providers should be done. Their view is that
it should be JSON objects, using a secured HTTPS application layer protocol and
OAUTH 2 authentication method. [9]
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Figure 2: Different IoT communication patterns by IETF [1]

2.2 Smart Home Introduction

Smart home refers to a home where the electronic devices are connected to each
other and to control applications, typically via the Internet. When discussing the
Internet of Things, a term setting is often used to describe the environment in scope
and a smart home can be categorized as one IoT setting. Connected devices in a
smart home setting can be referred to as IoT devices or things. According to [§],
smart homes represent a potential economic impact of 200-350 billion dollars per
year in 2025.

Examples of smart home use cases are lightning control, smart locks and remote
monitoring of the home. The fundamental principle is that homes can gather
information about humans and their surroundings in the home and make changes to
improve the human experience. To achieve this, communication infrastructure and
electronics need to be combined with computing capabilities to enable automated
intelligent decisions. In the very end, a smart home aims to make life easier and
improve social environment.[10]

As a concept, the smart home has existed and been studied for years already.
In [11], the concept of the smart home was described. Although technologies have
evolved a lot from when the article was published in 2007, the concept is still relevant.



The concept presented is that smart homes can monitor themselves and perform
activities, either by preset rules or independently, according to the user’s choice. The
article states that almost any electrical component should be connected to the system
and that a smart home simplifies life, saves energy and provides comfort and security.
For an exact definition, thesis acknowledges one provided in [12]: "A smart home is
a residence equipped with a high-tech network, linking sensors and domestic devices,
appliances, and features that can be remotely monitored, accessed or controlled, and
provide services that respond to the needs of its inhabitants."

Smart homes are envisioned by many. One example is presented in [8], a McKinsey
report, the home of the near future (from perspective of 2017) is envisioned by example
use cases. They present a view of an air conditioning system that can be remotely
adjusted and a robotic vacuum cleaner which can use camera data to detect the need
for vacuuming and automatically perform the action while nobody’s home to avoid
disturbance. They also envision how a pool could have such a reliable camera and a
sensor-based surveillance system, that parents would be able to leave kids themselves
by the pool. They also present a fridge that is capable of detecting what is inside it,
how old the ingredients are and able to automatically create shopping lists.

Although the concept has existed for some time already, smart homes have recently
gained interest. According to Google Trends, Google searches for the term "smart
home" have grown for a few years as shown in figure 3:

Interest over time oL

Note

Figure 3: Google searches for "smart home" [2]

And similarly searching for the term "I[oT" has seen a lot of interest in the last
few years as shown in 4:
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Figure 4: Google searches for "ToT" [3]

In the famous Gartner Hype Cycle for Emerging Technologies for 2018 (see figure
5, Connected Home was situated as starting to go through the disillusionment and
reaching plateau in 5 to 10 years:

Hype Cycle for Emerging Technologies, 2018
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Figure 5: Gartner Hype Cycle for Emerging Technologies 2018

2.2.1 Smart Home Architecture

Currently, most used wireless internet-connected devices such as smartphones, tablets
and laptops are connected either via a cellular network or via a WiFi. The WiFi
connects to the Internet via a cellular or a fixed network. Considering IoT devices,
there are even more options to connecting devices to the Internet, as in addition
to the cellular and the WiFi, the connection can be made from an IoT end-device



to a bridge or a hub, which is connected to a WiFi or a router. The bridges and
hubs can be manufacturer specific or more general. Also, sometimes it is enough
that communications are established only between devices in the local area network
without routing traffic to the Internet. To add more complexity and variations, there
are lots of suitable networking technologies used.

For the service in the scope of the thesis, the architecture is as follows: All IoT
end-devices in a home are connected to a smart home hub, which is connected either
to a fixed or a cellular network provided by the operator. This is one of the multiple
possible architectures for a smart home, and this architecture provides an opportunity
for the operator to take responsibility for connections between the end-devices and
the hub. This architecture is what IETF calls Device-to-Gateway as described in 2.1.
The architecture is visualized on a general level in figure 6.
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Figure 6: Technical architecture of the service

2.2.2 Devices

On the very far edge of a home network are the devices. In the context of smart home,
devices are connected to the Internet and physically can be for example lights, door
locks, refrigerators, robot vacuum cleaners, monitoring sensors or cameras. There
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are multiple networking technologies used by different devices.

According to [13], the biggest category of smart home devices in March 2019 was
video entertainment, followed by smart speakers and home monitoring and security
systems. [13] also made forecasts about the market for 2023 and the categories
with the biggest anticipated growth are lighting and home monitoring and security
systems. The total amount of shipped smart home devices is estimated to increase
from 833 million in 2019 up to 1 557 million devices in 2023.

The broad scope of smart home devices sets multitudes of different requirements
for networks. Entertainment systems require high data rates, whereas water leak
sensors require low power consumption. Also, availability requirements differ from
device or use case to another. Not being able to operate a door lock for an hour is a
bigger issue than not receiving readings from a humidity sensor for an hour. This
thesis is focused on use cases with low power consumption and high reliability and
leaves out devices with high bandwidth requirements, such as TVs, PCs, laptops and
tablets.

2.2.3 Smart Home Hubs and Other Gateway Devices

Smart home hubs are central devices that create the wireless home networks needed
to connect devices to the Internet. As stated in the previous section, devices in the
smart home exploit multiple networking technologies, meaning that single networking
technology is not suitable for all use cases. On the physical level, the idea of
a smart home hub is to communicate with all different devices, using all those
different networking technologies. Hubs also enable controlling devices from multiple
manufacturers using a single application (see 2.5.2 for more information).

Besides general hubs, multiple device manufacturers have created their own
gateway devices, sometimes referred to as bridges. The purpose of such devices
is to enable communication between different networking technologies, typically
connecting Zigbee or Z-Wave to WiFi or Ethernet. Examples of such devices are
Phillips Hue Bridge and Ikea Tradfri Gateway[14][15].

2.2.4 Access Technology

Smart home hubs can be connected to the Internet via a fixed or a cellular network.
From the perspective of the thesis, the choice of access technology type is irrelevant
as the biggest operators in Finland provide connections to homes using either type of
aforementioned access technologies and the choice of access technology doesn’t affect
the service in scope of this thesis. A term, operator, will be used throughout the thesis
and refers to an access operator providing home subscriptions using fixed, wireless
or combination of both technologies. Smart home hubs will introduce additional
traffic to the access networks, but as the focus is on low power consumption and
high reliability use cases, the effect of hubs to access network capacity planning is
minor and not considered in the analysis. Similarly, the effect on transit and peering
costs is minimal and not considered in the thesis.
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2.3 Networking Technologies

Networking technologies are often classified based on their range. Typical categories
are Personal Area Networking (PAN), Local Area Networking (LAN) and Wide
Area Networking (WAN). This section presents PAN and LAN technologies suitable
for smart home indoor networking. Low power usage is one of the most important
attributes for smart home networking and these technologies are sometimes referred
with term Low Power Wireless Local Area Networks (LPWLAN). The section
discusses the suitability of different networking technologies for smart homes and
their standardization and promotion. Technologies presented in this chapter are
selected based on their estimated potential for smart home usage, with focus factors
such as current adoption, hype, power consumption and interoperability.

2.3.1 WiFi (802.11)

The family of IEEE 802.11 standards is often referred to as WiFi due to the promotion
of Wi-Fi Alliance. The most common 802.11 standards are 802.11 (legacy), 802.11a,
802.11b, 802.11g, 802.11n and 802.11ac. All these standards use license-free bands
such as 2,4 GHz and/or 5 GHz. The latest of those standards, 802.11ac can reach
data rates in the range of 1 Gbit/s. New standards are constantly coming out for
even faster data rates like 802.11ad, which operates at 60 GHz bands and enables up
to 7 Gbit/s. [16]

For smart home use, WiFis advantage over other networking protocols is high
adoption. Wi-Fi Alliance estimates that in 2019 cumulative shipments of WiFi
devices will reach 30 billion (10%) [17]. 30 billion devices are a lot, for example,
Zigbee reached half a billion in 2018 [18]. WiF1i is already used to connect various
home devices like T'Vs and speakers, but as a single smart home networking technology;,
the power consumption of WiFi becomes on issue. WiFi is not optimized for low
power consumption and peak current consumption can be as high as 116 mA [4].

2.3.2 Bluetooth

Bluetooth and Bluetooth Low Energy (BLE) are networking standards for short-range
communications. Classic Bluetooth is used for example in wireless headsets, whereas
BLE is more suitable for devices requiring low power consumption. BLE uses a
shorter connection time compared to classic Bluetooth to reduce battery consumption.
19]

BLE (based on IEEE 802.15.1 physical layer) is short-range networking standard
designed for reduced power consumption and cheaper connectivity than Bluetooth
Classic. It operates at license-free 2,4 GHz bands and can be used to establish a
direct connection between devices, for example, a smartphone and a smart home
device such as a connected lock. [4]

Bluetooth uses a simple naming scheme, where a newer version has a bigger
number, eg. Bluetooth 5 was introduced after Bluetooth 4.2. For Bluetooth 5, the
focus was especially on BLE and new features include for example range extension
from 100m to 200m, increase of nominal data rate from 1 Mbps to 2 Mbps, reduction
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of latency from less than 6 ms to less than 3 ms and increase of message size from 31
bytes to 255 bytes. BLE performance has been evaluated against Zigbee (presented
in section 2.2.3) and the study showed that BLE in Bluetooth 5 achieved significantly
better battery life and throughput. Also, for Bluetooth 5, LE power classes were
designed for BLE to help developers to choose suitable hardware for their use cases.
After Bluetooth 5 specification, mesh protocol has also been released. [20]
Bluetooth is standardized by the standardization organization Bluetooth Special
Interest Group (SIG). Any company building products that use Bluetooth must be
part of SIG [21]. In SIG, the companies with the highest power are called Promoter
Members and include companies like Nokia, Ericsson, Apple and Microsoft [22].

2.3.3 Zigbee

Zigbee is a short-range networking standard based on IEEE 802.15.4 standard. It
operates on license-free bands and can provide data rates up to 250 kbit/s and a
transmission range up to 1000 meters in a line-of-sight situation. However, in typical
indoor scenarios, the range is tens-of-meters.[23]

Zigbee supports three different architectural topologies: Star, Mesh and Tree.
Zighee supports up to 65000 nodes in the network and the average power consumption
is 185,9 microwatts per bit. Zigbee doesn’t support IP protocol.[24]

Zigbee protocol stack consists of two parts. PHY and MAC layers used are
from IEEE 802.15.4. standard. Networking and application layers are defined by
Zigbee Alliance. Inside the application layer is an application framework, which
includes multiple application profiles. It has been possible for manufacturers to
have proprietary application profiles. Application profiles role is to enable sending
commands, requesting data and processing those request commands. [25]

The possibility that two Zighee devices might not be interoperable due to different
application profiles might have been confusing for users and Zighee Alliance has tried
to address this issue in their newer release, Zigbee 3.0. Zigbee 3.0 combines all legacy
profiles and defines a single application language for multi-vendor support. Zighee
3.0 is backward and forwards compatible with legacy profile devices. [26]

Zighee Alliance has created a certification program that products and plat-
forms must go through to be allowed to use Zighee name and logos [27]. Alliance
has three levels of membership and the highest level is called Promoters|28]. Pro-
moter companies include for example Amazon, Huawei, Silicon Labs and Samsung
SmartThings[28].

2.3.4 Z-Wave

Z-Wave is another short-range networking technology operating at license-free 2,4
GHz band. Z-Wave is a proprietary technology, originally developed by a company
called Zensys for monitoring and controlling IoT devices. Z-Wave supports data
rates of 9,6 kbit/s to 40 kbit/s and ranges up to 30m in free space. [29]

Currently, Z-Wave is owned by Silicon Labs [30]. All Z-Wave products must be
certified by a two-step process, where the first step (technical) is managed by Silicon
Labs and the second step (market) is managed by Z-Wave Alliance [31]. To receive
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market certification, a company must be part of Z-Wave Alliance [31]. The alliance
currently has over 700 company members [32].

2.3.5 Networking Technologies and Smart Home

In 2019, it is not clear which technology will be dominant for smart homes and
whatever it will be only a single technology or a multitude of technologies. In home
environments, besides support for low power consumption, there will always be a
need for wireless technologies with high throughput and none of the technologies
currently is capable of satisfying both requirements. Besides technical specifications,
the choice of networking technology is also affected by economic factors, especially
the pricing of hardware and penetration of the technology. Table 1 summarizes
current networking technologies suitable for a smart home environment, focusing
on versions that offer low power consumption and longer range. All these listed
technologies are rapidly evolving with new versions bringing improvements to the
range, power consumption and data rate.

| Attribute | WiFi | Bluetooth LE | ZigBee | Z-Wave |
Version Revieved | 802.11n (]il;;tooth g ZigBee 3.0 Z-Wave
IEEE Standard | 802.11 802.15.1 802.15.4 None
24 GHz (5
Frequency band | GHz for other | 2,4 Ghz 2.4 GHz 900 MHz
versions)
Range 150 200 m 100 m 30 m
Power consump- High Low Low Low
tion
Data rate > 100 Mbps | 2 Mbps 250 kbps 40 kbps
Point-to-
Topology Star, Mesh Point, Broad- st Clisiies, Mesh
Mesh
cast, Mesh
High (via
Qurrent Penetra- High smart Low Low
tion
phones)

Table 1: Networking technologies summary [4], [5], [6]

2.4 Related Concepts

In this section, the concepts related to smart home and important for the thesis are
described.

e API - Application Programming Interface (API) is defined by Oxford Dictio-
nary (Lexico) as: "A set of functions and procedures allowing the creation of
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applications that access the features or data of an operating system, application,
or other service" [33]. API is an important concept for smart homes, as APIs
enable application-level interoperability between different systems. Smart home
manufacturers have a choice of creating open APIs, opening up their APIs for
partners or keeping APIs private. For example, Philips has open API for its
Hue lighting system, but for example, IKEAs quite similar Tradfri lighting
system is closed [34] [35].

e REST - Representational State Transfer (REST) is an architectural style used
in many APIs. REST APIs are typically connected over Hyper-Text Transfer
Protocol (HTTP) and it’s secured version HTTPS. Resources in REST APIs
can be accessed for example in JSON, XML, JPEG or plain text format.

e OS API - Operating System (OS) APIs are the interfaces between operating
systems and applications. OS APIs are responsible for example of giving user
location for applications and handling messages.

2.5 Management Services

Smart homes are controlled with management applications and through automation.
Users can act with management applications by using mobile apps or web pages,
dedicated control devices or through voice-enabled hubs. An important part of smart
home management is setting up automation rules, for example turn on the light when
entering the room. Also, the ability to set up scenes, where users can set multiple
devices to a certain state with a push of a single button becomes useful for users
with multiple devices. An example of a scene could be made for movie watching,
where all lightning is set to very dim brightness.

2.5.1 Device Manufacturer Specific Applications

Typically each device manufacturer has its own dedicated application to control the
devices they make (see figure 7). Through the applications, users can set up and
control their devices. Manufacturer applications are also used to update software and
firmware of the end devices. Depending on the use case and the manufacturer, the
application might have additional features, such as the ability to set up automation
rules or receive notifications based on changes in the state of the device.

With dedicated applications, there is no guarantee that a device from a different
manufacturer is controllable through the application. With simple devices using
standard protocols, for example, smart lights using Zigbee Light Link, it is often
possible to control the lightning using another manufacturer’s app and create a
system using lamps from multiple manufacturers. For example, IKEA’s Tradfri
lights can be controlled through a Philips Hue application via Philips Zigbee gateway
device [36]. However, trying to add for example LIFX WiFi bulbs to the system and
controlling those through the Phillips application is not possible [37].

Most applications are free to download and use, for example the aforementioned
Philips Hue [38]. However, for use cases requiring storage space, users can buy storage
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space. For example, Google’s Nest monitoring cameras have additional service, Nest
Aware, which is sold as a subscription and has different levels of subscriptions based
on how long users wants the recordings to be available in the cloud service [39].
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Figure 7: Control scenario using manufacturer specific applications

2.5.2 Hub-based Platforms

Smart home hubs are already discussed briefly in previous sections. The hubs are
devices communicating with multiple networking technologies and making it possible
for users to add devices from multiple manufacturers into the same system. As
user’s may want to control multiple devices from a single application, hub-based
platforms are more convenient than using multiple manufacturer-specific applications
(see figure 8).

Hub-based applications typically don’t support all the features that the device
manufacturers supports through their own application and setting up devices and
controlling their settings is often more difficult on hub-based platforms[40] [41].

With hub-based platforms, a typical business model is that the user buys the
device and uses the platform for free [42][43][44]. Also, some value-added services
have been created similarly to device-specific applications. For example[45] includes
video storage via subscription and [46] bundles video storage and alarm assistant with
the hub and few smart home devices and the whole bundle is sold as a combination
of initial fee and monthly subscription.
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Figure 8: Control scenario using smart home hub

2.5.3 OTT Platforms

Over-the-top (OTT) platforms like Amazon’s Alexa, Google’s Google Assistant and
Home app and Apple’s Siri and Homekit are also used to control smart homes. OTT
platforms are similar to hub enabled platforms as they also support multiple device
manufacturers and can be used to control multiple devices simultaneously (see figure
9). Typically OTT platforms are connected to artificial intelligence (AI) powered
voice assistants, for example, Amazon Alexa, Google Assistant and Apple Siri, but
there are also applications build just for smart home control, like Yonomi [47].

With voice-enabled OTT platforms, users can use their voice to control their
homes. For example, with Google Home and Philips Hue lights, it is possible to do
basic light control, dimming, color changes, activate preset scenes and even more
[48]. Voice assistants can be used via multiple devices, for example, Apple’s Siri
can be used via their phones, tablets, computers, smartwatches, smart speakers,
headphones and TV user interface. Depending on the device and voice assistant,
some can be woken with wake-up call (eq. "Hey Siri") and used without touching the
device, given users’ ability to control their homes without actually picking up the
controlling device. Interestingly, OTT voice assistants can also be used to control
hub-based platforms, for example, Amazon’s Alexa can be used to control Samsung’s
SmartThings [49].

The selection of available devices is limited with OTT platforms as the biggest
platform makers have their certification programs, for example, Apple has the MFi
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program and Amazon has Works with Alexa-program [50][51]. Also, similarly to
Hub-based platforms, the manufacturer’s own dedicated applications often have more
features than OTT applications.

For users, the OTT applications are free to use, as long as they have a device
that supports the application. Recently biggest OTT players have tried to increase
their presence in homes with smart speakers. Smart speakers are a market segment
of 144,3 million estimated shipments in 2019 with compound annual growth rate
(CAGR) predictions of 13,6 for years 2019-2023 [13].
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Figure 9: Control scenario using OTT application
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Attribute Mangfacturer Hub-based OTT
Specific
No per se, might
Control all devices | have some inter-| Yes Yes
operability
Support for gll end- Yos No No
device functions
Single payment
Typical Pricing | Free  (requires | (Hub) with value- Froe
Model end-device) added subscrip-
tion
Arcl.utecture Com- Low Low High
plexity
Typical Actors End-device man- Multiple Google, Amazon,

ufacturers

Apple

Voice Assistant Sup-
port

Depends on the
manufacturer

Depends on the
manufacturer

Always

Table 2: Management services summary

2.6 Smart Home Issues and Barriers

This chapter presents current issues and barriers for adoption regarding IoT and smart
homes. The topics discussed are interoperability, security, privacy, legal issues, cost,
unclear value proposition, lack of consumer knowledge and lack of killer application.
Also, a brief look at how these barriers could be conquered is made.

2.6.1 Interoperability

Interoperability is the core value of the Internet and the main goal for standards
organization Internet Engineering Task Force (IETF). When systems are interopera-
ble, ie. can "speak the same language", Internet users can connect, speak, share and
innovate. Interoperability is complex as it needs to happen on multiple layers within
the protocol stack and for IoT devices, as described in previous sections, there are
multiple communication protocols used on various layers. Interoperability on every
layer might not always be desirable due to security and privacy reasons. Standard-
ization of protocols is in the core of interoperability, but the adoption of protocols
is an important factor to consider. The economic potential of interoperability is
huge and estimated to unlock 40 percent of the IoT total potential value. Siloed and
walled-garden type of ecosystems might be beneficial for some companies, but the
overall economic opportunity is only reached by interoperability.[1] [§]

Internet Society lists 8 key considerations and challenges in their IoT overview
whitepaper. Some device manufacturers are creating proprietary ecosystems, lead-
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ing to ecosystem lock-in and higher switching costs for customers and ultimately
restricting consumers’ choice both on the device level as well as regarding the cloud
service. loT device manufacturers are facing pressure not to implement standards
into their devices due to technical cost constraints as it might increase costs to
design and test compliance of standard specifications. Due to first-mover advantage,
device manufacturers might be eager to bring devices to market before standards are
finalized leading to alternative, closed designs. According to Internet Society, device
manufacturers and users should assess technical risks of protocols and understand the
benefits like a larger pool of technical talent, that an existing and proven standard
can offer over proprietary technology. Standards and documented best practices
reduce the impact of badly behaving devices as without guidance manufacturers
might design products that both are not interoperable but also disrupt other devices.
One relevant consideration is ensuring compatibility with legacy systems as there is
often a trade-off between legacy system compatibility and greater interoperability
achieved by the use of standards. Due to a large number of IoT devices, users might
find configuring devices exhausting, creating a need for methods to quickly and easily
change the configuration for multiple devices. Internet Society also mentions the
growing number of standards developing organizations as a challenge as besides tradi-
tional IETF, ITU and IEEE new efforts such as Zigbee Alliance, Internet Consortium
and AllSeen Alliance has risen.[1]

2.6.2 Security

In IoT, security is a major concern for multiple reasons. First of all, the key to
the use of the Internet is trust and as IoT expands the Internet to multiple devices
and objects, it becomes a matter of user’s ability to trust their environment. Users
need to able to trust that their data is not used against them. Secondly, given the
inexpensive nature of IoT devices, manufacturers are faced with a challenge to design
cost-effective, but adequate security features to their devices. Thirdly, an increase in
the number of devices coupled with high interoperability gives new possibilities to
exploit the weaknesses as every poorly secured device can be used as a resource for
attacking other devices or services. Fourthly, the dependability to Internet-connected
devices is likely to grow in the hyperconnected world and humans become more
dependent on essential service creating a potential for bigger damage for malicious
actors. For example, cyber attacking a traffic control system or health devices could
have life-threatening consequences. 1]

[oT devices have some unique security risks compared to traditional computers
and end-devices. Existing tools and methods for ensuring security may not be suitable
for IoT due to the massive scale of devices and the potential quantity of interconnected
links. Also, as many devices are identical or near-identical, the number of devices
with the same characteristics is a challenge once a vulnerability has been found as
the number of devices sharing key design is massive. For multiple use cases, IoT
devices are deployed for longer lifetime than other high-tech equipment and devices
might even outlive the company that has designed them, making long-term support
and management a significant challenge. Upgrading some [oT devices is difficult or
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even impossible, leaving vulnerabilities open in many devices. Also, often users don’t
have real visibility to data generated by the device, leaving users believing that the
device is behaving normally although it might not. Many IoT devices are deployed
to physical locations with no access restrictions, leaving devices physically accessible
to malicious actors. [1]

2.6.3 Privacy

As more and more devices start collecting data, the importance of privacy becomes
a crucial consideration. The data collected should be useful for the device owner,
but it is often useful for device manufacturer as well. IoT devices have some unique
privacy aspects. Expressing privacy preferences can’t be done on the device itself in
many cases as devices often don’t have any screens or other direct mechanisms for
interaction. The privacy preferences expression must be set using the management
services. As the number of devices grows, it is not feasible to set permissions for
every device encountered. The privacy interface mechanism needs to be scalable and
capable of handling multiple devices. Monitoring technologies traditionally used in
public places, for example, surveillance cameras are migrating to private spaces such
as homes and private vehicles, decreasing the amount of places were people can enjoy
"the right to be left alone" recognized by many societies. Many IoT devices work in a
way that exposes multiple individuals to data gathering, making it difficult to honor
individual privacy preferences. By combining multiple data sources, it is possible to
create a somewhat detailed description of some private aspects, a person’s health for
example. Such a description creates the potential for discrimination and other harm.
Also, IoT devices might create a false sense of security and encourage users to give
private information without acknowledging the consequences due to device ubiquity,
familiarity and social embrace.[1]

2.6.4 Legal

[oT applications create new legal, regulatory and rights-related issues which need
to be addressed. These issues include crossborder data flow-related issues, IoT
based discrimination, law enforcement aid-related issues and liability issues. As
the data generated by an IoT device is often processed in the cloud-based backend,
the data might flow across juridical borders with possibly inconsistent laws. Such
an event raises the question about the legal scope of regulations and how could
those be modified to reduce fragmentation. Crossborder data flows have existed
in traditional Internet traffic, but IoT devices raise new challenges as devices can
automatically connect to other devices and systems. Discrimination based on IoT
device-generated data is, besides being a privacy issue, also a legal issue as it
introduces more considerations. For example, should there be any legal difference
between discrimination decision made by a person or by a machine? Are the existing
privacy laws sufficient to address [oT data-based discrimination?[1]

The massive number of sensing devices offer huge potential as an aid to law
enforcement and public safety. However, the importance of civil rights raises as more
and more sensors are placed on private spaces. Should devices encrypt user data in
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a way that no law enforcement can access it and protect the individuals or should
the access be allowed in the name of public safety? The liability of IoT devices is
also an issue that needs to be considered. Who is responsible for harm resulting
from [oT device’s action or inaction? The question is difficult to answer, especially
in autonomous systems incorporating machine-learning-based behavior control.[1]

2.6.5 Cost

Regarding consumer products, the cost is often a significant factor. [12] studied
social barriers for the adoption of smart homes and found that concerns over the
cost of smart homes were raised. They found that installation costs were assessed to
be so high that only long-term homeowners would be interested in smart homes and
that the public is worried about repair and maintenance costs. They also found that
potential savings caused by reduced energy consumption were not considered to be
meaningful. In another consumer study, the cost was identified as a major barrier
as the consumer’s currently not owning smart home devices reported most likely to
be interested in buying devices if they were cheaper [52]. In the same study, 42%
of non-owners also reported price as their biggest hesitation. Cost is also listed as
a smart home barrier in [8], but their view is that device manufacturers will drive
down the costs eventually.

2.6.6 Unclear Value Proposition and Lack of Consumer Knowledge

For many consumers, the value proposition of smart homes seems unclear. In [52]
consumers not planning to buy smart home devices were asked for their main reason
why not. The most popular answers were cost, security and privacy, but consumers
also reported that they were unsure of the benefits, unsure of which devices were
useful and unsure if they’d be able to install and use devices. In the same study,
current non-owners of the smart home device reported their biggest hesitation and
7% listed that they are unlikely to actually use it, 6% listed complexity and 5 % listed
lack of relevance. The same study also studied reasons for dissatisfaction among
smart home device owners and the biggest reason for dissatisfaction among users
that stated to be not very satisfied with the device was that the device was not found
to be as helpful as they thought it would be.

2.6.7 Lack of Killer Application

Killer Application is a term used to describe an application that offers such value
that it proves necessary the technology it is run on [53]. For example, VisiCalc,
a spreadsheet program exclusive to Apple II was a killer application [54]. Other
examples include PowerPoint and Google Search [54]. A more modern example is
explained in [55], where the success of Apple’s iPhone is discussed. According to the
study, iPhone’s web browser proved to be the killer app for mobile data services as
iPhones and iPods accounted for roughly half of US mobile data usage in December
2009 and Google Search was used 50 times more from iPhones than any other mobile
handsets as reported by Google in 2008.
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For a smart home, no such killer has yet been found. Some predictions are made
by blogs and news journals, for example, [56] anticipates that smart locks will be
the killer app for homes and [57] argues that OTT voice assistants, such as Amazon
Alexa, will be the killer for the whole consumer IoT. If that is the case, the current
adoption for smart speakers will have a massive impact on the future as changing
the assistant ecosystem is not a straightforward process [58]. US adoption rates of
smart speakers have already passed 25% and the market is dominated by Amazon
and Google [58]. It is also important to remember that most smartphones ship with
built-in voice assistants. However, smart home control isn’t in the top 5 uses for
smart speakers and voice assistants [58].

2.6.8 Conquering the Barriers

Based on the previous sections, it is clear that there are multiple types of challenges
for smart homes. Smart home hubs and OTT control platforms might be able to
address issues relating to interoperability but will require co-working with device
manufacturers and standardization. Some privacy issues might be reduced by intro-
ducing local processing capabilities to hubs as much as possible, but that will drive
up costs. If a killer application comes out, it might end up sorting out issues related
to the unclear value proposition and lack of consumer knowledge and it might justify
the cost for other smart home devices as well. If voice assistants turn out to be a
killer application for smart home, the Internet giants will have strong control over
people’s homes and getting devices and services work with most popular assistants
will be a major target for companies producing smart home accessories and services.



23

3 Opportunities and Challenges for Operators

This section describes what kind of opportunities and challenges IoT, smart homes
and especially smart home hub and integration service creates for operators. Porter’s
Five Forces method is used to add depth to the analysis for smart home hub and
integration service.

3.1 1oT

For access operators, providing connectivity has traditionally been their main business.
Regarding [oT value distribution, many estimate that connectivity will only account
a fraction of total value. For example, [7] estimates that in 2025 only 5% of total IoT
revenues will go to connectivity providers and [59] predicts that 5G will likely be the
last radio technology traditional MNOs (mobile network operator) will introduce.
[59] also suggests that the combination of 5G with IoT and other technologies like
artificial intelligence and blockchain, will create massive disruption leading MNOs
to search for new business models. [59] also suggests that telcos should increase
their role in the value chain, selectively pursue IoT use cases and engage in selected
verticals. Similarly, [7] suggests an [oT strategy for operators, where operators should
begin by building the foundation for IoT by connectivity and service management,
then take a role in service enablement by ecosystem orchestration, [oT infrastructure
providing (cloud and edge) and securing the IoT. On top of that, they suggest that
operators should engage in selected verticals, offer big data, analytics and and Al
services and acquire a role of IoT prime contractor. Also, as interoperability is an
important issue in IoT, for example, [8] estimates that 40% of IoT total value is
unlocked by interoperability, telecom operators could have a central role in unlocking
interoperability as they have a competitive advantage in the fields of platform and
middleware and services [59].

3.2 Smart Home

Narrowing the scope from IoT to smart homes raises other observations. [60] studies
value networks of indoor IoT and presents a view in which the operator expands into
roles of indoor coverage and service, cloud and solution provider. Their view is that,
similarly to the above-mentioned sources, connectivity will not create significant
revenues and operators should increase their focus in building value-added services.
Analysys Mason suggests based on their studies, that operators should position their
smart home offerings as an extension to their current offering, bundle smart home
services with broadband service to reduce price, leverage their multichannel (online
and retail) capabilities in sales and marketing, utilize their significant customer
support capabilities, try to manage the ecosystems with platforms and strive to
increase consumer awareness and reduce complexity [61]. ABIResearch view that
telcos are currently threatened by Internet giants like Google and Amazon by their
smart home platforms with voice control and security solutions [62]. The advice is
that telcos should create a platform-based wide partner ecosystem and monetize on
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freemium services instead of bundling.

3.3 Smart Home Hub and Integration Service

Currently, many network operators are expanding their role in the home ecosystem
by offering managed mesh networking based WiFi solutions. For example, Telia is
offering such solution in Sweden and Telenor in Norway [63][64]. Telenor’s solution
includes a router, additional WiFi extenders, how-to videos, instructions and a
helpline [64]. Telenor sells the service as a monthly subscription and the pricing is
based on the amount of additional WiFi extenders [64]. Telia’s solution is very similar
but instead of the helpline, it includes a mobile app helping user’s with the setup of
their network [63]. Telia also has a single price for their service and always includes
two extenders [63]. Vodafone also has similar service and it is cloud-connected, has
automatic channel optimization and adapts to the interference from other electronic
devices [65].

Based on the rise of these services, there seems to be potential for operators to
take higher control over the home networks for some of their customers. Considering
smart home networks, there will likely be a demand for similar services for other local
area networking technologies besides WiF'i, once those technologies become more
common. The customer benefits of the smart home hub are already discussed in
chapter 2, but for operators, the hub presents a chance to create additional revenues
and also take a step closer to being the only company customers need to interact
with for their all IT needs. Also, if managed WiFi becomes more common, buying
similar services for other networking technologies from operators will seem natural.
Currently, most used smart home hubs and related integration services are sold as a
one-time purchase as those are created by device vendors. For example, Samsung
sells its smart home hub in Finland for 90 euros and Wink sells its hub in the US
for $99 [42][43]. Operators could differentiate from those by selling the hub with
integration service as a monthly subscription because customers are more used to
having monthly subscriptions with operators than with device manufacturers.

The potential for an integration service is demonstrated in customer study by
PwC. They asked consumers what characteristics would they choose for their smart
homes and 42 % reported universal app, 48 % reported easy-to-use interface/platform,
46 % reported the ability to automate and customize and 42 % reported perfect
integration with other devices. These are all characteristics that can be achieved
with the integration service. Also, 52 % reported 24/7 customer service and 35 %
reported live chat and real-time help, both characteristics that many operators have
already established. [52]

The risks and difficulties for hub and integration service can be found from the
substitutes, especially from OTT control platforms with voice control. For example,
Josh Hendrickson in How-to Geek argues that smart home hubs are getting replaced
by OTT services made by Google and Amazon [66]. Also, the big estimated growth
for smart speakers introduced in section 2.2.2 can be seen as a sign that OTT
platforms might be substituting smart home hubs.
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3.4 Five Forces

Applying Michael Porter’s Five Forces to the smart home hub and the integration
service helps to categorize opportunities and difficulties. Porter identifies Five Forces
driving the industry competition: the threat of new entrants, the threat of substitute
products or services, the bargaining power of buyers, the bargaining power of suppliers
and the rivalry among existing firms (see figure 10). The intensity of each force is
analyzed independently and the strongest force or forces should be considered in
strategy formulation. [67]

Threat of New
Entrants

v

Bargaining Power of 3 Rivalry Among ¢ Bargaining Power of
Suppliers Competitors Buyers

¢

Threat of
Substitutes

Figure 10: Porter’s Five Forces theoretical model

3.4.1 Threat of New Entrants

Regarding the threat of new entrants, Porter lists six major barriers of entry:
economies of scale, product differentiation, capital requirements, switching costs,
access to distribution channels, cost disadvantages independent of scale and govern-
ment policy. A smart home hub and an integration service has economies of scale,
as the cost of required software development can be distributed among the number
of customers. However, as section 5.7.2 shows, software development is a relatively
small portion of the total costs. Thus there are medium economies of scale. Product
differentiation is a second barrier and it is a high barrier as the amount of smart
home device manufacturers is high, allowing for differentiation from other hub and
integration service providers by supporting a unique combination of devices. Capital
requirements aren’t significant as the TCO result in section 5.7.2 shows that the
initial investment in year 0 is smaller than the yearly operating expenses. Switching
costs depend highly on the level of partnership the service provider has with the
hub manufacturer. For the partnership levels described in chapter 4, the switching
costs are low for partnership level 1 (Operator Driven), high for level 2 (Backend











































































































































































