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Abstract
Fine-grained randomization of code is an effective countermeasure to code-reuse
attacks, but its practical deployment is hindered by the high performance overhead of
the randomization itself. This thesis presents Preshuf, an architecture that is trying to
mitigate this performance-security trade-off by separating the computationally costly
randomization from the startup sequence of the application. Preshuf implements an
asynchronous model where a background daemon makes use of a hardware-isolated
Trusted Execution Environment on ARM64 to continuously pre-shuffle binaries at a
function-granular level and encrypt them using AEAD cryptography. At runtime, a
lightweight preloader only manages a fast and secure decryption before executing the
program, therefore making the shift of overhead from the permutation logic to a much
more lightweight set of cryptographic operations. The system was implemented and
evaluated on both emulated and physical platforms, through QEMU and a Raspberry Pi
3. The results demonstrate that this approach introduces a minimal load-time latency
that can be less than a fourth of the required overhead for the randomization itself for
larger binaries on representative hardware. Additionally, the ongoing re-randomization
produces a “refreshing defense” that makes leaked runtime information ephemeral,
thereby forcing the attacker into Just-In-Time exploit development within a set time
window. The work shows that the asynchronous pre-shuffling model does make
high-entropy moving target defenses more practical without the need of compromising
security for performance.

Keywords ASLR , OS Hardening , Memory protection , TEE , Cryptography
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Activities & Terminology

Code randomization making code pointer values unpredictable
Relocation fixing up code and data pointers
Asynchronous Re-randomization background process of continuously shuffling binaries
Startup Interception intercepting program launch to perform a preparatory action
At-Rest Protection securing a binary on disk via encryption and integrity checks
Process Load mapping code and data from binary file to memory

Terminology

AEAD Authenticated Encryption with Associated Data
ASLR Address Space Layout Randomization
CA Client Application (Normal World component)
Daemon a background process that runs without direct user control
ELF Executable and Linkable Format
Fine-grained randomization function-granular or smaller randomization
Gadget existing instruction sequence ending in a return
Preloader a program that executes before the main application
ROP Return-Oriented Programming
RU Randomization Unit
Secure Storage storage protected by a TEE/TPM
TA Trusted Application (Secure World component)
TEE Trusted Execution Environment
W⊕X exclusive capability of writing or executing
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1 Introduction

Securing software systems constitutes a persistent challenge, primarily because the
attacker holds a distinct advantage over the defender: An attacker can accomplish their
goal by finding just a few flaws in a system of millions of lines of code, while the
defender must achieve near-perfection. This lopsided challenge is further worsened
by fundamental characteristics of software engineering. More precisely, a compiler
deterministically transforms source code into a single executable artifact, which is
then distributed, byte-for-byte, to a vast user base through package managers and
application stores. This practice creates a uniform attack surface where the internal
structure of the program is identical for every user, which permits a single vulnerability
to be exploited universally.

A simple programming mistake, such as accessing a dangling pointer through
a use-after-free bug or corrupting adjacent data structures via an off-by-one error,
can be all an attacker needs to gain an exploitable primitive [116] and achieve a full
system compromise [10]. This is because such errors corrupt the memory state in
predictable ways, allowing an attacker to overwrite adjacent data structures, such as
a vtable pointer or saved frame pointer on the stack. The history of cybersecurity
is replete with such cases [150] and examples where these seemingly small flaws
led to catastrophic financial and operational damage. For instance in 2003 with
the “Slammer” worm, which exploited a buffer overflow in Microsoft’s SQL Server
to execute arbitrary code, causing about $1.2 billion in damages by shutting down
networks worldwide [65]. Similarly, the 2014 “Heartbleed” vulnerability, an out-of-
bounds read in the OpenSSL library, did not grant code execution but allowed attackers
to exfiltrate private cryptographic keys and other sensitive data from millions of servers
[51]. The volume and complexity of code written in C and C++ makes manually
locating and patching every such flaw an economically and logistically intractable
task [117]. The problem is compounded by the fact that even with ideal application
code, vulnerabilities in the application’s dependencies or libraries can be inherited.
Reactive defenses like antivirus software often struggle against more modern threats
and attack vectors [70], and so, while other proactive mitigations exist, they present
their own set of limitations. Stack canaries, for instance, are a common defense but are
ineffective against heap-based corruption or attacks that do not directly overwrite the
stack frame [39]. Stronger defenses, such as comprehensive Control-Flow Integrity
or software-based memory safety solutions like bounds checking, can offer stronger
protection, but tend to introduce significant performance overheads, making them
be considered unacceptable for many production environments. This necessitates a
different approach that can stop these vulnerabilities at their core without degrading
the user experience.

The goal of code randomization is to directly counter the primary advantage of a
memory-focused attacker [128], namely their foreknowledge of the memory layout of
a target process. The core principle is to introduce artificial diversity into a program’s
structure, making it a unique, unpredictable instance of itself. In ideal circumstances,
this transformation guarantees that the addresses of functions and data are no longer at
the predictable locations. An exploit written for a standard, unmodified binary will



fail due to its hardcoded nature and so, the offsets will point to data or code unrelated
to the exploit’s logic or will trigger a crash. The operating system and processor
do not require code to be at a specific location to function correctly [76]; they only
require that all internal pointers and references are consistent [71]. Consequently, on
operating systems like Linux, an application’s executable file on disk can be replaced
or deleted after it has been loaded. The running process remains unaffected because its
code and data segments have already been mapped into independent memory pages,
and the process will not reference the on-disk file again during its execution [23].
This flexibility is what randomization schemes exploit: as long as the program’s
logic remains intact, its internal arrangement can be drastically altered without any
functional impact, thereby invalidating an attacker’s reconnaissance.

1.1 Thesis objective

The viability of a code randomization scheme is based on both its security and its
performance. An implementation done purely through software is not only vulnerable
to inspection by a compromised OS [33], but can also be slowed by the overhead
of kernel interactions. Moreover, a defense mechanism that cannot protect itself is
fundamentally flawed. In a Normal World context, securing the randomization process
would need constant mediation by the OS kernel to isolate its memory and control
its execution, a process that is inherently slow due to frequent context switches and
system call overhead. This work proposes a system that performs fine-grained code
randomization within a hardware-isolated TEE. This approach aims to provide a blend
of strong root of trust and ideal performances advantages, as the entire permutation
and relocation process can execute in a single, protected context without costly
interruptions or transitions. The upcoming proposed model breaks the dependency on
the main OS for protection, thereby removing the associated performance cost.

1.2 Research questions

On top of the enhanced security, code randomization techniques provide a benefit
that is largely invisible to the user, and this is a significant advantage over defenses
that require user interaction or cause functional changes. However, this invisibility
can be compromised by performance degradation. Every computational cycle spent
on shuffling functions or relocating pointers is a cycle not spent on the application’s
main task, and thus some suboptimal designs of randomization schemes can lead to
significant load-time delays and runtime slowdown, therefore negatively impacting
the user experience. One of the main challenges, therefore, is of efficiency, especially
as more fine grained variants of code randomization require a lot of processing and
computation, thus introducing great overhead. Moreover, additional challenges arise
when considering secrecy, predictability and integrity. All of the above, therefore,
motivate the following research questions:

1. RQ1: To what extent can an asynchronous, refreshing defense model mitigate
the performance overhead of fine-grained code randomization at application
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launch time?

2. RQ2: Can fine-grained code randomization be done as a transparent, automated
background process completely invisible to the user?

3. RQ3: Is the TEE capable enough to execute our randomization logic and
guarantee confidentiality and integrity for the processes?

4. RQ4: What is the combined impact on security andperformance when integrating
AEAD encryption to protect randomized binaries at rest against offline analysis?

1.3 Contributions

The implementation of our model, Preshuf, is the result of a collaborative effort
with Huawei’s HSSL team, who provided a foundational randomization framework
that included the core shuffling algorithm and an initial implementation of the ELF
partitioning and relocation logic. Building upon this, the primary contributions of this
thesis are:

1. The design and implementation of a complete, TEE-based security architecture
that moves the entire randomization and encryption process into a hardware-
isolated environment, protecting it from a compromised host.

2. The creation of a transparent, refreshing defense model consisting of an asyn-
chronous daemon for continuous re-randomization and a preloader for on-
demand, secure decryption and execution.

3. The system-wide integration of these components, including the necessary
modifications to the build system and porting to a physical hardware platform
(Raspberry Pi 3) for a realistic evaluation.

4. A performance and security analysis of the final system that aims to validate its
low overhead, and effectiveness against the defined threat model.
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2 Background

The programming languages C and C++ have long been foundational in software
development, particularly for systems and performance-demanding applications due to
their efficiency and precise control over memory allocation. Despite their prevalence
and capabilities, these languages, by design, do not enforce memory safety. They do
not automatically prevent common programming errors related to memory access,
such as writing beyond their allocated buffer boundaries or accessing memory after it
has been deallocated. The absence of built-in safeguards against these memory errors
leaves systems vulnerable to malicious exploitation [142].

In addition, recent studies [117] have shown that around 70% of vulnerabilities
come from memory safety, and this has given rise to a progression of possible attacks.
Theorized since the 1970s [132], initial exploits commonly took the form of buffer
overflows, where an attacker-controlled input would exceed its designated buffer’s
capacity, overwriting adjacent stack frames [96]. This could corrupt control data, most
notably the function return address, to divert execution flow to injected shellcode. The
adoption of memory protection mechanisms like W⊕X, which prevents the execution
of data pages, rendered simple code injection ineffective. In response, attackers
developed code-reuse attacks, beginning with Return-to-Libc in 1997. This method
repurposes entire functions from linked libraries, such as system(), by overwriting a
return address to point to the function’s entry point and arranging for its arguments to
be on the stack [148]. Return-Oriented Programming (or ROP for short) generalizes
this concept, chaining together short, pre-existing instruction sequences (otherwise
called gadgets, in the context of ROP), each terminating in a ret instruction. By
carefully constructing a chain of gadget addresses on the stack, an attacker can cause
significant damage to the system without injecting any new code [127].

Fixing such vulnerabilities from pre-compiled dependencies could theoretically be
done through a complete source code audit followed by the patching of vulnerable
code. Such an undertaking, however, is insurmountable and logistically infeasible
across the plethora of already-compiled software [31]. As such, in an attempt to prevent
the exploitation of these vulnerabilities, multiple lines of defense were developed.
Mitigations like stack canaries, shadow stacks, and comprehensive bounds-checking
were introduced to enforce data integrity and memory safety. Concurrently, Control-
Flow Integrity schemes were created to constrain indirect branches to legitimate
targets. In parallel with these efforts, code randomization methods appeared as a
probabilistic defense. This section will examine these methods, their evolution, and
how they can remediate these threats.

2.1 Memory safety and memory vulnerabilities: history & land-
scape

System programming often relies on low-level languages, most of which does not
provide inherent memory safety. As a result, oversights during the development
process, such as inadequate memory management or accessing deallocated memory,
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can render a program’s memory vulnerable to attacks. The lack of in-built memory
boundaries considerably contributes to these security flaws. [142, 165, 7]

Although not formally documented widely at the time, informal accounts suggest
that programmers familiar with the IBM OS/390 environment have been aware of these
vulnerabilities since the 1960s [133], whereas the first mention of a buffer overflow
attack, together with still relevant memory safety proposals, was in a 1972 report by J.
Anderson [37]. Following that, one of the first cases of memory exploitation dates
back to the late 1980s, with the Morris Worm being one of the first instances of this
[53]. The worm exploited several vulnerabilities in the targeted systems, including a
buffer overflow vulnerability within the finger daemon. The center was tasked with
coordinating the technical response to these major security incidents; the urgency
being underscored by the data that by the early 2000s, more than half of the advisories
published by CERT were dedicated to vulnerabilities related to memory corruption
[164].

Later guides, such as "Smashing the stack for fun and profit" [95], proceeded
to attract additional attention to stack-overflow attack methodologies. These attacks
typically involved injection of malicious code into the memory of a process and
redirecting execution to that code. As a way of counteracting this, defenses were
introduced to prevent memory pages from being simultaneously writable and executable
(W⊕X) [50]. This started with efforts like kernel modifications for non-executable
stacks [103] and progressed to system-wide protections [121, 122]

The introduction of W⊕X forced a change in the means attackers use to achieve their
goals. Instead of code injection, attackers began to repurpose instruction sequences
already present in the target program that would eventually yield their desired outcome.
Return-to-usr [38] and return-to-libc attacks were an early example of this,
diverting execution to library functions to execute commands [123, 125]. This
evolved into the now-known Return Oriented Programming, where attackers chain
short sequences of existing instructions ending in a return-to-construct arbitrary
computations without injecting new code, thus bypassing W⊕X. [130]. To showcase
such a vulnerability, below we can see a snippet of vulnerable code and a sample ROP
attack.

1 void vulnerable_function() {
2 char b[128];
3 memset(b, 0, sizeof(b));
4 printf("Enter your

payload:\n");
5 fflush(stdout);
6 gets(b);
7 }

8 void gadget() {
9 __asm__("pop %rdi; ret");

10 }
11 int main(int argc, char **

argv) {
12 vulnerable_function();
13 return 0;
14 }

Figure 1: Code vulnerable to buffer overflows, Ret2libc, and ROP

Here, the attacker’s goal is to execute system("/bin/sh") to gain a shell. Using
ROP, they can achieve this without injecting any code. Instead, they can craft a payload
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consisting of a chain of addresses. This chain, when placed on the stack by the buffer
overflow, will execute their desired command, and in a non-randomized environment,
the payload on the stack would be structured as follows:

Table 1: Stack Frame of vulnerable_function Before and After Overflow

Stack Address Size Contents BEFORE Overflow Contents AFTER Overflow Description
(Relative to RBP) (bytes)

— High Memory Addresses —

[RBP + 8] 8 0x00000000401214 0x000000004011f2 Return Address. Hijacked to point to
our pop rdi; ret gadget.

[RBP + 0] 8 (Address of main’s RBP) 0x4141414141414141 Saved Base Pointer. Overwritten by
the last 8 bytes of padding.

[RBP - 1] 128 \x00 \x00 ... \x00 0x414141...41414141 Buffer b. Completely filled with
padding characters (’A’).

[RBP - 128]

— ROP Chain Written Below Original Stack Frame —

[RBP - 136] 8 (Undefined stack space) Address of "/bin/sh" ROP Payload. Argument for system,
popped into the RDI register.

[RBP - 144] 8 (Undefined stack space) Address of system ROP Payload. Target of the gadget’s
ret instruction; gets executed.

— Low Memory Addresses —

Because of this, to this day, memory-related security flaws remain a substantial
issue. The vast amount of software already compiled from C and C++ sources makes
comprehensive fixing of vulnerable code or rewriting into safer languages impractical
[31]. To combat this, code randomization strategies emerged as a pragmatic defense
[128]. These methods aim to obscure the memory layout of a program, making
it considerably more difficult for an attacker to reliably locate and exploit known
vulnerabilities using preexisting code segments [82]. Below can be found an instance
of an ROP attack nullified by code randomization:

Table 2: Visualizing the failure of a static ROP Attack in a Randomized Environment

Stack Address Size Actual Memory Contents Attacker’s Static Payload Result of Mismatch
(Relative to RBP) (bytes) (Post-Randomization) (Now Invalid)

— High Memory Addresses —

[RBP + 8] 8 0x000000000040???? 0x000000004011f2 Failed Jump. The ret instruction
follows the attacker’s pointer but finds
random data, causing an immediate crash.
...4011f2→ [SIGSEGV]

[RBP + 0] 8 (Address of main’s RBP) 0x4141414141414141 Saved RBP Overwritten.
[RBP - 1] 128 \x00 \x00 ... 0x414141...41414141 Buffer Filled.
[RBP - 128]

— The ROP Chain is Now Just Inert Data —

[RBP - 136] 8 (Undefined stack space) Static Addr of "/bin/sh" Meaningless Pointer.
[RBP - 144] 8 (Undefined stack space) Static Addr of system Meaningless Pointer.

— Low Memory Addresses —
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2.2 Code Randomization

Code randomization is a primary technique within the broader field of binary di-
versification. While diversification can involve numerous transformations, code
randomization specifically focuses on altering the memory layout of a program’s
executable instructions with the ideal of an ever-changing attack surface, and an
ultimate goal of confusing the attackers, thus preventing preplanned attacks. This
belongs to a wider research field, namely, moving target defense [32]. In our scope,
we will define code randomization as the process of obscuring the program’s layout,
making the absolute and relative addresses of code and data unpredictable. This is also
often paired with other memory defense techniques, such as terminator-based buffer
overflow detections (implemented via a canary value), W⊕X, and pointer encryption
[59]1. The first practical implementation was done in 2001 by the PaX project [120]
and was later deployed in Linux, subsequently leading to the birth of the field of code
randomization. Throughout the years that followed, the topic of code randomization
has gained interest, and methods of different granularity began to be theorized, starting
with base address randomization, then fine-grained randomization, and eventually
leakage-resistant randomization.

2.2.1 Base address randomization solutions

Early techniques often focusedon altering the starting locations of large memory regions
[120, 164], while subsequent approaches explored finer degrees of unpredictability
[19, 86, 163], reaching down to the level of functions or even smaller randomization
units (or RUs for short) [73]. The following paragraphs will detail several of these
initial schemes, including the system-level method of randomizing the base addresses
of memory segments (ASLR) introduced by the PaX team, and its later refinements
on Linux, macOS, and Android.

Linux ASLR First implemented as part of the PaX project’s ASLR initiative, this
technique departed from a program-specific diversification, and was rather done as an
operating system characteristic, embedding randomization directly within the kernel
itself [27]. Released initially as a patch in July 2001 and integrated into the Linux
kernel, PaX ASLR randomized the base addresses for the kernel and user stacks. The
randomization affected a specific number of address bits (for instance, 16 bits in a
32-bit address space) to maintain page alignment and reduce memory fragmentation.
It further applied specific deltas (𝛿𝑠𝑒𝑔) to introduce unpredictability. One such offset,
delta_mmap, affected most memory mappings, including those for dynamic libraries
[130]. Another, delta_exec, targeted statically linked programs that expected fixed load
addresses and lacked internal relocation data, a common format for Linux executables
at the time [52].

Binaries that lacked this relocation information would then be subjected to PaX
ASLR’s dual-mapping strategy, which consisted of one executable with randomized
mapping and one non-executable with original address mappings for data access. The

1This discussion is based on the currently unpublished survey done in HSSL [115]
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kernel would intercept execution attempts to the non-executable mapping and redirect
them to the randomized version if security checks passed. That being said, such an
approach implies diverse performance considerations, and together with the increasing
prevalence of dynamically linked binaries, linking binaries that do not require such
complex handling rendered this feature redundant and therefore discontinued in modern
Linux distributions [120].

ASLR-NG To address certain weaknesses in the original ASLR, the ASLR-NG
initiative was developed. It features a refined allocation and randomization logic with
the primary objective of reducing exploitable correlations between disparate memory
segments. This approach directly hindered de-randomization attacks where knowledge
of one segment’s base address and a low entropy delta would allow trivial calculation
of another [89]. To accomplish this, ASLR-NG introduced context-aware placement
strategies to counter the weaknesses of earlier implementations [110]. For instance,
it could position “isolated” memory mappings with very high entropy across a large
portion of the process’ virtual address mapping range [62]. Conversely, for segments
requiring contiguous growth, such as the main thread stack or heap zones managed
by glibc’s ptmalloc, it made use of “specific-zone” strategies. These would apply
significant randomization to the base addresses of those zones while preserving their
ability to expand.

The practical application of this principle was an objective of ensuring that the
offset between the base of .text and the base of a frequently used shared library
exhibited high entropy [109]. ASLR-NG also improved the maximization of effective
randomization bits for all critical mapped regions, including position-independent
executables (otherwise called PIEs) and position-independent code (PIC for short)
in shared objects. On x86-64 for example, the full 47 bits of user-space address
availability, minus page offset bits, would be more consistently used for defensive
randomization, rather than being curtailed by overly conservative placement algorithms
or insufficient PRNG output variability.

MacOS’s ASLR Apple’s Mac OS X also received an implementation of ASLR with
version 10.5 OS X Leopard in October 2007 [84]. This first introduction of ASLR
was, at that juncture, quite limited in its protective scope [28]. The principal outcome
of Leopard’s ASLR was the varying placement of shared system library addresses,
and other common exploited memory areas, such as a program’s execution stack and
its dynamically managed heap, were not yet subject to this defense mechanism. This
library-centric randomization persisted through the Mac OS X 10.6 Snow Leopard
release in August 2009 [83], an iteration that primarily focused on refining system
performance and completing the crucial architectural shift to 64-bit computing.

A substantial broadening of ASLR’s protective capabilities was added with OS X
10.7 Lion, which appeared in July 2011 [10, 124]. Lion introduced an entire userland
ASLR, which means that randomization was applied comprehensively to the stack,
the heap, and the executable images for both 32-bit and 64-bit applications [108]. The
goal of system-wide randomization was further advanced by OS X 10.8 Mountain
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Lion in July 2012. This version extended ASLR to the kernel space, implementing
Kernel ASLR (KASLR) [29] to vary the locations of the kernel, kernel extensions
(kexts), and other system frameworks at each boot of the system.

Android ASLR The Android operating system’s reliance on the Zygote process
creation model, which is a system that forks new applications from a pre-initialized
parent process, was a core reason behind the requirement for the development of
custom ASLR variations. A further reason would be that this model, while efficient,
can lead to inherited memory layouts in child processes, a problem that standard Linux
ASLR does not address [18]. The early iterations of Android did not incorporate
ASLR, a design choice that simplified exploit development, placing it behind other
platforms that had already integrated such mitigations. [112]. Although later versions
of Android did introduce ASLR, with the first implementation being for Android 4.0 Ice
Cream Sandwich (ICS) in 2011 [135], its practical efficacy has been influenced by the
ecosystem and the architectural design of Android’s Zygote application instantiation
mechanism. Specifically, new applications are typically forked from a pre-initialized
Zygote instance [4], and if Zygote’s memory layout is not sufficiently re-randomized
for each fork, the child applications may inherit a degree of predictability, which
weakens the ASLR’s protective qualities [46]. Furthermore, analyses have indicated
potential weaknesses in Android’s pseudo-random number generators (or PRNGs for
short) and their seeding process. Given that the strength of the randomization can
be affected by the quality of the used pseudo-random number generators and their
seeding process, this led to concern with regard to the effective entropy [20, 93].

Despite that, Android demonstrated a sustained effort to improve the capabilities
of ASLR through its later versions of Android. Particularly, the next available update,
Android 4.1 Jelly Bean, improved heap randomizations and introduced support for
PIEs, permitting the randomization of the main executable’s base address, which was
previously loaded at a fixed location [126]. Android 5.0 Lollipop then built upon
the support for PIEs and made them a requirement for all dynamically linked native
binaries. Lastly, in August 2016, marked the release of Android 7.0 Nougat, and with
it, a new layer of unpredictability through library load order randomization, thereby
adding variance to the order in which shared libraries are mapped into a process’
address space [162].

2.2.2 The need for fine-grained randomization

While base address randomization techniques obscure the starting locations of memory
segments, they offer no protection against attacks once a single pointer into a code
segment is leaked, especially with the existence of tools such as ROPGadget 2

that automate the process of scanning a binary file to discover usable instructions.
The internal layout of functions and instructions within these segments remains
deterministic, allowing an attacker with a single leaked address to de-randomize
an entire library or executable by applying known, fixed offset. To counter such

2https://github.com/JonathanSalwan/ROPgadget
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threats, a variety of more advanced mitigations were introduced. These mitigations
can be broadly categorized into enforcement and obfuscation schemes. Enforcement
schemes include methods like Control-Flow Integrity (CFI), whereas fine-grained
randomization techniques are a prime representative of obfuscation methods, working
at a much smaller scale. They alter the arrangements of smaller code units, such
as individual functions or basic blocks within a program’s executable image. The
objective behind this is to disrupt an attacker’s ability to locate and reuse specific
gadgets, even if the general location of a larger code region is known or has been
disclosed.

In contrast to base address randomization, which randomizes only the load offset
of large program segments, a fine-grained approach modifies the internal structure of
the code itself. While ASLR makes the absolute start addresses of the .text segment
unpredictable, fine-grained techniques permute the relative offsets of smaller code
units, such as functions or basic blocks within that segment [156, 68]. By reordering
or inserting padding between these smaller units, these methods create a much more
varied internal memory map, making it significantly harder for an attacker to construct
precise exploit payloads that depend on the exact byte offsets of particular instruction
sequences [156].

Bhatkar II A first example of this is an early system proposed by Bhatkar et al. [19] in
2005, which we will refer to as Bhatkar II. This is a progression from its earlier variant
which increased the granularity of randomization by not only varying placements but
also by reordering the sequence of functions and associated data items within the
memory image. A main idea of this approach involved creating a function pointer for
each function present in the codebase. Direct calls to functions were then substituted
with indirect calls routed through these newly created pointers. This substitution
converted direct references based on absolute memory addresses into indirect ones,
thereby introducing an additional layer of indirection to hinder attackers. Safeguarding
these pointers from modification was done by having them reside in read-only segments
of the binary. In addition, to avoid the risk of switch statements being compiled
into jump tables with fixed offsets, this strategy also compiled them into if-then-else
conditional statements, thereby removing another source of static address information.

ASLP Not too long after this, Kil et al [86]. proposed a new fine-grained code
randomization strategy, named Address Space Layout Permutation (ASLP), which,
unlike Bhatkar II, did not involve source code transformation. Instead, its operation
began by randomizing the base virtual addresses of executable and linkable format (ELF
for short) segments, such as the .text and .data sections by directly manipulating
the program’s segment headers. Following this initial segment level randomization,
ASLP proceeded to partition the .text segment into its constituent functions; a
process that relied on extracting the name, address, and size of each function from the
program’s symbol table. Once functions were identified, ASLP computed a random
permutation of these functions and then physically reordered the functions within
the memory image according to this computed permutation, and then relocated both
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code and data segments to reflect these changes. That being said, these relocations
were fully dependent on the entries contained within the ELF relocation sections,
such as .rel.text and .rel.data, which are generated by the static linker. Without
this detailed, instruction-level guidance, ASLP’s function reordering and segment
adjustment would not be feasible.

2.2.3 Leakage-resistant randomization

While base address and fine-grained randomization techniques primarily focus on
obscuring the initial code locations, they can still be compromised if an attacker can
find runtime addresses through information disclosure vulnerabilities [40]. Leakage-
resistant randomization, on the other hand, represents a distinct category of defense
specifically developed to prevent such scenarios, with the goal of maintaining the
unpredictability of code and data locations even in the presence of vulnerabilities that
might otherwise reveal portions of the process’s memory layout. As such, the principle
behind this kind of randomization is to either make disclosed addresses bring no
value to the attacker, or to actively protect address information from being read. This
can be done through various methods, such as encrypting code pointers, introducing
additional layers of indirection that are randomized and protected themselves [131], or
using execute-only memory to prevent code from being read as data [25]. The end
goal is to make sure that if an attacker can read some memory, the critical address
information needed for tailoring an exploit remains hidden or changes too frequently
to be reliably used.

Readactor Readactor, introduced by Crane et al. in 2015 [41] is an example of
such a leakage-resistant code randomization scheme, as it addresses the threat of
memory disclosure by combining execute-only memory with complex code-pointer
hiding mechanisms. The system uses virtualization features present in processes
to enforce execute-only permissions on code pages, and therefore directly counters
attacks relying on reading code. To combat indirect disclosure, where attackers glean
code locations from pointers in data segments, Readactor transforms direct code
pointers into references to a separate, randomized area. This area itself is execute-only
and its internal layout is de-correlated from the main program code, making leaked
addresses of limited use to the attacker. Moreover, it extends its protections to both
statically compiled code and dynamically generated code, such as that produced by
just-in-time (or JIT for short) compilers found in web browsers, which are common
targets of exploits [41, 17].

Isomeron Another approach to leakage-resistant code randomization can be seen in
Isomeron. Isomeron was developed by Davi et al. [43] in 2015 to provide resilience
against just-in-time return-oriented-programming (or JIT-ROP) attacks. This system
maintains two in-memory representations of the program code, an original one, and a
fine-grained randomized “isomer”. At each call to the function, Isomeron makes a
probabilistic decision to execute either the original or the diversified version of the
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called function. This random switching between code isomers means that an attacker,
even with full memory disclosure, cannot reliably predict which version of a gadget
will be active when their exploit attempts to use it, thereby disrupting the chain of ROP
gadgets. The system is implemented using a custom dynamic binary instrumentation
framework that is designed for this unique dual-path execution model.

2.3 Process

To fully understand the possibilities of code randomization, one must apprehend all
the details and necessary steps in performing it. The process can be defined as a
series of transformations applied to an executable, either before execution or at load
time. This activity is dependent on the data structures within the binary file format
and the operational logic of the system’s program loader and dynamic linker. The
subsections below will describe these components and their roles in making memory
layout diversification possible, with a visualization of its result available in Figure 2.

ELF format The Executable and Linkable Format is designed to help linkers and
loaders in fulfilling their tasks [94], structuring a program’s compiled code and data
through two parallel views: one for execution and one for linking. The program header
table defines segments, which are contiguous memory regions like .text and .data
that the system loader maps into a process’ address space. The section header table,
in contrast, provides a finer-grained view for the linkers and debuggers, detailing
sections like the symbol table (.symtab) and the relocation entries for the code section
(.rel.text) [149]. The symbol table lists every function and global variable by
name, associating each with an address or offset. Relocation sections contain entries
that specify how to patch instruction operands and data pointers. These relocations are
resolved at two different points in a binary’s lifecycle: static relocations are processed
by the linker to resolve intra-library references when building the binary, whereas
dynamic relocations are processed by the system’s loader at runtime to correctly link
against shared libraries whose load addresses are not known at compile time, a feature
that many randomization schemes depend on [151].

Process loading Process loading is fundamentally an act of memory mapping
arranged by the OS kernel. This sequence begins when a parent process issues an
execve system call. The kernel’s loader then inspects the ELF file’s program header
table, a data structure composed of entries that define the program’s memory segments.
For each descriptor marked PT_LOAD, the loader establishes a mapping in the new
process’ virtual address space. The p_vaddr and p_memsz fields direct the start
address and size of the virtual memory region [49], while p_offset and p_filesz
specify the corresponding data within the executable file [98]. The text segment
is typically mapped read-only and execute, whereas the data segment is mapped
read-write [9, 86]. This direct mapping from file to memory is a point of intervention
for base address randomization schemes, which introduce an offset to the p_vaddr of
each segment before the mapping occurs. After all such segments are mapped and the
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stack is created, the program is set to start. The exact next step depends on the ELF
type. For a statically-linked executable (ET_EXEC), control is transferred directly to
its entry point. For a position-independent executable (ET_DYN), however, the kernel
instead passes control to a user-space dynamic linker. This linker must then perform
dynamic relocations, calculating absolute addresses from the binary’s relative offsets
before the program can begin.

Dynamic linking Many ELF programs use dynamic linking to resolve external
function calls at runtime [1]. This task is handled by a dynamic linker in the user
space [13], specified in the executable’s PT_INTERP header. When such a program
starts, the kernel loads both the executable and the dynamic linker into memory, then
passes control to the linker. The dynamic linker inspects the executable’s .dynamic
section, which contains a list of needed shared libraries (DT_NEEDED entries) and other
metadata [137]. It recursively loads these libraries and then performs relocations.
Function calls are mediated by the Procedure Linkage Table (PLT) and the Global
Offset Table (GOT). A call to an external function first targets a stub in the PLT. This
stub’s initial logic is to invoke the dynamic linker’s resolution routine. This routine
finds the function’s real address, writes it into the corresponding entry in the GOT,
and then transfers control to it. Subsequent calls through the same PLT sub will jump
indirectly via the now-populated GOT entry, avoiding the overhead of re-resoluting
everything [12].

Relocation The relocation process, which corrects references to symbols whose
addresses are not known at compile time, is an operation with multiple stages. The
first one is the static relocation, which is performed by the static linker (e.g. ld) [143].
When combining multiple object files into a single executable or shared library, the
linker resolves references between them. For references to symbols that are defined in
external shared libraries, such as printf in libc.so, the linker cannot determine the
final address. Instead, it generates relocation entries in dedicated ELF sections [119]
(e.g. .rel.dyn, .rela.plt). These entries act as placeholders, providing the linker
with a complete recipe for each patch. Specifically, each entry details which part of the
code to modify via the r_offset field, which symbol’s address to use via an index
packed into the r_info field, and the exact formula to apply via a relocation type also
stored in r_info. An additional r_addend value is often included in this calculation.

The second stage is load-time relocation, handled by the dynamic linker. When a
program is executed, the dynamic linker loads the main executable and all its dependent
shared libraries into memory. For each loaded object, it consults the relocation sections.
It uses the architecture-specific relocation types, which, for AArch64, these include:

R_AARCH64_CALL26 which is applied to branch with link (BL) instructions. Its value
is calculated as Symbol + Addend - Place, encoding the PC-relative offset to the
target function. Since our reordering changes the distance between caller and
callee, this relocation must be re-evaluated. The processing of these instructions
can be seen below in Figure 3. Moreover, this is a static relocation that is
normally resolved and discarded by the linker.
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R_AARCH64_ADR_PREL_PG_HI21 that is applied to ADRP instructions. This computes
the page-level difference between a symbol and the current instruction, forming
the high 21 bits of a PC-relative address.

R_AARCH64_ADD_ABS_LO12_NC being typically paired with the former and applied
to an ADD instruction. This provides the lowest 12 bits of the absolute address.

Figure 2: Code transformation before and after randomization

Before Randomization (Predictable)

Disassembly:

0x400620: bl 0x400680 <helper_function>
^ PC                ^ Original Target

PC-Relative Offset Calculation

Target - PC = Offset

0x400680 - 0x400620 = 0x60

Machine Code: 0x94000018

[ Opcode: bl ] [ Immediate: 0x18 ]

(0x60/4 = 0x18)

After Randomization (Unpredictable)

Patched Disassembly:

0x400620: bl 0x400A90 <helper_function>
^ PC                ^ New Randomized Target

New Offset Calculation (Relocation)

New Target - PC = New Offset

0x400A90 - 0x400620 = 0x470

Machine Code: 0x9400011C

[ Opcode: bl ] [ Immediate: 0x11C ]

(0x470/4 = 0x11C)

Figure 3: Relocation of a PC-Relative Branch (bl) Instruction After Randomization

2.4 Isolation

The effectiveness of any code randomization scheme is tied to the integrity of the
randomization process itself. If an attacker can interfere with the agent performing
the randomization or inspect the resulting memory layout, the defense is nullified.
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When the operating system is not trusted to perform the randomization securely, it is
possible to leverage architectural features that create protected execution contexts. The
following sections will detail the privilege separation mechanism, particularly within
the ARM architecture, that provides the necessary security guarantees for advanced,
leakage-resistant diversification.

Figure 4: ARM privilege separation through execution levels

EL0 and EL1 Processor architectures enforce privilege separation through a system
of distinct execution levels [15, 42], as seen in Figure 4 for ARM architectures. User
applications, including both installed and preinstalled software execute at the lowest
privilege level (i.e., EL0 on ARM). The main operating system kernel, which manages
system resources within the Rich Execution Environment (REE), runs at a more
privileged level (EL1 or Ring 0) and is specifically for supporting hardware-assisted
virtualization [42]. The processor hardware strictly polices the boundary between
these levels, preventing code at a lower level from directly accessing or modifying
memory belonging to the higher one [154]. An application must request kernel services
through a defined interface, such as system calls, which triggers a controlled transition
to the more privileged state [155]. This hardware-enforced separation is the primary
mechanism for protecting the OS kernel.

EL2 The hypervisor runs at EL2 and it is responsible for creating and managing one
or more virtual machines. Moreover, as per Figure 4, the hypervisor sits between the
physical hardware and the guest operating systems running in the REE, so while each
guest OS runs at EL1 and believes it has full control over the hardware, it actually does
not [56]. The hypervisor intercepts privileged operations from the guest kernels [87]
(such as the modification of memory management registers) and emulates them in a
way that maintains isolation between virtual machines. This allows multiple unaware
operating systems to share the same physical processor securely. That being said, in
an environment with one singular operating system, a hypervisor is not necessary.
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Secure Monitor EL3 contains the Secure Monitor, which is a small piece of
firmware that has the highest privilege level in the ARM architecture [154]. Its sole
responsibility is to manage transitions between the Normal World and the Secure
World, as illustrated by its central position in Figure 4. It does not act as an OS or
hypervisor. Instead, it functions as a minimal, verifiable gatekeeper [136]. When code
in the Normal World issues a Secure Monitor Call instruction, the hardware traps to
the Secure Monitor. The monitor then saves the full context of the Normal World,
switches the processor state to Secure, and delegates control to the relevant secure
counterpart.

Secure Hypervisor As of the ARMv8.4-A specification, the ARM architecture
extends virtualization capabilities into the Secure World through the introduction of
Secure EL2 (S-EL2) [3]. This privilege level is positioned between the Secure Monitor
at EL3 and the traditional TEE OS at S-EL1. A Secure Hypervisor, operating at S-EL2,
can instantiate and manage multiple guest TEEs, each believing it has exclusive access
to S-EL1. This facility permits the co-existence of distinct secure environments within
the split world architecture, fully isolated from one another by hardware-enforced
boundaries managed by the Secure Hypervisor.

TEEs The final layer of separation is the Trusted Execution Environment (TEE for
short), which a hardware-isolated processing environment that runs parallel to the main
operating system. On ARM processors, this isolation is traditionally implemented
through TrustZone technology, which partitions the system into a standard Normal
World and a hardware-isolated Secure World. More recently, ARM has also introduced
its Confidential Compute Architecture [2] as an evolution of this principle. That said, a
TEE provides security guarantees that exceed those of the standard EL0/EL1 separation.
The TEE’s threat model assumes that the entire Normal World software stack, from
applications down to the hypervisor and kernel, may be suspicious [140]. Despite a
full compromise of the REE, the TEE is designed to protect the full confidentiality and
integrity of its own code and data [153]. This is achieved through hardware-backed
memory isolation [91]. Given this security, our system uses a Trusted Application
(otherwise known as a TA) inside the Secure World to perform our randomization,
thereby keeping randomization schemes secure, as these operations are then protected
from inspection or interference by an attacker who has gained control of the main OS.
While a newer technology, particularly ARM’s Confidential Compute Architecture,
offers a similar environment known as a Realm, our work makes use of the more-mature
split-world model and its standardized GlobalPlatform APIs.
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3 Problem Statement

3.1 Threat Model

Our threat model adopts a zero-trust security posture [85, 139], which presumes
no implicit trust in the host operating system for performing the randomization and
encryption. An adversary with control over the OS could otherwise compromise these
procedures and predict pseudorandom outputs or extract cryptographic keys. This
model assumes an adversary who aims to execute a code-reuse attack, such as ROP,
against a protected application. However, we fully acknowledges that an attacker with
kernel control can use tools like ptrace to observe a process. The goal of our system
is not to make the running process invisible, but rather to make the information an
attacker can gather from such observation ephemeral and insufficient for a practical
attack. As such, the model is designed to reflect two primary scenarios: the scalable,
offline development of an exploit, and the more complex, real-time attack against a
running process. Therefore, we grant the adversary with the following capabilities:

AC1: Real-time Process Observation We assume that the adversary has persistent
access to the Normal World OS, but has failed in escalating privileges, and thus
does not have root permissions. However, we will allow the adversary to read the
process’s memory map via /proc/[pid]/maps, a file that details the virtual
address ranges, permissions, and backing sources for each memory segment in
that instance.

AC2: Unrestricted Access to the File System The attacker has persistent read/write
access to the file system, allowing them to exfiltrate any application binary for
offline analysis as long as it is within the permissions of a non sudo user. This
capability is in line with the threat of universal exploit development, where the
vulnerability of one application can be weaponized against all its users.

AC3: Advanced Static and Dynamic Analysis The adversary is equipped with a
full suite of reverse-engineering tools. They can perform static analysis on any
binary they can get access to understand its structure and identify potential
gadgets. They can also perform dynamic analysis on unprotected applications
to observer their runtime behavior.

AC4: Limited Information Disclosure We assume the adversary can exploit an in-
formation disclosure vulnerability to read the content of a single, arbitrary
memory address. Such a leak, occurring after the application is loaded and de-
crypted, would reveal the runtime location of a chosen function or Randomization
Unit (RU).

AC5: Tampering with Inputs The adversary can modify any data in the Normal
World before it is passed to the Secure World, including the application binary
on disk before it is loaded.
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This model presumes the integrity of the hardware-based TEE. The adversary
is considered incapable of breaching the CPU-enforced isolation that separates the
Secure World from the Normal World, as depicted in Figure 4. Consequently, direct
inspection of a Trusted Application’s memory, extraction of its cryptographic keys,
or manipulation of its execution flow are outside the scope of the attacker’s abilities.
The Trusted Computing Base for this system encompasses both the CPU hardware
that enforces isolation and the software that runs within the Secure World [90].
This software component of the trusted computing base, which is comprised of the
TEE OS and our randomization and cryptographic logic, is assumed to be correctly
implemented and free of exploitable vulnerabilities. Physical and side-channel attacks
against the processor hardware are not considered in this model.

3.2 Requirements

The design and implementation of Preshuf are guided by a set of requirements deemed
as core for defining its security, performance, and functionality to, in turn, ensure its
adaptability at larger scale. These requirements are:

R1: Functional Preservation. The randomization process must maintain the func-
tional correctness of the application. All internal code and data references must
be correctly updated to reflect the new memory layout, and thereby guaranteeing
the maintained proper execution and behavior of the application.

R2: Secure Randomization Environment. The integrity and confidentiality of the
randomization process must be guaranteed, even on a compromised host
operating system. The mechanism must protect all critical operations, including
permutation generation and application, from both inspection and tampering by
the untrusted Normal World.

R3: At-Rest Confidentiality and Integrity. The randomized binary must be pro-
tected at rest to prevent offline analysis. The confidentiality and integrity on
persistent storage must be cryptographically enforced, mitigating threats from
an adversary with file system access.

R4: Low Performance Overhead. The performance overhead introduced by the
security measures should be minimal. The end-to-end process, from invocation
to process execution should be nearly indistinguishable from running a non-
protected application, imposing no significant latency on the user.

R5: User and Developer Transparency. The system must operate transparently
without requiring user interaction or modifications to an application’s source
code. The protection mechanism should integrate into the standard process
execution flow, automatically handing decryption and loading.
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3.3 Threat of Runtime Interception

A significant runtime threat is process interception, a technique where a threat actor
uses debugging interfaces, such as x86dbg to attach to another running process
[118]. Once any debugger gets attached, the malicious process can pause the target’s
execution, inspect its memory, analyze the registers, and single-step through each of its
operations [161]. For any randomization scheme that executes in the Normal World,
this presents a direct attack vector. Assuming an encrypted binary file and a decryptor,
an adversary could use such an interception mechanism to pause the decryptor, read
the newly randomized binary directly from its memory, and thereby completely bypass
our at-rest protections.
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Figure 5: Component interaction

The architecture of our Preshuf tool is designed around a split-component model,
utilizing the split-world framework in order to provide fine-grained code random-
ization with a minimal performance overhead. The design consists of three primary
components, particularly: an asynchronous daemon, a TA within the TEE, and
a runtime preloader. In here, the daemon operates in the background to periodi-
cally re-randomize and encrypt binaries, whereas the TA executes this logic in a
hardware-isolated environment where the Normal World has no access to. Finally, the
preloader will then intercept the user trying to launch an application to then manage
the on-demand decryption with the TA, and finally load the program into memory.
The following subsections will first detail the role of the OP-TEE environment in our
system, then examine the specific algorithms for the randomization procedure and
cryptography. Lastly, we will analyze the performance bottlenecks and implications of
this architectural model.

4.1 OP-TEE

The security of our system relies on a minimal Trusted Computing Base that is rooted
in the hardware security features, so as to perform randomization and encryption
in an environment isolated from the main operating system, as per Figure 5. To
achieve this, we have selected OP-TEE (short for Open Portable Trusted Execution
Environment), which is an open-source TEE designed for ARM processors and it
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implements the GlobalPlatform TEE specification. This specification standardizes
the interface between an insecure OS, which is referred to as the Normal World, and
the Secure World, which is called the TEE [63]. The architecture enforces a strict,
hardware-level isolation between these two worlds, and the way it functions is that
a Client Application (addressed to as a CA) running in Normal World can request
services from a Trusted Application (TA for short) running in the Secure World. The
CA however, is not able to inspect or interfere with the TA’s execution or its protected
memory.
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Figure 6: TEE Client API call flow from Normal World to Secure World

The selection of a TEE-based architecture is a direct response to the threat of
runtime process interception. When the processor transitions into the Secure World to
execute a Trusted Application, the Normal World, including its kernel and any attached
debuggers, is paused [99]. The hardware itself enforces a strict isolation boundary,
making the TEE’s memory space completely inaccessible and invisible to any process
in the Normal World. An attempt to inspect the memory of the Trusted Application
performing the randomization or decryption would fail, as from the Normal World’s
perspective, there is nothing there to see [63]. This hardware-enforced opacity ensures
that no user-level application, regardless of its privileges, can intercept and analyze
our operations requiring security (R2).

This protection extends beyond direct memory inspection to cover the communica-
tion channel between the Normal World (where software, preloaders, and drivers work)
and Secure World (where our randomization and encryption TA runs) [141, p. 62-63].
The interaction is managed by a secure monitor, which vets all transitions [63]. Instead
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of a single, monolithic “protocol”, security is achieved through a series of defined
steps. When an application calls the TA, it uses a standardized TEE Client API, This
user-space API translates the request into a system call to a trusted kernel driver. It is
this driver, operating with kernel privileges, that then executes the necessary SMC
instruction, passing control to the Secure Monitor, as seen in Figure 6. For bulk data,
like the binaries to be randomized, the preloader can allocate a memory buffer in the
Normal World and pass a reference to the TA [67, p. 21] which can map this untrusted
buffer into the its own trusted address space. The TA can then treat this input as
hostile, validating its structure before processing. This model prevents an attacker
from passing a malicious pointer to overwrite secure memory or from modifying the
binary after it has been checked but before it has been used (similarly to a TOCTOU
attack) in order to make sure that the interface to the TA is resistant to tampering [141,
p. 70-74].

An adversary cannot manipulate the parameters passed to the TA, nor can they
spoof messages, as the TEE protocol is built upon a secure and session-based
communication model. The TEE OS authenticates the caller by binding every
operation to a specific session context that is established during an initial, trusted
handshake, thereby preventing any unauthorized process from injecting commands,
and protecting shared memory buffers [64, 80]. Therefore, even the interface between
the preloader and the TEE is hardened against tampering, preventing attacks that seek
to corrupt the randomization process by feeding it malicious inputs, attempt to extract
the randomization seeding, or other similar attacks.

Our Preshuf tool, which also is the host application, is built around this client-server
model; acting as the CA, and being responsible for handling the tasks in the Normal
World. Preshuf_ta is the TA counterpart of preshuf and it contains the randomization
logic. The operational flow of preshuf begins when it establishes a session with the TA,
then passes the target ELF binary (which contains the necessary metadata in its .PRR
section), computes a new random layout for the functions, shuffles the code within its
own memory, and fixes the relocations and symbol table entries. Once the binary is
randomized and relocated, the TA then encrypts the binary using an AEAD (short for
Authenticated Encryption with Associated Data) cipher. The resulting ciphertext and
its associated authentication tag are then passed back to the Normal World.

This design provides the security benefit of leakage resistance: the final, randomized
layout of the binary is never exposed in plaintext outside of the TEE, nullifying attacks
that rely on offline analysis of a shuffled but unencrypted file. The confidentiality of
the randomization process is also guaranteed, as the random permutation and any
cryptographic keys used are generated, used, and stored exclusively within the Secure
World, beyond the reach of a Normal World adversary. The TEE-based approach is
architecturally preferable to a Normal World implementation too. A computationally
intensive task like randomization and encryption, when executed within the TEE,
occurs in a single, uninterrupted context. In contrast, a Normal World process would
not only be vulnerable to an attacker (AC1) but also require continuous context
switches between user and kernel space for memory protection, thereby introducing
significant overhead.

29



4.2 Randomization and Cryptography

4.2.1 Performing the randomization

For its initial scope, preshuf operates on compiled ELF binaries and it targets functions
as the default unit of permutation (a method known as function-granular). The
granularity is configurable, allowing for different Randomization Unit (otherwise
called RU) sizes. The process is initiated by a parse of the executable’s symbol table
(.symtab), to extract the function symbols. This table’s entries contain the metadata
required to identify and delineate each function, including a string table index for
its name, size, and its original virtual address (st_value). The function entries are
then treated as discrete RUs, and from there, a random permutation is then computed
to define a new, contiguous sequence for these RUs, which are then copied into the
.text segments in the permuted order, henceforth ensuring that even with a leaked
memory address, the attacker will not have enough information to craft an attack,
protecting our system from (AC4).

With the new layout defined, we compute a positional delta for each RU to
differentiate between its original and new base address. This delta is the most
important part when it comes to re-establishing the binary’s referential integrity. This
is because the permutation invalidates all hardcoded addresses, as a relocation pass is
required to patch all pointers and make sure the program remains executable (R1).
For this, the first structure that needs to be repaired is the symbol table, which can be
accomplished by recomputing the address of each function stored in its st_value
field with its new location.

Next, we correct the binary’s relocation entries. These entries are essentially
instructions for the runtime loader, telling it where and how to patch memory addresses.
Since the code containing these patch locations has moved, the r_offset field of each
relocation entry itself must be updated. Furthermore, or specific relocation types like
R_AARCH64_RELATIVE, where the r_addend field holds an address that now points
to a shuffled function, that value must also be adjusted. We adjust each affected fields
by its RU’s delta, making sure that the runtime loader applies its patch to the correct
instruction or data pointer in the newly arranged code.

The final stage is to then patch the machine code itself. We iterate through the
relocation entries, recomputing instruction-specific values, for instance, such as the
R_AARCH64_CALL26 relocation type that requires recalculating a branch instruction’s
immediate operand based on its new PC-relative offset. This step is the final one before
with the goal of making the binary’s internal structure coherent and executable. The
algorithm composed of Functions 1,2, and 3, depicted below, presents a pseudocode
abstraction of the above-discussed process for our tool.
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Function 1: Fine-Grained Randomize and Relocate
1: Input: ELF file 𝐸 , Metadata M {RUs R, Symbols S, Relocations L, .text_info, .data_info, GOT}
2: Output: Randomized ELF binary 𝐸𝑟

3: 𝜋 ← RandomPermutation( |R|) ⊲ Stage 1: Compute Randomized Layout
4: Anew ← M.text_base
5: for 𝑖 = 0 to |R | − 1 do
6: ru← R[𝜋(𝑖)]
7: ru.addrnew ← Anew
8: ru.Δ← ru.addrorig − ru.addrnew
9: Anew ← Anew + ru.size

10: end for
11: 𝐸𝑏𝑎𝑠𝑒 ← BaseAddress(𝐸) ⊲ Stage 2: Update Metadata (Fixups)
12: DoFixups(S,R) ⊲ Correct symbol values
13: DoFixups(L,R) ⊲ Correct relocation offsets
14: DoFixups(M.GOT,R) ⊲ Correct GOT entries pointing to code
15: 𝐸.𝑒_𝑒𝑛𝑡𝑟𝑦 ← S[M.entry_idx] .addr ⊲ Correct ELF entry point

16: Btmp ← AllocateBuffer(M.text_size) ⊲ Stage 3: Physically Reorder Code
17: Boff ← 0
18: for 𝑖 = 0 to |R | − 1 do
19: ru← R[𝜋(𝑖)]
20: Copy(𝐸𝑏𝑎𝑠𝑒 + ru.offorig,Btmp + Boff, ru.size)
21: Boff ← Boff + ru.size
22: end for
23: Write(Btmp, 𝐸𝑏𝑎𝑠𝑒 +M.text_offset,Boff)
24: RelocateSegment(𝐸𝑏𝑎𝑠𝑒,M.text_info,L,S) ⊲ Stage 4: Apply Relocations (Patch Segments)
25: RelocateSegment(𝐸𝑏𝑎𝑠𝑒,M.data_info,L,S)
26: return 𝐸

Function 2: DoFixups
1: Input: Collection C (Symbols, Relocations, or GOT entries), RUs R
2: for all 𝑐 ∈ C do
3: 𝑟𝑢 ← FindRUByOriginalAddress(𝑐.𝑎𝑑𝑑𝑟𝑜𝑟𝑖𝑔)
4: if 𝑟𝑢 is found then
5: 𝑐.𝑎𝑑𝑑𝑟𝑛𝑒𝑤 ← 𝑐.𝑎𝑑𝑑𝑟𝑜𝑟𝑖𝑔 − 𝑟𝑢.Δ
6: end if
7: end for

Note: 𝑐.𝑎𝑑𝑑𝑟 refers to a symbol’s value, a relocation’s offset, or a GOT entry’s target address.

Function 3: RelocateSegment
1: Input: Base address 𝐸𝑏𝑎𝑠𝑒, Segment Info 𝑆𝑒𝑔, Relocations L, Symbols S
2: for all 𝑙 ∈ L do
3: if l.offset𝑛𝑒𝑤 is within 𝑆𝑒𝑔 then
4: Apatch ← 𝑆𝑒𝑔.mem_base + (l.offset𝑛𝑒𝑤 − 𝑆𝑒𝑔.𝑣𝑎𝑑𝑑𝑟)
5: starget ← S[𝑙.sym_idx]
6: Atarget ← starget.addrnew
7: PatchInstruction(Apatch,Atarget, l.addend, l.type)
8: end if
9: end for
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4.2.2 Using the Trusted Execution Environment

Having the randomization done through an application within an untrusted environment
such as EL0 would expose the process to adversarial inspection, even without root
privileges. Our threat model grants an attacker the ability to observe a running
process (AC1), which would allow them to analyze the randomization mechanism
and its outputs, nullifying its effectiveness. The TEE’s hardware-enforced isolation,
on the other hand, provides the necessary protection against such analysis. When
control transitions to the TA, all Normal World processes lose visibility, protecting the
permutation’s generation and application in a confident context [67, p. 54] and thereby
countering the threat of real-time process observation (AC1). While this secure the
process, it does not secure the output artifact. An attacker with persistent storage
access (AC2) could analyze a plaintext binary offline. To counter this, our system
ensures the randomized binary is never exposed as a persistent file in plaintext, making
post-randomization encryption mandatory before returning it to the Normal World.

As opposed to this, an in-kernel implementation of preshuf presents two significant
architectural problems. Firstly, it violates the principle of least privilege by forcing
the logic to run at the kernel’s high privilege level (EL1), and secondly, it creates a
tight coupling between the security feature and the OS, making the solution difficult
to port and maintain. Our TEE-based architecture solves both issues. The TA runs
in a low-privilege, sandboxes mode (S-EL0) within the Secure World, fulfilling the
principle of least privilege. Moreover, by communicating through the standardized
GlobalPlatform API, it remains a modular and portable component, independent of
the Normal World OS specifics.

4.2.3 File encryption

To secure the randomized binary while on disk, preshuf_ta makes use of AEAD.
This cryptographic primitive is of high importance to our security model because
it addresses the threat of offline analysis (AC2). While randomization within the
TEE protects the permutation process itself, the resulting shuffled binary, if stored in
plaintext, would still be vulnerable. An attacker with file system access could simply
copy the shuffled file and reverse-engineer it at their leisure, completely negating
the benefits of the randomization. AEAD prevents this by providing two security
properties; namely, confidentiality through encryption, and integrity and authenticity
via a Message Authentication Code (MAC), which prevents an attacker from accessing
the plaintext files and maliciously modifying or tampering with the encrypted file (AC5)
without detection (R3). The key used for these operations is generated and managed
exclusively within the TEE, never exposed to the Normal World, thus guaranteeing
that decryption can only occur in a controlled manner at load-time.

In selecting an AEAD algorithm, the security guarantees and performance char-
acteristics of each variants were considered. AES-GCM is a well-established NIST
standard, offering high performance where hardware acceleration is present, though
its security is critically dependent on nonce uniqueness. Reusing a nonce with the
same key in GCM is not ideal because it not only leaks the XOR of plaintexts but can
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also allow an attacker to recover the authentication key, thereby allowing for universal
forgery [44, 54]. ChaCha20-Poly1305, an IETG standard, provides an alternative with
strong software performance and a different security profile that is less brittle with
respect to nonce reuse, as, while reusing a nonce still compromises the confidentiality
of the affected messages, it does not reveal the authentication key, thereby preserving
the integrity of other communications [81].

The final candidate, ASCON, was recently named the official standard for
lightweight cryptography by NIST [114]. Its design was tailored for high effi-
ciency and a small code size, making it very well-suited for the resource-constrained
environments and thereby ideal for our performance ideals. The algorithm’s selection
in the Lightweight Cryptography (LWC for short) competition [36] affirms its security
and makes it a prime candidate for the modern applications that require authenticated
encryption.

To encapsulate the necessary cryptographic outputs, preshuf defines a custom
file format that encapsulates all required data for decryption. This format, as seen in
Fig. 7, is constructed from several key components: a unique 3-byte magic number
that serves as a file signature that allows the preloader to identify preshuf-protected
binaries, a part of the nonce that we address as the nonce suffix, and the authentication
tag. The magic bytes are at the top of the file, whereas the nonce suffix and the tag are
at the bottom, and the reasoning for embedding all this data into the output file is so
that the TEE can perform an authenticated decryption with all the data available in a
singular, self-contained artifact.

Magic
Bytes
(3 Bytes)

Encrypted ELF Binary
(Ciphertext)

...
(N Bytes)

Nonce
Suffix
(10 Bytes)

Separator
(1 Byte)

Authentication
Tag

(16 Bytes)

Cryptographic Metadata

Figure 7: Structure of the Preshuf Encrypted File Format.

The at-rest encryption provides confidentiality but creates a functionality problem:
the operating system can no longer interpret and run the protected binaries, so a
mechanism is needed to make these files executable on demand, in a way that is
transparent to the end-user (R5). The system must appear to function as if no encryption
were present. This challenge can be addressed by designing a preloader component;
and so, for the system’s security model to be complete, this runtime component
must mediate the transition of executable process. The fundamental design of this
component is loading sequence before the application’s code begins to run. Upon
interception, its responsibility is to inspect the preshuf protection, and then securely
sort out the decryption process with the TEE. The final and most important step
of this preloader would be to load the resulting plaintext directly into memory for
execution, thereby preserving the confidentiality of the randomized code by bypassing
the filesystem and preventing any offline analysis by an attacker with disk access
(AC2).
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4.3 Bottlenecks and implications

In this subsection we will analyze the performance implications of our design choices,
as efficiency (R4) is a core requirement to deliver the user transparency outlined
in our prior requirements (R5). The main point of consideration is the timing of
the randomization process itself. Two primary strategies within our scope are a
system-wide shuffle at boot-time or a targeted shuffle at load-time. The following
paragraphs will outline the trade-offs of each and justify our architectural direction
with preshuf.

Boot-time randomization The first architectural strategy to consider for imple-
menting code randomization and that we will discuss, is to perform the operation
during the system’s startup sequence. This boot-time approach can then be paired with
early-launch mechanisms so not lingering threats can monitor the shuffling process,
thereby removing the need for a TEE for the initial shuffling process. The other benefit
would be that it can provide broad, uniform protection by allowing a possible shuffling
of shared libraries before any user code executes. The primary challenge with this
model, however, is one of performance impact on boot speed. The process of reading,
permuting, and fixing relocations for a multitude of system files is computationally
intensive and is likely to introduce a startup delay directly proportional with the amount
of files requiring shuffling on the system. On a minimal system, this added time may
be insignificant, but on a fully-featured desktop or server environment, this latency can
become a major source of user frustration. Because our system prioritizes immediate
responsiveness and an ideal user experience (R4), we reject the boot-time model to
avoid this potentially significant and variable performance delay.

Preloader based randomization To mitigate the performance penalties associated
with slow boot times, a second architectural idea would be to perform randomization on
a per-application basis, at the moment of execution. This load-time model confines the
performance impact to only the application being launched, leaving the system’s overall
responsiveness untouched during startup. The inherent trade-off is the introduction of
a new latency on the path of application startup. This delay is the cumulative duration
of several sequential operations. This delay is the cumulative duration of several
sequential operations: reading the binary from storage, communicating with the TEE
to initiate a secure session, executing the computationally expensive code permutation,
and applying the subsequent relocation fixups. The central challenge of our work is to
design a system where the total duration of these steps is sufficiently small that it does
not create a noticeable slowdown of the device, so, while this options showcases great
potential, it still is heavily dependent on the randomization process and its overhead.

Proposed solution Our proposed solution decouples the computationally expensive
randomization from the time-sensitive application launch path (R4). This is achieved
through an asynchronous background process, managed by a persistent daemon, which
continuously re-randomizes and encrypts the system’s protected binaries. These
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newly diversified versions are prepared in the background and, at designated intervals,
atomically replace the previous set, as shown in Figure 8. The synchronous, load-time
component is now dramatically simplified. When a user executes a program, the
preloader’s sole responsibility is to trigger the hardware-accelerated decryption of the
current binary version. The expensive permutation and fixup tasks have already been
completed offline

OS Boot

Find
unfinished binaries

Randomize
the binaries

Replace
the old set of binaries

YesNo

Fetch
a list of to-randomize

Map
them to a queue

Start
randomizing a binary

Store
the new binary

Remove
binary from the queue

Yes

No

Previous

batch

finished?

Any
binaries

left?

binaries

Figure 8: Design of Preshuf runtime

Benefits of solution This architecture provides a dual-advantage. From a per-
formance workload entirely off the critical path, leaving only the highly optimized
decryption operation to contribute to load-time latency. From a security standpoint,
the system implements a form of refreshing defense. The continuous, background
re-randomization means the system’s memory layout can evolve over time without
requiring a reboot. This offers a security posture that is at minimum equivalent to a full
boot-time shuffle but with the added benefit of making leaked information obsolete
after the next cycle complete, therefore drastically lowering the attack surface in case
of an internal memory layout leakage.
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5 Implementation

The development of Preshuf was done in collaboration with Huawei Technologies
with the long term goal of its integration in the HarmonyOS ecosystem. As this
environment is built exclusively for ARM64-based processors, this architecture was
the necessary and logical platform for the research. All implementation and evaluation
efforts were therefore tailored specifically to match this target architecture, and a
high-level view of the process can be found in Figure 9 below.
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Figure 9: Full overview of Preshuf

That being said, a central component of Preshuf is the preparation of binaries
through the introduction of a custom data structure for what we will call Preshuf
Runtime Relocation (.PRR). This metadata is stored within a dedicated .PRR section
added to the executable. Standard linkers typically resolve and discard the static
relocation entries such as those in .rel.text that our fine-grained shuffling algorithm
depends on to patch pointers to their permuted values. This “prr-injection” process
begins by parsing the target binary’s ELF and program headers to build an in-memory
map of its structure. This map is then used to safely append the new .PRR data and
update the necessary header fields to reflect the modified file layout. Then, the tool
writes the content of existing sections, maintaining their alignment, before inserting
the newly generated .PRR data. The content of this section follows a custom, serialized
binary format. It begins with a unique 4-byte magic identified "PRR\0", followed by
a fixed-size C structure (prr_info_st) that contains the needed values as shown in
Figure 10.
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Data Type Variable Name Field Description
unsigned char[3] magic The "PRR" magic identifier.
size_t count_rus The number of Randomization Units (RUs).
size_t count_symbols The number of symbols in the symbol table.
size_t count_relas The number of relocation entries.
uint64_t * ru_start_addr Array of original RU start addresses.
uint64_t * ru_size Array of original RU sizes.
Elf64_Sym * symbols The symbol table entries.
Elf64_Rela * relas The relocation entries.

Figure 10: Key fields within the prerand_info_st structure.

Following this fixed header, the section contains a series of dynamically sized
data blocks, each prefixed with its length in bytes. This allows the TA to decode the
data with no prior knowledge of its size. These blocks include a complete copy of
the application’s string table, the array of RUs derived from the symbol table, the
symbol table itself, and all relocation entries (Elf64_Rela) necessary for the fixup
stage. Finally, the ELF’s section header table is appended to the end of the file, with
its own header entry updated to reflect the addition of the .PRR section, and the main
ELF header’s e_shoff field is adjusted to point to this new location.

5.1 Implementation of the Code Shuffling Tool in the TA
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Figure 11: Elfshuf’s workflow

Just as it can be seen in Figure 11, preshuf begins its randomization process with
a parsing stage that dissects the input ELF binary to build an in-memory model of
its structure. This initial phase involves parsing the main ELF header to identify the
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locations of the program and section header tables. From there, the tool extracts the
contents of key sections, most important the symbol table (.symtab), the string table
(.strtab), and all static relocation tables (such as .rela.text). The first stage of
Preshuf’s randomization process partitions the executable’s code into discrete RUs. To
accomplish this, the tool performs a detailed parse of the input ELF binary, extracting
the key sections, of which, the most notable being the symbol table, the string table,
and all static relocation tables. By default, each function identified in the symbol table
is treated as a single RU; for each, the tool recording its original virtual address, size,
and file offset.

With the binary’s executable code mapped and partitioned into a set of RUs, the
system proceeds to the re-ordering phase. As detailed in Stage 1 of Algorithm 1, a
random permutation is generated for the list of RUs, which dictates the new shuffled
layout. The tool then calculates a new virtual address for each RU and the corresponding
positional delta. Before any machine code is moved, the tool performs a metadata
fixup pass using these deltas. This fixup process, formalized in Algorithm 2, updates
all address-dependent entries to reflect the new layout: the st_value field of each
symbol Elf64_Sym is corrected to its new virtual address, the r_offset field of every
relocation entry (Elf64_Rela) is adjusted to its new location, and the program’s main
entry point address in the ELF header is updated.

The final stage applies these changes to the binary, detailed in Stages 3 and 4 of
Algorithm 1. First, the code is reordered by copying the machine code of each RU from
its original location into a temporary buffer, following the new randomized sequence.
This buffer, now containing the fully shuffled .text segment, is then written back into
the ELF file. With the code physically moved, the tool performs the final patching of the
machine code itself, a process detailed in Algorithm 3. It iterates through the corrected
relocation entries, applying each one to its corresponding instruction. For instance,
for a branch instruction with an R_AARCH64_CALL26 relocation, the tool recalculates
the 26-bit immediate operand to reflect the new PC-relative distance to its target.
Similarly, for a data access using an ADRP/ADD instruction pair, it re-computes both
the high 21-bit and low 12-bit immediate values based on their respective relocation
entries. After all relocations have been applied, the binary is left in a fully shuffled,
internally consistent, and executable state.

5.2 Implementation of the Encryption Tool in the TA

The encryption process is the final stage of the process, and it is executed exclusively
within the TA to guarantee that no plaintext randomized binary is ever exposed to
the untrusted Normal World, as per Figure 12. The goal of this is to counter the
considerable threat of offline file analysis, as defined by an attacker with unrestricted
file system access (AC2) and advanced static analysis tools (AC3). The system uses
Authenticated Encryption with Associated Data (otherwise referred to as AEAD),
a class of ciphers that provide both confidentiality and data integrity at the same
time [129]. Particularly, confidentiality through encryption and integrity through an
authentication tag to avoid potential tampering (AC5). This design choice is important
as it prevents an attacker from both reading the shuffled binary at rest and tampering
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Figure 12: Elfcrypt’s workflow

with the encrypted file without detection, thus properly defending against AC2, AC3
and AC5. While the cryptographic backend is modular to allow the use of various
AEAD implementations, the primary implementation uses ASCON [47, 48], was
selected as the winner of the NIST Lightweight Cryptography competition [111],
chosen for its high performance in software and suitability for resource-constrained
environments.

The security of the entire process is based on the TA’s key and nonce management
scheme. The cryptographic key is not ephemeral; instead, it is a persistent asset
managed by the OP-TEE secure storage subsystem. Upon first execution, a 16-byte
key is generated using the hardware’s true random number generator and saved to a
protected area of persistent memory. On subsequent operations, the TA retrieves this
same key, guaranteeing cryptographic continuity. This key is never exposed outside the
Secure World’s hardware-enforced memory protection. Nonce management, which is
important to the security of the ASCON stream cipher, is handled through a split-nonce
mechanism to take up less space in the TEE while maintaining uniqueness. A unique
6-byte nonce prefix is stored in secure memory alongside the key for each file, while a
fresh, 10-byte random nonce suffix is generated by the TA and then concatenated with
the persistent prefix to form the full 16-byte nonce, guaranteeing that a unique nonce
is used for every file encryption, thus preventing key reuse attacks.

Upon successful encryption of the randomized binary, the TA constructs a self-
contained file designed for efficient and secure processing by the runtime preloader.
The final output is prefixed with a 3-byte magic number prefix that acts as a unique
signature, allowing the preloader to instantly identify protected files without complex
parsing. The main body of the file contains the ciphertext of the randomized and
encrypted ELF binary. The cryptographic metadata is appended as a suffix at the
end of the file; specifically, the 10-byte random nonce suffix is written, followed by
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a unique 1-byte separator, and finally the 16-byte ASCON authentication tag. This
structure guarantees that a single read of the file provides the preloader with all the
components necessary for authenticated decryption: the ciphertext to decrypt, the
nonce suffix to reconstruct the full nonce, and the tag to verify the file’s integrity.

5.3 Preloader-based Startup Interception
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Figure 13: The Preloader’s workflow

As seen in Figure 13, the preloader’s operation is initiated by the dynamic linker,
which loads it into a process’s address space before the main application, a behavior
triggered by the LD_PRELOAD environment variable [145]. Its primary function is to
intercept the program’s startup sequence by providing its own __libc_start_main
function. This implementation first dynamically resolves a pointer to the origi-
nal __libc_start_main from the standard C library using dlsym(RTLD_NEXT,
...). It then determines the path of the executable to inspect, reading it from
/proc/self/exe over the potentially misleading argv[0]3, and then identifies the
script file in cases involving shell interpreters. Once the target file is identified, the
preloader performs a check for the additional data on its first and last few bytes. If the
signature is not present, it calls the original function pointer and passes through all the
original arguments to resume a normal execution. If this signature is found, it initiates
the decryption stage and then executes the resulting plaintext via fexecve, a path that
replaces the current process and does not return to the original.

On the other hand, if the signature check confirms the file is a protected binary, the
preloader begins the decryption process, which is offloaded to a persistent, background

3For interpreted languages, /proc/self/exe points to the interpreter executable, not the user’s
script. The preloader therefore examines the program’s arguments to locate the correct target file for
potential decryption.
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daemon for performance and security. The preloader first attempts to connect to
this daemon through a UNIX domain socket, but if the connection fails, it assumes
the daemon is not running and takes responsibility for starting it. To prevent race
conditions where multiple preloaders might try to start the daemon simultaneously,
it uses a file-based lock. The way this is implemented is by opening the lock file
and attempting to acquire a non-blocking and exclusive lock using flock(lock_fd,
LOCK_EX | LOCK_NB). If this fails with EWOULDBLOCK, it indicates that the lock is
held and the preloader will retry with a blocking flock(lock_fd, LOCK_EX) call,
which pauses the preloader until the original process has finished starting the daemon.
Once the lock is acquired, it forks a new process that executes the main prerand
with the start-daemon argument, and then waits for the daemon’s socket to become
available. With a connection established, the preloader sends the full path of the
protected binary to the daemon for it to then resolve the authenticated decryption and
then stream the resulting plaintext back to the preloader over the socket, preceded by
its total size.

With the decrypted, randomized plaintext now held in a memory buffer, the
preloader’s final task is to execute it securely, without ever writing the plaintext to
the disk. To accomplish this, it makes a memfd_create system call, which creates
an anonymous file descriptor backend entirely by RAM [146]. The preloader writes
the entire decrypted binary into this memory file, and, for an ELF executable, it then
uses the fexecve system call to load and run the program directly from the file
descriptor, completely bypassing the filesystem [144]. Before this final execution step
however, it sets a specific internal variable which is checked for at startup so that it
will not re-intercept a new process while resolving an original one, thus avoiding an
infinite loop. In the case of a decrypted script, the process is slightly different: It first
constructs a new argument list, invokes /bin/sh and passes the path to the memory
file /proc/self/fd/... as the script to be executed.

5.4 Architectural Synthesis and Operational Flow

The Preshuf architecture shown at the beginning of this section in Figure 9 integrates
the above-defined daemon, TA, and preloader into a cohesive operational flow. This
system implements a refreshing defense by periodically re-randomizing application
binaries, ensuring proper “freshness” of the files. The process is driven by a background
daemon that operates during periods of low system activity. It takes existing application
binaries, already prepared with .PRRmetadata, and sends them to the TA for a complete
security overhaul. Inside the TEE’s protected environment, the binaries are first re-
shuffled using a freshly generated random permutation and then immediately encrypted
with a persistent, hardware-backed key. The resulting encrypted files are then used to
atomically replace their older counterparts on the disk. This replacement is safe for a
live system, as running applications in Linux operate on an in-memory representation
of their binary, decoupled from the on-disk file that was used to launch them.

This design, in essence, creates a moving target defense that directly counters
an attacker with user-level privileges. An attacker with access to the file system
(AC2) only ever finds encrypted binaries whose internal layout is unknown. Even if
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an attacker were to acquire a randomized and unencrypted binary to then decrypt it
manually, the background daemon would eventually replace it, thus rendering any
intelligence gained from that analysis invalid for future exploits. At runtime, the
preloader acts as a secure gatekeeper, identifying protected files by their magic number
and handing them off to the TA for decryption. Because the decryption and loading
process happens just-in-time and directly into memory, the plaintext binary is never
written to disk. This prevents a user-level attacker from inspecting or tampering with
randomized code before it executes, and thus preserving its confidentiality until the
end of the process.

5.5 Necessary OP-TEE modifications

The standard OP-TEE QEMU platform, while a convenient development environment,
is architecturally misaligned with the persistence requirements of our security model.
It defaults to a stateless, RAM-based filesystem that is destroyed on shutdown, thereby
rendering our batch daemon’s function of producing and storing hardened binaries
across boots impossible. To guarantee the alignment between the two, our first
necessary modification was to transform this ephemeral environment into a stateful
one. By reconfiguring the integrated Buildroot build system, we instructed it to
produce a persistent ext4 block device image instead of the default cpio archive
intended for use as an in-memory initramfs. This guarantees a system that is more
conventional, with writable root filesystem, which is a necessity for the refreshing,
system-bound persistent randomization strategy, where the newly protected binaries
must be stored for future execution either at a later point in time or in subsequent boots
of the system.

The second set of modifications was required to produce software compatible with
our randomization tool by using –emit-relocs and –no-relax. This is because
the tool’s randomization and relocation-fixing logic requires a structural blueprint
of the binary it is processing, in the form of static relocation entries. Despite this,
standard build processes are optimized for production and strip this metadata due to
their irrelevance to the customer. To ensure that this is something that does not happen
in our situation, we established a new system-wide compilation policy by modifying
the global linker flags within Buildroot. In principle, the usage of –emit-relocs was
to preserve these relocation entries and –no-relax to prevent linker optimizations
that may remove or corrupt them. These policies mean that the entire Normal World
OS, including the many core utilities consolidated within the BusyBox executable,
is compiled from the ground up to be compatible with Preshuf, creating a fully
“instrumentable” environment.

Lastly, to make sure that our performance analysis was not limited to an idealized,
emulated platform, we extended this custom environment to physical hardware. We
selected the Raspberry Pi 3 as representative embedded system and created a parallel
Buildroot environment for it. We applied the same fundamental modifications: the
global linker settings were adjusted to produce relocation-rich binaries, and the SD
card served as the persistent storage medium. This allowed us to deploy and benchmark
our complete system on a resource-constrained device, providing a realistic assessment
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of the performance overhead of our randomization and decryption processes, the
results of which are presented in the analysis that follows in the upcoming section.
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6 Analysis of results

6.1 Testing Criteria

Our performance criteria were designed to evaluate the system’s impact on the user,
as outlined in our requirement for low overhead (R4). To do this, we selected a range
of test applications, from large, multi-function BusyBox applets (≈3.4 MB) to small,
single-task C programs (≈ 81 KB, available in Appendix A), to ensure our results
were representative. All binaries were CPU-bound and non-interactive, a choice that
avoids interference from I/O wait times. Since the overhead introduced by Preshuf’s
randomization and decryption logic is almost entirely computational, through this
selection of binaries we make sure that our measurements accurately reflect the latency
attributable to our system, with as little I/O “noise” as possible.

For full transparency and to observe what constitutes the overhead of our system,
we decided on two measurements: the TA processing time, which is meant to show the
direct overhead of the secure logic in the Trusted Application, and the total execution
time, which measures the final, user-perceived latency. In order to achieve better
statistical power, we have averaged over 50 iterations per test case and made sure to
conduct these tests under ideal conditions and with a persistent daemon connection so
as we are able to avoid the overhead of establishing a connection with the TEE. We
also recorded these values through separate batches to guarantee the validity of our
findings.

6.2 Performance Evaluation

(a) Performance Metrics for Small Binaries in Milliseconds
Metric Operation Lowest Mean 99th Percentile Highest

Total Time (ms)
Preloader 10.36 11.87 13.02 13.03
Batch Process 27.70 30.73 33.35 33.40
Individual Randomization 1146.24 1159.95 1173.35 1173.75

TA Time (ms)
Preloader 9.09 10.85 12.69 12.78
Batch Process 5.60 5.95 6.30 6.40
Individual Randomization 3.64 4.41 5.11 5.11

(b) Performance Metrics for Large Binaries in Milliseconds
Metric Operation Lowest Mean 99th Percentile Highest

Total Time (ms)
Preloader 231.89 240.71 249.68 249.79
Batch Process 614.10 632.14 647.29 648.80
Individual Randomization 1692.65 1751.60 1803.22 1803.43

TA Time (ms)
Preloader 221.54 230.13 239.41 239.86
Batch Process 247.10 261.64 280.89 282.80
Individual Randomization 175.34 188.40 198.66 198.79

Figure 14: Performance overhead analysis using QEMU in milliseconds (ms).
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(a) Performance on small binaries (KB). (b) Performance on large binaries (MB).

Figure 15: Comparative performance analysis of Preshuf on QEMU.

The analysis in Figures 14 and 15 encompass three main operations: the Trusted Appli-
cation randomization process, the preloader’s addition to overhead, from interception
until the execution the program, and the background processing cycle of the batch
daemon on a per-randomization basis. We presented the resulting statistics in both
tabular and graphical formats, with the overhead in milliseconds. The measurements
above are shown with an accepted margin of error of up to a tenth of a millisecond for
inherent system timing variations.

As it can be seen, the preloader’s load-time latency averages 11.87ms and 240.71ms
for small, and respectively, large binaries. This overhead is fundamentally bounded
by the cryptographic primitive, as the expensive ELF parsing and permutation logic
is handled offline. This represents another direction, drifting away from individual
randomization, where the entire sequence must be executed synchronously, given its
impracticality for on-demand use due to higher average times. That being said, the
batch process represents a further optimization to the randomization process, and
it achieves a lower processing time by keeping a persistent TEE session. This then
amortizes the cost of the secure channel setup across multiple operations and allows
for a more efficient, continuous data flow in the longer run.

While QEMU provides a consistent baseline for performance evaluation, its results
must be contextualized due to its nature as a cross-architecture emulator. The test
environment runs on an x86 host, which relies on dynamic binary translation through
its Tiny Code Generator [14] to execute the ARMv8-A instructions of the guest.
This process introduces a per-instruction translation overhead not present on native
hardware, making direct performance extrapolation unreliable. Having that in mind,
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in order to obtain realistic metrics, the evaluation was extended to a physical device: a
Raspberry Pi 3 Model B, a platform representative of the target embedded systems,
and a device commonly used in Huawei’s HSSL. The following analysis will compare
the performance data from both the emulated and native environments.

(a) Preloader Performance on Small Binaries (KB)

Platform Metric Lowest Mean 99th Percentile Highest

QEMU Total Time (ms) 10.36 11.87 13.02 13.03
TA Time (ms) 9.09 10.85 12.69 12.78

RPi3 Total Time (ms) 19.97 20.37 20.83 20.84
TA Time (ms) 19.99 19.45 20.38 20.39

(b) Preloader Performance on Large Binaries (MB)

Platform Metric Lowest Mean 99th Percentile Highest

QEMU Total Time (ms) 231.89 240.71 249.68 249.79
TA Time (ms) 221.54 230.13 239.41 239.86

RPi3 Total Time (ms) 220.03 226.54 234.72 234.96
TA Time (ms) 215.01 216.99 218.76 218.77

Figure 16: Comparative performance analysis of the preloader on QEMU vs. RPi3.

(a) Preloader comparison (KB) (b) Preloader comparison (MB)

Figure 17: Comparative performance analysis of the preloader on QEMU and RPI3

The data from Figure 17 suggests a performance inversion, primarily being
determined by their own bottleneck at each scale. Particularly, for smaller binaries,
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any Input/Output operations reliant on the storage will be affected by its limitations,
meaning that in our case, the Raspberry Pi 3 with a microSD card is bound to deliver
results with a higher latency than our QEMU emulation, which resides on an SSD. In
contrast, for large binaries, the task becomes compute-bound, thus being dominated
by the AEAD decryption. More specifically, in here, the Raspberry Pi 3 executes the
ARM cryptographic instructions natively, whereas QEMU must use its Tiny Code
Generator to translate each ARM instruction into host-native x86 code dynamically,
therefore adding per-instruction overhead [22, 74]. While the host CPU is faster, the
cumulative cost of such translations for a large cryptographic workload outweighs
the initial advantage concerning the Input/Output, thus, making the execution on the
Raspberry Pi 3 more efficient.

6.3 Performance measurement

The implementation of the background daemon directly addresses requirement R4, of
low performance overhead. In our minimal test environment, the process consumed on
average 5–7% of the CPU resources while active, reaching up to 10% in exceptional
cases. This resource consumption is largely attributable to the constrained hardware;
for comparison, the host-side daemon algorithm on a modern development machine
consumes less than 2% CPU for the same tasks. Moreover, to further satisfy the
transparency requirement (R5), the daemon incorporates a system load throttle. Par-
ticularly, this component actively monitors CPU usage and suspends all randomization
operations whenever utilization exceeds a set limit. By restricting its activity to periods
of low system demand, the daemon therefore avoids introducing any perceptible
latency or performance degradation, making its operations unnoticeable to the user.

6.4 Security Evaluation

The security posture of the Preshuf architecture is evaluated by its capacity to neutralize
the adversarial capabilities defined in the Threat Model (Section 3.1). The primary
objective of this system is to prevent code-reuse attacks by invalidating the attacker’s
knowledge of the memory layout of a vulnerable binary file, and so, the following
evaluation will structured into three parts, each one of them targeting a different
defensive layer. Specifically, the integrity and unpredictability of the randomization
process, the confidentiality of the binary at rest, and the security of the runtime
decryption and loading sequence.

Security of randomization The security guarantees of Preshuf are split between
the TEE and Normal World OS, where the TEE’s hardware-enforced isolation makes
certain that the randomization process is confidential and integral. Once the preloader
executes the plaintext binary through fexecve, however, the resulting process runs
within the Normal World’s security context. The issue with this is that if an intruder in
the system is capable of escalating privileges to root and attain the CAP_SYS_PTRACE
capability [101], they can use the ptrace [102] system call and gain read-write access
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to the process’ memory and register, thereby ultimately being able to map the currently
active memory layout and identifying gadget addresses for a JIT-ROP attack [43, 138].

While this is a known limitation, the Preshuf architecture mitigates it by rendering
the attacker’s intelligence ephemeral. The core mitigation for this is a refreshing
defense, where the background daemon periodically replaces the on-disk binary with
a freshly-randomized version. This process of atomic replacement guarantees that the
memory layout of the next application instance will be different and unpredictable. An
attacker, therefore, cannot develop a universal exploit; the JIT-ROP payload they might
craft for one process would then be useless for the next. The system effectively trades
absolute runtime opacity for a model where the cost and complexity of a successful
attack are raised considerable, especially against memory disclosures. With that
in mind, a discussion regarding further hardening of defenses against live memory
analysis are explored in the Future Work, in Section 9.1.

Security of the encryption The security of the encrypted binary is a product of
the cryptographic primitives and the secure architecture in which they are deployed.
The choice of ASCON, an AEAD cipher, provides a unified defense against both
offline analysis (AC2) and tampering (AC5). This then yields us a mixture of
confidentiality and integrity, which is achieved through a persistent, TEE-managed
key, and respectively, a 16-byte authentication tag. This type of protection means that
an attacker with file-system access is left with an opaque blob of data that they can
neither read nor modify without detection.

The strength of this system comes from its holistic design. More precisely, the
key never leaves the TEE, nonce reuse is prevented by generating a fresh random
suffix for each encryption, and the file format itself being self-contained, providing
the preloader and TA with everything needed for a secure decryption. Moreover, the
use of the magic number header plays a role in both identification for decryption,
and optimization of the identification phase, not requiring the decryption to begin its
mathematically-intensive decryption in order to decide whether it was the correct file.
An attacker is therefore comprehensively blocked from any offline integration with
the binary. They cannot reverse-engineer it to find gadgets, and they cannot alter it
to bypass the randomization, thereby limiting their capabilities to only being able to
engage with them at runtime, under the constrained conditions that were described in
the previous section.

Preloader to prevent destructive attacks The preloader is the runtime control
mechanism in the the Preshuf architecture and it creates a security boundary between
the encrypted on-disk artifact and the in-memory running process, thus making it a non-
bypassable component for protected binaries. An important architectural distinction
to keep in mind is that the preloader is a cryptographic client, not a provider; meaning
that is requests services in form of decryption from the TA, which then executes the
operation within the Secure World. The main security feature of the preloader is its use
of a diskless loading process that makes use of the memfd_create and fexecve such
that the plaintext binary will never be written to persistent storage, and the preloader’s
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own memory is the only place where the plaintext binary can be found. This leaves
the preloader’s own memory as the only theoretical attack surface for a privileged
attacker, who would have the capability of capturing the transient plaintext buffer by
using ptrace. This, however, doesn’t expose the system’s cryptographic keys, and
above all, the intelligence gained would be ephemeral, valid only for a brief moment
before the process image is replaced, making successful interception a matter of a
difficult, real-time race condition.

6.5 Analysis of Randomization Effectiveness and Attack Com-
plexity

The entropy of our randomization process is a measure of the combinatorial complexity
an attacker must overcome in order to achieve their goal. As such, while the total
number of possible memory layouts for a binary with N RUs is 𝑁!, providing a
theoretical maximum entropy of log2(𝑁!), this figure does not represent the practical
challenge for a targeted attack, which does not not require a thorough understanding
of the entire layout. Rather, a better and more accurate way of taking measure of the
entropy of the randomization process is to take into account that code reuse attacks
involve finding a chain of 𝑘 individual gadgets, each residing in different RUs. The
challenge in finding all 𝑘 of these RUs in their appropriate, permuted locations is thus
a problem of permutations, which makes the effective entropy that an attacker must
overcome in finding this particular sequence of RUs more accurately described by the
log2(𝑁!/(𝑁 − 𝑘)!) formula, where 𝑁 is the total number of RUs and 𝑘 is the number
of RUs required for the exploit chain.

That being said, this model, while useful for quantifying the combinatorial
complexity, represents an idealized scenario. Its accuracy is contingent on several
assumptions about both the target binary and the attacker’s methods. An example of
that would be that the model presumes that an adversary’s required gadgets chain must
span 𝑘 distinct RUs. An attacker could circumvent this defense if a single, sufficiently
complex RU contains all the necessary gadgets for a complete exploit. Moreover, the
model also further assumes that gadgets are unique; should the same useful gadget
exist in multiple RUs, an attacker’s search is simplified, as any instance will suffice. An
adversary, for instance, may also not require a specific, fixed set of 𝑘 gadgets, but can
instead construct functionally equivalent ROP chains from a larger pool of available
alternatives, further reducing the search complexity. It is under the constraints of our
defined “guessing” attacker, who lacks arbitrary memory disclosure, that this entropy
calculation holds most strongly. An attacker with such a disclosure primitive could
locate one gadgets and then scan the local memory region to find others, therefore
bypassing the permutation defense.

In addition, the effectiveness of a randomization scheme is defined by the spatial
distribution of its protected components. To analyze our fine-grained permutation
defense in isolation, we disabled the operating system’s main base ASLR, sampled
5000 runs, and generated a scatter plot for both the addresses of the main executable
and other program functions, as seen below in Figure 18. The benchmarks were carried
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out on code with 8 functions, of similar sizes (source code available in Appendix B.1)
and the interaction of this, our permutation logic, and the system’s memory allocator,
resulted in a seemingly-distinct offset in our final plot. That is, because while the
permutation itself is cryptographically random, the allocator’s algorithms for finding a
contiguous virtual memory space for the .text segment are not. The visible vertical
gaps are an artifact of this allocation process, where functions of common sizes are
permuted but still collectively occupy a memory region whose placement is not truly
random within the application’s memory space. Preshuf’s permutation is therefore
successful in its primary goal of breaking the internal structure of the binary, but the
plots showcase that true spatial unpredictability requires further synergy with either
the internal structure of the binary through artificial padding, or alternative methods.

Figure 18: Distribution of Function Addresses under Preshuf’s Fine-Grained Ran-
domization without OS ASLR

As per Figure 18, for an attacker to guess the address one a specific function
in our sample code, they would, on average, have a 1-in-170 chance, assuming a
uniform distribution. This however, represents an idealized scenario. The practical
distribution of randomized addresses is often influenced by the non-uniform behavior
of the system’s memory allocator, a subtlety that is not apparent at first but can be
noticed in Figure 19

In addition to the above, one way to further strengthen the efficiency of random-
ization and therefore increase the entropy significantly is by integrating Preshuf’s
fine-grained randomization with the system’s native base address randomization. This
is achieved by letting the OS apply a single, large random delta to the mmap base
address of the .text segment through its base ASLR, while Preshuf independently
permutes the RUs within that mapped region. Combining the two would therefore
solve the regional predictability of the memory allocator, while our internal shuffling
would then destroy the fixed relative offsets that base ASLR alone would preserve.
The results, shown in the now scatter plots below (Figures 20 and 21), represent a
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Figure 19: Preshuf Distribution KDE

fully comprehensive randomization where function locations are both unpredictable
and closer to being uniformly distributed.

Figure 20: Distribution of the Main Ex-
ecutable’s Entry Point Address

Figure 21: Distribution of Program
Function Addresses

At first glance, the distributions in Figures 20 and 21 appear completely identical,
however, this visual congruence is due to the large scale of the 48-bit address space
depicted. The Y-axis, representing the high 24 bits of the address, spans a multi-
terabyte range, while the X-axis covers the 16 megabytes of the lower 24 bits. On this
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macroscopic scale, the internal re-ordering of functions, which can result in address
changes of about a few thousand bytes, is visually negligible. As such, the plots do not
show a lack of distinct randomization, but rather, they show that the OS’s base ASLR,
despite not altering the internal structure of the file, provides a dominant displacement
across the virtual address space, thereby creating a high-entropy baseline for our
internal permutation. To illustrate this fine-grained difference, the following figure
(Figure 22) presents a highly magnified view, comparing the localized placement of a
single randomized function with the main function from each dataset.

Figure 22: Microscopic view of Main and Functions

Figure 23: ASLR+Preshuf Distribution KDE

To quantify the effectiveness of this randomization beyond a visual inspection, we
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ought to analyze its statistical distribution. The following Kernel Density Estimation
plot (Figure 23) visualizes the probability density of the randomized addresses and
allows for a quantitative assessment of its uniformity, and ultimately, resilience against
probabilistic attacks.

Figure 23 also confirms the high quality of the randomization, visualizing a
probability density function that is nearly uniform across a vast portion of the
address space. The broad, “flat plateuau” directly indicates that the addresses are not
concentrated in any specific spots, but rather, almost evenly distributed all-throughout
the address space range, ultimately meaning that an attacker gains no probabilistic
advantage when attempting to guess a location at large. Moreover, the overlapping
distributions for all individual functions further demonstrate that the randomization is
applied consistently, without any sign of biases for specific parts of the code.

6.6 Formal Adversarial Models and Notation

In order for us to be able to formally evaluate the security of our system against
brute-force attacks, let us define both the variables and conceptual models that will
then form the basis of our analysis.

Table 3: Adversarial Models and Probabilistic Concepts

Concept / Model Description and Rationale
Adversarial Model 1 (MA1) Models an attack against a single, static process

where the memory layout is fixed. This scenario
represents the baseline security of the permuta-
tion itself, without the benefit of the refreshing
defense (i.e., a minimum security guarantee)

Adversarial Model 2 (MA2) Models Preshuf’s refreshing defense. The mem-
ory layout is periodically reset, invalidating the
attacker’s knowledge after a set time. This is the
more realistic model for attacks that occur over
any significant period

Sampling without Replace-
ment

The probabilistic process governing MA1. Each
failed attempt eliminates one possibility from
the search space, providing the adversary with
perfect, cumulative information.

Trial Block Represents a sequence of attempts that an ad-
versary can make within a single time window,
during which the memory layout is static

Geometric Distribution The probabilistic process behind MA2 at the
level of trial blocks. Since each block is inde-
pendent due to re-randomization, the number of
blocks until success follows this “memoryless”
distribution
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Table 4: Mathematical Notation

Symbol Meaning Context and Role
𝑅 The number of Randomization

Units (RUs).
The input variable with a minimum
granularity of a function. The com-
binatorial security of the system
which scales factorially with 𝑅.

𝑁 Total numberof possible mem-
ory layouts.

The size of the total search space the
adversary must overcome, defined as
𝑁 = 𝑅!.

𝑋 Random variable for the total
attempts until success.

The primary value we seek to quan-
tify. A higher expected value for 𝑋
indicates a stronger defense.

𝑘 An index representing a spe-
cific attempt number.

A variable used throughout the sum-
mations to denote one particular
trial.

𝐸 [·] The Expected Value operator. Calculates the average outcome of a
random variable over many trials.

Δ𝑇 The time interval for re-
randomization.

The duration a specific memory lay-
out remains static before Preshuf’s
daemon refreshes it.

𝑀 Maximum attempts possible
within Δ𝑇 .

Quantifies the adversary’s speed rel-
ative to the system’s refresh rate. 𝑀
is a function of attacker capability.

𝐾 Random variable for the num-
ber of trial blocks.

In the refreshing model (MA2), this
represents the number of Δ𝑇 win-
dows required for success.

𝑝𝑀 Probability of success within
a single trial block.

The chance an adversary succeeds
within one Δ𝑇 window, given they
can perform 𝑀 attempts.

MA1: Attack on a Static Process Instance This static attack is equivalent to
sampling without replacement, as each incorrect guess is removed from the set of
possibilities, so the probability of success on any specific trial is uniform. The
probability mass function is therefore 𝑃(𝑋 = 𝑘) = 1

𝑁
, and the expected number of

attempts is the mean of this discrete uniform distribution:

𝐸 [𝑋] =
𝑁∑︁
𝑘=1

𝑘 ∗ 𝑃(𝑋 = 𝑘) =
𝑁∑︁
𝑘=1

𝑘 ∗ 1
𝑁

=
1
𝑁

𝑁∑︁
𝑘=1

𝑘

Using the formula for the sum of the first N integers, this resolves to:

𝐸 [𝑋] = 1
𝑁
∗ 𝑁 (𝑁 + 1)

2
=
𝑁 + 1

2
=
𝑅! + 1

2
From an adversary’s perspective, this means their task is to systematically guess
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their way through an insurmountable search space, with their expected success point
being halfway through. This means, that for any program that contains more than
a few dozen functions, the necessary effort will go far beyond the reach of modern
computation, ultimately making the static layout theoretically undiscoverable by blind
guessing.

MA2: Attack Across Refreshed Process Instances In this model, the re-
randomization after time Δ𝑇 creates windows of opportunity. We define 𝑀 as the
maximum number of attempts an adversary can execute within a single interval. With
that, the attack essentially becomes a sequence of trial blocks, where the likelihood of
success within a single block, 𝑝𝑀 , is derived from sampling without replacement, and
thus is:

𝑝𝑀 = 1 − 𝑃(failure in M attempts) = 1 − 𝑁 − 𝑀
𝑁

=
𝑀

𝑁

The overall attack can be modeled as a sequence of these blocks. Let’s let the
random variable 𝐾 be the number of blocks required to achieve success. 𝐾 follows a
geometric distribution with success probability 𝑝𝑀 , and so, the expected number of
blocks is:

𝐸 [𝐾] = 1
𝑝𝑀

=
𝑁

𝑀

The total number of attempts, 𝑋 , is the sum of attempts in all failed blocks plus
the number of attempts in the successful block. The 𝐾 − 1 failed blocks contribute M
attempts each. Within the final, successful block, the successful attempt is uniformly
distributed from 1 to 𝑀, with an expected value of (𝑀+1)2 . Using the law of total
expectation we would have:

𝐸 [𝑋] = 𝐸 [(𝐾 − 1)𝑀 + 𝑀 + 1
2
]

By the linearity of expectation, this then becomes:

𝐸 [𝑋] = (𝐸 [𝐾] − 1)𝑀 + 𝑀 + 1
2

=

(︃
𝑁

𝑀
− 1

)︃
𝑀 + 𝑀 + 1

2

𝐸 [𝑋] = 𝑁 − 𝑀 + 𝑀
2
+ 1

2
= 𝑁 − 𝑀 − 1

2

𝐸 [𝑋] = 𝑁 − 𝑀 − 1
2

= 𝑅! − 𝑀 − 1
2

Otherwise said, in practical terms, this equation confirms that the attack cost
remains factorially high under Preshuf’s refreshing defense model. The term 𝑀−1

2
amounts to a negligible discount on this cost, representing the limited benefit an
attacker gains from working on a static target for a brief period. Moreover, the principle
behind our system still holds, namely that the attacker’s progress is confined to a
singular Δ𝑇 window of time, which, upon expiration, will erase all the progress.
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Therefore, unless an attacker can perform a number of attempts 𝑀 that is on the same
order of magnitude of 𝑅! itself within the interval Δ𝑇 , a condition that is practically
unfeasible, they cannot succeed in crafting an attack.
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7 Related Work

The development of defenses against memory exploitation is a result of the long
arms race history between attackers and defenders. The first set of defenses sought to
invalidate memory attacks and the eventual static knowledge of a program’s structure,
however, such defenses are short-lived, with newer tools adapting to bypass them.
This section of the thesis aims to cover the spectrum of these techniques, alongside
other defenses tangential to our work. The discussion will start with an analysis of
foundational ASLR as implemented in Microsoft Windows which will be used as a
baseline for our upcoming discussions, then transition to fine-grained randomization
schemes that have an approach similar to ours, and then divert onto other diversification
strategies that operate at the instruction-set and compiler levels.

Windows Vista’s ASLR Windows, as one of the most used operating systems
worldwide, introduced its own implementation of ASLR for Windows Vista in 2006
[60]. This implementation of ASLR was provided on a per-image basis, meaning that
individual executable files (.exe) and dynamic link libraries (.dll) could opt into
randomization by setting a specific bit (0x40) in their Portable Executable (PE) header’s
DLLCHARACTERISTICS field [75]. This decision to enable ASLR for a given binary is
made during compilation, more specifically, through the use of the /dynamicbase
linker flag. The linker responds to this flag by setting a bit within the PE header’s
DLLCHARACTERISTICS field. This bit’s role is to inform the OS’s loader that the
binary contains the necessary base relocation information to be safely loaded at an
address rather than its preferred one. When the loader detects this flag, it applies
a boot-session-wide random offset to the image’s base address, an offset selected
from a pool of 256 possibilities and aligned to a 64KB boundary [97, 45], with it
further extending to the initial placement of the process’ stack and heap to increase
the unpredictability of the newly defined memory structure.

While the ASLR was integrated by default for the core system files in Windows
Vista, the opt-in feature applied primarily to third-party application vendors. Moreover,
beyond this scope and irrespective of the set bit, the randomization also applied to the
locations of the Process Environment Block and Thread Environment Block (PEB
& TEB for short), which serve as the primary source of runtime information for a
process, and respectively, its threads [160]. In addition, the most notable part about
Vista’s design was that while the PEB, stack, and heap location varied per program
execution, the positions of program code, data segments, basic service set segments,
and libraries only changed upon system reboot [160]. The effectiveness of this ASLR
was heavily constrained by the 4GB of address space allocated, thereby providing
approximately 8 bits of entropy, which made brute-force attacks very feasible [61].
This limitation was later addressed for 64-bit systems with /HIGHENTROPYVA support,
allowing ASLR to use the entire 64-bit address space for significantly greater entropy.

That being said, as we now know, the primary weakness of base ASLR is its
susceptibility to information leakage vulnerabilities, which is the primary motivator
behind the various different fine-grained approaches. Should it not be for granular
ASLR, a single leaked pointer from a randomized module would be sufficient to
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calculate its base address, thereby neutralizing the protection for that entire image.
Apart from brute forcing methods [108], this is something that attackers frequently
achieve by targetting predictable, unrandomized data structures that contain pointers
into protected memory regions. In the case of Windows, the PEB, for instance, can be
accessed through the GS segment register on 64-bit Windows, providing a stable entry
point for an attacker to walk internal data structures and find the base addresses of
libraries such as ntdll.dll [55, 8, 152]. An arbitrary-read primitive, even a limited
one, can thus be weaponized to either de-randomize a process’ address space [72, 66,
130, 167] or craft malicious attacks [147, 21, 134, 127, 148], and with that in mind,
the following paragraphs will go over some previously researched, unique frameworks
that while successful in defeating base ASLR, would fail against more fine-grained
approaches.

This susceptibility to information leakage, which allowed attackers to neutralize
the defense with a single known address, did not in itself grant code execution, but
rather, it just reset the conditions to a state of a non-randomized binary where the task
of identifying and chaining gadgets was still required. To overcome this and achieve a
more scalable exploitation, since 2008 [26], offensive security researchers focused
on automating the payload construction process, leading directly to the development
of Automatic Exploit Generators (generally abbreviated as AEGs). These systems
formalize the exploit generation process and treat them like a computational search
problem through methods such as symbolic execution to find out the precise inputs
needed to hijack a program’s control flow [5]. By discovering code gadgets and
satisfying the constraints for chaining them, AEGs can autonomously synthesize
complete ROP payloads from a proof of concept crash.

Mayhem A first and historical example of this is Mayhem, a tool developed in 2012
[30] that was engineered to be ran on x86 binaries without requiring source code or
pre-existing vulnerability information, starting only with a proof-of-concept input that
causes a crash. The way it operates is by taking a program crash and, based on the input
and metadata, generating an exploitable formula that includes constraints necessary
for redirecting the instruction pointer and executing a payload that is then passed
to a Satisfiability Modulo Theories solver and if a satisfying assignment is found,
it represents the precise input required for a successful exploit [6]. To handle more
complex cases where memory addresses depend on user input, a common scenario in
binary analysis, Mayhem also introduces an index-based memory model, which is a
technique that the authors note was of utmost importance for generating 40% of their
discovered exploits.

Revery Another significant AEG, Revery, approaches the problem from a different
perspective: instead of finding new bugs, it focuses on verifying the exploitability of
a known crash [158]. Revery introduced a technique “under-constrained symbolic
execution” and it means that the execution would start from the crash location as
opposed to the start of the program. This method drastically pruned the search space
by only symbolizing data directly relevant to the fault, leaving the rest of the program
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state concrete. The system then defines specific exploit primitives, such as control
over the instruction pointer, as symbolic goals and uses a solver to find an input that
satisfies these conditions, effectively turning a crash proof-of-concept into a working
exploit.

EoLeak The previously discussed AEGs excel at payload construction but their
effectiveness in more modern environments is completely dependent on the knowledge
of the target’s memory layout, which ASLR is intended to protect. To counteract this
specific preliminary step, researchers at Tsinghua University built EoLeak [166], an
AEG that does not have control-flow hijacking as its main goal, but rather, automating
the discovery of information leakage vulnerabilities. Its system operates using dynamic
binary analysis and taint tracking to monitor the flow of attacker-controlled input [166].
For this, an effective execution path would be one where the tainted input influences
the value of a pointer that is then subsequently written to an output channel, effectively
leaking a runtime memory address and providing an attacker with the information
needed to defeat ASLR.

LAEG & AAHEG Building upon the principle of information disclosure, Leak-based
Automatic Exploit Generation (LAEG) integrates this capability into a complete,
end-to-end exploit chain for stack-based buffer overflows. The way this operates is by
first using a provided information leakage vulnerability to defeat ASLR, and it then
performs dynamic binary analysis to precisely calculate the fixed offsets between the
leaked address and the required ROP gadgets. With the memory layout de-randomized,
LAEG then proceeds to synthesize a full payload [113]. While effective for stack
vulnerabilities, this model does not address the significantly more complex domain of
heap exploitation, which required manipulating the stateful and non-linear structure of
a program’s heap. This challenge, however, was tackled a year later through Automatic
Advanced Heap Exploit Generation (otherwise called AAHEG), being a specialized
AEG that operates on source code rather than binaries. AAHEG parses the code into
an abstract syntax tree to build a formal model of the program’s heap operations.
This allows it to automate the sequences of allocations, frees, and writes necessary to
corrupt heap metadata, create overlapping chunks, or trigger a use-after-free condition,
which would then lead to control over the instruction pointer [159].

FormatAEG Rounding out the set of automated exploits for the major memory
corruption types, FormatAEG reveals another way of exfiltration data, particularly
through string formatting vulnerabilities. Moreover, just like the previous tools,
FormatAEG also integrates ASLR bypasses directly into its exploitation process.
However, while the previously discussed AEGs address stack and heap overflows,
format string bugs bring their own special challenges and opportunities. FormatAEG
operates by encoding a call to a write function such as printf, and gradually building
payloads with format specifiers like %x and %p to read raw data directly from the
stack, thereby leaking saved return addresses and stack canaries to bypass ASLR.
Once aware of the memory layout, FAEG would build a final payload through the %n
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specifier that would then produce an arbitrary write, most commonly overwriting a
stored return address or function pointer in order to achieve control-flow hijacking

Hacking Blind The aforementioned AEGs all demonstrate a different approach
to the automation of exploitation once a memory address is known. As opposed to
this, another methodology is the concept of “hacking blind” [21], which challenges
the assumption that an information leak is even necessary to obtain such an address.
While this approach initially worked by using the termination state of a forked process,
whether crash or not, as a side channel. Modern variants of it make use of transient
execution attacks, where a speculative memory access to a guessed address can leak
information through a microarchitectural side channel (e.g., cache timing) without
faulting, thereby avoiding the need to crash the process. Despite the increased
sophistication of the side channel, the fundamental goal still remains finding the base
address. The success of the attack though, still hinges on the weakness of base ASLR,
which is that once this address is discovered, the internal layout of all functions and
gadgets is static and predictable.

This approach applies to network servers that handle requests in forked processes
and works by brute-forcing the randomized base address of a shared library. The attack
uses the process’s termination state (crash or no crash) as a side channel to validate its
guesses. The success of this technique does however hinge on the key weakness of
ASLR, which is that once the library’s base address is discovered, the internal layout
of all functions and gadgets is static and predictable.

The success of all the above-described AEGs is entirely dependent on the principle
of relative address constancy; namely that whether an attacker obtains a pointer via
a leak or brute-forces a base address, they can reliably calculate the location of any
required gadget using a known, fixed offset. One of the benefits of fine-grained
randomization is that it targets this assumption by introducing a high degree of
entropy within the code segment itself. As we have previously discussed in this thesis,
permuting the order of functions implies that the offset between any two randomly
selected functions is guaranteed to be a random variable between different executions,
and not a constant. Fundamentally, this will break the attack chain and force the
attacker to discover the location of every single necessary ROP gadget independently,
a task with a factorial complexity directly proportional to the number of gadgets
required. This then implies a significantly greater cost of exploitation, up from finding
one piece of information to finding n times as many, all with a difficulty almost as high
as the previous, thereby neutralizing the automated and scalable nature of these tools

Moreover, on top of the previously mentioned fine grained code randomization tools
in 2.2.2, three other such systems pique our interest, primarily due to their relevance
to our work. Starting with Marlin, which provides fine grained code randomization by
permuting functions at program load time. The system ensures that the code will stitch
the reordered components back together, thus breaking the contiguity of the original
program layout [68], thus defeating code-reuse attacks through an approach which
is fairly similar to ours. Moreover, just like our original implementation, its main
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limitation is that the randomized layout is static throughout execution, offering a single
secret that can be broken; a factor which acted as a motivator for our preloader-centric
framework. As a last remark, the taken approach for benchmarking Marlin was one
similar to ours, presenting an overhead of 0.87s on average [69], more than twice as
high as ours.

FASLR is another protected ASLR scheme related to our work, this time the
similarity being how its operations are being done within the TEE. More particularly,
the way FASLR functions is by first loading the application into an enclave and then
randomizing its memory layout so that its randomization will then be “shielded”
against a compromised host OS, a threat model also similar to ours. FASLR, however,
applies this randomization at functional granularity, randomizing the entry addresses
of individual code elements as they are called, rather than rewriting a full binary
statically [107].

Lastly, Mardu features another interesting design choice through its implementation
of a continuous re-randomization defense by refreshing the code layout at runtime.
Mardu operates on-demand and thus triggers a new randomization pass upon detecting
a security-sensitive event, such as a program crash or an eXecute-Only Memory (XoM)
violation. This mechanism is designed to invalidate address leaks over time, offering
a security advantage against attackers with a long-term presence in the system [78,
79]. In addition, Mardu’s on-demand approach to randomization sparks the question
of whether we can further optimize our system by introducing either on-demand or
on-page-fault decryption as opposed to load-time to minimize the waiting time of the
end-user.

Instruction Set Randomization Moving away from defenses that randomize the
location of existing code, another branch of research focuses on diversifying the
content of the code itself in order to defeat a different attack vector; namely, direct code
injection. This category of defense is exemplified by Instruction Set Randomization
(ISR for an abbreviation), and it is a technique that was designed to prevent an attacker
from executing previously-injected shellcode [82, 24]. The main idea behind ISR is to
assign a unique, secret key to each running process, which is then used to transform,
typically via a fast XOR operation, the opcodes of all instructions before they are
loaded into memory. A supposed threat actor’s injected payload, which is encoded with
the standard, public instruction set, would therefore be meaningless to the protected
process [11].

Making this possible is done through the processor’s instruction-fetching mecha-
nism, which must be modified to apply the inverse transformation, therefore using the
secret process key to decode the randomized opcodes back into their original form
just before execution. When the CPU attempts to fetch and decode the attacker’s
injected code, it will apply the secret key to the standard opcodes, resulting in a stream
of invalid or nonsensical instructions that in almost all cases will lead to a program
crash rather than successful exploitation [58]. This method aims to provide a stronger
defense against attacks that rely on writing and executing new code in memory, though
its practical adoption has been limited by its requirement for specialized hardware
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support or a significant performance overhead from software-based emulation [34].
The defense model of ISR is particularly relevant to our work as it addresses a new

threat vector–direct code injection–that code layout randomization alone does not.
Preshuf is designed to defeat code-reuse attacks by making existing code hard to find,
while ISR is designed to defeat code-injection attacks by making new code impossible
to run. In a comprehensive security architecture, these two techniques are therefore
complementary, not competing, thus leaving room for questioning on whether our
preloader-centric defense could be altered in a way that it would not only prevent code
reuse, but also code injection. Nevertheless, this principle of diversifying the code’s
content, rather than just its location, also forms the basis of another major category of
defense known as Compiler-Based Diversification, which we will discuss more about
in the coming paragraphs.

Compiler-Based Diversification Compiler-Based Diversification can be under-
stood as a practical implementation of a “moving target defense”, but one that operates
across a population of deployed software rather than within a single running process.
Just like with code reuse, this approach addresses a risk of software monoculture,
where an attacker can develop an exploit on their own machine with the certainty that
it will work on a plethora of other different devices [57]. By integrating randomization
into the compiler, distributors can generate thousands of unique binary variants for the
same application. Each user, organization, or distributor, would therefore receive a
different variant, ultimately, making the software population heterogeneous [77].

This diversity is created through various randomized compiler passes, where, for
instance, the compiler could permute the order of functions in the resulting binary
[88] in a manner like Preshuf, randomize the allocation of registers [92], or even
substitute equivalent instruction sequences [157]. The security benefit for this one is
probabilistic, in a sense that, an attacker who develops an ROP exploit for one variant
has a negligible, but not zero, chance of that exploit succeeding on any other variant
deployed in the wild [35]. While this does not protect a single, compromised instance
from runtime analysis, it breaks the model of scalable, widespread attacks and forces
adversaries to re-target each individual machine, significantly increasing the cost and
effort of exploitation just like the aim of Preshuf.

7.1 Benchmarks of related approaches

These defensive strategies present us different kinds of performance overheads, differing
from implementation to implementation. Fine-grained randomization schemes like
marlin or Mardu impose a significant cost at application launch or runtime, as they
must perform various computationally intensive and expensive binary analyzes,
permutations, and relocation fixings. Preshuf’s asynchronous model attempts to
mitigate this by moving these heavy tasks to a background process, leaving only the
decryption at load time, whose overhead heavily depends on the size of the binary file
itself. Instruction Set Randomization, on the other hand, presents a starkly different
profile however, as, with specialized hardware, the overhead is a minimal, with
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constant cost added to every instruction decode cycle. Without such hardware though,
the performance penalty of software-based emulation would become prohibitively
high for practical use. In contrast, Compiler-Based Diversification moves the entire
computational burden to the software developer at compile time. The end-user would
experience no direct load-time randomization overhead, and any performance impact
would be a static artifact of the diversified code generation, which may result in very
minor execution inefficiencies due to less optimal instruction sequences, or altered
cache locality. That being said, a more thorough insight into these overheads can be
seen below, in Table 5.

Table 5: Comparative Analysis of Code Diversification Defenses by Performance
Overhead

Scheme Granularity Dependencies Overhead

PaX ASLR [120] Memory
Regions

OS Kernel Support <0.1% On-Load

ASLR-NG [109] Memory
Regions

OS Kernel Support <0.1% On-Load

Apple Memory
Regions

OS Kernel Support <0.1% On-Load

Android [162] Memory
Regions

Zygote Model <0.1% On-Load

Bhatkar II [19] Functions Source Code ∼5-15% Per-Call

ASLP [86] Functions,
Sections

Relocation Info ∼1% On-Load

Marlin [68] Functions Relocation Info ∼870ms On-Load

FASLR [107] Functions TEE / Enclave <10% On-Load

Readactor [41] Code Pages Virtualization (EPT) 3-7% (Runtime)

Mardu [79] Functions Binary Rewriting 2-5% (Runtime)

Isomeron [43] Functions
(Isomers)

DBI 5-20% (Runtime)

ISR [82] Opcodes Modified CPU <1% (if hardware)
>900% (otherwise)

CBD [77] Functions,
Registers

Altering Compiler 0% (User-facing)

Preshuf Functions Relocation Info, TEE <250ms On-Load
as per Figure 16
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While the preceding table provides a structured overview, it is important to
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mention that creating a direct and quantitative comparison of the reported overheads
is complicated by a significant heterogeneity across the cited works. This is primarily
attributable to two confounding factors: Firstly, the selection of benchmark applications
differs substantially; performance overhead is highly sensitive to the workload, with
larger, more complex applications often showing a different relative impact than
smaller, CPU-bound programs. Secondly, the evaluation environments, including
processor architectures and system configurations, are not uniform. The influence of
such environmental factors is something we confirm in our own analysis in Figures 16
and 17, which show a performance inversion between emulated and physical hardware
based on the task’s bottleneck. The table is therefore best interpreted as a qualitative
guide to the nature and timing of the overhead for each scheme, rather than a direct
numerical ranking.

64



8 Discussion

Having presented the design, implementation, and evaluation of the Preshuf system, this
chapter moves to a broader discussion of the work. The objective here is to analyze the
architectural trade-offs, contextualize the system’s security guarantees within the larger
landscape of memory safety, and explore potential avenues for future enhancement.
The following subsections will begin by addressing the inherent limitations of the
current architecture, particularly regarding its dependency on memory confidentiality
and overhead. Building upon this analysis, we will then propose and discuss several
significant architectural extensions designed to harden the system’s integrity, improve
its perceived performance, and address practical deployment considerations. This
discussion serves to frame Preshuf not as a final product, but as a foundational
architectural for a new class of TEE-hardened moving target defense.

8.1 Limitations of the Preshuf architecture

The security guarantees provided by Preshuf are evaluated against the adversarial
capabilities defined in the Threat Model in Section 3.1 and a principal limitation of our
current architecture is its dependency on the confidentiality of the randomized memory
layout post-execution. Preshuf is designed to be effective primarily against an adversary
who is limited to guessing attacks, but it does not, by itself, provide comprehensive
leakage resistance. With several high-value targets for a disclosure vulnerability,
an attacker with access to the function pointer array from the stack could reveal all
randomized addresses of all functions and thereby the entire permutation. Moreover, an
adversary could target the process’ loaded ELF metadata, where, structures such as the
GOT, symbol table, or the dynamic symbol table contain explicit mappings between
symbol names and their randomized virtual addresses. A vulnerability that permits
reading from these sections would effectively nullify the randomization. Preshuf’s
security model is therefore complementary to, and not a replacement for, defenses that
provide memory safety to prevent such disclosures from occurring.

8.2 Enhancing system integrity through attestation

The Preshuf model is structured around the presumption of an intact Normal World
loader chain with the main idea that if the attacker breaks the preloader, the system
would no longer be functional and thereby them failing in achieving their goal.
However, the alternative option could be substituting the preloader with a malicious
variant that accomplishes the same task but has additional malicious steps. With both
of these outcomes presenting more downsides for the system user as opposed to the
attacker, one way to counter this class of threat would be to have the system’s integrity
be cryptographically verified through a remote attestation protocol. This mechanism
aims to extend the trust boundary of the TEE by using it as a hardware-based Root of
Trust for Measurement to produce an appraisal of the untrusted host.

The way this would operate is that upon the launch of the operating system, an
attestation sequence would be initiated that would invoke the TA. The TA would then
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measure a series of specified integrity targets within the Normal World that would then
include a cryptographic hash of the preloader binary itself, the configuration state of the
kernel’s ASLR, and potentially the hashes of critical libraries the system and preloader
depend upon. The TEE would then extend these measurements into a secure register
and, acting as a Root of Trust for Reporting, it would sign this state with a private key
fused into the processor hardware. This signed report, often referred to as a "quote",
would be computationally infeasible to forge. This quote would then be transmitted
along with a nonce from the verifier to prevent replay attacks to an attestation service.
This verifier would then have the goal of comparing the measurements within the quote
against a golden reference integrity manifest. Only upon successful cryptographic
validation of the quote and matching of the measurements does the verifier release
the secrets needed for the system to execute in a manner similar to its previous boot,
whereas, if the validation fails, the system would enter a “patching” state, fixing the
core structure of our system.

8.3 Architectural tradeoffs in decryption timings

As for the decryption timing, in our current state, we employ a load-time decryption
model, where the entire application binary is decrypted and mapped into memory
before the actual execution begins. This approach has the advantage of architectural
simplicity and predictable performance, in a way that after the initial decryption phase,
the application runs at native speed with no further security-related overhead. The
primary drawback, however, is the introduction of a user-perceptible startup latency,
which is directly proportional to the size of the binary. This motivates a further
exploration of alternative models that could distill this computational cost into later
stages of the execution and thereby keep the application launch delay to a minimum.

A first alternative is an on-demand, function-granular decryption model where
the preloader seeks to map the encrypted binary into memory and then replace the
entry point of each RU with a placeholder. This placeholder acts as a stub that would
decrypt the target RU in-place, and then patch the placeholder to redirect subsequent
calls directly to the now-decrypted code, followed by transferring control back to the
function. This architecture would virtually eliminate most startup latency, essentially
moving it to appear over the span of the application’s entire runtime, and only the
functions that are actually executed would ever be decrypted, as opposed to edge-case
functions that are unlikely to be executed under normal executions. This potential
efficiency gain for large applications with many unused code paths could come at the
cost of introducing a small, but potentially noticeable latency on the first invocation of
every function, which could manifest as “jitter” in interactive applications.

A second alternative then is on-page-fault, page-granular decryption. This approach
would use the processor’s Memory Management Unit to mediate decryption. The
preloader’s goal here would be to map the entire encrypted .text section into the
process’s virtual address space but mark the corresponding page table entries as
not-present. The first attempt to execute code on any given page would trigger a page
fault, which would be caught by a custom handler. This handler would identify the
faulting page, decrypt its content in-place, update the PTE to mark the page as present

66



and executable, and then resume normal execution. This model also offers near-zero
startup latency and amortizes the decryption cost, with a potentially more effective
efficiency optimization than the on-demand counterpart because the interception is
handler by hardware. The primary trade-off here is the complexity of implementing
the fault handler, which typically requires privileged, kernel-level integration. It still
introduces runtime latency, although less frequent, making it occur on the first access
to a page of code rather than the first call to every function. The choice between these
models would thus be essentially a trade between predictability with front-loaded
latency, and distributed, event-driven latency.

8.4 Mitigating metadata storage overhead

A significant practical consideration for the Preshuf architecture is the storage overhead
that is introduced by the custom .PRR section, which is injected into each binary
and contains a complete copy of the symbol table, the string table, and all static
relocation entries (e.g., Elf64_Rela structures) that are normally discarded by the
linker. For a large binary with thousands of functions and cross-references, the size
of this metadata can be substantial, often measured in megabytes, however, a more
thorough breakdown can be found below, in Table 6 and Figure 24 or in Appendix C.
This overhead directly impacts on-disk storage, and for embedded or mobile systems
where storage is a constrained resource, it presents a notable drawback. This section
discusses several architectural extensions to mitigate this storage cost.

Table 6: Summary of Metadata Storage Overhead after PRR-Injection

Metric Value

Number of Binaries Analyzed 131

Total Size Before Injection 23.76 MB
Total Size After Injection 38.97 MB

Average Size Increase per Binary 87.24 KB
Average Percentage Increase 61.4%

Median Percentage Increase 61.2%
Minimum Percentage Increase 32.1% (apt-extracttemplates)
Maximum Percentage Increase 85.5% (store)

With Table 6 and Figure 24 showcasing the possible increase in size of our new
binaries, we can notice the importance of optimizing this. One way, and possibly the
most direct approach of doing so would be through applying lossless compression to
the serialized data within the .PRR section. The “prr-injection” tool could be modified
to compress the metadata blocks (symbols, relocations, and strings) using a more
lightweight, high-speed algorithm like LZ4 or Zstandard before they are written to the
binary. The choice of the algorithm is just as important as the one for the encryption
though, as it must offer a high decompression speed together with good compression,
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Figure 24: Metadata Storage Overhead Visualized

as this operation would be on the critical path of the randomization process within
the TA. Upon receiving the binary, the Preshuf TA would first decompress the .PRR
section in memory before proceeding with the parsing and randomization logic. This
approach would then maintain the simplicity of a self-contained binary but then would
add a one-time decompression penalty inside the TEE. Given that the data within
this section can often be repetitive (because of the common symbol names, patterned
relocation entries, etc.), it is expected to have a high compression ratio, significantly
reducing the on-disk footprint.

A different approach to this would be one that is inspired by Zygote, which addresses
both storage and performance by externalizing metadata to a central database. The
Preshuf daemon would act as a manager for this database, pre-loading the metadata for
protected applications into a Normal World memory cache. Going about it this way
converts the I/O-bounded task of reading a .PRR section into a much faster memory-
to-memory copy when a randomization is requested. This would be completed with a
second caching tier within the TEE. This way, the TA can create a persistent, secure
cache of the metadata it receives for frequently used binaries. Such an approach would
have a high likelihood of not only providing lower storage overhead, but also achieving
a highly optimized state for repeated operations.

8.5 Final Remarks and the Broader Impact of Preshuf

The Preshuf architecture, as implemented, aims to drift from the original implemen-
tations of code randomization and decouple the high computational cost from the
performance-sensitive application launch sequence. The broader impact of this is
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twofold; namely, from a performance standpoint, it makes fine-grained randomization
practical for resource-constrained systems or environments where the latency of tradi-
tional on-demand randomization would be prohibitive. From a security standpoint
on the other hand, it materializes a refreshing defense that then makes adversarial
knowledge long-term ephemeral. An exploit developed against one instance of a
binary loses its validity after the next randomization cycle and thus greatly increasing
the cost and complexity for the attacker attempting to achieve a persistent compromise.

This model does come with its own set of trade-offs though. It exchanges a
one-time startup delay for a persistent, low-level CPU and I/O footprint from the
daemon’s operation. Furthermore, the entire security guarantee is predicated on the
integrity of the Trusted Computing Base, and the system introduces a tangible storage
overhead due to the inclusion of the .PRR metadata. Preshuf therefore servers as a
comprehensive case study in architectural trade-offs, and offers a blueprint for making
high-granularity moving target defenses both more performant and secure in real-world
systems.
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9 Conclusions

Fine-grained code randomization is a probabilistic defense against varied memory
corruption exploits that seek to invalidate an attacker’s foreknowledge of a program’s
internal layout. The practical adoption of this has seen hindrances due to fundamental
performance problems, particularly surrounding the user-perceptible latency introduced
by randomizing a binary at application launch time. Existing approaches either accept
this startup delay or delay the cost to other parts, such as the system startup time, or
during the runtime of the application. All of these approaches provide overheads that
are unsuitable for many modern computing environments.

This thesis presents Preshuf, an architecture designed to resolve this performance-
security conflict. The work details an asynchronous pre-shuffling model that moves
the computationally expensive randomization process into a background task which is
hardware-isolated within the TEE, and operates during convenient times for the system.
Ultimately, this shifts the overhead from the randomization process to decryption;
a field that sees more optimization potential given the high demand for lightweight
cryptography. The system was implemented and evaluated on both emulated and
physical systems through QEMU and a Raspberry Pi 3 to provide a realistic assessment
of its overhead, and the primary results, in accordance to the research questions, are:

• RQ1 - Performance Overhead Mitigation: The asynchronous model mitigates
launch-time overhead, with performance analysis showcasing that the latency
introduced by the preloader is under 250ms for larger binaries, a noticeable
decrease compared to the randomization which is around 1700ms.

• RQ2 - Transparent and Automated Operation: The system manages to
achieve a transparent and automated defense through a decoupled architecture
that separates the randomization logic from the runtime execution path, using an
asynchronous daemon that operates with a low CPU footprint and incorporates
a system load throttle in order to remain imperceptible to the user

• RQ3 - TEE Capability and Guarantees: The architecture confirms that the
TEE is a capable environment for executing the randomization logic, and its
hardware-enforced isolation protects the integrity and confidentiality of the
process against non-root attackers

• RQ4 - Combined Impact of AEAD Encryption: The integration of AEAD
encryption provides both confidentiality and integrity for the binaries on the
system, ultimately defeating the prospect of offline analysis and tampering. The
performance impact of this security gain is the decryption latency, a cost that
can be measured by the preloader’s TA execution time.

These results show that an asynchronous, TEE-based pre-shuffling architecture
can deliver the security benefits of fine-grained randomization without the prohibitive
startup costs of traditional on-demand models. This approach makes high-entropy
moving target defenses more practical for resource-constrained systems, and, based
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on this work, we could possibly observe further research directions for optimizing,
hardening, or improving such a system.

9.1 Future Work

The Preshuf architecture, in its current form, provides strong at-rest and pre-execution
security. That being said, it does have a limitation, particularly, runtime memory
inspection. Once a protected process is launched, its memory image, though random-
ized, exists in plaintext and can be attached to and analyzed. To address this threat, a
reactive hardening mechanism can be implemented to convert Preshuf into a hybrid
proactive-reactive defense. Depending on our need, two architectural approaches can
be taken to implement this detection mechanism, differing in their privilege level and
security guarantees.

9.1.1 OS-Level Monitoring through the Linux Audit Framework

This extension would integrate our Preshuf with the Linux audit framework (otherwise
written off as auditd [100]). The objective is to detect analysis attempts on protected
binaries and trigger an immediate and high-priority re-randomization of the targeted
application. Such an implementation would consist of the following components:

• An audit rule that will be established to specifically monitor known tools that
would allow memory-level inspection, such as GDB [104] and LLDB [106]. This
rule, configured via auditctl, will be defined to watch for the any debuggers
attaching to processes in order to create audit log entries whenever a process
attempts to attach to another.

• A user-space monitoring agent that will be developed to actively parse the audit
logs and filter for events tagged with preshuf_trace. Then, upon detecting
a relevant event, it will extract the PID of the target process and resolve its
corresponding executable path via the /proc/[pid]/exe symbolic link.

• A high-priority randomization trigger that once the executable path is identi-
fied, will inspect for the first few bytes of the file to check for Preshuf’s magic
header. If it is present, it will send an inter-process communication message to
the Preshuf daemon. This message will contain the path to the compromised
binary and a high-priority flag, which would allow our compromised binary to
stand out from the rest and be immediately re-randomized.

• An enhancement to the daemon’s logic in order to include a high-priority
queue. Upon receiving a high-priority re-randomization request, the daemon
will immediately suspend its routine and reschedule the shuffling tasks. It will
then fetch the specified binary, invoke the TEE to generate a new permutation
and key, encrypt the result, and atomically replace the on-disk binary.

Through such a mechanism, we guarantee that any intelligence gathered by an
attacker through means of debugging has a severely limited lifespan, ultimately limiting
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the compromised layout’s existence to a minimum to significantly lower the attack
surface and force the attacker to repeat the process of analysis for each new instance
and minimize the time-window in which a JIT-developed attack is effective. That being
said, we acknowledge that this reactive mechanism is contingent on the integrity of the
Linux audit subsystem, and that an adversary who has attained sufficient privileges
could subvert this defensive layer by disabling auditd or altering its rules, making
this approach useful only for user-level introspection.

9.1.2 Hardware-Enforced Monitoring through Hypervisor-Based Introspec-
tion

For threat models that assume a fully compromised guest kernel, not only will
the attacker get access to more sophisticated tools such as the ptrace(2) system
call [105], but the attacker will also have agency over other system features such as
the audit logs. As such, the detection mechanism must be elevated to a privilege
level that is architecturally superior and more isolated from the OS in order to provide
an unavoidable monitoring guarantee. On the ARMv8-A architecture, this can be
achieved through Hypervisor-Based Introspection, in a manner similar to [16], where
a lightweight hypervisor at EL2 securely monitors the guest OS running at EL1. An
attacker with root privileges inside the guest OS therefore would not be able to disable
or modify the hypervisor’s monitoring, as it is enforced by the CPU hardware. A
possible implementation of such a feature would be as follows:

• Configuring a trap by making use of the hypervisor’s rights, which controls
the mapping of guest-physical to host-physical memory. Specifically, it would
identify the guest-physical memory page containing the kernel’s sys_ptrace
handler, among other relevant ones, and revoke its execute permissions in the
Stage 2 entry. Any attempt by the guest kernel at EL1 to execute code on this
page, regardless of its own Stage 1 permissions, will trigger a virtualization
fault and trap directly to the Hypervisor at EL2.

• Intercepting the traps and analyzing the system’s state upon trapping a relevant
instruction. Particularly, upon trapping, the hypervisor would introspect the
guest CPU’s state, examine the state and confirm the cause of the trap and the
PID of the target process.

• Out-of-band reaction to the TEE granted that the guest OS is considered
compromised and it cannot delegate a task back to it. As such, it would execute
an SMC to trap the Secure Monitor running at the highest exception level,
EL3. The SMC instruction would carry the necessary information, such as an
identifier for the compromised binary, and then have the Secure Monitor act as
a trusted dispatcher and forward the high-priority re-randomization request to
the Preshuf TA running in the Secure World.

While highly theoretical and possibly impractical, such a Hardware-Based Intro-
spection approach would provide a detection mechanism that is both invisible and
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immune to subversion by an attacker who has achieved root privileges within the guest
OS. The monitoring is enforced by the CPU’s hardware virtualization extensions and
managed from a higher exception level, representing the most hardened implementation
of the reactive defense, ultimately making sure that even a fully compromised kernel
cannot silently inspect protected processes.
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A Benchmarked code for time data

1 #include <stdio.h>
2 #include <stdlib.h>
3 #include <time.h>
4 #include <string.h>
5

6 typedef unsigned long u_l;
7

8 void f_one(){asm("nop;");}
9 // ...

10 void f_twenty(){asm("nop;");}
11

12 char ret_nul() {return ’\0’;}
13

14 void mul_31(u_l* v) {
15 *v *= 31;
16 }
17

18 u_l do_xor(u_l a, u_l b) {
19 return a ^ b;
20 }
21

22 int r_len() {
23 return (rand() % 15) + 5;
24 }
25

26 char* r_str(int len) {
27 char* s = malloc(len+1);
28 if (!s) return NULL;
29 int i = 0;
30 for (; i < len; i++) {
31 int r = rand() % 26;
32 s[i] = ’a’ + r;
33 }
34 s[len] = ret_nul();
35 return s;
36 }
37

38 u_l hash(char* s) {
39 u_l h = 0;
40 int i = 0;
41 for (; s[i]; i++) {
42 h += s[i];
43 mul_31(&h);
44 }
45 return h;
46 }

47 void* g_addr() {
48 int x;
49 return (void*)&x;
50 }
51

52 u_l xor_it(u_l val, void* p){
53 return do_xor(val, (u_l)p);
54 }
55

56 void p_res(u_l res) {
57 printf("r: %lu\n", res);
58 }
59

60 void done() {
61 puts("done.");
62 }
63

64 int main(int argc,
65 char** argv) {
66

67 srand(time(NULL));
68 char* str;
69 int gen = 0;
70

71 if (argc < 2) {
72 str = r_str(r_len());
73 gen = 1;
74 } else {
75 str = argv[1];
76 }
77

78 if (!str) return 1;
79

80 u_l h = hash(str);
81 void* adr = g_addr();
82 u_l x = xor_it(h, adr);
83

84 p_res(x);
85 done();
86

87 if (gen) {
88 free(str);
89 }
90

91 return 0;
92 }
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B Benchmarked code for entropy graphs

B.1 Code used for entropy benchmarking

1 #include <stdio.h>
2 #include <stdlib.h>
3

4 void pointless_function1() {
5 int x = 10;
6 x = x * 2;
7 }
8

9 void pointless_function2() {
10 char* str = "example";
11 printf("String length: %

zu\n", sizeof(str));
12 }
13

14 void pointless_function3() {
15 int i = 0;
16 for (; i < 5; i += 1) {
17 printf("Hi!");
18 }
19 }
20

21 void pointless_function4() {
22 printf("%d\n", 5/2);
23 printf("%f\n", 5.0/2.0);
24 }
25

26 int pointless_function5() {
27 return 100 / 10;
28 }
29

30 void pointless_function6() {
31 char c = ’A’;
32 c++;
33 }

33 void pointless_function7() {
34 int* ptr = malloc(sizeof(

int));
35 if (ptr != NULL) {
36 *ptr = 5;
37 free(ptr);
38 }
39 }
40

41 void pointless_function8() {
42 }
43

44 int main() {
45

46 void (*fp[8])() = {
47 pointless_function1 ,
48 pointless_function2 ,
49 pointless_function3 ,
50 pointless_function4 ,
51 pointless_function5 ,
52 pointless_function6 ,
53 pointless_function7 ,
54 pointless_function8
55 };
56

57 for (int i = 0;
58 i < 8;
59 i += 1) {
60 printf("%p\n",fp[i]);
61 }
62

63 printf("%p\n", &main);
64 return 0;
65 }
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B.2 Code used to extract the function addresses

1 #!/bin/bash
2

3 rm -f *.tmp times_by_function.txt
4

5 for i in {1..8}; do
6 touch "func${i}.tmp"
7 done
8 touch "main.tmp"
9

10 for i in {1..5000}
11 do
12 ./elfshuf runme
13

14 output=$(./runme.shuffled)
15

16 echo "$output" | sed -n ’1p’ >> func1.tmp
17 echo "$output" | sed -n ’2p’ >> func2.tmp
18 echo "$output" | sed -n ’3p’ >> func3.tmp
19 echo "$output" | sed -n ’4p’ >> func4.tmp
20 echo "$output" | sed -n ’5p’ >> func5.tmp
21 echo "$output" | sed -n ’6p’ >> func6.tmp
22 echo "$output" | sed -n ’7p’ >> func7.tmp
23 echo "$output" | sed -n ’8p’ >> func8.tmp
24 echo "$output" | sed -n ’9p’ >> main.tmp
25

26 rm runme.shuffled runme.hrr
27 done
28

29 echo "Sampling complete. Consolidating data..."
30

31 {
32 for i in {1..8}; do
33 echo "Function${i}:"
34 echo $(cat "func${i}.tmp")
35 done
36 echo "Main:"
37 echo $(cat "main.tmp")
38 } > times_by_function.txt
39

40 rm -f *.tmp
41

42 echo "Done, output in times_by_function.txt"
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C System Binaries and PRR Injection Overhead

Name Before After Name Before After

apt 89K 122K nice 96K 146K
apt-cache 206K 324K nl 187K 298K
apt-cdrom 88K 121K nohup 99K 155K
apt-config 89K 122K nproc 96K 148K
apt-extracttemplates 84K 111K numfmt 189K 288K
apt-ftparchive 463K 808K od 187K 282K
apt-get 107K 170K paste 98K 153K
apt-mark 110K 178K pathchk 95K 145K
apt-sortpkgs 86K 117K pinky 103K 165K
b2sum 109K 183K pr 189K 290K
base32 99K 155K printenv 94K 142K
base64 99K 155K printf 107K 175K
basename 95K 146K ptx 206K 349K
basenc 107K 180K pwd 97K 151K
cat 99K 155K readlink 103K 169K
cdrom 223K 365K realpath 105K 175K
chcon 123K 225K rm 121K 220K
chgrp 116K 206K rmdir 100K 156K
chmod 114K 200K rred 237K 399K
chown 118K 211K rsh 223K 366K
cksum 97K 149K runcon 98K 153K
comm 102K 164K scp 535K 894K
copy 145K 264K sed 307K 527K
cp 235K 420K seq 107K 175K
csplit 194K 316K sftp 528K 878K
cut 103K 166K sha1sum 104K 168K
date 193K 305K sha224sum 105K 171K
dd 195K 304K sha256sum 105K 171K
df 205K 331K sha384sum 105K 171K
dir 302K 497K sha512sum 105K 171K
dircolors 102K 167K shred 115K 200K
dirname 95K 144K shuf 111K 191K
du 294K 484K sleep 97K 150K
echo 96K 146K sort 214K 363K
env 108K 176K split 116K 199K
expand 100K 158K ssh 1.9M 3.2M
expr 190K 309K ssh-add 780K 1.3M
factor 181K 272K ssh-agent 769K 1.2M
false 93K 139K ssh-keygen 1.1M 1.8M
file 145K 264K ssh-keyscan 978K 1.6M
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Table 7 – continued from previous page
Name Before After Name Before After

fmt 101K 163K stat 200K 318K
fold 98K 152K stdbuf 104K 169K
ftp 352K 598K store 152K 282K
gpgv 251K 438K stty 188K 287K
grep 302K 513K sum 104K 168K
groups 97K 149K sync 96K 146K
head 103K 166K tac 186K 294K
hostid 95K 143K tail 190K 293K
http 403K 735K tee 100K 157K
id 105K 169K test 102K 164K
join 109K 182K timeout 104K 167K
kill 98K 152K touch 189K 295K
link 95K 144K tr 106K 175K
ln 191K 297K true 93K 139K
logname 95K 144K truncate 99K 154K
ls 302K 497K tsort 107K 180K
md5sum 104K 168K tty 94K 142K
mirror 261K 461K uname 96K 148K
mkdir 192K 303K unexpand 100K 159K
mkfifo 118K 213K uniq 105K 171K
mknod 121K 219K unlink 95K 144K
mktemp 104K 169K uptime 103K 165K
mv 236K 422K users 96K 148K
vdir 302K 497K wc 106K 174K
who 109K 181K whoami 95K 144K
yes 95K 145K

Table 7: Original and final sizes of system binaries after PRR injection.
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