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Abstract

Cybercriminals exploit vulnerabilities in web applications by leveraging different attacks
to gain unauthorized access to sensitive resources in web servers. Security researchers
have extensively investigated anomaly detection of web-based attacks; however, the cloud-
native paradigm shift combined with the increasing usage of microservices introduces
new challenges and opportunities.

This thesis studies relevant research in anomaly detection of web-based attacks and
proposes new methods for modeling regular web requests and the inter-service commu-
nication patterns in modern web applications. Specifically, we present a solution that
leverages service meshes for collecting web logs in cloud environments without accessing
the source code of the applications. First, we present the design and implementation of a
method to abstract from web logs to Log-Keys sequences for performing anomaly detec-
tion with Long Short-Term Memory Recurrent Neural Networks. Second, we implement
Autoencoders to detect anomalies in the content of web requests. Finally, we create two
datasets and conduct experiments to analyze and evaluate our solution.

We perform an extensive analysis of the parameter space and the related impact on
the anomaly detection performance. By an appropriate choice of these parameters, our
solution is able to detect 91% of the anomalies in the considered dataset with only a 0.11%
false positive rate.
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Abstrait

Les cybercriminels exploitent les vulnérabilités des applications web en recourant a dif-
férentes cyberattaques afin d’obtenir des acces non légitimes a des ressources critiques
présentes sur les serveurs web. Les chercheurs en sécurité ont intensémment étudié le
sujet de la détection d’anomalies liées aux attaques en ligne, cependant le changement de
paradigme en cloud-native combiné a l'utilisation croissante des microservices introduit
de nouveaux défis et de nouvelles opportunités.

Cette these étudie les recherches pertinentes en matiére de détection d’anomalies d’attaques
basées sur le web et propose de nouvelles méthodes pour modéliser les requétes web reg-
uliéres et les patterns de communication inter-services dans les applications web modernes.
Plus précisément, nous présentons une solution qui exploite les service meshes pour col-
lecter les web logs des environnements cloud sans directement accéder au code source
des applications. Dans un premier temps nous présenterons la conception et la mise en
oeuvre d'une méthode permettant d’extraire des séquences clé depuis les web logs dans le
but d’effectuer la détection d’anomalies grace a un Long Short-Term Memory Recurrent
Neural Networks. Ensuite, nous mettons en ceuvre des autoencoders pour détecter des
anomalies dans le contenu des requétes Web. Enfin, nous créons deux datasets et menons
des expériences pour analyser notre solution.

Nous effectuons une analyse approfondie de ’espace des parameétres et de leur impact sur
la performance dans le cadre de la détection des anomalies. Grace a un choix approprié de
ces parametres, notre solution est capable de détecter 91% des anomalies dans le dataset
considéré avec un taux de faux positifs de seulement 0.11%.

Keywords: anomaly detection, artificial intelligence, cloud security, deep learning, machine
learning, microservices, web security
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Chapter 1

Introduction

"Prima di essere ingegneri voi siete uomini”

"Bevor ihr Ingenieure seid, seid ihr vor allem Menschen”

Francesco de Sanctis (1817-1883)

1.1 Motivation

Cybercriminals exploit vulnerabilities in the source code of web applications for
unauthorized access to databases and resources in web servers by leveraging
different web-based attacks (e.g., Cross-Site Scripting and SQL Injection) to
accomplish their malicious goals.

Although security researchers have extensively investigated anomaly detec-
tion of web-based attacks, the cloud-native paradigm shift combined with the
increasing usage of microservices — an architectural pattern that defines an ap-
plication as a collection of independent services — introduces new challenges and
opportunities.

Users expect modern web applications to please their needs fast and reliably
regardless of their device, geographical location, or time. Developers exploit
the latest technology to meet users’ expectations, and in this sense, the use of
cloud services and scalable solutions combined with modular (microservices) and
distributed architectures are the preferred solutions. A recent survey [50] shows
that 96% of respondents are familiar with microservices, and 73% of these have
already integrated microservices into their application process. Further, 88% of
respondents use REST, 67% uses containers, and 66% use cloud services.

With microservices becoming the fundamental blocks of modern web appli-
cations, studying the communications between those elements enables learning
the workflow initiated from incoming requests and, consequently, modeling an
expected behavior for future requests. This idea, combined with more classic
research on features derived from web requests, enables high anomaly detection

rates of web-based attacks.
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1.2 Problem Statement

This thesis explores anomaly detection of web-based attacks on microservices
by modeling regular web requests and the communication behavior between mi-
croservices in modern web applications. Moreover, the microservice architecture
is one of the newest and widely-used patterns to develop applications; hence,

detecting anomalies in microservices is of critical importance.

Existing cloud anomaly detection services mostly come as analysis of time
series with metrics related to the infrastructure (CPU usage, memory usage).
After reviewing the most recent research in web-based attacks’ anomaly detection,
we found a gap between the techniques applied to monolithic applications and

microservices.

This thesis explores and proposes anomaly detection techniques of web-based

attacks in microservices architecture, filling the current research gap.

1.3 Contribution

This thesis aims to design and develop an effective method to detect web-based
attacks in a microservices architecture. At the moment, most research on anomaly
detection of web-based attacks is targeting monolithic web applications without

adequate consideration of the paradigm shift towards cloud computing.

This thesis contributions are the following.

¢ It designs and proposes a Kubernetes-based deployment that leverages

service mesh software to collect and store web logs effortlessly.

¢ Two datasets consisting of web-requests logs of an e-commerce application

are collected.

¢ A Long Short-Term Memory (LSTM) [26], an artificial Recurrent Neural
Networks (RNN), to detect anomalies on sequences of log-keys generated

from collected web logs.

* A set of Autoencoders, a type of Neural Networks (NNs), specialized in API

endpoints for detecting anomalies in web requests.

1.4 Structure of the Thesis

The rest of the thesis is organized as follows:
The second chapter introduces the key cloud-based technologies considered

in this thesis.

12
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The third chapter introduces anomaly detection and reviews the most
relevant literature in the context of web-based attacks, describing challenges and
proposed solutions.

The fourth chapter presents this thesis’s main contributions introducing
the designed log collection method and the Long Short-Term Memory anomaly
detection model for Log-Key Sequences.

The fifth chapter presents relevant features of web requests and the usage
of Autoencoders for anomaly detection.

The sixth chapter presents the experiment setup, the analysis of the pro-
posed solution, and a performance evaluation.

The seventh chapter concludes the thesis by summarizing our contribution

and proposing future works related to this thesis’s research.

13



Chapter 2

Background

This chapter overviews the technologies and concepts that are relevant to the
thesis work.

It first introduces the microservices architecture and relevant use cases. Next,
it discussed Kubernetes (K8S) and leveraging K8S to accomplish this thesis’ goals.
Finally, it defines service mesh software by overviewing different functions and

usage scenarios.

2.1 Microservices

We define microservices as tiny applications independently deployable, scalable,
testable, and with a single responsibility leading to loosely-coupled design [47]].
Loose coupling is a design pattern (or paradigm) describing systems built on
various components detached from each other. In comparison, monolithic archi-
tectures are software built as one large system, hard-to-scale on-demand, large
codebase, and tightly-coupled design. Tight coupling is another design pattern
describing systems built with a specific purpose and components bound to each

other.

Monolithic Applications Microservice Architecture
Al AL

............................................

User

: User : :
H Inferface : : — Interface
Unique H ' H

Gomponent : : :
H Logic Data Access : H ‘ ‘
H Layer Layer : :

Database Database Datab D D:

Figure 2.1. High-level view of monolithic and microservice architectures

The use of microservice architecture — and consequently loose coupling — has
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been steadily increasing over the years and became the de-facto best practice
for designing software. The growing adoption of microservice follows with the
increasing adaption of representational state transfer application programming
interfaces (REST APIs). REST are architectural constraints, and API are defi-
nitions — and protocols — for building and integrating application software such
as web applications and microservices. In other words, REST APIs help com-
munication following predefined rules and provide a lightweight communication
mechanism between web components. Microservices implementing REST APIs

can be rapidly updated, deployed, and scaled.

This thesis focuses on web applications developed following microservice architec-
ture with HTTP REST APIs for communication between components. Figure

gives a high-level overview of monolithic and microservice architectures.

2.2 Kubernetes

Containers, such as Dockerl'} are the enabling technologies behind the current
paradigm shift towards Cloud Computing [45]. Docker is an open-source project
aiming to simplify and automate as much as possible the deployment of appli-
cations [9]. On a higher level, Kubernetef] poses itself as a cluster manager for
containers and aims to provide automated deployment, scaling, and management
of containerized applications.

To better understand the need for K8S, we must discuss how software deploy-

ment evolved over timePt

* Traditional deployment era: an application would run on a physical
machine, without real boundaries on resources. This leads to resource
allocation issues, which could only be solved through dedicated physical

machines for each application.

¢ Virtualized deployment era: allows to run multiple Operating Systems
(OSes) on a physical machine as Virtual Machines (VM). A hypervisor then
provides mechanisms for resource allocation and isolations between appli-
cations running in different VMs. Each VM runs its own OS on top of the

virtualized hardware.

¢ Container deployment era: containers are similar to VMs but share the
underlying OS. As a consequence, containers are lighter than VMs, even
though containers have their own file system, share of CPU, memory, and

other resources.

1ht‘cps ://www.docker.com/
2https ://kubernetes.io/
3https ://kubernetes.io/docs/concepts/overview/what-is-kubernetes/#going-back-in-time
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App  App  App  App App App App
Container  Container ~ Container
oS oS
App App App
VM VM

Container  Container  Container

Operating System (OS) Operating System (OS) Operating System (OS)
Harware Harware Harware
Traditional Deployment Era Virtualized Deployment Era Container Deployment Era

Figure 2.2. Evolution of deployment philosophy

The microservice architecture heavily relies on container deployment for agile
application creation and development. In addition to loosely coupled applications,
performance isolation, and resource utilization, microservices allow sysadmins to
focus on application deployment by raising the level of abstraction from managing
the OS and the hardware to managing virtual resources. Furthermore, container
deployment brings environmental consistency and portability. Moreover, it sim-
plifies the deployment cycle introducing a clear separation between development

and IT operations.

Containers are an efficient solution for bundling and running applications but
introduce an additional level of indirection and abstraction. Currently, real-world
applications are composed of hundreds of microservices and suffer from classical
challenges such as failures. Considering the number of microservices and complex-
ity of applications, automated systems to manage container deployment, scaling,
and updates are vital. Kubernetes are efficient solutions to those challenges and
aim to ease the automated deployment of containerized applications by offering
service discovery and load balancing, storage orchestration, automated rollouts
and rollbacks, automatic bin packing, self-healing, secret and configuration man-
agemeniﬂ K8S is complex computer software with several components. A K8S

cluster has multiple components (Figure|2.3) performing different tasks:

¢ Control Plane: The Control Plane acts as a container for other components.
From a high-level point of view, it is responsible for making global decisions

as well as detecting and responding to events at the cluster level.
— kube-apiserver: Control plane component exposing the K8S control
plane APL.

- etcd: Control plane component, acting as a key-value store of cluster

information such as configuration.

— kube-scheduler: Control plane component, acting as a manager of

Pods and nodes. It continuously checks for newly created Pods with no

4https ://kubernetes.io/docs/concepts/overview/what-is-kubernetes/
#why-you-need-kubernetes-and-what-can-it-do
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assigned node and assigns Pods to nodes for them to run.

— kube-controller-menager: Control plane component running controller
processes. Controller processes have different types and tasks. Respon-
sibilities of controllers are noticing and responding to nodes going down,
creating Pods to run one-off tasks, creating account and API access

tokens for new namespaces, and others.

— cloud-control-manager: Control plane component handling cloud-specific
control logic. In other words, it is the manager enabling the linking of
clusters into the cloud provider’s API by separating components inter-
acting with the cloud platform and those that only interact with the
K8S cluster.

* Node Components: On the other hand, node components run on every

node and maintain healthy running environments:
— kubelet: Node component agent that controls if containers are running
in a healthy state.

— kube-proxy: Node component that works as a proxy for each node by

maintaining network rules on nodes.

— Container runtime: Software responsible for running containers (e.g.,
Docker)

API server

‘ Cloud
provider Cloud controller
an:
om Aoer

API manager

co (optional)
: Controller
; manager

ted

o
— Node Node Node (persistence store)
a1
/ l Kubelet

Control Plane cproxy, cproxy, cproxy,

o
I

kubelet kube-proxy

0OOOOO0

e
&

Scheduler

\

Control plane ——————-

Figure 2.3. Diagram of a Kubernetes clusterﬂ

This thesis focuses on a single node cluster with multiple Pods, each running
a microservice. Pods are the minor deployable units of computing that can be
managed in Kubernetedﬂ A Pod, depending on the application, can run a single or
multiple containers. Each Pod can have one or multiple volumes for storage. Pod’s
resources, such as network and volume, are shared between containers running

in the Pod. Pod’s content is located within the same context and scheduled

6https ://kubernetes.io/docs/concepts/workloads/pods/
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simultaneously. In other words, a Pod models application-specific logic in a
relatively tightly coupled manner. Figure [2.4] shows the diagram of a Kubernetes

node.

Kubernets Node

Containerized Service
6 e T Volume

Figure 2.4. Diagram of a Kubernetes Node

2.3 Service Mesh

In a microservice-based application, a service is responsible for a specific task and
has specific logic. Often, service relies on each other to perform actions and some
services have higher load than others. The loose coupling of microservice-based
applications introduces new challenges related to the observability of the systems
and understanding their work and data flow. Recently, to address those challenges,

Service Meshe (SM) solutions have been developed.

A SM is a software that gives observability on how different services commu-
nicate and share data. In other words, SMs introduce a dedicated infrastructure
layer that reports how different components of an application interact. Such a
layer helps sysadmins find and understand communications patterns, bottlenecks,
data-flow, and locate performance issues, thus avoiding downtime as an applica-
tion scale. With the growing complexity and the size of components in applications,
SMs have become of vital importance. SMs free the developer from introducing
reporting functionality by explicitly instrumenting application code. They take
the logic governing service-to-service communication out of individual services
and abstract it to a layer infrastructureﬂ As an analogy, SMs work similarly to

a proxy. The SMs are attached to an app as a web of network proxies. The SMs

7https ://www.redhat.com/en/topics/microservices/what-is-a-service-mesh
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embeds proxy-like components, called sidecars, alongside each component of an
application. In other words, each service resides alongside a sidecar proxy as

shown in Figure (2.5

Component Sidecar

Figure 2.5. Service Mesh proxy network with sidecars

With the fast-growing pace of applications, the communication environment
becomes increasingly complex, introduces possible failures, and, given their loosely
coupled nature, difficulty understanding the source of problems. The SMs comes
as a solution for identifying the source of problems by introducing means of cap-
turing multiple aspects of inter-service communications and making SM software

critical to any application base on microservices.

There are different solutions for SMs. Among them, Istio is an open-source

project software with a vibrant community with interesting key features:

¢ Ease of deployment and use with K8S.

o Envoyﬂ an embedded high-performance C++ distributed network proxy

deployable as a sidecar alongside containers.

¢ Envoy’s scripting and filtering capabilities to intercept and modify content

and format of web requests at runtime.

Figure illustrates how the architecture of a Kubernetes Node (in Figure
2.4) changes by introducing of Istio. The figure assumes that Istio is deployed in

the same node as the target application. We enable Istio’s injection capability, and

8ht‘cps://www.envoy. com
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Kubernets Node Istio Service Mesh

(.L.E') emoy

@ Containerized Service
£ Volume
W Istio

@ey ENvoy

Figure 2.6. Diagram of a Kubernetes Node with Istio Service Mesh

we deploy a sidecar alongside each service (recall that we define as service each
component of an application). Each service has an Envoy proxy sidecar. Thus, all
the communication between services must go through the proxy. Istio supervises

the communication and collects reports from the deployed sidecars.
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Chapter 3
Anomaly Detection

This chapter gives an overview of the large field of anomaly detection and the use
cases. Next, it comprehensively illustrates the significant challenges identified in
scientific cross-field surveys. Finally, it summarizes and analyzes papers related

explicitly to anomaly detection for web applications.

3.1 Definition

Anomaly detection (AD) is an exciting problem across multiple disciplines that
has attracted significant research over the years. From a high-level perspective,
anomaly detection aims to find and model patterns in a dataset and subsequently
locate nonconforming data elements in a data-driven fashion [13]. Nonconforming
data elements are usually referred to as anomalies, novelties, and outliers. From
an abstract level, anomalies are defined as patterns in data not conforming to ex-
pected normal behavior [13]. Anomaly detection is of relevance in situations where
identifying outliers is critical to the system. As an example, anomaly detection is
largely used in network intrusion detection at the packet-level communication
[[19],136], 1371, detection of fraudulent credit card transactions [4], behavior-based
malware detection [10], structural health monitoring [6] and others.

PR Class Alpha
7 Class Bravo

[ Class Charlie

ég“’éf‘:z 4 Anomaly

+ '
%

Accident

Vandalism

-

(a) AD with clustering (b) DL for AD in surveillance videos

Figure 3.1. Examples of anomaly detection uses cases



Anomaly Detection

Given the challenges with data heterogeneity between disciplines, anomaly
detection methods are often specific to certain problems. On the other hand,
sharing the underlying techniques (e.g., algorithms) across disciplines is fre-
quent. More recently, the increasing availability of computation power is making
Artificial Intelligence (AI) approaches based on Machine Learning (ML) more
widespread, as opposed to traditional techniques based on data density [31l, cor-
relation [34], subspaces [33], deviation rules [30], fuzzy logic [48], and cluster
analysis [11]. Deep Learning (DL), a field of ML, is profitably applied to anomaly
detection in diverse fields. Thanks to scientific advancements, DL approaches are

outperforming many traditional AD methods [12] 28] [42].

3.2 Challenges

Anomalies are defined as patterns in data non conforming to normal behavior. As
a consequence, detecting anomalies requires recognizing and modeling expected
behaviors, therefore identifying data with behavior that the constructed models
cannot explain. This simple approach is very challenging in reality. The following
describes some of the most critical challenges identified by the surveys [13| [12]

and in the recent work of Peng et al. [40].

* Unkownness: Anomalies are often associated with novelties. Therefore
they remain unknown until they occur. Moreover, anomalies are related to

unknown behaviors, failures and distributions.

¢ Heterogeneity: By nature, anomalies are irregular. The intrinsic hetero-
geneity between anomalies makes detection problematic since one class of

anomalies is entirely different from another.

* Scarcity: Anomalies happen very infrequently. Therefore it is challenging

to collect a considerable number of anomalies for the analysis purpose.

* Class imbalance: The scarcity of anomalous instances results in prob-
lematic datasets with imbalanced classes between normal and abnormal

instances.

¢ Recall rate: The combination of scarcity and heterogeneity results in a
low probability to detect anomalous data. Moreover, this condition results
in a high false-positive rate by incorrectly detecting regular instances as
anomalies and a high false-negative rate by missing to identify anomalies

on instances with sophisticated features.

¢ High-dimensional data: Detection of anomalies in low-dimensional spaces
have straightforward solutions since the abnormal characteristics of the
data are easy to model. On the other hand, those characteristics become
hidden and often unnoticeable in high-dimensional data, thereby making

the problem much more challenging [51]].
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¢ Data dependencies: Detecting anomalies in instances somehow related
to each other requires different approaches from detecting anomalies in
unrelated data. Detecting anomalies from instances dependent on each

other is a known, challenging problem [1].

¢ Data-efficient learning: Collecting clean datasets has a high cost, and
labeling instances as normal or abnormal is difficult. Unsupervised anomaly
detection is vastly in use. Unsupervised AD approaches do not require
labeled datasets and do not have a prior definition of anomalies. That is, un-
supervised approaches heavily rely on the data distribution and assumptions

learned during the training of the model.

* Noise-resilience: Supervised AD methods require data to be labeled. The
issue resides in the assumption that data labeled data sets are clean. In
fact, datasets can contain noise i.e., instances wrongly labeled. Therefore,
supervised AD could learn from instances with noise and subsequently
perform poorly. The main challenge resides in the irregular distribution of

such noisy instances in a dataset.

¢ Complexity: Most of the existing AD methods are designed to detect ab-
normal data as single instances. Anomalies in complex relationships and
dependencies between instances are challenging problems. One of the ex-
citing challenges here is to integrate the concept of conditional and group
anomalies into AD models. Moreover, it is challenging to consider input data
from different sources and develop AD approaches to perform detection with
incoming data from multiple data sources. An example is given by anomalies
in a video by considering image frames, audio, text, and the relation between

the elements in the video.

¢ Anomaly explanation: AD systems are often used as black-box models.
Models, such as AD systems, could be responsible for algorithmic bias to-
wards minority groups underrepresented in the training dataset. In other
cases, the explainability of an anomaly is not possible. Deriving anomaly ex-
planation from specific detection methods is still a largely unsolved problem,

especially for complex models [40].

New DL methods can partially address challenges related to unkownness, hetero-
geneity, and data dependencies. On the other hand, approaches that effectively
address the rarity of anomalies, complexity, and anomaly explanation are still

open problems and mainly tackled with heuristics based on specialized know-how.

3.3 Web-Based Scenarios

Anomaly Detection of Web-Based Attacks is the scenario that is most rele-

vant to this thesis. As a consequence, the rest of this section introduces related
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work and methods related to our research and motivates the need for new ap-
proaches specifically designed for cloud applications developed following the
microservice paradigm.

The nature of web applications is to be open to the network. The widespread
use of such applications gives malicious entities a vast attack surface and re-
searchers the puzzling problem of detecting and preventing attacks. To detect
known attacks, misuse detection systems based on signatures are employed. From
a high-level point of view, a signature is a sequence of bytes modeling well-known
attacks with the end goal of detecting them by matching their signature to incom-
ing web traffic. Signature-based intrusion detection systems (IDS) are leveraged
in legacy systems. Due to their nature, they are unable to detect unknown attacks.
Moreover, IDSs are time-consuming to maintain, given the speed at which new
unseen attacks are created and detected in the wild. To address these significant

drawbacks, AD systems based on other techniques have been developed.

Krugel and Vigna [35] developed an IDS that effectively applies several dif-
ferent anomaly detection methods to address the challenges. The authors start by
analyzing and modeling HTTP requests as logged by standard web servers. To this
end, they extract URIs from successful requests, the related path to the desired
resource, path information, and query strings. A query string is an optional part
of the URI composed of parameters and values. Subsequently, processed data
goes into a pipeline composed of several detection models. Each model outputs
a probability value in a defined Anomaly Score equation. The first model relies
on attribute length to approximate the unknown distribution of the lengths of
these values. The second relies on Idealized Character Distribution, following the
intuition that characters across attributes occur with different frequencies. The
third model relies on Bayesian inference to derive a Markov model and create a
probabilistic grammar describing attributes to detect attacks respecting normal
character distribution and therefore evade the second model. The subsequent
model is responsible for learning if a particular attribute is drawn from a set of
known elements to detect attribute enumeration. The last model analyzes the
attribute order in a query string by creating directed graphs with the intuition
that the order of attributes should not change across different requests. Each
model outputs an anomaly probability value, and all scores are finally part of the
Anomaly Score equation. The authors’ work shows the effectiveness of combining
different detection models based on statistics and know-how by developing a

solution that delivers a low number of false positives.

Cho and Cha [14] proposed a web session anomaly detection based on pa-

rameter estimation. A web session is a sequence of web pages requested by a
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user. The authors’ work shows that Bayesian estimation effectively determines
anomalous web sessions without knowledge of web request characteristics in
advance. Unfortunately, the proposed method also shows a high false-positive

rate that prevents its in real-world scenarios.

Nguyen et al. [39] developed GeF'S, a series of techniques based on generic
feature selection measures for web intrusion detection. They propose The Corre-
lation Feature Selection (CFS) Measure and The minimal-Redundancy-Maximal-
Relevance (mRMR) Measure. CFS linearly characterized the relevance of features
and their relationship. mRMR considers non-linear relationships in features
by studying mutual information between them. The authors started by identi-
fying 30 possible features (Table in real large-scale web requests datasets.
The authors’ approach shows that most of the features are either linearly or
non-linearly correlated. They claim that not all the features are required for
effective anomaly detection and proof they result by running detection techniques

on derived important features.

Table 3.1. Web request features identified by Nguyen et al. [39]. The symbol *
marks the most important features.

Feature Name Feature Name
Length of the request Length of the path
Length of the arguments Length of the header x “Accept”

Length of the header “Accept-Encoding” Length of the header “Accept-Charset”
Length of the header “Accept-Language” Length of the header “Cookie”
Length of the header “Content-Length”  Length of the header “Content-Type”

Length of the Host Length of the header “Referer”

Length of the header “User-Agent” Method identifier

Number of arguments Number of letters in the arguments x
Number of digits in the arguments x Number of ’special’ char in the arguments x
Number of other char in the arguments =~ Number of letters char in the path x
Number of digits in the path Number of ’special’ char in the path x
Number of other char in path Number of cookies

Minimum byte value in the request Maximum byte value in the request x
Number of distinct bytes Entropy

Number of keywords in the path Number of keywords in the arguments

Fan and Guo [16] introduced an approach relying on the normalization of web
request URLs and HTTP requests. Firstly, destination URLs are extracted from
web logs. Subsequently, the results are partitioned based on request method types
and other standard features such as host, date, and IP address. By analyzing
the resulting partitions, the authors built multiple detection models based on
hidden Markov models and decide whether an unseen request is normal or an
anomaly. Their work demonstrates the capabilities of adaptive models reporting

low false-positive alerts in the order of 0.5% between different datasets.

Zolotukhin et al. [52] considers the analysis of HTTP requests for the detec-

tion of network intrusions. First, they collected a dataset of web requests without
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known anomalies. Second, they trained different machine learning models based
on n-grams and clustering to detect anomalies. These models are then used to

detect network attacks as deviations from the computed norms.

Kozik et al. [32] propose a different approach by modeling HTTP Requests
with Regular Expressions (RE) for detecting web attacks. They start by modeling
normal requests sent from the client to the server so as to find REs able to group
similar HTTP requests together. To this end, they analyze and represent URLs
as graphs, whose vertices represent HTTP request parameters. The challenge of
building REs to model normal behavior starting from graphs can be formalized as
a graph segmentation problem, and they tackle this by using a similar algorithm
to the one proposed in [17]. The shown results are promising and outperforming
previously described methods such as [39, [35] in the CSIC-2010 [21] dataset
(Table[3.2).

Table 3.2. Results obtained by Kozik et al. [32] on CSIC-10 [21] dataset.

Method Detection Rate False Positive Rate
Kozik et al. [32] 94.46% 4.34%
Nguyen et al. (avg.) [39] 93.65% 6.9%
ICD [35] 78.50 % 11.9%
SCALP GET+POST/| 19.00% 0.17%
SCALP GET only 9.16% 0.09%

Following the increasing availability of affordable computation power ML
frameworks, Althubiti et al. [5] experimented with several ML techniques on real
large-scale datasets. The authors’ work begins by ranking nine HTTP features
used in [39] by using attribute evaluator methods proposed in [25] and selecting
the best five in their applications (Table[3.3). The study shows how different sets
of features could be effective with different ML approaches for anomaly detection
on HTTP requests. The authors claim to achieve higher accuracy rates than [39]

and the similar work conducted by Pham et al. [43]].

Park et al. [41] argued that anomaly detection methods selecting features
based on heuristics result in limited performance given the weak understanding
of HTTP messages. They propose a method based on Convolutional Autoencoders
(CAE) with character-level binary image transformation. In other words, HTTP
requests messages are transformed into images and given as input to the CAE.
The CAE consists of an encoder and decoder with a convolutional neural network
(CNN) structure. In the first phase, the encoder takes an image as input and
transforms it into a latent representation. In the second phase, the latent repre-
sentation is input to the decoder, and the output is another image. Finally, the
CAE is trained to minimize the binary cross-entropy (BCE) between input and

output. For nonanomalous HTTP messages, the model produces outputs similar
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Table 3.3. Names of 9 features that are considered relevant for the detection
of Web attacks. x marks the most important features identified by
Althubiti et al. [5].

Feature Name

Length of the request

Length of the arguments

Number of arguments *

Number of digits in the arguments
Length of the path *

Number of letters in the arguments
Number of letter chars in the path
Number of “special” chars in the path x
Maximum byte value in the request

to the inputs with low BCE. If a message is anomalous, the model’s ability to
produce similar outputs is weak, resulting in a high BCE. By carefully selecting a

threshold value for the BCE, anomalies can be detected [2].

Anomaly detection of web-based attacks has been a hot topic in the last
20 years. The academic community proposed different methods ranging from
pure statistic-based solutions to artificial intelligence with machine learning
algorithms and, most recently, deep learning. With the current paradigm shift
to cloud computing and the increased use of microservices, previously proposed
techniques and methods must be adapted and combined to serve their purpose. To
the best of our knowledge, the existing literature has not yet considered AD in the
context of web-based attacks targetting microservices. That is, this thesis’s goal is
to introduce methods for anomaly detection of web-based attacks in microservice

architecture.
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Chapter 4

Log-Key Anomaly Detection

This chapter overviews log collection and the related infrastructure offered by Ku-
bernetes (K8S). Next, it introduces the Elasticsearch™] Fluentd™| and Kibang|
(EFK) stack for log collection, describes its architecture and presents our log
collection method based on service mesh and the EFK stack. Finally, the chapter
discusses our solution for Log-Key creation by abstracting HTTP requests into
discrete sequences, then presents our Log-Key anomaly detection method based
on Long Short-Term Memory (LSTM) [26]].

4.1 Log Collection

K8S is the de-facto industry standard for container orchestration and is charac-
terized by highly distributed environments with tens of machines, hundreds of
containers, and different actions such as deployment, update, termination, restart
and reschedule. Logging poses unique challenges in such a dynamic environment,
and is essential to gain observability on the system. The following introduces the
basic concepts on the K8S logging infrastructure, additional tools, and combining
those with service mesh software to collect useful logs in web applications. The

rest of the discussion is primarily based on the material in [27} [29] [3]].

4.1.1 Kubernetes Logging Infrastructure

There are two main methods to accomplish log collection in K8S: kubelet and
sidecar. Moreover, K8S offers system component logging. K8S’ system compo-
nents are services enabling the correct functioning of nodes and clusters. System
component logging is beyond the scope of this thesis, but we will briefly introduce

it here for completeness.

4.1.1.1 Kubelet
K8S offers out-of-the-box native logging through the kubelet service present at

each node. Kubelet service works by redirecting applications’ output to their re-

10y elastic.co
11https ://www.fluentd.org/
12https ://www.elastic.co/kibana
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spective pod stdout and stderr streams. Moreover, kubectl is a command-line tool
that allows retrieving logs on a pod. Retrieving logs from all pods and aggregate
them in a single place is not natively supported by K8S, but custom scripts such

as kubetaiﬂ can help in accomplishing this.

4.1.1.2 Sidecar

The sidecar pattern (see also Section [2.3]and Figure[4.1) allows to collect logs in
a systematic and scalable fashion. A Pod is the basic atomic unit of deployment
in k8s. Pods contain one or more containers and share volume and network. A
sidecar is nothing more than an additional lightweight container in the Pod. In
our use case, and following the separation of concerns principle, sidecars allow

the collection and shipping of application logs to an external log aggregator.

Pod

Main Container
Sidecar Container

Volume

HODSO® @

Log Aggregator

Figure 4.1. Sidecar pattern for log collection and shipping to an aggregator.

4.1.1.3 Kubernetes System Component Logging
In addition to node services (such as kubelet), K8S offer logging capabilities
at the cluster level for system components. The main system components are

kube-apiserver, kube-scheduler and etcd. Let us recall that:
* kube-apiserver acts as the main access point to the cluster;

® kube-scheduler is the component responsible to determines into which Pod

a container has to be deployed;

* etcd is the standard key-value pair store system used cluster configuration

storage.

Additionally, there are other system components, some run in a container
in the cluster, but primarily they run on the operating system level as system
services. Furthermore, K8S also supports additional data types for logging, such
as events and audit logs. Events can indicate and report about resource states,
thereby being critical to investigate performance issues. Finally, audits logs are

helpful for compliance by recording all actions taking place in the system.

13nttps://github.com/johanhaleby /kubetail
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4.1.2 EFK Stack

The Elasticsearch, Fluentd, and Kibana (EFK) stack is a centralized logging
solution that helps to collect, sort, and analyze a large volume of data produced
by your application. Elasticsearch is a real-time distributed, free, open-source
and analytics engine for data. Elasticsearch search engine is built on top of
Lucene libraryE[, and it is famous for providing simple search engine REST
APIs, lightning-fast search, scalability, and fine-tuned relevancy. Fluentd is
a streaming data collector that introduces logging on a unified layer. Fluentd
allows data collection, transformation, and ingestion into data sinks. We use
Fluentd as a unified logging solution to tail container logs and deliver them to our
Elasticsearch cluster. Finally, Kibana is a web application commonly combined
with Elasticsearch as a data analytics platform. Kibana enhances data querying,

visualization, and navigation into Elasticsearch.

(%)
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fluentd
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&
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i = Elasticsearch ——M— K Kibana

/ Log collection

| | and shipping

|
o =
|

- 4

fluentd Persistent Storage

Node
@ rod

Containerized Application
= Volume

Kubernetes Cluster

Figure 4.2. EFK Stack

4.1.3 Proposed solution

To tackle the challenges related to observability and log collection in K8S, we
propose a solution based on Istio service mesh and EFK stack. We leverage Istio
to extend K8S and establish a programmable, application-aware network using

Envoy as a sidecar proxy deployed alongside each microservice in the Pods.

The process begins by deploying Istio into our cluster and activating the

14https ://lucene.apache.org/core/
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injection function that enables the deployment of Envoy in the Pods. To gain more
insights, we configure Istio/Envoy filters to log incoming network requests to the
stdout and stderr streams. The second step of our process is the deployment
of an EFK stack into the cluster according to three main phases. In phase one,
Fluentd is responsible for collecting all the logs from the pods, specifically those
produced from Envoy’s sidecars. Recall that Envoy behaves like a network proxy,
and all communications to and from the Pod must go through it. During phase
two, Fluentd performs data wrangling (transforming raw data into ingestable
data) and starts log ingestion into Elastisearch. In phase three, Elasticsearch
performs indexing and data optimization to provide full-text search on collected
logs. In the last part of the process, Kibana allows performing queries based
on the information we want to extract from the logs. Figure illustrates the

architecture of the proposed solution.

It is worth noting that neither Istio nor Envoy provide capabilities to log
complete HTTP communication. However, it is possible to obtain the same by
leveraging Istio log formatting and on how the build-in version of Istio’s Envoy
handles log formatting policies. This solution will be open-sourced in a second

phase.

4.2 Log-Key Sequence abstraction

The basic format of web requests contains a finite number of entries. Classical
entries are HTTP methods, hosts, and response codes. Thus we can abstract single
web requests to log keys and model those as discrete sequences over time. In other
words, we sort classic web requests based on timestamps and process them. Be-
cause the number of HTTP methods, microservice and response codes is bounded,
we can define a set of keys K and |[K| < |[M| - |S]-|T| < max(|M|,|S|,|T])® where
M are the methods and m; a HTTP method (e.g., GET or POST), S the microservices
and s; a microservice name (e.g., microservice-1), R the response codes and r;
a response code (e.g,. 200 or 404). Each k; represents a Log-Key entry in K, and
with this simple abstraction, we can define a injective surjective function that
maps log entries to integers such that f(m;, s;,r;) = k;. Table illustrates the

process of Log-Keys creation.

Table 4.1. Log-Key creation example with methods, and
response codes.

Time | Web Request Log-Key
t1 GET /example.html 200 1
ts POST /test 200 2
t3 PUT /test 200 3
ta GET /example.html 200 1
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Figure 4.3. Proposed architecture for web log collection

4.3 Long Short-Term Memory for Log-Key
Sequences Anomaly Detection

Neural Networks (NNs) are computing systems inspired by the biological neural
networks that constitute animal brains. The goal of NNs is to simulate the hu-
man brain and help computer programs recognize patterns and solve artificial
intelligence (AI) problems [49] [44]. NNs are composed of layers: an input layer,
hidden layers, and an output layer. Each layer is composed of neurons. Neurons
are the fundamental component of NNs. They are connected to other neurons
with weighted edges, and each edge can transmit some information. The infor-

mation flow between neurons and layers gives NNs memory, since prior inputs
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affect current input and output. Standard NNs (one single input, hidden and
output layers) cannot capture sequential information in the input data (Figure
4.4). Therefore, their ability to perform well with sequential data — such as those

in machine translation and speech recognition — is minimal.

Input Hidden

Figure 4.4. High-level view of a Neural Network.

Recurrent Neural Networks (RNNs) are a type of NNs with a self-loop in
the connections on neurons in the hidden layers. Their architecture offers an
improved ability to learn dependencies in sequential data, which is a challenging
and critical problem. Bengio et al. [8]] define three requirements for an RNN to
learn long-term dependencies: storing information for a specific time; resistance
to noise in the input data; and the ability of the system to have trainable parame-
ters. Addressing those requirements introduces a problem known as vanishing
gradient and exploding gradient. In other words, classic RNNs suffer from the
impact of a given input on the hidden layers and, therefore, the output either
decays or amplifies [23]. Figure illustrates the architecture of a standard
RNN and relative unfolding. Unfolding shows how the node’s self-loop impacts

the output based on current and previous inputs.

Long Short-Term Memory (LSTM) is a specific type of Recurrent Neural
Network (RNN) able to learn ordered dependencies in sequence prediction prob-

lems. The success of LSTMs is being the first implemented RNNs addressing
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0 Ot-1 Ot Ot+1

Figure 4.5. High level view of a Recurrent Neural Networks and unfolding rep-
resentation.

Unfold

the requirements defined by Bengio et al. Moreover, LSTMs are very different
from standard RNNs. LSTMs, like RNNs, are composed of three layers: one
input layer, one hidden layer, and one output layer. The hidden layer contains
cells and corresponding gate units. Cells are the fundamental units of LSTMs
and act as a transportation path for information to the sequence chain. The
cells are designed to act as memory, and the cell state can carry information
during the processing of a sequence. During the processing of sequences, the
information is added or removed from the cells by the gates. Gates are different
networks inside a cell and decide which information is allowed in the cell state.
LSTM can learn dependencies in sequential data and where the first architec-
ture that addressed the vanishing gradients and exploding gradient problem
(VEGP) [20]. LSTM addresses the problem with the use of the forget gates by
deciding which information should not be forgotten or allowed in the cell’s state.
This approach makes LSTM resistant to the VEGP. However, both phenomena
are still mathematically possible [24]. Figure[4.6]illustrates a standard LSTM cell.

4.3.1 Proposed solution

The Log-Key creation method proposed in Section in allows to handle HTTP
requests as a sequence. The intuition is that communication between microser-
vices must have some order and rules. In some sense, communication between
microservices can be modeled as a language. Inspired by the work in [15], we
leverage LSTMs’ ability to learn order dependence in sequence prediction prob-

lems.
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Figure 4.6. High level view of a LSTM Cell.

4.3.1.1 Architecture
The proposed architecture has two main parts: the Log-Key creation and the
Log-Key anomaly detection model based on LSTM (Figure [4.7).

4.3.1.2 Training stage

Let w be a window of size [ in the sequence and s; a Log-Key value in K. Clearly,
s; could be any value in K. Moreover, let ¢ be the Log-Key yet to appear. Then, the
training input for the model is a window w = {sq_;, ..., s4—2, sq—1}. The training
output is a model of the conditional probabilities Pr[s, = k;|w]. For instance,
given the sequence {ka7, k13, k11, k26, k15, k26 } and [ = 3, we train the model with
inputs {k‘27, kig, k11 — k26}, {/ﬁs, ki1, koe — k15}, {kn, kog, k15 — k26}-

4.3.1.3 Detection stage

To test a new incoming Log-Key, we input to the model the previous recent Log-
Keys. Let z, be the incoming Log-Key. The input will be w = {z,, .., 242, 24—1} and
the output a normalized probability distribution Pr{z,|w] = {k1 : p1,k2 : p2, ... kn : Pn}
describing the probability for each Log-Key in K to appear as the next Log-Key
value given the history. Finally, probabilities are sorted, and the incoming Log-Key

is flagged as anomaly if it is not found in the top g candidates [15].
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Figure 4.7. Log-Key Anomaly Detection process.
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Chapter 5

Web Request Anomaly Detec-

tion

This chapter overviews how standard web logs are clustered based on services and
REST APIs. Next, it describes the features selection process of HTTP requests.

Finally, it introduces our proposed solution for AD with Autoencoders.

5.1 REST APIs extraction and clustering

Performing anomaly detection of web-based attacks is challenging given the dis-
tributed and loosely-coupled architecture of microservices. Moreover, automatic
scaling is commonly used in cloud environments for performance reasons. The
same service can be simultaneously deployed in multiple containers in different
clusters or locations. Furthermore, inter-service communication can be efficiently
achieved by leveraging RESTful APIs. To efficiently model and distinguish regu-
lar requests from abnormal ones, it is critical to model these requests based on

specific target service APIs.

Clustering requests based on APIs becomes a challenging problem under
the assumptions that APIs are not documented and source code is not available.
We experimented with approaches similar to [32, 38] for automatically creating
Regular Expressions (REs) for APIs extraction, but with inconclusive results
in the clustering phase due to REs ambiguities (e.g., API endpoint matched by
multiple REs). Furthermore, Bartoli et al. [7] propose a method based on genetic
programming to learn REs from example strings and conduct a large-scale experi-
ment comparing their solutions to user’s solutions. The findings are remarkable
and show that the quality of automatically-constructed solutions is similar to
those constructed by the most skilled group of users. On the other hand, the time

for automatic construction was similar to the time required by human users.

The log collection method proposed in Section[4.1] allows clustering requests
based on target services. The log contains the path, and the path points to re-

sources provided by the service. In RESTful APIs, the path combines strings
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separated by a forward slash (/) symbol. We analyze paths, infer regular expres-

sions for path matching, and perform clustering of web requests.

Table 5.1. Example of Regular Expression matching.

M\/cart\/[\w-1*$ | A\/check\/[\w-1*$ | *\/order\/[\w-]1*$
/cart/example v
/cart/test-01 v
/check/example v
/order/example v
/order/test-01 v

For instance, Table shows five paths and three REs. Each RE represents
an endpoint in the service. The first RE matches the first two paths, the second
RE matches the third path, and the last RE matches the third and fourth. Finally,
Figure [5.1]illustrates the process of clustering web requests based on service and

endpoint.

Endpoint Al
Service |:(> RegEx Endpoint A2
A Matching 2

Endpoint A3

Endpoint Al
RegEx .
':(> Matching Endpoint A2

t;:Web Request A
t:Web Request B
t3:Web Request C

Service
B

Endpoint A3

Endpoint Al
Service RegEx
C D Matching <Endpoint A2

Endpoint A3

Figure 5.1. Illustration of endpoint matching based on Regular Expressions.

5.2 Web Request Features

The Hypertext Transfer Protocol HTTP is an application-level protocol for infor-
mation systems. HTTP is generic and stateless, therefore allows systems to be
built independently of the data being transferred, facilitating communication
and data exchanges. In the client-server computing model, HTTP behaves as a
request-response protocol; the client may be the web browser and the server an
application. The client initiates a connection by submitting an HTTP request
to the server. On the other hand, the server answers the request by providing
desired file resources or performing other actions on behalf of the client [18]. We
perform analysis on such requests and response logs collected with the methods
described in Section 4.1. Furthermore, the analysis focuses on web applications

developed with microservice architecture communicating through restful APIs

38



Web Request Anomaly Detection

and JavaScript Object Notation (J SONE} Following the analysis of the related
work in anomaly detection of web-based attacks (Section [3.3), we selected features
that may be relevant to identify anomalies (Table[5.2).

Table 5.2. Selected features for Web Request modelling

Feature Name

Request Method

Number of bytes in the request received by the server
Number of bytes in the request sent by the client
Request Path length

Number of parameters in the JSON body

Number of special characters in the JSON body
Lowest byte value in the request body

Highest byte value in the request body

5.3 Autoencoders

An autoencoder is a particular type of neural network trained to imitate its input
to its output. From an abstract level, autoencoders can be seen as a form of lossy
compression, which enables the reconstruction of an approximated version of the
original data. Autoencoders are composed of two parts: an encoder and a decoder.
In its simplest form, an encoder has a function ¢ transforming the input data
X into a latent representation F (also referred to as code or latent variables)
Eq. (6.1). The decoder 7 transforms the latent representation F into the output
X Eq. (6.2). We choose ¢ and v such that the difference between the input and
the output is minimized Eq. (5.3). Thus, we recreate the original input following

a generalized non-linear compression.

¢: X — F (5.1)

v:Fe=> X (5.2)

¢, = argmin ||X — (1 0 ¢)X||? (5.3)
¢,

Let d be the number of nodes in the input and output layer, and p the number
of nodes in the hidden layer h Egs. and (5.5). Then, the encoding stage takes
as input r and maps it into h Eq. (5.6). Where h is the latent representation, o
an activation function, W a weight matrix and b the bias vector updated during
training through backpropagation [22]]. The decoding stage takes as input / and
maps it to a reconstruction =’ Eq. and the output of the decoder is X’ Eq. (5.9).

Finally, autoencoders are trained to minimize the reconstruction errors such as

15H0wever, it is straightforward to consider other data-interchange formats such as xml, x-wbe+xml,
x-www-form-urlencoded or form-data
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Figure 5.2. Architecture of a basic Autoencoder.

squared errors, Eq. (5.7) between input and output £(x,z").

x €RY =X (5.4)

hecRP =F (5.5)

h = o(Wx + b) (5.6)

x' =o' (Wh+b) (5.7

L(x,x) =[x —x'||* = [|x — o'(W'(c(Wx + b)) + b')|* (5.8)
x eR =X (5.9)

5.4 Proposed solution

We propose a solution for web requests anomaly detection composed of three main

phases:
(A) Parsing and REs matching.
(B) Feature computing.
(C) Anomaly detection with Autoencoder models.

Phase begins by parsing HTTP requests from web log entries. Next, web
requests are clustered based on target service and matched against a list of REs
representing single endpoints in services (Figure [5.1). Phase extracts the

40



Web Request Anomaly Detection

target data from web requests and computes the features described in Section
Finally, phase performs the actual anomaly detection and has two modes:

training and detection.

5.4.1 Training:

We leverage the web request modeling in Section and the Autoencoder model
proposed above for anomaly detection of web-based attacks. The intuition is
that an Autoencoder model trained with sufficient normal web requests has the
ability to imitate its input to its input with minimal reconstruction error. In other
words, we expect the model to have a high reconstruction error if the input is an
anomalous web request. During training, the inputs to the autoencoder model are
the web request features computed in phase The model is trained to minimize
reconstruction error Eq. (5.8). Note that each service has multiple endpoints, and
each endpoint has a specialized anomaly detection model. In other words, there
are as many autoencoder models as the number of endpoints in the service. Thus,
each model is highly specialized in reconstructing requests for a specific endpoint
since requests are similar. At the end of the training, a threshold value 7 based

on the reconstruction error is chosen.

5.4.2 Detection:

During detection, the request features are given as input to the model. If the
reconstruction error is higher than the threshold value 7 chosen during training,

then the web request is labeled as anomalous.
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Chapter 6

Evaluation

This chapter includes an overview of the experimental setup and methodology.

6.1 Setup and Methodology

6.1.1 Reference Application

Stan’s Robot Sho;E;] (SRS) is a sample microservice application for learning con-
tainerized application orchestration and monitoring techniques. The application
uses different technologies and services that resemble an e-commerce web appli-
cation developed with microservices architecture. We chose SRS since it is one
of the few continuously maintained open-source projects that meet microservice

architecture requirements.

6.1.2 Methodology

We deployed SRS in a local K8S engine with minikubeE] alongside our proposed
method for log collection described in Section We divide the creation of
the dataset into two phases. In the first phase, we simulate the usage of the
application as normal users would, including activities such as casual browsing,
user creation, product review, product payment, and product shipping. In the
second phase, we perform web attacks such as cross-site scripting, directory

traversal, request method tampering, and parameter tampering.

Table 6.1. Collected datasets and anomalies.

Dataset Number Anomalies
of logs
XSS Directory Method Parameter Total
Traversal Tampering Tampering Anomalies
SRS Dataset 11,220 - - - - 0
SRS Dataset
(With Anomalies) 9,923 45 24 18 43 130

The creation of the dataset with anomalies is time-consuming, and performing

web attacks requires specific skills. We simulated the attacks by intercepting

16https ://github.com/instana/robot-shop/
IThttps://minikube.sigs.k8s.io/
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web requests on the client-side with BurpSuite, one of the most widely used web
application security testing softwarﬁ The results are two datasets illustrated in
Table We analyze the performance of the models by using standard metrics
such as the number of false positives (FP) and false negatives (FN). Additionally,

true postive
true positve+ false positive?

_ true positive _ _2-Precision-Recall
Recall= true positive+ false negative’ and the F-measure= Precision+ Recall (also called

F1 Score or harmonic mean).

we compute the Precision=

6.2 Preliminary Analysis

This section studies the impact of parameter tuning on the proposed models and

evaluates the performance of our solution on the collected dataset.

6.2.1 Log-Key

The Log-Key Anomaly detection model requires training to detect anomalies. We
use the SRS dataset without anomalies to train the proposed LSTM based model
and the SRS dataset with anomalies for evaluation. The training dataset contains
140 Log-Keys. If we consider all possible combinations of services, methods, and
response codes in the application, the total number of possible Log-Keys is 4221.
On the other hand, the SRS dataset with anomalies contains 294 Log-Keys (which
anticipates unseen events in the evaluation dataset compared to the training
dataset).

The fix parameters, referred to as default values, for the LSTM model are h = 2,
a =128,1 =10, g = 30. Recall that h is the number of layers in the LSTM model,
a is the number of cells in each layer, [ is the length of a window of keys, and g are
the top predictions. Given the structure of the proposed solution, we consider an
anomaly as detected if our model detects an incoming Log-Key as an anomaly or
if any previous [ keys are anomalous. That is, we consider an anomaly as detected

if it is found in an anomalous Log-Key context of length (.

We study the performance impact of parameters g, I, o, and h. To perform
the analysis, we iterate through different parameter values while keeping default
values for the others. In Figure (6.1 we compute the cumulative probability of top
g keys predictions, and — as expected — we see that the cumulative probability
constantly increases with the number of top g predictions. With g = 23, the cu-
mulative probability is 99.7% and slowly reaches a plateau 99.8% towards g = 30.
In other words, with g = 30 top predictions, we expect to correctly predict if an
incoming Log-Key is anomalous 99.8% of the time. This is not completely correct

since the Log-Key Anomaly Detection Model has the ability to detect anomalies in

18https ://portswigger.net/

44


https://portswigger.net/

Evaluation

the workflow of an application but not attacks that are not interfering with it. For
instance, a successful XXS payload will not change the workflow of an application.
On the other hand, an XSS payload that crashes a service changes the workflow

and is (correctly) detected as an anomaly.
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Figure 6.1. Cumulative Probabilities of top ¢g predictions.

The length of the window sequence [ has a profound impact on the model
performance. Figure illustrates how the model evaluation measures varies
with /. F-measure, recall, and precision reach peak values with I = 13 and they
rapidly decrease afterward. Choosing the best value for [ is challenging, and it
highly depends on the application architecture and inter-service communication
patterns. Based on our observation, the [ value for an application with hundreds
of inter-service communications will be higher than an application with a dozen

inter-service communications.

Choosing the correct number of cells « for each layer is another challenging
task. If « is too small, the model could underfit during training. On the other
hand, if « is too big, the chances to overfit during training are higher. In both
cases, the result is poor performance during evaluation. Figure clearly illus-
trates this behaviour. In the first case, with o < 32, the result is a lightly underfit
model with an F-measure approaching 0.50. In the other case, with o > 256, the

result is an overfitting model with performances steadily decreasing.

As for the cells’ number, choosing the correct value for the hidden layers % in a
deep neural network is challenging, and it is common practice to primarily rely on

trial and error and intuitions. Figure shows the impact of the number of layers
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on the model performance. We can observe that with few layers 1 < h < 4, the
result is an underfit model and poor performances. On the other hand, with h > 7,
the model reaches an F-measure of 0.57 but does not overfit. A number of layers
higher than needed leads to higher computational overhead during training and
evaluation; it is then essential to choose I such that performance is maximized

and computational costs are minimized.

6.2.2 Autoencoder

As the Log-Key Sequences Anomaly Detection, the Web Request Anomaly Detec-
tion with Autoencodrs requires training. Similar to the previous chapters, we

use the SRS dataset without anomalies for training and the SRS dataset with
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Figure 6.4. Log-Key model’s performance by increasing the number of layers h.
anomalies for evaluation.

We evaluate our web requests AD with Autoencoders using the same metrics
proposed in the methodology section. The default values for the Autoencoders are
encoding layers el = 3, decoding layers di = 3. Cells in the encoding layers are
ely = 8,¢ely = 4,els = 2 and in the decoding layer el = 2,¢els = 4, el3 = 8. Finally,
the threshold value ™ heavily depends on the training dataset. The threshold
is set to label as anomalies web logs with reconstruction error above the 0.999

percentile compared to the errors computed during training.

Figure[6.5]illustrates the importance of carefully setting the threshold value 7.
In the proposed model, performance suffer with 7 < 0.989 but increase towards an
harmonic mean of 0.80 for 7 = 0.993. Moreover, the overall performance slightly

decreases and fewer anomalies are detected with the threshold being too strict.

6.3 Evaluation

The proposed solution is to combine the Log-Key Sequences and the Autoencoders
capability for AD. On the one hand, we aim at detecting anomalies in the inter-
service communication workflow with the Log-Key Sequences. On the other hand,
we aim at detecting anomalies in the features of the web requests (e.g., the mali-
cious payload in the request body) with the Autoencoders. The confusion matrix in
Figure illustrates the performance of our solution. The high accuracy (99.6%)
shows that our model performs very well from an overall perspective. The recall
(78.8%) describes the occurrence of false negatives. The precision (91.5%) states
the confidence of the model on true positives. While dealing with AD models, the

use case is vital for tuning the model. For instance, if the use case is a real-world
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critical infrastructure, the model must be tuned to achieve a high recall value and
avoid false negatives. On the other hand, few false negatives could be acceptable
in non-critical systems, but not poor precision since it would lead to multiple
false positives and overwhelm system administrators. Moreover, the proposed
model detects 100% (45/45) of the XSS anomalies, 83.3% (20/24) of the directory
traversal anomalies, 94.4% (17/18) of the method tampering anomalies, and 86.1%

(37/43) of the parameter tampering anomalies.

Altogether, our solution obtains an F-measure of 0.847 which — considering

limited training dataset and limited parameter tuning — is a remarkable result.
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Chapter 7

Conclusion

This thesis explores anomaly detection of web-based attacks in microservices
architecture by modeling regular web requests and communication behaviors
between microservices in modern web applications. It started by reviewing the
concept of anomaly detection in different fields and continued by summarizing
the most relevant papers in anomaly detection of web-based attacks. Then, it
proposed a web log collection method deployable in K8S that does not require
any access to microservices’ source code. Next, it proposed a Log-Key Sequences
anomaly detection method with the ability to abstract from web logs to Log-Key
sequences and performed Anomaly Detection with LSTM on the workflow and the
communication patterns between services. Last, it proposed a web log anomaly
detection method based on Autoencoders identifying malicious content in web

requests. Figure 7.1 summarized our proposed solution.

LSTM
Log-Key Anomaly
Detection

Log-Key
Creation

t1: weblog a
t,: weblog b
t;: weblog ¢

ty: weblog d

Service
&
Endpoint
Matching

Feature Extraction

Figure 7.1. Summary of the proposed solution.

The proposed solution approach is cloud-native and easily deployable along-
side any web application running in K8S deployment. Moreover, the thesis studied
the impact of the models’ main parameters on their performance and showed the

effectiveness of the proposed solution.

The principal contribution of this thesis is the proposed method for detecting
anomalies in the inter-services communication workflow. To the author’s best
knowledge, the existing literature has not considered AD in the context of mi-

croservices communication workflow.



Conclusion

The proposed solution is a first step towards addressing AD of web attacks in
microservices. Nevertheless, to make our solution more interesting, two limita-
tions should be addressed in the future. The first one on is to provide the model
with online feedback. In this sense, the model should be updated in an online
fashion based on human feedback on the model’s detected false positives and
(when possible) false negatives. The second interesting future work is to infer
workflow patterns from Log-Key Sequences and automatically construct rules
which can be used to infer inter-service communication policies with a service

mesh software.
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