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Abstract

This thesis presents the design, implementation, and validation of an innovative loT-based solution
to enhance HVAC performance in o ce environments, particularly focusing on the Nordic region.
Traditional HVAC systems often face challenges such as energy ine ciency and poor thermal comfort.
By integrating IoT technology, this thesis aims to address these issues through real-time monitoring
and adaptive control of indoor climate parameters.

This enhanced system integrates various hardware components, including Netatmo weather stations
and a specially designed control, 10T device to gather and process environmental data. Software
integration through Node-RED facilitates seamless communication between these devices and the
smart HVAC unit, enabling dynamic adjustments based on user inputs and prede ned algorithms of the
smart HVAC unit.

A key contribution of this thesis is the design of an intuitive user interface that enables smooth
interaction with the smart HVAC system. A voting mechanism is also implemented to address the
varying comfort preferences of multiple occupants ensuring a balance between personal comfort and
energy e ciency.

This system prioritises energy e ciency through optimised operations and user preference ag-
gregation. Its scalable architecture enables easy deployment across multiple rooms, showcasing the
potential for broader applications and inter-device communication within smart buildings.

This thesis demonstrates the potential of loT-based HVAC systems to substantially improve thermal
comfort and energy e ciency in o ce settings. Practical implications and lessons learned from
real-world case studies are discussed, o ering valuable guidance for future implementations. This
research contributes to advancing smart building technologies, providing a sustainable solution for
modern o ce climate control.

Keywords IoT, HVAC, Smart Buildings, Thermal Comfort, Energy E ciency, O ce Environments,
Voting Mechanism, Decentralized Control,Smart Lyfco HVAC Unit
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Abbreviations

HVAC Heating, Ventilation, Air Conditioning

loT Internet of Things

SCADA Supervisory Control and Data Acquisition
F.C.0.S.A.H Finnish Center for Occupational Safety and Health
API Application Programming Interface

CoAP Constrained Application Protocol

OLED Organic Light Emitting Diode

OocCC Occupant Centric Contro

Node-Red A programming tool for wiring together hardware devices, APIs, and online services
BIM Building Information Modeling

IDE Integrated Development Environment

GDPR General Data Protection Regulation

IC-SSS Integrated Circuit - Solid State Switch

PLA Polylactic Acid

IEEE Institute of Electrical and Electronics Engineers
ICT Information and Communication Technology
Wi-Fi Wireless Fidelity

HTTP Hypertext Transfer Protocol

HTTPS Hypertext Transfer Protocol Secure

MQTT Message Queuing Telemetry Transport

JSON JavaScript Object Notation

REST Representational State Transfer

Al Arti cial Intelligence

ML Machine Learning

SaaS Software as a Service



1 Introduction

The digital era, characterized by rapid technological advancements and the ubiquitous Internet of
Things (loT), has witnessed a rise in the integration of loT technology into various aspects of daily
life [1,2]. This integration is revolutionizing traditional systems and processes, with a signi cant impact
on critical domains such as indoor climate contfigl3]. Despite considerable progress in Heating,
Ventilation, and Air Conditioning (HVAC) systemgl,[5], challenges persist in achieving optimal
thermal comfort and air quality. Issues such as energy ine ciency, uneven temperature distribution, and
inadequate ventilation continue to plague conventional HVAC systems, leading to poor performance
and discomfort for userd[3 5].

Furthermore, growing environmental concerns and the pressing need to reduce energy consumption
necessitate innovative approaches to modernize existing HVAC infrastructure. In this context, the
potential of loT-based solutions for enhancing HVAC systems has garnered signi cant attén@prigy
leveraging smart devices and interconnected networks, 10T o ers the promise of real-time monitoring,
predictive maintenance, and adaptive control, thereby addressing the shortcomings of traditional
HVAC systems and ushering in a new era of intelligent and sustainable o ce thermal comfort
optimization p 7].

1.1 Thesis Objectives

This thesis addresses the need to improve thermal comfort and energy e ciency in o ce environments
by implementing smart loT-based HVAC systeris [This system leverages |oT technology to provide
real-time monitoring and adaptive control capabilities, empowering users to personalize their indoor
climate settings and optimize energy consumption.

The primary objective of this thesis is to design and develop an loT-based solution that enables
users to monitor and control the indoor environment. This device utilizes data obtained from Netatmo
weather stationd] installed within the room to display the real-time indoor environment parameters
(temperature, humidityCO, levels). Additionally, users can adjust the temperature and mode of
operation using intuitive controls integrated into the device. The primary objective can be achieved
through three speci ¢ goals addressed in this thesis:

1. Develop software architecture to facilitate communication between the IoT device, in-
door environment station, and HVAC unit: An e ectively designed software architecture
is fundamental for enabling seamless interaction between Internet of Things (IoT) devices,
weather stations, and HVAC unitg][ This infrastructure plays a critical role in maintaining
the real-time ow of data and commands between these interoperable components. To achieve
this integration, the architecture leverages three key mechanisms: communication protocols,
application programming interfaces (APIs), and data processing mechadi@ms [

2. Implement a user preference voting mechanism and alert systenThis thesis investigates
integrating a user-preference voting system into a decentralized, loT-based HVAC control scheme.
Employing a master-slave con guratiod]], the system aggregates preferences determines
optimal room temperatures, and facilitates prompt communication of adjustments to enhance
user comfort12].

3. Explore scalability and automation for multi-room deployment in o ce buildings: While
optimizing thermal comfort within individual rooms is a primary objective, this thesis investigates
methods for expanding an loT-based HVAC system to manage multiple rooms in o ce buildings.
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The thesis centres on the theoretical exploration of a decentralized control mechanism that would
enable loT devices to connect with HVAC units in each room, facilitating customized temperature
adjustments based on occupancy, time, and energy e ciency considerations.

4. Energy e ciency and comfort This research explores the potential of smart HVAC systems
to concurrently optimize building energy consumption and occupant thermal comfort, thereby
achieving signi cant energy savings without sacri cing occupant well-being.

1.2 Research Methods and Focus of the thesis

In this thesis, a novel Internet of Things (loT)-based HVAC control system was developed to improve
temperature monitoring and control in o ce spacés13]. A key objective was to create a system that
was both innovative and practical.

The project started with a comprehensive literature review, reviewing existing research in HVAC
systems, loT technologies, energy e ciency, and user comfort. This review provided critical insights
into current solutions and highlighted areas for potential advancements. Subsequently, the new loT-based
HVAC control system was designed and constructed. This process involved evaluating the existing
hardware components, the design of the software architecture, and conducting rigorous testing to
ensure functionality. Throughout the development process, potential limitations were kept in mind.
These included hardware constraints, unforeseen environmental factors that might impact system
operation 14], and the generalizability of ndings beyond the speci c context of this study. These
limitations proved valuable, guiding the iterative re nement process and leading to a more robust
system.

Building on previous research, this thesis focused on enhancing the system’s software capabilities
and ensuring the successful implementation of the proposed loT-based solution. Finally, the e ectiveness
of the system was evaluated through real-world testing in an o ce setting. This testing served to
bridge the gap between theory and practice, ensuring that the system was both theoretically sound and
functional in a real-world environment. This thesis contributes to the advancement of loT-based HVAC
systems by detailing the architecture of our system, the challenges encountered, and the solutions
developed. This documentation stands as a valuable resource for future researchers and developers
interested in pioneering similar systems. By bridging the theory-practice gap, we ensure our system is
not only theoretically robust but also practical and user-friendly in real-world environments.

1.3 Thermal Comfort in Nordic Region

This thesis focuses on Nordic o ce environments, where unique factors in uence temperature control.
These regions experience dramatic seasonal shifts in outdoor temperatures, particularly during harsh
winters. Maintaining comfortable indoor temperatures while minimising energy consumption presents
a signi cant challenge. Nordic o ce buildings are often designed with extensive insulation and
energy-e cient elements to combat the cold climatEs[16]. However, these buildings require
specialised HVAC systems that can e ectively regulate indoor temperatures cost-e ectively.

The Finnish Center for Occupational Safety and Health (F.C.O.S.A.H) provides valuable guidance.
They recommend a temperature range of 21€2fr light sedentary work and 19-23 for other light
activities, assuming a moderate air humidity level between 30-50%. This recommendation aligns with
broader research ndingd}]. While these recommendations by F.C.O.S.A.H. are not a law, they
are mandatory to follow. A 2019 review article suggests an optimal temperature range of@2-24
for o ce work in temperate and cold climated §]. Furthermore, Nordic o ce design prioritizes



mechanical ventilation and daylighting strategies. This is because they prioritize sustainability and
occupant well-being, which is more prominent than some other design principles discussed in the
sustainability reportsi[s, 19]. However, these ideals can be compromised in older buildings, dense
urban settings, and buildings with specialized technical needs, such as data centres or industrial facilities
that may prioritize factors like precision control of the indoor environment and equipment cooling over
mechanical ventilation and daylightin@d, 16]. For instance, data centres require precise temperature
and humidity controls to ensure the safe and e cient operation of servers and other har@@jarehjis

can limit the use of natural ventilation and daylighting, which might introduce variability in temperature
and humidity levels. The proposed loT-based system must integrate seamlessly with these existing
ventilation and lighting approaches to ensure optimal performance and occupant comfort.

By addressing these unique challenges inherent to the Nordic context, this thesis aims to o er
practical insights and solutions. Speci cally, the focus is on implementing IoT devices to improve
thermal comfort and, in turn, impact energy e ciency by optimizing the operation of HVAC units in
0 ce environments within the region.

1.4 Structure of the Thesis

The rest of this thesis is structured as follows. Chapter 2 reviews relevant literature on HVAC systems
in o ce environments and their development. Chapter 3 elaborates on the implementation techniques
used to design and evaluate the IoT device. Chapter 4 provides a detailed discussion of the system’s
design and its components. Chapter 5 analyzes the results obtained from the proposed loT-based
solution. Chapter 6 interprets these results and discusses further enhancement possibilities. Chapter
7 presents case studies and practical applications relevant to the loT-based HVAC system. Chapter
8 concludes the thesis by discussing the contributions and implications of all the chapters. Finally,
Chapter 9 provides access to the program logic repository and video demonstration links related to the
thesis.
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2 Literature Review

The literature review in this thesis serves as the foundation for the work done, it provides a comprehensive
overview of existing knowledge and relevant technologies in the eld of smart HVAC systems. It
explores the evolution of HVAC systems, emphasizing the limitations of traditional approaches and the
growing need for intelligent and adaptive solutiofk [The thesis takes inspiration from its literature
review to understand the role of the Internet of Things (loT) in transforming HVAC systems, highlighting
its potential to enhance energy e ciency, personalize comfort, and enable real-time monitoring and
control after reviewing existing solutions in the market,[22].

2.1 HVAC Systems in Office Environments

Heating, Ventilation, and Air Conditioning (HVAC) systems are fundamental to maintaining comfortable
and healthy indoor environments in o ce building6,R1,23]. These systems regulate temperature,
humidity, and air quality, ensuring optimal conditions for occupants well-being and productivi®4].

In the context of o ce spaces, HVAC systems face unique challenges due to the varying occupancy
levels, diverse thermal preferences of individuals, and the need for energy e ciépcy [

Traditional HVAC systems often rely on xed schedules and predetermined setpoints, which may
not adequately address the dynamic nature of o ce environmeh5]. This can lead to discomfort,
energy wastage, and increased operational costs. Moreover, these systems typically lack the ability to
adapt to individual preferences, resulting in a one-size- ts-all approach that may not satisfy everyone’s
needs. A study reveals that even minor faults in demand-controlled ventilation systems can signi cantly
impact energy e ciency and indoor environmental quality, underscoring the need for more intelligent
and adaptable solution2%]. The authors performed an experiment to review the thermostat model for
HVAC system in o ce [6], this model’s e ectiveness was evaluated by measuring the average room
temperature over a 16-hour period as shown in FiguiResults showed the temperature consistently
stayed within the desired comfort range of €1to 23 C, demonstrating the model’s ability to maintain
user comfort. However, the model’s energy e ciency was suboptimal, as it operated all HYAC modules
at full power, consuming 6000W.

Thermostat-baseline model
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—e— Average temperature
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Figure 1: Experimental evaluation of the thermostat mod#! [



To overcome these limitations, there has been a growing interest in developing smart HVAC
systems that leverage advanced technologies to optimize performance and personalize comfort. These
systems incorporate sensors, actuators, and intelligent control algorithms to monitor and regulate
indoor environmental parameters in real time. By adapting to occupancy patterns, thermal preferences,
and external weather conditions, smart HVAC systems can signi cantly improve energy e ciency,
reduce costs, and enhance occupant satisfaction. A literature review by Asadi and Loomans on energy
performance and indoor climate in Scandinavian o ce buildings emphasizes the importance of such
advanced systems in achieving these gak [

2.1.1 Adaptability to Nordic Region Climate

The adaptability of Heating, Ventilation, and Air Conditioning (HVAC) systems to the particular
climatic conditions of the Nordic region is an important aspect of this thesis. There are various
considerations take into account while determining the optimal range of operation of the HVAC
unit [17]. For instance,an article review provided insights on the heating systems in Finnish low-energy
apartment buildings (LEABsP]. They predominantly utilize district heating (DH) and ground source
heat pumps (GSHP) as primary sources. The choice of heating emitter is often dictated by the heat
source, with radiators commonly paired with DH and under oor heating (UFH) with GSHP due to
compatibility with operating temperatures as showin in Figiirdloreover, bathrooms may have

di erent emitters for cost or control reasons, with UFH often preferred for year-round corfgjrt |

100% Not defined in EPC
90%
80% Hyrdonic underfloor + electric
70% underfloor (bathroom)

60%
50%
40%
30%
20%
10%

0%

Hydronic underfloor heating

=2 Radiator + electric underfloor
(bathroom)

# Radiator + hydronic underfloor
(bathroom)

M Radiator
District heating Ground source heat pump

Figure 2: Heating emitters in Finnish LEABS, by primary heating sout [

The literature review of articles speci c to the region demonstrated the systems’ ability to handle
signi cant temperature variations, particularly during seasonal transitions, ensuring a stable and
comfortable indoor environment year-round. This adaptability is crucial for o ce buildings in regions
with harsh winters and varying seasonal conditions. It demonstrates the system’s resilience and ability
to perform despite external environmental challenges consistently. The methods and learnings from
these apartment buildings can be e ectively utilised in 0 ce rooms by adapting the heating emitters
and sources to the speci ¢ requirements and occupancy patterns of o ce environnZRs/][

2.1.2 Occupant Centric Control

Traditional HVAC systems rely on predetermined schedules, which can be ine cient and fail to adapt
to the speci ¢ needs of occupants. In contrast, occupant-centric control (OCC) o ers a more dynamic
approach by leveraging real-time data about occupant behaviour and preferences. This data, collected
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through sensors, allows the system to adjust environmental conditions in real time, making it more
responsive and user-centred experience.

The implementation of OCC principles is important to this thesis, as it highlights the development
of a novel loT-based HVAC control system designed for o ce spaces. This system gives the power of
both behavior-centric and occupancy-centric strategies. By learning occupant preferences, the system
can adjust settings to better suit individual needs. While accurately sensing and predicting human
behaviour presents challenges, advancements in sensor technology and data analytics are continuously
improving the e ectiveness of OCCp].

Ultimately, this approach leads to signi cant energy savings while creating more comfortable
and adaptable indoor environments. This aligns perfectly with the thesis’s objective of developing a
practical and innovative solution for improved temperature monitoring and control.

2.2 The Role of loT in HVAC Systems

The Internet of Things (IoT) has emerged as a game-changer, assuring to revolutionize industries far
and wide, with building automation and HVAC systems being no excepliby2f]. A network of
interconnected devices, each equipped with sensors, software, and network connectivity, working
together to gather and share data. Within the domain of HVAC systems, these 10T devices act as vigilant
observers, monitoring temperature, humidity, occupancy, and other crucial factors. This data then
gives the potential to optimize HVAC operations, creating a more energy-e cient and comfortable
environment for occupants.

loT-enabled HVAC systems outshine their traditional counterparts in several ways. Firstly, they
o er the power of real-time monitoring and control, allowing for dynamic adjustments based on the
current conditions and the preferences of those within the building. This responsiveness translates into
substantial energy savings by eliminating unnecessary heating or cooling. Secondly, the vast amounts
of data collected and analyzed by loT systems provide valuable insights into occupancy patterns,
energy usage, and equipment performance. Armed with this knowledge, we can pinpoint areas for
improvement, ne-tune maintenance schedules, and even predict potential equipment failures before
they occur 6, 30].

But the bene ts are wider than discussed here. loT-based HVAC systems can seamlessly integrate
with other building automation systems, such as lighting and security, to create a truly intelligent and
holistic building management solution. This interconnectedness further ampli es energy e ciency,
elevates occupant comfort, and streamlines building operations, ushering in a new era of smart
buildings [6].

2.2.1 Tactile loT in HVAC Systems

The use of tactile 10T is beyond the scope of the thesis. However, there were signi cant materials
discussing the use of tactile 10T in providing human comfort in di erent environments. Tactile IoT
devices, such as smart thermostats or wearable devices, empower users with a tangible interface for
interacting with their HVAC system. This can be particularly valuable in o ce environments where
smartphones or computers may not always be readily accessible. These intuitive devices o er a
user-friendly way to adjust temperature settings, switch modes of operation, or even access real-time
environmental data. For instance, a smart thermostat with a touchscreen display enables users to
e ortlessly adjust the temperature or gain insights into their energy usage patterns. Similarly, a wearable
device can empower individuals to personalize their thermal comfort settings, catering to their unique
preferences and activity levels. There are certainly challenges in this innovative technology space but
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researchers indicated a future potential and capabilities in this space,it is evident it will have e ects on
the HVAC industry as well31].

Lastly, the integration of tactile loT devices can signi cantly enhance the user experience by
incorporating haptic feedback, like subtle vibrations or temperature changes. This not only con rms
user actions but also provides alerts, creating a more engaging and satisfying interaction with the HVAC
system. In essence, these devices create a bridge between the user and the system, fostering a sense ¢
control and personalization over their immediate environm&33].

2.2.2 loT Communication Protocols

E ective communication protocols are essential for the seamless operation of loT-enabled HVAC
systems. Protocols such as MQTT (Message Queuing Telemetry Transport) and CoAP (Constrained
Application Protocol) are commonly used in loT applications due to their lightweight nature and
suitability for low-bandwidth networks.

Studies revealed a comprehensive comparison between MQTT and CoAP, highlighting their
respective advantages and disadvantages. MQTT is well-suited for applications requiring reliable
message delivery and minimal bandwidth usage, while CoAP is ideal for low-power, constrained
devices. Both protocols play a crucial role in ensuring reliable communication between loT devices
and central control systems in smart HVAC setup4.|

In additionto MQTT and CoAP, WebSocket is another communication protocol that holds signi cant
relevance in the domain of loT-enabled HVAC systeBf.[WebSocket's ability to provide real-time,
bidirectional communication makes it particularly well-suited for applications that require immediate
feedback and dynamic control adjustments. This protocol allows for the seamless exchange of data
between loT devices and a central control system, facilitating instant updates on environmental
conditions, equipment status, and user preferences. This real-time data exchange enables HVAC
systems to respond promptly to changing conditions, optimizing performance and ensuring occupant
comfort [35,36]. In the context of o ce buildings in the Nordic region, the KNX protocol is widely
used. KNX is an open building automation standard that supports over 100 device manufacturers and
has a signi cant market share of more than 80% in Eur@# [This standardized protocol for building
automation allows various devices to communicate with each other, enhancing the overall e ciency
and integration of building systems. KNX's widespread adoption in Nordic o ce buildings re ects its
robustness and reliability in managing complex building automation tasks, including HVAC control. By
combining KNX with IoT protocols, o ce buildings can achieve greater energy e ciency, enhanced
occupant comfort, and streamlined operations. This integration allows for dynamic adjustments based
on real-time data, ensuring that HVAC systems operate optimally under varying conditions. As such, the
KNX protocol remains a cornerstone of smart building automation in the Nordic region, demonstrating
its adaptability and e ectiveness in modern o ce environmeris]|

2.3 Node-red as a Server and its Applications in HVAC Systems

Node-RED, a visual programming tool developed by IBM, has been widely recognized for its ow-based
development approach, simplifying the integration of hardware devices, APIs, and online services.
Its intuitive interface has proven to be particularly valuable in the context of IoT, enabling e cient
connection and management of devices. Within the domain of HVAC systems, Node-RED has been
used to design intricate work ows that automate and optimize various operational processes, enhancing
overall system e ciency and performanc8(), 38)].

HVAC and SCADA (Supervisory Control And Data Acquisition) systems are often integrated to
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optimize building management and energy e ciency. A review article provided insights on how the
SCADA system designed for a hybrid renewable power system utilizes Node-Red as a central component
for data processing, analysis, storage, and display as shown in Biglifenctions as an analyzer and
monitoring unit, receiving real-time data to calculate power values and generate warning signals. The
Node-Red dashboard provides a graphical user interface for remote monitoring and control, accessible
via cell phones. It generates signals to control the diesel generator and stores data in a CSV le for
further analysis. Algorithms drive Node-Red’s execution, enabling tasks like calculating power values
and generating control signals. This study shows the impact of Node-Red and highlights its critical role
within the SCADA system, facilitating real-time monitoring, data processing, and control of the hybrid
renewable power syster3g).
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Figure 3: Designed SCADA system for a hybrid renewable power systaj.
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Key ndings from reviewing studies on Node-red as a server :

Ease of Integration: Node-RED'’s user-friendly visual interface simpli es the connection and
management of loT devices, APIs, and online services, streamlining the integration process
within HVAC systems.

Protocol Support and Flexibility: Node-RED’s compatibility with a wide range of communi-
cation protocols (e.g., MQTT, HTTP, WebSocket) ensures seamless integration of diverse loT
devices and services, accommodating various HVAC system requirements.

Real-time Data Handling: Node-RED’s pro ciency in processing and responding to real-time
data makes it well-suited for HVAC applications where timely responses to sensor data are crucial
for maintaining optimal environmental conditions.

In addition, the Node-red developer community emphasises on its modular and reusable design
approach contributes to the scalability and maintainability of HVAC systems, enhancing functionality
and responsiveness while promoting e cient and sustainable building management practices.
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2.4 Cloud Service Provider

The automation of the smart HVAC unit develops a need of a cloud service provider for application
deployment. Following an extensive literature review, the Tuya global 10T solution platform (hereafter
referred to as Tuya Cloud) has been selected for this purpose. Tuya Cloud is a widely-used IoT platform
o ering a comprehensive suite of services for smart device integration, including cloud-based device
management, data analysis, and user interaction capabilities. Its robust feature set makes it a valuable
asset for loT applications in HVAC systems.

The key ndings from the study provided valuable insight§][:

Device Connectivity and ManagementTuya Cloud enables easy and secure connectivity of
HVAC devices to the cloud. This connectivity allows for remote monitoring and control, ensuring
that HVAC systems can be managed from anywhere.

Data Storage and Analytics:Tuya Cloud o ers scalable data storage solutions, allowing for
collecting and analysing vast amounts of environmental and operational data. This data can be
used to improve HVAC performance and predict maintenance needs.

User Interaction and Control: The Tuya Smart app provides a user-friendly interface for
controlling HVAC systems. Users can set preferences, create schedules, and receive system status
and performance noti cations. This enhances user engagement and satisfaction.

Utilizing Tuya Cloud allows for seamless integration of various smart devices into a centralized
system. This facilitates real-time data collection and analysis, thereby enabling more e cient and
e ective control of HVAC systems. Notably, there is a study that underscores the advantages of using
Tuya Cloud for smart home applications, demonstrating its e cacy in enhancing both energy e ciency
and user comfort4Q].

2.5 Summary

This research explores how the Internet of Things (loT) is revolutionizing Heating, Ventilation, and Air
Conditioning (HVAC) systems in o ce buildings. Traditional HVAC systems often fall short, lacking
the ability to adapt to changing conditions and individual preferences. This work highlights the need
for smarter, sustainable and more responsive solutions.

By integrating loT technology, HVAC systems can become signi cantly more e cient. Sensors
can gather real-time data on factors like occupancy, temperature, and air quality. This data allows the
system to personalize thermal comfort for each occupant, addressing the well-documented issue of
diverse preferences in o ce environments. Ultimately, this leads to a more comfortable and productive
work environment while signi cantly reducing energy consumption.

The research also explores the use of Node-red, an open-source platform, to develop and manage
sophisticated HVAC controls. Additionally, it examines the role of cloud service providers in enhancing
data processing, storage, and remote access for these systems.

This comprehensive analysis of existing technologies and methodologies paves the way for the
development of innovative solutions speci cally designed to address the challenges of o ce HVAC
systems. It serves as a springboard for future research and practical applications in the eld of smart
building technologies.
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3 System Design

3.1 System Architecture

The foundation for translating an Internet of Things (loT) based HVAC system from concept to
reality lies in a well-de ned system architecture. This architecture acts as the blueprint, thoroughly
outlining how various components, communication protocols, and functionalities work together in
synchronization. The system architecture ensures seamless interaction between all elements within the
HVAC system. §1]. A critical analysis of existing system architectures revealed that their signi cance
extends beyond simply providing a blueprint for design. These architectures function as the underlying
framework, and this meticulously planned framework o ers several key advantage |

Interoperability: Di erent devices, regardless of the manufacturer of the di erent components,
can exchange information e ortlessly after system integration.

Scalability: The system can gracefully adapt to growth. Adding new rooms or devices becomes
a simple extension of the existing structure.

Reliability: Consistent and dependable operation is ensured. Critical components like the loT
weather station can have backups in place, ensuring the system can continue operating even if
one element fails, the system architecture minimizes the risk of malfunctions or disruptions.

Security: Robust safeguards are implemented to protect the system from unauthorized access,
such as the utilization of personalized tokens with de ned access levels to access the controls of
the HVAC unit. This approach ensures both the integrity of the system and the privacy of its
users.

Adaptability: The system exhibits exibility by readily adapting to evolving user needs and
preferences. One way this exibility is achieved is by leveraging a user preference history
database. This database allows to analyze past user choices regarding temperature, humidity, and
other comfort parameters provided by the Netatmo weather st&jion |

Through extensive literature review and adherence to the outlined advantages, | have drawn
inspiration from an loT-based HVAC system architecture. Figusbows the pictorial description of
the architecture.

The proposed loT-based HVAC system leverages a cloud-centric architecture to enable real-
time monitoring and control of indoor climate conditions. This architecture facilitates seamless
communication between various interconnected components, as illustrated in%igure

loT Device : As depicted in Figuré, the loT device acts as the system’s core, serving as a user-
centric central hub. This intuitive interface empowers occupants to actively manage their comfort
levels within the designated space. Through the interface, users can e ortlessly access real-time
room data, like temperature, mode of operation of the HVAC unit, and other environmental
parameters. Additionally, the interface facilitates user control over HVAC operation modes,
allowing them to select settings such as 'Heat’, 'Cool’, 'Dry’, or 'Fan’ based on their individual
preferences. This user-centric approach develops a sense of ownership and engagement, giving
personalized comfort management within the room.
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Figure 4: System Architecture of Smart loT HVAC Systend§ [

Weather station Integration: The NetAtmo weather statior®]] illustrated in Figure5, is
equipped with sensors to measure temperature, humidity, and CO2 levels. It gathers real-time
data from the surrounding environment. The station seamlessly integrates with a Netatmo cloud
hosted in the central Europe region, transmitting data at regular intervals. This ensures precise
and timely temperature adjustments, enhancing both comfort and energy e ciency.

HVAC Unit Control: The loT device communicates with the HVAC Unit depicted in Figure

5, located within the room. Utilizing a master-slave con guration, the device gathers user
preferences to determine the optimal HVAC settings. These preferences are then transmitted
to the HVAC unit, instructing it on how to adjust its operation to maintain the desired indoor
climate conditions.

Seamless Communication infrastructure :As depicted in Figur®, The seamless communi-
cation infrastructure of the system relies on a robust server application, which is implemented
using Node-RED by IBM and installed on a Raspberry Pi 3 computer situated within the room.
This server application serves as the backbone of the system, facilitating communication and
data exchange between the various components. By connecting to the room’s Wi-Fi router,
the Raspberry Pi ensures uninterrupted internet access, the weather station and the HVAC
unit are also enabled with WiFi using the same network enabling real-time communication
with external services. Utilizing a two-way communication WebSockets protocol, the system
enables seamless data exchange between the IoT device and the server application. Acting as an
intermediary, the server application communicates with the weather service and the cloud-based
management system for the HVAC unit i.e. Tuya clodd] using HyperText Transfer Protocol
Secure (HTTPS), a secure communication proto28j. [

Data Processing Mechanisms The system incorporates data analysis mechanisms to process
sensor readings and user preferences. This analytical capability highlights the system'’s intelligent
decision-making regarding HVAC control, facilitating dynamic adjustments for optimal comfort
and energy e ciency.

Security and Scalability : The system architecture prioritizes security by using HTTPS and
personalized tokens to prevent unauthorized access and maintain data integrity. Additionally, it's
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built to scale easily, allowing it to grow along with user needs and cover multiple rooms in an
o ce building. This ensures that everyone enjoys a comfortable and e cient environment.
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Figure 5: lllustration of the proposed loT-based HVAC system architecture

3.2 Software Components

To de ne the software components used in developing the smart system, there were tools used for the
user interface and the application programming interface (API) for data transfer between the user and
the smart system’s associated cloud providers.

loT device programming : The loT-based indoor climate controller (hereinafter referred to

as the loT device), as depicted in Figlas a fundamental component of the system, and its
scalability is crucial for the system’s overall performance and adaptability. It is programmed in
the Arduino IDE, which uses a C++ variant, the Arduino IDE o ers a streamlined development
environment well-suited for rapid prototyping and iterative improvement through version control
(discussed later). Its intuitive interface, extensive libraries, and active community support
enhance accessibility for researchers at varying skill levls Cross-platform compatibility
(MacOS and Windows) ensures adaptability across di erent development setups, and seamless
integration with my chosen hardware facilitated e cient testing and deploym&nef3].

Cloud Management : The Netatmo weather station as depicted in Figueame with an
in-house con gured NetAtmo cloud, making it an easy choice and eliminating the need to
integrate with a separate cloud network. This avoided the hassle of creating a cloud development
platform [9]. For the HVAC unit, cloud development was required since none was provided.
However, the HVAC unit's manufacturer o ered a few providers, and through research, the Tuya
platform. also shown in Figurestood out as the better choice for its Platform as a Service (PaaS)
model. This cloud development platform provides a comprehensive suite of tools compared
to alternatives like AWS loT and Oracle loT Cloud services, and Tuya’s selection was based
on many factors such as its focus on rapid development and deployment of the smart HVAC
solution 40]. Core features such as IoT Core, Data Analytics, and Rule Engine streamline the

19



integration of connected devices and data-driven insights. Additionally, Tuya’s industry-speci ¢
PaaS services o er pre-built functionalities to control the HVAC unit without extra charges,
unlike other cloud solution providers.

Selection of Server :Finally, after selecting the software components for the IoT device and the
cloud providers, an appropriate application programming interface was required. | considered
options like If This Then That (IFTTT), a web-based server, SmartThings, a platform developed
by Samsung, and Node-RED, a web-based ow editor designed and developed bg0BM [
chose Node-RED due to my familiarity with JavaScript. Additionally, its visual programming
approach facilitated rapid prototyping and iterative re nement of HVAC control logic. Its
drag-and-drop interface, extensive node library, and seamless integration with my devices and
cloud services streamline development work ows. The platform’s modular architecture enables
the creation of customized HVAC control ows adaptable to speci c room conditions and user
preferences. Moreover, Node-RED'’s real-time data processing capabilities empower the system
to optimize comfort and energy e ciency based on dynamic weather station inputs and external
factors B8]. Its integration with the Tuya and Netatmo clouds ensures remote system monitoring
and management for accessibility and operational e cient4] [

Localized Control via Node-RED Server :The Node-RED server, hosted on a Raspberry Pi, as
depicted in Figuré is located within the room, facilitating a constant connection and localized
control tailored to the room’s speci ¢ environment. This approach aligns with the project’s core
objective of personalized control within a designated space. However, as will be discussed in
greater detail later, this decision introduces certain limitations that require further exploration.

Data Security and Compliance :The loT-based HVAC system prioritizes user data security and
privacy by adhering to strict data protection standards, including compliance with the General
Data Protection Regulation (GDPR)Y). User data, such as temperature readings, preferences,
and system logs, is stored on servers located within Europe, as noted in both Netatmo and
Tuya Cloud practices9] [46]. Tuya Cloud, like Netatmo, follows data protection standards and
implements robust encryption protocols and access controls to ensure data integrity and prevent
unauthorized access. By minimizing data collection to only what is necessary and employing
industry-standard security measures, the system not only safeguards user data but also enhances
user trust and con dence. This commitment to GDPR compliance and robust security practices
provides a secure and trustworthy platform for managing indoor environments.

3.3 Design of the loT-based Indoor Environment Controller

Once the system architecture is de ned, designing each component to work together e ectively becomes
essential. This architecture acts like a blueprint, ensuring each piece ts and functions as intended
within the overall system. The design of the loT-based Indoor Environment Controller (IEC), or loT
device, is especially important. The IEC acts as the heart of the system, controlling various aspects of
the indoor environment. While the comprehensive hardware development of this Indoor Environment
Controller (IEC)falls outside the scope of this thesis, analyzing the existing design and ensuring its
compatibility with the software is essential. Figura) illustrates the device’s physical appearance.
The device is housed in a polylactide (PLA) enclosurd,[chosen for its biodegradability and ease

of 3D printing. It is powered by a 5V lithium battery and is embedded with an XIAO ESP32C3
microcontroller f8,49] with a 0.96-inch OLED display, the pin layout to of the microcontroller can be
seen in Figuré b).
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As depicted in Figuré a), the device features three push buttons and an OLED display (SSD1306
variant) B0]. The advantages of these components will be discussed in subsequent sections. Users
can interact with the HVAC unit and weather station using these buttons, thereby achieving the smart
HVAC solution’s functionality. The OLED display provides visual feedback to the user, displaying
relevant information about the system'’s functionalities.

The software design for this device was informed by the implicit functions of the XIAO ESP32C3
microcontroller £8,49] and its integration with the OLED display. The microcontroller's D1, D2,
and D3 pins serve as digital inputs, receiving user input from the three push buttons via soldered
connections. Their functionalities are as follows :

D1- Increase temperature / Toggle in the menu.

D2- Start the device / Change Page / Submit request / Acknowledge the message is received / Go
to Sleep.

D3- Decrease temperature / Go back to the previous page.

_GPIo2 i A0 J§ DO | 5V

_GPIO3 NI A1 Jg D1 { GND |

5V Lithiumion| A0 seeed studio [ 3V3 |

battery — — — Model:XIAO-ESP32-C3
I €D & F(C CE ~0o i wiso J Gpioo
| SCL B D5 FCC:Z4T-XIAOESP32C3 D8 gy SCK
_GPIO21 iy TX Ji D6 _D7 B RX J GPIO20
al & & & =
a

) Digital Analog Pin No. nc UART SPI GND Power

Figure 6: a) Shows the pin connections in the device with their respective inputs and outputs b)
lllustrates the pin layout of an XIAO ESP32C3 microcontroll&t][

3.3.1 OLED Display and Power Management

The microcontroller's D10 pin, con gured as a digital output, interfaces with the OLED display. When
the device is powered on from its 5V battery, this pin is set to HIGH logic, e ectively "waking"

the microcontroller from sleepip]. The battery itself connects to the AO pin, which serves as the
microcontroller's analogue input as shown in Figara).

To provide the user with real-time feedback on battery status, the device calculates and displays the
battery percentage. This calculation involves a multi-step process. First, multiple analogue voltage
readings from the AO pin are collected and averaged to reduce noise and improve accuracy. The
voltage is then scaled to compensate for any attenuation e ects within the measurement circuit. Finally,
the remaining charge percentage is determined by comparing the scaled voltage to a predetermined
reference voltage of 3.2\4B]. This approach allows for continuous monitoring of battery health,
enabling users to make informed decisions about when to recharge the device.

To maximize battery life, the device enters a sleep mode after 60 seconds of inactivity.
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3.3.2 Bitmaps and Logo Design

To enhance the user interface on the loT device, the states of the HVAC unit are displayed not only as
text (‘Heat, 'Cool,’ 'Fan, 'Dry’) but also as corresponding logos. To design suitable logos for each of
the four states, references were drawn from a webpage providing appropriate5igons [

However, the SSD1306 OLED display used in the device is a monochrome variant, capable of
displaying only black and white. Therefore, simply uploading the multi-chrome icons was not feasible.
To overcome this limitation, bitmaps were created for each logo, representing the four di erent HVAC
unit statuses. A bitmap is essentially an array that de nes an image for the diSg]aysince the
SSD1306 operates in black and white, each bit in the bitmap signi es the state of a pixel: O for o
(black) and 1 for on (white). The bitmaps of all four logos were converted into a 25 x 25 pixels array in
hexadecimal format. By organizing the pixel data in this way, it becomes possible to e ciently render
the multi-chrome logos on the SSD1306 display. Direct manipulation of the bitmap allows for precise
control over which pixels are activated or deactivated, e ectively recreating the logos in a monochrome
format. The resulting logos for each HVAC state are illustrated in Figurelow

S @ W

Heat Cool

Figure 7: Icons representing the various operational statuses of the HVAC unit

3.4 Design of Node-Red as a Server

This work explores the use of Node-RED, a visual programming tool, in developing intelligent
HVAC control systems. Node-RED’s drag-and-drop interface allows non-experts to create complex
automation routines, making HVAC system management accessible without extensive programming
knowledge BQ].

Node-RED excels in integrating various loT devices and cloud services, such as Netatmo and
Tuya, within HVAC systems. This integration optimizes system performance and energy e ciency by
utilizing data from multiple sources. Deploying Node-RED on a local Raspberry Pi reduces latency,
ensuring faster response times compared to cloud-based sol@j88 [This localized deployment
demonstrated in an o ce at Aalto University, Finland, allows for prompt responses to user commands
and environmental changes, enhancing comfort and potentially reducing energy consumption.

The modular design of Node-RED, with pre-de ned and custom function nodes, simpli es the
integration and development of advanced functionaligsihese include real-time communication via
WebSocket connections, handling REST API calls, and implementing conditional logic for intelligent
decision-making. This exibility ensures the creation of a responsive and e cient HVAC system
that adapts dynamically to user needs and environmental condi#8hs\ detailed analysis of the
development is discussed later in the next chapter.

3.5 Design of Tuya cloud for HVAC application

Within the Tuya cloud’s multi-layered design, the core layer plays a critical role in HVAC applications.
Secure communication protocols ensure reliable data exchange between HVAC systems and the cloud.
This two-way communication allows for remote control and monitoring of temperature settings, fan
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speeds, and other operational parametezg [Additionally, the core layer handles device registration,
authentication, and rmware updates, ensuring all connected HVAC systems operate on the latest
secure software version4(].

The application layer of Tuya Cloud builds upon this core functionality. It provides advanced
services speci cally tailored for HVAC applications. This includes data processing and analytics
focused on energy consumption and comfort optimizatiif [Users can leverage these features to
gain insights into HVAC system e ciency and identify areas for improvement. Furthermore, the Tuya
Cloud facilitates quick integration with other interoperable devices. This allows for the creation of
intelligent automation that adjusts settings based on real-time conditions, leading to a more comfortable
and energy-e cient home environmend ().

3.6 Design for Scalability of Multiple Users

Designing for scalability in a multi-user HVAC control system involves several critical considerations

to ensure the system remains e cient and responsive as the user base grows. A user interaction model,
inspired by the user voting mechanism, serves as a foundational approach where users vote on their
preferred settings, and the system aggregates these inputs to determine the optimal con dijration [
This model ensures that the system is user-centric, balancing diverse preferences while maintaining
overall performance. Aggregation of user inputs can be enhanced through weighted voting systems,
which consider factors like frequency of use or priority levels, enabling a sophisticated and fair
representation of user needd].

To e ectively manage increased loads, a master-slave architecture is employed, distributing control
functions across multiple nodes in the Node-red server. In this setup, the master node coordinates the
overall system operation while slave nodes handle speci c tasks and user requests. This distribution
reduces the burden on any single point, enhancing system resilience and performance. Smart resource
allocation plays a crucial role in adapting to uctuating user demands, ensuring that processing power,
memory, and network bandwidth are allocated e cienty; B0]. Leveraging high computation to
Node-red server than the loT device further helps in distributing user requests evenly, preventing latency
in response timel2]. By focusing on these strategies user-centric design, master-slave architecture,
and dynamic resource management the HVAC control system can scale seamlessly to accommodate a
growing number of users while maintaining high performance and user satisfaction.

3.7 Summary

This chapter explores the design of the loT-based HVAC system, emphasizing its architecture, software
components, and design considerations. Key aspects include interoperability, scalability, reliability,
security, and adaptability. The chapter details the software for user interaction and data transfer, the
loT-based Indoor Environment Controller (IEC) or the "loT device", the Node-RED server, and the
Tuya cloud platform for HVAC management. Scalability is ensured through a multi-user model and
master-slave architecture.

In the next Chapter, the focus shifts to analyzing the individual system components, examining
their technical speci cations and operational mechanisms to ensure e ective functionality and user
satisfaction.
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4 System Development and Implementation

Building on established implementation strategies and a system architecture in uenced from existing
literature B, 23], the system design focuses on key constraints and considerations that in uenced
the development of personalized control for the smart HVAC solution in o ce rooms. Technical
limitations, such as the IoT device’s processing capacity, were addressed by strategically o oading
major computations to the Node-RED server. Real-time data transfer was achieved e ciently through
WebSockets, minimizing the burden on loT devices. Budgetary constraints led to the adoption of cost-
e ective solutions, including open-source platforms like Raspberryp8ignd a phased development
approach prioritizing essential HVAC control functionalities in the o ce environment.

4.1 Functional Operation of the loT Device

The 10T device enables users to send commands to the HVAC unit, which are con gured within the
HVAC unit cloud management system. This system will be discussed in detail in a later section.
4.1.1 Start the loT device

The loT device when turned on by ‘waking’ it from sleep, by simply pressing the Page change push
button connected to the D2 pin of the microcontroller as shown in Figuaeter waking up. It displays
the following information on the screen.

The room information in which the loT device is being used.
The battery percentage of the 5V Lithium-ion battery embedded in the IoT device
The current temperature of the room acquired from the Netatmo weather station

The current state of the HVAC Unit ("Heat, 'Cool,’ 'Fan,’ 'Dry’) and their corresponding logos

Figure8 shows the rst screen of the loT device after waking up.

Figure 8: View of the rst screen of the loT device
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