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Abbreviations and Acronyms

ADS Anomaly Detection System - a system dedicated to identify-
ing the occurrence of rare events or observations, that deviate
signi�cantly from the majority of the data and to some de�-
nition of normal behavior.

API Application Programming Interfaces - a set of de�ned rules
that enable di�erent applications to communicate with each
other.

DBA DTW Barycenter Averaging - an averaging method for time
series based on dynamic time warping.

DTW Dynamic Time Warping - an algorithm often used as a time
series similarity measure.

IP Internet Protocol - the set of rules governing the format of
data sent via the internet or local network.

MSA Microservices Architecture - a type of application architec-
ture where the application is developed as a collection of ser-
vices that are independent from one another and communi-
cate through well-de�ned interfaces.

PCA Principal Component Analysis - an algorithm commonly used
for dimensionality reduction, which works by �nding a re-
duced set of variables that explain most of the variance in the
data.

SDN Software De�ned Networking - an approach to design, imple-
ment, and manage networks that separates the control plane
and the data plane, centralizing network intelligence in one
or more network controllers.

STL Seasonal-Trend decomposition using Loess - a techniquefor
time series decomposition which separates time series into
trend, seasonal, and remainder components.
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Chapter 1

Introduction

The following chapter provides an introductory view of the thesis. Section 1.1
describes the motivation behind this work, as well as an outline of how its
implementation was conducted. Section 1.2, instead, provides an overview
of the content of the chapters that are to follow.

1.1 Problem Statement

In modern telecommunication networks, network observability entails the use
of diverse data sources to understand the state and behaviorof the network,
and its ability to provide the required service and user experience.

Over the course of recent years, mobile transport networks have become
increasingly complex and di�cult to manage, leading to the development
of new approaches to centralize the management of the network, such as
software-de�ned networking. As a result, a common problem related to net-
work observability is the large quantity of data that is required to comprehen-
sively analyze and observe the network behavior, and the load the collection
and transmission of that data puts on the network's resources.

Collecting such large amounts of detailed data, however, issuper
uous
during the majority of the network's operations. A detaileddescription of the
network's state is of most interest only when the network behaves unusually,
so that they may be used to understand the root cause of the disturbance.
Because of this, most data should only be collected when anomalies arise
in the network, but the extensive size of these networks and the frequent
changes to which they are subjected make it unfeasible for this collection to
be triggered by human agents. Furthermore, the vast amount of collected
data makes it di�cult for network operators to recognize when and which
parts of the network may be a�ected by anomalous events, making analysis

1



CHAPTER 1. INTRODUCTION 2

possible only after the event has visibly impacted the network's operations.
To solve these problems, a small subset of diagnostic network metrics in-


uenced by anomalies of interest can be selected, and an anomaly detection
system can be designed to autonomously detect disturbancesin their behav-
ior. Such a system would make it possible to automatically request more de-
tailed data from the a�ected network elements when unusual behavior takes
place, and immediately alert network operators whenever the system starts
to diverge from its established patterns. What makes this task particularly
di�cult to accomplish, however, is the high degree of variation that can be
observed in the values taken over time by network metrics. These metrics
are often a�ected by various kinds of cyclical variations, as well as perma-
nent alterations to their behavior in response to changes inthe environment
and network con�guration, which make most basic detection techniques in-
su�cient. As a result, an anomaly detection system operatingon such data
should be capable of detecting anomalies in metrics characterized by very
di�erent behavioral patterns, be adaptable to changes in their behavior, and
be able to function in the presence of previously unseen patterns.

1.1.1 Research Question

The purpose of this thesis is to answer the following research question:

RESEARCH QUESTION

How could an anomaly detection system for reduced amounts of
mobile network operational data be constructed?

More speci�cally, the goal is to design an autonomous systemfor detecting
the presence of anomalies in some basic network time series data, in order
to notify operators, enable the automatic adjustment of data collection, and
other forms of automation. The implementation should be a cloud-native,
microservices-based solution to be integrated on top of an existing software-
de�ned networking controller platform developed atEricsson.

The use of microservices ensures that the system may be easily integrated
with the platform while undergoing development independently, so that it
may be maintained and updated without impacting the main system. The
detection system should be built using reliable and scalable technologies, and
constructed to be easily con�gurable to suit the needs of theend user, as well
as to be easy to expand through future work.
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1.2 Structure of the Thesis

The rest of this thesis is organized as follows:

- Chapter 2 explains in greater detail the fundamental concepts of net-
working and anomaly detection necessary for the understanding of the
problem at hand, as well as its relevance. It also details thecontext in
which this work was conducted, including the software utilized and the
characteristics of the available data set and hardware, andprovides a
high-level overview of the solution to be developed.

- Chapter 3 contains a theoretical explanation of the variety of methods
applied during the implementation phase, including data processing,
clustering, and machine learning techniques. It also describes the choice
of strategy used to evaluate the various tested algorithms,and the
metrics employed for this purpose.

- Chapter 4 details the implementation of the thesis itself, such as the
processing operations conducted on the available data set,various at-
tempts at clustering the processed data, and experimentation with var-
ious machine learning libraries. It also contains a numerical evaluation
of the various tested models, and a description of the �nal implemented
system.

- Chapter 5 , �nally, summarizes the contents of this document, dis-
cusses its success in achieving its stated goals, and lists anumber of
future developments that may be carried out to further improve on its
results.



Chapter 2

Problem Setting

The following chapter expands on the problem statement expressed in Chap-
ter 1, and provides the foundations necessary for the understanding of the
methods described in Chapter 3. It explains the most relevant domain con-
cepts, as well as the speci�c context in which this thesis wascarried out.
Section 2.1 describes the approach of software-de�ned networking, as well as
its impact on the internet protocol networking industry. Section 2.2 describes
the principles of microservices architecture, and the reasons that make it well-
suited for the implementation of the anomaly detection systems. Section 2.3
describes the concept of network observability, includingwhy it is relevant
and why it is di�cult to achieve. Section 2.4, describes the fundamental con-
cepts of anomaly detection and time series. Section 2.5 describes the data
set used as part of this study, and the rationale behind the decisions made
in its regard. Section 2.6 describes the computational resources and software
libraries used during the experimental phases of this thesis work. Section 2.7,
�nally, provides a high-level overview of the system to be developed, and lists
the principles followed in its design and implementation.

2.1 Software De�ned Networking

Despite the widespread adoption of the Internet, traditional Internet protocol
(IP) networks are complex and di�cult to manage. [1] This is derived from a
number of issues, including the di�culty in con�guring the network accord-
ing to prede�ned policies as well as in response to faults or changes. This is
because expressing the desired high-level network policiesrequires each in-
dividual network device (routers, switches, etc.) to be con�gured separately
using low-level, vendor-speci�c commands. [2] Another source of complexity
is the high degree of vertical integration often encountered in these networks:
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CHAPTER 2. PROBLEM SETTING 5

the control plane (which decides how to handle the tra�c) andthe data plane
(which forwards tra�c according to the control plane's decisions) are tightly
joined, reducing 
exibility and sti
ing innovation. [3]

Software-de�ned networking (SDN), is an approach to design,implement,
and manage IP networks that entails the separation of the control plane and
the data plane, thereby allowing programmatically e�cient network con�g-
uration by centralizing network intelligence in the network controllers. [4] In
this way, network nodes become simple tra�c-forwarding devices that com-
municate with the SDN controller by means of established application pro-
gramming interfaces (API), which simpli�es policy enforcement and network
con�guration and evolution. [5] A graphical representation of SDN architec-
ture is provided in Figure 2.1.

Figure 2.1: Simpli�ed graphical representation of SDN architecture.

According to Kreutz et al. [2], the pillars of SDN network architecture
are that:

1) The control plane and data planes are decoupled.

2) Tra�c forwarding decisions are 
ow-based (not destination-based), where
a 
ow is intended as a sequence of packets between a source anda desti-
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nation that are handled with identical service policies on the forwarding
devices.

3) Control logic is moved to an external entity, the SDN controller, which
provides an abstracted network view that simpli�es the programming
of forwarding devices.

4) The network is programmable by way of software applications running
on the SDN controller.

The integration of the controller with software applications is one of the
fundamental elements of SDN's value proposition, and makes it possible to
execute complex operations over the network infrastructure, such as deploy-
ing an anomaly detection system (ADS). In particular, SDN is suitable for
the use of more advanced anomaly detection techniques basedon machine
learning because of its ability to obtain a global view of thenetwork. [6] The
programmability of SDN also ensures that these solutions can be executed
on the IP network in real-time. [7]

2.2 Microservices Architecture

Microservices architecture (MSA) is a technique for developing software that
makes it possible to structure applications as collectionsof small, loosely
coupled software services. In MSA, these services should be independent
processes interacting via messages, deployed in isolation, and possessing ded-
icated data storage tools. [8] MSA does not mandate any speci�c program-
ming paradigm, but instead provides a framework to divide the components
of a distributed application into independent entities, each one carrying out
a speci�c function necessary to the application's purpose.As a result, the
internal implementation of each microservice does not haveto abide by any
explicit rule, so long as it provides its functionalities toan outward-facing
API.

The adoption of MSA is of particular bene�t for the development of SDN
controllers, as it provides the ability to easily scale the controller's resources
to match the requirements dictated by the network's scale. Furthermore, it
allows for increased 
exibility when developing applications such as ADSs,
as they are decoupled from a speci�c controller and can be integrated to ex-
pand the latter's functionalities without the need to recompile the controller
itself. [9]
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2.3 Network Observability

Network observability can be de�ned as the ability to answer any question
about the network quickly and easily. Network monitoring generally consists
of two steps: data measurement and data processing. The former includes
collecting and storing the data, and can be further divided into collection,
preprocessing, and transmission. The latter focuses on organizing the data as
interpretable information, and can be split into analysis and presentation. [10]
A more detailed description of this process is presented as follows:

1) Collection : the process of gathering data is de�ned by the means
through which the data is collected, the target devices to beobserved,
and the frequency with which the information is updated.

2) Preprocessing : the raw data is aggregated and processed into some
statistical format, to aid in itemizing and tracking the measurements.
A number of operations may also be performed on the data to make it
more suitable for the analysis process that is to follow.

3) Transmission : the itemized data is transmitted to the analytics center
according to some messaging protocol.

4) Analysis : the data is analyzed to produce statistics and identify par-
ticular events. The result of this analysis provides network status in-
formation to tra�c engineering and fault management applications.

5) Presentation : the results of the analysis process are presented in a
human-readable way, commonly in the form of graphs and tables.

As IP networks increase in size and complexity, however, monitoring increases
in di�culty: the latency and inconsistency of large networks can lead to
faulty measurements [11], and the di�culty of coordinating measurement
collection from various devices mandates e�cient methods for preprocessing
and transmission.

The advent of SDN architectures has made network monitoringthrough
the collection of measurements from di�erent network devices trivial, provid-
ing network agents with a global view that allows them to perform monitoring
at di�erent spatial and temporal scales. [12] Transmissionof the data is han-
dled through the controller's southbound API, allowing network designers
to de�ne suitable data structures for their requirements instead of having to
rely on standard communication protocols, and analysis andpresentation are
made increasingly convenient by allowing for centralized control and integra-
tion with applications through the northbound APIs. [10] Such applications
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include ones for anomaly detection, which may provide additional insights
into the outlier events occurring in the network by drawing attention to and
helping categorize them.

2.4 Basics of Anomaly Detection

Anomaly detection refers to the problem of �nding patterns indata that do
not conform to expected behavior, which are often referred to as anomalies
or outliers. According to Hawkins [13], an outlier can be de�ned as: "An
observation which deviates so much from other observationsas to arouse
suspicions that it was generated by a di�erent mechanism". Outlier detec-
tion �nds use in a large variety of �elds due to the assumptionthat, in a
wide number of application domains, anomalies in data oftencorrespond to
relevant and actionable information. [14] The output of an outlier detection
algorithm can generally be one of two types [15]:

- Outlier scores : a score quantifying how much each data point diverges
from the expected behavior.

- Binary tables : a label indicating whether a data point is an outlier
or not, typically achieved by setting a threshold on outlierscores.

It is, however, worth mentioning the limitations inherent to all anomaly
detection techniques: while these systems may be able to identify probable
anomalies, they will never be able to ascertain their presence with absolute
certainty. Furthermore, they may only provide judgment on the metrics used
to monitor the system, but this may or may not correspond to the presence
of an anomaly or fault in the underlying system itself. [16]

Keeping this in mind, anomaly detection systems may nevertheless pro-
vide great insights into the behavior and health of monitored systems, bring
to light undetected problems, help in diagnosing faults andchanges, and aid
in root cause analysis.

2.4.1 Time Series

One of the many domains of application for anomaly detectionis that of
time series, for example for the purpose of system monitoring and control.
A time series can be de�ned as a sequence of observations performed in
succession through time, either continuously or at discrete instants. For
discrete time series, data is typically collected at regular time intervals, and
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is either sampled from another continuous series, aggregated over a period of
time, or is an inherently discrete sequence. [17]

Time series data can be stationary or non-stationary. A stationary pro-
cess can be de�ned as a stochastic process for which the unconditional joint
probability distribution is not variable with time. [18] A common reason for
non-stationarity is the presence of a trend, a low-frequency variation in the
mean that may or may not be deterministic. When the trend is determin-
istic, the series can be transformed into a stationary process by removing
the trend component, which is in this case only a function of time, while
non-deterministic trends can instead be removed through di�erencing.

Another possible characteristic of time series is seasonality, the occur-
rence of repetitive patterns in the series' levels at regular intervals, usually
quarterly, monthly, or weekly. A similar concept to that of seasonality is that
of cyclical patterns. These patterns di�er from seasonal cycles in that they
do not repeat with �xed periodicity. Examples of time serieswith trend and
seasonality are displayed in Figure 2.2.

(a) Time series with a trend. (b) Time series with seasonality.

Figure 2.2: Examples of time series with trend and seasonality. In both cases,
the plot above displays the time series itself, while the onebelow displays its
trend or seasonality in isolation. The x-axis represents time, while the y-axis
represents the value of the time series.

According to Jinka et al., [16], the increasing amount of time series data
being collected in applications such as IP networks means that traditional
means of monitoring are no longer adequate. The easiest way to identify
anomalies, for example, used to be the visual inspection of some graphical
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representation of the data, which requires human intervention and cannot
scale up to systems as large as those managed by an SDN controller. Another
straightforward method of anomaly detection is the use of static thresholds,
but this approach is also severely lacking, as the normal parameters of one
system may be di�erent from those of others, and they might also change
over time within the same system both on the long and short terms. The
shortcomings of these approaches highlight the need for more advanced tech-
niques, capable of acting autonomously, scaling up e�ciently, and adapting
to the nature of the speci�c time series that they are appliedto.

2.4.2 Classi�cation of Anomaly Detection Approaches

A large body of work has been published classifying, reviewing, and compar-
ing various outlier detection techniques for time series data. [19] [15] [20] [21] [22]
In his book on outlier analysis, Aggarwal [15] categorizes anomaly detection
methods into probabilistic and statistical models, linearmodels, proximity-
based models, high-dimensional models, and ensemble models.

Braei and Wagner [21], on the other hand, focus on univariatetime se-
ries and favor a broader distinction, dividing the methods into statistical
methods, classical machine learning methods, and deep learning methods
(identi�ed as those machine learning methods that rely on neural networks).
The �rst group of models generally assumes that the data is generated by
a speci�c statistical model, while the second and third treat the data gen-
eration process as a black box and attempt to model the data bylearning
from the observations directly, either through conventional machine learning
or deep learning.

In the time series domain, Blazquez et al. [22] instead classify outlier
detection techniques based on three factors: their input, outlier type, and
nature of the method.

- The input factor speci�es the type of data that the detection algorithm
can work with. It may be either univariate or multivariate, depending
on whether the input is merely an ordered set of observations, each
recorded at a given time, or a set of n-dimensional vectors each made
up of n observations.

- The method factor speci�es the nature of the detection process em-
ployed by the algorithm. It can once again be univariate if itconsiders
a single time-dependent variable at a time, or multivariateif it is ca-
pable of analyzing multiple variables at once.



CHAPTER 2. PROBLEM SETTING 11

- The outlier type factor speci�es the kind of anomaly that the algorithm
aims to detect: point outliers, subsequence outliers, or outlier time
series.

In this classi�cation, point outliers are de�ned as data points characterized by
unusual behavior at a speci�c time instant when compared to other values
in the time series. Subsequence outliers are instead described as sets of
consecutive points whose collective behavior is unusual, even though the
single point's behavior might not be anomalous on its own. Finally, outlier
time series are identi�ed as entire variables whose behavior diverges from the
rest. The �rst two kinds of anomalies may be either univariate or multivariate
depending on the number of a�ected variables, whereas the latter may only
occur in multivariate data.

Cook et al. [20] provide a similar classi�cation of outliersinto point
anomalies, contextual anomalies, and pattern anomalies, based on their rela-
tion with surrounding data. Point anomalies are characterized by the return
of the time series to its normal behavior within a few observations from the
occurrence of the anomalous event. Contextual anomalies are observations
that diverge from the regular patterns of the sequence when taken in the
context of surrounding data, but fall within the range of expected values
when taken in isolation. Pattern anomalies, �nally, are sets of observations
that are anomalous when taken as a whole and compared to the rest of the
data, while individually they may or may not be unusual.

Another important distinction for anomaly detection methods is that be-
tween supervised, semi-supervised, and unsupervised approaches. [21] In su-
pervised approaches the time series data set is labeled, meaning that for
each sample it is known whether that sample is an anomaly or not. Semi-
supervised approaches are instead characterized by a data set that contains
exclusively data points with normal behavior, and no outliers. Unsupervised
methods, �nally, assume that no label is provided for the data. For this latter
type of technique, a common approach is to assign an anomaly score to each
data point, and classify as outliers those points whose score's distance from
the global mean of anomaly scores exceeds 3 standard deviations.

2.5 Data Set

The raw data set utilized to conduct this study consists of measurements
sampled at regular, 15-minute intervals (96 samples per day), from a real-
world IP network belonging to one ofEricsson's customers. The samples in
the data were collected over the course of several months, from July 2022 to
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December 2022, and were deemed by company experts to be representative
of the type of data the ADS would be operating on after deployment.

Each row of the data describes an observation taken from a single interface
of one network element, such as arouter or microwave transmitter antenna.
Each of these samples includes several �elds, including information regarding
the context in which the observation was performed and acounters column,
a set of measurements of various metrics, calculated over the previous 15-
minute interval. For example, a row of the data set might contain the counter
inoctets , which describes the number of bytes received by the interface
during the previous 15 minutes. The number and type of distinct counters
present in each row of data varies greatly between di�erent interfaces, ranging
from zero to 170 distinct counters for each observation.

The schema of the raw data set is reported in more detail in Figure 2.3,
and an example of ten random rows of data is provided in Figure 2.4. Fur-
thermore, an explanation of the contents of the various �elds in the schema
is provided in Table 2.1.

Figure 2.3: Schema of the raw data set, as provided byPySpark.

The data set presents numerous instances of missing measurements in
which an interface's records at a given timestamp are completely missing,
in some cases resulting in several days of consecutively missing samples for
the same interface. More importantly, the data set containsno information
regarding which data points may or may not correspond to anomalies in the
underlying system, meaning that the data set can be considered unlabeled
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FIELD NAME FIELD DESCRIPTION

fdn A string containing the sub-network, node, and interface iden-
ti�ers.

neid A string containing the sub network and node identi�ers.

moClass A descriptor for the type of device/interface.

granularity The length of time over which the measurement was per-
formed (in seconds).

software The software and version running on the node.

timestamp The time at which the measurement was taken (the end of the
sampling interval).

counters A variety of network metrics, calculated over the sampling
interval, stored as a map with the counters' names as keys
and their registered amount as values.

pdfCounters Same as thecounters �eld, and if one of the two contains
information, the other is always empty (likely the result of
naming di�erences during the collection and aggregation of
this data).

runid Always set to datastream . An artifact produced by the stor-
age method used for the raw data.

Table 2.1: Description of the �elds in the raw data set's schema.
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Figure 2.4: Ten rows of the raw data set, chosen randomly.

for the purpose of anomaly detection. These characteristics were determined
to be typical of data collected from mobile transport networks, since these
systems can often be subject to equipment malfunction that causes missing
measurements, and labeling the data is extremely di�cult asa consequence
of the vast quantity collected at each sampling instant.

Furthermore, the relatively large amount of time elapsing between consec-
utive measurements means that �ner changes in the counter metrics' behavior
cannot be detected. Nevertheless, because the ADS is tasked with operat-
ing on a small amount of data and the collection of �ner-grained metrics is
to be enabled only upon the detection of an anomaly, this was considered
acceptable.

2.5.1 Data Point De�nition

To limit the scope and variety of data analyzed, the physicalports belonging
to routers were chosen as the main focus of this thesis from among the numer-
ous network nodes and interfaces present in the data set. Whenconsidering
only these elements, the data set contains information from12241 distinct
interfaces belonging to 2245 di�erent routers, with the number 
uctuating
between di�erent sampling timestamps as a consequence of the missing data
previously described.

A subset of nine metrics of interest for anomaly detection purposes was
identi�ed among the variable set of those appearing in thecounters �eld of
the selected interfaces. These counters were chosen based on several di�erent
aspects. Firstly, these metrics appear in thecounters of more than 80% of
router interfaces, ensuring that they contain meaningful information for a
majority of the analyzed data. Secondly, these metrics weredetermined to
contain useful information for identifying mobile networktra�c anomalies
by domain experts within the company. Finally, these metricswere deemed
to be among those conventionally sampled from network nodesin the com-
pany's existing monitoring software, ensuring that they would not require
the collection of additional data to be tracked in a production setting, which
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METRIC NAME METRIC DESCRIPTION

inoctets The number of ingressoctets (bytes of data) received,
corresponding to the number of ingressframes re-
ceived, excluding error frames.

outoctets The number of egressoctets (bytes of data) sent, cor-
responding to the number of egress frames sent.

inpackets Incoming IP packets that need to be decrypted,
counted by packets.

outpackets Outgoing IP packets that need to be encrypted,
counted by packets.

ifInDiscardPkts Number ingress discarded IP packets.

ifOutDiscardPkts Number of egress discarded IP packets.

ifInErrorPkts Number of ingress error packets.

ifOutErrorPkts Number of egress error packets.

CrcErrorPkts The total number of CRC (cyclic redundancy check)
error packets.

Table 2.2: Description of the selected counter metrics.

would increase the load on the network. The nine selected counters and their
explanation are listed in Table 2.2.

Each interface is thus characterized by a 15-minute granularity multi-
variate time series of which the di�erent counters are the features, and an
example for one month of data can be observed in Figure 2.5.

Upon visual inspection, a large number of the selected time series appear
to be characterized by a discernible seasonality in the �rstfour counters,
and display minimal trend over the span of the six sampled months. It
is nevertheless possible that more signi�cant trends and patterns may be
observed when observing a larger period of time than that present in the
data set, such as multiple years.

In summary, a data point for the anomaly detection process can be de�ned
as:

For each of these data points, the anomaly detection system should pro-
vide an anomaly label, indicating whether or not the observation is deter-
mined to be anomalous.
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Figure 2.5: Example of one interface's time series across onemonth of sam-
ples. The x-axis represents time with 15-minute granularity over the course
of July 2022. The y-axis represents the value of the metric whose name is
indicated above the plot.

DATA POINT

A set of nine network metrics calculated over a 15-minute time
window from a single interface of one network element.

2.6 Computational Resources and Tools

Because the data used to conduct this thesis was drawn from a real-world
network belonging toEricsson's customers, the company's data governance
and security policies imposed constraints on where and how the data could
be stored and utilized in order to avoid the exposure of sensible informa-
tion. Among other things, these policies required all computer code utilizing
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the data set to be run on a cloud-basedJupyterLab [23] environment, con-
nected to adata lakein which the data set was stored in the form ofpickle ,
parquet , and csv �les. Since this developing environment was intended as
a shared resource for data science experimentation within the company, the
computational resources available to each user were severely limited, which
imposed constraints on the kinds of computations that couldbe conducted
during some of the thesis work. Most notably, the absence of aGPU made
experimentation with modern deep learning techniques particularly imprac-
tical, as training such models would require prohibitive amounts of time The
resources available through the computation environment are reported in
detail in Table 2.3.

RESOURCE VALUE

CPU Model 8x Intel Xeon Processor (Cascadelake) @ 2.30 GHz

CPU Cache 16 MB

CPU Cores 1

RAM 14 GB

GPU Model None

Table 2.3: Computational environment hardware speci�cations.

The implementation of this thesis was carried out using version 3:8:10
of the Python programming language. [24] Table 2.4 lists the version of the
software libraries used throughout this work.

2.7 Solution Architecture

To create an Anomaly Detection System compatible with the company's
MSA-based SDN solution, the system was designed to be split into several
separate microservices, as described in Figure 2.6.

As stated in Section 1.1, the goal of the system is to autonomously iden-
tify abnormalities in the network data, to allow the use of automated data
collection protocols in response to the detected anomalies, as well as to assist
network operators during maintenance and monitoring. The proposed sys-
tem covers all of the �ve stages of the network monitoring process described
in Section 2.3, although the focus of the implementation of this thesis are
exclusively the preprocessing, transmission, and analysis steps.
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LIBRARY VERSION

gluonts [25] 0.13.1

jupyterlab [23] 3.2.6

kats [26] 0.2.0

pandas [27] [28] 1.5.3

pyspark [29] 3.1.1

quidditch [30] 1.4.0

salesforce-merlion [31] 2.0.2

scikit-learn [32] 1.2.2

statsmodels [33] 0.14.0

tslearn [34] 0.5.3.2

Table 2.4: Software libraries used during the course of this thesis.

In this system, the raw data is extracted from the network nodes and
stored in a general database (collection stage), from whichother systems
and services may draw the needed information. For the purpose of this
ADS, the data is then queried by adata cleaning service, whose purpose
is to reshape the data to prepare it for anomaly detection (preprocessing
stage). The data cleaning service stores the data it produces in an apposite
database (transmission stage), where it can be extracted byother services
when needed. This allows each data point to be processed a single time,
instead of requiring the computations to be repeated whenever the data is
needed.

A subset of the cleaned data is extracted at regular intervals by a model
training service, which trains one or more anomaly detection models on a
desired amount of recent observations. This ensures that the system is always
up to date with changes occurring within the data.

The most recent data that has not yet been used in training is then
taken as input by ananomaly detection servicewith a con�gured prediction
frequency (analysis stage). This service is entirely dedicated to identifying
anomalous samples within the data, for example by using the models trained
by the training service. The anomaly detection service outputs an anomaly
report, a data set in which each analyzed sample is labeled as eitheranoma-
lous or not anomalous. For those outliers whose abnormalitycannot be de-
termined with absolute certainty, an anomaly score indicating the system's
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Figure 2.6: High-level architecture of the Anomaly DetectionSystem. Ele-
ments with a gray border are existingEricsson infrastructure. Elements with
a blue border are the object of the implementation of this thesis. Elements
with a dotted border are planned expansions of the system to be carried out
during future work.

con�dence in the prediction is also provided (presentationstage).
As an extension to this process, the system was designed to be expanded

upon through the addition of ananomaly classi�cation service, which would
take the output of the detection service and attempt to classify the identi�ed
anomalies into di�erent categories. The output of the anomaly detection ser-
vice, integrated with that of the classi�cation service, could then be fed into
a rule engine servicewhich would execute automated actions set up by the
system's operator in response to the received information.This would in-
clude providing alerts to the operator when certain conditions are met, such
as a certain number of anomalies occurring on the same network element
in a short period, and requesting the retrieval of more detailed monitoring
information from a�ected nodes. The additional information could then be
used by the network operator for diagnostic purposes, or fedto other auto-
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mated systems to provide a more precise classi�cation of theanomalies or
root cause analyses.

2.7.1 System Speci�cations

For the development of the ADS, a number of speci�cations werede�ned
to describe the desirable properties that such a system should possess to
accomplish its stated goal. These speci�cations are not to be intended as
strict requirements, as this thesis work aims to determine how such a system
could be constructed, and how it would perform on real-life data They should
rather be interpreted as principles to be followed during the decision processes
involved in its implementation. These speci�cations are reported in Table 2.5.

CODE SPECIFICATION

S1 The system should identify the majority of anomalies occurring within
the data.

S2 The system should not mark a large number of ordinary observations
as anomalous.

S3 The system should be able to adapt to the appearance of novel be-
haviors in the monitored metrics.

S4 The system should provide online predictions within the span of one
sampling interval.

S5 The system should require low amounts of processing resources.

S6 The system should be able to scale to handle varying amounts of input
data.

S7 The system should be built with reliable, stable technologies.

S8 The system should be easy to maintain and expand upon in future
work.

Table 2.5: Speci�cations for the development of the ADS.

Speci�cation S1 describes the main purpose of the system, which is to
identify anomalous occurrences in the monitored metrics. Speci�cation S2 is
necessary to ensure that the system may be of use in a practical scenario: if
the ADS frequently mis-labels ordinary data points as anomalies its reliabil-
ity will diminish, reducing its usefulness to the users and making it harder
to set up automated responses based on its predictions. Speci�cation S3 is
required because of the sudden changes in behavioral patterns that network
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monitoring metrics can be subjected to, as a result of changes in the environ-
ment or network con�guration. Speci�cation S4 is motivatedby the goal of
establishing automated responses to the system's predictions, as the execu-
tion of some, such as requesting additional diagnostic datafrom the network,
would require the anomalies to be detected as soon as they arise to provide
the greatest bene�ts. Speci�cation S5 is dictated by the desire to develop the
system in the form of software to be run on client hardware, which o�ers no
guarantees on the available processing power. Speci�cation S6 aims to guar-
antee the system's ability to handle IP networks of varying sizes, to adapt to
the customer's needs. Speci�cations S7 and S8, �nally, havethe objective of
ensuring that the system is built according to the quality standards set by
Ericsson software, and that it may be the object of continuous maintenance
and improvement.



Chapter 3

Methods

The following chapter explains how the contents of Chapter 2drove the
choice of which techniques to adopt during the implementation of this the-
sis, which is detailed in Chapter 4. The chapter also provides a theoretical
explanation for those techniques, and for the methods used to evaluate the
performance of the system. Section 3.1 describes the data cleaning operations
to be performed to prepare the data for use in anomaly detection. Section 3.2
describes some time series processing operations that werecarried out dur-
ing the implementation phase. Section 3.3 describes various concepts and
techniques relating to clustering and, in particular, the clustering of time
series. Section 3.4 describes the choice of anomaly detection algorithms and
technologies used in the implementation phase, and provides a de�nition for
the type of anomalies this work focuses on. Section 3.5, �nally, describes
the choice of how the evaluation of the tested detection algorithms should be
conducted, and de�nes the metrics used to measure the models' performance.

3.1 Data Cleaning Methods

In order to prepare the raw data for ingestion by the anomaly detection
service, various data cleaning operations should be performed.

Firstly, as discussed in Section 2.5.1, the data that does notpertain to
physical router interfaces must be pruned out. The data should also be pro-
cessed to eliminate unnecessary �elds and optimize the onesthat contain
useful information to make their contents more readily accessible. In partic-
ular, the unique identi�ers used to distinguish network elements are stored
within the fdn and neid �elds in the form of long and complex strings. Be-
cause accessing these identi�ers requires parsing the textcontained in those
�elds, their information should be extracted into individual �elds. These

22
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identi�ers should also be substituted with new, generated values to avoid
the possibility of sensible information from the company'scustomers being
leaked.

Furthermore, the time series features to be analyzed are contained in
the counters �eld, a map of string keys and decimal values, which makes
the extraction of data cumbersome and contains, in most cases, numerous
metrics that are not going to be utilized by the ADS. To facilitate the process
of anomaly detection, the relevant information should be re�ned into distinct
�elds dedicated to each metric of interest.

Any discernible errors in the data must then be processed, such as mis-
matching �eld types, or data attributed to the wrong interfaces or times-
tamps. Finally, missing samples should be replaced with rowscontaining
empty values in the feature �elds (such asnull or NaN), to enable them to
be later imputed with arti�cial values to �ll those gaps.

3.1.1 Missing Data Imputation

For the purpose of anomaly detection on a mobile transport network, missing
data can be determined to be, itself, an anomaly to be reported, as it indicates
a failure on some part of the data collection pipeline to provide the expected
samples. Some time series algorithms, however, have diminished performance
when a part of the data points are missing, or even fail to function at all. To
negate this problem, several di�erent data imputation techniques have been
proposed.

When replacing missing values, the aim is to alter the original charac-
teristics of the data as little as possible. This can be achieved by inserting
values that are as similar as possible to what the true behavior of the time
series would have been, if the data had been sampled correctly. Achieving
this result, however, can be quite di�cult, as it requires a good grasp of the
fundamental process that generated the data in the �rst place.

This task is made harder when the time series in question presents strong
trend or seasonality components, as �lling the gaps with values that respect
the sequence's global characteristics without taking intoaccount those ele-
ments often fails to reconstruct the original behavior of the series. As dis-
cussed in Section 2.5.1, the time series that compose the data set for this
study almost universally show strong seasonality components, which is the
main complicating factor in their handling, whereas most interfaces show
negligible trends on the monthly scale.

Among the various existing imputation techniques, the following ways to
replace missing values were considered for implementation:
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- Fill with zeroes : this approach is extremely simple to implement, but
will invariably result in strong deviations from the original time series'
characteristics (unless, of course, the sequence was solely composed of
zero values).

- Fill with series' mean : this approach is quite simple to implement,
requiring only the calculation of the global average of values, and main-
tains unaltered the mean value of the data. It however altersthe se-
quence's standard deviation signi�cantly in the presence of series with
changing values, especially those with trend and seasonality compo-
nents.

- Fill with previous valid value : this approach is supported by many
popular software libraries, and results in small deviations from the time
series' normal characteristics when missing data points are few and sep-
arate from one another. When multiple data points are consecutively
missing, however, it results in '
at' sections that disregard trend and
seasonality.

- Fill through linear interpolation of previous and next valid
values : this approach is supported by a few common software libraries,
and often has improved performance compared to previous approaches
due to its ability to approximate local time series trend andbehavior.
It is nevertheless unable to preserve seasonality behaviorwhen entire
cycles are missing from the original series.

- Fill with previous valid value sampled at the same day of the
week, hour and minute : this approach is of more di�cult imple-
mentation than the previous, but allows to �ll missing values while
preserving the behavior that the series is known to take at a given tem-
poral coordinate (assuming daily and weekly cycles are the prevailing
factors). This can restore even consecutive missing parts of the time
series while altering its characteristics very little and even maintaining
seasonal behavior, but will fail to account for the presenceof trends.

- Fill with prediction from forecasting algorithm : this is a complex
approach that requires the use of a su�ciently well-performing time
series forecasting model, which would be used to forecast the behavior
of the series in missing sections, even when encompassing numerous
cycles of seasonality. The e�cacy of this approach is proportional to
its ability to accurately model and predict the original time series'
behavior and is more computationally burdening, but is capable of
accounting for both seasonal and trend components.
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3.2 Time Series Processing Methods

Numerous operations can be performed on time series to extract meaningful
information regarding their characteristics and behavior, as well as to alter
their properties to make them better suited for various tasks. Listed below
are some techniques that were used at various points and for various purposes
during the course of this thesis, so as to provide a referenceto their execution.

3.2.1 Scaling

A common pre-processing step for numerous time series tasksis that of scal-
ing, which aims to bring sequences that take di�erent rangesof values to
a common, comparable scale. One example of scaling operation is that of
standardization. A data set is called standardized if it hasa mean� of zero
and a standard deviation� of one. Thus, given an univariate time seriesT
whose global mean and standard deviation are� and � respectively, each
samplex of T can be standardized by computing:

x0 =
x � �

�
; 8x 2 T

When dealing with a multivariate time series this operation can be computed
on each variable independently, so long as preserving the relationship in scale
between the di�erent features is not important. Standardization provides a
good way to bring di�erent time series to similar scales while at the same
time being resistant to outliers, meaning that the same timeseries, with and
without outliers, should be brought to an approximately comparable scaling
if data points with outlying values are a small percentage ofthe total. A
comparison between the unscaled and standardized versionsof a time series
is provided in Figure 3.1 as an example.

A similar operation to standardization is that of normalization. A data set
is called normalized if all of its valuesx are contained within the interval [0; 1],
with the maximum and minimum values being one and zero respectively.
Thus, given an univariate time seriesT whose global maximum and minimum
are xmax and xmin respectively, each samplex of T can be normalized by
computing:

x0 =
x � xmin

xmax � xmin
; 8x 2 T

When dealing with a multivariate time series this operation can once again
be computed on each variable independently, so long as preserving the re-
lationship in scale between the features is not important. Normalization is
useful for bringing time series to comparable scales when the scaled values
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(a) Unscaled time series. (b) Standardized time series.

Figure 3.1: Comparison between an unscaled and standardizedtime series.
The x-axis represents time, while the y-axis indicates the value of the time
series.

must fall within a speci�ed range without exception. A comparison between
the unscaled and normalized versions of a time series is provided in Fig-
ure 3.2, and a comparison between the scaling provided by standardization
and normalization is provided in Figure 3.3.

(a) Unscaled time series. (b) Normalized time series.

Figure 3.2: Comparison between an unscaled and normalized time series.
The x-axis represents time, while the y-axis indicates the value of the time
series.

3.2.2 Seasonal-Trend Decomposition

The presence of the trend or seasonality components described in Section 2.4.1
can make analyzing, forecasting, and performing anomaly detection on time
series a complex endeavor. One popular tool for quantifyingthe e�ect of
these factors is Seasonal-Trend decomposition based on Loess (STL). [35]
STL is a technique that relies on the smoothing provided by a regression
curve to aid in decomposing a seasonal time seriesY into three components:
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Figure 3.3: Scale comparison between standardized and normalized time
series. The x-axis represents time, while the y-axis indicates the value of the
time series.

a trend componentT, a seasonality componentS, and a remainder compo-
nent R accounting for the residual noise. As such, this technique assumes
that for each data point v in the original time series:

Yv = Tv + Sv + Rv

The residual componentR describes the remaining variation in the data after
seasonality and trend are removed, and can be used as a general indication of
when the data is diverging from its expected behavior. An example of STL
decomposition being applied to theinoctets feature of a time series from
the available data set is provided in Figure 3.4.

3.2.3 Principal Component Analysis

One common way to convert a time series into a feature vector is to employ
Principal Component Analysis (PCA) [36], an algorithm commonly used for
dimensionality reduction. PCA aims to detect structures inthe relation-
ship between features by identifying variables (principalcomponents) that,
when orthogonally combined, explain the majority of the variability in the
original data. [37] Choosing an increasing number of principal components
thus makes it possible to retain a greater amount of information through
the transformation, at the expense of the transformed data having a larger
number of features. PCA can be performed to obtain an alternative repre-
sentation of the data, in order to use algorithms and techniques that do not
take the temporal aspect of time series into account.
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Figure 3.4: STL decomposition applied to an example time series. From top
to bottom, the �gure displays the original time series, its trend component,
its seasonal component, and its remainder component. The x-axis represents
time, while the y-axes represent the value of each component.

3.3 Clustering Methods

The data set contains a very large number of di�erent time series, making it
di�cult to visualize the full variety of behavioral pattern s that the network
interfaces can exhibit. One way to explore the data set more e�ciently is to
perform clustering on its time series, in order to group themby some measure
of similarity and make it possible to visualize its variety more succinctly.

Warren Liao [38] de�nes clustering as the process of identifying structure
within unlabeled data, by organizing it into groups such that the distance
between objects in di�erent groups is maximized, and that the one between
objects in the same groups is minimized. Numerous algorithmshave been
created for the speci�c purpose of time series clustering, for the most part
by either adapting existing approaches for static data to sequential data, or
by converting time series into a static form and then applying the former
approaches directly. In the �rst case, the main alteration lies in using a
distance or similarity measure speci�cally suited for timeseries data, whereas
in the second case, the data is �rst converted into either a feature vector or
several model parameters (for example through PCA), on whichconventional
clustering is then applied. [38]
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3.3.1 Clustering Algorithms

A large number of di�erent clustering approaches have been developed for a
variety of di�erent applications. From among this varied and extensive set,
two were experimented with during the course of this thesis:K-Means and
DBSCAN.

ˆ K-Means [39] is a well-known algorithm for data clustering, where
every group's centroid is identi�ed by the average value of the objects
that are inside of it. The algorithm works by minimizing an objective
function, usually determined to be some measure of the totaldistance
between the objects in the data and their respective cluster's centers. A
solution is reached by iterating between distributing the objects in the
data set into the most appropriate cluster (initialized to an arbitrary
position), and updating the centroid of the cluster by averaging its
members' coordinates. The two steps are repeated until convergence,
attained when the value of the objective function cannot be reduced
anymore. [38] This algorithm requires the choice of the parameter k,
which indicates the number of clusters, and has a tendency toproduce
clusters of round shape.

ˆ DBSCAN [40] is another popular approach for data clustering which
groups together points that are densely packed together. The algorithm
operates by choosing a random object, and calculating the number of
objects in its vicinity by using an appropriate distance function and
a threshold � . A new cluster is formed if an object has a su�ciently
large number of neighbors, and the operation is then repeated for those
points, expanding the cluster until the minimum number of neighbors
is not reached by the objects at the cluster's edge. At the endof
this process, all of the densely packed objects are gatheredtogether in
clusters, with any leftovers being labeled as noise. This algorithm has
the advantage of not requiring the prior de�nition of the number of
clusters to be formed, and is capable of identifying arbitrarily-shaped
clusters.

3.3.2 Dynamic Time Warping

A similarity measure for sequential data, necessary to apply most clustering
techniques to time series without transforming them, is harder to de�ne than
those for static data because the order of data points in the sequence must
be taken into account. [41]
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A similarity measure based on Dynamic Programming commonlyreferred
to as Dynamic Time Warping (DTW) has been initially proposed for speech
recognition [42] tasks, and has since been adopted for a variety of applica-
tions. DTW is capable of identifying the optimal alignment between two
time series, as well as providing the similarity between them in the form of
their alignment cost. Figure 3.5, taken fromInformation Retrieval for Music
and Motion, by Meinard M•uller. [43], provides an example of time alignment
using DTW, with the arrows indicating aligned points in the two sequences.

Figure 3.5: Example of alignment of two sequences using DTW.

Petitjean et al. [41] propose an averaging method for a set ofsequences
under DTW called DTW Barycenter Averaging (DBA), which is designed
to be used in similarity-based clustering techniques, especially those that
require averaging such as K-Means. Further work proves thatit can be used
to improve the performance and accuracy of time series classi�ers. [44]

3.3.3 Clustering Evaluation

Evaluating the results of a clustering process can be di�cult when the opti-
mal grouping is not known beforehand, as each algorithm can have various
tunable parameters. To provide a measure of the quality of a speci�c clus-
tering attempt, a large number of di�erent measures have been proposed.
Among these, the silhouette score [45] is a common method usedto quantify
the degree of consistency of clustered data. It o�ers a condensed measure
of how similar an object is to those in its own cluster compared to those of
di�erent ones, and assumes values between -1 and +1, with higher values
indicating more coherence.

The silhouette score on its own, however, can be insu�cient to determine
the appropriate value to attribute to a parameter, depending on the objec-
tive of the clustering process. The elbow method is a simple heuristic that is
often used to determine the best value to be attributed to a parameter during
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clustering. The method entails plotting a graph of the variation of the data
explained by clustering using each number of clusters, in order to then select
the elbow of the curve as the value to use for the parameter. The purpose of
this choice is to �nd the point where increasing the parameter will provide di-
minishing returns. The variation in the data can be calculated in many ways,
including using the silhouette score. The elbow method is rightly criticized
for its subjective and approximate nature, but also provides an evaluation
strategy that is quickly and easily implemented. Because clustering is not
the main focus of this thesis, the use of the elbow method was determined
to be an acceptable compromise to expedite the process.

3.4 Anomaly Detection Methods

As stated in Section 2.5, the data set used in this work does notcontain any
labeled anomalies. This is a common occurrence when dealingwith a large
number of time series sampled at a high frequency, and by discussing the
issue with company experts it was deemed unfeasible for labeled data to be
provided to such a system when deployed in a real-world environment. As
a result, only unsupervised anomaly detection approaches were considered
for the development of the ADS. An important consequence of this fact is
the absence of an objective, quantitative, and automated way to evaluate
changes in the system's detection performance at run time, once deployed.

Several approaches to the implementation of the anomaly detection pro-
cess were considered, and the choice on which technique to adopt was dictated
in accordance to the available resources described in Section 2.6 and the spec-
i�cations detailed in Section 2.7.1. The three main optionswere determined
to be the creation of a single, global anomaly detection model, the creation
of multiple models each dedicated to a subset of similar timeseries, or the
creation of a di�erent model for each interface or time series feature. The
results of these considerations are as follows:

- Global Model : such a model would be initially trained on a large
and varied training data set, and be tasked with detecting anomalies
in all monitored interfaces. This would have the advantage of requiring
the ADS to load a single model from memory, reducing the time re-
quired to access memory storage, and would need to be retrained only
occasionally to account for large changes in the metrics' behavior. On
the other hand, training the model would require vast amounts of com-
putational resources, which lies in opposition to speci�cation S5, and
would require training to be carried out onEricsson premises. This,
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however, would make it di�cult to train the model to adapt to n ovel
time series patterns as required by speci�cation S3, because the new
data would have to be obtained from customers. In addition, anew
model would likely have to be created for each metric, or combination
of metrics, chosen by customers for monitoring, if their behavior dif-
fers signi�cantly. Finally, the limited resources available during this
thesis would make the development of such a system quite di�cult,
as it would likely have to rely on deep learning technology which is
prohibitively slow to train in the absence of GPUs.

- Subset-Speci�c Models : this approach would require the creation of
a small number of di�erent models, each specialized in dealing with a
distinct subset of interfaces. These sets of interfaces would be grouped
based on similarities in their behavior, for example through cluster-
ing. This method would have the advantage of creating modelsspeci�c
to each behavioral pattern, thereby allowing the use of lesspowerful
algorithms that could be trained on customer premises, all the while
maintaining the total number of models relatively low. The appearance
of new behaviors or the addition of new metrics would also be made eas-
ier, such as by automating a process that generates a new cluster and
a new, dedicated model. It would, however, require performing clus-
tering on the interface's time series at regular intervals (to ensure that
each interface is assigned to the correct model, and each model trained
on the correct time series) to account for changes in the timeseries'
behavior. To achieve this, a su�ciently e�cient method for u nivari-
ate or multivariate time series clustering would have to be identi�ed,
as speci�cation S4 requires the system to be able to provide predic-
tions within one sampling interval, while also being able toreliably
distinguish time series with di�erent behaviors. Once again, �nally,
the limited resources available would make the process of performing
thorough clustering experimentation extremely lengthy, as many such
algorithms have elevated time complexities.

- Interface/Feature-Speci�c Models : this approach would entail the
creation of a separate, lightweight model for each interface (multivari-
ate techniques) or time series (univariate techniques), trained with the
desired frequency to adapt to changes in their behavior. This approach
allows for maximum 
exibility to adapt to each customer's use case,
while at the same ensuring that the models are extremely specialized
to detect anomalies in their monitored metric(s). Unfortunately, this
also results in a much greater number of models having to be created,
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trained, and loaded, which can result in a signi�cant slowing of the sys-
tem's operations. Thankfully, because the system is to be developed
as a MSA-based solution, this process could easily be parallelized by
replicating the anomaly detection service through a linearincrease in
computational resources.

In the end, it was chosen to proceed with development adopting the interface-
speci�c and feature-speci�c model approaches, as they allowed for maximum
versatility while requiring resources compatible with those available for ex-
perimentation.

Another decision to be made was the choice of technologies to adopt in
the implementation of the anomaly detection algorithms. Inaccordance with
speci�cations S6 and S7, the ADS should be easily maintainable, expansible,
and extendable through future work, favoring technologiesthat may help en-
sure that the system is easy to modify and upgrade (for example through the
addition of new functionalities). Furthermore, in the interest of being able
to conduct a su�cient number of experiments in the limited time available,
tools that could provide reliable access to a variety of di�erent anomaly de-
tection models and support tools were deemed desirable. As a result, the best
course of action was determined to be the use of thePython programming
language [24], because of its wide adoption in the industry and extensive
ecosystem of relevant libraries. In particular, thePython language o�ers a
number of open-source libraries specialized in time seriesanomaly detection,
such asDarts [46], Luminaire [47], Merlion [31], Kats [26], andTODS[48],
as well asQuidditch [30], an inner-source library developed internally at
Ericsson. Among these,Merlion , Kats, and Quidditch were chosen for ex-
perimentation, as they appeared to display many desirable characteristics,
such as a wide range of anomaly detection algorithms corresponding to the
characteristics listed previously, integrated auxiliarytime series processing
and visualization capabilities, and support by the open source andEricsson
community, respectively.

3.4.1 Anomaly Detection Models

A variety of di�erent models were tested from each of the three chosen
anomaly detection libraries, in order to evaluate the suitability of the li-
brary on a technical level and the performance of the models on the available
data. These models are implementations of a variety of di�erent univariate
and multivariate approaches, including both statistical,machine learning,
and deep learning methods.
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The anomaly detection algorithms tested from theQuidditch library are
time series implementations of the following techniques:

- Auto Encoder [49] (multivariate): a neural network approach for
generating lower-dimensional representations of data unsupervisedly.
Anomaly scores are determined by calculating the reconstruction error
for each sample.

- HDBSCAN [50] (multivariate): a density-based, hierarchical cluster-
ing method. It labels low-density points as anomalies basedon their
distance to the nearest cluster.

- Isolation Forest [51] (multivariate): a method that partitions the
data into trees, identifying anomalies as those points requiring fewer
partitions to be isolated.

- KnnCAD [52] (univariate): a density-based and distance-based method
that 
ags as anomalies points whose distance with their k-nearest neigh-
bors is signi�cantly di�erent from the rest of the data.

- One Class SVM [53] (multivariate): a classi�cation approach that
constructs a hyperplane enclosing the majority of data points, labeling
as anomalies those left outside based on their distance fromthe plane.

- Random Cut Forest [54] (multivariate): an approach that creates a
forest of randomly generated, equally deep trees, and identi�es anoma-
lies as those having on average shorter paths to be reached.

From among theKats library, the following models were tested:

- Outlier Detector (univariate): a method similar to the one based
on STL decomposition described in Section 4.4.1, decomposes the time
series and classi�es as anomalies those points lying outside a speci�ed
interquartile range. Well suited for the detection of spikeanomalies.

- CUSUM Detector (univariate): an algorithm designed to detect
changes in the time series' mean and determine their anomalous na-
ture based on hypothesis testing. It is specialized in detecting level
shifts and changepoints.

- Robust Stat Detector (univariate): a method that works by smooth-
ing the time series and highlighting its spikes through di�erentiation.
The z-scores of the resulting values are used to determine anomalies.
Suitable for detecting spikes and level shifts.
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- Multivariate Anomaly Detector (multivariate): an algorithm that
calculates each point's deviation from its expected value,computed us-
ing an appropriately �tted VAR (Vector Autoregressive) model that
generates one-step-ahead forecasts of the time series. Suited for de-
tecting anomalies in the relationship between di�erent features of a
multivariate time series.

- Prophet Detector (univariate): an anomaly detector based on the
FacebookProphet [55] forecasting model, which �ts an additive model
with various components such as trend, seasonality, and holidays to the
data. Samples that strongly deviate from the forecast are classi�ed as
anomalies. Suitable for detecting any kind of anomaly on time series
with strong seasonality.

Finally, the following Merlion library models were experimented with:

- DBL - Dynamic Baseline (univariate): a model that detects anoma-
lies by calculating each sample's deviation from the behavior of histor-
ical data that has occurred in the same window of time, as de�ned by
any combination of day, day of the week, or day of the month.

- WindStats (univariate): an anomaly detector based on the calculation
of sliding window statistics, which assumes weekly seasonality in the
data. It divides the week into buckets of a speci�ed number ofminutes,
and determines anomaly scores for samples by comparing their value
against those of historical data.

- Spectral Residual (univariate): an implementation of the algorithm
described by Ren et al. [56], which combines the use of saliency maps
and convolutional neural networks to extract anomalies from the fre-
quency spectrum of the time series.

- Stat Treshold (univariate): a basic model that simply applies a pro-
vided thresholding technique to the input data to determineanomalous
samples.

- ZMS - Multiple Z-Scores (univariate): an algorithm specialized in
detecting spikes and sharp trend changes, as well as their direction.
It functions by building models of normalcy at multiple, exponentially
growing time scales.

- Isolation Forest (multivariate): implementation of the algorithm pro-
posed by Liu et al. [51] It partitions the data into trees, andidenti�es
anomalies as those points requiring fewer partitions to be isolated.
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- Random Cut Forest (multivariate): a re�nement of Isolation Forest
proposed by Guha et al. [54] It identi�es anomalies by creating a forest
of randomly generated trees that partition the data into smaller sub-
sets, assigning larger anomaly scores to samples that are onaverage
reachable through shorter paths.

- Autoencoder (multivariate): an algorithm that utilizes an autoen-
coder [57] to infer the correlations between di�erent variables in a mul-
tivariate time series by compressing it into a lower-dimensional repre-
sentation, or latent vector. By attempting to reconstruct the input and
comparing the result with the original data, points with a signi�cant
reconstruction error can be classi�ed as anomalies, as theydeviate from
the main patterns of the time series.

- VAE - Variational Autoencoder (multivariate): an improvement of
the classic autoencoder approach proposed by Kingma and Welling. [58]
In addition to the traditional encoder-decoder structure,this approach
includes a probabilistic layer that models the latent spaceas a prob-
ability distribution. This allows to generate new samples by drawing
from the learned distribution.

- DAGMM - Deep Autoencoding Gaussian Mixture Model (mul-
tivariate): an improvement of the classic autoencoder approach pro-
posed by Zong et al. [59] This approach assumes that the latent space
can be represented by a mixture of Gaussian distributions, which allows
for the modeling of both normal and anomalous patterns. Anomaly
scores are calculated based on both the reconstruction error and the
log-likelihood of the occurrence of the data based on the estimated
Gaussian Mixture Model.

- LSTM ED - Long Short-Term Memory Encoder-Decoder (mul-
tivariate): a model based on the classic encoder-decoder architecture
where both networks are Long Short-Term Memory neural networks.
The reconstruction error is used to estimate anomaly scores.

- Prophet (univariate): an anomaly detector based onFacebook's Prophet
model for time series forecasting. [55] It �ts an additive model with var-
ious components such as trend, seasonality, and holidays tothe data,
and assigns anomaly scores to observations based on their deviation
from the model's forecasts.
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3.4.2 Types of Anomalies of Interest

In order to experiment with di�erent kinds of anomaly detection techniques
and evaluate their performance, it is necessary to determine what type of
behavior in the monitored data is considered an anomaly of interest for the
ADS. It was determined that, for the purpose of this study, thesystem would
be interested in drawing attention to three kinds of anomalies:

- Missing values : these are instances in which the value for one or more
of the monitored metrics is absent from a given sampling timestamp.
It corresponds to a failure to record or transmit the measurement, and
can be identi�ed with absolute certainty.

- Domain violations : these are instances in which the value for one or
more of the monitored metrics lies outside the de�ned domainrange
that the metric should take under normal circumstances. Forexample,
a metric counting the number of bytes received by an interface should
never fall below zero. These anomalies correspond to some kind of fault
in the monitoring equipment or in a corruption of the data, and can
once again be identi�ed with certainty so long as the domain range is
correctly de�ned.

- Unexpected behavior : these are instances in which the value of one
or more of the monitored metrics deviates signi�cantly fromthe pattern
established by previous observations. These anomalies cancorrespond
to a wide variety of di�erent changes happening inside the monitored
network, and often it is not possible to identify them with absolute
con�dence. It is to detect this kind of anomaly that advancedanomaly
detection algorithms have to be employed.

From among the nine metrics chosen for anomaly detection described
in Section 2.5, it was decided that all metrics should be analyzed for miss-
ing values and domain violations. Because the last �ve (ifInDiscardPkts ,
ifOutDiscardPkts , ifInErrorPkts , ifOutErrorPkts , and CrcErrorPkts )
already measure the occurrence of undesirable events in thenetwork, how-
ever, it was determined that their expected domain should beset to zero, and
the detection of unexpected behavior should instead focus on the �rst four
counters (inoctets , outoctets , inpackets , and outpackets ). The system
was nevertheless designed in such a way that it could 
exiblyadapt to the
analysis of any set of monitoring metrics, including the full set of the nine
selected features.

For the purpose of testing and comparing the performance of di�erent
detection algorithms and focusing the experimentation e�orts, a subset of
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behavioral anomalies of interest for this thesis was also determined from
among the various classi�cations described in Section 2.4.

Firstly, because the available data covers a range of only 6 months, any
patterns repeating with a periodicity greater than monthlycould not be easily
taken into account, and thus only deviations from the seasonality occurring
below monthly scope are considered when detecting anomalies. This also
excludes the detection of anomalies caused by sudden shiftsin the trend
component of time series, as no such anomalies could be identi�ed in the
limited time frame of the available data.

Secondly, this work focuses on detecting behavioral anomalies relating to
individual observations, rather than entire sequences or time series. This is
motivated by a variety of factors, including the desire to provide the ability
to perform online anomaly detection, and the fact that the algorithms within
the chosen libraries operate by providing labels or scores for each individual
observation. These anomalies are nevertheless evaluated in the context of the
surrounding data and the established pattern of the time series, and future
work could aggregate predictions made for single samples into evaluations
for longer sequences based on some de�ned parameters.

Finally, three main types of anomalous behaviors were identi�ed to be
occurring within the time series in the data set. While it is not of immediate
interest for the system to be able to distinguish between these anomalies, it
should nevertheless be able to detect all of these types. Thedescription of
each type is reported below, and examples for each are provided in Figure 3.6.

- Spikes (or dips): these are anomalies in which the value of the time
series sharply increases or decreases in a manner that deviates from
the sequence's usual seasonal pattern. The change lasts fora very
small number of time steps, after which the series resumes its normal
behavior.

- Level Shifts : these are anomalies in which the average value of the
time series shifts upwards or downwards, but the behavior ofthe se-
ries remains otherwise unchanged. Shifts can be temporary,with the
sequence returning to the original level after a certain amount of time,
or permanent, with the new level becoming the normality for the time
series going forward.

- Changepoints : these are anomalies in which the behavior of the time
series changes radically for a certain amount of time, potentially af-
fecting both its mean, variance, and seasonality. The change might be
permanent, or it might revert to the original behavior aftersome time
has elapsed.
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The three types of anomaly are not equally represented within the data.
While computing precise statistics is made di�cult by the absence of labeled
outliers, it is apparent upon visual inspection that spike anomalies occur in
the data with far greater frequency than the other categories.

(a) Time series with spikes. (b) Time series with level shifts.

(c) Time series with changepoints.

Figure 3.6: Examples of the three types of anomalies of interest occurring
within the data. The x-axis represents time, while the y-axis represents the
value taken by the time series.

Anomalies in multivariate time series can also themselves beunivariate
or multivariate, depending on whether they a�ect one or moreof the time
series' features, and both univariate and multivariate detection techniques
were experimented with during the course of this work.

3.5 Model Evaluation Methods

In order to identify which anomaly detection algorithm is best suited for
use in the developed system, a way to compare their performance must be
de�ned. However, because of the lack of labeled behavioral anomalies in the
available data (see Section 2.5), this cannot be achieved bysimply comparing
the anomalies predicted by the system with a set of ground-truth labels.
Since this type of evaluation metric was deemed necessary todetermine the
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capabilities of the models, three possible solutions were identi�ed to solve
the issue:

- Gathering more data : this solution would involve the collection of
more real-life data, this time with marked anomalies that could be
used for performance evaluation. While this method would be ideal for
providing an indication of how the system would perform in production,
collecting such data would require a signi�cant amount of time, as
well as for speci�c data collection software to be developed, and for
a strategy to be devised to label the anomalies in the coming data.
This would probably entail a mix of log analysis, cross-referencing with
real-world events a�ecting the infrastructure and networktra�c, and
manual investigation of the time series, resulting in the use of a large
number of company resources.

- Manual labeling : this solution would require manually analyzing a
subset of time series from the data set, and creating a labeled set of
evaluation time series where outlying points are indicatedby an appro-
priate indicator. This approach would have the advantage ofevaluating
the system on authentic, real-world data, thereby ensuringthat its per-
formance is re
ective of the one it would have when deployed on a live
network. On the other hand, manually labeling the data points would
require an extraordinary amount of time, which would severely limit
the size of the evaluation data set produced. Furthermore, the labeling
would heavily rely on the ability of the labeling agent to identify the
anomalies in the data, thereby disproportionately favoring those out-
liers that are easily identi�able by the human eye, and exposing the
process to high amounts of human bias and error.

- Synthetic time series : this solution would entail generating a new
set of synthetic time series whose behavior resembles that of the orig-
inal data if it were without anomalies, and then randomly injecting
anomalies at various locations while generating a corresponding set
of labels. By creating a process that can automatically generate new
time series, this approach would allow to obtain a much larger eval-
uation data set in a smaller amount of time. Furthermore, because
the anomalies would be injected randomly by the automated process,
the resulting time series would present both hard and easy-to-identify
labeled anomalies, reducing human bias. Another advantage of this ap-
proach is that, since the produced data is arti�cial, it would be possible
to carry out the evaluation process in a di�erent computational envi-
ronment than the one used for experimentation, potentiallyenabling



CHAPTER 3. METHODS 41

access to increased processing power. At the same time, however, the
reliability of this method hinges on the fact that the synthetic time
series and anomalies are similar to those of the original set, but be-
cause of the inherent variation present in the data it is not possible to
establish this fact with absolute certainty. Additionally, some of the
original time series display highly irregular behavior, making it di�cult
to determine what parts are determined by outliers, and which are not.

After some consideration, it was decided that the generationof synthetic
time series would be the best approach to adopt given the available time
and computational resources. Because of this, however, it was decided to
limit the evaluation of the models to univariate synthetic time series, as a
suitable way to generate multivariate synthetic series that accurately re
ect
the original data could not be identi�ed in the available time.

Several di�erent metrics were considered to quantitatively evaluate the
performance of the anomaly detection models. These evaluation metrics
re
ect the main performance indicators for the success of the system (see
Section 2.7.1: the ability to correctly identify anomaliesin the data while
producing a low number of false alerts, hereby called detection accuracy (see
speci�cations S1 and S2), and the amount of processing resources required
for training the models, from here called computational requirements (see
speci�cations S4 and S5).

3.5.1 Detection Accuracy Metrics

In classi�cation problems, the termstrue positive, true negative, false positive
, and false negativeare used to compare the predictions of the classi�er
to be evaluated with some trusted external labeling. To thispurpose, the
terms positive and negative refer to the prediction of the classi�er, and the
terms true and false indicate whether such prediction corresponds with the
trusted labels. More speci�cally, in the �eld of anomaly detection (binary
classi�cation of observed data points as ordinary or anomalous):

- True positives (TP) are anomalous observations correctly
agged by
the ADS.

- True negatives (TN) are ordinary observations correctly ignored by the
ADS.

- False positives (FP) are ordinary observations mistakenly
agged by
the ADS.
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- False negatives (FN) are anomalous observations mistakenlyignored
by the ADS.

From these de�nitions, the popular performance metricsprecision and
recall can be calculated. Precision can be seen as a measure of quality for
the detector, indicating its ability to make correct predictions rather than
mistaken ones. It can assume values between 0 and 1, with higher scores
being more desirable, and is de�ned as:

PRECISION =
TP

TP + FP

Recall, on the other hand, can be seen as a measure of quantity, indicating
which portion of the total anomalies the detector succeeds in identifying. It
can assume values between 0 and 1, with higher scores being more desirable,
and is de�ned as:

RECALL =
TP

TP + FN
When used in isolation, precision and recall fail to o�er a su�ciently complete
picture of the algorithm's ability to identify anomalies. For example, an
algorithm that 
ags every data point as anomalous would obtain a perfect
recall score, and one that only makes a single prediction that happens to be
correct, would result in a perfect precision score. Furthermore, under many
circumstances, it is possible to increase one at the expenseof the other, for
example by raising or lowering the threshold applied to anomaly scores to
sparsify predicted anomalies. To overcome these shortcomings, precision and
recall are often reported alongside their harmonic mean, the F1 score, which
describes the system's accuracy by incorporating both of its components'
contributions. It can assume values between 0 and 1, with higher scores
being more desirable, and is de�ned as:

F1 = 2 �
PRECISION � RECALL
PRECISION + RECALL

Another similar metric to precision and recall isfallout. Fallout can be inter-
preted as a measure of the ability of the detector to avoid themisclassi�cation
of ordinary data points as anomalous. This metric is particularly relevant in
the �eld of anomaly detection because a system that raises many false alarms
may be perceived as unreliable by its users, and hinder the creation of auto-
matic response systems based on its predictions. Fallout can assume values
between 0 and 1, with lower scores being more desirable, and is de�ned as:

FALLOUT =
FP

FP + TN
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It is important to note that the detection accuracy metrics were calculated
point-wise. This means that each anomaly is identi�ed by a label marking a
single observation as anomalous, and the correctness of themodel's prediction
is determined based on whether it detected that same sample as anomalous.
In some use cases, however, it is of greater interest to the network operators
to identify the general window of time in which the anomaly occurs rather
than each speci�c point, as certain anomalies present unusual behavior for
extended periods of time (such as for level shifts and changepoints). For
this purpose,point-adjusted [60] andrevised point-adjusted[61] metrics have
been proposed, which operate by treating anomalies as windows rather than
labels tied to singular observations.

The decision was made to use point-wise metrics in this evaluation, how-
ever, because of the di�culty in determining an appropriatewindow size
for anomalies, especially regarding permanent or protracted changes in the
time series behavior. Furthermore, because some of the use cases for the
system require online detection, its ability to detect anomalous behavior in
individual new samples was deemed more relevant. It should nevertheless be
taken into account that these factors cause a more pessimistic estimate of the
model's performance to be calculated, as many algorithms have a tendency
to label multiple observations as anomalous following the occurrence of level
shifts and changepoints.

3.5.2 Anomaly-Speci�c Accuracy Metrics

A relevant aspect of the system's performance is its abilityto identify all three
di�erent types of anomalies of interest described in Section 3.4.2. However,
because the three groups are not equally represented withinthe data, eval-
uating the system without distinguishing between anomaly types would not
produce a complete picture of its performance.

One possible solution to this problem is to evaluate the system on di�er-
ent synthetic data sets, each containing anomalies of a single type, and one
additional one containing mixed anomalies. This, however,would require an
amount of processing time four times greater than performing the evaluation
on a single set, resulting in the necessity to use data sets ofsmaller sizes.
Furthermore, since in the original data set level shift and changepoint anoma-
lies almost always manifest in time series that also presentspike anomalies,
isolating those categories of outliers might result in distorted results.

As a result, the solution that was adopted was the additional computation
of a partial recall metric for each type of anomaly. This metric, calculated
by counting aspositives only those labels pertaining to each speci�c kind of
anomaly, makes it possible to determine the ability of the model to identify
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outliers of that speci�c type. Computing other metrics, such as precision,
in a similar way would instead serve no purpose, as the model correctly
identifying anomalies of other kinds in the data would be treated as a false
positive, mistakenly penalizing it.

3.5.3 Computational Requirements Metrics

Because the system is to be deployed on customer hardware, the compu-
tational power involved in training and running its models is an important
factor to consider. As general measures of the processing requirements of the
model, the mean training time (MTT) and mean prediction time(MPT) of
each algorithm were calculated. These quantities are de�ned as the average
time required by the algorithm to be trained on a time series of 2976 sam-
ples (31 days), and to perform a prediction on one new sample,respectively.
While these values are naturally a�ected by the hardware the models are
deployed on, they still o�er a useful measure of their performance relative to
each other.



Chapter 4

Numerical Experiments

The following chapter explains how the techniques detailedin Chapter 3
were employed in the implementation of this thesis, with theresults be-
ing discussed in Chapter 5. It describes the various experiments conducted
throughout this work, and provides an evaluation of varioustested anomaly
detection models on the available data. Section 4.1 describes the speci�c
cleaning operations performed on the data, as well as the output of that
process. Section 4.2 describes the process of clustering the interfaces from
the clean data through various techniques. Section 4.3 describes some time
series analysis operations that were conducted on the cleaned data to better
understand its characteristics. Section 4.4 describes theexperiments con-
ducted with di�erent anomaly detection algorithms, their results, and the
factors that lead to the choice of using a speci�c software library. Section 4.6
describes the evaluation of the selected anomaly detectionmodels, and the
parameters used in its execution. Section 4.7, �nally, describes how the dif-
ferent elements of this chapter were brought together to produce the �nal
anomaly detection system.

4.1 Data Cleaning Experiments

The �rst operation conducted as part of the implementation of the ADS
was to perform several data cleaning operations on the available raw data,
to make it more suitable for automated anomaly detection as described in
Section 3.1. The sequence of transformations applied to thedata is as follows:

1) Interface selection : the data not pertaining to the physical router
interfaces of interest was �ltered out of the data set. The network
elements to be excluded from the data were identi�ed by usingthe

45
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contents of the identi�cation �elds fdn andneid , as well as themoClass
�eld.

2) Identi�er extraction : the identi�ers for the Network Node and Inter-
face of each data point were extracted from thefdn and neid strings,
and turned into separate columns, since they were revealed tobe the
only ones strictly required to uniquely identify each interface. In do-
ing so, some data that was mistakenly attributed to separatenetwork
elements despite originating from the same interface was uni�ed un-
der a single identi�er, as it was determined to be the likely result of
corruption in the data generation process.

3) Data anonymization : the identi�ers extracted in the previous step
were substituted with new, manually generated IDs. This wasdone
to prevent the possibility of the data being connected to thereal-life
infrastructure that produced it, avoiding the leaking of private infor-
mation from Ericsson's clients.

4) Counters extraction : the subset of nine counters listed in 2.5 was
unpacked from thecounters �eld and turned into distinct columns.
For those interfaces whosecounters �eld was lacking one or more of
those metrics, the corresponding column's value was set to zero.

5) Pruning of excess �elds : all of the columns from the original data
set were removed, with the sole exception of thetimestamp �eld. The
resulting schema for the cleaned data set is reported in Figure 4.1.

6) Error correction : all duplicate samples in the data (samples bearing
the same identi�ers and timestamp) were removed, as they contained
the same data in all instances where such an overlap occurred. Fur-
thermore, the �rst timestamp in each day (the timestamp for hours
00:00:00) was mistakenly attributed to the day preceding the actual
sampling date, and this mistake was corrected for all such samples.

7) Missing samples padding : for each interface, all of the missing mea-
surements were replaced by setting their value on all features to NaN.
This was done to reduce the work required to substitute the missing
values with the appropriate technique from those listed in 3.1.1, as
required by each particular anomaly detection approach.

The data cleaning process was carried out usingPySpark [29], aPython
library that allows to perform large-scale data processingin a distributed
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Figure 4.1: Schema of the cleaned data set, as provided byPySpark.

environment. This choice was made to improve the e�ciency ofthe clean-
ing operations during the implementation of the thesis, which was necessary
because of the limitations on processing power described inSection 2.6. Fur-
thermore, this ensured that the process could be easily transferred into its
own data cleaning microserviceas described in Section 2.7, as it can e�-
ciently be scaled to handle smaller or larger loads of time series data.

4.2 Clustering Experiments

The cleaned data set contains 12241 distinct multivariate time series, dis-
playing various kinds of di�erent behaviors and characteristics. To conduct
anomaly detection experiments that would cover the full diversi�cation of the
data set within the time and resources available, it was necessary to create
an experimental data set of smaller size that would still retain as much as
possible of the variety expressed by the original data. To doso, the inter-
faces were grouped based on similarities in their time series using di�erent
clustering algorithms.

Both time series clustering approaches described in Section 3.3 were fol-
lowed: applying a clustering algorithm adapted for time series to the data di-
rectly, and applying classic clustering algorithms to the data after transform-
ing it using PCA (see Section 3.2.3. In both cases, any missing samples were
imputed using the linear interpolation technique described in Section 3.1.1.

For the �rst approach, an implementation for time series of the K-Means
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algorithm from the tslearn [34]Python package was utilized, using DTW as
a distance measure. Because of the elevated computational burden entailed
by this technique, several further reductions had to be applied to the cleaned
data to be able to perform the operation:

- Only a single month of data was used for clustering, with thechoice
falling on August 2022 as the month bearing the least amount ofmissing
samples.

- Only a single of the four features of interest for anomaly detection was
utilized (the inoctets metric, expressing the number of ingress bytes
received by the interface).

- Only 10% of the total number of router interfaces was used. These were
chosen at random from those that presented fewer than 20% of overall
missing samples after the data cleaning operations were performed.

Because of the large amount of time required to execute this process even
after applying the limitations listed above, only a small number of experi-
ments was conducted. The clustering process was performed with both nor-
malized and standardized time series (see Section 3.2.1), in order to compare
the results obtained by either method, in both cases using 20as the number
of clusters. As the standardized set displayed more variety,one further clus-
tering attempt was carried out using standardized time series and 30 clusters,
to examine the consequences of increasing the number of groups. The two
clustering operations displayed comparable results, witha similar ability to
distinguish between time series with di�erent behaviors. The results of this
clustering approach are reported in Appendix A.1.

Given the severe limitations that had to be imposed on the number of
interfaces used, however, it was decided to perform furtherexperimenta-
tion using the second approach. This approach was carried out using the
scikit-learn [32] Python library's implementations of the PCA and K-
Means algorithms. In this case, the entirety of the data set was utilized, as
the processing time required to carry out the clustering operation was signif-
icantly lower. The experimentation process was carried outas follows, both
using normalized and standardized time series:

1) The data set was scaled using either normalization or standardization.

2) PCA was performed to investigate the cumulative varianceexplained
by each number of principal components.
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3) The scaled data was transformed through PCA using two principal
components (for visualization purposes), as well as the number of prin-
cipal components necessary to explain 95% of the scaled dataset's
variance (64 and 120 for the normalized and standardized data respec-
tively).

4) The transformed data using two principal components was plotted.

5) The classic K-Means algorithm was repeatedly applied to the trans-
formed data sets using a progressively increasing number ofclusters,
and the silhouette score for each attempt was computed.

6) Promising number of clusters were selected through the elbow method,
and plotted to examine their results.

By visually comparing the plots of the transformed data withtwo princi-
pal components from both the standardized and normalized data sets, it can
be observed that the data set scaled through standardization tends to form
a much more homogeneous group within the new, lower-dimensional space.
This is also re
ected by the much greater number of principalcomponents
required to explain 95% or more of the standardized data set's variance. The
results of these transformations are compared in Figure 4.2.

The clustering results of the data transformed using two principal com-
ponents were, predictably, unsatisfactory, as the varietydisplayed by the
di�erent clusters was very low. When using the number of principal com-
ponents necessary to explain 95% of the variance, instead, the results were
more promising, with the standardized data, in particular,displaying a more
varied cluster set. The results of this clustering approachare reported in
greater detail in Appendix A.2.

An additional experiment was carried out by applying the DBSCAN clus-
tering algorithm to the data transformed by PCA using various numbers of
principal components. In this case, the number of clusters is automatically
determined by the algorithm, and the elbow method was instead applied to
selecting the� parameter. This process, however, produced less interesting
results than those of the K-Means algorithm, as it would always result in
a small number of clusters being formed, which failed to capture the de-
sired time series variety. An example comparing the clustering performed by
K-Means and DBSCAN on the data transformed using two principal com-
ponents is provided in Figure 4.3, and some of the results are displayed in
more detail in Appendix A.3.

Ultimately, however, the results obtained from the PCA-basedclustering
were determined to be inferior to those of the �rst approach,which was able
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(a) Normalized time series.

(b) Standardized time series.

Figure 4.2: Comparison between the normalized and standardized data sets
transformed through PCA (two principal components). The x-and y-axes
describe the �rst and second principal components, respectively.

to capture a wider variety of signi�cantly di�erent time series. As a result,
the data set to be used in anomaly detection experimentationwas created by
drawing one random member from each of the 20 clusters identi�ed by the
DTW-based method using standardized data. This data set, which will be
referred to as the experimentation data set from this point on, is displayed
in Appendix B.1.

4.3 Time Series Decomposition Experiments

By visually inspecting the experimentation data set, it canbe observed that
most of the interfaces' time series are characterized by a strong daily season-
ality, with some displaying seasonal behavior also on a weekly scale (with the
weekend behaving di�erently from the weekdays) and on a sub-daily scale
(with some sequences presenting two distinct peaks within the normal daily
behavior).
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(a) K-Means clustering.

(b) DBSCAN clustering.

Figure 4.3: K-Means and DBSCAN clustering comparison on the normalized
data transformed using two principal components. The x- andy-axes describe
the �rst and second principal components, respectively.

Assuming that anomalies in the data with strong seasonality could be
identi�able as signi�cant deviations from the seasonal behavior of each time
series, an attempt was made to remove the seasonal behavior from the time
series. To accomplish this, the implementation of STL decomposition from
the statsmodels [33] Python library was used, as described in Section 3.2.2.

The decomposition was performed on a single month of data of the �rst
feature (inoctets ) for each of the time series in the experimentation data
set, attempting to isolate the seasonality occurring with daily frequency (or
96 samples). The time series was then reconstructed by adding only the
trend and seasonality components, to simulate its behaviorin the absence of
anomalies and compare it with the original and the residual component. An
example of the results of this process is displayed in Figure B.2, with the full
results on the experimentation data set being reported in Appendix B.2.

The reconstructed signal still appears noisy in most cases,but seems
to e�ectively smooth over most spike anomalies, which are then recogniz-
able in the residual component's plot as outlying values compared to the
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Figure 4.4: Results of STL decomposition and reconstructionfor one time
series feature. The x-axis represents time, while the y-axis represents the
value of the original and reconstructed time series in the top image, and that
of the residual component in the bottom image.

global mean and variance of the component. When encounteringlevel shift
or changepoint anomalies, on the other hand, the reconstructed time series
has a more unpredictable behavior, with the reconstruction's attempts to
adapt to the changes in behavior leading to high variance in the residuals
component.

Further attempts at decomposition were performed usingstatsmodels '
MSTL algorithm, which applies STL decomposition using multiple seasonal
components. Speci�cally, the seasonal components utilized were 48 samples
(half a day), 96 samples (one day), and 672 samples (one week)in length.
The results of this process, however, show little di�erencefrom those obtained
using the regular STL decomposition algorithm.

In conclusion, the decomposition process showed promisingresults in
highlighting outlying data points in the form of spike anomalies, but appears
to become chaotic in the presence of level shifts or changepoints.

4.4 Anomaly Detection

Several anomaly detection techniques were applied to the experimentation
data set obtained from the clustering process, in order to gauge their perfor-
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mance both in terms of processing time and accuracy in detecting anoma-
lies according to speci�cations S1, S2, S3, and S5 listed in Section 2.7.1.
Throughout this process, the tools from di�erent anomaly detection libraries
were also compared to determine which would be the most suitable to be
used in the �nal ADS based on speci�cations S7 and S8.

The reduced experimentation data set was standardized (seeSection 3.2.1)
using thePandaslibrary [27] [28] forPython before being used as input for the
algorithms, to negate the e�ects of scale on their performance (standardiza-
tion was chosen over normalization as a consequence of the presence of spike
outliers in the data). Furthermore, Pandaswas also used to impute missing
data in the time series through linear interpolation (see Section 3.1.1), which
was deemed a good compromise between precision and ease of implementa-
tion to �ll in the gaps.

Because of the lack of an available labeled data set and the limited re-
sources available, the algorithms from di�erent librarieswere compared based
on visual inspection of their ability to identify data points that displayed
seemingly anomalous behavior. Furthermore, parameter tuning for these al-
gorithms was carried out manually, as an objective measure of performance
would be needed to automate the parameter selection process. A quantita-
tive evaluation based on synthetic time series was later carried out for the
models of the most promising library (see Section 4.6).

4.4.1 STL Residuals Detection

A �rst attempt at performing univariate anomaly detection was carried out
by utilizing the results of the seasonal-trend decomposition described in Sec-
tion 4.3. Each sample's residual component value is utilized as its anomaly
score, and anomalies are identi�ed as those samples whose score's distance
from the data's mean exceedsN standard deviations (N=3 appears to of-
fer the best results). Figure 4.5 displays an example of the results of this
process, with the threshold for anomalies being indicated by the transparent
con�dence bounds, and anomalies being marked with red crosses. A more
comprehensive view is provided in Appendix C.1.

As expected, this method is particularly e�ective at identifying spike
anomalies, but shows much less consistency in identifying changepoint and
level shift outliers.

4.4.2 Quidditch Library

The �rst anomaly detection library used as part of the experimentation pro-
cess wasQuidditch [30], an inner-source framework developed internally at
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(a) Time series with spikes.

(b) Time series with a changepoint and level shifts.

Figure 4.5: Examples of anomaly detection based on STL residuals (N=3).
The x-axis represents time, while the y-axis represents thevalue of the time
series. The red crosses in the plot are placed in correspondence of detected
anomalies.

Ericsson. Quidditch o�ers implementations for many univariate and mul-
tivariate anomaly detection models, as well as functions for performing dif-
ferent time series processing operations, such as di�erencing, de-trending,
and scaling. The library also contains the necessary infrastructure to set up
anomaly detection pipelines and ensembles, as well as some tools to provide
increased explainability of detection results. These factors make it a good
candidate for the construction of the ADS.

From the set of Quidditch algorithms listed in Section 3.4.1, Isolation
Forest and Random Cut Forest appeared to provide the most promising re-
sults. Nevertheless, after conducting various experiments, they still appeared
to perform less optimally than the STL decomposition approach detailed in
Section 4.4.1, being able to identify less apparent anomalies and instead mis-
takenly labeling a greater number of ordinary samples, while also requiring
greater amounts of time to train.

Furthermore, experimenting with theQuidditch library brought to light
several issues with its use as a basis for the ADS, despite the advantages
brought by being an internal company tool:
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- Some of the implemented algorithms contain bugs that make them dif-
�cult or impossible to use without modifying their code. This makes
working with the library more cumbersome, but also poses doubts re-
garding the reliability of the library for use in production-grade sys-
tems.

- Because of the con�dentiality of customer data, examples of projects
making use of the library are di�cult to access. Paired with its inner-
source nature, this results in a severe lack of available example material
on how to use the libraries tool e�ectively, which is available for most
open-source frameworks.

- Since the library is an internal tool maintained by companyemploy-
ees, updates can be infrequent and dependent on the availability of
dedicated personnel. As such, bugs may persist unaddressed for long
stretches of time and new features and techniques may be slowto be
added.

As a result of these considerations,Quidditch was put aside in the hopes of
identifying a more suitable tool.

4.4.3 Kats Library

The second library used for experimentation wasKats [26], an open-source
framework for time series analysis developed byFacebook's Infrastructure
Data Science team.Kats provides several outlier detection algorithms, each
specialized in detecting a speci�c kind of anomaly. Furthermore, it o�ers
various time series forecasting models, feature extraction modules, visualiza-
tion tools, and parameter tuning support, making it a promising option for
the development of the ADS.

Several of the algorithms o�ered byKats and listed in Section 3.4.1 ap-
peared to provide promising results upon visual inspection. In particular,
the ability of some algorithms to identify speci�c kinds of anomalies could
allow for a preliminary form of classi�cation to be applied without the need
for labels or additional data. Another advantage of the library is its sup-
port for parameter tuning. While the documentation available at the time of
writing only provides examples of automating parameter selection for fore-
casting models, recent work byFacebook's Infrastructure Data Science team
indicates the possibility of using the tools provided byKats to perform au-
tomatic model selection and parameter tuning of anomaly detection models
without the need for a labeled data set. [62]
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Despite these signi�cant advantages, however, some drawbacks also emerged
from the experiments conducted with the library:

- Some of the algorithms in the library present bugs that make their
features unable to be used without altering the code base. Once again,
this results in greater di�culty in using the library to its f ull potential,
and does not inspire con�dence regarding the employment of this tool
in production systems.

- The documentation for the library is extremely variable inquality, with
some features being documented extensively and others lacking any sort
of explanation as to their usage and function. The example code pro-
vided by the authors for the library's tools also appears to be lagging
behind some of its more recent additions, making it di�cult for inex-
perienced users to familiarize themselves with it.

- Updates to the library's code appear to be infrequent, and issues opened
on its repository's page have been left unaddressed for a signi�cant
amount of time (as of the writing of this thesis). This is not ideal for
a library to be used in production systems, as any bugs or discovered
vulnerabilities would have to be �xed manually instead of being able
to rely on o�cial updates.

As a result, despite its promise,Kats was deemed not ideal for use in the de-
velopment of the ADS in its state at the time of writing, and experimentation
was carried on with other tools.

4.4.4 Merlion Library

The third and �nal anomaly detection library utilized for experimentation
was Merlion [31], an open-source time series intelligence library developed
and maintained by theSalesforceteam. Merlion features implementations
for a variety of popular time series forecasting and anomalydetection tech-
niques, as well as support for various pre-processing and post-processing op-
erations. The library also provides various tools for visualization, parameter
tuning, evaluation, and ensembling, which would be useful in the develop-
ment of an ADS. Furthermore, all anomaly detection and forecasting models
in the library are constructed to provide a uni�ed interfaceand inherit func-
tionalities from some common base classes, ensuring that the framework can
be easily expanded through the addition of new models. Thesefactors make
it ideal for the implementation of a resilient and expansible ADS.

All of the algorithms in the Merlion library allow post-processing rules
to be de�ned, which in
uence how the anomaly scores obtainedas outputs
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from the models are used to identify anomalies. Speci�cally, the library
o�ers the possibility of employing an anomaly score calibrator to transform
the anomaly scores so that they follow a standard normal distribution, which
can be useful to ensure that the scores returned by di�erent models may be
directly compared. When using the calibrator, however, the accuracy of the
algorithms appeared to worsen signi�cantly, leading to thedecision to ignore
this feature when testing individual models. Furthermore,the library allows
for the use of thresholds to sparsify the detected anomalies, by setting to zero
those anomaly scores whose value does not surpass N standarddeviations
from the series' anomaly score mean. Experimentation lead to the decision
of setting N=4 when not employing a calibrator, while if the latter is used a
better choice appears to be N=3.

Several of the testedMerlion algorithms listed in Section 3.4.1 showed
good performance upon visual inspection, and a more thorough evaluation
of the models is provided in Section 4.6.2. Beyond the promising results ob-
tained by its algorithms, the library also proved to be quitepolished and ro-
bust during experimentation, along with possessing detailed documentation
and being subjected to frequent updates. Furthermore, the tools provided
by Merlion also include various ways to load and save model parameters,
and to update trained models, which make the library a good candidate for
use in a live system. Because of these considerations, it wasdecided to use
Merlion as the building blocks for the ADS to be developed.

An example of anomaly detection conducted through the Prophet model,
plotted using the library's own tools, is shown in Figure 4.6. Amore extensive
display of the various models' predictions on the experimental data set is
provided in Appendix C.2.

In an attempt to further improve the accuracy of the algorithms,Merlion 's
tools were also used to create ensembles of well-performingalgorithms. These
algorithms would each express an anomaly score for every data point, and
their collective estimations would then be combined by taking either the
mean, median, or maximum of the di�erent models' scores. Uponvisual
inspection, the ensembles seemed to provide comparable results to those ob-
tained by the individual best models, without a clear improvement or degra-
dation of performance.

4.5 Model Evaluation Environment

As discussed in Section 3.5, the numerical evaluation of the models from
the chosen library (Merlion ) was carried out using a set of synthetically
generated univariate time series. Because of this, the evaluation process
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Figure 4.6: Anomaly detection using the Prophet model on a single time
series feature. The x-axis represents time, while the y-axis reported on the
left represents the value of the time series, and that on the right the value of
anomaly scores. In the �gure, the original time series is displayed in black,
with a vertical dashed line dividing the training and test sets. The blue
line indicates the model's forecast, as well as its con�dence bound. The red
vertical lines show instead the anomaly score of each samplein the test set,
with the base being a score of zero.

could be carried out in a di�erent computational environment with access to
greater processing power, as there was no risk of leaking sensible customer
data. The hardware used as part of this process is reported inTable 4.1.

RESOURCE VALUE

CPU Model 8x 11th Gen Intel(R) Core(TM) i5-1145G7 @ 2.60 GHz

CPU Cache 8 MB

CPU Cores 4

RAM 24 GB

GPU Model Mesa Intel(R) Xe Graphics (TGL GT2)

GPU Memory 3 GB

Table 4.1: Evaluation environment hardware speci�cations.

4.5.1 Synthetic Time Series Generation

The synthetic time series used for model evaluation were generated using the
GluonTSlibrary for Python. [25] As discussed in Section 3.5 this evaluation
focuses on the detection of univariate anomalies, which made the process
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of generating time series considerably easier by restricting it to simulating
a single variable at the time. The data was generated as a superposition
of di�erent numeric sequences with parameters re
ecting those found in the
inoctets , outoctets , inpackets , and outpackets features of the original
data, with each value in the time series corresponding to one15-minute
interval sample. These sequences include:

- A smooth daily seasonality with sinusoidal behavior. Thisaccounts for
the main seasonality observed in the data.

- A series of additional seasonal sequences with shorter periods and lower,
randomly-determined amplitudes. These account for other cyclic be-
havior observed in some of the data, such as the morning and afternoon
having distinct peaks.

- A scaling factor di�erentiating between weekdays and weekends, and
another di�erentiating between the days of the week.

- A sequence of Gaussian noise that simulates random 
uctuations in the
measured tra�c.

The base time series is then further modi�ed by injecting a random num-
ber of labeled behavioral anomalies and scaled to match the original data.
The three types of behavioral anomalies described in Section 3.4.2 are added
separately, and their labels are kept distinct to enable thecomputation of
more detailed statistics for each category.

It is important to note that the anomaly label associated with level shift
and changepoint anomalies marks as anomalous only the moment of transi-
tion between the original and novel behavior, as, when the change persists
for longer periods of time, no clear way was found to determine how long
to consider the following observations as anomalous. The anomalies were
simulated as follows:

- Spike : a sudden increase or drop of random intensity in the value of
the time series, with a high chance of reverting to the original value
with each new observation.

- Level Shift : a random shift in the scale and level of the time series,
which reverts to the original after a random amount of time. With each
change, the new level and scale have a small chance of becoming the
normality, with subsequent shifts reverting to those conditions instead
of the original ones.
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- Changepoint : a random change between the original time series and
a new sequence with di�erent behavior. Each subsequent change has a
small probability of returning the time series to its original behavior.

The likelihood of an anomaly occurring at a given sample is determined
randomly. For spike anomalies, the probability of occurrence was set to an
approximation of their frequency in the original data. Because level shifts and
changepoints appear much more rarely, however, their chance of occurrence
had to be increased so that they would appear in the evaluation data set
in signi�cant numbers. An example of generated time series isprovided in
Figure 4.7, with spike anomalies highlighted in red, level shift anomalies
highlighted in blue, and changepoint anomalies highlighted in green.

Figure 4.7: Examples of synthetic time series with injected anomalies. The
x-axis represents time, while the y-axis represents the value of the time series.

4.6 Anomaly Detection Models Evaluation

Using Merlion 's evaluation tools, each model was tested on a set of 100 syn-
thetic univariate time series of 45 days in length, with the �rst 31 days being
used for the initial training of the model, and the remaining14 to compute
the evaluation metrics. The models were asked to predict theanomaly score
of a single sample in the future at the time, thereby simulating an online
detection environment and resulting in a total of 1344 predictions (96 per
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day). In order to limit the computational burden of the process, the mod-
els were retraining once every six hours of data on the samples from the
most recent 31 days, though experimentation showed that more frequent re-
trainings would lead to improved prediction accuracy. Eachmodel was tested
using the most promising set of hyperparameters identi�ed during the exper-
imentation phase, including general parameters such as pre-processing and
post-processing steps, and model-speci�c parameters. In addition, the best-
performing models were combined in an ensemble in an attemptto improve
on their individual scores.

4.6.1 Model Hyperparameters

The general hyperparameters common to every evaluated model are reported
in Table 4.2. Every model was tested after standardizing thedata as de-
scribed in Section 3.2.1, which was achieved throughMerlion 's built-in pre-
processing capabilities. Furthermore, each model's predicted anomaly scores
were sparsi�ed through the use ofMerlion 's thresholding functions, setting
any anomaly scores whose value failed to reach the cut-o� point to zero.
For this purpose, the threshold was set to a value of four standard devia-
tions from the mean of anomaly scores for the given time series: this value
was deemed optimal during the experimentation phase by visually inspect-
ing the model's results on the reduced data set obtained fromclustering. As
described in Section 4.4.4,Merlion also provides a calibrator to transform
anomaly scores to �t a standard normal distribution, but this feature was
not utilized, as it showed a decrease in accuracy during the experimentation
phase when applied to individual models.

PARAMETER VALUE

Training set size 2976 samples (31 days)

Test set size 1344 samples (14 days)

Training frequency 24 samples (6 hours)

Detection frequency 1 sample (15 minutes)

Pre-processing Input standardization

Post-processing Anomaly score threshold (4� )

Table 4.2: General hyperparameters for the evaluated models.

The hyperparameters speci�c to each model are reported in Table 4.6.1.
They are listed with the names and values used in thePython code, and any
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parameters not speci�ed in the table were assigned the default value provided
by the library.

MODEL PARAMETER VALUE

DBL train window '4w'

wind sz '7d'

trends ['daily', 'weekly']

WindStats wind sz 60

maxday 7

Spectral Residual local wind sz 96*7

q 5

Stat Treshold - -

ZMS base 10

lag inflation 1.0

Isolation Forest max n samples None

n estimators 100

Random Cut Forest nestimators 100

maxn samples 8000

online updates True

Autoencoder hidden size 5

layer sizes (25, 10)

sequence len 1

lr 10e-3

batch size 512

numepochs 20

VAE encoderhidden sizes (12, 6)

decoder hidden sizes (12, 6)

latent size 3

sequence len 1

kld weight 1.0
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MODEL PARAMETER VALUE

VAE dropout rate 0.0

numeval samples 10

lr 10e-3

batch size 512

numepochs 10

DAGMM gmmk 3

hidden size 4

sequence len 1

lambda energy 0.1

lambda cov diag 5*10e-3

lr 10e-3

batch size 256

numepochs 10

LSTM ED hiddensize 5

sequence len 1

dropout (0.3, 0.3)

lr 10e-3

batch size 256

numepochs 30

n layers (2,2)

Prophet - -

Table 4.3: Speci�c hyperparameters for the evaluated models.

4.6.2 Model Evaluation Results

The results for each evaluated model on the chosen metrics (see Section 3.5)
are reported in Table 4.4. The performance achieved by aRandommodel,
which randomly assigns anomaly labels to each sample with 50% probability,
is also reported at the top of the table for comparison. All performance
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metrics were computed as an average of those obtained by a given model on
each of the 100 synthetic time series in the evaluation set (it should be noted
that the average F1 score does not correspond to the F1 score calculated
using the average precision and recall). For the Precision,Recall, and F1
Score metrics a higher value is desirable, while for Fallout, MTT, and MPT,
lower values are preferred.

Algorithm Precision Recall Fallout F1 MTT MPT

Random 0.0081 0.5920 0.4999 0.0159 - -

DBL 0.8246 0.6262 0.0014 0.6643 1.1563s 0.1862s

WindStats 0.5650 0.6666 0.0054 0.5691 0.0861s 0.0174s

Spec Residual 0.4538 0.14372 0.0000 0.1866 0.0367s 0.0135s

StatTreshold 0.8218 0.4824 0.0014 0.5402 0.0427s 0.0124s

ZMS 0.8721 0.4838 0.0005 0.5618 0.0579s 0.0234s

IsoForest 0.8543 0.5243 0.0004 0.5904 0.3681s 0.0910s

RanCutForest 0.3953 0.7903 0.0062 0.4704 2.4291s 1.0744s

Autoencoder 0.2419 0.4435 0.0138 0.2494 7.2149s 0.0546s

VAE 0.5457 0.7550 0.0087 0.5775 2.1497s 0.1092s

DAGMM 0.1613 0.3940 0.0040 0.1843 14.2508s 1.5305s

LSTM ED 0.4760 0.7556 0.0106 0.5228 11.9479s 0.1711s

Prophet 0.8768 0.8116 0.0008 0.8231 0.4706s 0.3673s

Table 4.4: Evaluation of theMerlion library models. The best overall results
for each metric are highlighted in bold font.

Furthermore, Table 4.5 reports the partial recall scores ofeach model for
the three injected anomaly types, as described in Section 3.5.2.

From these results, theProphet model was identi�ed as achieving the
best performance among those evaluated. The model surpasses all others
both in precision and recall, resulting in a better overall F1score, while re-
taining competitive fallout, and training time, although it shows a signi�cant
average prediction time when compared to most other options. The model
also displays an outstanding performance when looking at speci�c types of
anomalies, obtaining the best results on all three partial recall scores.

One aspect worth noting is the absence of model-speci�c hyperparam-



CHAPTER 4. NUMERICAL EXPERIMENTS 65

Partial Recall

Algorithm Spike Level Shift Changepoint

Random 0.5914 0.6667 0.5454

DBL 0.6209 0.6111 0.7273

WindStats 0.6620 0.2222 0.7273

Spectral Residual 0.1394 0.1111 0.5454

Stat Treshold 0.4785 0.4444 0.7273

ZMS 0.4840 0.5 0.7273

Isolation Forest 0.5210 0.6667 0.8182

Random Cut Forest 0.7884 0.8334 0.6364

Autoencoder 0.4364 0.3333 0.8182

VAE 0.7517 0.4444 0.8182

DAGMM 0.3935 0.3889 0.3636

LSTM ED 0.7549 0.4444 0.6364

Prophet 0.8066 0.8889 1.0000

Table 4.5: Evaluation of the Merlion library models on speci�c types of
anomalies. The best overall results for each metric are highlighted in bold
font.

eters for Prophet: while its performance surpassed all others during the
course of this evaluation, it is nevertheless possible thata di�erent choice
of parameters for the other models might change this result. In particular,
deep learning approaches likeAutoencoder, VAE, DAGMM, and LSTM EDhave a
large number of parameters, and a more structured tuning approach making
use of better hardware and more data could produce results far superior to
those achieved by those models during this study. Another element of note
is that deep learning algorithms tend to bene�t greatly fromlarger training
sets, and thus using the same amount of data (31 days) for all models might
disproportionately penalize these methods.
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4.6.3 Training Data Evaluation Results

To better diagnose the di�erent evaluated algorithms and identify possibili-
ties for improvement, the models were also evaluated on their training data.
This was achieved by using a similar process to that used for the testing data
in Section 4.6.2, but instead including the testing data in the one used for
training the model before computing the prediction. A comparison between
the F1 and Fallout scores of the various models when tested on data used
and not used in training is reported in Table 4.6.

Training Data New Data

Algorithm Fallout F1 Fallout F1

DBL 0.0011 0.6649 0.0014 0.6643

WindStats 0.0051 0.5383 0.0054 0.5691

Spec Residual 0.0000 0.1927 0.0000 0.1866

StatTreshold 0.0013 0.5417 0.0014 0.5402

ZMS 0.0005 0.5565 0.0005 0.5618

IsoForest 0.0004 0.5875 0.0004 0.5904

RanCutForest 0.0067 0.5418 0.0062 0.4704

Autoencoder 0.0109 0.2491 0.0138 0.2494

VAE 0.0087 0.5775 0.0087 0.5775

DAGMM 0.0035 0.2265 0.0040 0.1843

LSTM ED 0.0112 0.5305 0.0106 0.5228

Prophet 0.0008 0.8305 0.0008 0.8231

Table 4.6: Evaluation of theMerlion library models when tested on training
vs. previously unseen data. The best results for F1 Score and Fallout of each
model are highlighted in bold font.

In general, most models show a slight improvement in F1 score when
tested on the training data, with the most signi�cant discrepancy showing for
the Random Cut Forestand DAGMMmodels, indicating perhaps an over�tting
of the training data.

For models that base their prediction on comparing new observations with
historical data, such asDBL, WindStats, StatThreshold , and ZMS, it appears
that testing on the training data can variably result in minor improvements
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or degradation of performance. This is likely because, whentraining on a new
observation, if the observation is anomalous it results in askew of the model's
expectation of behavior away from the real normalcy of the time series, while
training on ordinary data better aligns it to the truth. As such, depending
on the number of anomalies contained in recent observations, training the
model on the data it is then asked to analyze may yield both improved and
worsened results.

For deep learning models, instead, the relatively small di�erence between
the training and testing performance may suggest that a moreaccurate tun-
ing of parameters may be required, in order to increase the size of the network
and improve the models' ability to extrapolate the time series' behavior.

4.6.4 Post-processing Evaluation Results

An additional set of detection experiments was performed on the Prophet
model to analyze its performance using di�erent sets of post-processing op-
tions. This was carried out to verify the conclusions drawn through visual
inspection of the detection plots during the experimentation phase, to ob-
jectively determine the best combination of post-processing parameters to
be applied to the best-performing model. The results of these experiments
are reported in Table 4.7. The measures pertaining to computation times
were omitted, as the e�ect on those metrics caused by the post-processing
operations is negligible.

Prophet Algorithm

Calibration Threshold Precision Recall Fallout F1

No 3� 0.7882 0.8757 0.0013 0.7992

No 4� 0.8641 0.8097 0.0011 0.8121

No 5� 0.8747 0.7594 0.0009 0.7831

Yes 2� 0.2287 0.3302 0.0107 0.1848

Yes 3� 0.6164 0.2422 0.0011 0.3210

Yes 4� 0.1870 0.0677 0.0004 0.0906

Table 4.7: Evaluation of theProphet model using various post-processing
parameters. The best overall results for each metric are highlighted in bold
font.

The results con�rm that the use of the calibrator on the individual model
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results in a severe deterioration of its performance, even when using the
threshold that results in the highest F1 score (which is proven to be three
standard deviations). Without using anomaly score calibration, the threshold
can nevertheless be tuned to increase Recall at the expense of Precision and
Fallout or vice versa, but the value resulting in the best F1 score (while
maintaining a low Fallout) is con�rmed to be four standard deviations.

4.6.5 Ensemble Evaluation Results

In an attempt to improve the performances obtained from the evaluation
of the individual models, the best-performing algorithms were merged in
ensembles usingMerlion 's built-in tools. The predictions of the ensembles
are determined by combining the scores of the individual models through
a speci�ed policy, such as taking for each sample the mean of the models'
predicted anomaly scores). It should be noted that because di�erent models
can produce anomaly scores with values at di�erent scales, models assigning
larger scores on average will have a greater in
uence on the ensemble's �nal
prediction than the ones using smaller values. As a result, some ensembles
were created and tested both with and without the use of the anomaly score
calibration post-processing feature o�ered byMerlion (see Section 4.4.4),
despite its tendency to decrease the model's performance when applied to
individual models.

The evaluation of the ensemble models was once again performed on a
smaller data set of synthetic time series because of the increased process-
ing time required, and the results are reported in Table 4.8.The MTT and
MPT scores of the models were omitted, as they roughly correspond to the
sum of the individual models, with the process of merging theresult being
negligible in comparison. The results obtained by the best performing indi-
vidual model (Prophet) on the smaller evaluation data set are reported twice
at the top for comparison, both with a four standard deviations threshold
and no calibration, and with a three standard deviation threshold alongside
calibration.

In the table, the Agg column indicates the aggregation policy used to
combine the individual models' anomaly scores. ThePost column indicates
instead the post-processing operation applied to the individual models. A
Post value of C indicates the application of the anomaly score calibrator on
each individual model, while a value of T indicates the use ofa threshold on
their score (set to three standard deviations when also using the calibrator,
and four otherwise). A �nal threshold of four standard deviations (or three,
when using calibration) is always applied to the �nal aggregated anomaly
score produced by the ensemble.
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From these results it can be observed that some ensembles succeed in
slightly surpassing the best individual model in terms of Recall or Fallout, but
nevertheless fail to improve on the F1 score. These marginal improvements
hardly justify the greatly increased processing time resulting from the use of
multiple models simultaneously. As such, the individualProphet model was
determined to be the best suited to be used in the developmentof the �nal
system.
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Algorithms Post Agg Precision Recall Fallout F1

Prophet T - 0.8641 0.8097 0.0011 0.8121

C+T - 0.6164 0.2423 0.0012 0.3210

DBL+Prophet - Mean 0.8239 0.7922 0.0012 0.7751

- Max 0.8233 0.7932 0.0012 0.7752

C Mean 0.8391 0.7207 0.0010 0.7351

C Max 0.8164 0.7014 0.0010 0.7117

T Mean 0.8246 0.7963 0.0012 0.7765

T Max 0.8246 0.7911 0.0012 0.7736

C+T Mean 0.8176 0.7041 0.0010 0.7190

C+T Max 0.8179 0.7042 0.0011 0.7160

DBL+Prophet C Mean 0.8216 0.6266 0.0015 0.6688

+IsoForest C Max 0.7816 0.6001 0.0005 0.6435

C Median 0.7816 0.6035 0.0005 0.6457

C Mean 0.8319 0.8289 0.0016 0.7999

C Max 0.8627 0.7855 0.0012 0.7963

C Median 0.8636 0.7880 0.0013 0.7994

T Mean 0.8226 0.6178 0.0015 0.6591

T Max 0.7816 0.6009 0.0005 0.6430

T Median 0.7816 0.5858 0.0005 0.6339

Table 4.8: Evaluation of the ensemble models using various parameter combi-
nations. The best overall results for each metric are highlighted in bold font.
The Agg column indicates the policy for combining the models' anomaly
scores. ThePost column indicates the applied post-processing operation: C
indicates the application of the anomaly score calibrator on each individual
model, while T indicates the use of a threshold on their score.
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4.7 Microservices Implementation

When referring to the solution architecture presented in Section 2.7, the com-
ponents implemented during the course of this thesis are thedata cleaning,
model training, and anomaly detection services.

The data cleaning serviceperforms the data cleaning operations described
in Section 4.1 with the exception of step 3 (data anonymization), since in the
context of live deployment on customer hardware there is no need to hide
the information from the operator. As previously speci�ed, each observation
is associated with the network element to which it belongs and a timestamp
indicating when it was sampled, as well as several features of interest to be
analyzed. The cleaned data is then saved to the designated storage location,
and the Model Training and Anomaly Detection services are informed of the
presence of new data.

The model training serviceis tasked with creating and updating the mod-
els used to perform anomaly detection according to some speci�ed parame-
ters. For the univariate detection algorithms, a new model has to be created
for each feature of every network interface, whereas for multivariate detec-
tion algorithms, a single model can be generated for each interface. When
the service cannot identify an existing model for a given feature or inter-
face in the designated storage location, it will generate a new one according
to the speci�ed parameters (including which kind of model tochoose, what
parameters to use, and what pre-processing and post-processing operations
should be performed). When a model already exists, the systemwill instead
calculate the time elapsed between the last sample used in training and the
most recent available sample in the data for which anomaly detection has
already been performed. If this quantity exceeds the amountspeci�ed in the
service parameters, the model will be updated by training iton the more
recent data cleaned by the Data Cleaning service.

The anomaly detection service, �nally, provides an estimation of anomaly
scores for each data point that has not yet been analyzed. By default, the sys-
tem performs its prediction on the data as soon as a new sampleis available,
but the service parameters may be changed so that the detection process is
executed with a speci�c cadence. The detection process is composed of the
following steps:

1) The data is loaded from the designated storage location. The amount
of data to be loaded is determined by the service con�gurations, and
includes both the most recent observations (for which detection has to
be performed), as well as a speci�ed amount of samples preceding them
(necessary for the use of some models).
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2) The system identi�es missing samples, which are marked bythe pres-
ence ofNaNvalues in the data features, and 
ags them as anomalies.

3) The system analyzes the data's features, 
agging those values that fall
outside a prede�ned domain range that can be speci�ed for each feature
(which defaults to accepting any value). For example, all ofthe fea-
tures used as part of this study (listed in Section 4.1) correspond to the
counting of a certain number of packets or bytes in the network, and as
such, negative values should be always be 
agged as errors. Further-
more, �ve of the features are themselves indicators for the presence of
errors or discarded packets in the network, and should thus be 
agged
as anomalous whenever their value exceeds zero.

4) The system imputes the values according to the speci�ed imputation
policy, and applies a given scaling technique to the data. Bydefault,
these are set to linear interpolation and standardization respectively.

4) The system loads the appropriate anomaly detection modelfor the
given network interface. Only the subset of speci�ed features of inter-
est is analyzed in this phase. If the service is con�gured to perform
univariate detection it will load a model for each of its features, oth-
erwise a single multivariate model will be used. The model 
ags each
data point that it deems an outlier, and provides an anomaly score
to indicate the magnitude of the anomaly (univariate modelswill each
provide a score for their designated feature, while multivariate models
will return a single value for each observation).

5) The anomaly labels and scores calculated during the previous steps are
aggregated and stored in the designated storage location.

The implemented system is con�gured to utilize by default the Prophet
model for univariate detection, and theIsolation Forest model for multi-
variate detection, with univariate detection being the default choice. Never-
theless, the ADS is structured in such a way that any other models from the
Merlion library may be easily be used instead by modifying the appropriate
con�gurations.

The output of the system is a new data point for each analyzed observa-
tion, which bears the latter's node ID, interface IDs, and timestamp. This
data point, however, does not possess the same features as the original ob-
servation, but is instead associated with several new features indicating the
presence or the absence of various kinds of anomalies.

The �rst set of features (identi�ed by the su�x missing anom), indicates
with a boolean value whether the speci�ed feature was missing from the
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sample. In that case, no other anomalies will be reported forthat feature in
the same sample.

The second set of features (identi�ed by the su�x ( value anom)), in-
dicates with a boolean value whether the speci�ed feature assumed a value
outside its established domain in the given sample. In that case, no behav-
ioral anomalies will be reported for that feature in the samesample.

The third and �nal set of features(identi�ed by the su�x behavior anom),
indicates the anomaly score associated with the given sample, as provided
by the detection model. This analysis is only executed for a speci�ed subset
of features, and a non-zero score marks the feature's value as anomalous.

An example of the schema of the system's output for a data pointin the
experimentation data set is provided in Figure 4.8.

Figure 4.8: Example schema of the anomaly detection service's output, as
provided by Pandas.



Chapter 5

Conclusions

The following chapter draws from the contents of Chapter 4 todiscuss the
results of this thesis in relation to the goals established in Chapters 1 and 2.
Section 5.1 summarizes the contents of this thesis, and the answer it provides
to its driving research question. Section 5.2 analyzes the success of the system
in respecting the speci�cations that guided its development. Section 5.3,
�nally, lists a series of potential improvements over the contents of this thesis
that could be carried out in future work.

5.1 Thesis Summary

The purpose of this thesis was to develop an autonomous anomaly detection
system, to be deployed as part of a software-de�ned networking controller
platform developed atEricsson.

The purpose of this thesis was to answer the research question described in
Section 1.1.1: 'How could an anomaly detection system for reduced amounts
of mobile network operational data be constructed?'. The goal of this system
was to unsupervisedly detect anomalous behavior occurringin a number of
monitored network metrics, in order to provide diagnostic support to network
operators and enable the creation of automated responses tothe presence of
abnormalities. To ensure that the system would be adaptableand scalable
to networks of changing characteristics and sizes, the system was constructed
using machine learning technology and in accordance with microservices ar-
chitecture.

The data used in this study covered six months of regularly sampled mul-
tivariate time series data from a real-life network. This data was cleaned and
processed usingPySparkto enable its use by autonomous anomaly detection
algorithms.

74
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Experimentation of such algorithms was carried out on a reduced data set
of time series with varied behavior, obtained by performingclustering on the
original data and taking one time series from each group. Several attempts
at clustering were made, with the best results being obtained by using the
K-Means algorithm with dynamic time warping as a similaritymeasure.

Several anomaly detection techniques were tested on the data, drawing
from the tools available across three di�erent anomaly detection libraries for
Python. In the end, the Merlion open-source library was chosen to be used
in the development of the anomaly detection models employedby the system,
as a result of the wide range of algorithms and tools it provides, its extensive
documentation, and its reliable code base.

The library's algorithms were evaluated across a variety ofmetrics on a
data set of synthetic time series, generated appositely to resemble the original
data. The models' accuracy and computational requirementswere compared
on a univariate detection problem, with theProphet model emerging as the
most promising among those tested.

In answer to the research question of this thesis, the anomaly detection
system was implemented as a set of three microservices, eachcarrying out
data cleaning, model training, and anomaly detection activities respectively.
It is constructed using scalable and reliable technologies, which ensure it is
adaptable to di�erent network speci�cs, and is con�gurableto enable �ner
control over its performance trade-o�s. Its anomaly detection service is ca-
pable of identifying di�erent types of faults in the data, including behaviors
that diverge from the system's historical patterns, which it achieves through
a mix of static and machine learning-based techniques. The system was built
to be highly customizable by the end user to �t their speci�c needs, and to
be easily maintainable and expansible by theEricsson team through future
work.

5.2 Satisfaction of System Speci�cations

The anomaly detection system developed throughout the course of this thesis
was implemented according to the speci�cations described in Section 2.7.1.
With regard to those speci�cations, the following conclusions can be drawn
from the �nal result:

S1) The system should identify the majority of anomalies occur-
ring within the data :
The developed ADS is capable of detecting missing data, as well as
samples whose values exceed or fall below set domain limits (see Sec-



CHAPTER 5. CONCLUSIONS 76

tion 4.7). Furthermore, the system uses autonomously trained, manu-
ally con�gurable machine learning models to determine unusual behav-
ior within the data. Its models are estimated to be capable ofdetecting
an average of 81.16% of anomalies occurring within a given monitored
metric, if trained every six hours (see Section 4.6.2).

S2) The system should not mark a large number of ordinary ob-
servations as anomalous :
The developed ADS is estimated to perform erroneous detections on
an average of only 0.08% of the analyzed data, when its modelsare
trained every six hours (see Section 4.6.2). Additional parameters may
be con�gured by its operators to reduce this quantity, such as by raising
the threshold used to determine anomalous occurrences.

S3) The system should be able to adapt to the appearance of novel
behaviors in the monitored metrics :
By choosing to employ lightweight and highly specialized models, the
system is capable of retraining itself to adapt to new behavioral pat-
terns with any desired frequency (at the cost of increased computa-
tional burden). Furthermore, because these models requireonly a small
amount of data to be trained and can be deployed for a single time se-
ries, the system can quickly adapt to the addition of new monitoring
metrics.

S4) The system should provide online predictions within the span
of one sampling interval :
The developed ADS employs models that are capable of expressing
predictions on a given metric within an estimated average of0.3673
seconds (see Section 4.6.2). While during this thesis no estimation was
calculated on the time required for the execution of the remaining parts
of the system's functions, its components were developed asindividual
microservices using scalable technologies (see Section 4.7), which should
ensure that the system can always reach a su�cient performance when
provided with the necessary processing power.

S5) The system should be able to function with low amounts of
processing power :
The developed ADS was implemented favoring modern and e�cient
technologies. Furthermore, the system allows for a signi�cant degree
of customization, which makes it possible to sacri�ce its accuracy in
exchange for a reduced computational burden, for example byusing a
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lighter detection model or increasing the time between re-trainings (see
Section 4.7).

S6) The system should be able to scale to handle varying amounts
of input data :
The developed ADS was implemented using scalable technologies and
frameworks, such asPySpark and MSA (see Sections 4.1 and 4.7). As
a result, the system can be e�ciently scaled to adapt to IP networks
of smaller or larger sizes.

S7) The system should be built with reliable, stable technologies :
The developed ADS was built using open-source, well-supported li-
braries, suchPySpark, Pandas, and Merlion (see Sections 4.1, 4.4,
and 4.7). These libraries were deemed to be both stable and reliable.

S8) The system should be easy to maintain and expand upon in
future work :
The developed ADS was built with the speci�c intention of being ex-
pansible through future developments (see Section 2.7). Furthermore,
the adhesion to MSA ensures that the di�erent parts of the system can
easily be modi�ed without impacting the rest of the system (see Sec-
tion 4.7). Finally, the system was built using well-documented, open-
source libraries, and its code was documented painstakingly throughout
the course of this work.

It can be concluded that the system broadly meets the de�ned speci�cations,
and can successfully accomplish its stated goal of performing autonomous
anomaly detection on a provided set of arbitrary network metrics.

5.3 Future Development

Numerous improvements could be carried out in future work to improve or
expand on the contents of this thesis.

Firstly, as described in Section 2.7, the system should be expanded by the
addition of an anomaly classi�cation serviceand a rule engine service. The
former would perform classi�cation on the detected anomalies to divide them
into di�erent groups. A preliminary version of this processcould be carried
out by using algorithms capable of detecting speci�c types of anomalies,
but a more advanced approach, possibly incorporating additional data to be
requested from the IP network, should also be taken into consideration. The
latter service would instead provide a set of con�gurable rules to the network
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operator, which would allow them to customize the alerts provided by the
system, as well as set up automated responses to detected anomalies (such
as requesting additional, detailed data), or to the output of the classi�cation
process.

In addition to this, the amount and variety of available datashould be
improved. An example would entail using observations over longer periods of
time, which would enable analysis of anomalies occurring over the network's
quarterly and yearly behavior, and better take into accountthe e�ects of
holidays and other yearly trends. Data could also be drawn from di�erent
networks, to enable a better view of the time series' behavior over di�erent
geographies and uses. Another option would entail collecting data with a
higher sampling frequency to analyze �ner changes in the monitored metrics,
and additional metrics such as error logs could also be analyzed using text
analysis techniques. More importantly, data containing labeled anomalies
should be obtained, to gain better insight into which anomalous behaviors in
the monitored metrics actually correspond to real-world events of interest.

The anomaly detection process itself could be improved in multiple ways.
To begin with, the algorithms tested as part of this thesis should be evaluated
in greater detail, for example by performing more accurate hyperparameter
tuning and training more powerful models with larger amounts of data. More
detection models could also be developed to work in support of the existing
system, such as by detecting anomalies at di�erent time scales, or by perform-
ing multivariate anomaly detection alongside the univariate one. Additional
experiments could then be conducted by testing a wider arrayof detection
algorithms and libraries.

A more extensive evaluation of the system's global performance should
also be undertaken. This includes testing the performance of its components
other than anomaly detection (such as the data cleaning pipeline), but also
verifying its ability to scale when faced with varying loadsof input data.
Beyond this, a more rigorous model and data versioning system could be
integrated with the existing infrastructure, along with automated forms of
testing and deployment in accordance with MLOps best practices from within
the industry.

The clustering process described in this thesis work could also be im-
proved. During this work, clustering was only carried out toobtain a var-
ied data set to be used in experimentation, and thus a limitedportion of
the available time was spent in its implementation. Potential improvements
would include experimentation with di�erent approaches, such as by combin-
ing DTW with algorithms other than K-Means, and a more rigorous selection
of optimal parameters than the use of the loathed elbow method, but also
simply utilizing more powerful hardware and a greater amount of data.
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Another improvement could take the form of developing cluster-speci�c
models, as discussed in Section 3.4. This would entail the use of clustering on
the live data coming into the system, and would have the double advantage
of allowing for a lower number of models to be created and trained (one
for each cluster, rather than one for each network interfacemetric), while
also making it possible for models to be trained on a wider range of time
series (enabling the use of more powerful, generalizing models). An attempt
could also be made to develop one single, powerful, general model capable of
detecting anomalies on any time series in the data, given a su�ciently large
and varied training set.

Finally, a vast improvement to the system would be the addition of an
AutoML system. Such a system would be capable of tuning and selecting
di�erent models based on their performance on the data. In order to do
this, a labeled data set would be required, which is di�cult to obtain for
anomaly detection tasks under normal circumstances, but could be approx-
imated by automating the process of synthetic time series generation. One
such approach has been proposed by theFacebookData Science Team [62]
by applying seasonal decomposition on the input data, removing the contri-
butions of the residual component, and adding randomized anomalies to the
resulting time series. Another option would instead be to develop a genera-
tive model capable of generating anomaly-free time series similar in behavior
to those sampled by the network, on which anomalies would once again be
injected randomly.
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Appendix A

First Appendix - Clustering

This appendix displays the results obtained from the execution of the var-
ious clustering approaches detailed in Section 4.2. Each �gure reports the
results of one clustering attempt, with every plot being theresult of the
semi-transparent superimposition of all the time series inone cluster (in
grey), along with one red time series calculated as the average of the group's
members using DBA.
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A.1 K-Means Clustering with DTW

A.1.1 Normalized - 20 Clusters

Figure A.1: Clustering of normalized time series in 20 clusters using K-Means
with DTW.



APPENDIX A. FIRST APPENDIX - CLUSTERING 89

A.1.2 Standardized - 20 Clusters

Figure A.2: Clustering of standardized time series in 20 clusters using K-
Means with DTW.
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A.1.3 Standardized - 30 Clusters

Figure A.3: Clustering of standardized time series in 30 clusters using K-
Means with DTW.
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A.2 K-Means Clustering with PCA

A.2.1 Normalized - 2 Principal Components - 27 Clus-
ters

Figure A.4: Clustering using K-Means of normalized time series, transformed
using PCA with 2 principal components, in 27 clusters.
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A.2.2 Normalized - 64 Principal Components - 26 Clus-
ters

Figure A.5: Clustering using K-Means of normalized time series, transformed
using PCA with 64 principal components, in 26 clusters.
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A.2.3 Standardized - 2 Principal Components - 20 Clus-
ters

Figure A.6: Clustering using K-Means of standardized time series, trans-
formed using PCA with 2 principal components, in 20 clusters.
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A.2.4 Standardized - 120 Principal Components - 24
Clusters

Figure A.7: Clustering using K-Means of standardized time series, trans-
formed using PCA with 120 principal components, in 24 clusters.
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A.3 DBSCAN Clustering with PCA

A.3.1 Standardized - 2 Principal Components - 0.8 eps

Figure A.8: Clustering using DBSCAN of normalized time series,trans-
formed using PCA with 2 principal components, with an� of 0.8.

A.3.2 Standardized - 64 Principal Components - 11
eps

Figure A.9: Clustering using DBSCAN of normalized time series,trans-
formed using PCA with 64 principal components, with an� of 11.



Appendix B

Second Appendix - Time Series
Analysis

This appendix displays the experimentation data set used intime series anal-
ysis and anomaly detection, as well as the results of the analysis itself. The
plots are composed of a number of di�erent subplots, with subplots belong-
ing to the same network element having the same color and being boxed by
black lines.

B.1 Experimentation Data Set

Each vertical set of four time series in Figure B.1 representsthe six months
of data for the four features of a network interface's time series. Gaps in the
plots indicate missing data.
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Figure B.1: Experimentation data set.
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B.2 STL Decomposition

Figure B.2 displays the decomposition and reconstruction ofone month of
data from the �rst feature of each time series in the experimentation data
set. The �rst plot displays the sequence reconstructed fromthe trend and
seasonal components obtained through STL decomposition, superimposed
on a high-transparency version of the original. The second plot displays the
residual component.
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Figure B.2: STL decomposition and reconstruction of the dataset.



Appendix C

Third Appendix - Anomaly De-
tection

This appendix displays the results of the various anomaly detection ap-
proaches tested on the experimentation data set during the implementation
of the thesis, as detailed in Section 4.4. The plots are etherogeneous in their
style and presentation, as they were often generated using functions speci�c
to each anomaly detection library.

C.1 STL Residuals

Figure C.1 reports the results of the anomaly detection process based on STL
residuals described in Section 4.4.1. Each subplot displays the detection pro-
cess being applied to one month of one time series feature, with the anomaly
threshold determined through the residual component beingindicated by a
transparent con�dence bound, and outliers being marked with red crosses.
Only the �rst two features ( inoctets and outoctets ) from each network
interface are reported for visualization purposes.
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Figure C.1: Anomaly detection based on STL residuals using 3� threshold.
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C.2 Merlion

The following sections display the results of several of theanomaly detec-
tion algorithms in the Merlion library on the experimentation data set, as
detailed in Section 4.4.4. The plots were created usingMerlion 's built-in
functionalities, and are split into two parts for ease of visualization. Each
section of four plots in the �gures pertains to the four features of one network
interface's time series.

The plots display the original time series in black, with a vertical, dashed
line indicating the separation between the model's training and test sets. In
the section of the plot dedicated to the test set, a red line indicating the
anomaly score of each sample is provided. A 
at line represents a score
of zero, indicating that the sample's anomaly score did not reach the cut-
o� value of the applied threshold, whereas a vertical line indicates a non-
zero score of proportional magnitude. For theProphet model (which is
a forecasting model), the forecast is also drawn in light blue alongside its
con�dence interval.
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C.2.1 Autoencoder

.

Figure C.2: Autoencoder anomaly detection - part 1.
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Figure C.3: Autoencoder anomaly detection - part 2.
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C.2.2 DBL

.

Figure C.4: DBL anomaly detection - part 1.
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Figure C.5: DBL anomaly detection - part 2.
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C.2.3 Isolation Forest

.

Figure C.6: Isolation Forest anomaly detection - part 1.
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Figure C.7: Isolation Forest anomaly detection - part 2.
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C.2.4 LSTM ED

.

Figure C.8: LSTM ED anomaly detection - part 1.
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Figure C.9: LSTM ED anomaly detection - part 2.
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C.2.5 Prophet

.

Figure C.10: Prophet anomaly detection - part 1.
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Figure C.11: Prophet anomaly detection - part 2.
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C.2.6 Spectral Residual

.

Figure C.12: Spectral Residual anomaly detection - part 1.
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Figure C.13: Spectral Residual anomaly detection - part 2.
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C.2.7 Stat Threshold

.

Figure C.14: Stat Threshold anomaly detection - part 1.
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Figure C.15: Stat Threshold anomaly detection - part 2.



APPENDIX C. THIRD APPENDIX - ANOMALY DETECTION 117

C.2.8 VAE

.

Figure C.16: VAE anomaly detection - part 1.
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Figure C.17: VAE anomaly detection - part 2.
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C.2.9 WindStats

.

Figure C.18: WindStats anomaly detection - part 1.
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Figure C.19: WindStats anomaly detection - part 2.
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C.2.10 ZMS

.

Figure C.20: ZMS
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Figure C.21: ZMS anomaly detection - part 2.
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