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1. Introduction

1.1 Background

Comprehensive risk analysis [1] of a complex system calls for a systematic

identification of all significant accident scenarios, and assessment of the

likelihood and consequences of each accident scenario. Probabilistic risk

analysis (PRA) [2] is an approach that has been widely used in the risk

analysis of complex facilities, especially nuclear power plants. Compared

to qualitative risk analysis methods [3], PRA is more precise and more

effective when a large number of complex accident sequences needs to be

analysed. Usually, the main purpose of PRA is to support risk-informed

decision making and to help fulfil regulatory requirements. PRA can point

out the weaknesses of the analysed system, and the system’s reliability

can be improved effectively on the basis of the results of PRA.

PRA modelling is generally performed using fault trees [4, 5] and event

trees [2]. An event tree models how an accident can progress from an ini-

tiating event to different consequences depending on a set of nodal ques-

tions e.g. about which safety systems fail. The probabilities of different

event tree branches can be calculated using fault trees. A fault tree typ-

ically represents the failure logic of the analysed system and thus helps

to determine which component failure and event combinations can cause

the system to fail. The probability of the system’s failure can be calculated

from the fault tree if the probabilities of its basic events (e.g. component

failures) are known. This computation is usually based on minimal cut

sets [4], which are minimal combinations of basic events that can cause

the top event, such as failure of the system. The probabilities can be

estimated on the basis of operational data or determined by expert judge-

ment.
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Fault tree analysis is currently the leading method for risk and relia-

bility analysis of complex systems. However, fault trees are static and

have only limited capability to represent dynamic systems such as digital

control systems. Dynamic interactions between software and hardware or

interactions between the control system and the controlled process cannot

be modelled properly using fault trees. In addition, fault trees do not sup-

port non-binary logic or modelling of the system’s evolution in time. This

has motivated the extensive development of dynamic reliability analysis

methods since the 1990s [6].

Dynamic flowgraph methodology (DFM) is a method for the reliability

analysis of dynamic systems containing feedback loops [7, 8, 9]. As in

fault tree analysis, the aim of DFM is to identify which conditions can

cause a top event, which can be e.g. system failure. A DFM model is a

graph representation of the analysed system. The components of DFM

models are analysed at discrete time points, and they can have multiple

states. DFM has most often been applied to different digital control sys-

tems that include both hardware and software components. One reason

for this is that a DFM model can represent the interactions between a

control system and the controlled process.

The main alternative to DFM is the methodology that combines Markov

modelling and cell-to-cell mapping (CTCM) technique [10, 11, 12]. Markov

models can represent the dynamic and multi-state logic of a system to a

degree of accuracy that is comparable to DFM. The main difference is that

every state transition is associated with a probability in Markov mod-

els. Other dynamic reliability and risk analysis methods include dynamic

event trees [13, 14, 15], Petri nets [16], event sequence diagrams [17],

GO-FLOW methodology [18] and dynamic fault trees [19]. In addition,

there are some Monte Carlo simulation based methods for the reliability

analysis of digital instrumentation and control systems [20, 21, 22].

Broadly viewed, there are two main approaches to analyse the reliability

of a dynamic system:

1. to simulate the system (inductive analysis),

2. to identify different ways in which the system can fail, e.g. minimal

cut sets, and to determine the system’s failure probability based on

this kind of logical analysis (deductive analysis).

Some dynamic models, such as DFM and Markov models, can be solved

in both ways. Markov models have been used more for inductive analysis,

2
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whereas DFM has been considered more suitable for deductive analysis.

Although risk importance measures [23] and common cause failures [24]

are important areas of reliability theory, they have not been studied much

in the context of DFM. Risk importance measures can be used to identify

components and basic events that are most important with regard to the

system’s reliability. The importance of a component depends both on the

reliability of the component and the consequences that its failure would

have on the system’s reliability. Risk importance values help to determine

how the system’s reliability can best be improved.

A common cause failure (CCF) means that multiple components fail due

to a common cause [25]. A CCF can occur between components that share

some failure mechanism which can cause them to fail simultaneously or

during a relatively short time window, for instance during the PRA mis-

sion time which is usually 24 hours. Modelling CCFs is an important part

of the reliability analysis of complex systems including redundant compo-

nents. If CCFs are not taken into account, the risk of the system’s failure

can be underestimated.

1.2 Objectives

This dissertation develops new risk importance measures for DFM. Tra-

ditional risk importance measures have been developed for binary and

static logic, meaning that they cannot directly be applied in DFM. Some

risk importance measures have previously been developed for DFM [26,

27], but they have limitations. For example, they cannot fully measure the

importances of different failure modes of components, because they are

not formulated for the states of nodes of DFM. Neither do they consider

information about the timings of events and conditions properly. This mo-

tivates the development of new risk importance measures for measuring

the importances of states of components and for taking the time aspect of

DFM into account. The new importance measures also need to support

the interpretation of results.

Another objective of this dissertation is to study CCFs in the DFM con-

text, which has not been addressed in the earlier literature. Model in

[28] included CCFs, but they were not really discussed in the paper. Ap-

proaches for the modelling of CCFs as well as the computation of CCF

probabilities are developed. Compared to static analysis, DFM introduces

a new dimension in that it considers the failure times of components. It

3
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needs to be considered how the failure times should be taken into account

in the CCF modelling and the calculation of probabilities.

One important basis for risk importance measure calculation and CCF

modelling is the interpretation of DFM results. The primary result of

DFM analysis is a set of prime implicants [29], which are minimal combi-

nations of events and conditions that are sufficient to cause the top event.

The interpretation of prime implicants is not always completely clear and

unambiguous, for example when non-repairable components are consid-

ered as identified in the author’s MSc thesis [30]. Therefore, the definition

and interpretation of prime implicants are also studied in this disserta-

tion.

4



2. Methodological background

The most often used reliability analysis method, fault tree analysis, is

summarised in Section 2.1. Section 2.2 presents binary decision diagrams,

because they are a commonly used method to solve a reliability model

and they have been applied to DFM analysis. Markov modelling is de-

scribed briefly in Section 2.3 because it is the most often used dynamic

reliability analysis method and the main alternative to DFM. Sections

2.4-2.6 present DFM, risk importance measures and CCFs as the main

background for the results of the dissertation, presented in Chapter 3.

2.1 Fault tree analysis

Fault tree analysis [4, 5] is a widely used method to estimate the failure

probability of a system. A fault tree represents the ways in which the

system can fail. It is a graphical tree structure in which basic events

(component failures and other events that can cause the system to fail) are

connected using logical gates, such as OR and AND; there are equivalent

Boolean operations [31] (+ and ·).
A fault tree is typically used to identify minimal cut sets [4]. A cut set

is a set of basic events that causes the top event which represents the

system’s failure. A minimal cut set is a cut set that contains the minimal

number of basic events. Thus if one of the basic events is removed from

the minimal cut set, it is not a cut set any more and the system does not

fail.

The probability of the top event can be calculated on the basis of minimal

cut sets and the probabilities of basic events [32]. It is also possible to

calculate the top event probability directly from the fault tree without the

identification of minimal cut sets. On the other hand, the analysis can

also focus only on the identification of minimal cut sets if the probability

5
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Figure 2.1. A fault tree with five basic events.

estimates of basic events are not available. Minimal cut sets themselves

are useful qualitative information.

An example of a fault tree is presented in Figure 2.1. Boolean formula

representation of the fault tree is F = (a+b)·c·(d+e) = acd+ace+bcd+bce.

The minimal cut sets of the fault tree are acd, ace, bcd and bce.

2.2 Binary decision diagrams

A binary decision diagram (BDD) [33, 34] is an efficient data structure for

symbolic Boolean manipulation. It is a directed acyclic graph that consists

of decision nodes, two kinds of edges, 0-edges and 1-edges, and terminal

nodes, 1-terminal and 0-terminal. In a BDD, each decision node, repre-

senting a Boolean variable, has a 0-edge and a 1-edge. When a BDD rep-

resents a Boolean formula, each path from the root node to the 0-terminal

or the 1-terminal represents a Boolean assignment.

BDDs are based on repeated application of the Shannon expansion for-

mula [34]

F = x · F |x=1 + x · F |x=0, (2.1)

where F is a Boolean formula, x is a Boolean variable, x is the negation

of variable x, F |x=1 is Boolean formula F with condition that x = 1, and

F |x=0 is Boolean formula F with condition that x = 0. For example, if

6
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F = abc+ ad, F can be presented in form

F =a · (bc+ d)

=a · (b · (c+ d) + b · d)
=a · (b · (c+ c · d) + b · d).

Reliability analysis has been one application area of BDDs [35, 36, 37].

For example, a fault tree can be transformed into a BDD. Minimal cut sets

can be generated from a BDD representing a fault tree, or the top event

probability can directly be calculated from the BDD. In a BDD, each path

ending in the 1-terminal also corresponds to a cut set, and these cut sets

are mutually exclusive, which is an advantage compared to fault trees.

2.3 Markov modelling

Markov modelling is described briefly in this section because it is the most

often used dynamic reliability analysis method and the main alternative

to DFM. A Markov model consists of a set of system states, and transition

rates between the states [38]. A Markov model is usually analysed in

discrete time steps. The probabilities of different system states at a time

step can be calculated on the basis of the probabilities of the states at

the previous time step and the state transition rates. Typically, initial

probabilities are defined for the system states, whereafter probabilities

for how the states evolve in time are calculated.

The methodology of Markov/CTCM [10, 11, 12] has been applied to the

reliability analysis of dynamic systems. In CTCM, the variables of the

analysed system are discretised to a finite number of states. The variables

can, for example, be physical variables such as water level or represent

states of components such as a valve. States of different variables are

combined to form state combinations called cells. These cells are then

used as system states in a Markov model. The transition rates between

the cells are determined e.g. on the basis of physical equations, system

design and estimated failure rates of components. From the model, it is

possible to analyse the ways in which some postulated top event can occur

[12, 39] and how probable this event is or, alternatively, how the system

evolves on the basis of some initial conditions [8, 11].

7
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2.4 Dynamic flowgraph methodology

A DFM model [7, 8, 9, 40, 41, 42, 43, 44] is a graph representation of the

analysed system. Nodes in the model represent the components and vari-

ables of the system, and edges connecting the nodes represent causal and

other dependencies between the nodes. These dependencies can involve

time delays, and nodes can have two or more states. If a node does not

depend on any other node, it is a stochastic node, the state of which is

determined by a discrete probability distribution at each time step. The

state of a deterministic node is determined on the basis of the states of

input nodes. Each deterministic node has a decision table which specifies

the output state for each state combination of the input nodes. Decision

tables can be constructed on the basis of empirical knowledge about the

system, physical equations, simulations, expert judgement, software de-

sign or software code.

Figure 2.2 shows a simple DFM model of a tank system with a valve

that is controlled on the basis of water level measurement, and Table 2.1

gives the decision table of node V as an example. In the model, node

V represents the functional state of a valve (state 0 for closed and 1 for

open), L represents the water level and M represents the water level mea-

surement value. Nodes M and L have three states −1, 0 and 1 indicating

water levels low, medium and high. Nodes S and F are stochastic nodes

determining whether the water level measurement and the valve have

failed. A row in the decision table specifies a combination of states of the

input nodes, and the corresponding state of the output node. Delays in

the dependencies are shown in the time lag row. Table 2.1 can be inter-

preted so that the valve is stuck in its previous state if it has failed (F is

1). Otherwise, the valve is opened if the water level measurement has a

high value and closed if the water level measurement has a low value.

The primary target of DFM is usually to identify prime implicants of the

top event [29]. An implicant is a combination of conditions that causes the

top event, and a prime implicant is a minimal combination of conditions

that is sufficient to cause the top event. In DFM, these conditions are

represented by literals. In this context, a literal is a triplet consisting

of a variable V , state s and time point −t, and denoted as Vs(−t). A lit-

eral can, for example, represent a value of a physical variable or a state

of a component, or indicate the occurrence of some event at a particular

time step. Prime implicants of DFM can be interpreted as multi-state and

8
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Figure 2.2. A DFM model.

Table 2.1. The decision table of node V.

Output Inputs

Node V F M V

Time lag 0 0 1

0 0 −1 0

0 1 −1 0

0 0 0 0

0 1 0 0

1 0 1 0

0 1 1 0

0 0 −1 1

1 1 −1 1

1 0 0 1

1 1 0 1

1 0 1 1

1 1 1 1

timed minimal cut sets. Generally, prime implicants are an extension of

minimal cut sets for non-coherent logic [35]. Paper I of this dissertation

concerns the mathematical definition of a prime implicant.

The top event is also defined as a set of literals. The analyst can freely
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choose any top event. Therefore, it is possible to analyse several top

events in parallel, and both success and failure scenarios can be analysed.

A DFM model is typically analysed by tracing event sequences back-

wards from effects to causes [7]. Deductive analysis starts from the top

event. The model is traced backwards in the cause-and-effect flow to iden-

tify what states of variables produce the top event. The process ends when

the initial time step is reached. Prime implicants of a top event can con-

tain initial states of deterministic nodes and states of stochastic nodes at

any time step.

DFM analysis does not always have an unambiguous solution, because

there are different ways to interpret some literals, prime implicants and

constraints related to literals, and to handle the initial time step. Issues

related to the interpretation of prime implicants, literals and literal con-

straints are studied in Paper I of this dissertation.

DFM models can also be analysed inductively by simulating the model

with particular initial conditions [45]. All the possible consequences of

the system’s initial or boundary conditions are generated. The initial or

boundary conditions can either be desired or undesired states. If these

conditions are desired states, inductive analysis can be used to verify sys-

tem requirements with the aim of ensuring that operation under normal

conditions does not lead to undesired states. If these conditions are unde-

sired states, inductive analysis can be used to verify the system’s safety

behaviour. Inductive analysis can be used, for example, to analyse the

prime implicants identified in deductive analysis in more detail, and to

examine the effects of mitigation actions.

DFM involves key concepts such as process node, condition node, causal-

ity edge, condition edge, transfer box and transition box (see e.g. [40]).

The difference between process nodes and condition nodes is largely based

on the modelling philosophy. From a technical point of view, there is no

difference. Transfer boxes correspond to decision tables without time lags,

and transition boxes correspond to decision tables with time lags. Causal-

ity edges connect process nodes, and condition edges connect condition

nodes to process nodes via transfer or transition boxes.

The two most frequently cited DFM software tools are Dymonda [46]

and Yadrat [41]. Dymonda has been developed by the original develop-

ers of DFM. It solves the graph model by transferring it to a set of timed

fault trees representing different time steps, or alternatively combining

the decision tables of the model into one critical transition table [29]. Dy-
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monda solves an initial set of prime implicants directly from the timed

fault trees or the critical transition table, and then applies the method of

generalized consensus [47, 48] to solve the complete set of prime impli-

cants. Yadrat has been developed by VTT. It transforms the DFM model

into a BDD from which the prime implicants are solved. The prime impli-

cant solving methods of the tools have not been compared properly with

regard to computation times. A benefit of a BDD is that the non-coherent

logic of the model is naturally present in the BDD structure. Because of

this, the BDD approach requires less prime implicant processing after ini-

tial identification, whereas the Dymonda’s approach of using the method

of generalized consensus relies heavily on the comparisons between ini-

tial prime implicants. On the other hand, multi-state nodes have to be

converted into binary variables when a BDD is used, and the prime impli-

cants of the BDD have to be converted back to represent the multi-state

logic.

Dymonda and Yadrat use slightly different specifications and terminol-

ogy. Dymonda follows the official DFM specifications [49]. Yadrat can be

considered as an alternative interpretation of the methodology. Despite

their differences, the same deductive analyses can be performed using

both tools. Yadrat does not provide support for inductive analysis.

In the computation of the top event probability in DFM, the basic idea

is similar to the computation of the top event probability in fault tree

analysis [32]. In DFM, the top event probability is calculated on the ba-

sis of the prime implicants and the probabilities of the literals. Deter-

mination of the probabilities of literals has not been addressed much in

the literature. Probabilities have been presented mainly considering one

time step, whereas time-dependent probability models have not been pre-

sented. However, DFM specifications [49] do mention that Dymonda con-

tains time-dependent probability models. In this dissertation (see Paper

III), an exponential model with a constant failure rate is used for the com-

putation of failure probabilities. For computation of the top event proba-

bility, the usual upper bound algorithms [32] used in fault tree analysis

can also be applied in DFM. More accurate top event probability algo-

rithms have also been developed, such as the algorithm presented in [50]

and the algorithm cited in [49].

The application areas of DFM have included digital control and safety

systems in nuclear power plants [8, 45, 51], space systems [28, 52, 53],

hydrogen production plants [40, 54], human performance [55], networked
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control systems [9] and field programmable gate arrays (FPGAs) [44, 56].

The reliability analysis of digital systems is considered to be one of the

greatest challenges in modern nuclear power plant PRA. Traditional static

methods, such as fault trees, cannot capture the dynamic interactions of

digital systems very well. NUREG/CR-6901 [57] has identified DFM as

one of the promising methods for the reliability analysis of digital I&C

systems. DFM has been considered effective in modelling dynamic inter-

actions, such as delays, memories, logic loops and system states [51]. In-

teractions can, for example, lead to the coupling of events, such as opening

of a valve and starting of a pump, and therefore, have a significant effect

on the reliability of the system. Multi-state logic is advantageous, because

the behaviour of software controlled systems is usually non-binary.

Most DFM models reported in the literature are rather small. To the

author’s knowledge, the largest model found in the literature represents

the FPGA-based reactor trip logic loop in a detailed manner and contains

396 nodes [44]. The complexity of DFM analysis depends on the number

of nodes and states of nodes, the complexity of decision tables, and the

number of time steps used in the analysis. The computation times are

rather sensitive to increase in any of these factors. The model in [44]

was traced backwards only one time step, because the computation with

multiple time steps would have lasted too long.

Aldemir et al. [8] compared DFM to Markov/CTCM methodology in mod-

elling a digital feedwater control system. The results of the methodologies

were consistent. An approach utilising both DFM and Markov analysis

was proposed. The authors suggested that DFM could first be used to

identify prime implicants. Thereafter, inductive Markov analysis could

be performed to validate the prime implicants and to examine their sen-

sitivity to variations of initial conditions.

2.5 Risk importance measures

Risk importance measures [23, 58] are used to analyse which components

contribute most to a system’s failure probability. This information helps

to determine how the system’s reliability can be improved effectively, e.g.

where to add redundancy, which components to upgrade and how to al-

locate testing activities. The importance of a component depends on the

reliability of the component itself, its position in the system’s structure,

and the need for the component in the system. The failure probability
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of the component is a significant factor, but if the failure of component

does not jeopardise the functioning of the system, it is not very important.

At least two different importance measures should be used in the impor-

tance analysis, because one measure is usually limited to describing the

component’s influence over the system’s reliability from one point of view

only.

In the reliability analysis of nuclear power plants, the Fussell-Vesely

measure of importance [59, 60] and the risk increase factor [61, 62] (also

known as the risk achievement worth) are frequently used risk impor-

tance measures. Fussell-Vesely takes into account both the failure prob-

ability of the component and the system’s capability to survive without

the component. Therefore, Fussell-Vesely is typically used as the primary

risk importance measure. The risk increase factor measures how much

the failure of the component increases the probability of the system’s fail-

ure. It is a good complement to Fussell-Vesely and it is useful, e.g. when

the repairing order of failed components must be decided.

Although the previous paragraphs discussed component failures, risk

importance measures can be calculated for any basic event. The Fussell-

Vesely measure of importance IFV (i) for basic event i is defined as the

probability that at least one minimal cut set containing basic event i has

been realised assuming that the system has failed.

Definition 1 Fussell-Vesely:

IFV (i) :=
Qi

TOP

QTOP
, (2.2)

where QTOP is the probability that the system fails and Qi
TOP is the prob-

ability that a minimal cut set including basic event i causes the system to

fail.

The risk increase factor II(i) for basic event i is defined as the system’s

failure probability with the condition that basic event i has occurred di-

vided by the system’s failure probability (without any conditions).

Definition 2 The risk increase factor:

II(i) :=
QTOP (i = 1)

QTOP
, (2.3)

where QTOP (i = 1) is the failure probability of the system, given that basic

event i has occurred.
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2.6 Common cause failures

CCFs [24, 63] are an important part of the reliability analysis of complex

systems including redundant components. If CCFs are not taken into

account, the risk of the system’s failure is likely to be underestimated. In

[25], a CCF is defined using the following criteria:

“1. Two or more individual components fail, are degraded (including

failures during demand or in-service testing), or have deficiencies that

would result in component failures if a demand signal had been received.

2. Components fail within a selected period of time such that success

of the probabilistic risk assessment (PRA) mission would be uncertain.

3. Components fail because of a single shared cause and coupling

mechanism.

4. Components fail within the established component boundary.”

There are different ways to model CCFs. In nuclear power plant PRA,

parametric models [64] are used most often. In parametric models, the

CCF probability is calculated by multiplying individual component fail-

ure probability with some CCF parameters. Another option is to estimate

the CCF probability independently without considering the failure proba-

bilities of individual components.

Two parametric models, β- and α-factor models, have been used in this

dissertation. They are introduced in the following.

Consider a group of m identical components with a common failure mech-

anism. When CCFs are modelled using the β-factor model, it is assumed

that a component can either fail independently or in a CCF of all m com-

ponents. If a component fails, the failure is a CCF with probability β.

Hence, if the component fails with probability Q, the probability of inde-

pendent failure is Q1 = (1 − β) · Q, and the probability of a CCF of all m

components is Qm = β ·Q.

The α-factor model considers the possibility that a subset of m compo-

nents can fail due to a common cause, i.e. CCFs between different com-

ponent combinations are possible. The formulas for the α-factor model

are

Qk =
k(

m−1
k−1

) αk

αtot
Q, (2.4)

αtot =
m∑

k=1

kαk, (2.5)

where the factors α1,..., αm are determined by the analyst.

If an α-factor group includes four components, the failure probability of
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a component is 0.001, α1 = 0.935, α2 = 0.05, α3 = 0.01 and α4 = 0.005, it

follows that

αtot = 0.935 + 2 · 0.05 + 3 · 0.01 + 4 · 0.005 = 1.085,

Q1 =
1(
3
0

) 0.935
1.085

· 0.001 ≈ 8.62 · 10−4,

Q2 =
2(
3
1

) 0.05

1.085
· 0.001 ≈ 3.07 · 10−5,

Q3 =
3(
3
2

) 0.01

1.085
· 0.001 ≈ 9.22 · 10−6

and

Q4 =
4(
3
3

) 0.005
1.085

· 0.001 ≈ 1.84 · 10−5.
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3. Results

3.1 Prime implicants

Paper I presents a new definition of a prime implicant that is applicable in

time-dependent dynamic reliability analysis. The basis for the definition

is a reliability model that consists of a top function and a set of additional

constraints. The analysis of non-repairable components in the DFM was

the case that revealed the need for the new definition, because the results

contained prime implicants that implied some other prime implicants. For

example, according to the traditional definition [35],

{V1(−4), V F0(−3),WL0(−4),WLM−1(−4),MF1(−1)}

and

{V1(−4), V F0(−3),WL0(−4),WLM−1(−4),MF1(−2)}

are prime implicants of the example model presented in Paper I. However,

since MF represents the failure of a non-repairable component, implicant

{V1(−4), V F0(−3),WL0(−4),WLM−1(−4),MF1(−2)}

implies

{V1(−4), V F0(−3),WL0(−4),WLM−1(−4),MF1(−1)}.

The new definition was developed with the idea that an implicant that

implies some other length-minimal implicant is not a prime implicant,

because it is not a minimal condition for causing the top event.

The new definition provides solid mathematical foundation for DFM. It

takes time-related minimality into account. For example, assume that a

top event occurs if a non-repairable component fails during a particular

time frame. The component can fail at different time points to cause the
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top event, but it does not need to fail until a specific time point. There-

fore, the condition that the component is failed at the latest possible time

point is minimal, and the condition that the component fails earlier is non-

minimal. The new definition also supports the calculation of the top event

probability better than the traditional definition [35], and conveniently a

smaller number of prime implicants can represent the root causes of the

top event. These claims are demonstrated by simple examples in Paper I.

The definition and interpretation of prime implicants affect the modelling

of the component’s time-dependent behaviour and dependent events, and

the computation of failure probabilities, the top event probability and risk

importance measures. Hence, the new definition is an important basis for

further research.

3.2 Risk importance measures

Paper II develops new dynamic risk importance measures as generalisa-

tions of traditional risk importance measures: the dynamic Fussell-Vesely

(DFV) and the dynamic risk increase factor (DRIF). These risk importance

measures map information from prime implicants to values that repre-

sent the significances of different events and conditions. The dynamic

risk importance measures are calculated for the states of nodes. It is log-

ical to separate different states of a node in the analysis because they

represent completely different conditions. Furthermore, the information

about time steps is taken into account in the computation of the dynamic

risk importance measures.

Fussell-Vesely measures the portion of the top event probability coming

from the minimal cut sets that include the analysed basic event. Cor-

respondingly, the DFV measures the portion of the top event probability

coming from the prime implicants that include a particular node in a par-

ticular state before or at a particular time step. If the analysed system is

coherent with regard to the analysed state of the node, the DFV can be

interpreted as the relative decrease in the top event probability caused by

the condition that the node is not in the considered state until a particu-

lar time step. The DFV is presented in its basic form in Definition 3. In

addition to the basic form, the DFV is formulated for failure states of com-

ponents that are modelled with two nodes: one that determines whether

the component has failed or not, and one that represents the functional

state of a component. Another form of the DFV is also developed to mea-
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sure the incoherency of a component.

Definition 3 The dynamic Fussell-Vesely measure of state s of node i at

time step −t is

IDFV (is(−t)) :=
Q

is(−t)
TOP

QTOP
, (3.1)

where QTOP is the top event probability and Q
is(−t)
TOP is the probability that a

prime implicant including node i in state s before or at time step −t causes

the top event.

The DRIF measures how much the top event probability would rela-

tively increase if the analysed node was in the considered state at all time

steps of the DFM analysis time frame. The DRIF is presented in Defini-

tion 4. It can also be calculated for failure states of components.

Definition 4 The dynamic risk increase factor of state s of node i is

IDI(is) :=
QTOP (is(−t) = 1, ∀ t ∈ {0, 1, ..., l − 1, l})

QTOP
, (3.2)

where QTOP (is(−t) = 1, ∀ t ∈ {0, 1, ..., l − 1, l}) is the probability that

the top event occurs, assuming that node i is in state s at every time step

starting from −l which is the earliest possible time step for node i to be in

state s considering the initial conditions. The last time step of the analysis

is assumed to be 0 in this formula.

Paper II also presents how failure states of components can be tracked,

because the information on failure states (as defined in Paper II) does

not directly appear in prime implicants. The failure states provide useful

information even without risk importance measures, because the failure

state is an important factor when analysing the causes of a top event.

Moreover, more information is obtained if it is known that a component

fails to a particular state than if it is only known that the component fails

somehow.

3.3 Common cause failures

One special characteristic of DFM is that components can fail at different

time points but still contribute to the same top event. Even though a CCF

event is often interpreted as a simultaneous failure of similar components,

NUREG/CR-6268 [25] defines that components need to fail only during

the PRA mission time, which is typically 24 hours. This definition is used
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both in data collection and PRA analysis. In data collection, if multiple

failures occur within 24 hours, they are interpreted as a CCF. In addition,

50% of such events where the time between failures is 24-48 hours are

counted as CCFs, i.e. a timing factor of 0.5 is used [25]. For traditional

fault tree analysis, it is irrelevant whether the components fail simultane-

ously or not during the mission time, but in DFM non-simultaneous CCFs

can be considered, because DFM divides the mission time into smaller

time intervals. Paper III takes the possibility of such CCFs into account.

Two parametric CCF models, β- and α-factor models, are used in CCF

probability computation. The CCF probability is calculated on the basis

of the average of the probabilities of individual component failures in (3.3)

for the β-factor model.

Pπ(C1(−t1,−t2, ...,−tm)) = β · 1

m

m∑

i=1

Pπ(F
i
1(−ti)), (3.3)

where −t1,−t2, ...,−tm are the failure times of components, π is the prime

implicant that contains the CCF, and Pπ(F
i
1(−ti)) is the probability that

the i:th component is failed at time step −ti in the prime implicant π. The

probabilities can depend on other literals included in the prime implicant

as presented in Paper III.

The method is simple and, in most cases, conservative, because simul-

taneous CCFs are more likely. If non-simultaneous CCFs are ignored in

the analysis, some CCF probabilities are underestimated assuming that

non-simultaneous CCFs are possible, and some prime implicants are also

left out. It is advantageous that the same β and α parameters can be used

as in the traditional case so that ordinary CCF data [65] can be used in

DFM analysis.

Paper III also presents how CCFs can be incorporated into DFM results.

CCFs do not need to be accounted for when the prime implicants are first

solved. All the prime implicants with CCFs can be created on the basis

of the original prime implicants that contain individual failures. This ap-

proach was chosen so that the graph model would not become excessively

complex, which would increase the computational demands significantly

and make the analysis time-consuming.
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4. Discussion and conclusions

This Dissertation has extended dynamic reliability analysis theory in the

following ways. First, the mathematical foundation of DFM was strength-

ened by developing an improved definition of a prime implicant in Paper I

(Section 3.1 in the Dissertation). Second, the DFM analysis was improved

by defining and analysing new risk importance measures in Paper II (Sec-

tion 3.2 in the Dissertation). Third, CCF modelling was developed in the

DFM context in Paper III (Section 3.3 in the Dissertation).

Unlike any other importance measure, the dynamic risk importance

measures utilise all the information available in prime implicants of DFM.

They measure primarily the importances of different states of components

and variables. The computation of the dynamic risk importance measures

for failure states of components provides significant additional informa-

tion compared to other importance values. On the basis of DFV results, it

is possible to judge at which time points particular failures and conditions

contribute to the top event.

The dynamic risk importance measures were developed for the needs

of DFM, but their applicability to other dynamic risk analysis method-

ologies could also be studied. The DRIF could quite easily be applied in

some different methodologies because it only measures the change in the

top event probability caused by the analysed event, but the DFV relies

heavily on prime implicants. In methods that do not solve prime impli-

cants, some alternative way of calculating the DFV should be found or

some other importance measure could be used instead. For example, dy-

namic simulation based methods are often applied in level 2 PRA [15, 66].

Timings of events are important in severe reactor accidents. Hence, the

application of the dynamic risk importance measures could be studied in

that area. Actually, some dynamic importance measures have already

been developed for level 2 PRA [67].
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Usually, the essential task in DFM analysis is to identify the prime im-

plicants of the top event. Prime implicant identification should be stud-

ied considering the definition presented in Paper I. Previously, e.g. non-

repairable components have been handled using case-specific treatments

in the identification process. A goal for future research could be to develop

a prime implicant identification algorithm that would take additional con-

straints of any type into account. The decomposition theorem from [68]

could possibly be generalised to take the multi-state logic and additional

constraints into account.

Computational efficiency is a key issue in the development of DFM for

practical reliability analysis. There is a need both to identify prime impli-

cants and to perform quantification in a reasonable time. If a new prime

implicant identification algorithm is developed as discussed in the pre-

vious paragraph, the implementation of the algorithm should also be ef-

ficient enough to be used in practice. Correspondingly, the computation

of the top event probability and the risk importance measures should be

reasonably fast, but also accurate enough. Approximations can be calcu-

lated rapidly, but the computation of accurate values can be demanding

if the analysed model is not small. Approximate values are usually suffi-

cient in most reliability analyses as long as they are accurate enough. The

quantification of DFM could be studied in greater depth so that an opti-

mal balance between accuracy and computation times could be achieved

in the computation of the top event probability and the risk importance

measures.

Despite its importance, quantification of individual literals and prime

implicants has not been much addressed in the literature. Paper III pre-

sented how to calculate the failure probabilities of non-repairable compo-

nents and CCF probabilities, but different component reliability models,

the determination of the probabilities of the initial states of variables, and

quantification of cascading failures and other dependent events could also

be studied. One factor that adds complexity is that the same literal can

have different probabilities in different prime implicants if its probability

depends on other literals. Non-repairable components are a simple exam-

ple of this, as presented in Paper III. Probabilistic analysis depends on

the modelling decisions, and the modelling of components and variables

should therefore also be considered from the quantification point of view.

An interesting and challenging topic for future research is to define good

practices in the DFM modelling and quantification.
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The CCF probability computation could be made more accurate by de-

veloping time-dependent CCF models. The assumption of simultaneous

failures is not realistic in many cases. Timing related CCF parameters

could be estimated, for example the probability that the difference be-

tween failure times lies within a specific interval. Data about failure

times is actually already collected [25], but is only utilised in the clas-

sification of events. Data analyses would be needed to study to which

failure modes time-dependent models should be applied.

DFM has been considered to be too complex to be applied to large sys-

tems, and most applications found in the literature are rather small. How-

ever, more efficient DFM tools and prime implicant solving technologies,

such as BDDs, are being developed, and computers are becoming more

and more powerful. Recent DFM models have been larger [28, 44], and

this development will probably continue in the future. With larger mod-

els, the ability to analyse results efficiently becomes even more important.

Therefore, suitable risk importance measures are needed. CCFs are also

more important when larger systems with redundancies are analysed.
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