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single password authentication does not provide a sufficient level of security. The
standard solution is to require a second authentication factor, such as one-time
code in addition to the password.

At Futurice, the old authentication service requested authentication once every 12
hours. These unnecessary interruptions annoy users, thus reducing their satisfac-
tion with the tools. Furthermore, when performing complicated tasks, recovering
from small interruptions may take several minutes. Deploying two-factor au-
thentication has not been possible because of the increased negative effects of
the interruptions. Therefore, the goal of this thesis is to minimize the number
of authentication prompts the user encounters, while increasing the security by
enabling two-factor authentication.

The new two-factor authentication service presented in this thesis uses historical
activity data to decide when the user should be reauthenticated. With the new
system, reauthentication was requested approximately once per two weeks (on
average), resulting in 90% reduction in the number of authentication prompts,
without compromising security. Two-factor authentication is not required when
there is other evidence from the context data that the user is authentic.

A brief inspection of the EU and Finnish laws indicated that the data collection
and processing for context based authentication is acceptable. Our results show
that the time and effort spent on authentication processes can be reduced with
relatively small effort. Similar results should be achievable in other companies
and organizations. Thresholds for various algorithms may require tuning, and
future work is needed to automate this.
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Téssé diplomityossé esitelldidn Futurice Oy:lle suunniteltu ja toteutettu turval-
lisempi autentikaatiojérjestelmé. Futurice on keskisuuri ohjelmistokonsultointiy-
ritys, jonka tyontekijat kayttavét erilaisia sisdisesti kehitettyja www-palveluita
asiakkaiden tiloista. Téllaisessa ympéaristossd pelkistddn salasanaan perustuva
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Chapter 1

Introduction

This thesis is a case study of improving the security and usability of the web-
based authentication system at Futurice. Futurice is a medium-sized IT con-
sulting company. Employees, contractors and a small number of customers
authenticate daily to Futurice’s web-based services. Currently, the authen-
tication is performed once every 12 hours by entering username and pass-
word, so called single-factor authentication. After the user provides correct
credentials, the authentication service generates a cryptographically signed
authentication token for the browser.

This system was designed and built several years ago for a traditional
business environment. The principal assumptions included a closed network,
with remote access only over VPN, granted on special request. This is not the
case anymore. Over half of the employees are working primarily at customer
premises. To provide the required flexibility and convenience, almost all
internal services are available over the Internet. In addition, nowadays every
employee can configure VPN remotely using a self-service tool.

Requiring either working at the office or using VPN provided a second
factor to the authentication. In essence, the users prove they know something
secret (username and password) and possess something (access to the office,
or VPN credentials). Together, these provide what is deemed as strong
authentication. Both first and second factor could be satisfied with a number
of other mechanisms. For more information, see section 2.1.

At Futurice, requiring VPN for working from off-site locations is not fea-
sible. First, in some cases, VPN causes serious performance degradation.
Second, not all customer networks allow VPN connections. Third, VPN
connection complicates various development and testing procedures. For in-
stance, connecting to a development phone over the network is more difficult
when the VPN is connected. Fourth, requiring preconfigured VPN prac-
tically forbids using devices that are not specifically configured for remote
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working. Therefore, an alternative second factor is required to provide secure
authentication.

Requiring only a password for successful authentication has major flaws.
If the attacker is able to obtain the password, there is no mechanism to pre-
vent using it from any device. Even though passwords are supposed to be
secure and private, this assumption is not true in practice. First, people tend
to reuse their passwords on various services [11, 29, 48]. This happens de-
spite the fact we regularly read reports of remarkable user database breaches
at various services. Second, even if users could change the passwords im-
mediately when exposed, they often make only minimal changes to satisfy
system requirements of generating a different password!. Third, the password
could be exposed in various mundane or sophisticated ways. For instance,
looking over the shoulder of the user while they write the password could
easily expose the password. Malware that logs keystrokes and form input is
relatively common. The attacker could obtain a password from various side-
channels, including from keystroke timing. For examples of sophisticated
attacks against the widely used TLS encryption, see section 2.3.1.

Strong authentication mitigates or eliminates the effects of these issues.
Copying a perfect second-factor component is impossible. Even though no
such component is available, typical second-factor components are either rel-
atively difficult to copy (e.g., smartcards) or expire quickly (e.g., timed one-
time passwords). Additionally, even if the attacker can copy or steal the
second-factor component, she also must acquire the associated secret before
the second-factor component either expires, or is revoked.

Currently, the most commonly used second factor is one-time passwords
(OTP). OTPs are automatically generated passwords used only once upon
request. Today, mobile phones are often employed for provisioning the pass-
words. In Finland, the majority of the online banks use paper slips with
numbered one-time password strings. For more information about OTP, see
section 2.1. The disadvantages of requiring one-time passwords are the in-
convenience and the effort required for the end user.

The goal of this thesis is to implement and evaluate an intelligent authen-
tication system. Based on the data collected from earlier sign-in attempts
and user activities on other services, the system will determine the risk level
for each authentication attempt, and it will only challenge the user when the
risk of illegitimate access is deemed too high. In addition to activity data
collected from various services, multiple additional surveys were executed.

'Even the relatively well-educated and security-conscious users at Futurice admit they
try to make only minimal changes when changing their password. 15% admit using their
Futurice password on external services. See section 3 and appendix C.



CHAPTER 1. INTRODUCTION 3

For more information, see appendices B-F.

When a user signs in, she proceeds through three distinct steps. First, the
user identifies herself by asserting a claimed identity. Second, authentication
is required. During the authentication the user proves that she is who she
claims to be. Finally, after the authentication, authorization takes place.
The system now knows who the user is and has to determine what the user
is allowed to do. This thesis concentrates on improving the authentication
process. Authorization, accounting and system administration in general are
not addressed.

The system will be evaluated using three measurements: security (min-
imizing false positives, i.e., likelihood that an attacker with a stolen ses-
sion cookies would not be asked to reauthenticate), effectiveness (minimizing
false negatives, i.e., the number of authentication prompts legitimate users
encounter) and usability (minimizing the time spent on the authentication
process). Optimally, no illegitimate access is allowed. An extreme example
of perfect security is to deny all access. This is clearly not useful. Therefore,
the effectiveness and usability goals are important. Hypothetically, when
perfect security is achieved by denying all authentication attempts, other
measurements grow indefinitely. Thus, obviously, a compromise is required.
Determining the perfect compromise between these measurements is a hard
problem that is not solved in this thesis.

Naively, the system could request one-time password (OTP) each time
user authenticates. Even though obtaining and entering the OTP consumes
less than 30 seconds, recovering from the interruption of the workflow takes
significantly longer time. Repeated interruptions annoy people. In addi-
tion to the unnecessarily wasted time, technically competent people tend to
build workarounds for laborious, seemingly unnecessary tasks. Building a
system to enter the OTP automatically certainly shortens the time spent on
authentication, but also easily compromises the security.

On the other hand, if the system accepts all available second-factor sources,
circumventing the system becomes relatively easy. For example, entering a
typical medium or large office without proper keys or ID card is usually
straightforward. Thus, the authentication system described in this thesis
analyzes all available data to make educated, automated decisions on the
required level of authentication. The hypothesis is that in a corporate envi-
ronment, users mostly follow relatively predictable usage patterns, at least
compared to consumers using, for example, Facebook?. Consequently, reli-
able and accurate automatic decisions on the legitimacy of authentication

20n the other hand, even if the usage patterns are seemingly unpredictable, Facebook
can take advantage of immense amount of data from millions of users.
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attempts should be possible.

As the goal of this thesis is not to innovate on data mining methods, only
algorithms provided by off-the-shelf libraries are considered. The goal for
data processing is pragmatic, as the business environment is changing rela-
tively swiftly and the available datasets are relatively small, thus complicat-
ing the implementation of highly specialized custom solutions. As the work-
ing environment is constantly changing, two-factor authentication decisions
must be general enough to adapt automatically, without frequent manual
intervention. Being able to understand the reasons behind the authentica-
tion decision is important for both user, and for the people responsible for
maintaining the system.

This thesis is organized as follows. After this introduction, chapter 2
describes authentication technologies, basic web security concepts and legal
aspects related to this thesis. Chapter 3 presents the case study environ-
ment. Next, chapter 4 explains architecture and technical implementation
in detail. Chapter 5 addresses data analysis and evaluation of the different
models. After that, chapter 6 presents overall results and the performance
evaluation. Finally, chapter 7 discusses the some of the potential issues and
future developments. The last chapter concludes the thesis.



Chapter 2

Background

Often, users do not intentionally compromise the security of the system they
are using [1]. If systems give meaningful feedback to the user, she often main-
tains better motivation to follow the instructions and avoid taking shortcuts
[96]. However, the tools and requirements provided for the tasks users want
or need to accomplish are seldom well-designed. For example, users have to
remember and use too many complex passwords, but the reasoning for this
is rarely explained. Furthermore, both computers and smartphones provide
only all or nothing authentication: either authentication is required before
any action — even using a calculator — or nothing is protected!.

Related to the matter of all-or-nothing authentication, in one small-scale
study, participants were asked to select the 20 most important applications
on their mobile phone and select a protection level for each application. On
the average, roughly half of the applications were classified as not impor-
tant for authentication [39]. Having to always authenticate, even to perform
tasks that would not require it encourages users to disable authentication:
30% of mobile phone users have disabled lock screen authentication [83].
Most probably, in a typical corporate environment, not all services require
high confidence in authentication. At Futurice, some instruction pages and
services could even be publicly available. The authentication system should
reflect this.

Riva et al. studied progressive authentication for mobile phones [83].
They found that authenticating mobile phone users is significantly different
from computer users. First, computers are typically used continuously for
longer periods of time, in contrast to mobile phones, which are used casually
for shorter tasks. Second, mobile phones are usually used only by a single
person. Third, data in smartphones is more confined to separate applica-

'Recently, some functionality has been exposed to lock screen: for instance, taking new
pictures and controlling music playback. For example, for iPhone, see [4].
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tions. Finally, mobile phones include multiple environmental sensors that
could be used for profiling the environment and user behavior. These in-
clude Wi-Fi, microphone, camera, accelerometers and GPS. The prototype
implementation challenged users with authentication only for sensitive tasks,
and only when environmental sensor data indicated that user had probably
changed. The number of required authentications was reduced by 42% with-
out compromising security. With computers, requiring authentication only
when a sensitive application is accessed is more difficult, as current operating
systems are built around single authentication and shared storage. Environ-
ments with mainly web applications differ significantly: on the one hand, all
authentication decisions are performed on the server side, and web applica-
tions are often running in containers, with restricted access to the data. On
the other hand, servers have significantly less information available for per-
forming authentication decisions. Furthermore, majority of the information
is collected by an untrusted client (browser).

As mobile phones expose a large number of accurate and trusted en-
vironmental sensors, transparent authentication is easier. For example, it
is possible to identify the user by observing phone movements [14]. Some
smartphones provide authentication with face detection — with current hard-
ware and detection schemes, arguably less secure than PIN, but significantly
more convenient. Unfortunately, computers typically have fewer environ-
mental sensors. In modern laptops native applications could use camera,
microphone, nearby Wi-Fi networks, Bluetooth devices and accelerometer
readings when available. Some of the data — camera, microphone and ac-
celerometer readings — are available for web applications, but are subject to
a relatively complicated user authorization process.

Security expert Bruce Schneier argued that the main security problem
has shifted from the passive eavesdropping to active phishing and man-in-
the-middle (MitM) attacks [85]. Unfortunately, two-factor authentication
fails to protect against active attacks. For phishing and MitM attacks, user
education is the primary response. In the web environment, technologies
such as HTTP Strict Transport Security (HSTS) protect against man-in-
the-middle attacks by denying insecure connections with unskippable error
[42]. Globally, HSTS is supported by approximately 55% of the browsers
[17]. At Futurice, support is at 96%>.

2 At Futurice, only relatively new hardware and software is in use. This is often the
case when the hardware is leased for a limited period of time. See section 3.1 for more
information.
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2.1 Strong authentication

Strong authentication usually refers to two-factor authentication. During
authentication, the user proves any two of the following:

e She knows a secret (often, a password)

e She has something that contains a secret (for example, generator for
one-time passwords)

e She is something (i.e. biometrics)

This is also called as "two-step” or "multi-factor” authentication. Often,
knowing something secret and having something is required. In this thesis,
these are referred as "first factor” and ”second factor”, respectively.

Second factor for strong authentication could be provided by multiple
different mechanisms. The following list is not exhaustive.

e One-time passwords
e Various mechanisms to identify the device used

e Location of the user (closed office space requiring authentication with
a token such as ID card or key)

e Biometrics

The following sections describe these mechanisms.

2.1.1 One-time passwords (OTP)

One-time passwords are unique codes that can be used only once. The main
advantage of the one-time passwords is protection against eavesdropping —
even if the attacker eavesdrops the username, password and OTP, they are
not able to reuse them later. Of course, if the attacker can obtain unen-
crypted server responses (for example, with a man-in-the-middle (MitM)
attack), she could obtain authentication tokens, and thus, in some cases,
bypass the need to possess any credentials.

Strong authentication using one-time passwords is currently deployed as
an optional feature by all major Internet companies, for example, Facebook
[89], Twitter [73], LinkedIn [88], Google [32] and Amazon [3].

For generating OTPs, multiple mechanisms exist. The following list is
not exhaustive.
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Paper slips are often used in online banking in Europe. The paper contains
a numbered list of one-time passwords, securely delivered to the user.
On the positive side, the lists are completely offline and thus secure
against spyware. On the negative side, paper slips are easy to misplace
and cumbersome to use. Also, delivering the paper slips to the users is
expensive.

Hardware tokens are mainly used in the corporate world. Probably the
most widely used and best known hardware token product line is Se-
curID [86]. The token has a small display showing a time-based OTP.
Delivering and provisioning hardware tokens is more expensive than
paper slips. On the positive side, copying hardware tokens is difficult.

Mobile phone applications. Google Authenticator [33] is currently one of
the most widely used OTP applications for mobile phones®. Passwords
are generated either from a timestamp or in response to a challenge pro-
vided by the service requesting authentication. The algorithms which
Google Authenticator uses to generate OTPs are public [65, 66].

SMS /phone calls. While mobile phone applications are convenient, SMS
messages are often used as a fallback in case the application is not
available. OTP is simply delivered as an SMS or via phone call, using
the cellular network as an out-off-band channel.

A very important feature of secure one-time password authentication is to
deny the reuse of the passwords, even if time-based OTP is technically is still
valid. OTP prevents replay attacks, but only if reuse of one-time passwords
is never allowed.

2.1.2 Identifying the device

Identifying the device used could easily satisfy the requirement ”user has
something”, assuming the device itself is protected adequately. For example,
if biometric authentication is required to unlock the device — and this config-
uration is enforced — using the device is effectively proving the identity of the
user. Of course, legitimate user could loan their device to another person.
However, similarly, they could compromise any reasonable authentication if
they wish to do so.

Smartcards are one rather simple mechanism to identify and authenti-
cate the user [76, 99]. Again, of course, nothing but rules prevent loaning

3Supported by Google, Dropbox, Amazon, Github, and numerous others.
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the smartcard. Sharing the smartcard is not possible, as the smartcard is
continuously required. Unfortunately, smartcards require both software and
dedicated smartcard readers, which are not generally available.

For the authentication system implemented in this thesis, identifying the
physical device is not practical, as no software installation is possible. How-
ever, a few weaker indicators are available. First, when the device is con-
nected to the office network, its MAC address* is available. Second, if backup
client is installed, the IP address reported by backup service should match to
the IP address of the user. Third, if the VPN is connected, again, the IP ad-
dress could be matched to the user. Fourth, the computer uptime calculated
from TCP timestamps [49] can provide additional identifying information.
However, these indicators are not always available.

In addition to identifying the device, some indicators for browser identity
are available. For example, plugins identify the browser relatively well [21].
More exotic and less accurate indicator is accuracy of the clock.

2.1.3 Location of the user

If the user is at a location, which only trusted people could access, that
could serve as second factor for authentication. This could be the case with
employee-only areas in office buildings. To enter Futurice office, an electronic
key is required. However, as typical in low-security companies — companies
not in e.g., defense or financial industry — there is no security guard at the
door. Entering the office without a valid key or ID card is entirely possible.

One approach to mitigate this problem is to use location information as
a second factor only if the user entered the office with their electronic key.
However, typically, no mechanism to link electronic door keys to authentica-
tion attempt exists. In other words, even if the user entered the office with
their electronic key, there is no way to validate that the same user is trying
to authenticate. Therefore, only being at the office does not prove legitimacy
of the user.

2.1.4 Biometrics

Probably the most widely used biometric is fingerprints. Other examples in-
clude voice matching, face or iris recognition, and heart rate [47]. In general,
the most important issue with biometrics is irrevocability. If the attacker
obtains enough data to mimic the biometric, it cannot be reissued, whereas

4MAC address is a hardcoded, physical address of the network card. Forging the MAC
address is trivial.
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reissuing compromised passwords or authentication devices is a standard pro-
cedure. Moreover, almost all biometrics either require a separate accessory,
or are easily fooled. Iris recognition is hard to bypass but slow and expen-
sive. On the other hand, sensors for voice or face recognition are available
on almost all modern devices, but deceiving those with recordings is often
straightforward.

HTMLS5 offers a media API for accessing the camera and microphone on
the client device, and orientation API for device orientation. The camera
and microphone APIs could be used for face and voice recognition. However,
we did not implement these for the following reasons. First, both APIs
are currently drafts and subject to change. Second, training face or voice
recognition requires a considerable effort. Third, as noted above, fooling the
recognition is easy, as no trusted path from the camera to the server exists.
The malicious client can feed recorded video or photos of the user. Finally,
implementing and testing the system requires a prohibitively large effort.
This feature could be developed on a later date.

2.2 Single sign-on technologies

Single sign-on (SSO) is a general term for sharing authentication information
between services. In practice, the user signs in only once to gain access to
multiple services. Currently, probably the most widely used and known SSO
service on the Internet is Facebook Connect [26]. This section concentrates
on SSO protocols, not on service providers.

Multiple protocols for implementing the single sign-on are in popular use,
or have received at least reasonable research and implementation effort. The
two most widely used technologies are OpenlD [79] and OAuth [38]. Both
are open standards, the former being authored by the OpenlD Foundation
and the latter by the Internet Engineering Task Force (IETF). In addition
to OpenlID and OAuth, SAML 2.0 is used for providing authentication and
authorization across organizational boundaries.

OpenlD is designed for authenticating users between entities not trusting
each other. Of course, some trust is required: the service requesting the
authentication has to trust the identity provider to verify user identities
properly®. Basically, the OpenID authentication only ensures that the user
holds a particular identity on the identity provider. Identities are specified
by unique URLs, which include the identity provider address. A malicious
identity provider can not forge the identities of users in another identity

SFurthermore, users must trust the identity provider they choose.
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provider.

OAuth is designed for authorization: users can delegate limited access for
applications [38]. For example, the user can grant a scheduling application a
limited access to the Google Calendar without entering the Google credentials
to the scheduling application. OAuth is also used for authentication with
a workaround: the service requests access to an API that only supports
requesting the identifier of the currently authenticated user. After receiving
the OAuth token, the service can then make another request to said API to
identify the user. Using OAuth requires registering the application to the
identity provider.

SAML 2.0 (Security Assertion Markup Language) [12] is an authenti-
cation and authorization framework for inter-organizational identity man-
agement. Shibboleth [69] is one implementation of the SAML identity and
service providers. SAML provides plenty of features, including authentica-
tion, authorization and attribute transfer mechanism. Subsequently, SAML
implementations are complex and difficult to configure®.

In addition to OpenID, OAuth, and SAML 2.0, many other authenti-
cation and authorization protocols exist. Majority of the other protocols
are either proprietary or have an insignificant user base. Therefore, other
protocols are not discussed here. Kerberos [70] is one notable exception.
Developed by MIT, Kerberos provides secure SSO over insecure channels.
With Kerberos, client devices must be trusted. Furthermore, client devices
must be in the same domain, rendering authentication over the Internet more
difficult.

All the three protocols — OpenID, OAuth and SAML 2.0 — are designed
for inter-organizational authentication and authorization. Company inter-
nal SSO systems often differ from inter-organizational systems fundamen-
tally: both the identity provider and the service asking for authentication
are trusted and controlled by the same entity. Therefore, simpler implemen-
tations could be more appropriate. Also, nothing prevents an organization
from offering multiple interoperating SSO services: for example, a simple
SSO implementation for internal services and SAML for authenticating to
services offered by partners.

For example, domain cookies” are one of the simpler approaches. A prod-
uct called mod_auth_pubtkt [51], among others, implements SSO using cryp-
tographically signed domain cookies. The advantages include straightforward

5For example, Shibboleth identity provider is over 25 000 lines of code, excluding
libraries. As a comparison, Python implementation for OpenlD client and server is ap-
proximately 2 000 lines of code.

"Domain cookie is automatically sent with every request to the same domain, not
depending on the hostname
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installation and requiring no modifications to user environments. However, if
an attacker can eavesdrop the cookie from any web service within a domain,
she can impersonate the original user on any service within that domain [84].
This is different from more complex SSO systems.

Another approach for SSO is an authentication proxy [75]. In the proxy-
setup, the browser is configured to transmit all traffic through the proxy.
First, the user authenticates to the proxy. After that, whenever the user
tries to access a service that requires authentication, the proxy inserts cre-
dentials to the request. The credentials are never transmitted to the user.
The major advantage is having no requirements for remote services: the
proxy can authenticate the user to any service, providing the credentials are
available in the proxy database. Moreover, the proxy could allow secure
logins from untrusted devices, for example, with one-time passwords. Al-
though the proxy authentication offers certain advantages, disadvantages are
even greater. First, the setup process is relatively complicated, requiring
configuration of each user device — which could be more difficult than recon-
figuring services. Second, the proxy acts as a single point of failure, both
for availability and integrity. Finally, HT'TPS connections either bypass the
proxy, or a special setup is required to handle certificates correctly.

At Futurice, transparently to the user, three separate SSO technologies
were implemented. First, SSO based on the domain cookie with mod_auth_pubtkt
is used for low-security internal services. Second, OpenlD is available for var-
ious external services, including hour reporting, and for high-security internal
services. Finally, SAML 2.0 provides SSO integration for the Google Apps
collaboration suite.

2.3 HTTP

Practically all® traffic between browsers and web servers is based on HT'TP /1.1
(HyperText Transfer Protocol) [28]. HTTP by itself does not provide any
availability, confidentiality or integrity guarantees. For confidentiality and
integrity, HTTP over TLS (HTTPS) is used [82].

In HTTP, each request is a separate connection?, without explicit session
or state management. Sessions are implemented with cookies, which are
essentially key-value pairs set by the server (or client-side JavaScript), and
sent by the browser to the service with each HT'TP request.

8Some recent additions, including WebSockets [27], provide almost raw TCP connec-
tions.

9Mechanisms such as keep-alive implement more persistent connections for higher per-
formance, but no session management.
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For normal web pages, the browser downloads pages written in HTML
(HyperText Markup Language). Typically, all content, including HTML,
JavaScript, styling and images are downloaded over HTTP(S). All content is
evaluated in a single context!®. For instance, JavaScript loaded from separate
servers or inlined in HTML is executed without any privilege separation. To
limit the sources that can provide content for the pages, content security
policy (CSP) support was recently added to all major browsers.

The following sections cover TLS, cookies and CSP in more detail.

2.3.1 TLS security

The security of TLS is well known to be flawed [2, 10, 13, 59]. This section
is not an exhaustive description of the attacks and solutions, but a limited
view of some interesting developments. A full review of the current state of
TLS security is an issue for another thesis. Many related topics, including
properly configuring supported ciphers are well covered in the documentation
of any popular web servers.

On a very general level, attacks can be classified to two distinct alterna-
tives: either the client connects to an incorrect address, or the connection is
hijacked. In the former case, the attacker could for example send an email
containing a similar-looking address, which is known as a phishing attack.
The only reliable solution is user education. In the latter case, either encryp-
tion is compromised or a man-in-the-middle (MitM) attack is performed.
For the attacker, probably the easiest way to circumvent TLS is to disable it
altogether.

In general, users enter the web pages either by following a link or by en-
tering an address [59]. The link could be on the web page, in a bookmark,
from email, or is a redirect from another page. When entering the address
manually, it is rare to enter the ”"https://” prefix. When the user enters ”ex-
ample.com” | the browser by default connects using unencrypted HT'TP. If the
server wants to use encryption, it redirects the user to "https://example.com”.
This, in turn, opens a possibility for MitM attacks, as the attacker can pre-
vent user from switching to a secure connection and proxy unencrypted traffic
to the server. The key for invisible MitM in this case is to intercept the con-
nection before it is switched to TLS, thus preventing all security features,
including certificate checks. A tool called sslstrip [60] does this. Fortunately,
for detecting a generic SSL stripping attacks, a simple JavaScript code is

0T here are ways to sandbox content, including iframes with the ”sandbox” argument.
However, practically all content is executed in the same context, including browser exten-
sions.
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enough!'. However, if the attacker is targeting a specific service, disabling
or altering relevant parts of the JavaScript code is straightforward.

HTTP Strict Transport Security (HSTS) [42] provides protection against
SSL stripping attacks, as long as the browser is initialized properly. HSTS is
initialized with a special header, which tells the browser to connect the server
only over HTTPS, and to automatically reject all invalid certificates for that
server. The browser stores this information. Unfortunately, HSTS only works
if the initial connection is made securely, as the attacker can strip the header.
Also, globally HSTS is only supported by approximately 50% of the browsers
(weighted by popularity) [17]. At Futurice, for over 96% of visits HSTS is
supported (see appendix B and section 3.1). As an additional bonus, once
the browser has stored HSTS information for a server, all certificate issues —
i.e. expired or untrusted certificate — raise an unskippable error dialog, thus
preventing the user from ignoring potential attacks or configuration errors.

When HSTS is not initialized or supported by the browser, the only
reasonable solution to prevent MitM attacks is a special browser plugin for
validating the site certificate fingerprints against a static whitelist. Addition-
ally, a browser plugin could prevent executing other, potentially dangerous
plugins. However, not all browsers support plugins inspecting certificate in-
formation. The most popular browser at Futurice, Google Chrome, does not
provide a reliable API for that. See section 4.5 for a more comprehensive
evaluation of plugins.

Encryption provides Perfect Forward Secrecy (PFS) if an exposure of the
private key of the server does not compromise earlier traffic [19]. In other
words, even if an attacker has eavesdropped and recorded all encrypted traf-
fic before obtaining the private key, past traffic is still confidential'?. En-
abling PFS inflicts approximately a 15% overhead [8] on the initial TLS
handshake!®. This property greatly restricts the consequences of leaked pri-
vate key. For example, the recent ”Heartbleed” vulnerability in OpenSSL
might have caused exposure of the private key [74], but PFS still protects
the contents of the earlier sessions!.

1With JavaScript, current URL is available in ”window.location” variable. Validating
the connection is using HTTPS is straightforward. Automatically checking whether the
connection is trusted — i.e., certificate is trusted and valid — is not possible.

120f course, with the private key, the attacker can execute man-in-the-middle attacks
and thus obtain unencrypted traffic in the future.

13 As repeating connections are usually resumed, this performance degradation is in fact
even smaller.

4 However, exposed memory content of the server might still provide current confidential
information, including passwords, to the attacker.
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2.3.2 Cookies

Cookies are the only reliable mechanism for maintaining a session between
the browser and the server. Cookies are key-value pairs set by the server
or by a JavaScript code executed in the browser. The browser stores and
sends all cookies with each request, according to the same origin policy. The
policy dictates that cookies are only sent to the server that set them, and
that the server can only set cookies for itself, or for its domain. As the
browser stores cookies, user can see and modify all contents of the cookies.
The recommended approach is to set only a random session ID in the cookie
and to store all information on the server side [6].

Even the most recent IETF RFC on cookies admits that there are a num-
ber of shortcomings in the security of the cookies [6]. Two different cookie
parameters mitigate these problems. First, setting the "secure” option pre-
vents the browser from sending the cookies over an unencrypted connection.
Unfortunately, browsers send the cookie even if the connection is untrusted,
as long as any encryption is used. For example, if the server certificate is not
trusted or is expired, the connection can not be trusted, but secure cookies
are still transmitted. Additionally, even unencrypted connections can set
and override secure cookies. Second, the confusingly named ”"httpOnly” pa-
rameter prevents JavaScript from reading the cookie. This seemingly bizarre
feature prevents malicious JavaScript from obtaining the value of the cookie,
while the browser automatically adds the cookie to each request, thus main-
taining the session with the server.

Even though "httpOnly” is not a standardized parameter, all commonly
used browsers either support or ignore it, instead of malfunctioning. A large
number of major websites use it for session cookies [100]. Therefore, most
probably no compatibility issues exist. However, large sites could avoid
setting the parameter on browsers that do not support it. This was not
tested. All browsers visiting the Futurice SSO service during 2013 supported
httpOnly.

Together, "secure” and "httpOnly” restrict exposure of the cookies, but
they do not protect against active MitM attacks.

In addition to cookies, the only ways to store a state in the browser are
localStorage and sessionStorage [41]. LocalStorage is similar to cookies — key-
value pairs, only accessible by the domain that set the values — but values
are not sent automatically back to the server. Instead, a simple JavaScript
API is used. Even though localStorage and sessionStorage contents are not
automatically transmitted back to the server, active attacker can craft a
simple JavaScript code to obtain the contents.
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2.3.3 Content security policy

Content Security Policy (CSP) allows restricting sources of various web con-
tent: most importantly, JavaScript, but also all other types. Strict enough
CSP effectively prevents cross-site scripting (XSS) attacks. XSS is one of the
most commonly exploited vulnerabilities in web applications [98].

Strict content security policy also prevents some plugins from injecting
JavaScript and CSS to the page. For example, various social bookmarking
plugins rely on running external JavaScript to analyze each page. Unfortu-
nately, some password managers malfunction as they rely on injecting CSS
for animations and JavaScript for writing values to form fields.

The CSP policy used in the authentication service deployed at Futurice
is further explained in appendix A.

2.4 IP address databases

Finding a physical location for IP address is a task that multiple services
want to perform. For example, a web store could automatically offer an
estimate for postage. The process of finding the physical location for an IP
address is called geocoding.

Information about domain names and IP addresses is stored in the WHOIS
databases, accessed with web services or over the WHOIS protocol. The pro-
tocol is specified in RFC 3912 [15]. However, only the network protocol is
defined. Each domain registrar and regional Internet registry (RIR) operates
their own WHOIS databases. No common data schema exists. No compre-
hensive studies or libraries for different data formats or for the accuracy of
the data were found. For an example of WHOIS data, see appendix G.

In addition to accuracy of the information, validity is an important ques-
tion. For generic top-level domain names, false contact information may be
a reason for cancellation of the registration. All domain registrars must send
yearly reminders to the registrants [43]. RIRs are either discussing or have
implemented similar measures [52]. With country-level domains, local laws
often require up-to-date contact information.

A company called MaxMind provides databases and services for geocod-
ing [61]. The database is collected from multiple sources, including WHOIS.
This approach requires constant updates as IP networks are repurposed and
reassigned. The resolution of the database is only to a city-level, in the best
case.

Both the WHOIS and geocoding databases store the location information
of different sized networks of IP addresses. For example, a typical IPv4 block
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for a consumer address pool is /16 (65536 individual addresses) or larger.
Often, in the WHOIS records, these networks have only a single physical
contact address, even though the IP addresses are routed to end users over
a large geographic area. MaxMind’s databases have information with better
resolution and accuracy information.

For further discussion and analysis of the geocoding databases, see sec-
tion 5.2.

2.5 Evaluating the security of information sys-
tems

Multiple frameworks for evaluating the security of information system exist.
ISACA defines information security as follows: ”[Information Security] en-
sures that within the enterprise, information is protected against disclosure
to unauthorized users (confidentiality), improper modification (integrity),
and non-access when required (availability)” [45]. Additionally, ISO/IEC
27000:2012 notes that ”"other properties, such as authenticity, accountability,
non-repudiation, and reliability can also be involved.” [46]

For the authentication system created for this thesis, all seven properties
are important. Quotations in the following list are from ISO/IEC 27000:2014
[46).

Confidentiality: ”information is not made available or disclosed to unau-
thorized individuals, entities, or processes”. In practice, no information
— data, results or authentication information — is available for unautho-
rized access.

Integrity: "protecting the accuracy and completeness of assets”. For in-
stance, attacker can not alter the data utilized in authentication deci-
sions.

Availability: "being accessible and usable upon demand by an authorized
entity”. The system should be accessible for users. Single sign-on
represents a single point of failure, as no service is available when SSO
is not functional.

Authenticity: ”an entity is what it claims to be”. Authenticity is important
both for users (users are who they claim to be) and for data (data
collected from various locations is accurate).
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Accountability: ”assignment of actions and decisions to an entity”. Ac-
countability for both users, and for various data sources is important
in case of problems.

Non-repudiation: ”ability to prove the occurrence of a claimed event or
action and its originating entities”. Non-repudiation is closely related
to accountability: when users are accountable for their actions, non-
repudiation is usually achieved.

Reliability: ”consistent intended behavior and results”. For reasonable us-
ability, consistent and proper behavior is essential. For example, if the
system arbitrarily denies login attempts, users quickly grow frustrated.

Relation of the implementation and these properties are further elabo-
rated in section 4.1 and particularly in table 4.2.

2.6 Legal aspects

For a multinational company, jurisdiction is an important question. However,
in this case study, I'T services are provided by the Finnish company and
invoiced internally from subsidiaries. Furthermore, Futurice does not have
subsidiaries outside EU'®. Therefore, only Finnish and EU laws have to be
considered.

In Finland, three laws cover the majority of the work related privacy
issues: Act on the Protection of Privacy in Working Life [54], Personal Data
Act [40] and Act on Co-operation within Undertakings [53]. The relevant
parts are introduced and discussed below.

The Act on the Protection of Privacy in Working Life aims to clarify
rules of processing private information at workplaces. The act specifies the
requirement of the necessity of the data collection. No data — even with
employee consent — may be collected if it is not necessary for the employee-
employer relationship. In the intelligent authentication, the necessity of the
data collection is clearly established. Providing an option for disabling the
data collection and processing could be appropriate. However, disabling the
data collection also means that no automatic decisions could be made and the
default must be requiring two-factor authentication. The only other relevant
clause in the law is the requirement for co-operation negotiations between
employer and employees before taking technical monitoring into use.

5 Except recently — at the beginning of 2014 — established subsidiary in Switzerland.
Unfortunately, due to time constraints, this is not addressed in this thesis.
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The Personal Data Act restricts how personal data can be collected and
processed. Also, the act mandates creating of description of the data reg-
istry (chapter 2, section 10). The act provides five general requirements for
processing the data (sections 5-9). First, a duty of care: the controller of
the registry must act "lawfully and carefully, [and] in compliance with good
[data] processing practice [...]”. Second, the processing of private data must
have a defined purpose. The purpose must be ”appropriate and justified [...]
in the operations of the controller”. The purpose must be defined before col-
lecting the data. Third, exclusivity of the purpose: the data can not be used
for any other purpose than what was defined before collecting it. However,
historical, scientific and statistical research are specifically allowed. Fourth,
there are general prerequisites for the data processing, mostly not relevant
for this case study. However, two relevant requirements are presented: the
unambiguous consent of the data subject and a connection between the sub-
ject and the controller. For employees, the consent is given when signing
the work contract, and at the same time, connection between the employee
(the subject) and employer (the registry controller) is formed. Fifth, the act
defines two data quality principles: the necessity and accuracy requirements.
The collected data must be necessary for the declared purpose, and ”erro-
neous, incomplete or obsolete data” must not be processed. Finally, the act
specifies the subject’s right of access to the personal data. In practice, in
this case study, the right to access the personal data is achieved by providing
an option to download a machine-readable data dump of the user’s personal
data.

The Act on Co-operation within Undertakings does not actually cover pri-
vacy issues, but the act specifies certain interactions between the employer
and employees. Section 19 lists specific cases requiring co-operation negotia-
tions, including ”3) the purpose, implementation and methods used in cam-
era surveillance, access control and other technical employee monitoring”.
It is not clear whether making automatic authentication decisions based on
analyzing employee behavior falls under the domain of the act. However,
the co-operation negotiations required by law are relatively straightforward,
and fair practice from the company. In short, the employer has to tell the
employees why and what is being implemented, and address any concerns
raised.

As a summary, the Finnish law establishes certain restrictions for the data
collection and processing related to intelligent authentication. The purpose
of the data collection must be defined, and the data must not be used for any
other purpose. Also, only relevant data should be collected and processed.
However, the law does not fundamentally restrict implementing the system,
and the bureaucracy and restrictions imposed by the law are reasonable.
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The relevant European Union directive [25] is implemented by Finland’s
laws. The directive also specifies that EU member states may not restrict
the movement of personal data ((9) on the preample). Therefore, the laws
in EU countries should not restrict what is described above.

The European Commission proposed unified regulations and a directive
in 2012 [24]. The goal is to unify data processing legislation to a single law
that covers all activities in any EU member state, instead of a relatively loose
directive, which is implemented differently in each country. The European
Parliament voted for a strong support of the reform [23]. For a company oper-
ating inside EU, the only highly relevant change is that companies collecting
personal data must obtain explicit consent from the users. In practice, the
service — or application — must prompt for the consent. Implementing this
to the authentication service is straightforward. For companies outside EU,
the proposal contains major changes to the current state of the legislation.
Currently, the company only follows legislations and regulations of the coun-
try from which it is operating. With the proposed regulations, any company
offering services to users within EU must fully conform to the relevant EU
law.



Chapter 3

Operating environment

Futurice is a medium-sized software company based in Finland, with small
offices in Berlin, London and Lausanne, Switzerland. The Berlin, London and
Lausanne businesses operate through local subsidiaries. The line of business
is software consulting.

Out of the 191 employees, the majority are male (M159 / F32, 83% /
17%). The average age is 31 years. 30 (16%) work part-time. 163 (85%)
are working in Finland. The majority of employees are software developers
and technically oriented designers. Almost 60% have a Master’s degree or
higher!. Approximately 15% have a Bachelor’s degree or equivalent. For the
rest, the level of education is not stored in the HR database.

Three defining characteristics of the working environment are transparency,
empowerment, and constant change. First, transparency is practiced at un-
conventional level. For example, large amounts of confidential client infor-
mation and all financial information, including project financials, are avail-
able to all employees. Similarly, company board presentations are available.
Second, the high level of transparency allows employees to make educated
decisions. This is further assisted by employer-provided credit cards [30].
Third, as the company has grown rapidly and the business environment is
changing, the working environment and organization structure are changing
too. For example, over the past two years, the primary working location has
shifted from the company office to customer premises for a majority of the
employees.

There is a moderate amount of freedom in choosing working times and
locations. Almost everyone goes to customer meetings and other work related
events at least occasionally [30].

Before deploying the new authentication service introduced in this thesis,

!National average in Finland for similar age range is 13% [91].

21
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a short survey was performed (see appendix C). The goal of the survey was
to investigate the opinions towards two-factor authentication. In the survey,
56% of participants claimed they are using two-factor authentication on some
service, in addition to online banking (appendix C). Users who were already
using two-factor authentication were more receptive to the idea of using two-
factor authentication at work: 96% of this group responded ”yes”, versus
85% for others. Also, of those already using two-factor authentication, 63%
proposed two-factor authentication as mandatory for everybody, versus only
29% of the others.

3.1 Technical environment
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Figure 3.1: Overview of the environment

Overview of components important for this thesis is presented in fig-
ure 3.1. Almost all IT services at Futurice are offered as web applications,
protected by SSO service. Internal services are managed — and often devel-
oped — by Futurice. Therefore, it is possible to perform any configuration
changes, if necessary. As previously used SSO technology explicitly required
HTTPS, all internal web services are protected by HT'TPS, with certificates
purchased from a widely recognized certificate authority.

In addition to the internal services, various third-party services are used.
For introducing a new service for personal, team or project use, no corporate
approval is required. Therefore, a large variety of different services are in
use. In addition to various "unsupervised” services, the whole company uses
Google Apps for Business for emails, mailing lists, shared storage and collab-
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orative documents (Google Drive). The Google Apps user info and passwords
are automatically synchronized from Futurice’s user directory (LDAP).

For internal services not accessible over the Internet, a VPN service is
available. Users can install the VPN on any compatible device, including
devices not owned by the company. The VPN is configured through a web
application. The authenticity of the request for a new VPN certificate is ver-
ified with a one-time password. The password is sent to the user’s phone and
subsequently entered to the web service. After installation, the VPN connec-
tion is authenticated using a certificate. While using VPN, the computer is
connected to the office’s LAN. The main concerns with the VPN are unsatis-
factory performance and reliability, and connection problems from customer
premises with restrictive access rules. The VPN service functions over UDP.
However, even on the restrictive networks, HTTPS is typically permitted.
Therefore, requiring VPN reduces the connectivity in some important cases.

Authentication and authorization information, along with various user at-
tributes, is stored in an LDAP (Lightweight Directory Access Protocol [87])
database. The user password is verified by the LDAP server, and retriev-
ing passwords from the database is not permitted. In addition to password
validation, almost all authorization information (user groups) is stored in
LDAP.

Four distinct systems requiring authentication are regularly used by em-
ployees:

Internal web services All internal web services are protected by single
SSO server. Only single-factor authentication with the LDAP username
and password is required.

External services usually have separate authentication schemes.
SSH connections to servers the LDAP username and password are used.

Workstations No centralized authentication or authorization (for example,
Active Directory) is in use. People use local accounts.

This thesis concentrates on improving the first item, SSO for web services.
Simultaneously, SSH authentication is being migrated to stronger authenti-
cation, thus reducing the attack surface available with only usernames and
passwords.

In a survey conducted before deploying the improved SSO service, 15%
of the employees admitted they reuse the same password in external sys-
tems (see appendix C). This problem is well documented in the literature
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[11, 29, 48]. No technical measure can reliably prevent password reuse. Ad-
ditionally, in the same survey, only 57% of the employees claimed they create
a completely new password every time they are required to change it?.

On an average week, 171 employees use the SSO service at least once.
Similarly, on average, 160 employees sign in to Google Apps each week.
Before this thesis, the Google Apps login was separate from the Futurice
SSO service. The SSO authentication was valid for 12 hours, and Google
Apps authentication for either the current session (until the browser was
closed) or for 30 days (when the user selected ”Remember this computer”).

All employees have a laptop and a mobile phone. Additionally, a growing
portion, currently approximately 30%3, have a tablet. Usually, the devices
are purchased, installed and configured by the centralized I'T department.
However, this is not always the case. As noted, the employees have credit
cards and thus a convenient way to buy equipment when certain constraints
are met. In that case, the I'T department does not necessarily even know
about the new device. Additionally, users retain full administrator rights
on their devices. Furthermore, laptops and mobile devices are not centrally
managed. Thus, automatically provisioning applications or modifying the
settings of the devices is not possible. Using work laptops on free time
is permitted. Indeed, 50% claimed to use the laptop for private purposes
regularly (appendix C).

All laptops are leased for two years, thus limiting the oldest device and
operating system to 24 months. When changing the laptop, the OS is usually
reinstalled and not migrated from the previous device. The user data is of
course migrated.

People update their operating systems and browsers regularly. Over 66%
of visits to the SSO service were with a browser released during the last
two months (see table B.1). For 6 months of observation (2013-04-01 —
2013-09-30), CSP was supported by at least 96% of the visits and HSTS
by 54% (see table B.2). For the last month of the period, CSP was at
97% and HSTS at 65.5%. The difference is explained by the growing usage
of Chrome. Migration to Google Apps during the observation period most
probably contributed to the shift. Detailed statistics of the browsers are
available in appendix B.

No registration or authentication is required for connecting to the of-
fice network. For authentication, technologies such as 802.1X[44] or captive
portals could be used in the future.

2Normally, once per year at Futurice.
3Extracted from internal inventory at 2013-10-30.
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3.2 Implemented data sources

In addition to the authentication service, multiple other sources were used
to obtain user activity data. The criteria for the data sources was as follows.
First, the data source must have an API or other interface for obtaining
the data automatically. Second, all the data must be linked to a specific
user. Finally, only data sources providing information about a relatively
large portion of the users were considered.

Table 3.1 lists the implemented data sources. Data sources marked with
* are further explained below.

Table 3.1: Details of implemented user activity data sources

Source IP | Timestamp | Entries per day (average)
Backup server” v v 400
Electronic doors v 300
Google docs ~ v v 78
Google logins * v v 70
SSH activity ~ v v 355
SSH logins? v v 88
Timestamps of sent emails v 416
VCS commits 73 100
VCS pushes v 100
VPN connections” v v 154
Web activity v v 2500
Yammer messages* v 9

! Google login information will not be updated after the new SSO service
is introduced. This serves only as a training and validation data.

2 Including login and logout times.

3 Spoofing commit timestamps is easy, because data is recorded by the
client.

4 Private social network service. See yammer.com for more information.
Referenced at 2013-04-14.

Backup server. Workstations maintain a constant connection to the
backup server without any user interaction. The connection is open even
when the user is not signed in. Therefore, an open connection is only an
indication of the location (IP address) of the device at any given time. Ad-
ditionally, the connection is automatically or manually closed for various
reasons. First, when the laptop is running on battery power, connection
is automatically closed when certain threshold on battery level is reached.


yammer.com
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Second, people pause the backups while performing resource-intensive tasks.
Third, when connected over slow or expensive connection, backups are of-
ten paused. Fourth, some networks have restrictive firewalls blocking the
connection.

Google Docs offers two different ways to obtain user activity. First, an
audit log [36] is available. The audit log includes entries for some of view
and edit events. No logic for filtering is documented, and could not be easily
deduced. Second, Drive SDK provides API [35] for downloading changes.
Also, upload times for the majority of the files can be downloaded using the
same API.

SSH activity log is based on pseudo terminal device (PTY) access times.
Each interactive SSH connection is connected to PTY, represented by a de-
vice file in Linux. Every time user interacts with the connection — sends
keystrokes — PTY’s access time is updated. Same mechanism is used by stan-
dard Unix tools* to determine users’ idle times. Access time is not refreshed
for non-interactive actions, for example, when a program prints output to the
user, or for protocol packets. Each server checks access times for all active
PTYs every five minutes and stores the timestamp of the last activity for
each user.

VPN connection entries include device name, remote IP address, con-
nection and disconnection times, and additionally, information about cur-
rently active sessions. VPN device names are connected to usernames and
should only be used by a single device. However, no remote device informa-
tion — for example, MAC address, device model or serial number — is available
to the server. Each user may have more than one VPN configuration, used in
different devices. No activity information is available. VPN is not automat-
ically disconnected on inactivity, as long as the client responds to keep-alive
packets.

Electronic doors access data is only available for Helsinki office. Open-
ing the door for others is relatively common. Therefore, the absence of a
recent entry for a user in the electronic doors log does not necessarily imply
that the user is not at the office. Furthermore, use of the key is not required
for leaving the office.

Keystroke timing data includes millisecond-resolution timing for en-
tering the username and password. The data is collected using a client-side
JavaScript code. Therefore, spoofing is straightforward, assuming the at-
tacker knows the correct timing. Keystroke timing is hard to imitate, and
identifies users with reasonable accuracy [7, 37, 50, 57]. However, if person’s
writing rhythm is known, it is possible to learn to imitate others [92]. As

4See bsd-finger, or who from GNU coreutils.
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simple JavaScript code can record timing data, it is hardly a secret. An
attacker can obtain some timing data by asking user to write something on
a page they control. However, people regularly write their passwords, which
are often a complex series of characters. Consequently, they probably have
different keystroke timing for that specific sequence of characters. Therefore,
inferring the timing for their password from random text might not be possi-
ble. Inferring the timing from the network traffic is possible. If the keystroke
timing is known, characters can be deduced [90]. Thus, as there is no need
to send realtime updates for keystrokes, timing data is sent at once with
username and password.
For further observations and analysis, see chapter 5.

3.3 Potential other data sources

The following data sources were evaluated but not implemented for various
reasons. The purpose of this list is to show examples of possible data sources
for future consideration.

Creation times of calendar entries obviously indicates user action. How-
ever, after briefly evaluating the data, implementation was left for later
date. Large amount of filtering is required, as for example delegated
calendars and automatically accepted invites create erroneous entries.

Credit card usage could be used to determine when user was working.
However, delay in obtaining the data is prohibitively high. Entries from
the previous month are available at the end of the month. Furthermore,
only the date is available.

Face recognition with security cameras High-quality recordings from se-
curity cameras are available. However, as only a single photograph per
employee is easily available, initial testing using Haar cascades [55] and
Eigenfaces [93] produced unsatisfactory results.

Hour reporting entries At Futurice, only the total number of working
hours per day is collected. In some companies, hour reporting includes
check-in and check-out times for both working days and breaks such as
lunches. In that case, hour reporting data would be remarkably more
useful.

Legacy network drive Old Samba based network drive was almost en-
tirely replaced by Google Drive. Additionally, to use the network drive,
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either device has to be at the office, or VPN has to be connected, which
already provides considerable amount of data.

Salesforce 5 A reasonably good API is available, but the current usage is
relatively low. Therefore, implementation was left for later date.

Skype Even though Skype is widely used at Futurice, no support was im-
plemented, as no stable API exists. Additionally, people tend to use
Skype even when they are not working.

>Customer relationship management (CRM) service. See www.salesforce.com. Refer-
enced at 2014-05-04.


http://www.salesforce.com/

Chapter 4

Implementation

The logic of the system was implemented as a finite state machine. Cer-
tain state transition decisions are based on the data analysis, which will be
detailed in chapter 5. Figure 4.1 illustrates machine states and decisions.
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Figure 4.1: Authentication state machine. (a) and (b): automatic authenti-
cation decisions. (a): if the browser or device is already known, some access
can be granted without any authentication. (b): if enough indicators support
the legitimacy of the user, no second-factor authentication is required. (c):
state transition when higher access level is required. The dashed lines denote
automatic downgrades. Multiple downgrades may happen consecutively.

In addition to the state transitions in figure 4.1, the authentication state

29
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may be downgraded in certain cases, which are listed in table 4.1.

Table 4.1: Authentication state downgrade mechanisms

Case Action

Password has been changed | first-factor authentication
Password expired first-factor authentication'
Phone number changed second-factor authentication.
Reconfigured second factor | First factor might be required.

1 This effectively signs out the user until the password is
changed.

4.1 System architecture

Figure 4.2 describes the high-level components and changes made. The sep-
aration to open services and high-security services only available on LAN
or over VPN was removed. Additionally, the Google Apps authentication
is provided by the new login system. Obviously, the VPN service is still
available even though it is not required to access internal services.

Internally, the authentication service is divided into the frontend and
backend servers. The frontend server is the only component users can access
directly. It handles the following actions:

e Rendering the pages for the user
e Validating the username and password from LDAP
e Validating two-factor authentication tokens

e Signing authentication tokens
The backend server is responsible for the following actions:

e Retrieving and storing decision data from various services

e Making authentication decisions

Figure 4.3 details the components for both the frontend and backend
services. Each box represents a separate part of the system. As system is
expected to change in the future, the colored components were designed to
use well-defined, unified APIs. Thus, adding new functionality, including
authentication providers and data sources, is easy.
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Figure 4.2: High-level overview of the system components before and after
the implementation. All connections are over HT'TPS.

All communication between the components is performed over HTTPS.
Dashed lines are database connections. In case of performance issues, de-
ploying the components to separate servers is only a matter of changing the
addresses in configuration files. Additionally, duplicating the components for
fault-tolerance is straightforward. The only component that is not trivially
duplicated is the decision database. However, many database solutions offer
built-in high-availability support.

This relatively simple architecture is designed to achieve the seven se-
curity related properties introduced in section 2.5 as well as is reasonably
possible. Unless the attacker is a trusted insider — system administrator
at Futurice — the typical attack scenario is a compromised frontend server.
Two distinct levels of compromise are considered: read-only — i.e. ability to
eavesdrop the traffic to and from the legitimate users — and read-write access.
Protecting against a malicious trusted insider is not considered in this thesis.
Table 4.2 evaluates the security properties in case of a security breach.

These properties could be improved further by building a more complex
architecture. For instance, migrating the authentication token signing to a
separate server — or to the backend server — could improve accountability and



32

CHAPTER 4. IMPLEMENTATION

"poImbol ST UOTJROTIUDYINE [RUOIIIPPR UOYM MOUY IOFUO[ OU URD SIOS() "WDISAS UOIJRITJuUOyInNe

pIo oyy 03 pareduwod ‘poonpar S — AJ[Iqe[leAr [}IM POSIFU0d 9 03 J0U — AJIQRII 913 930U 03 juejtoduir st 4] o
"SAay oY) osturoIdtiod AJLIRSS909U JOU S90OP WDISAS UOIPRIIIUSIN Y} UL

Aiqeaouma ‘sny g, “sse0oe (3001) sesniodns soxmbai s£oy uorpdArous Sururejqo — osturordwod Jo [9ad] oY) uo spuada(]
"UOIRITJUSINR [RUOINIPPR UM pojuasdld oq Pnod sy ], "V U0 vyep o) Jo AJLISojul o) Sursrurordurod

SN) “9ITATSS JUOUWDSRURU JV (T U3 0F SS000% JUIMO[[R SUSN0} UOTIRITIUIYINE 9)RIIUIG URD TIOR8 O} ‘IOASMOY] ,
"G uoroos oos ‘surgnyd
I9SMOI] UM paAoxduwl 107Ny o PInod SIY ], "IOAIOS puaspr( o) Surdronb Aq eyep UOISIOOP o) JO dWOS 9ONPIP 09

o[qe ST Inejje oY, 'SOLjud promssed FUIAdLIIOI jou ‘promssed pue osureurosn Furjepirea smoqre Auo dnjes Jyvdr ¢

‘A11odoad suorjouny [[1)s UOIIIV[0D BIRP UOISID(]
"9ouaIIodxa Iasn oY) Jo AIQRI[RI Y} (INISIP URD ISR}y

‘poarosoxd st AIqeIYy

p AIIqeTY

"SIOSN 9)RWIIS9] 0} POUTISSe U0} AUe SN [[I3S P[NOD S
‘SUEN 0} UOTYedIUSINe AIRIJIqIe SUI)eIoUS WIOI] IXOR}}e
o1} juara1d PINOM 9OTAISS 9]} JO SINIIVIIYIIL Y} JT WOAT]

"pojoajoxd st ejep OpIS

"IOSTL AUR I0J SUONO) UOIJRIIJUSJIIR 9)RIOUSS P[NOD IoOR}IR | IOAIOS PUR Iosn [[30q Jo uorjerpndol uorjerpndor
O} Se ‘PosToIduwod ST SUOIPOR IoSTL JO AN[IQRIUN0IDY "I0J | -UOU pur  AJ[IqRIUNOIIR  ‘UOIJOSU | -UOU pue
PoUNOdDe ST SIOIAISS I9(10 WOIJ PIJIR[[0d RIRP UOISIIS(] | -UOD 2INDSS ‘IdI[IRS UR FUIWINSSY AIqeIUNod0Yy
‘sAoy uonpdAIous jo ostordwoo oY) 9jediu poLojdop oq pmoo Aemoyes
10 10AI108 dyeredog ¢sAoy uonpdAmud oy $09301d 0y oqerresr st dnjos IR[IUUIS 10 I10859001d-00
G, 9IN09S OU SB ‘IOAIOS O} JO AjDnuayine oy} sosruorduod I9Aes pusjuoly pastuorduo) Ayodryueyiny
‘suoryeoo] o(dinu uo pajesrdnp Apeaiye st
IOAIOS JV(T YL ~PIemIojjysrerss st ooueuriojod pur A[Iqe[IeAR ISUSIY J10] SIOAIOS PUoyDe(
pue pusjuoij oy} [joq suryedrdnp ‘A[[eUOnIIpPYy UOIYedULINe 1030eJ-0M) SurImbar 0} yoeq
Bur[rey ‘SIoST 9)ROIJUDYINE [[IFS P[NOD IOAIDS PUSIUOILJ O} ‘O[(R[IBAR JOU SI JOAIOS PUSYOR( U} J] Ajpiqerreay
‘post
-01dwod 10U ST S9OINOS I9YJ0UR WOIJ PIJIA[[0d B)eD 9} JO
AJISIUT SYJ, "I9SN JUSIIND JO SSOIppe J[ 9y} Surpnout
‘pusydRq AU} 0} JUSS RIRP 9Y) JO SWOS AJIPOUW URD ISNORIJR
o} ‘Afsnoraq() ;poaresard st eyep JyT 9U3 Jo Ajuisojuy ‘poarosaxd st Ajrr8ojur eye([ Ayrgoguy
[S[BTJUOPAIO I9ST 10 BJRP UOISIOIP UIRHO JOU URD INIRIFY "OPRW U29(| SB[ UOIJISUUOD INIIS
"SIOSN O} 0} SIAT[OP WOJSAS o) SUOYO) UOIYedUdYINe [[ | ‘Ior[res ue Jurmunsse ‘Surddorpsosesd
puR puss SIOST S[RIIUOPIID [[€ UIRI(O 0} d[r ST Ioyor))y | oatssed jsurede 100301d 01 o[qIssoq Ayeryuopyuo))

S$S900% 9JLIM-PRAI T[N

A[uo-peoy

SS900® 9ILIM-PROI 10 AJUO-PROI M [DRII] AJLINDOS © JO 9SeD Ul UOIjRN[RAD AJLINDAG 7§ O[R],




CHAPTER 4. IMPLEMENTATION 33

non-repudiation, among other properties. However, this would compromise
availability in case of issues with the backend server. Furthermore, securing
authentication token signing requires moving all other components — except
rendering the pages for the user — to a separate server. The only benefits of
moving only token signing from the front-end server would be securing the
signing keys and preventing token generation for users who did not sign in
during the compromise. However, neither of the advantages outweighs the
disadvantages. In any case, if the login service is compromised, all signing and
encryption keys must be regenerated and redeployed. Also, as the majority of
users sign in daily, limiting the damage to only those who did is not valuable.
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4.2 Data collection

Data collection components are detailed in figure 4.3 above. Each data collec-
tion component is executed independently on the various servers. Majority
of the data is not real-time, for multiple reasons. First, third-party services
impose ratelimits for retrieving the data. Second, available computing and
IO capacity restricts the polling interval. This is the case with sent email
timestamps — each update requires synchronizing all emails to a local server.
Third, not all the data sources are reliable. For example, with the electronic
doors, even though all entries are reliably collected, those are only available
intermittently. Except for sent emails, the majority of the data is always
available within 15 minutes.

Each component transmits the data to the backend server through write-
only APIs. In effect, the data collection components are not able to retrieve
any already stored decision data. Three different APIs were implemented:

Deduplicating API for small-scale datasources. The API automatically
deduplicates input, i.e. only adds unique entries. This makes imple-
menting the data collection straightforward as the collection component
does not have to store state.

Add-only API does not perform any checks against duplicate entries for
higher performance. This is primarily used for ephemeral data. For
example, recent activity entries — by their nature, appearing only once
— are stored using this API.

Time-range APIs for various components with time ranges. For example,
for the VPN, the currently active connections are available. When the
API receives the data, it automatically tracks open sessions, and only
stores start and end timestamps.

Each API normalizes all timestamps to UTC, and stores users timezone
information when available.

4.3 Ratelimiting

As the authentication service is a gatekeeper for every service it protects, it
is also a single point of failure. In other words, the availability of the SSO
also affects the availability of other services. Of course, users possessing a
valid authentication token could continue their activities.
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The frontend server maintains per-IP ratelimit counters with the following
mechanism. For each request, multiple counters are incremented. For IPv4
addresses, counter for /24 (C-class, for example, 123.45.56.%) is used. For
IPv6 addresses, netmask /48 (a recommended end site network size [68]) is
used. The counters do not track single [P addresses, as changing the address
within a local network is usually effortless. This is especially true with IPv6.
Storing the counters consumes resources — memory — on the server. These
counters are maintained for multiple time intervals to prevent both rapid
bursts of requests, and an abnormal amount of requests over a longer period
of time.

In addition to mitigating denial of service (DoS) attacks, it is important
to prevent or mitigate brute-force attacks against user credentials. For this,
{username, authentication method} counters are used. These counters were
adjusted based on the strength of the credentials, detailed in table 4.3. It is
important to note that the attacker must obtain the correct password before
attacking any other authentication method. Therefore, the system could
raise an alarm when the ratelimit for any second-factor method is reached.
For passwords, this is not necessarily meaningful.

Table 4.3: Ratelimits for different authentication methods

Method Strength Ratelimit Search space exhaustion!
Password 5010 - 2 300/1min 3 619M years
Authenticator 0.9997596 x 10° - 4| 5/1min & 200/24h | 13.7 years

SMS 108 - ° 5/1min & 200/24h | 1370 years

Emergency codes | 362" - © 300/1min * 8.4 % 10* years

! Time required for exhausting the search space with imposed ratelimits.

2 Underestimated. In theory, this is at least (26426+10+20)'° = 82'° but in practice,
at least some assumptions can be made to reduce this. Furthermore, dictionary
attacks may reduce this significantly.

3 Arbitrarily high to mitigate potential DoS attacks.

4 Each code is valid for 90 seconds. The distribution of the numbers is not perfectly
uniform. This is corrected with the multiplier [65]. Each code is independent.

® The code is valid for 15 minutes after it is requested and sent. Each code is random
and does not depend on the previous code.

6 Emergency codes are randomly generated. The user can not modify the codes.

All counters — all time intervals for each IP address — are checked for
each request. If the maximum value for any of the counters is exceeded,
the user will see an error page, explaining the problem, with contact details
for the I'T team. Ratelimit counters were implemented with an in-memory
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database called Redis [80]. The time complexity for each required operation
— atomically fetching and incrementing the per-key values — is O(1) [81],
i.e., each operation require a constant time, not depending on the number
of entries. A complete ratelimit check consumes less than 0.1ms. Sign-out
requests by authenticated users are ratelimited separately.

Based on a quick experiment, a single counter entry consumes approxi-
mately 120 bytes of memory, including the database overhead for the various
data structures. With a moderate 512MB memory limit, approximately 4.4
million counters (1.1 million IP networks) could be stored. For reference,
16.5 million C-class IPv4 networks exist. In case of running out of memory;,
the database evicts random keys.

4.4 Second-factor authentication methods

One-time passwords (OTP) were selected as the primary second-factor au-
thentication. See section 2.1 for more information about the alternatives.

After evaluating the different service providers and applications, we se-
lected Google Authenticator based on following observations:

Price Google Authenticator is free. Alternatives such as Authy [5] and Duo
Security [20] cost approximately $5 000-10 000 per year.

Performance Alternatives require sending at least one request to the service
provider. On average, this takes approximately 500ms, which certainly
hinders the user experience. Both the client and server side compo-
nents of Google Authenticator function offline. Validating OTPs with
a Python library consumes approximately 0.05ms®.

User experience Google Authenticator works with a large number of other
services. This means users do not have to install separate application
for this service. Also, with our own server implementation, more infor-
mation can be given to the user: for example, the code is not accepted
because the mobile phone’s clock is off, or because the entered code is
generated with a configuration that is already revoked.

Financial stability There are open source implementations for both mobile
phone applications and for server side libraries. Using Google Authen-
ticator does not depend on Google.

'High performance of the library allowed enhancing the user experience by implement-
ing additional validations. See below for more information.
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Security No third-party services are required. The attack surface is signif-
icantly smaller.

Despite the name, Google Authenticator works with arbitrary services
without any interaction with Google. The application generates six-digit one-
time passwords (OTP) based on the shared secret and either a timestamp
or counter. For this implementation, timestamp based codes are used. The
algorithms for generating the OTP are public [65, 66]. The Authenticator
application is configured by scanning a QR code from the browser. The QR
code contains a special URL with the name, shared secret and configuration
information.

As generating the codes is virtually free, we implemented a few user
experience improvements:

1. The OTP provided by the user is checked against the current, previous
and next timestamps, and if a match is found, the code is accepted.
This permits +30 seconds offset to the clock synchronization. A small
offset is relatively common, occurring in approximately 20% of sign-in
attempts.

2. If no match is found, all codes for next and previous 15 minutes (that
is, 60 codes in total) are checked. If a match is found, an error message
detailing the user clock offset is shown. This occurs rarely, with only
approximately 2% of sign-in attempts. If the code is in future, it is
added to the list of used codes, to prevent a potential eavesdropper
from using it at the correct time.

3. Finally, the same steps are executed for previous ten Authenticator
configurations, if available. If any of those matches, a relevant error
message is shown, and the user can opt to SMS authentication instead.
Old configurations were encountered only in approximately 1% of the
sign-in attempts.

In the worst case, 660 code checks are executed. This consumes approxi-
mately 0.05ms x 660 = 33ms, which is perfectly reasonable delay to the login
process. If necessary, this process can be distributed to multiple computing
nodes. Furthermore, in case of performance issues, both steps 2. and 3. can
be removed temporarily without affecting legitimate sign-in attempts. This
reduces the maximum processing time required to 0.15ms.

The attacker could deduce some information using this timing informa-
tion. For example, the time required to check incorrect codes increases after
new configuration is generated (due to step 3., until the user generates her
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tenth configuration). This information could be used for social engineering.
Of course, timing information is only available if the attacker has stolen valid
session cookies or password for the user.

If Authenticator is not available or it is not configured, an SMS acts as
a backup mechanism. If SMS authentication is requested, an 8-digit OTP is
automatically sent to each phone number the user has. The codes are valid
for 15 minutes. Some popular phones show the contents of the SMS on the
lock screen, even if a PIN or similar authentication is required. A small-
scale study of the most popular phones at the time of writing gave following
results:

iOS 6/7 : displays a large amount of text, but only the first four lines.
By default, the SMS contents are shown even if locking mechanism is
enabled.

Android 4.x : if any authentication is configured, no contents are shown.
With no locking mechanism configured, the whole message scrolls once.
This could be changed by installing a third-party lock-screen widget.
Additionally, some manufacturers could deliver such widgets by default.

Android 2.x : depending on the length of phone number, text equal to the
width of 9-18 capital M characters is visible?. Line breaks are stripped.

Windows Phone 8 : text equal to the width of 18 capital M characters is
briefly visible.

To limit the impact of this, a prefix message (" Your OTP is below. This
was requested from [IP address] ([country code]).”) and four line breaks were
added to each text message. Obviously, this does not protect against phone
theft if no lock mechanism is configured.

In addition to OTPs, the system supports emergency codes in case of a
lost or unavailable mobile phone. The emergency codes are longer, static
codes that could be used as a substitute for the OTP. The emergency codes
should be printed, and stored securely. In the future, the codes could be
printed to the back side of ID badges. This potentially exposes the codes,
but on the other hand, it effectively discourages storing the emergency codes
on the computer.

2M is often used to measure widths when using non-monospace fonts.
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4.5 Browser plugins

Using browser plugins to improve the security and user experience was eval-
uated. No plugins were implemented in the scope of this thesis. This section
details the potential advantages of plugins and the reasons not to implement
them. The basic plugin features and advantages are as follows:

Certificate validation: the plugin would validate the server certificate fin-
gerprint against a static whitelist. This effectively prevents all attacks
that rely on user ignorance. This could be done also for other internal
services.

Relogin prompts: warn the user before the authentication tokens expire,
and prompt for re-login without redirecting the browser to the login
service.

Additional encryption layer: encrypt the submitted data (for example,
usernames and passwords) with a static public key. This limits the
effects of compromised TLS. Also, this could hinder generic spyware
that records the contents of the submitted forms. Furthermore, the
frontend server could pass the encrypted data to a separate secure
server for decryption and validation. This would prevent attacker with
full access to the front-end server from obtaining any of the credentials.

Authentication for the browser: the plugin could authenticate the user
browser with a private key. Simply eavesdropping the traffic would
not enable the attacker to impersonate the browser. Cookies do allow
this. In theory, standard client certificates could be used for this, but
in practice, support in existing clients is inadequate.

Background data collection: web pages can only execute JavaScript code
when the page is open on the browser. Plugins are running always when
the browser is open. This could be used to collect for example location
and accelerometer readings continuously to detect irregularities in user
activity.

Even though the advantages are remarkable, the disadvantages are even
greater. Two major disadvantages are the difficulties with the deployment
and the amount of time required to implement and maintain the plugins.

For deployment, Google Apps provides a mechanism to deploy plugins to
Chrome browsers. However, less than 50% of the users are using Chrome
(see appendix B). Additionally, not everyone using Chrome has enabled syn-
chronization with their Google Apps account. Furthermore, popular mobile
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browsers do not currently support plugins. Moreover, some customer orga-
nizations do not allow installing non-whitelisted plugins. Thus, mandating
plugin installation is not reasonable. As the plugin would not provide direct
advantages for the user, the users have no clear incentive to install the plu-
gin. Of course, the plugin would make the browser more trustworthy, thus
reducing the number of required authentications.

To provide reasonable support, at least three separate plugins must be cre-
ated: Chrome (46%), Safari (30%) and Firefox (18%). All popular browsers
provide different APIs, thus requiring separate implementations for the ma-
jority of the functionality. Especially Firefox is famous for modifying its
plugin APIs between releases, requiring constant updates for the plugins.
Moreover, at the time of evaluation, the plugin API for Chrome is relatively
restricted, making implementing the desired functionality hard or impossi-
ble. Due to the working culture and environment at Futurice, mandating a
specific browser is not an option.

Based on these reasons — unreasonable amount of time required for imple-
mentation, constant need for maintenance, and difficulties with deployment
— plugins were not implemented. In environments with a strictly controlled
workstation setup, a browser plugin could and probably even should be im-
plemented.



Chapter 5

Data analysis and evaluation

This chapter describes the data analysis and results of the different feature
extraction steps. After describing an overall view on the authentication de-
cisions, each feature is discussed separately. The next chapter presents and
evaluates the overall results.

All the benchmarks are executed in a virtual machine running Linux 3.2.0
with a single 2.4GHz Intel Core 2 Duo processor and 1GB of memory. The
benchmarks were implemented with Python 2.7.3, numpy 1.8.1 and scipy
0.13.3.

The data analysis has been separated to multiple different features. De-
cisions are formalized as a simple decision tree, illustrated in figure 5.1. This
decision tree is used to update the state machine illustrated in figure 4.1.

For each feature, false negative rate (FNR) and false positive rate (FPR)
are calculated. A false negative occurs when legitimate user must reauthen-
ticate. In this case, in figure 5.1, the decision process leads to a state marked
with 7(1)”. A false positive occurs when the feature does not reject illegit-
imate access, i.e., the decision process does not end to a state marked with
”(1)”. The whole system fails when all features produce false positive, i.e.,
the decision process for illegitimate access finishes to the state marked with
7(2)".

Instead of this decision tree, algorithms such as Support Vector Machines
(SVM) should be able to perform this task more efficiently. However, multi-
ple issues exist in this approach. First, no labeled negative data — datasets of
failed sign-in attempts that should have been rejected — exists. This hinders
using any supervised algorithm. Second, being able to reason and adjust
authentication decisions was deemed important. Extracting a specific reason
— for example, whether additional authentication is required because device
fingerprints do not match — from a SVM is not practical. Third, adjusting
and training a SVM is a complicated task that is not easily performed by a
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Figure 5.1: Authentication decision tree. Colored boxes depict the start and
end states. Legitimate authentication attempts that go to a state marked
with ”(1)” are false negatives. Illegitimate attempts that finish to the state
marked with ”(2)” are false positives.

developer who is not familiar with the specifics of the system. The mainte-
nance will be handled by developers who did not participate in developing the
service. Fourth, adding or removing features should be easy. With SVM, this
requires retraining and validating all results. Finally, validating the security
implications of the decisions made by a SVM is rather difficult.

Furthermore, a simpler solution is easier to distribute to multiple servers,
if needed. Based on these observations, the authentication decisions were
not implemented with SVM or other robust machine learning algorithm.
Implementing this should be investigated separately.
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5.1 Browser authenticity

Browsers are identified with persistent cookies. However, stealing the cookies
from backups, from intercepted traffic or with malware is entirely possible.
To mitigate this, the browser and device authenticity is verified with several
different mechanisms: user agent strings, JavaScript fingerprints and device
fingerprints (section 5.4).

5.1.1 User-agent strings

Browsers transmit a user-agent string in the headers of every request!. User-
agent strings are relatively stable, but neither unique nor secret identifier
for the browser. The user-agent string changes on every software update,
illustrated in the following examples (emphasis added):

Mozilla/5.0 (Macintosh; Intel Mac OS X 10-8-5) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/29.0.1547.76 Safari/537.56

Mozilla/5.0 (Macintosh; Intel Mac OS X 10-8-5) Apple WebKit/537.56
(KHTML, like Gecko) Chrome/30.0.1599.101 Safari/537.36

Other browsers follow a similar pattern and provide similar information.
We allow only the browser version (emphasized part in the above examples)
to change, and only increasing the version is allowed. If any other information
changes, or the version string decreases, the authenticity check fails.

During the year 2013, only three occurrences of downgraded browser ver-
sions were discovered, out of approximately 47000 logins by 286 users. In
all three cases, the users had restored backups. Requiring reauthentication
after the computer is restored from a backup is desirable, as it provides some
protection against stolen backups.

The user-agent string comparison consumes virtually no resources: the
memory requirements are restricted to the length of the user-agent strings
and parsing the strings is a quick operation. The execution requires less than
one millisecond.

5.1.2 JavaScript fingerprinting

As the name implies, in JavaScript fingerprinting, the browser executes
JavaScript code that collects identifying information and sends it to the
server. JavaScript fingerprinting was studied by Electronic Frontier Foun-
dation (EFF) in their Panopticlick project [22]. The information JavaScript

'RFC 2616 specifies " User-Agent” as optional field [28]. In practice, all browsers send
it.
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collects could include a list of installed plugins, fonts, screen resolution, time-
zone and so on. In 2010, based on the data collected on the Panopticlick
website, the fingerprint from a random browser carried at least 18.1 bits of
identifying information [21]. Similar data collection was implemented for this
thesis. The JavaScript snippet collects the timezone, screen resolution, and
list of the plugins and file types which the browser accepts (mimetypes). The
data is processed with the algorithm presented by Eckersley [21]. The entries
are sorted, concatenated and compared with previous entries using a stan-
dard Python method, difflib.SequenceMatcher [78]. This string comparison
algorithm outputs the ratio of identical blocks in the two sequences.

In this service, the problem is opposite from the EFF study. In general,
people want to stay anonymous and minimize the identifiable features?. In
contrast, with this authentication service, users do not want to be anonymous
— after all, they want to authenticate themselves with minimal effort. The
attacker wants to imitate another user as well as possible.

For tracking users for advertising, a large number of false positives is
not an issue. However, in authentication, minimizing false positives — i.e.,
chances that an attacker successfully impersonates another user — is more
important than minimizing false negatives.

Figure 5.2 shows the histogram for different similarity values. The results
for different thresholds are introduced in table 5.1. For a stricter validation,
the threshold value 0.96 produced good results. This typically allowed re-
moving, installing or updating a single plugin. The values are calculated
for all browsers that visited the service, including tablets and smartphones?.
For this feature, two different thresholds were used: if the fingerprint similar-
ity was below 0.85, two-factor authentication was required. If the similarity
was below 0.96, at least a password was required. Values above 0.96 were
accepted.

The threshold value 0.85 produced significantly higher FPR than what
Eckersley achieved with general Internet population (3.3% vs. 0.86%). Our
dataset is less diverse, as devices and operating system versions are more
standardized. This means that the FPR should be remarkably lower when
compared to a random device and browser. Of course, determined attacker
tries to imitate the fingerprint as well as possible, thus increasing the chances
of producing a false positive.

The worst case time requirement for the SequenceMatcher is O(n?), where
n is the length of the strings. For matching or almost matching strings, the

2In practice, majority of the general population are not aware of this and the implica-
tions of reduced privacy.

3Eckersley found that tablet and smartphone browsers have few customization options,
and therefore fingerprinting is not very effective.
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Figure 5.2: Browser fingerprint similarities for consecutive sign-in attempts,
obtained with SequenceMatcher. Perfect matches (n = 4067) and values
below 0.7 (n = 8) not shown for clarity. Values below 0.7 were for changing
the device language. Majority of plugin description messages are localized,
and thus the fingerprint changes greatly when locale is changed.

time requirement is considerably lower. In practice, with the real fingerprint
sequences, the average execution time was approximately 9 milliseconds. The
95th percentile was almost 32ms. The longest legitimate browser fingerprint
was approximately 10 000 characters. Restricting the maximum length of
the fingerprint mitigates DoS attacks. The comparison does not require a
significant amount of memory.

As the comparison time depends on the similarity of the strings, the
attacker could use this information to guess the correct fingerprint. This
attack vector could be eliminated by delaying the results until a constant
(or almost constant) execution time is achieved. In practice, the attacker
must eliminate all other latency sources, which should be either difficult or
impossible. This should be investigated further.
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Table 5.1: Acceptance thresholds for SequenceMatcher.

Similarity ratio threshold | FPR! FNR!
0.85 2| 3.3% 0.77%
0.92 3 1.1% 1.1%
0.96 | 0.13% 2.5%

! False positive occurs when two different browsers are
not rejected. This was obtained by cross-checking
all browser instances. False negative is recorded
when consecutive access with the same browser is
rejected, as the fingerprint changed too much.

2 Used by Eckersley [21]. Their dataset resulted in
0.86% FPR and 0.56% FNR.

3 Threshold for equal error rate.

5.2 Location

The location of the user attempting to access the services is pivotal to detect-
ing illegitimate access. However, only the IP address of the user is available?,
and no accurate mechanism to obtain the physical location of the IP address
exists. For example, with mobile networks, the physical location of the IP
address is not necessarily constrained to any specific area.

As the IP address of the user changes relatively often (on average, 2.4
IP addresses per day per user), it is not practical to connect sessions to a
single IP address. A closer inspection revealed a few reasons for the changing
IP addresses. First, users change access networks at the office (for example,
between LAN, VPN and Wi-Fi). Second, certain customers have multiple
load-balancing gateways. There is no reliable way to detect this. Third, peo-
ple actually move between locations and check in from home in the morning
or in the evening.

Three different databases were evaluated for determining the physical
location of the IP address: WHOIS, MaxMind’s free GeoLite2 database [63]
and MaxMind’s commercial Precision service [62] (see section 2.4). The
GeoLite2 database is less accurate, as MaxMind has deliberately added an
unknown amount of noise to reduce the quality of the free product. Precision
is the most accurate database MaxMind offers.

For evaluating the accuracy of the databases, a validation dataset was
collected. For more information about the data collection methodology and
the accuracy of the dataset, see appendix E.

4Except when the user is at the Futurice office.
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For each datapoint on the validation dataset (n = 397), WHOIS, Geo-
Lite2 and Precision data was obtained. For WHOIS data, a simple parse for
extracting physical addresses from the data was implemented (for a single
example of WHOIS data, see appendix G). After extracting physical ad-
dresses for IP networks, WGS84 coordinates were obtained from Google’s
reverse geocoding service [34]. For each datapoint, the error between the lo-
cation geocoding database returned and the validation dataset location was
calculated.

The errors do not seem to be normally distributed. Therefore, for evaluat-
ing the statistical significance of the accuracy difference between the geocod-
ing databases, the Wilcoxon matched-pair signed-rank test [97] is used.

The Precision database reported correct country for 100% of the vali-
dation data entries. The WHOIS data did not improve the accuracy over
results from Precision, except with small business offices. With those, the
WHOIS data was accurate within 100 meters, while the accuracy of Precision
data was limited to a correct city. This was observed only with 18 (4.5%)
datapoints in the validation set. The difference is statistically significant
(z = 39.0, p = 0.0428). This number may be higher for Futurice employees,
as customer offices may have more accurate WHOIS records than the ma-
jority of the validation dataset entries. However, obtaining the WHOIS and
reverse geocoding information is an expensive® and slow process. Therefore,
the WHOIS data extraction was not employed in the actual implementation.

Finally, Precision and GeoLite2 were compared. The free GeoLite2 database
does not provide accuracy information. For a fair comparison, accuracy in-
formation from the Precision database was not employed. GeoLite2 provided
information for all the 397 entries while the Precision did not return results
for 38 addresses (9.6%). However, the average error for the results which
only GeoLite2 returned was 810km. This is clearly unusably high. Thus,
only the 359 entries with data from both databases were compared.

The mean error for both databases is provided in table 5.2. Furthermore,
figure 5.3 illustrates the distribution of the errors. GeoLite2 was more ac-
curate for 22 addresses (5.5%), while Precision results were more accurate
for 105 addresses (26.5%). The higher accuracy of the Precision database is
statistically significant (Z = 3080.0, p = 7.7%107'3). Based on these results,
Precision was chosen for the geocoding process.

Obtaining the geocoding information consumes a considerable amount of
time. The median response time for Precision was 166ms. Of course, each
IP address is fetched only once, and the response is cached. Furthermore,
the information can be fetched immediately when the IP address is first seen.

5Quote for geocoding license from Google was over $10 000.
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Table 5.2: Geocoding errors against the validation dataset

Data source Mean error (km)
Precision 39.9

Precision & WHOIS | 35.8

GeoLite2 102.0
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Figure 5.3: Histogram of Precision and GeoLite2 errors

If this is insufficient, the GeoLite2 offline database could be used to obtain
coarse location virtually instantly (the median query time is approximately
1ms).

The Precision database reports the location accuracy (the radius of the
circle where the IP address should be located). Figure 5.4 visualizes the
location accuracy for entries where the reported accuracies were less than
100km. Three (0.75%) entries with error >100km are not shown for clarity.
Based on this data, it was concluded that the Precision database is accurate
enough for determining the user location. The accuracy information can be
used to reliably ignore inaccurate entries.
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Figure 5.4: Correlation between the accuracy reported by the MaxMind
Precision database and the validation dataset.

5.2.1 Anomaly detection

The goal of the anomaly detection is to detect unfeasible moving patterns
in users’ physical locations. For example, suddenly moving to another coun-
try is highly susceptible. This feature does not reject atypical patterns or
unexpected locations, as long as the traveled distance is reasonable.

For evaluating anomaly detection for locations, a sample of previous user
activity was obtained. The sample included entries over six weeks of user
activity between 2014-03-01 and 2014-04-17. During this time, 272 users
signed in from 2556 unique IP addresses. In total, 42278 transitions from
one IP address to another were recorded.

The following heuristics were set for the traveling: if the distance traveled
is below 1000 km, flying no faster than 800km/h (on average) is assumed.
For distances in the range of 10-100 km, driving (or public transport) with
an average speed no more than 60km/h is allowed. For the rest of the entries,
25km /h is the maximum movement speed. Figure 5.5 illustrates the number
of entries with no data (discarded IPs) and number of false negatives for
different location data accuracies.

Based on the results from the validation data and the results from the
experiment, no accuracy threshold for the MaxMind data was specified.
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Figure 5.5: Travel simulations with different accuracy thresholds.

1000km seemed to be the minimum accuracy MaxMind provides. This re-
sulted in 0.33% false negatives, i.e., cases where an anomaly is detected be-
cause of incorrect location data. The number of false positives is unknown.
For a small number of TP addresses, there is no location data (0.16% in this
sample). An attacker could potentially abuse this by using an IP address
with no geolocation information. However, this is mitigated with typical
location patterns (see section 5.2.2) and with IP reputation (see section 5.3).

As the anomaly detection only compares the distance to the previous
datapoint, the whole process consumes less than a millisecond, assuming
geolocation information for both IP addresses is available.

5.2.2 Typical location patterns

This features tracks the typical location patterns for each user. If the user
travels to unexpected location, additional authentication is required.

A quick analysis indicated people typically leave their normal location to
visit another country, and then return to the normal location. People rarely
visit multiple foreign countries on the same trip. This is clearly a pattern
that should be taken into account. Furthermore, during the first quarter
of the 2013, approximately 75% of the users did not travel to any foreign
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Figure 5.6: Demonstration of Markov chains

country®. 16% visited a single country and the rest (9%) were seen in more
than two countries.

To model the user movement, the Markov chains were used. Figure 5.6
illustrates a simple Markov chain. In each state, there is a certain probability
of either staying in the same state, or moving to one another state. Often,
the probabilities in Markov chains depend only on the current state.

For each user, Markov chain was calculated for country-level locations.
City-level modeling was tested, but it did not perform well enough. Based
on historical data — the years 2009-2013 — a 6-months rolling window was
used for training the Markov chains. Each day is counted only once, i.e.,
the Markov chain probabilities are adjusted only once per day per country.
The threshold for accepting the transition was set to 5%. For example, if the
user travels to a foreign country for a few days per month, it is considered
a typical pattern. On the other hand, occasional travelers are challenged
with two-factor prompts, which is the desired result. For the first quarter
of 2014, this threshold caused approximately 20% of false negatives. The
manual inspection indicated these are the cases where it is reasonable to ask
for authentication: users traveling to a country they have not visited before.
When returning to the originating country — a normal movement pattern —
false negatives were 0%. For all user activity, the false negatives were at
0.3%, as the majority of the users’ activities are within a single country.

The potential for false positives is high, but not easily measurable. How-
ever, as the IP address reputation system (see section 5.3) accepts a new IP
address which another employee has used earlier, it is important to track the
current country for each user. Furthermore, requiring two-factor authentica-
tion each time the user moves to another country is an insufficient solution, as
a small but significant number of people travel regularly. The false positives
could be reduced by detecting time-based patterns, for example, whether a
specific user travels on specific dates of the month or week. However, the
data did not directly indicate this to be the case.

60r more specifically, the user did not sign in or access any tracked services from a
foreign country.
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The Markov chains are precalculated in the background. A complete
calculation consumes several seconds, as fetching a large amount of data
is a time-consuming operation. However, the models can be updated and
only occasionally completely recalculated. Checking the current location is a
quick operation (<1ms), as the server can keep all the necessary information
in the memory at all times. The average model for a single user, with the
associated data structures, consumes approximately one kilobyte of memory
(or disk space).

5.3 Reputation of the IP address

This feature evaluates the legitimacy of the access based on the IP addresses.
If the user tries to access the service from IP address which does not have
adequate reputation, additional authentication is required. The reputation of
the IP address does not consider the actual location, i.e., if two IP addresses
with adequate reputation are located in different countries, simultaneous
access from both addresses is allowed. This scenario is detected by anomaly
detection (section 5.2.1) and location pattern analysis (section 5.2.2).

The reputation of each IP address declines over the time. That is, the
older the previous legitimate access was, the less trusted the IP address is.
Aborted sign-in attempts — either an invalid password or no response to the
second-factor prompt — reduce the reputation, and activity by authenticated
users increases the reputation. This greatly limits the number of addresses
the attacker could use.

To determine the proper threshold, false negatives — i.e., cases where le-
gitimate attempt was rejected — for different time thresholds were counted.
Figure 5.7 illustrates the number of false negatives for different validity win-
dows. The validity window is the maximum time since the previous legiti-
mate access. The series marked with ”3h” also consider the time of the day.
For example, if the earlier access has been at 12:00, the IP address is only
considered valid for 10:30-13:30. This limitation reduces the number of false
positives — i.e., cases where illegitimate access is not rejected. For instance,
if the user never works from the office during weekends, there is no reason to
accept sign-in without reauthentication.

As the number of false negatives per user is relatively high even with
longer expiration times, it is not practical to maintain only the per-user
reputation. In practice, employees often visit the same locations. To reduce
the number of false negatives, the windows of 2 days for global records —
addresses other users have used — and 21 days for per-user records were
selected.
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This results in the false negative rate of 3.7%, while at least theoretically
minimizing false positives. The number of false positives could be further
reduced by automatically deciding per-user windows for both global and
per-user reputation records. That is, at least for some users, lower windows
may produce similar results.
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Figure 5.7: False negatives on IP reputation with different expiration times.
In ”Global”, reputation is calculated without considering users or groups.
"Per user” calculates IP reputation only for a single user. In the series
marked with ”(3h)”, only entries within £1.5h from the current time of day
are accepted.

The accuracy of the IP reputation was further improved with a few heuris-
tics. When signing out, the IP was removed from the per-user database. Fur-
thermore, if no other users accessed the service from the same IP address,
it is removed from the global entries as well. If the brute-forcing ratelimits
were exceeded (see section 4.3), the IP address was automatically removed
from the reputation databases.
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The reputation checks consume less than one millisecond of time. All
the reputation information is stored in an in-memory database for a quick
access. Information for one IP address consumes approximately 220 bytes of
the memory. Thus, one megabyte holds over 4500 IP addresses. In practice,
all the information older than 21 days can be discarded from the memory. For
the first quarter of the 2014, at any time, approximately 22 000 reputation
datapoints were stored. This required less than five megabytes of memory.

5.4 Device fingerprints

In addition to identifying the browser, assessing the authenticity of the device
is useful. Even though browsers do not have a mechanism for obtaining device
fingerprints’, three device fingerprints were implemented:

Clock offset is measured with a simple JavaScript code. The functionality
is presented in figure 5.8.

Device uptime is deduced from TCP timestamps [49]. The uptime indi-
cates the time since the last reboot.

TCP flags and variables are relatively unique to each operating system and
major version of the operating system.

5.4.1 Clock offsets

Clocks tend to drift linearly, unless synchronized® or set by the user. Based
on this observation, two distinct types of devices were identified.

First, 9% of the devices seemed to synchronize the clocks either rarely
or never. For these devices, the clock drifted linearly, and thus a linear
model was fitted by minimizing the square sum of errors. The model is then
used to predict the next offset. As measuring the uptime is inaccurate, our
implementation allows +15% error in the value. This resulted in 2% of false
positives, i.e., cases where another device seen by the service was accepted.

Second, the rest of the devices seemed to synchronize their clocks regu-
larly. For these devices, after enough data was collected, Gaussian distribu-
tion was assumed. The threshold for accepting the clock offset was set at the
99th percentile. That is, 1% of the past data was rejected as false positives.

"Flash, Silverlight and Java browser plugins expose some information, such as CPU
speed and amount of memory, from the device and operating system, but executing any
of these typically requires a separate approval from the user.

8Synchronizing the clock is typically handled with Network Time Protocol (NTP) [64].
Full NTP implementations also slowly adjust clock frequency to minimize drifting.
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Figure 5.8: Overview of time offset calculation

5.4.2 Device uptime

As the device uptimes should increase linearly, again, linear regression was
applied. As the uptime counters wrap around regularly, and devices are
rebooted, linear regression uses only previous 30 entries for estimating the
current value. We experimented with other values, but they produced less
accurate results. With this model, 21% of the devices were considered as
unpredictable (a typical example of unpredicatable device uptime data is
demonstrated in figure 5.9). Unpredictable records are not explained by
operating systems, network devices or remote hardware. The reason remains
unclear.

For the rest of the devices, the optimal acceptance thresholds for each
device were automatically determined with the following process:

1. Set threshold » = 0.1. Repeat steps 2-7 with r =r + 0.1,r > 5.

2. Set index ¢ = 0. Repeat steps 3-7 with i = 1+1,7 < entries.length —31
3. Execute linear regression for ¢..2 + 30 entries

4. Use fitted linear regression to predict ¢ 4 31

5. Calculate error percentage between the predicted and actual values

6. If the error is < r, entry is accepted. If the error is > r, entry is rejected.
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Figure 5.9: Example of irregular uptime records. The blue markers are
recorded uptime guesses. The dashed green line illustrates the connection
between scales of the two axis.

Consecutive rejected entries are considered as undetermined?. For each
threshold, the number of accepted, rejected and undetermined entries
is collected.

7. Calculate cost with “*ﬁ*#, where u is undetermined entries, k is

rejected entries, a is accepted entries and A, B and C are weights.

Appropriate values for weights were obtained with cross-validating differ-
ent values. For each device, the threshold that minimizes the cost function
was selected. Weights A = 1.3, B = 3.1 and C = 1.8 produced FNR of 1.3%
and FPR was at 0.7%.

5.4.3 TCP flags

The third and last device fingerprint feature is the TCP flags. All detected —
identified from multiple different devices behind the same IP address — NAT
and proxy servers were excluded, as NAT and VPN devices radically change
the TCP flags. Simple operating system detection with the nmap operating
system database [72] (more information available from [58]) provided FNR
of 4.2% of the identifications, i.e., cases where operating system change was
incorrectly detected.

9For example, after reboot, the model does not immediately adjust to the new uptime
records.
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5.4.4 Decision process

The device fingerprinting accepted the device with any of the following con-
ditions:

e No undetermined features: two accepted features

e A single undetermined feature: a single accepted feature

Two or more undetermined features resulted in an undetermined device
fingerprint. All other conditions caused the rejection of the device. This
combination reduced false negatives to 0.3% and false positives to 0.4%.
17% were undetermined.

The linear regression time complexity is O(n), where n is the number of
entries. 30 entries required less than 0.2ms of processing time. In total, device
fingerprint validation requires less than 3ms, including database overhead.

5.5 Working times

Working times are one defining character of user behavior. This features
models the typical working hours of the user, and requests reauthentication
if a deviation from normal pattern is detected.

Figure 5.10 details entries for one participant, the author of this the-
sis. Even the raw, unprocessed and non-filtered data clearly exhibits a few
patterns:

The user is probably not working on Wednesdays (” Logins” and ” Doors”)

The computer is left running overnight and during weekends (VPN
and backup”)

e Heavy amount of activity on evenings and weekends ("SSH and web
activity” )0

Workday usually starts between 09 and 10.

Automatically extracting patterns like these from the data should be pos-
sible. However, not everyone is working with the same schedule. Figure 5.11
visualizes three common cases of user behavior. First, approximately 30% of
the users mainly work regular hours, with only a small amount of activity
outside of typical pattern. Second, 40% of the users work irregular hours,

10Dye to writing this thesis.
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Figure 5.10: Working times entries from different sources for the author.
All times in UTC. Darker color represents higher activity. Entries between

2013-10-10 and 2013-11-10.

with the main activity concentrated on relatively regular times. Third, a
small number of employees work irregular hours. Finally, for some of users,
virtually no data exists. For example, customers often sign in very irregularly,
or do not use any service that collects activity data.
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Figure 5.11: Examples of recorded working times patterns. All times in UTC.
Normalized scale. Entries between 2013-10-10 and 2013-11-10.

5.5.1 git commits

Information extracted from the version control system provides important
data, as it is the main system many developers use. Only support for git
[31] was implemented. However, the same principles hold for many common
version control systems.

The data is divided into two parts. First, git pushes are server-side
records for user connections to the server. This includes push, pull and
clone requests. Second, git commits are client-side records for changesets,
subsequently pushed to the server. With git, the common usage pattern is
to make multiple small local commits and push a larger amount of changes
to the central server at once. This pattern produces a large number of client-
side generated commits and a single push record on the server side at the
end of the activity.

With git pushes, the information is recorded by the server and is there-
fore relatively trustworthy. Users are signing in using dedicated SSH public
keys. The data was filtered as follows. First, a series with time differences
(in seconds) between actions per key was created. Then, fast Fourier trans-
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formation (FFT) was used to find regularities in the series. After discussions
and closer look into the audit logs, it was concluded that the SSH public keys
with clear patterns were used by various automated systems, namely deploy-
ment and continuous integration servers (CI). The keys are connected to a
specific user, even when it is used by an automated system. Furthermore,
some of the public keys were simultaneously used by the CI server and user.

The data was filtered to avoid storing incorrect activity entries by au-
tomated systems. Filtering overly aggressively was deemed preferable over
storing incorrect data. After experimenting, the following actions were found
to perform well for filtering automated entries:

1. Sort all entries into buckets based on the time difference (in seconds)
to the previous entry.

2. If the number of buckets divided by number of entries is smaller than
0.05, all entries for the key is discarded. This automatically discards
keys that are mainly used for regularly executed tasks.

3. Calculate the average time difference between the connections (in sec-
onds).

4. Discard all entries in buckets with difference < avg * 0.8.

0.1% of the automated entries remained after filtering. This was deemed
satisfactory accuracy. Approximately 4% of legitimate entries were removed.

git commits are created by the client. Thus, there is a large number of
inconsistencies, including incorrectly set clocks, improperly configured time-
zones, and non-standard author names. Of course, fabricating local commit
data is straightforward. On the other hand, pushing commits to the server
is authenticated separately. Therefore, a potential attacker should not have
a straightforward method to create or alter the records. Additionally, the
server does not allow modification of commits already pushed to the server.

For filtering git commits, a cursory approach was taken. First, all entries
with no valid email address or username as an author were dropped. Second,
entries with no commit message or with frequently occurring commit mes-
sage were discarded. Finally, entries with frequently occurring {username,
minutes of commit timestamp} or {username, seconds of commit timestamp}
pairs were removed, as automated commits seemed to run automatically at
specific times, but not necessarily regularly. For example, an automatic com-
mit might run 15 minutes past full hour, whenever there were changes to the
files.

After filtering, both the commits and push data were included to the
decision database.
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5.5.2 Modeling and results

For modeling the working times, a validation dataset was collected. The
dataset consists of self-reported working hours for one week from 30 randomly
selected employees. For detailed information about the methodology, see
appendix F.

Initial attempts to fit the data to the working times recorded in the vali-
dation dataset did not give good enough results. There is a large discrepancy
between user actions and what was reported as working times. For example,
almost everyone had at least some work-related activity after what they con-
sidered as the end of their working day. Discouraging work-related actions
after the workday might be desirable. However, that is not a task the authen-
tication system should perform in this case. Therefore, instead of modeling
the working times, only user activity was tracked. For users with no earlier
data — new employees and those returning from long holidays — user data
from other employees from the same location is used.

For each user, activity from each data source was normalized. For each
data source, the number of entries per day is counted. Then, the weight
for the entry is calculated by dividing by the number of entries. When user
activity is encountered, the sum of the weights for entries within N minutes
are counted. That is, for example for —30 < N < 30 and timestamp 08:05, all
weights between 07:35-08:35 are counted. Furthermore, only the entries from
the same day of the week are considered. Intuitively, in addition to typical
working times, this takes typical working days into account. This approach
does not function perfectly for more complex working patterns — for example,
working every second Monday — but such patterns were rare. Finally, only
the entries from the past C' days were considered. The probability obtained
from counting the weights in proximity of the current timestamp is finally
compared with the threshold .

If the user is challenged with the authentication prompt — the activity is
occurring outside of the typical working times — the working times feature is
undetermined for a certain amount of time. Therefore, if the user accesses a
service during the weekend, the authentication prompt is shown only once.
Of course, other features may trigger an authentication prompt later on.
The data indicated this period of undetermination should be four hours. In
practice, activities outside typical working hours are often one-off operations,
or responding to urgent service calls.

Values ¢ = 63 (approximately two months), —41 < N < 94 and t = 0.28
provided reasonable results. This resulted in 1.3% of false negatives, i.e.,
cases where the legitimate user had to reauthenticate. The number of false
positives — i.e., cases where the feature does not reject illegitimate access — is
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difficult to measure. However, intuitively — and based on manual inspection
— the times when the activity is allowed is greatly reduced. For example, if all
activity ends at 17:00, the probability for valid working time swiftly drops
below the threshold ¢ (within 20 minutes). Similarly, access is accepted
approximately 15 minutes before the start of the typical working day. Based
on these values, a coarse estimate for false positives would be 2.4%. The
results could be further improved by adjusting the thresholds separately for
each user.

The working times validation requires approximately 2ms of processing
time if the per-user models have been fully precalculated. Calculating the
model for one user consumes several seconds, as fetching a large amount of
data is a relatively slow operation. The memory requirements are modest —
approximately 20kB /user.

5.6 Keystroke timing

Keystroke timing models the timing patterns users exhibit when entering
their passwords. This is identifying feature 7, 37, 50, 57|, even though with
enough data and proper system, impersonation is possible [92].

We implemented keystroke timing using Dynamic time warping (DTW),
which introduced in the section. After that, our implementation is described.

5.6.1 Dynamic time warping

Dynamic time warping (DTW) is an algorithm for comparing the similarity
of two time series. Intuitively, DTW tries to fit two time series together
with non-linear transformation. Warping time series together has many ap-
plications in speech, video and graphics recognition. Warping minimizes the
cost function, which is usually either Fuclidian distance or square-sum of
distances. [67]

This process is illustrated in figure 5.12.

A basic, non-optimized DTW is relatively simple:

function dtw(a: [0—n], b: [0—m]):
—> initialize d as array with dimensions n and m
—> initialize all values of d with infinity

d[0][0] =0
for i = 0 n:
for j = 0...m:
d[i][j] = distance(a[i], b[j]) + minimum(
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Figure 5.12: Ilustration of DTW. Image from [67]. Arrows indicate aligned
points from the series.

d{i][j—1],
di-1][j—1])

return d[n][m| # return the last value

distance returns the distance between the datapoints a and b. This could
be for example Euclidian distance, i.e., (a[z] —b[x])*+ (aly] —b[y])%. minimum
returns the smallest of the arguments. The algorithm calculates the distance
between every pair of the input arrays. For simplicity, this non-optimized
version calculates each distance twice. The actual implementations avoid
this.

5.6.2 Analysis and results

If the user uses a password manager to enter the password, no meaningful
keystroke timing data is available. However, using a password manager is a
weak indicator too: if the user has almost always used a password manager
— which applies to approximately 10% of the users — manually entering the
password is clearly suspicious. On the other hand, imitating password entry
by the password manager is straightforward.

The keystroke timing data consists of a millisecond-resolution series of
timestamps for each keypress. The classification is relatively simple: the
training data consists of previous sign-in attempts by the same user, and the
input is the time series for current login. Obviously, only attempts for the
same user entering the same password are considered.

The data extraction and analysis were implemented using DTW (see pre-
vious section). The algorithm runs pairwise DTW for the new record against
all known good records. These records are sign-ins that were not interrupted,
i.e., the authentication was finished, and no reason to doubt the legitimacy
exists.
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Unfortunately, the type of the device greatly affects the typing speed and
patterns. For instance, writing the password on the mobile device differs
greatly from full-sized keyboards. It seems that the type of the physical
keyboard does not matter [92].

Experimenting with a relatively large dataset (ten entries for the same
password from 100 users, [56]) confirmed that the cost function should be
a squared sum of distances, as that minimized the false positives. With a
sample dataset, after filtering erroneous records, the equal error rate (EER)
6.2% was achieved while verifying with leave-one-out cross-validation. EER
is the point where FPR and FNR are equal. Of course, the cost of relatively
low EER was a large number — approximately one third — of users discarded
due to inconsistent writing patterns.

As keystroke timing only provides additional validation, a relatively high
error rate (6.2% of false positives) is not an issue. Therefore, no attempt to
resort to more sophisticated algorithms was made.

The process requires O(n?) time and memory, where n is the number
of entries. Fortunately, passwords tend to be short [29]. For 100-character
strings, a single execution of the DTW consumes less than 2ms. Pairwise
calculation against ten previous entries is approximately 14 milliseconds in
totall!.

"UHowever, in practice, multiple calculations can run simultaneously on multicore pro-
Cessors.
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Results and evaluation

The overall performance of the decision process was measured by replaying
earlier user activities and applying the decision process described in figure 5.1
to them. The replayed activity includes all the data the authentication ser-
vice can use during normal operations. This includes sign-in attempts, au-
thentication token requests and activity data from other services.

The performance was evaluated with three metrics: security (minimizing
false positives, i.e., the likelihood that an attacker with a stolen session cook-
ies would not be asked to reauthenticate), effectiveness (minimizing false neg-
atives, i.e. the number of authentication prompts legitimate users encounter)
and usability (minimizing the amount of time spent on the authentication
process). Also, the response times — i.e., the time users spent waiting for
pageloads — are presented. For qualitative analysis, a short user survey was
performed two months after the deployment of the new authentication ser-
vice. For more information, see appendix D.

A summary of the accuracy for the different features is available in ta-
ble 6.1. The contents of the table are further evaluated in the following
sections.
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Table 6.1: Summary of the accuracy for user activity features. Undet. is the
percentage of cases where the feature is undetermined, i.e., no decision was made.
Performance is the 95th percentile of the processing time that the feature required.

Feature False negatives | False positives | Undet. | Performance
Browser fingerprints | 0.3% 2.4% 0% 10ms
Traveling anomalies | 0.05% ? 42% <Ilms

IP reputation 3.7% ? 0% <1ms
Device fingerprint 0.3% 0.4% 17% 3ms
Working times 1.3% 4.8%! 0% 2ms
Location pattern 0.3% ? 0% <1ms
Total (naive)? 6.07% 0.03%* 18ms

Total (real)? 0.7% 7 18ms

I Estimated.

2 Based on assuming independent features, which is not the case. False negatives
are accumulated, as all the features must pass. False positives are multiplied,

as a single rejected feature rejects the authentication attempt.

3 Includes undetermined entries.
4 Based on replaying the earlier user activity, which represents the real perfor-
mance of the system.
5 As the features are not independent, the number of potential false positives
differs from the theoretical one.

6.1

Security goal

The security goal is to minimize false positives, i.e., cases where the sys-
tem accepted illegitimate access without requiring additional authentication.
It is important to note that the attacker must first obtain cookies from a
legitimate user.

Rejection by any feature described in table 6.1 results in an additional
authentication prompt. Thus, the combined false positive rate is Hgg o,
where fp; is percentage of false positives for each feature. In theory, this is
0.03%, including undetermined entries — in effect, undetermined features are
false positives.

However, the features are not independent. For example, the location
patterns and IP reputation are often correlated: when the user travels to a
new country, they usually use a new IP address as well. Furthermore, the
number of false positives is unknown for several of the features. Even if false
positives would be 100% for a certain undetermined feature, it would not
degrade the security measurement. Of course, features with 100% of false
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positives and more than 0% of false negatives have negative impact to the
usability goals, and should be discarded. Some guidelines for the number of
false positives can be presented:

IP reputation If the attacker is at the same location with a legitimate user
— for example, at an Internet cafe — IP reputation will not affect the
attacker. However, it still restricts the access to a specific time interval.
Assuming the attacker attempts to access the service from a random IP
address within the countries in which Futurice operates — Switzerland,
Germany, Great Britain and Finland — in theory, the false positives
would be 0.0002%*. Of course, for a dedicated attacker, this is not the
case.

Location pattern Every IP address in the country user is currently located
in is a potential false positive for this feature. However, at the same
time, for a typical user, this excludes 95% or more of the IP addresses?.
Of course, this only affects attackers that are abroad. Furthermore, it
is not possible to reliably detect VPNs and proxies.

Traveling anomalies are connected to the IP reputation and location pat-
terns. The attacker could potentially choose an IP address with no
geocoding information. For the Precision database, the number of
such IP addresses is not known. For GeoLite2, there are 4.4 million
such addresses (0.13%).

When cross-checking all the entries, not a single false positive was de-
tected. We evaluated this by executing the whole decision process for every
authentication attempt by other users. The obvious failing check — session
cookies — was not considered in this. In each time, the system required
additional authentication, as at least one of the features rejected the au-
thentication attempt. This result does not necessarily reflect the real-world
performance, as no deliberate attempts to impersonate others were made.

6.2 Usability goals

The results of the usability goals are summarized in table 6.2. This compar-
ison is biased against the new system, as Google Apps authentication was

! According to GeoLite2 database, there is approximately 280M IP addresses assigned
to these countries. During the first quarter of 2014, at any time, no more than 500 IP
addresses had high enough reputation.

2According to MaxMind GeoLite2 database, there is 120M IP addresses assigned to
Germany. This is 3.4% of all available IP addresses.
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Table 6.2: Summary of usability goals. Effectiveness is
measured as number of interruptions per day, on average.
Usability is defined as the time spent on the authentica-
tion process per day per user, on average.

Measurement | Old service | New service | Difference
Effectiveness | 0.660 0.067 -89.8%
Usability 10.7s ! 2.58 -76.6%

! Due to inadequate data collection, no meaningful
time measurements are available for 7.2% of the sign-
in attempts.

migrated to the same SSO service. This means that more people than before
use the authentication service in different situations.

Neither effectiveness nor usability measurements include time spent on
signing in to workstations and to other services that are not covered by the
single sign-on service.

With the old system, users performed authentication once per 1.5 days,
on average. With the new system, entering the password — i.e., first-factor
authentication — was performed once per 12.9 days. One-time passwords —
i.e., second-factor authentication — was requested once per 16.9 days.

The measured time spent on the authentication process only includes the
time user spent on the authentication service. We measure this because it is
the only automatically measurable metric. What really matters is the user
satisfaction with the two-factor authentication, and the total time users lose
due to interruptions. Automatically measuring the length of the interruption
— i.e., how long it takes before the user continue their earlier activities as
if no interruption occurred — is difficult or impossible. In the survey (see
appendix D), 96% of the respondents said they are happy with the new
service. No comparison data for the old service exists.

With both services, the first-factor authentication consumed approxi-
mately the same amount of time (16.2 seconds). The second-factor authen-
tication with the SMS required 23s (standard deviation 12.8s) and with the
Authenticator, 18s (£9.8s) was needed. Authentication with the Authenti-
cator requires less time. The difference is statistically significant (assuming
normally distributed data, T-test, ¢ = 4.038, p = 0.000061, df = 588.7).
Time spent on the second-factor authentication did not change significantly
on subsequent sign-in attempts. This is expected, as over 50% of the em-
ployees were already familiar with the Authenticator, and virtually everyone
had used SMS authentication with other internal tools. A full two-factor au-
thentication requires approximately 40 seconds, 150% increase over the old
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system.

The average time spent on configuring the second-factor authentication
was 120.1s (standard deviation 73.7s). However, this should not be taken
into consideration when calculating the efficiency of the new system, as the
configuration is a one-off operation and its costs are distributed over a long
period of time. This is not an accurate measurement for multiple reasons.
First, some users tried to configure the Authenticator app multiple times.
Not all of these attempts were combined properly in the timing data, i.e., a
small part of the consecutive configuration attempts were counted as separate
sessions. Second, the time spent on reading the instructions from other sites
and installing the application to the mobile device was not measured. Third,
a few users had problems that required help from the I'T team. This was not
measured separately.

Table 6.1 summarizes the effectiveness — the number of false negatives,
i.e., unnecessary authentication challenges legitimate users encounter — of the
each feature. The significant difference between naive and real false negatives
(6.07% and 0.7%, respectively) is due to dependencies between the features.
For example, often when the IP reputation failed, the location patterns and
working times failed as well.

The number of sessions requiring more than one sign-in attempt in the
first-factor authentication was 7% for old service and 7.5% for the new ser-
vice. Any small variance might be explained by confusion between regular
passwords and one-time passwords. Additionally, not requiring the password
daily may interrupt the routine and lead to more mistakes on entering the
password?. For comparison, with SSH, 9.8% of the connections required more
than one attempt before the correct credentials were provided?.

During the second-factor authentication, 6.4% of the sessions required
more than one attempt before the correct one-time code was entered. With
Authenticator, in 6.9% of the attempts the correct code was not provided in
the first attempt. Any variance in the error rate is probably explained by
the confusion with multiple Authenticator codes®.

3 Anecdotal evidence supports this. No robust data about this has been collected.

4These figures only include sessions where the correct credentials were provided. This
excludes potential brute-force attacks from skewing the results.

5Some users configured the Authenticator for Google Apps, which creates entry with
label ”firstname.lastname@Qfuturice.com”. Even though authentication service prompted
for a code with different label, multiple users told they first tried to use the incorrect code.
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6.3 Response times

As the decision process adds overhead to the authentication, measuring the
response times is important. Nielsen specifies that for response times below
100ms, users feel that the system is reacting instantaneously [71, chapter 5].
For 1000ms, users notice the delay, but it does not break the workflow. The
observed response time can be divided to three separate components: the
time the server consumes on processing the request and response, network
overhead (including DNS resolution and TCP overhead) and rendering the
page on the browser (including parsing the HTML, and executing JavaScript
code). We measured the network latency and rendering times experienced
by the users with the navigation timing API [95].

Assuming that the navigation timing data which the browsers provide is
accurate, the 100ms threshold is not achievable. The median for the whole
pageload — from the start of the request to having the rendered page visible
on the browser — was 637ms. The overhead from the decision process is
approximately 3% of the total (20ms). The time spent on each part of the
pageload is detailed in table 6.3. For the majority of the requests, network
overhead consumed approximately 60% of the time, and rendering required
30%. Approximately 75% of the requests were processed and rendered to the
user in less than 1000ms.

Enabling Perfect Forward Secrecy (see section 2.3.1) increased network
overhead by 16%. This is considerable but necessary expense. Furthermore,
newer, more responsive page layouts and icons increased the page rendering
times by 60%. Whether better visual appearance® and browser compatibility
are worth the increased page rendering times is not clear. The impact of this
could be limited by automatically rendering a low-resource version for slower
devices.

6This is obviously very subjective measurement. However, newer versions removed
apparent visual errors.
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Table 6.3: Summary of response times. All values in milliseconds.

Network Server Rendering! | Total
Average 473 (59.9%) | 81 (10.3%) | 256 (29.8%) | 790
10th percentile | 8 (6.5%) 31 (25%) | 85 (68.5%) | 124 2
Median 385 (60.3%) | 57 (8.9%) | 197 (30.8%) | 639
90th percentile | 1077 (61.1%) | 155 (8.8%) | 531 (30.1%) | 1763 3

1 On some devices, rendering time includes loading resources, such
as images, style sheets and fonts.
2 Workstation connected to Futurice’s Helsinki office LAN typically
achieves this performance, as the latency to the authentication
server is below 1ms.
3 This is a realistic value for mobile devices. Even though the page
is relatively lightweight, page rendering is slow in low-end devices.
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Discussion

Evaluating the security of the whole system proved to be difficult. In a
different environment, this could be handled in a more robust way. For
instance, data from earlier intrusion attempts and succeeded intrusions could
be used to verify the effectiveness of the authentication decisions. Some of
this data could be collected by an intrusion detection system (IDS). For this
case study, no such data is available. In addition to attack data, commercial
or internal penetration testing could provide some level of confidence. This
was not studied within this thesis. Finally, code reviews and formal security
reviews could be used to validate conformance with specifications, but do
not necessarily prove real world performance.

As an alternative approach, in this thesis, each model was evaluated sep-
arately, as the evaluation of a single feature — for example, predicting em-
ployees’ working times — can be executed reliably. As the logic for combining
the metrics is straightforward, deducing the effectiveness of the system from
the separate evaluations is plausible.

One open question is the potential for side-channel attacks. For example,
the time required for browser fingerprint comparison greatly depends on the
similarity of the fingerprints. Theoretically, this information could be used
for deducing the correct fingerprint. If each feature is executed sequentially,
the total time the server requires for the decision process may leak additional
information. Furthermore, the recently used data is often retrieved from the
cache. Again, this may leak information to the attacker. This could be mit-
igated for example by adding delays to implement constant-time processing.
Investigating the practicality of using timing as a side-channel was left for
further research.

The operating environment restricts the data collection. Web browsers
provide only a restricted interface to some of the environmental sensors the
device may have. Furthermore, the sensors can be accessed only when the
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web page is open. Compared to native applications, web browsers are fairly
open environments, as users can easily inspect and modify the JavaScript
code. Also, development tools integrated into the browsers allow manually
setting environmental sensor data. With native applications, forging the data
is usually significantly harder, but obviously possible.

In addition to cameras and microphones, which were excluded for pri-
vacy reasons, accelerometer is one interesting data source that was not im-
plemented in this thesis, due to time constraints'. If the device has an
accelerometer, the data should be available with a simple JavaScript API [9].
Current browsers do not require user approval before allowing access to the
data. This is different from the location, camera and microphone data. All
modern smartphones, tablets and Apple laptops, among other devices, have
an accelerometer. At least with mobile phones, it is possible to identify users
when they pick up the phone [14]. Furthermore, imperfections in the sensors
reliably identify the devices [18]. Even if identification is not possible, the
data could be used to deduce some facts: for example, whether the device is
on the table or in a vehicle. This data might provide additional information
that helps to identify the user, device and environment.
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Figure 7.1: Uptime records for two browsers running on the same computer
Some users, especially developers often use multiple browsers, or multiple

browser profiles. Cookies or other session identifiers are not shared between
these. The client device uptime records could be used to identify browsers

! Additionally, reading the accelerometer data caused serious performance degradation
on every tested device. The reason for this is unclear.
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running on the same computer. Furthermore, uptime records could be used
to detect cookies shared between multiple devices by detecting anomalies in
the observed uptime records over a longer period of time. This information
increases or reduces the trustworthiness of other browsers, i.e., when the user
successfully signs in on one browser, in some cases there is no need to require
full two-factor authentication on other browsers that are running on the same
computer. See figure 7.1 for an example of a relatively clear dataset from two
browsers running on the same computer. The preliminary inspection of the
data suggested this should be further investigated. Multiple browsers were
correctly detected to belong to a single computer in 11 instances using only
the uptime data. All these cases were manually validated. The accuracy of
the analysis could be improved with clock offset data and operating system
fingerprints.

Two-factor authentication introduces potential denial of service: if the
user loses their mobile phone and cannot access the emergency codes, it
is not possible to sign in without the intervention of the I'T department.
This could be avoided in various ways. For example, other employees can
help a user to bypass the second-factor prompt. The process could go as
follows: when the user realizes that they cannot access the second-factor
codes, they need to meet with more than one other employee simultaneously.
The user enters her username and password, selects one-time recovery, and
two — or more, depending on the situation — others enter their passwords
and second-factor codes to sign the user in. Requiring more than one full
authentications is crucial to prevent trivial escalations. If the user must
enter their password first, two malicious employees cannot impersonate her
by abusing the recovery method. Requiring at least two other employees for
recovering the access is not unrealistic, as employees often move as a team.

Another possible approach is to allow bypassing the second-factor au-
thentication by entering enough personal information. The service could
automatically ask details such as emails sent, email labels, projects with
committed code, calendar events, last sign-ins, last holidays, ID badge and
key serial numbers, device serial numbers etc. As long as the user provides
diverse enough answers — for example, answers that can not be found from
a stolen mobile phone — this information could be used to override the two-
factor prompt. The difficult problem is to find enough data sources that
are secret but which user can still remember. For example, all calendars
are automatically shared between all employees and thus are not sufficiently
secret.

In a larger environment, the data processing and performance could be
improved by predicting which users are most probably signing in within a
short timeframe, and pre-calculating the models for those users. This, and
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caching in general, could lead to side-channel attacks. For example, by mea-
suring response times with different data, the attacker could deduce which
users have their data cached. Furthermore, the response times could leak
information about the amount of the data.

As a large amount of activity data from various services is collected,
at least some anomaly detection for usage patterns should be possible. This
was left for further research. The anomaly detection could provide invaluable
information for detecting attackers who have gained access to computer with
open session. As a trivial example, some people always open the intranet
frontpage before opening any other service. When deviation from a typical
pattern is detected, the system could challenge the user with an additional
authentication prompt.

One interesting arrangement would be to have a very restrictive firewall,
and a single sign-on server accessible from the Internet. After a successful
login, the firewall rules for the remote IP address are automatically added,
to allow accessing other services. However, opening the firewall from an
unknown IP address poses security problems too [16]. On the positive side,
even if the IP address is shared between multiple devices and users, the
arrangement greatly restricts the IP addresses that could access the services.
This was not implemented, as various customer networks route traffic to
different services through separate gateways. In practice, the connection to
the authentication service may be routed through a different gateway than
the traffic to other services. In this case, the user would not be able to access
the services even after signing in successfully.



Chapter 8

Conclusions

This thesis detailed the background, design, implementation and evaluation
of an intelligent two-factor authentication service. The service was imple-
mented at Futurice, a medium-sized software consulting company.

Traditional web authentication systems either prompt for the username
and password at regular intervals (e.g., once per day), or offer a choice to save
the browser and avoid entering the credentials in the future. At Futurice,
the old service naively requested the username and password once every 12
hours, and thus interrupting users almost every day.

Furthermore, the password alone does not provide a satisfactory level
of security. For example, if the attacker eavesdrops the password, she can
sign in from anywhere. Traditionally, companies have restricted the access
to their internal services from the Internet, requiring either connection from
the office LAN or over VPN. This provides a second-factor component to
the authentication process. At Futurice, restricting access to LAN or VPN
is not practical due to a large number of employees working from customer
premises.

To improve the security, two-factor authentication with one-time pass-
words (OTPs) was implemented in this thesis. OTP effectively eliminates
the risks related to the eavesdropped credentials. Unfortunately, two-factor
authentication also increases the time required for the authentication process.
Entering the username and password consumes approximately 16 seconds on
average (including multiple sign-in attempts, when necessary). The same
metric for the OTP is approximately 25 seconds. When combined, this is a
150% increase to the time required for the authentication process.

Fortunately, the data collected from various services confirmed that users
follow relatively strict routines. The intelligent authentication service im-
plemented in this thesis challenges the user only when the earlier routines
are not followed. To avoid compromising security, multiple independent data
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sources were used. Browsers — and thus, users — are primarily identified with
cookies, which is the standard method in the web. If the attacker is able to
obtain the cookies, she must also impersonate the device and browser prop-
erly. Furthermore, the attacker must be in the correct location at the correct
time.

Our authentication service reduced the number of interruptions users en-
countered by 89.8%. Furthermore, even though two-factor authentication
consumes more time, our system reduced the required time by 76.6%. On
average, users spent approximately two minutes on configuring the two-factor
authentication. With our service, user saves this amount of time in less than
a month. The assumptions and data analysis were validated with various
surveys and validation datasets, which are described in appendices B-F.

The survey executed approximately two months after we deployed the new
service indicated that a large majority of the users were satisfied with the
new service (96%, n = 100). 70% thought that the new service is more secure
than the old one', and the rest (30%) had no opinion. 20% indicated the
credentials were required too often?. For detailed results and methodology,
see appendix D.

Deploying two-factor authentication with one-time passwords is not nec-
essarily a large inconvenience. At least technically inclined people understand
the need for such a change with rather minimal communication.

One interesting question is whether the more complicated and less pre-
dictable sign-in process causes users to abandon tasks they were about to
perform. For example, if performing some action is optional or just inter-
esting, having to enter the OTP from the mobile phone may discourage the
user from continuing.

Another open question is how the authentication service detailed in this
thesis changed the user behavior. On the post-deployment survey (appendix D),
20% said that they started using two-factor authentication on other services
as well, and 12% claimed they check in for work-related tasks on their free
time less often. Further, 12% said they use random computers less often.
These factors could be found from the data. Furthermore, user behavior
could have changed in unexpected ways. This was left for further research.

With a sufficient amount of labeled data, the decision process could in-
corporate machine learning, as opposed to using heuristics. Optimally, the
system could process arbitrary data and automatically deduce important
portions, patterns and combinations. In theory, with enough training, neu-

'However, users’ perception of security does not necessarily reflect the facts. Often,
more difficult systems are perceived as more secure. See for example [94].

2This was affected by a bug that caused unnecessary credential prompts for 10% of the
users.
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ral networks could do this. In practice, it requires an impractical amount
of data. However, more intelligent systems would learn the more complex
and hidden user behaviors. As a far-fetched example, weather and seasons
probably affect working times and behavior.

The same service could be deployed to other environments. Some parts of
the data collection are highly specialized (for example, electronic door access
data collection) and thus require customization. Similarly, thresholds used in
this thesis may not apply to other environments. Tuning the decision process
could be automated at least partly. This too was left for further research.
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Appendix A

CSP policy

Content—Security —Policy: \
default—src https://login.futurice.com; \

frame—src ’none’; object—src ’‘none’; \
font—src ’'none’; connect—src ’'none’; \
media—src 'none ’; |\

report—uri https://login.futurice.com/csp_report

”\” represents non-breaking lines. The actual HTTP header does not
contain line breaks.

default-src https://login.futurice.com : default-src tag controls the de-

fault setting, including all other content-types. More specific options

override this. CSP also supports ’self’, but manually defining the https

and the hostname further restricts general man-in-the-middle attacks.

frame-src 'none’ : prevents loading HTML frame elements from any host.

object-src 'none’ : prevents loading HTML <object> content from any
host. This includes Flash.

font-src 'none’ : disables external fonts. External fonts are potential secu-
rity issue, both for exploiting font handling code, and for deceiving the
user by providing font file with invalid/altered characters.

connect-src 'none’ : connect-src controls where the browser is allowed to
connect, including XHR (AJAX), WebSockets and EventSource.

media-src 'none’ : media-src is for video and audio content.

report-uri : Information about CSP policy violations are automatically
posted to report-uri.
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Appendix B

Browser versions

All sources referenced at 2013-10-22. Browser support for HSTS and CSP
retrieved from caniuse.com.

Table B.1: Visits by server version (2013-09-01 — 2013-09-30)

Browser version Visits | % of visits | CSP | HSTS | Release date
Chrome 29.0 1390 | 41.7% v v August, 2013
Safari 6.0 1010 | 30.3% v July, 2012
Firefox 23.0 487 14.6% v v August, 2013
Chrome 28.0 148 4.4% v v July, 2013
Firefox 24.0 106 3.2% v v September, 2013
Safari 7.0 43 1.3% v Beta release
Chrome 30.0 36 1.1% v v October, 2013 12
Internet Explorer 9.0 | 30 0.9% March, 2011
Chrome 31.0 17 0.5% v v Beta release 2
Internet Explorer 10.0 | 12 0.4% August, 2012
Others 55 1.6% -

! http://googlechromereleases.blogspot.fi/2013/10/

stable-channel-update.html

2 Users are using beta channel, e.g unreleased versions.
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Table B.2: Visits by server version (2013-04-01 — 2013-09-30)

Browser version Visits | % of visits | CSP | HSTS | Release date
Safari 6.0 6955 | 40.9% v July, 2012
Chrome 26.0 2199 | 12.9% v v April, 2013 1
Chrome 27.0 2132 | 12.6% v v May, 2013 2
Chrome 28.0 1929 | 11.4% v v July, 2013 3
Chrome 29.0 1802 | 10.6% v v August, 2013 4
Firefox 23.0 840 4.9% v v August, 2013 °
Chrome 25.0 266 1.6% v v February, 2013 ¢
Internet Explorer 9.0 | 158 0.9% March, 2011
Firefox 24.0 121 0.7% v v September, 2013 7
Safari 7.0 119 0.7% v Beta release
Others 465 2.7% ? ? -

! http://googlechromereleases.blogspot.fi/2013/04/

stable-channel-update.html

2 http://googlechromereleases.blogspot.fi/2013/05/
stable-channel-release.html
3 http://googlechromereleases.blogspot.fi/2013/07/

stable-channel-update.html

4 http://googlechromereleases.blogspot.£i/2013/08/

stable-channel-update.html

° https://www.mozilla.org/en-US/firefox/23.0/releasenotes/
6 http://googlechromereleases.blogspot.fi/2013/02/

stable-channel-update_21.html
" https://www.mozilla.org/en-US/firefox/24.0/releasenotes/
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Appendix C

Pre-deployment survey

Time of the study: this survey was executed before implementing or de-
ploying the new authentication service. Answers were collected between
2013-11-29 and 2013-12-09.

Purpose of the survey: The goal was to understand opinions and knowl-
edge related to two-factor authentication. Furthermore, understanding
how well users manage their passwords was important.

Procedure: the survey was implemented as a web-based survey. Partic-
ipants answered the survey on their own time with their own device.
The survey was anonymous. There is no mechanism to detect or remove
duplicate answers, or answers by people who are not employees.

Participants: the link to the web survey was sent with email to all em-
ployees (n = 197)' on 2013-11-29. Additionally, the link was dis-
tributed in various internal instant messaging chats. Approximately
50% (n = 106) of the population answered the survey.

Confidence: 106 participants represent the whole population with error of
+7% (95% confidence level). As participation was voluntarily, this may
introduce bias to the sample. For instance, people with no opinion may
pass participating.

! This is the number of unique email addresses on the internal mailing lists at the time
of sending the survey. It is not exact representation of the number of employees at that
time.
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C.1 Questions

The survey had two pages. Footnotes were not included in the survey. No
detailed background information — age, sex, length of the employment, role
at the company — were collected.

1 Are you using two-factor authentication? ... excluding online banks.
Yes/No *

2 Do you regularly use your work laptop on your free time? Yes/no?

3 Do you allow others use your work laptop with your account?
If you only allow using a separate guest account, answer no.
Yes/On exceptional cases/Never

4 Are you using your Futurice password on any external services
or device? Futurice Google Apps does not count®. For example, do

you use the same password for external services or on the device at
home? Yes/No

5 When you have to change your password at Futurice, do you
create a completely new password? Answer no, if you only make
a minimal change to your previous password. Yes/No

If user answered Yes to first question (*), next page showed following
questions:

A.1 Are you using two-factor authentication voluntarily? Yes/No
A.2 Is it easy to use? Yes/No

A.3 Is it required too often? Yes/No
For No, second page showed following questions:

B.1 Why not? I don’t know what is two-factor authentication / It’s too
difficult / I don’t think it makes a difference / I don’t have anything
to protect / It is not available

The last question on the second page for both choices was

A&B What about using it at Futurice? Assuming you only need to
enter it when using a new device, or on similar exceptional cases. Yes,
for everyone / Yes, as opt-in feature / No

2Company policy explicitly allows using work laptop on free time
3Password is automatically synced from LDAP to Google Apps
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C.2 Results

106 users submitted answers to the survey.

People might have answered ”"No” to question 6, as no ”Indifferent” or
similar neutral option was available. When this was realized, additional
option was not added, as significant number of answers were already collected.

For the first 31 answers, question 5 did not specify ”"at Futurice”. How-
ever, as majority of the services do not mandate password changes, misun-
derstanding the question should not skew the results. Indeed, distribution of
answers is equal before and after modifying the question.

Table C.1: Survey answers:

95

general questions

word at Futurice, do you create a com-
pletely new password?

Question Yes | No | Remarks

Are you using two-factor authentica- | 56% | 44%

tion?

Do you regularly use your work laptop | 53% | 47%

on our free time?

Do you allow others use your work lap- | 2% | 68% | 30% answered ”"On excep-
top with your account? tional cases”

Are you using your Futurice password | 15% | 85%

on any external service or device?

When you have to change your pass- | 57% | 43%

Table C.2: Survey answers: users using two-factor authentication

Question Yes | No | Remarks

Are you using two-factor authentica- | 83% | 17%

tion voluntarily?

Is it easy to use? 87% | 13%

Is it required too often? 15% | 85%

What about using it at Futurice? 96% | 4% | 33% answered ” Yes, as opt-

in feature”
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Table C.3: Survey answers: users not using two-factor authentication

Question

Yes

No

Remarks

What about using it at Futurice?

85%

15%

56% answered ”Yes, as opt-
in feature”

Table C.4: Survey answers: Why you don’t use two-factor authen-

tication?
Answer Percentage
I don’t know what is two-factor authentication 9%
It’s too difficult 35%
I don’t think it makes a difference 11%
I don’t have anything to protect ™%
It is not available 27%
Other 11%
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Post-deployment survey

Time of the study: this survey was executed approximately two months
after deploying the new authentication service.

Purpose of the survey: The goal was to collect feedback about the de-
ployment process and to measure user satisfaction.

Procedure: the survey was implemented as a web-based survey. Partici-
pants answered the survey on their own time with their own device,
with no supervision. The survey was anonymous. There is no mecha-
nism to detect or remove duplicate answers, or answers by people who
are not in fact employees.

Participants: the link to the web survey was sent with email to all em-
ployees (n = 218)!. Additionally, the link was distributed in various
internal instant messaging chats. Approximately 50% (n = 100) of the
population answered the survey.

Confidence: 100 participants represent the whole population with error of
+7.5% (95% confidence level). As participation was voluntarily, this
may introduce bias to the sample. For instance, people with no opinion
may pass participating.

Questions and answers are detailed in table D.1. All questions were op-
tional. However, only a single person did not answer every question. Thus
questions 4 and 5 have 99 answers.

IThis is the number of unique email addresses on the internal mailing lists at the time
of sending the survey. It is not exact representation of the number of employees at that
time.
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Appendix E

Geocoding validation dataset

Time of the study: the dataset was collected between 2013-03-10 and 2013-
04-30.

Purpose of the survey: the dataset was collected to evaluate the accuracy
of different geocoding databases.

Procedure: a simple web service was built to enable automatic data col-
lection. When the user entered the page, a brief introduction to what
will be collected was shown, and the user could either close the page
or proceed with sharing their geographic location using HTML5 geolo-
cation API[77]. The source of each datapoint — i.e., from where the
user followed the link to the page — was not recorded!. Participant
demographics were not collected.

Participants: The link was sent to all Futurice employees (n = 208) 2,
shared on Twitter and Facebook, and with multiple crowdsourcing ser-
vices®. On crowdsourcing services, $0.05-0.25 was paid for each data
entry. Only one entry per user was allowed.

Confidence: 397 random datapoints represent the whole internet with error
of £5% (95% confidence level). The sample is not uniform over the
whole population.

!This is in fact unintentional. Unfortunately, the bug was discovered only after the
collection.

2This is the number of unique email addresses on the internal mailing lists at the time
of sending the survey. It is not exact representation of the number of employees at that
time.

3microWorkers (microworkers.com), rapidWorkers (rapidworkers.com) and ShortTask
(shorttask.com) were used.
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After removing duplicate and invalid entries, the dataset consists of 397
[P-geographic coordinate pairs. Each datapoint contains following informa-
tion, with examples:

IP address: 82.130.48.39
Latitude and longitude: 60.1906261,24.8352919

Accuracy: 40.0m*

The data does not necessarily represent Futurice employees very well.
Especially with crowdsourcing services user demographics — including income
and residential area. Furthermore, when employees are traveling abroad,
they are likely staying in hotels and working from customer premises. This
is presumably different from the users of the crowdsourcing services. This
was not investigated further. Similar accuracy for IP addresses employees
use was assumed.

The geolocation API reports the accuracy of the location. Histogram of
accuracies is visualized in figure E.1. All entries with accuracy >500 meters
were discarded, on the basis that either Wi-Fi or GPS location should report
more accurate locations. If the browser obtained the geographic location
from geocoding database, it does not provide meaningful information for
evaluating the accuracy of similar databases.

At least 80%° of the datapoints are from devices without GPS — laptops
or desktop computers — the accuracy requirement effectively removes all areas
with no Wi-Fi access points. It is unclear whether this affects the accuracy
of the dataset.

4Self-reported value. The radius of the circle where user should be. The center of the
circle is at reported coordinates.
SEstimated from user-agent strings and screen resolutions.
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Figure E.1: Reported accuracy of location validation dataset.



Appendix F

Validation dataset for employee
working times

Time of the study: the dataset was collected during November 2013.

Purpose of the survey: the dataset was collected to correlation between
perceived working times and collected activity data.

Procedure: participants were instructed to write down working times (the
beginning and end of the workday), times of lunch breaks and other
breaks over a period of seven consecutive days. As a general guideline,
15 minutes resolution was deemed sufficient. 26 participants sent daily
report emails. The rest sent a single report with all the entries. Each
participant recorded their entries independently. After recording the
working times, each participant completed a web-based survey.

Participants: 30 employees were randomly chosen. The selection criteria
for participants was at least two successful logins to Futurice SSO be-
tween 2013-11-04 and 2013-11-17. As virtually no data exists for users
who do not use Futurice services at least occasionally, the selection
criteria was imposed to obtain more useful and accurate validation
dataset. In total, 178 employees matched this criteria. Three employ-
ees declined to participate on the basis of too busy schedules. Another
three employees did not respond to request to participate. In both
cases, new participants were randomly selected.

Confidence: 30 participants represent the whole population with error of
+14% (90% confidence level). Six reselected participants potentially
increase the error.
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Working times were recorded independently, and people might interpret
instructions differently. For instance, in the web-based survey sent after the
data collection, only 24 (80%) claimed it was always clear what is considered
as working times. People might act differently when they consciously monitor
their working and break times. In the same survey, 19 participants (63%)
estimated their reports were ”very accurate”. The rest described their reports
more accurate than official hour markings. However, only 16 (53%) claimed
to mark all working times to official hour reporting. Only two participants
(7%) thought the participation might have affected their working days or
official hour markings.



Appendix G

Example of WHOIS data

Example of WHOIS output for IP address from RIPE database. Unimpor-
tant parts and comments omitted.

N

inetnum : 83.145.221.208 — 83.145.221.223
netname : FUTURICE-DSL

descr: Futurice Oy, Helsinki
country : FI

admin—c : HN&842—RIPE

tech—c: NBL4-RIPE

role: Nebula Internet Services
address: Heikkilantie 2A

address: 00210 Helsinki

address : Finland

nic—hdl: NBL4—RIPE

person: Hanno Nevanlinna

address: Futurice Oy

address: Vattuniemenranta 2, 5 krs
address: 00210 Helsinki

address: Finland

phone: 4358207479210

nic—hdl: HN842—RIPE
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Example of WHOIS output for domain futurice.com. Unimportant
parts and comments omitted.

Domain Name:
Registry Domain ID:
Registrar WHOIS Server:
Registrar URL: http://www.godaddy .com
Update Date:
Creation Date:
Registration Expiration Date:

Registrar
Registrar:
Registrar
Registrar
Registrar

Domain Status:
Domain Status:
Domain Status:
Domain Status:

IANA ID:

FUTURICE .COM

2011-06—17 07:05:44
2000—-08—-04 02:59:12

GoDaddy .com, LLC
146

Abuse Contact Email:
Abuse Contact Phone:

clientUpdateProhibited
clientRenewProhibited
clientDeleteProhibited

Registry Registrant ID:

Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant

Name: Mats Malmsten
Organization: Futurice Oy
Street :
City: Helsinki
State/Province:

Postal Code: 00210
Country: Finland

Phone: +358.207479210
Phone Ext:

Fax:

Fax Ext:

Email: admin@futurice.com

Registry Admin ID:

Name Server:
Name Server:

DNSSEC:

NS1.FUTURICE.COM
NS2.FUTURICE .COM

unsigned

Last update of WHOIS database:

Vattuniemenranta 2

32355694 DOMAIN_COM—VRSN
whois . godaddy .com

2014—-08—-04 02:59:12

abuse@godaddy . com
+1.480—-624—-2505
clientTransferProhibited

2013-12—-12T15:00:00%Z
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