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Abstract

The Lattice Isomorphism Problem (LIP) is an emerging foundation for post-quantum
cryptography thanks to the pioneering work of Ducas and van Woerden (EUROCRYPT
’22). That work lays the foundation for LIP in cryptography with a zero-knowledge
proof of knowledge (ZKPoK), a key-encapsulation mechanism, and a digital signature
scheme which is further developed into the efficient signature Hawk (ASIACRYPT ’22)
using structured lattices. However, as compared to the development of lattice-based
cryptography from the Short Integer Solution (SIS) and Learning with Errors (LWE)
problems, LIP-based cryptography is yet to cover a rich variety of functionalities
beyond the two basic ones: encrypting and digitally signing messages. This work is
an effort to extend the landscape of LIP-based cryptography from the above basic
primitives to more advanced ones by adapting techniques used in SIS-based and
LWE-based primitives to LIP. We provide a public-key encryption (PKE) which
encrypts plaintexts of integral vectors, and it comes with a zero-knowledge proof of
plaintext knowledge. We use this PKE as a commitment scheme in the construction of
a ZKPoK for quadratic relations, so this ZKPoK has a straightline extractor naturally.
Using the same ZKPoK in non-interactive mode by Fiat-Shamir transformation, we
introduce the first LIP-based blind signature scheme which is the blinded version of
the digital signatures of Ducas and van Woerden. The security of our scheme stems
from a new one-more Close Vector Problem (omCVP) assumption. This assumption
is arguably an analogue of the one-more-SIS assumption by Agrawal et al. (CCS ’22)
and the one-more Short Vector Problem in Hawk signatures. To ensure confidence in
omCVP, we provide a cryptanalysis attempt and convince that our parameter choice is
in the safe zone.

Keywords Lattice-based Cryptography, Post-Quantum Cryptography, Lattice
Isomorphism Problems, Public-Key Encryption, Blind Signatures,
Zero-Knowledge Proofs
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Symbols and abbreviations

Symbols
B matrix
A vector
R set of real numbers
Z  setof integers
N set of natural numbers

Z4  balancedly represented set of integers modulo ¢, (-¢/2,q/2] NZ

T, balancedly represented discretised torus (—1/2,1/2] N é A

[n] setof integers from 1 ton forn e Nandn > 0, {1,...,n}
Operators

BT transpose of a matrix or a vector

B®®  Gram-Schmidt orthogonalisation of a matrix

Ilvl|  Euclidean norm of a vector

X[l Norm of a vector w.r.t. to a Gram matrix Q

Abbreviations

PKE
LIP
LWE
SIS
SIVP
SVP
GL

Public-Key Encryption

Lattice Isomorphism Problem
Learning with Errors

Short Integer Solutions

Shortest Independent Vectors Problem
Shortest Vector Problem

General Linear

omCVP One-more Close Vector Problem

omSIS One-more Short Integer Solution

ZKPoK Zero-Knowledge Proof of Knowledge

NIZKPoK Non-Interactive Zero-Knowledge Proof of Knowledge



1 Introduction

Classical public-key cryptosystems which we are using to secure our private data on
the Internet are under a significant threat of quantum computing. The security of such
cryptosystems relies on the hardness of computational problems such as factoring
integers and finding discrete logarithms. In the 1990s, Peter Shor developed quantum
algorithms [Sho99] to solve these computational problems in polynomial-time with
a large enough quantum computer. Recently, Regev has made an improve [Reg25]
to those algorithms, and for the advances in building quantum computers in the last
decade, the quantum threat against the classical public-key cryptosystems is more
imminent than ever before. In order to protect our information systems against the
quantum threat, there have been a vast amount of effort to develop new cryptosystems
which are resistant to both classical and quantum attacks. This marked the beginning
of the field of post-quantum cryptography. Lattice-based cryptosystems stand out
among the leading candidates for post-quantum cryptography.

Lattices are discrete subgroups of a multidimensional space R". The security of
lattice-based cryptography relies on the assumption that computational problems on
lattices are hard. Some notable examples of these problems are the shortest vector
problem (SVP) and the shortest independent vectors problem (SIVP). In 1996, Ajtai
[Ajt96] brought these problems to cryptographic applications, laying the foundation
stone of lattice-based cryptography. He proposed the Short Integer Solution (SIS)
problem and proved that it is at least as hard as SIVP under certain parameters. The
(SIS) problem askes one to find a short solution (preimage) x to the linear equations
Ax =y mod ¢, given an integer g and a public random matrix A € Z7*". Later in
2005, Regev introduced another fundamental problem in lattice-based cryptography,
the Learning with Errors (LWE) problem [Reg09]. The search variant of LWE askes
one to recover a secret vector s € Z' given the evaluation of noisy linear function
b" = s"A + e’ mod g where A € Zy™ is a public random matrix and e € Z is
an noise vector of short coefficients (i.e., the errors). Its decisional variant askes to
distinguish such vector b from a uniformly random one from Z;.

Throughout more than a decade of lattice-based cryptography research, SIS and
LWE assumptions have enabled cryptographer to construct not only standard primitives
such as digital signatures [GPVO08, Lyul2] and public-key encryption [Reg09] but
also advanced ones such as fully-homomorphic encryption (FHE) [Gen09, BGV 12,
GSW13]. FHE is a powerful cryptographic notion allowing an untrusted party to
perform arbitrary computations on encrypted data without learning anything about those
data. Until the first candidate construction by Gentry in 2009 [Gen(09] from lattices,
FHE was an open question for three decades. Recent lines of works explore structural
variations of SIS and LWE which utilise algebraic lattices to build more efficient
primitives [LPR13] and hinted variations (i.e., providing some hints for solving SIS
and LWE) to realise primitives with interesting functionalities such as blind signatures
[AKSY22], broadcast encryption [Wee22], and succint non-interactive argument of
knowledge systems [ACL*22]. The central idea of lattice-based cryptography is that
the secret key is a "good" lattice basis comprising particularly short and as orthogonal
as possible vectors while the public key is a random "bad" basis of the same lattice.
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This "bad" basis contains long and non-orthogonal vectors. It is easy for one with the
"good" basis to decrypt or sign a message while it is computationally hard for one
with the "bad" one to do the same.

The Lattice Isomorphism Problem (LIP) has emerged to add a new flavour to
lattice-based cryptography by suggesting to use remarkable lattices with special
geometric properties in building cryptosystems. LIP, in the search variant, askes to
compute an isometry (if any) between two given lattices A; and A,. Therefore, to set
up public-key cryptography from LIP, the public key is a random rotation of a lattice
with some good geometric feature, and the secret key is the rotation information. The
work of Haviv and Regev [HR14] is the first to study the worst-case hardness of LIP,
and their proposed algorithm remains the best algorithm to solve LIP. Ducas and
van Woerden [DvW22] later provide a worst-case-to-average-case reduction for LIP
and introduce it into cryptography with an identification scheme, a key encapsulation
mechanism, and a hash-then-sign signature scheme. Subsequently, the practical Hawk
signature scheme based on the module variant of LIP is introduced [DPPvW22],
and it achieves better performance than Falcon [FHK*20], one of the standardised
lattice-based signature schemes. Meanwhile, in an independent work, Bennett et al.
[BGPSD23] studied LIP restricting to the integer lattice Z" and its rotations, and they
propose a public-key encryption (PKE). This scheme was then generalised to random
lattices in [ARLW24]. Starting with such standard primitives, one may ask whether
we could extend the current landscape of LIP-based cryptography to realise more
advanced primitives by adapting the techniques of those based on SIS and LWE.

From a signature scheme, we can attempt to design it to a blind signature scheme.
Blind signatures were first introduced by Chaum for e-cash [Cha83], and it was
found useful in other applications including e-voting [IKSAO03] and cryptocurrencies
[HBG16]. A blind signature scheme is an interactive protocol between a signer holding
a secret key and a user holding a public key to jointly produce a signature to a message
such that this message is oblivious to the signer during the issuance time (blindness)
while no additional signatures can be made without the signer (unforgeability). In blind
signatures, the signing usually takes multi rounds of interaction, which is susceptible
to failures due to network disruption. To achieve round-optimality, one can use
the Fischlin construction [Fis06] to build a blind signature scheme from a standard
signature scheme, a PKE, and a general-purpose non-interactive zero-knowledge
proof of knowledge (NIZKPoK). Among constructions using lattices, Agrawal et
al. [AKSY22] adapts the instantiation of Fischlin construction on GPV signatures
[GPVO08] to one using the more efficient lattice-based NIZKPoK for linear relations
instead of a general-purpose NIZKPoK, and the security of this adaptation is based on
the one-more-SIS (omSIS) assumption. For the LIP-based signature is an analogue
to the GPV signature, we can take the omSIS-based blind signature scheme as
an inspiration to design a blind signature scheme from LIP. However, this entails
non-trivial work to construct a zero-knowledge proof system to prove knowledge of
LIP-based signature and to adapt LIP-based primitives for better composability. The
motivation for LIP-based blind signatures stems from the fact that the Hawk signatures
from module-LIP is more efficient than the standardised SIS-based Falcon signatures.
For Hawk is the practical adaptation of the DvW signatures [DvW?22], constructing
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a blind signature scheme from the DvW signatures may implies a practical blind
signature scheme built upon Hawk, and this scheme might be more efficient than
blind signatures built upon Falcon such as the omSIS-based scheme [AKSY22]. Our
blind signatures also serve as a candidate post-quantum blind signature scheme in
the event that there is a cryptanalytic advance (though unlikely) against SIS or other
post-quantum assumptions.

This thesis aims to extend the capabilities of LIP to build more advanced primitives.
Though the main goal of this work is to design a LIP-based blind signature, we believe
the technical toolkit we provide here is useful for future expansion of LIP-based

cryptography.

1.1 Our Contributions

There are two lines of research on LIP-based cryptography. The first line started
from [DvW?22] exploits lattices with special geometric properties to build crypto-
graphic primitives and uses the hardness of the distinguish variant of LIP to argue
their security. As mentioned above, the works of this line gives a zero-knowledge
proof of lattice isomorphism, public-key encryption [DvW22, BGPSD23, ARLW24],
digital signatures [DvW22, DPPvW?22], and recently fully-homomorphic encryption
[BMM25, LRvW25]. The second line studies the lattice isomorphism as a cryp-
tographic group action [BBCDK?24] and constructs LIP-based primitives using the
group action frameworks. So far, we have a commitment scheme [JWL*25] from this
approach. While there are group action frameworks to construct various primitives,
they are not applicable to LIP since it does not satisfies certain properties as a group
action [BBCDK?24].

Our work expands the first line with a blind signature scheme. Though it sounds
limited, the framework we choose to build our scheme requires an NIZKPoK which
allows a user, after interacting with the signer, to prove that he knows the "unblinded"
signature of his message, and this proof serves as the "blind" signature. More
specifically, we need an NIZKPoK for proving that the prover knows a lattice vector
which is close to a non-lattice vector given as a target. Furthermore, this NIZKPoK
must come with a straightline extractor to keep the unforgeability proof tight. Our
contributions can be summarised as follows:

* We generalise the PKE by Ackermann et al. [ARLW?24] from encrypting bits
to encrypting vectors in Z,. Our PKE in Section 3 is naturally additively
homomorphic, so it implies an additively-homomorphic commitment scheme.
Furthermore, we provide a zero-knowledge proof of plaintext knowledge to
accommodate the design of verifable-PKE-based NIZKPoK. The witness vector
is encrypted, and the proof of plaintext knowledge together with the proof of
that the witness vector is close a given target form a non-interactive proof. For
any valid proof, the decryptor acts as a straightline extractor.

* We adapt techniques of zero-knowledge proofs for SIS relation to construct a
zero-knowledge proof system to prove knowledge of a lattice point whose distance

10



to a given target is short in Section 5. We believe that such zero-knowledge proof
is essential in the constructions of not only blind signatures but also other types
of advanced signatures based on LIP. We first consider a Schnorr-like-with-
Abort protocol adapted from the Lyubashevsky’s identification scheme [Lyul2].
Though this ZKPoK is simple to implemnent, it suffers from high soundness
error and the soundness slack. While it is trivial to reduce the soundness error
by parallel repetitions, it is more challening to compensate the soundness slack
(i.e. the knowledge extractor can only extract a witness that is slightly farther
from the given target than in the original relation). In the second attempt, we
reduce the knowledge of a close vector to a set of quadratic relations and build
a ZKPoK for proving these quadratic relations by adapting the technique in
[YAZ*19, LNP22a]. This ZKPoK is more complicated but has tight soundness,
and it uses the PKE above to commit to the witness, so there is a straightline
extractor for free. We then use it (via the Fiat-Shamir transformation) as the
NIZKPoK in our blind signatures.

* We give a construction of a blind signature scheme whose security relies on a
new one-more Close Vector Problem (0omCVP) assumption. omCVP can be seen
as a LIP analogue of the omSIS [AKSY22] and the one-more-RSA-inversion
assumption [BNPSO03], both of which are for building blind signatures from SIS
and RSA assumptions, respectively. Both our blind signature scheme and the
omCVP assumption are direct translations from the lattice-based blind signature
scheme and the omSIS assumption in the work of Agrawal et al. [AKSY?22].
We also provide a cryptanalysis of our omCVP to identify in which parameter
regime that the assumption is prone to polynomial-time attacks and ensure that
our parameter regime is within the safe zone.

1.2 Related Works

LIP as a Cryptographic Group Action. Since LIP primitives use quadratic forms
(the Gram matrix of the lattice basis) to denote lattices, LIP can be modelled as a
cryptographic group action, which opens the door to apply methods of the group
action framework formalised in the work of Alamati et al. [ADFMP20] to build
various primitives from lattice isomorphism group actions (LIGA). Bencina et
al.[BBCDK?24] study the properties of LIGA and unfortunately find that LIGA only
have one-wayness, while building primitives from the group action framework requires
the group action to satisfy weak-unpredictability and weak-pseudorandomness. Duong
et al. propose a generic construction of blind signatures from non-communicative
group actions [DKQ*25] of which LIGA is one, and Khuc et al. propose a LIGA-based
linkable ring signature [KTS*24], but Budroni, Chi-Dominguez and Franch [BCDF25]
point out that reusing the isometry transformation (i.e., the LIP secret) twice as in
[KTS*24, DKQ*25] breaks the LIP assumption. On the bright side, the Tanuki
framework of Hanzlik et al. [HLM™*25] for post-quantum group actions such isogenies
implies a LIP-based blind signature, though this framework for blind signatures is
not round-optimal, and they leave the implementation from LIGA and its module
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version introduced in Hawk [DPPvW?22] for future work. Another group-action-based
framework for commitment schemes by Jiang et al. [JWL*25] introduces a LIP-based
commitment scheme which is also dual-mode and enhanced linkable. This is followed
by the realisation of Module-LIP-based commitments [LJPW25]. Though having a
dedicated commitment scheme may be a gateway to privacy-preserving primitives
including zero-knowledge proofs, this LIP-based commitment scheme does not work
natively with Ducas-van-Woerden LIP-based cryptosystem, e.g., a LIP signature is
an integral vector in Z" while Jiang et al. commitment commits to a fixed-length
bit-string. Given the limitations of LIGA [BBCDK?24], it is unlikely we can construct
a wide variety of primitives as other group actions such as isogenies. Furthermore, for
the fact that the primitives built from LIGA only make use of the lattice isometry for
their security while Ducas-van-Woerden primitives utlise both the isometry and the
geometric features of remarkable lattices, one can be doubtful about their composability
for any advanced constructions.

LIP-based Homomorphic Encryption. Branco, Malavolta and Maradni [BMM?25]
propose the first FHE from LIP. Their base encryption scheme can be seen as a dual
to our scheme such that our scheme has the secret vector sampled by the encryptor
while their scheme has the receiver holds the secret vector as part of his secret key.
Leporati, Rovida and van Woerden [LRvW?25] give a general lattice framework for
homomorphic encryption (HE) by examining the current the homomorphic LWE-based
cryptosystems under a geometric point of view, and they consider a LIP instantiation
but provides no security proof.

Lattice-based Blind Signatures. Constructions from lattices have a dominant
place in post-quantum blind signatures literature. Riickert proposes the first lattice-
based blind signature scheme [Riic10] using Lyubashevsky’s SIS-based identification
scheme [Lyul2]. This line of research follows with a more efficient construction
by [AAEBB20]. Hauck et al. [HKLN20] identify flaws in security proofs of those
constructions and propose a blind signature construction with provable security based
on standard SIS assumption, but this scheme has large signature size (7.73 MB) and is
limited to 7 signatures per public key. Lyubashevsky et al. [LNP22b] propose another
construction from one-time signatures and OR-proofs and achieve lower signature
size of 150 KB despite still allowing only bounded number of signatures. On the
constructions based on hash-then-sign paradigm, del Pino and Katsumata [dPK22]
introduce the first lattice-based round-optimal blind signature scheme which supports
unbounded signing sessions and is secure under standard assumptions. Agrawal et
al.[AKSY?22] then improves with a more efficient construction with the one-more-SIS
assumption which inspires us to translate their framework to LIP. Recently, Beullens et
al.[BLNS23] modify the scheme of Agrawal et al. to achieve security under standard
assumptions and a shorter signature size, but their blind signature sacrifices the
efficiency of the signing session by requiring a general-purpose NIZKPoK to prove
knowledge of hash preimage. Lately, the further optimisation by Jeudy and Sanders
[JS24] circumvents the use of the inefficient general-purpose NIZKPoK while keep
the standard security by their entropy recycling strategy.
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1.3 Thesis Organisation

We provide in Section 2 the preliminaries including definitions regarding lattices, LIP,
discrete Gaussian distribution, rejection sampling technique, and relevant cryptographic
primitives. In Section 3, we present our LIP-based public key encryption which also
implies a commitment scheme, and we construct a zero-knowledge proof to prove
the ciphertext wellformedness (or commitment opening). We introduce the omCVP
assumption in Section 4 and our cryptanalysis attempt which is an adaptation of the
cryptanalysis of omSIS in [AKSY22]. In Section 5, we build non-interactive zero-
knowledge proofs which are straightline-extractable to prove knowledge of a vector
close to a given target. We need such an NIZKPoK for our blind signature scheme,
and we describe two choices of such NIZKPoK. The first one is the Fiat-Shamir
transformation [FS87] of an approximate ZKPoK of a close vector accompanied
with the encryption of the witness using the PKE in Section 3 and the ZKPoK of the
ciphertext wellformedness. Using the decryption, we have a straightline extractor to get
the witness from an accepted proof. The second one is the Fiat-Shamir transformation
of a ZKPoK for a set of quadratic relations to which we reduce the knowledge of a
close vector. This ZKPoK has the advantage of having standard soundness while the
approximate ZKPoK mentioned above has relaxed soundness. We use the PKE in
Section 3 to commit the witness in the second NIZKPoK construction, so we can use
the decryption as a straightline extractor. Finally, we introduce the omCVP-based
blind signature scheme in Section 6. This blind signature scheme is built upon the
LIP-based signature scheme of Ducas and van Woerden [DvW22].

1.4 Open Problems

Instantiating with Module-LIP. For Hawk is the implementation of the DvW LIP-
based signatures in Module-LIP, it is natural to raise the question whether we could
realise our schemes in Module-LIP. The realisation of Hawk employs the fact that the
rank-2 module lattice R? for the cyclotomic ring R = Z [X] /(X" + 1) is isomorphic
to the integral lattice Z>" which has an efficient Gaussian sampler. However, it is
unknown whether there are any remarkably decodable lattices which are also structured
lattice. Without those, we cannot instantiate our public-key encryption and ZKPoK
using Module-LIP.

Efficient sampling algorithm for D, , ([Q]) and the cryptanalysis of our
conjectured average-case LIP assumptions. In Section 2.3, we introduce a new
parameter y to the average-case distribution D; ([Q]) introduced by Ducas and
van Woerden [DvW22] on an equivalence class. An equivalent form Q' sampled
Dy, ([Q]) has its minimum eigenvalue vmin (Q') > u. The benefit of this lower
bound is that we can upper bound the Euclidean norm of the coefficient vector x
by its quadratic-form-induced norm |[|x|lo- and u via Lemma 2.4, which makes it
easier to prove the knowledge of such x in the commit-and-prove protocol described
in Section 5.2. A trivial approach to sample from Dj , ([Q]) is to sample from
D ([Q]) first and reject until there is an equivalent form whose minimum eigenvalue
Vmin (Q") = u. Unfortunately, we did not succeed to give a proof on the expected
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running-time of this sampling approach. Furthermore, to use equivalent forms sampled
from Dy , ([Q]) in our blind signature scheme, we conjecture that the LIP problems

instantiated with the new average-case distribution, aC—SLIPgﬂ and ac—ALIPSﬁ’QI, are

at least as hard as aC—SLIP? and aC—ALIP?O’Ql introduced in [DvW22] since none of
existing attacks against LIP exploit the parameter u. Therefore, it is crucial for the
concrete instantiation of our blind signature scheme in the future to find an efficient
sampler for Dy, ([Q]) and study the hardness of the above conjectured assumptions.

Cryptanalysis of omCVP. Same as other "one-more" type assumptions, we are
unable to reduce omCVP to standard assumptions. Meanwhile, we provide two
strategies of attacks from which we determine the insecure parameter range allowing
to solve omCVP in polynomial time. Our cryptanalysis of omCVP assumption is
inspired from the cryptanalysis of the related omSIS assumption by Agrawal et al.
[AKSY?22]. One of the attack strategies is to find a short basis of the given lattice and
use it to sample close vectors to any targets. The adversary can achieve the shortest
basis at the cost of calling the shortest vector problem solvers which run in exponential
time. Thus, improving the algorithm for the shortest vector problem will improve the
cryptanalysis of omCVP.
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2 Preliminaries

Let 4 € N be the security parameter. Vectors are denoted by bold lowercase letters
v and are intepreted as column vectors. Matrices are denoted by bold uppercase
letters B and are intepreted as a set of column vectors by, .. .,b,. The general linear
group GL, (Z) is the set of n x n invertible integer matrices. For a matrix B, BT is its
transpose, and B®S is its Gram-Schmidt orthogonalisation. The Euclidean norm of a
vector v is denoted by ||v||. The norm of a matrix B is defined by ||B|| := max;||b;||,
i.e., the length of its longest column vector. The discretised torus T, := éZ/Z is
identified as (—1/2,1/2] N é - Z where ¢ is odd. Let [n] = {1, ...,n} for a positive
integer n.

2.1 Lattices and Lattice Isomorphism Problem

A full-rank n-dimensional lattice A is a discrete subgroup of R" given by a basis
B € R™" such that A (B) := {Bx : x € Z"}. Two bases B and B’ generate the same
lattice if there exists a unimodular matrix U € GL,, (Z) such that B" = BU. Two lattices
A and A’ are isomorphic if there exists an orthogonal transformation O € O, (R) such
that A’ = O - A.

Definition 2.1 (LIP). Given two isomorphic lattices A and N, find an orthogonal
transformation O € O, (R) such that O - A ={0v:ve A} =N

Given that two lattices A and A’ are generated by bases B and B’ respectively,
they are isomorphic if there exists an orthogonal transformation O € O,(R) and
a unimodular matrix U € GL, (Z) such that B" = OBU. To avoid the real-valued
orthogonal transformation, we denote lattices by quadratic forms. A quadratic form is
a positive definite real symmetric matrix Q € S, 0 (R), and for a lattice basis B, the
Gram matrix Q = B"B is a quadratic form. On the other hand, given any quadratic
form Q € S>° (R), Cholesky decomposition finds a unique upper triangular lattice
basis Bg such that B(TQBQ = Q. Now, for two isomorphic lattice bases B and B’ = OBU
we have:

Q' =MB)"B)=UB'O'OBU=UB'BU =U'QU

Then, we call Q and Q’ are equivalent if such a unimodular matrix U € GL,, (Z)
exists. The equivalence class is denoted by:

[Q] := {UTQU : U € GL, (2)}
The search variant of LIP in Definition 2.1 can now be restated.

Definition 2.2 (sLIPQ). For a quadratic form Q, given any equivalent quadratic form
Q' € [Q], find a unimodular matrix U € GL, (Z) such that Q' = UTQU.

Apart from the search variant, we also consider the distinguish variant ALIP.
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Definition 2.3 (ALIPQQV), For two quadratic forms Qo, Q1, given an equivalent form
Q' € [Qp] where b € {0, 1}, find b.

In the quadratic form setting, lattice points Bx € R" are denoted by their integral
coefficients x € Z". The inner product of two vectors x and y with respect to a
quadratic form Q is given by (x,y)q = x"Qy, and the norm of a vector X is given by

||x||%2 := x'Qx. The first minimum A; (Q) is defined as:

A = )
Q= min lixlg

and the i-th minimal distance A; (Q) is the smallest » such that the ball of radius r,
{x €Z": Ixllg < r} spans a space of at least / dimensions. These successive minima
are invariant within an equivalence class [Q], so we also denote A; ([Q]).

For a quadratic form Q € S>° (R) and a coefficient vector v € R”, we abuse the
notation to denote the coset A (BQ) + Bqv as Q + v. A point in the coset Q + v is
represented as its coefficients w.r.t. Q.

Since an integral coefficient vector X, representing a point in Q, is of an infinite set
Z", we use the following lemma to bound its £,-norm of ||x|| given its Q-norm [|x||¢,.

Lemma 2.4 ([Kam23, adapted from Theorem 2]). Let Q € S>° (R) be a quadratic
form representing a full-rank n-dimensional lattice and x € R". The Euclidean norm
of X can be upper bounded according to its norm with respect to Q as

lIxllq
V Vmin Q)

where Viin (Q) is the minimum eigenvalue of the matrix Q.

X[ <

Proof. Since Q is a symmetric positive definite matrix of rank n, Q has n positive
eigenvalues 0 < vyin (Q) =vy < vy < ... <, Letuy,...,u, be the corresponding
normalised eigenvectors. Vi € [n], Qu; = v; - u; and ||u;|| = 1. Additionally, these
eigenvectors are mutually orthogonal, so any vector x € R” can be expressed as:

X = Z (ul-Tx) u;, and ||x||> = Z (uiTx)2

i€[n] i€[n]

Then, we have:

Next,

2
Ixlig =x"Qx = " vi- (ufx)

i€[n]
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Because vy (Q) is the minumum eigenvalue of Q, we have:
2
X113 2 vain (Q) )" (w]x)" = vinin (Q) [1xI1% o
i€[n]

X[l

VVmin (Q)

X[ <

2.2 Discrete Gaussian Distribution

Discrete Gaussian sampling has been foundational to the development of lattice-based
cryptography. It is the key for worst-case to average-case reductions of lattice problems
[MRO7]. Sampling from a discrete Gaussian distribution enables us to obtain short or
nearby lattice vectors without leaking information about the secret key [GPV08]. The
seminal work of Ducas and van Woerden [DvW22] rephrases the relevant definitions
and lemmas in the quadratic form setting, and we recall them here.

Definition 2.5 (Continuous Gaussian Distribution [DvW?22]). For a quadratic form
Q € 879 (R), the continuous Gaussian distribution over R" with a parameter s > 0
and a centre ¢ € R" is defined as:

Vx € R poe () = exp (~llx = clffy/5?)

We have the discrete Gaussian distribution by restricting the continuous Gaussian
distribution to a discrete lattice. In the quadratic form setting, that lattice is always the
integral lattice Z", while the quadratic form induces the geometry.

Definition 2.6 (Discrete Gaussian Distribution [DvW22]). For a quadratic form
Q € S8 (R), the discrete Gaussian distribution Dq s with a parameter s > 0 and a
centre ¢ € R" is defined as:

Pr [X=x] :—M

= ifx € Z", and 0 otherwise,
X~Dq,s.c PQ.s.c (Zn)

where pQs.c (Z") = Yxezn PQ.s,c (X). The centre ¢ is omitted if ¢ = 0.

Micciancio and Regev [MRO7] define an important smoothing parameter of a
lattice. The smoothing parameter shows how large the standard deviation parameter s
should be so that the discrete Dgq s behaves like continuous one.

Definition 2.7 (Smoothing Parameter [DvW22, Definition 2.4]). For a quadratic form
Q € 8> (R) and € > 0, the smoothing parameter n. (Q) is the minimal s > 0 such
that pg-1/5 (Z") < €

The smoothing parameter 77 (Q) is an invariant property of an equivalence class
[Q], so we also denote 1, ([Q]) for an equivalence class.

We recall some facts regarding the discrete Gaussian distribution that apply when
the parameter s is at least as large as the smoothing parameter of the lattice.
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Lemma 2.8 ((GPV08, adapted from Lemma 2.4]). For a quadratic form Q € S.° (R),
€ € (0, 1), a parameter s > n. (Q), and a centre ¢ € R", we have:

| pos (2
Tre ]PQ,()

" I-€
PQ.s.c (Z ) € [

Lemma 2.9 ((GPVO07, Corollary 2.8]). Let A and A’ be n-dimensional lattices such that
N CA. Foralle € (O, %), s > ne(AN), and ¢ € R”, the statistical distance between
the distribution of (D 5 mod A’) and the uniform distribution over (A mod A') is
at most 2e.

Corollary 2.9.1. For a quadratic form Q = B(T)BQ € 8>V (2), any integer q > 2, any
€€ (0, %), s > ne (Q), and ¢ € R", the statistical distance between the distribution

(éZ)Q,q s,¢q mod Z”) and the uniform distribution over Ty is at most 2e.

Proof. Let A (BQ) be the lattice generated by the basis Bg. A vector x distributed as
éDQ,q s,cq 1n the quadratic form setting is equivalent to the vector Box distributed as

D LA(Bq).s.Boe Hence, the vector a := x mod Z" distributed as (éZ)Q,qs’cq mod Z”)

in the quadratic form setting is equivalent to the vector Bga = Bgx mod A (Bg)
e . .- 1

distributed as (Z) LA(Bg).s:Boc mod A (BQ)). Additionally, the set oA (Bg) /A (Bg)

is equivalent to the set Ty in the quadratic form setting, and A (Bg) € é/\ (Bg).
Therefore, for s > n. (Q), we have the statistical distance between the distribution

(éZ)Q,qs,cq mod Z”) and the uniform distribution over Ty is at most 2€ by Lemma 2.9.
]

Corollary 2.9.2. For a quadratic form Q = B(T)BQ € S>0(Z), some integer q > 2,
a prime p, any € € (O, %), s > e (sz) = p - ne(Q), and ¢ € R", the statistical
distance between the distribution (Dq.s, mod p) and the uniform distribution over

Z;’, is at most 2e.

For practical purposes, we need to sample the discrete Gaussian distribution
efficiently. Given a lattice basis, one can sample exactly from the discrete Gaussian
distribution with an adequately large parameter s using the sampling algorithm by
Brakerski et al. [BLP*13b, Section 5].

Lemma 2.10 ([DvW22, Lemma 2.9] rephrased from [BLP*13a, Lemma 2.3]). For a

quadratic form Q € S;° (R), a parameter s > HBSSH . \/w, and a centre ¢ € R",

there exists a polynomial-time algorithm DiscreteSample(Q, s, ¢) returns a sample
x € Z" distributed as DqQ s c.

The following lemma enables us to expect that a lattice vector sampled from a
discrete Gaussian distribution is either short or close to a specified target.
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Lemma 2.11 ([DvW22, Lemma 2.7]). For a quadratic form Q € S>° (R), € € (0, 1),
a parameter s > n¢ (Q), and a centre ¢ € R", we have:

1—
€ yon

XNZI;(g,s,c [||x —cllo > S\/ﬁ] < 7 e

Using the discrete Gaussian distribution, Ducas and van Woerden define an

average-case distribution on an equivalence class [Q]. This average-case distribution

is fundamental to their reduction from worst-case to average-case LIP. Firstly, we

recall the linear algebra step that, given a quadratic form and a set of short and
linearly-independent vectors, returns a well-reduced equivalent form.

Lemma 2.12 ([DvW22, Lemma 3.1] adapted from [MGO02, Lemma 7.1]). Given a
quadratic form Q € S7° (R) and a matrix Y = (y1,...,Ym) € Z™" such that Y is of
rank n, there exists a polynomial-time algorithm Extract(Q, Y) outputs a unimodular
transformation U € GL, (Z) and a quadratic form R = UTQU € [Q] such that
[BES]| = maxillyillg and [Bell < maxillyillqvi/2

Then, for s > 0, we have the following definition of the average-case distribution
over the equivalence form Q.

Definition 2.13 ((DvW21, Definition 3.3]). Given a quadratic form Q € S;° (R), the
Gaussian distribution D; ([Q]) over [Q] with a parameter s > 0 is algorithmically
defined in Fig. 1.

D, ([Q))
C=1-(1+e7™)7!

do
fori=1,...,mdo
Yi <3 Dq,s
Y = (Yi,--»¥Ym)

while rank(Y) < n
(R,U) « Extract(Q,Y)

return R

Figure 1: The Gaussian distribution over [Q].
Finally, using the efficient sampling algorithm for discrete Gaussian distribution

and the above algorithmic distribution D; ([Q]), Ducas and van Woerden describe an
efficient sampler for Dy ([Q]).
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Lemma 2.14 ([DvW21, Algorithm 1 and Lemma 3.4]). For a quadratic form

Qe S%Z) ands > BGS“ ,/m (2"+4)} there exists an expected

polynomial-time (EPT) algorithm QFS(Q, s) returns a quadratic form Q' distributed
as Dy ([Q)) with a unimodular transformation U € GL,, (Z) such that Q' = UTQU.

For an equivalent form sampled from the above algorithm, we have this lemma
about the shortness of the Gram-Schmidt orthogonalisation of its basis.

Lemma 2.15 ([DvW21, Lemma 3.6]). For a quadratic form Q € S;° (R), a parameter
€ €(0,1), and s > max {1,(Q),n. (Q)}, we have:

] > o] < 5

1
€ 100 -2

Q’~D ([Q])

2.3 Average-case LIP Variants

Using the Gaussian distribution D; ([Q]) parametrised by a width parameter s over
an equivalence class [Q], Ducas and van Woerden [DvW21] lay the foundation for
LIP-based cryptography by reducing the worst-case LIP to the following average-case
problems.

Definition 2.16 (aC—SLIP? [DvW?22, Definition 3.7]). For a quadratic form Q €
S>O(R) and s > 0, given a quadratic form Q' «s Dy ([Q]), find a unimodular
transformation U € GL,, (Z) such that Q' = UTQU.

Definition 2.17 (ac-ALIP®*Q' [DvW22, Definition 3.8]). For two quadratic forms
Q0,Q; € S;°(R) and s > 0, given a quadratic form Q' «s Ds ([Qp]) where
b € {0, 1}, find b.

In order to make use of Lemma 2.4, we further make stronger assumptions such
that the form Q’ sampled from the Gaussian distribution over a class in the above two
definitions has its smallest eigenvalue vy, (Q’) be at least u where u is a small real
number. To sample such quadratic form from D; ([Q]), we define an algorithmic
distribution Dy, ([Q]) such that it uses rejection sampling on D ([Q]) until there is
a quadratic form Q’ such that vy, (Q) > u. We redefine the average-case LIP variants
in Definition 2.16 and Definition 2.17 as aC—sLIPgﬂ and aC—ALIPgﬁ’Q' respectively by
adding the lower bound ¢ on the minimum eigenvalue of the sampled quadratic form
to the Gaussian distribution over an equivalence class D, ([Q]). We conjecture that
there exists an EPT algorithm to sample from D, ([Q]).

Conjecture 2.18 (EPT algorithm for Dy , ([Q])). For a quadratic form Q € S, 0(2),
” \/ M} and some small real u > 0, there exists an EPT

algorithm QFS (Q, s, ,u) returns a quadratic form Q' distributed as D, ([Q]) with a
unimodular transformation U € GL,, (Z) such that Q' = UTQU and vmin (Q’) > 1.
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Definition 2.19 (aC—SLIPgﬂ). For a quadratic form Q € S>°(R), s > 0, and
u > 0, given a quadratic form Q" «s Dy, ([Q]), find a unimodular transformation
U € GL, (Z) such that Q' = UTQU.

Definition 2.20 (ac-ALIP?ijI). For two quadratic forms Qp, Q1 € S;° (R), s > 0,
and p > 0, given a quadratic form Q" «s Dy , ([Qp]) where b € {0, 1}, find b.

Since all quadratic forms are symmetric positive-definite matrices, their eigenvalues
are real and positive, so for any sam(g)led form Q" < D, ([Q]), viin (Q’) > 0. Thus, for
pt = 0, ac-sLIPY, and ac-ALIP, Q" are at least as hard as ac-sLIP and ac-ALIP2 !,
respectively. In the cryptographic applications of LIP, we start with a quadratic form
Q whose basis B is short and as orthogonal as possible and use an equivalent
form Q" € [Q] as the public key and the corresponding unimodular transformation
U € GL,, (Z) as the trapdoor to exploit some remarkable geometric feature of Q. For
Q’ is random, its basis By, is arbitrarily long and non-orthogonal. In the average
case LIP problems, the Gaussian parameter s can be seen as the "lower-bound" of the
non-orthogonality of Q" while it allows one to sample Q’ efficiently. The introduction
of the parameter u which is lower bound of the minimum eigenvalue of Q’ sets the
"upper-bound" of the non-orthogonality of Q’. For the best algorithm to solve LIP
at the moment [HR 14, DvW22] does not exploit the non-orthogonality Q’ to find its

isometry with Q, so we conjecture that ac—sLIPgﬂ and ac—ALIP?’ﬁ’Q1 for 4 > 0 are at

least as hard as ac-sLIP? and ac-ALIPQ Q" respectively.

Conjecture 2.21 (Hardness of aC—sLIPgﬂ). For any quadratic form Q € S>° (R),
s> 0and u > 0, ac-sLIPZ, is 20"-hard.

Conjecture 2.22 (Hardness of aC—ALIPgﬁ’Q' ). For any two quadratic forms Qg, Q; €
Sn>0 (R), s >0and u > 0, aC—ALIPSij' is 22 _hard.

2.4 Rejection Sampling

We uses rejection sampling technique [Lyul2] in our zero-knowledge proof protocol
to hide the secrets. Otherwise, an adversary can learn a secret if it sees sufficiently
many proofs for that secret. Theorem 2.26 is the main rejection sampling theorem
which is adapted to the quadratic form setting from Theorem 4.6 in [Lyul1]. To prove
Theorem 2.26, we recall the general rejection sampling lemma (Lemma 2.25), and
extend Lemmas 4.3 and 4.5 in [Lyul 1] to Lemma 2.23 and Lemma 2.24, respectively,
to include non-zero centres in the discrete Gaussian distribution and allow the rejection
sampling parameter M to be either constant or polynomial. In the latter case, we can
choose to sacrifice the runtime of the proof protocol for shorter Gaussian parameter.

Lemma 2.23 ([Lyul 1, extended from Lemma 4.3]). Fora quadratic form Q € S;°(R),
any vector v,u € R", and any s,r > 0,

2
Pr(z < Do u: [(2—u,V)g| > r| < 2exp (— i 5 )
sIvllg
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Proof. For any a > 0, we have:

E [exp (% (z—u, V>Q)

= Z Pr[z] exp (— (z —u, tV)Q)

zeZl

7||z — ul| 2n{z —u,tv)
Pqu( ") 2. eXp( Q)exp( s? Q)

zeZ"

7r||z—u—zv||%2 (vl
stu(Zn) Z P S2 =P 52

zeZ"

PQ,su+tv(Z") (vl . (vl
S —— —— | Lexp|———
PQ.su(Z") 52 p 52

Applying Markov’s chain inequality, we have for any ¢ > 0:

Pr[(z —u,V)q > r] = Pr[exp (% (z —u, V>Q) > exp (ZZIr)]

E [exp (% (z —u, V>Q)]

N exp (27rtr)
a?IVIy  2mer
< exp 2 -2

< 7TI"2
<exp|-—
VI,

where the last inequality is due to setting optimally t =

v ||Q

2

of z is symmetric around u, we also have Pr[(z —-u, V)Q < —r] < exp (— 2’|r|2”2 ), SO
S
Q

applying both inequality, we have the claim made in the lemma. O

Lemma 2.24 ([Lyul 1, extended from Lemma 4.5]). Fora quadratic form Q € S;°(R),
any vector v € R", and any centre u € R", if:

s 5 =0(||vllg/VInn), then:

z)qu( ) ] —0(1
Pr|z <5 Dgsu: ———— = poly(n — 2=6(nn)
[ Qsu Z)Q su+v(z) y(n)
+ s =0(|IvigVinn), then:
DQ K ll(Z) :| -0
Priz < D S 0o (1)] =1 —27©0nn
[ C Do (2) )

22



Proof. By Definition 2.6, we have:

Dosu(@  posu(@  exp(-rllz—ullgy/s?)
DQsurv(2)  pQsuiv(Z)  exp(—nllz —u - v][g/s?)

2 (z-u,V)g+ llvllé)

=exp|nm

By Lemma 2.23, we have |(z -u, V)Q| is smaller than r = © (||V||Qs\/1n n) with
probability:

Pr[z 5 Dgsu: [(Z-1,v)g| <O (||V||Qs\/lnn)] > 1 — 2¢m0(nn)
=1- 2—®(lnn)

Thus, with probability at least 1 — 27077 we have:

—2(z—-u, V) + ||v||a)
< exp 5
S

exp|m
pr

O([[vllgsVinn) + ||v||a)
T

Then, when s = ® (||V||Q/V1n n), we have:

O(lIvllgsVinn) + lIvlig
m 2 = poly(n),

exp

and when s = ©® (||V||Q\/ln n), we have:

exp |«

S

®(||V||QS‘/1121_n) + IIVIIE) o)

O

Lemma 2.25 (Rejection Sampling [DFPS22, adapted from Lemma 1]). Let f : Z" —
Rand g : Z" — R be probability distribution with the property that:

M e R,e € [O,%] Prizesf:Mg(z) > f(r)]>1-¢

then the statistical distance between the outputs of two algorithms A sampling a value

f(z)
> Mg(2)

a value from z and outputting that value with probability % is at most 3; and the
probability that ‘A outputs something is at least lj_w—€

from g and outputting that value with probability min (1 ) and B sampling

Theorem 2.26 ([Lyull, adapted from Theorem 4.6]). For a quadratic form Q €
S>0(Z), a subset V.C Z" such that V = {V eR" : [lv][g < ,8}, ueR" ands e Rif:
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* 5 = O(B/VInn), there exists a polynomial M = poly(n), or
* 5 = O(BVInn), there exists a constant M = O (1),

the statistical distance between distributions of the following algorithms A taking a
. . 2-0(nn) . .
vector v € V as the input and B is at most =;—, and A outputs something with

. 1_2—®(lnn)
probability at least ——;—.

A(v) B
Z <$ DQ,s,u+v Z <$DQ.su
. DQ K u(z) ) . .7 1
return z with probability min |1, ——————— return z with probability —
P & ( MDq, s uwv(2) M

Proof. By Lemma 2.24, we have for M = poly(n) or M = O (1):
Vv € V,Pr(z s Doy : MDQ sy (2) = Do su(2)] 2 1 - 27007

Applying Lemma 2.25 with f setas Dq s u, and g setas D s u+v, We have the statistical

. . ~0(Inn) .
distance between the outputs of A and B is at most 2 (?v; , and the probability that

_2—®(ln n)

. . 1
A outputs something is at least —=; O

2.5 Cryptographic Primitives

In this section, we recall the definitions of cryptographic primitives relevant to
this work: public-key encryption, commitments, zero-knowledge proofs, and blind
signatures.

2.5.1 Public-Key Encryption

Public-key encryption, also known as asymmetric encryption, uses a pair of public and
secret keys to encrypt and decrypt messages. Each user has a key pair which is assumed
to be honestly generated by a trusted third party. To send an encrypted message, the
Sender uses the Receiver’s public key to encrypt the message. After receiving the
encrypted message, the Receiver uses his secret key which is only known to him (apart
from the trusted third party) to decrypt for the message. The basic security requirement
for a public-key encryption is that its ciphertexts are indistinguishable under chosen-
plaintext attack (IND-CPA), i.e., a ciphertext reveals almost no information about the
plaintext it encrypts.

Definition 2.27. A public key encryption scheme for encyrpting any messages m € M
is a tuple of three PPT algorithms PKE = (Setup, KGen, Enc, Dec) such that for any
security parameter A:

* pp <« Setup (l’l): chooses the public parameters pp.

* (pk, sk) « KGen (pp): generates a pair of public key pk and secret key sk.
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o ctxt « Enc (pk,m): encrypts a message m € M using the public key pk.

* m « Dec (sk, ctxt): decrypts a ciphertext ctxt for the plaintext m using the
secret key sk.

Definition 2.28 (Correctness). PKE = (Setup, KGen, Enc, Dec) is correct if for any
messages m € M and any security parameter A:
pp <« Setup (11)

Pr|Dec (sk, cixt) = m | (P, 8K) < KGen(pp) | 5 | _pnegi(n)
m «—$ M

ctxt « Enc (pk, m)

Definition 2.29 (IND-CPA Security). PKE = (Setup, KGen, Enc, Dec) is indistin-
guishable under chosen plaintext attack or IND-CPA-secure if for any PPT adversary
A, the advantage that ‘A has in the IND-CPA experiment described in Fig. 2 is:

AdvAROFA (1) = [Pr|IND-CPAR, 4 (1) = 1] - Pr[IND-CPAL e (1) = 1]|
negl(A)

IA

IND-CPAZ, ¢ - (1%)
pp «— Setup (l’l)

(pk, sk) « KGen (pp)
(mo, mi, St) — A (pk)
ctxtp, «— Enc (pk, mp)
b’ — A(pk, ctxty, st)
return b = b’

Figure 2: IND-CPA experiment

2.5.2 Commitments

A commitment scheme allows one party Sender to commit to value while keeping it
unknown (Hiding) to the other party Receiver. Once sending the commitment, the
Sender cannot modify the committed value (Binding). At a later stage, the Sender
can choose to reveal the committed value to the Receiver. Commitment schemes have
useful applications in advanced cryptographic protocols such as zero-knowledge proof
and secure multi-party computation.

Definition 2.30 (Commitment Scheme). A commitment scheme for a message space
M is a tuple of three PPT algorithms Com = (Setup, KGen, Commit, Open) such
that:
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* pp <« Setup (1’1): takes the security parameter 1* and outputs the public
parameters pp.

» ck « KGen (pp): takes the public parameters pp and outputs a commitment
key ck.

e (com,r) « Commit (ck,m): uses the commitment key ck and generates a
randomness r to make a commitment COM to a message m € M.

* {0,1} « Open(ck,com,m,r): takes the commitment key ck, a message
m € M, values com and r as inputs and outputs a bit b € {0, 1}.

Definition 2.31 (Hiding). Com = (Setup, KGen, Commit, Open) is hiding if for any
adversary A which generates two messages mo and m| and receives a commitment
comy < Commit(my, r) for b € {0, 1}, the advantage that ‘A has in determining b is
negligible.

pp « Setup (14)

ck « KGen (pp)

Prlb =0’ (mo’ml’ St) — A (Ck) - l < neg|(/l)
b s {0,1} 2

(comy, r) « Commit (ck, mj)

b’ — A (ck,comp,st) |

If the adversaries A are limited to PPT algorithms, the scheme is computationally
hiding. Otherwise, it is statistically hiding if we allow for arbitrarily-powerful
adversaries.

Definition 2.32 (Binding). Com = (Setup, KGen, Commit, Open) is binding if for
any adversary A, the probability that A can make a commitment that opens to two
distinct messages is negligible.

mo # miA pp « Setup (1‘)
Pr(Open(ck, com, mg, 70) = 1A | ck  KGen (pp) < negl(1)

Open(ck, com,my,r1) =1 | (com, mg, my, ro, r1) — A (ck)

Likewise, if we restrict the adversaries ‘A PPT algorithms, the scheme is compu-
tationally biding. Otherwise, it is statistically biding if there is no restriction on the
running-time of A.

2.5.3 Zero-Knowledge Proof of Knowledge

Let R C {0,1}* x {0,1}* be a relation. R is a collection of tuples (stmt, wit)
where stmt is a statement and wit is a witness for stmt. A statmement admitting
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a witness 1s called a true statement, and the set of true statements is denoted as
Lr = {stmt : Jwit, (stmt, wit) € R}. R is said to be an NP relation if it takes time
polynomial in the size |stmt| to verify the validity of a witness wit for stmt. A proof
system for the relation R is a protocol where a prover # convince a verifier V that £
knows a witness wit for a statement stmt. This protocol is zero-knowledge if the V
learns nothing more than the fact that the statement stmt admits a witness.

Definition 2.33 (Interactive Proof). An interactive proof Il for an NP relation R
consists of a PPT algorithm Setup and a pair of PPT interactive algorithms (P,V)
such that:

* pp <« Setup (lﬂ): generates public parameters of 1.

o (tx,b) «— (P (pp,stmt,wit) ,V (pp, stmt)): The prover takes as inputs the
public parameters, a statement stmt, and a witness wit, and the verifier takes as
inputs the public parameters, and the same statement stmt. Their interaction
produces a transcript tx, which is the concatenation of all messages between the
prover and the verifier, and the verifier finally outputs a bit b € {0, 1} indicating
whether the transcript tX is accepting or rejecting.

An interactive proof Tl is said to be (2u + 1)-move (for some positive integer u > 1) if
the transcript tx contains (2u + 1) messages.

Definition 2.34 (Completeness). I1 = (Setup, P, V) is complete for the relation R if
Sfor any (stmt, wit) € R:

pp « Setup (1”)
(tx, b) « (P (pp, stmt, wit) , V (pp, stmt))

Prib =1 > 1 —negl(Q)

An interactive proof II is said to be knowledge-sound for the relation R if any
prover which convinces the verifier of knowing a witness for a statement stmt with
sufficiently large probability can efficiently extract a witness wit.

Definition 2.35 ((ki,..., k,)-Special-Soundness). Ler I1 = (Setup,P,V) be a
(2u + 1)-move proof. A (ki, ..., ky)-tree of accepting transcripts of I1 on (pp, stmt)
isasetof K = ]_[f:1 ki transcripts in a tree format with the following properties:

» Each node corresponds to a prover’s message.
* Each edge corresponds to a verifier’s challenge.

o Fori € [u], every node at depth i has k; children, and the edges connecting to
these children correspond to k; pairwise distinct verifier’s challenges.

* The path from the root node to a leaf node forms an accepting transcript for

(pp, stmt).
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c 1
Cé/ ¥k2 Cgl 1 Cgl k2
CFIL ..... 1 Ci ,,,, ko Cﬁl ..... 1 : Cil ..... ky
Figure 3: A (ky, ..., k,)-tree of accepting transcripts of a (2u + 1)-move interactive
proof [ACK21, Figure 1]
I1 is said to be (ki, ..., k,)-special-sound for the relation R if there exists a PPT
extractor & which takes a (ku, . . ., k,)-tree of accepting transcripts of Il on (pp, stmt)

as inputs and outputs a witness Wit such that (stmt,wit) € R. IfI1 is 3-move and
2-special-sound, then it is said to be special-sound.

Theorem 2.36 ([ACK21, Theorem 1]). Let IT = (Setup, P, V) be a 2u + 1)-move
proof where the verifier samples each challenge c; from a set of cardinality N; for
i € [u). IfTis (ky, ..., k,)-special-sound, then it is knowledge-sound with knowledge
error K.

M
ki —1
K—I—H(l—Ti)

i=1

Definition 2.37 (Special Honest-Verifier Zero-Knowledge (SHVZK)). An interactive
proof 11 is SHVZK for the relation R if there exists a PPT simulator S upon the
statement stmt and a uniformly random challenge value ch outputs an accepting
transcript X which is statistically indistinguishable from the transcripts of honest
executions of Il on the same statement.

An interactive proof II is said to be public-coin if all of the verifier’s challenges
are randomly sample from public distributions independent of the prover’s messages.
Any (2u + 1)-move proof can be transformed into a non-interactive one (i.e., 1-move
proof) in the random oracle model by the Fiat-Shamir transformation [FS87].

Definition 2.38 (Non-Interactive Zero Knowledge Proof of Knowledge (NIZKPoK)).
An NIZKPoK system Il for an NP relation R has three probabilistic polynomial-time
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(PPT) algorithms (Setup, PO, "VO), in which P© and V° have access to a random

oracle O, defined as follows:

* pp « Setup (1’1): takes the security parameter A and generates public param-
eters pp.

o 1 — PO (stmt, wit): takes the public parameters pp, and a pair of a statement
stmt and a witness wit such that (stmt, wit) € R and outputs a proof n.

e {0, 1} « VO (stmt, n): takes the public parameters pp, a statement stmt, and
a proof m and outputs a bit indicating whether the proof is valid (1) or invalid

(0).

Definition 2.39 (Completeness). 11 = (Setup, POy 0) is complete if there exists a

negligible function negl such that for any pp, (stmt, wit) € R, and any oracle O, we
have:

pp < Setup (1”)

Pr| VO (stmt, ) = 1
m — PO (stmt, wit)

> 1 —negl()

Definition 2.40 (Straightline Extractability [Fis05, Online Extractor in Definition
2D. II = (Setup, PO, (VO) is straightline extractable if for any PPT malicious prover

A, there exists a PPT extractor & such that the following holds. Let Qo (A) be the
sequence of A’s queries to O and O’s answers.

pp < Setup (11)
Pr|(stmt, wit) ¢ R A VO (stmt, 7) = 1 (stmt, 7) A° (pp) < negl(1)
wit « & (stmt, 7, Qp (A))

Definition 2.41 (Zero Knowledge [Fis05, Zero-Knowledge in Definition 2]). I =
(Setup, PO, (VO) is zero-knowledge if there exists a pair of PPT algorithms (sim-

ulators) S = (8o, S1), such that for any pair of PPT algorithms (distinguishers)
A = (Ao, Ay), the advantage Advﬁ'fﬂ (Q) is negligible:

Advﬁ},(ﬂ () = ‘Prﬁl,(y{ (1) - Pré},(ﬂ ()| < negl(Q), where
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pp < Setup (1’1)
(stmt, wit, st) « ﬂ(()) (pp)

PO (stmt, wit), if (stmt, wit) € R
JT —
1, otherwise

Pri; (1) = Pr| A (. st) = 1

pp <« Setup (1/1)
(Oy, ch) «— So(pp)
Pra (A) = Pr| A (x,81) = 1 | (stmt, wit, st) — A" (PP)

S (stmt, ch, 1), if (stmt, wit) € R
S (stmt, ch, 0), otherwise

(O1,7) <—{

2.5.4 Blind Signatures

A blind signature scheme is an interactive protocol where a user U requests a signature
from a signer S for a message m such that:

* The signer S cannot link a message-signature pair to any protocol executions.

* The user U is not able to forge signatures after several interactions with the
signer S.

In this work, we consider only round-optimal blind signatures where it takes two
moves between the user and the signer for the user to obtain a signature.

Definition 2.42 (Blind Signatures [BLNS23, Section 2.2]). A blind signature scheme
BSig has PPT algorithms Setup, KGen, Verify, and 3 stateful PPT algorithms for the
signing protocol in the following order: Blind, BlindSign, and Derive; such that for
any A:

* pp «— Setup (1/1): takes the security parameter A and chooses the public
parameters pp.

* (pk, sk) « KGen (pp): generates a public key pk and a secret key sk from the
public parameters pp.

* (t,st) « Blind (pk,m): the first move of the signing protocol between a user
U and a signer S, in which the user takes the public key pk and a message
m € {0, 1}* then generates a blinded message t to send to the signer, and a state
st.

* o « BlindSign (sk, t): the second move of the signing protocol in which the
signer takes the secret key sk to provide a standard signature for the blinded
message t.

30



» 0% « Derive (pk, o, st): the final move of the signing protocol in which the
user takes the public key pK, the signature for t from the signer o, and the state

st and outputs a signature for the message m.

* {0,1} « Verify (pk,m,c*): takes the public key pk, a message m, and a
signature o* and outputs a bit indicating whether the signature is valid (1) or

invalid (0).

Definition 2.43 (Correctness [BLNS23, Definition 2.1]). A blind signature scheme
BSig = (Setup, KGen, Blind, BlindSign, Derive, Verify) is correct if there exists a
negligible function negl such that for any message m € {0, 1}*, we have:

P

o]

pp < Setup (11)
(pk, sk) « KGen (pp)
Verify (pk, m,o0™) =1 (1, st) « Blind (pk, m) > 1 —negl(Q)
o « BlindSign (sk, 1)
0" « Derive (pk, o, st) |

Definition 2.44 (One-More Unforgeability [BLNS23, Definition 2.3]). A blind sig-
nature scheme BSig = (Setup, KGen, Blind, BlindSign, Derive, Verify) is one-more
unforgeable if for any polynomial € = poly(n), and any PPT algorithm ‘A acting as
a user, the probability that A succeeds in the experiment EXpForgeBSig’ﬂ (A) (as in

Fig. 4) is negligible.

Pr[ExpForge®5®7(1) = 1] < negl(1)

ExpForgeBSi9-A (1)

BlindSignO(sk, )

pp «— Setup (1")

(pk, sk) <« KGen (pp)

c:=0

{(mi, ) Yieqeer)  APMISOE) (pk)

if (Vi e [€+ 1] : Verify (pk,m;,07) = 1) A

(Vi<i<j<C+1:m;#mj) then
return 1

return 0

if ¢ = ¢ then
return L
c—c+1

return BlindSign (sk, 1)

Figure 4: One-more unforgeability experiment.

Definition 2.45 (Honest-Signer Blindness [BLNS23, Definition 2.2]). A blind sig-
nature scheme BSig = (Setup, KGen, Blind, BlindSign, Derive, Verify) is fulfills the
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honest-signer blindness requirement if for any PPT algorithm A acting as the signer,
the advantage of A in the experiment EXpBIindBS'g’ﬂ (A) (as in Fig. 5) is negligible.

: . 1
AdVEPE (1) = |Pr[ExpBIind®S9A (1) = 1] - 5| = negl(1)

BSig, A

ExpBlindB®Si%-A (1)

pp «— Setup (1/1)

(pk, sk) « KGen (pp)

mo, mp «— A(sk)

b s {0,1)

((tb,8tp) , (11-p, Sti-p)) < (Blind (pk, mp) , Blind (pk, m1-5))
(0p, 01-p) «— (A.BlindSign (sk, tp) , A.BlindSign (sk, t-5))
(op,01_,) < (Derive (pk, op, stp,) , Derive (pk, o _p, Sti_p))

if 0, =1L oroy_, =L then
(05, 07_p) = (L, L)

b* — A (sk,op,07_,)

if b = b then return 1

return 0

Figure 5: Honest-signer blindness experiment.
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3 Public-Key Encryption from Distinguish-LIP

In this section, we construct a public-key encryption whose security relies on the
hardness of the average-case ALIP. Our construction take inspirations from the key-
encapsulation mechanism in [DvW22] and the public-key encryption in [ARLW?24].
First, we begin a quadratic form S which has an efficient decoder up to radius
p < A1(S)/2. The public key is an equivalent form P «s$ D, ([S]), and the secret key
is a unimodular transformation U such that P = UTSU. To encrypt a message m € Z),

for some modulo p, the sender first samples a random error e € é such that ||e||p < p,
and he then splits e into a fractional vector d; € T and an integral vector x € Z" and
uses x to "one-time pad" m, d; := x + m mod p. The ciphertext is a tuple (d, d»).
Knowing the unimodular transformation U, the receiver can decode d; for x via S due
tod; = e+x and |le|]|[p < 41(S)/2, and he can then decrypt for m. For the security
proof, it is assumed to be computationally hard to distinguish P «s$ D, ([S]) and a
form R «$ D, ([Q]) for a quadratic form Q having significantly small smoothing
bound 175-em) ([Q]) < kpp_\/ﬁ' Thus, by replacing P by R, the ciphertext (d;, d;) is
statistically close to uniformly random.

Our PKE can be used as a commitment scheme which is statistically binding,
computationally hiding by the hardness of ac-ALIPf’Q, additively-homomorphic,
and extractable by the decryption using the secret key. The extractability of this
commitment scheme is important to achieve straightline-extractability in NIZKPoK in
Section 5. Additionally, we construct a ZKPoK of a ciphertext wellformedness (or a
commitment opening if one uses PKE as a commitment scheme).

3.1 Construction

LetS = Bng € 8>%(Z) be a quadratic form being decodable with radius p <
A1(S)/2. Given S, n, p, and other public parameters s, p, g, k, o parametrised by A,
we construct a public-key encryption scheme PKE = (Setup, KGen, Enc, Dec) for
any messages m € Zj in Fig. 6.

Setup (1) Enc (pk, m e ZZ) Dec(sk, ctxt)

pp = (S5, p, 0. k. p,0) le,a u < Decode (S, Ud,)
return pp q if |lu — Ud,||g > p then
KGen (pp) x:=d —e m :=d, - U 'umod p
(P,U) s D, ([S]) dy=x+mmodp ey = m’

pk := P ctxt := (di,do) return msg

sk:=U return ctxt

return (pk, sk)

Figure 6: LIP-based public-key encryption

33



In(2n+4) } and

T

q= %ﬂw, o= S\/ﬁﬂw, and some integers k and p > 2, PKE is correct.

Proof. By Lemma 2.14, one can sample efficiently a quadratic form P distributed
In(2n+4)
—} such that

Theorem 3.1 (Correctness). For s > max{

as D; ([S]) and a unimodular U for s > max{
=U'SU.

Since o = s/n w > ||Bgs||\/w with non-negligible probability by

Lemma 2.15, it is efficient, by Lemma 2.10, to sample e «s él)p,(r € éZ”. By
Lemma 2.11, we have e to be short with non-negligible probability.

llellp < ch\/ﬁ =p/k <A ([S]) /2

For d; := emod Z" |le||[p < 4, ([S]) /2, there is a x := d; — e € Z" which is
a unique and the closest lattice vector to d; in P. Therefore, Ux is the unique and
closest vector to Ud; in the lattice S. In the decryption, one can decode Ud; in
S for a unique vector u such that |lu — Ud,|lg < p, so we have u = Ux. Hence,
m’ =d;, - U 'u=mmod p. O

Theorem 3.2 (IND-CPA Security). Let S and Q be two quadratic forms such that
S has an efficient decoding algorithm for distance p < A1 ([S]) /2, and o/q >
pr-em ([Q]) for o/q = p/k~n and positive integers k and p > 2. Ifac-ALIP?’Q is
hard, PKE is IND-CPA-secure.

Proof. The proof comprises a set of hybrid experiments.
* Hyby: Identical to IND-CPA, ¢ , (11).

* Hyb,: Identical to Hyb,,, except that the key pair (P, U) is sampled from the
distribution Dy ([Q]) instead of D; ([S]).

* Hyb,: Identical to Hyb;, except that we choose uniformly d; «s T, and
d; s ZZ.

Hyb;: Identical to Hyb,, except that m; is chosen for encryption.

* Hyb,: Identical to IND-CPAp, ¢ 4 (1%).

Due to the hardness of ac—ALIP?’Q, Hyb, and Hyb, are computationally indistinguish-
able.

|Pr[Hyb, = 1] = Pr[Hyb, = 1]| < negl()
Likewise, Hyb; and Hyb, are also computationally indistinguishable.

|Pr[Hyb; = 1] — Pr[Hyb, = 1]| < negl(2)
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In Hyb, and Hybs, P is generated from Q and

0/q 2 pra-om ([Q) = ny-ew ([p?P]) > my-owm (IP])

By Corollary 2.9.1, the distribution of d; in Hyb; and Hyb; is statistical close to the
uniform distribution over T;’, and the conditional distribution of x is Dp /4 4, given
d1 e T?,

q

1
(Y <_$ _Z)P(T
g% dy T
(di,x) | di ;== emod Z" ; = {(dl,x) : ! }
a X «$ Dp r/q.q,
X = d1 —€

Then, by Corollary 2.9.2, the conditional distribution of (Dp /q.d, mod p) given
d; € Ty, is statistically close to the uniform distribution over Zp.

1
Z (_f ‘IZ)P’(; 7 d; s Tg
(dy,dy) x]'—._del r_n(; ~s 1 (d1,d2) | X <3 Dp y/q.4q,
o d; = d
d; := x mod p 2= XmoCp
d; s Tg
~s {(dl’dZ) d2 —s ZZ }

Hence, the distribution of d; := x + m mod p where m «s Z is statistical close to
the uniform distribution over Z),.

m s Z
1
TN d; Ty
(di,d2) | d; :==emod Z X {(dl,dZ) d, <—$Z”}
x.=d;—e b
d, =x+mmod p

Therefore, Hyb, is statistically indistinguishable from Hyb,, and Hyb, is statistically
indistinguishable from Hyb;.

|Pr[Hyb; = 1] — Pr[Hyb, = 1]| < negl(1)
|Pr[Hyb, = 1] — Pr[Hyb; = 1]| < negl(2)
Hence, we have:
AdvBZ: A (1) = [Pr[IND-CPAS,¢ (1) = 1] - Pr|IND-CPALe 4 (1) = 1]|
= |Pr[Hyby = 1] — Pr[Hyb, = 1]|

4
= Z Pr[Hybl’_l
i=1

1] = Pr[Hyb, = 1]

IA

1] - Pr[Hyb, = 1]| < negl(2)

4
Z|PI' [Hybi—l
i=1
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If we instantiate PKE with parameters o = syn/ ———~ ln(2”+4) and g = p 1/M

for an integer k > 2 while keeping p < A; ([S]) /2, PKE i 1s additively homomorphic.
As long as the summed error vector |le||[p < p, the associated ciphertexts can be
correctly decrypted. A ciphertext (d;,d>) « Enc (P,m) can be multiplied by an
integer t € [—k, k| and be decrypted to rm.

Theorem 3.3 (Additively Homomorphic). For some positive integer k > 2, o =

S\/ﬁw/% and q = %wlln(zT"M), it holds for (di1,d;2) < Enc(P,m;) and

(dZ,l, dz,z) «— Enc (P, mz) that:
m; +m; mod p < Dec (S, (d, d))
where d'1 = d1,1 + d2,1 mod Z" and d’2 = d1,2 + dz’z mod p
Proof. Let e; and e, be the error vectors sampled when encrypting m; and my,
respectively and ¢’ = e + e, € éZ”. We have that:
di=d;;+dy; =€ +e; mod Z" = ¢ mod Z"
d’z = d1,2 + dz,z
= (dl,l - e1) + (d2,1 - ez) +m; +mp mod p
= (d}] - €¢) +m; + mp mod p
Letx = d| — ¢ € Z". Since ||€/[|p < |le[|P + [|e2|P < 2p/k < A1 ([S]) /2, x is the

unique and closest vector of P to d. Hence, the decryption can decode Ud/ to Ux in
S and then decrypt form’ = d}, — x = m; + m; mod p. O

3.2 Usage as a Commitment Scheme

Any IND-CPA-secure public key encryption implies a commitment scheme that is
computationally hiding and statistically binding. One can use our LIP-based PKE
as a commitment scheme Com = (Setup, KGen, Commit, Open) on the same public
parameters pp = (S, s,n, p, q, k, p, o) such that:

* ck « KGen (pp): runs PKE.KGen (11) to get (pk, sk) = (P, U), discard sk,
set ck := P and return ck.

e (com,r) « Commit (ck,m € ZZ): runs PKE.Enc (ck,m) but gets the ci-

phertext (di, d) together with the error vector e «s$ éﬂp,o-, and outputs the
commitment com := (d;, d;) and the randomness r := e.

* {0,1} « Open (ck,com, m, r, f): takes the commitment key ck, commitment
com = (dy, d,), message m, randomness r = e and an integer f € [[-5], [5]]\
{0} and checks whether

fd; =emod Z" A fdy =x+ fm mod p

where x = (fd; — e) (without modulo p)
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The proof that Com is hiding follows the proof that PKE is IND-CPA-secure
based on the hardness of aC—ALIPE’Q for S and Q be two quadratic forms such that
there exists an efficient decoding algorithm for distance p < A; ([S]) /2 in [S], and
o/q = pny-ew ([Q]) for o/q = p/k+/n, and positive integers k and p > 2.

Similar to the well-known lattice-based BDLOP commitment scheme [BDL" 18],
our commitment admits a relaxed opening including not only the message m and
randomness e but also a scalar f € [|——§-|, L%J] \ {0}. We are unable to build efficient
zero-knowledge proofs (in Fig. 7) to prove the knowledge of m and r satisfying the
original commitment/encryption relation such that its extractor cannot guarantee to
extract exactly f = 1 from the prover. For this weaker zero-knowledge proof, the
commitment scheme must still be binding with a relaxed opening.

For PKE is additively homomorphic, Com of course inherits this properties, so
we can construct fairly simple zero-knowledge proofs of linear relations over the
committed messages.

Theorem 3.4 (Computationally Hiding). Ifac-ALIPSQ is hard for two quadratic forms
S and Q such that S has an efficient decoding algorithm for distance p < A1 ([S]) /2,
and o/q > pny-em ([Q]) for o/q = p/k~/n and positive integers k and p > 2, Com
is computationally hiding.

Proof. This proof follows the proof to Theorem 3.2 that PKE is IND-CPA-secure if
ac-ALIP>Q is hard.

O
Theorem 3.5 (Statistically Binding). For o = sy 22, g = L1 fin (2224

fe ”—%], L%J] \ {0}, a positive integer k > 2, and a prime p, Com is statistically
binding.

Proof. Assume that there exists an adversary (A given the quadratic form P is capable
of outputting a commitment (d;, d;) and valid openings (m, e, f) and (m’, e, /) with
m # m’ such that:

fd; = e mod Z"

fd = (fdy —e)+ fm mod p
f'd; = ¢ mod Z"

f'dy = (f'dy —€) + f'm’ mod p

Multiplying f’ to the first two equations and f to the other twos then subtracting, we
have that:

f'e— fe' =0" mod Z"
(f'e— f€)+ ff (m"—m) = 0" mod p

For p is prime, f and f” are invertible in Z,,, andm’ # m, so f f” (m’ — m) is non-zero.
This therefore implies that x := (f’e — fe’) € Z" is a non-zero lattice vector in P. For
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f.f e [|——§-|, L%J] \ {0}, k > 2, the P-norm of x € Z" is shorter than A; ([S]) /2

Ix[lp < (If]+ If'l)g <p <A ([SDh/2=a([P]) /2

This is impossible for any lattice vector of P since the shortest vector P is of length
A1 ([P]). Therefore, A cannot break the binding of Com. O

3.3 Zero-Knowledge Proof of Plaintext Knowledge (Commit-
ment Opening)

We show a zero-knowledge proof protocol to prove the wellformedness of ciphertexts
produced by PKE or the knowledge of a valid opening of Com. To convince a verifier
that a ciphertext (d;, d;) is correctly constructed, the prover must provide a proof that
it knows a short vector e € éZ" and the plaintext m € Z; which satisty d; = e mod Z"
and dy = (d; —e) + m mod p. We observe that one can uniquely determine the
message m given the ciphertext (d;,d;) and the short error vector e. Thus, the
zero-knowledge proof only needs to prove the knowledge of e without m.

Our proof employs a technique which is similar to that of the Lyubashevsky’s
identification scheme [Lyul2] and the zero-knowledge proof for the opening of a
BDLOP commitment [BDL"18]. The prover samples a mask r which is short but large
enough to mask e and outputs a := r mod Z". For a challenge ¢ € [—g, g] where g is
a small positive element of Z,, the prover outputs z = r + ce (for some challenge c¢)
with rejection sampling, so that z does not leak information about e. Then, the verifier
can check if z is short and a + cd; = z mod Z". We can obtain, by rewinding, another
equation a + ¢’d; =z’ mod Z" for ¢ # ¢’, and by subtracting the two, we have

7 —z=(c"-c)d; mod Z"

Since the term (¢’ — ¢) is not invertible in the above equation and not necessarily
equal to 1, we can only extract e = z’ — z which is short if (¢’ — ¢) is relatively small.
Particularly, by construction of our proof, [le*||p < 2 (ovn + g) where B is the upper
bound of the P-norm of e held by the honest prover and o is the Gaussian parameter
used in sampling the mask r. For r to hide e with rejection sampling, we require

oc=0 (g,BVln n), and we have 8 = p/k. Then, for convincing the verifier with the

extracted e”, it is required that ||e*||p < p, so we can obtain the lower bound of & when
instantiate PKE (or Com):

p =20 (gﬁ\/m) +2gp, or
k=Q (g\/m)

Having e* =7z’ —z = fd; where f = ¢’ — ¢, one can extract m* = fd, — f~'x*
where x* = fd; — e" (without modulo p). For a prime p, f is invertible in Z,,.
Hence, another weakpoint of our proof is that it can only convince the verifier about
the wellformedness of the ciphertext (or a opening to the commitment) ( fd;, fd;)
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for some relaxing factor f = ¢’ — c € [-2g,2¢ — 1] \ {0}. However, as long as the
extracted e* has P-norm shorter than 4, (P) /2 and for PKE is additively homomorphic
(or Com is still binding while accepting relaxed openings), our proof can sufficiently
convince the verifier about the knowledge of e and m.

Letpp = (n, p,q, k, 8,0, M) be parametrised by A. The zero-knowledge proof
of plaintext knowledge for PKE (or commitment opening for Com) described in Fig. 7
is a proof of knowledge for the following relation:

stmt == (P,d,dy) € S;° (Z) X T) X Z,
1 _
wit := (e,m, f) € —Z" X Z), X C
q

lellp < B
fd; = e mod Z"

fdy = (fd; —e)+ fmmod p

REEE = ¢ (stmt, wit)

where C = {¢’ —c:Vc,c’ € [-g,8],c # '}

Protocol XPKE

P((P9dlad2)’(ea m)) (V((P’dl’ d2))

1
r <$ —Dp,qo—
q

a:=rmodZ"

a
c <% [_g’ g]
c
Z:=Tr+ce
Abort with probability
D z
1 —min|l1, P’qa(q )
MDP,q(T,qce(qzl)
zZ
Accept iff:
1
z€-7",
q

lzllp < oVi + g, and
Z=a+ cd; mod Z"

Figure 7: Protocol ZPKE for proving plaintext knowledge for PKE
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Theorem 3.6. For go > ||BSS||\/w, oc=0 (g,BVln n) k=Q (g\/nln n) pis
PKE

prime, and M = O (1), ZPXE is complete for RggE, special-sound for Rpp’2(0ﬁ+gﬁ),

PKE
and SHVZK for Rpp,2 (oite)

Proof. Completeness. Given go > ||Bgs||,/w, it is efficient to sample r «$
é@p,qg by Lemma 2.10, and by Lemma 2.11, we have that ||r||p < o-v/n. Since both
r,ec 17" z=r+ce e 17" so condition by is satisfied. By the triangular inequality
and for ¢ € [—g, g], we have the condition b satisfied.

lzllp < llrllp + [Icellp < oVn+gllellp < oVn +gB
Finally, by construction, the condition b; is satisfied.

a+cd; =r+cemodZ"

=z mod Z"

Special Soundness. With two accepting transcripts (a, ¢, z) and (a, ¢’,z’), we can
extract a witness (e*, m", f):

*

1
e =7 -z2¢-7"
1
f=cd-ceC
m* =d,— f'x*mod p € z,
where x* = fd; — e* (without mod p). For p is prime, ¢’, ¢ and f are invertible in Z,,.
By construction, we have that:
le*llp = l1z" - zllp
< |lz'llp + llzllp
<2 (ocVn+gp) < p,and

e =7 -1z
:a+c’d1 —a-—cd;
= fd; mod Z", and

(fdy —e")+ fm*" =x"+ fd, —x" mod p
= fd, mod p
Hence, (e*,m*, f) is a valid witness.

Lemma 3.7 (adapted from Lemma 2.24). For a quadratic form Q € S;° (R) and any
vector v € R", if s = © (”V”Q Vin n) then:

DQ,qs (qZ)

=0(1)| > 1-270Un,
DQ,qs,qv(qZ)

1
Pr[z —$ —=DQys :
q
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Proof. By Definition 2.6, we have:

Dogs(q2)  pogs(qr)  exp(=nlqzlly/q’s”)
z)Q,qs,qv(qz) pQ,qs,qv(qz) exp(—yr||qz — qV”é/qzsz)
“2(z, Vg + ||v||a)

=exp|n

2

s
By Lemma 2.23, we have |(z, V)Q| is at most r = © (||V||Qs\/1n n) with probability:

1
Pr[z s ~Daogs : [(2,V)g| < © (IIVIIQsVIn n) > ] —2¢ 00N
q

- 1= 2—®(ln n)
Thus, with probability at least 1 — 2-0(nn) e have:

0 (||V||Qs\/lnn) VI

2

~2(2,v)q + II¥II
2 Q <exp|m

exp (n
s s

=0(1)
where the last equality uses s = © (||V||Q\/1n n)

Theorem 3.8 (adapted from Theorem 2.26). For a quadratic form Q € S>° (R),
a subset V.C R" such thatV = {v eR" vl < ,8} Jfor some positive B € R, and
s=0 (,BVIH n), there exists a constant M = O (1) such that the statistical distance
between distributions of the following algorithms A taking a vector v € V as the input

. -6(Inn) . . .1 _p-6(Inn)
and B is at most Mn , and A outputs something with probability at least %

A(v) B

1 1
Z <$ EDQ,qS,qV Z <$ EDQ’qs

DQ,qs (qz)

return z with probability min (1, _—
MDQ,qs,qV(qZ)

1
) return z with probability i

Proof. By Lemma 3.7, we have for M = O (1):

1
Vvev, Pr[z —$ —DQ s : MDQ4sv(q2) > Dq4s(qz)| > 1 - »-0(Inn)
q

Applying Lemma 2.25 with f setas Dg 45, and g set as Dq 45,4v, We have the statistical
27@(111 n) eqe
57— and the probability that

distance between the outputs of A and B is at most
—-0O(Inn)

P 1-2
A outputs something is at least —=——
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S((P,d;,d2),0)

1 1
z2—$—Dpgys€-1"
q q

a=z-cd; modZ”eTZ
1

ith probability 1 — — :
with probability i

abort

return (a,c,z)

Figure 8: The simulator of XKE

SHVZK. Given a challenge ¢ € [—g, g], we define a simulator S in Fig. 8 that
gives an accepting conversation.
By Lemma 2.10, we have with overwhelming probability that:

llgzllp < goVn, or
lzllp < oVn < oVn +gp

By construction, we have z € L7 anda = z—cd| mod Z" € T’;, soz = a+cd; mod Z".
Thus, § ((P,d;,d;), ¢) yields an accepting conversation (a, c,z). We continue the
proof using the following games:

» Game: Same as an honest prover.
* Game;: Same as Game except that a := z — cd; mod Z".

* Game,: Same as Game, except thatz < éﬂp,qa-, and it aborts with probability
1-1/M.

From the completeness proof of XPXE, we see that Gamey and Game, are identical and
therefore indistinguishable. Applying Theorem 3.8 with V = {v e R" : ||v||p < gB},

s=candu=0,wehaveforv=ceecVando =0 (g,BVln n), there exists a constant

M = O (1) such that the distribution of z in Game, is within statistical distance of
2_61‘(/11"") to the distribution of z in Game;. Hence, Game| and Game; are statistically
indistinguishable. For Game; is identical to S, the simulator S outputs an accepting
conversation (a, c, z) distributed statistically close to that of an honest execution of

EPKE‘ O
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4 One More Close Vector Problem Assumption

In this section, we introduce the one more close vector problem (omCVP) assumption.
The hardness of omCVP implies the one-more unforgeability of our blind signature
scheme in Section 6. In the LIP-based signature scheme proposed by Ducas and
van Woerden [DvW?22], there is a quadratic form S which has an efficient Gaussian
sampler for a small parameter p/v/n > 1,-em ([S]), and the public key is an equivalent
form P «s D, ([S]), and the secret key is the unimodular transformation U such
that P = UTSU. The signature to target t = H(m) € T o 1s a vector x distributed as
Dp /it achieved via Gaussian sampling in S with the unimodular transformation
U. Hence, x is a close vector to t, ||x — t||p < p. Similar to other one-more type
assumption such as omSIS [AKSY?22], we informally define the omCVP assumption
as it is computationally hard for a PPT adversary to come up with € + 1 valid LIP-based
signatures after knowing ¢ valid ones for £ = poly(2).

An adversary in the omCVP experiment is given access to two oracles GaussianO
and TargetO. A query to the TargetO oracle is answered with a random vector t € T?,
and we use this oracle to model the random oracle H : {0, 1}* — T7 in the security
proof of our blind signatures. The GaussianO oracle, upon a query for a target
t' € T}, responses with a vector x € Z" which is close to t’ (i.e., [[x = '[|p < p), but
an adversary can only make at most ¢ queries to GaussianO. The adversary wins the
omCVP experiment if it outputs £+ 1 tuples {(t;, X;) };c[41) such thatforalli € [£ +1]
t; is a respond of TargetO, and x; € Z" is close to t;, ||x; — t;||p < 6. We may allow a
relaxed closeness 6 > p between x; and t;, but we stress that the larger ¢ is, the easier
it takes to solve omCVP.

We later present polynomial-time attacks to omCVP for some range of 6 with
respect to p. Our attacks are the adaptation of the attacks against omSIS in [AKSY?22].
Same as other assumtptions of the same one-more type, we are unable to reduce the
omCVP to standard assumptions, but we would like convince via our cryptanalysis
attempt that our parameter choice for the blind signatures is safe from polynomial-time
attacks.

4.1 Definition
Definition 4.1 (omCVP Assumption). Let S, n, s, u, p, q, €, 6 be functions of A where

S € S>%(2) is a quadratic form and
In(2n +4)
GS
nge] "0
p/Nn = ny-em ([S])

s'n  [In(2n+4)
p m

§ > max {/ln(S),

q =
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The omCVPs ;. 5.11.p.q.¢,6 assumption states that for all PPT adversary A, the probability

that A wins the omCVPg‘n 5pa LS experiment as in Fig. 9 is negligible.

Pr omcvpg‘jmﬂ,p’q,a s() = 1| < negl(2)
omCVPg"n’s’#’p’q’ s GaussianO(t')
T:=0 c=c+1
c:=0 if ¢ > ¢ then
P s Dy ., ([S]) return L
{(tivxi)}ie[t’ﬂ] — ﬂTargetO,GaussianO(.)(P) X «$ DP,p/\/E,t’
if Vi € [f+ 1],Xi eZ" A ”Xi _ti”P <OA ti € T then return x

return 1
return 0 TargetO
t s TZ
T —TuU({t}
return t

Figure 9: omCVP assumption.

4.2 Cryptanalysis

This cryptanalysis is to argue that the new computational problem omCVP is hard.
Though we are not able to obtain a reduction from a standard and well-studied problem
to omCVP, we expect that this problem is hard for polynomial-time adversaries for
the parameter ranges specified in our blind signature construction in Section 6.1. The
hardness of omCVP primarily depends on the relation between ¢, the upper bound
of the distance between the vectors x;’s that the adversaries must output and their
corresponding targets t;’s, p, the distance between the queried target and the vector
answered by the Gaussian oracle, and the dimension n of the quadratic forms P and S.

We first consider the trivial case for which omCVP can be solved without queries
to the Gaussian oracles. By Lemma 2.14 and Lemma 2.10, it is efficient to sample
from the quadratic form P «s D , ([S]) with Gaussian parameter larger than or equal

to svn w due to ||Bl(§s|| < s+/n. Therefore, for any target t, any adversaries can

efficiently sample a close vector x such that ||x — t||p < sn+/ w, so we have the

omCVP assumption trivially broken with § = © (sn\/ln n).

Then, we provide two techniques to attack omCVP: combinatorial and lattice-
based. These two are the adaptation of the attack strategies against omSIS [AKSY?22].
By these attacks, we explicitly describe the parameter ranges for which omCVP can
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be solved in polynomial-time and for which it is exponentially hard to the best of our
knowledge.

In the combinatorial attack, the adversary begins with a set of elementary vectors
such that any target t € T}, can be presented by a sum of at most n elementary vectors.
For each elementary vector, the adversary makes a GaussianO queries for a close
vector. Then, for each target t, the adversary decomposes it to at most n elementary
vectors and combine the close vectors to these elementary vectors to achieve a close
vector to t, and it is at most p - n in distance.

In the lattice-based attack, the adversary makes several GaussianO queries on
targets 0 and obtain a set of short vectors. Then, it can create a quadratic form
P’ = U'TPU’ which is slight worse than S but better than P in the sense it is efficient

to do Gaussian sampling from P’ with a parameter ® (p\/hl_n) Therefore, knowing
P’ and U’, the adversary can find a close vector to any target t, and it is at most
C) (p\/m) in distance.

To sum up, our best polynomial-time attack gives solution to the omCVPs . 5 ;1 p.4.¢.6
for6 =0 (p\/m) and £ = © (n). Meanwhile, the security of our blind signatures

assumes that the omCVPg ,, 5, ».4.¢,6 1s hard for 6 = ® (p), and for such small 5, we
know only exponential-time attacks.

4.2.1 Combinatorial Attack

Consider the set of vectors
A= {V,- -t:Vi€|[n],te Tq},where (vi -~ Vn) =1,

There are g - n vectors in the set A, and it is clear that A is a subset of TZ such that
any target t € T}, can be a sum of at most n vectors from A (one for each dimension).
The adversary A (described in Fig. 10) first makes GaussianO queries for all vectors
in A and acquires vectors x’. Thus, for each vector a € A, A knows a vector X’ € Z"
such that ||x" — a||[p < p with overwhelming probability. Leveraging this knowledge,
A decomposes a target t € T} as a sum of at most n vectors from A and sum all the
corresponding X"’s to obtain x € Z" whose distance to t € Ty in P is at most p - n to
win the omCVP experiment for 6 =@ (p - n) and £ = O (g - n).

Ix=tllp={| >, xi= > ax| = DI —ar] <pon
ke[n]

ke[n] ke[n] P
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ﬂGaussian()(.),TargetO (P)

A={a=v;-t:VYie[n],t €Ty}
X:=0
fori € [¢g-n] do
x; « GaussianO (a;)
X [a;] =x]
for j € [(+1] do
t; «— TargetO

n

Decompose t; into {ag} iy St tj = Z ag Aagten CA

k=1
n
Xj = Z X [az]
k=1

return {(tj’xj)}je[[H]

Figure 10: The combinatorial attack against 0omMCVPs ;. .1 p.q.¢.5-

4.2.2 Lattice-based Attack

As described in Fig. 11, one can construct an EPT attack ‘A (similar to the definition
of s, u ([Q]) in Definition 2.13) against the omCVP assumption if 6 = ® (p\/n In n)
Firstly, A queries the discrete Gaussian oracle GaussianO for a set of short vectors
V = (Vi)ie[g) such that v; «<s Dp ,, 7 then uses the algorithm Extract (P, V) to get
another quadratic form P’ and unimodular transformation U’ such that P’ = U'TPU’.
By Lemma 2.11 and Lemma 2.12, BI(E,S” = max;||vi[lqg < p, so it is efficient to
sample from the discrete Gaussian distribution Z)P,’p Having P’ and the

In(2n+4) *
transformation U’, ‘A can sample short vectors x; for each of £ + 1 targets t; queried
from the TargetO such that ||x; — t;||p < p+/ "ln(i—"ﬂ) to win the omCVP experiment

fors = © (p\/nlnn) and € = © ().
We can obtain an attack for a shorter bound on ¢ at higher cost by:

1. Calling the closest vector problem algorithm on the quadratic form P and the
targets t;’s.

2. Generating a quadratic form (equivalent to P) that has an efficient Gaussian
sampler for shorter standard deviation parameter than that of the Gaussian oracle
by calling the shortest vector problem algorithm on the quadratic form P.

In the former case, we can obtain vectors x;’s such that for i € [{], ||x; — t;||p <
A1 (P). Inthe latter case, we first obtain an equivalent form P’ such that ||BIC3,S|| =11 (P),
so by using the same technique in Fig. 11, we can obtain vectors x;’s such that for
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ﬂGaussianO(.),TargetO (P)

C=1-(1+e ™!
¢ = [2n/C]
do

fori=1,...,¢do

v; « GaussianO (0)

Vo= (Vi)iele]
while rank (V) < n
(P’,U’) « Extract(P, V)
fori=1,...,0+1do

t; < TargetO

!
;o
x; s U DP’,p\/ln(2n+4)/7r,U"1t,-

return {(t;, 07) }ice41)

Figure 11: The lattice-based attack against omCVPs ;s 1 ».4.¢,6-

ie [, |Ixi—ti]lp < A1 (P) - %. The fastest known algorithms to solve the

shortest and closest vector problems run in time 20 IMV10, ADRSD15]. These
exponential attacks allow us to solve the omCVP for § = ® (A (P)). This bound on ¢
is obviously even smaller than p.
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5 NIZKPoK of Close Vectors

To construct blind signature scheme from the omCVP assumption, we need an
NIZKPoK system with straightline extractability for LIP signatures, i.e., to prove the
knowledge of a lattice vector x € Z" that is close to a target h € Tg.

x—hllp < B

We first starts with a relatively simple 3-move ZKPoK £V which encloses x in
a vector z € Z" which is slightly farther to h and uses rejection sampling [Lyul2]
to prevent z to leak any information regarding x. The main two drawbacks of this
protocol are that

* It takes a small challenge set {0, 1}, so we requires A parallel repetitions to have
it reach soundness error of 274,

* Its knowledge extractor can only extract witnesses X* whose distance to the
target h is larger than that of the original witness. This is called soundness slack
in lattice-based ZKPoK [ACK21].

Ix* —hl|lp < B, where B’ > B

We can make this protocol non-interactive in the random oracle by the Fiat-Shamir
transformation, and to achieve straightline extractability, we encrypt the witness x by
the public-key encryption PKE in Section 3.1 given that x falls in the plaintext space
ZZ, and we use the Fiat-Shamir transformation of the ZKPoK in Section 3.3 to prove
that the ciphertext correctly encrypt x. Our combined non-interactive protocol IT¢V
proves the knowledge of x that is close to h and correctly encrypted by PKE. With
the secret key of PKE, we can use the decryption of the ciphertext in the proof as a
straightline extractor. Since we only need to decrypt the ciphertext in the security
proof, this technique for straightline extractability is called "encryption to the sky".
However, due to the soundness slack issue in €V, a proof 7 from combined NIZKPoK
IV for the statement (P, h) can only convince a verifier that the witness x* extracted
from r satisfies ||x* —h||p < .

To overcome the high soundness error and the soundness slack issue in the above
protocol, we introduce the second ZKPoK which is for proving simultaneously many
quadratic relations. The technique in this proof is similar to the lattice-based ZKPoKs
which circumvent the soundness slack issue [YAZ*19, LNP22a]. Without harming
the zero-knowledge property, the prover can prove the knowledge of x such that
Ix —h|lp = B for some B < . Then, we reduce this P-norm equation to a set
of N = 2n + 1 quadratic equations of the form w'A;w + bl.Tw = d; (fori € [N])
over a witness w which is a binary vector. We employ the commitment scheme
based on PKE in Section 3.2 and construct a commit-and-prove ZKPoK. For the
commitment scheme works on vectors in the ring Z,, for some prime p, we only prove
that w' A;w + bl.Tw = d; mod p. Therefore, p is required to be large enough, so that
there is no wraparound in all N quadratic equations. To prove N quadratic relations
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simultaneously, we linearly combine these relations into one quadratic relation, and
then the prover can provide an amortised ZKPoK IT*. This ZKPoK is free from the
soundness slack issue and has smaller soundness error than the previous I1°V. Again, it
is trivial to convert IT* into a non-interactive proof by the Fiat-Shamir transformation.
A commitment to the witness is included in this proof, so we have a straightline
extractor for free, i.e., the decryptor of PKE.

5.1 Approximate ZKPoK of a Close Vector

In the blind signatures from omCVP in Section 6.1, the signature x € Z" is of distance
at most 3 from the hash of the message h = H(m) € Tj. To achieve blindness, we
need a zero-knowledge proof of knowledge of such vector x.

Let pp := (n, q, B, 0, M) be parametrised by A. For a quadratic form P = BIT,BP €
S>0(Z), atarget h € T", and a vector x € Z" satisfying ||x — h|[p < 3, we have the
relation Rpp g:

stmt := (P,h) € S;°(Z) x T}
Ix-hllp <p

>V which is a ZKPoK system for the relation Rpp g in

Then, we construct a protocol
Fig. 12.

Theorem 5.1. For go > ||BSS|| . \/w, the protocol %V is complete for the
relation Rpp p.

Proof. For go > ||Bgs|| . 1/@, by Lemma 2.10, it is efficient to sample an error

e —$ éi)p,qg € éZ”, and by Lemma 2.11, we have ||e||p < o-v/n with overwhelming
probability. With a := e mod Z" € T}, we have a — e € Z", and with cx € Z", we
have z := a — e + cx € Z". Thus, when the prover £ executes the protocol honestly,
we have:

z € 7" and
|lz—ch—-alp=|la-e+cx—ch-alp
= [lc (x—h) —ellp
<oVn+cpB
Thus, the verifier accepts with overwhelming probability. O

ZCV

Theorem 5.2. The protocol is special-sound for the relation Ryp 55 i

Proof. Suppose there are two accepting conversations (a, 0, z) and (a, 1,z’) of 2¢V
where the first message a is identical. The acceptance implies that:

Iz - allp < ovVn
Iz ~h-allp <ovn+p

IA

A
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Protocol ¢V
P ((P,h),x) V ((P,h))
1
q
a = emod Z"
a
c «s{0,1}
c
-
Z=a-—-e+cXx
Abort with probability
. Dp, o a+ch (z)
1 -min{l, ———————
M@P,a,a+cx(z)
z
_—
Accept iff:
Zze€Z" and
lz—ch-allp < ovVn+cp

Figure 12: Protocol ¢V for knowledge of a close vector

Thus, we have:

|z —h-a-z+allp <|z-h-alp+]|z-alp
|z —z—h|p <ovVn+pB+ovVn
1(z' ~2) ~hllp < 20Vn+p

Thus, x* := 2’ —z € Z" is a witness for the relation Ry, 5 \r14- m]

Inn

Theorem 5.3. For M = poly(n) and o = @(,8 1 ) orM = 0(1) and o =

C] (ﬁ\lln n), and o > 1,-0m) ([P]), the protocol £V is SHVZK for the relation
Ropaois:

Proof. Given a challenge ¢ € {0, 1}, we define a simulator § in Fig. 13 that gives an
accepting conversation.

In the case of ¢ = 0, S computes the three vectors e, a, and z in the same manner
as an honest execution of £°V. Therefore, the conversation (a, 0, z) yielded by S is

accepting and has, by construction, the same distribution as an honest execution of
A
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S((P,h),c)

1 1
e «$ EDP,qO-’_th € EZ”

a:=emodZ”eTZ

z=a—-ecZ"

1
return (a, 1,z) with probability i

Figure 13: The simulator of ¢V

In the case of ¢ = 1, by Lemma 2.10, we have with overwhelming probability that:

IA

qon, or
o\n.

By construction, we have a := e mod Z" € TZ and z .= a — e € Z". Therefore,

lleg +hq||p
lle +hilp

IA

lz—h—alp=la-e—h-alp

=|l-e-hllp<ovn<ovn+p

Thus, S((P,h),c = 1) yields an accepting conversation (a, 1,z). We continue the
proof using two following simulators:

* S samples a commitment a <« T7 uniformly, then samples a response

Dp,,a+h(2) }

z <3 Dp + a+x and outputs z with probability min {1, MDrp orarx (@)

* 8¢ samples a commitment a «$ T7 uniformly, then samples a response
Zz <3 Dp » a+h and outputs z with probability %

For o > 15-em) ([P]), we have by Corollary 2.9.1 that these two distributions are
statistically close:

1
a= eqmod 7" ~s | (a.€)

{(a, e)

a s Tg
e —$ é@p,qg :a=emodZ"

Note that restricting e € éi)p,qg to satisfy a = e mod Z" simply means restricting
the support to the coset P + a. Thus, the distribution of e is equivalent to Dp,, » OF
(a+ Dp o —a). Substituting, we have:

(a.e) a Ty _lae) a Ty
’ e «—s$ %Z)p,qg ra=emodZ" | ’ e 3 Dpiags
a«sT”
- q
{(a, €) e<$Dp, _a+a }
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Consequently, for z := a — e + X, the two following distributions are statistically close:

a s Ty
(a,z) | e <3 éi)p,qg ca=emodZ" | = {(a, z)
Z=a—-e+X

a Ty
Z <5 Dp s asx-
where the last equality is due to

a-— (DP,G',—a + a) +X = DP+X,O',3+X
and P + x = P (for x € Z" is a lattice vector of P). We conclude that:

e<_$Z)P’0'
(a,1,z) | a:=emod Z" } = {(a,l,z)
Z:=a—e+Xx

a<s$ TZ
Z <% DP,a,a+x

Therefore, an honest execution of XV conditioned on the challenge ¢ = 1 is statistically
indistinguishable from ;.

Likewise, we use the same series of arguments to prove the closeness of S, and
S. For o > n,-em) ([P]), we have by Corollary 2.9.1 that these two distributions are
statistically close:

1
a = e mod Z" I

{(a, e)

a<s$ TZ
e S éi)p,qg,_qh :a=emod Z"

Restricting e € %Z)p,q(,,_qh to satisfy a = e mod Z" simply means restricting the
support to the coset P + a. Thus, the distribution of e is equivalent to Dpiq .—h OF
(a+ Dp s —a-n). Substituting, we have:

a Ty
(a,z) | e <s$ éﬂp,qo-,_qh ra=emodZ" ;= {(a, zZ)

Z=a—¢
-fun

a<s$ Tg
Z<Sa— (Z)P,a',—a—h + a)

a<s$ Tg
Z <—$ z)P,a-,a+h

Hence, we conclude that:

e «s$ éDP,qU,—qh
(a,1,z) | a:= e mod Z" Rs {(3,1,1)

. Z <3 Dp s ath
Z=a—¢

asT) }

Thus, S» is statistically indistinguishable from an execution S conditioned on the
challenge ¢ = 1.
Applying Theorem 2.26 with V = {v € R" : ||v|lp < B}, s = 0, ¢ = a+h, we have

Inn

for v=x —h € V, there exists a polynomial M = poly(n) if o = © (,8 1 ) or a

constant M = O (1) if o = © (BVln n) such that for a fixed a € T7, the conditional

52



e .. . e . . ~@(Inn)
distribution of z conditioned on a in S is within statistical distance of 2 o (o

the conditional distribution of z conditioned on a in S,. Therefore, S; and S, are
statistically indistinguishable, so the simulator S outputs an accepting conversation
(a, c, z) distributed statistically close to an honest execution of XV conditioned on
challenge ¢ = 1. O

5.2 ZKPoK for Quadratic Relations

To provide the exact P-norm proof of x — h, we can disclose ||x — h||[p = B(B < ) as
a constraint on X prove that we know such x. By definition, we have that:

Ix—h|2 = (x-h)"P(x-h) = B> or
Iyl =¢ (x—h)"P(x—h) g =¢*B*

where y = ¢ (x — h) is an integral vector.
Knowing that the quadratic form P is a sample of Dj , ([S]) for some quadratic

form S, a positive s > max{/ln (S), ||BSS||‘ / M} and a small positive u, we assure

that the minimum eigenvalue of P, v, (P) > u, so by Lemma 2.4, we have the
{>-norms of x and y upper-bounded.

Iyl < TIICI(X h)[[p < \/_qﬁ

X[ < _”X”P

\/_

< \7 B+ Ihllp) < T (8+||Bphl) < \% (/3+ g)

where the last inequality is because ||Bph|| < 5||Bp|| for h € T7, and [|Bp|| < 5" due
to Lemma 2.12 and Lemma 2.11. )
Let S = max {#qﬁ, # (ﬁ+ %)}, then we can say X,y € [-S,S]". For ¢ =

[logz (S+ 1)] + 1, we can decompose each element of x and y to ¢ bits. Let wy, w, €
{0, 1} be the binary decompositions of x and y respectively. We have that x = Gw;
and y = Gw, where the gadget matrix G := I, ® (1 2 4...2072 -2071). With

2

w . .
W= (wl) € {0, 1}?"¢ as the witness, we can rewrite the statements ||y||f, = ¢?B? and
2

y =g (x—h) as:
Onfxnf
w' Dw = w' (
= (¢G -G)w=gh

Additionally, to prove that w is binary, we have to prove that w © (w — 1) = 0 where
O denotes the element-wise product and 1 is a vector of all 1’s. These three relations
on w can be reduced to a set of quadratic equation of the form

wAW+b'w=d
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The equation w'Dw = g2 B? is equivalent to w' Dw + 0"w = g?B? where 0 is a vector
of 0’s. The linear equations Ew = gh is equivalent to n equations w' Aw + el.Tw = qh;
where A is an 2nf-by-2n{ matrix of 0’s, el.T is the i-th row vector of E, and #; is the
i-th element of h for i € [n]. Let F; is an 2nf-by-2n{ matrix of 0’s except that the
element at the i-th column and the i-th row is 1, and f; is a vector of size 2n¢ such that
it has all 0’s except that the i-th element is 1. For i € [n], the product wo (w—-1) =0
is equivalent to n quadratic equations w' F;w — fiTw = 0. The three equations which
w must satisfy are reduced to 2n + 1 quadratic equations w'A;w + biTw = d; for
i €2n+1].

We now construct a zero-knowledge proof for multiple quadratic relations over
a vector w. For the public parameters pp* = (N,m,R, o, p, qo, k, po, o1, 02, M)
parametrised by A, we define a new relation R;p*

stmt := {A;, b;, di}icn

(stmt, wit)| wit := w € Z}
Vi e [N],w'A;w+ bl.TW =d;

* —

Our zero-knowledge proof for Rgp* uses the commitment scheme described in Sec-
tion 3.2. Among the public parameters, R is the commitment key which is assumed to
be honestly generated by sampling from D, ([Q]) for Q is a quadratic form with an ef-

ficient decoder for radius pg < 41 ([Q]) /2 and o > max{/lm (Q), ‘ BSSH,IW}.

To prove the knowledge of w satisfying a quadratic equation w' Aw +b'w = d, the
prover chooses a mask w and sends W = W + cw upon a challenge c. We observe that:

We use the commitment scheme to commit the message space Z;'.

WTAW + cbTW = WTAW + (szAw + bTv'V) c+ (wTAw + bTw) .
=a+cy+ c’d

where @ = W'AW and y = 2W'Aw + b'w. Therefore, the prover sends to the
verifier two commitments Commit (w, r) and Commit (w, ) and two terms «, y in
the clear. Upon a challenge c, the prover sends a masked opening W = w + cw and
I =+ cr. It is required that F remains short for the binding of the commitments,
so we choose the challenge set [—g, g] for g is a small element of Z,. For the
commitment scheme is additively homomorphic, the verifier can check whether
Commit (W, t) = Commit (W, ) + ¢ - Commit (w, r). Finally, it verifies if

WIAW + cb"W = a + ¢y + ¢2d

In the case of proving N quadratic relations altogether, instead of proving each
relation simultaneously, we linearly combine all N quadratic relations into one and
prove that relation using the technique described above. Specifically, suppose that we
want to prove that we know w satisfying

Vi€ [N],w'A;w+ b,.Tw =d;
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In the first step, the prover sends two commitments of the witness w and the random
mask w. Secondly, the verifier then chooses and a set of N challenges 1, ...,cy € Z),.
Both the prover and verifier can now agree on one combined quadratic relation

wAW+b'w=d

where
A= i C[Ai,b = i Cl'b,', and d = i C,'d,'

i=1 i=1 i=1

Afterwards, the protocol follows as in the case of proving one quadratic relation.
Given the linearly-combined quadratic relation satisfies, the probability that one of N
quadratic relations does not satisfy is 1/p. So far, our proof can prove the relation
w'Aw +b"w = d mod p, so to convince the verifier, we need p to be sufficiently large
such that there is no "wraparound" in all N quadratic relations, p > 2(¢*8> + 2¢gqn?).

We describe the zero-knowledge proof protocol IT* for the relation R;‘)p* in Fig. 14.

Theorem 5.4. For oy = oc\m w, o =0 (go'1\/m In m), k=Q (g2 m In m),

qo = lf—om\/w, M = O (1), a prime p, and that the assumption aC-ALIPg’Q/ is
hard for two quadratic forms Q and Q' such that Q has an efficient decoding algorithm

for distance po < A1 ([Q)) /2, and o1/ qo > pny-ewm ([Q']) for o1/q0 = p/k~/n, the
protocol IT* is complete, (2, 3)-special-sound and SHVZK for the relation RSp*'

Proof. Completeness. Because R «$ D, ([Q]), we have by Lemma 2.15 that
oym > |BSS| with overwhelming probability. Consequently, we have oy =

O'W\/w > ||Bgs||1/w except with negligible probability, and o > oy,
so it is efficient to sample r «s$ %DR,(T, and r «$ %DR,Q. By Lemma 2.11, we have
that

IFllr < lIFllg + ller(lr

1
< — ooV + S oVm
q0 qo0

IA

1
— (02 +gory) Vm
q0
By the additive homomorphism of the commitment scheme,

d; +cd; =T+ cr mod Z™

=t mod Z", and



P ({Ai,bi’ di}ie[N]’ W)

— m

W ZP
1 _ 1

r <$ _@R,O'l’ r <$ _DR,o-z
q0 q0

d; := r mod Z™,d, :=  mod Z™

u=d -reZ"a=d,-rez"

Protocol IT*

d> :=u+wmod p,d; := i+ W mod p

Ci (WTAiW) mod p

S
I

D= 1)V

~
Il
—_

\<
i

W = W+ cw mod p

f=r+cr

Abort with probability

DR, o, (0 - 1)

Ci (ZV_VTAL'W + b;-rv'v) mod p

l—min{l

[or

’ MDR,O’z,q()~C'l' (CIO :

d,dy,d;,d,

-

Cly...,CN

a,y

=
-

% ({Ai,bi,di}ie[N])

a:=d; +cd - ¢

Accept iff:
1#]lg < (02 +go1) Vm/qo,
f=d; +cd; mod Z™,
i+ W =d, + cd, mod p, and
WIAW + cbTW

=a+cy+c’d mod p

Figure 14: Protocol IT* for proving many quadratic relations R;p*
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If w satisfies N quadratic equations WTA,-w+bl.Tw = d;, then it satisfies the linearly-
combined quadratic equation w AW + b'w = d where A = Zil\; | CiAi, b = Z,-}i L cib;
and d = Zi[\; | ¢id;. Therefore, it follows that

WIAW + cb'W = a +cy + c*d
where @ = YN ¢; (WTA;W) andy = 32N ¢; (2WTA;w + b]w).

SHVZK. Upon {A;,b;, di}icnys ¢ € [-g, 8], and (c1,...,cn) € Zp, let Sbe a
simulator described in Fig. 15.

S ({Ai9 bi’ di}iG[N]’ C, (Cl’ R CN))

N N N

A= ZCiAiab = Zcibi,d = Zcidi

i=1 i=1 i=1

1
WesZ)F s —Dr o,
q0
d; «s Tg(l)
(_11 =f- Cd1 mod Z™
= (_11 + Cd1 -
d, < ZZ’
d> == 6+ W - cdy, mod p
Y S Zp
— aTAq Ta, 2
a =W AW+ cb'W—c“d - cy mod p
return (d;,dz,d;,do, ¢, (c1,...,cn), W, B, @,y)
with probability 1/ M

Figure 15: The simulator of IT*

By construction, the output of S is accepted by the verifier due to

" 1 1
I1#|lg < %UZ\/E < % (05 + goy) Vm, and

d; + cd; = mod Z™, and
d> + cd> =0+ W mod p, where i =d; + cd; — £, and

WIAW+cb'W=a+cy+c%d

Next, we show that the output of S is computationally indistinguishable from the
output of an honest prover when interacting with an honest verifier conditioned on the
verifier’s challenge ¢ and (cy, ..., cy) via the following games.
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* Gameg: Same as an honest prover.

* Game;: Same as Game except that d, =ft—-cd; mod Z", & :=d; +cd; - T,
dy, = G+ W—cdy mod p, @ := W AW + cb"W — ¢2d — ¢y mod p.

» Game;: Same as Game; except that £ «s$ %Z)R,U2 and abort with probability
1-1/M.

* Gamejs: Same as Game; except thatd; «s$ T’Z;O and d, «s$ Z?.
» Gamey: Same as Games except that y «$ Z,,.

» Games: Same as Game, except that W «$ Zg.

Gamey and Game, are identical as shown in the completeness proof. Game; and
Game; is statistically indistinguishable due to the rejection sampling on f according

to Theorem 3.8 (for the quadratic form R, o = ® (gO'IVm In m), and M = O (1)).

Since the commitment scheme is computationally hiding due to the hardness of
aC—ALIPg’Q,, we have d; and d; in Game; are computationally indistinguishable
from uniformly random d; < T and d, <= Z} (refer to the proof to Theorem 3.2).
Thus, Game; and Game; are computationally indistinguishable. For w is uniformly
random, y in Gamej is uniformly random, so Games and Game, are statistically
indistinguishable. In Gamey, only W is calculated using the witness w. Because the
mask w is uniformly random, W is also uniformly random, so Game4 and Games are
statistically indistinguishable. We have Games to be identical to S, so the output of S
is computationally indistinguishable from the output of the honest prover conditioned

on an honest verifier output ¢ and (cy, ..., cn).
(2, 3)-Special Soundness. Suppose by rewinding, we find three accepting tran-
scripts with the same (dy,dp, d;, d2, @,y) and (c1, ..., cn).

(dl, dy,di,do,cr,. .. cn, a,y, D WD, f(l))

1
¢ < — (4 gon) Vim
R qo
£ =d; + cVd; mod Z"
(a1 +eMa, - f-“)) + D =d, +cVdy mod p

T 2
W AWD 4 cWpTw = ¢ + c(l)y+ M

(dl, dy,dp,do,cr,....cn, @y, P, w2, f(z))

1

i < — (o2 +go) v
R qo

122 =d, + cPd; mod Z"

(&1 + C(Z)dl - f’(z)) + W(z) = C_lz + C(z)dz mod p

WOTAW? 4 cDpTW®D = g+ Py + (%
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(dl, dy.dy,dy,cr,. .. ens ey, ¢ W, f‘(3))

1
f'(3)H < — (op+gor) Vm
R qo
#3 =d; +c®d; mod Z"

(d1+ Py D)+ %D = & + Py mod p

WOTAT® + cOpTH® = o + Py + g

where A = Zf\il ciA;, b= Zfil c;b;,and d = Zf\il c;d;
Let fi=c® —cW, f=¢B® — ¢ For pis prime and fi, f» # 0, f; and f> are
invertible in Z,. We now prove that we can extract w* := fl‘l (\?v(z) - W(l)) satisfying

the linearly-combined quadratic relation specified by (cy, ..., cn). Letr] = # —p
and rz =3 — ¢ we have, by subtracting, that:

le‘* — f2 C(2) _ C(l) d, = fledl mod Zm, and
1
f]l’; = fi (0(3) _ C(l)) d; = fi f»d; mod 7m

Hence, we get (for] — fir;) € Z" such that
4
1fox; = firs|g < q—ﬁ (0 + gor) Vim

Due to o = @(gm\/mlnm), o1 = o\m w, k = Q(g2 mlnm) and gg =

kom [In2m+4) . . . .
TR /T, it implies that:

o] = firs g <

O] (g%oW)

Q (g2 mlnm)
< po
<A ([Q)) /2 =41 ([R]) /2

For it is impossible that ( far] — fi ré) € Z™ is non-zero and shorter than the shortest
vector ip R, (for] - flr;) — 0",
Similarly, by subtracting, we have that:

(fid; — 1)) + (W(z) - W(l)) = fidy mod p

(f2d1 - l';) + (W(a) - W(l)) = f2d2 mod p

Multiplying the former by f, and the latter by fi,
(fledl - erT) + (VAV(Z) - W(l)) = f1fod> mod p

(fifsdr = fir3) + fi (% =) = fi fod mod p
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Subtracting one from another, it implies that
(for] = fir3) + fi (‘7"(3) - W(l)) -1 (W(Z) - W(l)) = 0" mod p
For (le'iK - flr;) =0", fi (W(3) _ W(l)) = f» (W(z) _ W(l)), or

W= fz_1 (W(3) - \?v(l)) mod p
Next, by subtracting the quadratic equations, we have
WO TAF® — O AGD 1 (DT _ OpTeD = £y 4 (C(2>2 _ C<1>2) d

WO AR e TAGD 4 cOpT® _ cDpTeD = £ 4 (C<3>2 _ C(1>2) d

Substituting W? = fiw* + W'V and W = frw* + W,

FwTAW + cPbTw = cPd =y +cVd — 2w TAWD — pTw (D

HWTAW +cObpTw - cPd =y +cVd - 2w AW — pTw(
Then, we get

(c<3> - c<2>) (W*TAW* +bTw - d) )

Forc® # ¢ and |c(3) — c(2)| < 2g < p, we have w* satisfying w* T Aw* +bTw* = d.
Additionally, we also have (r’;‘, w*, f1) to be a valid opening to the commitment
(dy, dy) because

r =+ - ) = f1d; mod Z",

ri|lg < %(0'2+g0'1)\/n_1 < po, and
(fid; = r]) + fiw* = fid, mod p
Similarly, suppose by rewinding, we have another three accepting transcripts
(a1, 42,01, 0,21, B, 7, 9, W, 1)
(dl, dp,dy,do, 81, ..., N, @, 7, ¢, WO, f(5>)

(dl’ d2’ ‘_119&29 El’ M) EN’ &’ 7’ c(6)’ W(6)’ f‘(6))

where (c¢1,...,cn) # (¢1,...,¢y) and (a,y) # (@, %).
By the same set of arguments, we can extract W* := ];1—1 (W(S) - W(4)), f“; =

£ — #® where fi = ¢® - ¢® such that (¥, w*, f1) is a valid opening to the
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commitment (d;,d;) and W satisﬁes wTAW* + b'W* = d where A = Zf\il CiA,
b= Z ¢b;, and d = Z

By the binding property of the commitment (d;, d;), it must be the case that
Ww* = w*. So far, we can extract w* which satisfies

N

Z Ci (W*TAiW* + biT - di) =0 mod p, and
N

Z ¢ (W*TAiw* + bl-TW* - dl-) =0mod p

i
There are two cases on w*:
1. Vi e [N], wTA;w" +blw* = d;
2. Ji e [N], wAw" +b]w* # d;

The probability that at least one of quadratic equations does not satisfy while the
linearly-combined quadratic equation satisfies is at most 1/p which is negligible.
Therefore, w* is a valid witness of Rgp*. |

5.3 Towards Straightline-Extractable NIZKPoK of a Close Vector

As mentioned in the beginning of this section, there are two choices for the NIZKPoK
with a straightline extractor for proving the knowledge of a vector x to a given statement
(P, h) such that ||x — hl|p < .

Encryption-to-the-sky and Approximate ZKPoK. Besides proving that x is
close h, we also encrypt x using the LIP-based scheme PKE in Section 3.1 and give
a combined proof including the approximate proof by X¢V, the ciphertext, and the
proof by ZPKE in Section 3.3 that the ciphertext is wellformed. Then, the straightline
extractor of this combined ZKPoK is the PKE decryptor. In order to encrypt x € Z",
we need it to live in the plaintext space Z;. Since the quadratic form P is sample from
Dy i ([S]), we have the £>-norm of x (as shown in Section 5.2) by Lemma 2.4 that

Il < \% ( 12)

Then, it is enough to encrypt X using PKE instantiated with a prime p > == (,8 + ¢ )

For X°V takes a bit challenge set and X"XE admits a polynomial-size challenge
set [—g, g], the soundness error of the combined ZKPoK is ¢ = Wlﬂ), and it
needs m to achieve the soundness error of 2~1. We then use the Fiat-Shamir

transformation to get a NIZKPoK in the random oracle model. Let this NIZKPoK called
NIZK. Unfortunately, for X°V is special-sound for Ry 26 yep Where o = © (,6’

Inn >

the verifier can only be convinced on an extracted witness of NIZK; for (P, h) that
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Ix—h|| < © (ﬁ\/ﬁ). This causes the problem when we use NIZK; in the blind

signatures. In such scenario, § = 2p, and we know from Section 4.2 that there
is polynomial-time attack to the omCVP when the distance between x and h is

0=Q (p\/n In n) Thus, the blind signatures instantiated with NIZK| is at very close

gap O (Inn) to being forgeable.

Extractable Commitment and ZKPoK for Quadratic Relations. We can
circumvent the soundness slack issue in the above ZKPoK by the more complicated
ZKPoK for quadratic relations in Section 5.2. We have shown to reduce the relation
Rpp s to the relation R;p* of multiple quadratic equations, so if the protocol X* is
sound for R*p*, its proof can convince the verifier on the knowledge of x such that
Ix — h|| < ® (B). We also have a straightline extractor for free as we have in the proof
a PKE commitment to x which can be extracted for x by the decryption of PKE. The

soundness error of X* is pLN + 51— soitneedst = W parallel repetitions for

2g+1°
pN +2g+1
getting negligible soundness error of 274, Finally, this ZKPoK is trivially converted
into NIZKPoK in the random oracle by the Fiat-Shamir transformation, NIZK;.

Theorem 5.5. Let NIZK;, be the Fiat-Shamir transformation of the protocol IT*

repeated in t = W times. NIZK; is complete, sound with a straightline
log-L—————

pN+2g+1
knowledge extractor and zero-knowledge for the relation Rpp .

Proof. The protocol IT* is complete, (2, 3)-special-sound and SHVZK for the relation
R;p* by Theorem 5.4, and there is a reduction of the relation Rpp g to R;p* as shown in
Section 5.2. Hence, NIZK; is complete, sound and zero-knowledge for Ry 5. Since
IT* use PKE to commit to the witness as in Section 3.2, the decryptor of PKE acts as a
straightline extractor for IT*, and it does the same for NIZK;. O
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6 Blind Signatures from One-More-CVP

In the section, we give the construction of the blind signature scheme based on the
omCVP assumption. Our scheme is the adaptation of the Agrawal et al. omSIS-based
scheme [AKSY?22] which is built upon the hash-then-sign GPV signatures [GPV08]
to the LIP-based DvW signatures[DvW22]. In the hash-then-sign DvW signatures,
the signer signs upon the hash of the message h « H(m) € T} where H is modelled
as a random oracle. Then, in the blind signature setup, the user requesting a signature
on a message m should mask H (m) before sending a request to the signer, so that the
signer does not learn anything about H(m) or m. A simple way to do that is to sample
a mask r which is sampled from a distribution which is indistinguishable from uniform
in the hash space Tj and use it to "one-time pad" t := r + h mod Z". The signer then
gives a DvW signature for t which is a vector o € Z" that is close to t. The user can
then derive a vector x € Z" which is close to h. Even though x looks like a LIP-based
signature for m, disclosing x trivially allows the signer to link it to one of the signer’s
complete signing sessions and thus breaks the blindness property. Therefore, it is
required to employ an NIZKPoK to prove that the user knows x which is close h.

In the unforgeability proof, we resort to the omCVP assumption which allows a nat-
ural reduction proof. Relying on "one-more" type assumptions is a common technique
to achieve round-optimal blind signatures in the literature [BNPS03, AKSY22].

For instantiating the NIZKPoK protocol NIZK; in Section 5.3, the witness x € Z"
must be put into a finite integral vector space. In this blind signature scheme, the
public key being the quadratic form P is sampled from the distribution D, , ([S])
mentioned in Section 2.3, so that we have the £>-norm of x bounded as in Lemma 2.4.

6.1 Construction

Let H : {0,1}" — T be a full-domain hash function, and NIZK = (PC, V),
where G is a random oracle, be a NIZKPoK system for LIP signatures which is the
protocol NIZK; defined in Section 5.3. Given a quadratic form S € S (Z) and public
parameters s, u, n, p, ¢ which are parametrised by A, we define a blind signature

scheme BSig (1) = (Setup, KGen, (U, S), Verify) in Fig. 16.

BSS” . /1n(27r:+4)} and

Theorem 6.1 (Correctness). For s > max {/ln(S), |

sn In (2n+4) . .
q<°- N~ BSig is correct.

Proof. By Lemma 2.14, sampling (P, U) using QFS (8, s) is efficient with a parameter
§ > max {/l,,(S), ||BSS| . w/%}. By Lemma 2.15, we have with overwhelming

probability that gp/+/n > syn - % > |BSS|| - \/w , s0 by Lemma 2.10,

it is efficient to sample an error e «s$ éDP,qp N éZ”, and by Lemma 2.11,
we have ||e||p < p with overwhelming probability. Then, t := e + h mod Z", so
v :=t—e—h € Z". From the correctness of DiscreteSample in Lemma 2.10, o € Z",
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Blind Signatures BSig

Setup (1%) KGen (pp)
PPsig = (S, 5, 14,1, 9, q) (P,U) «s D, ([S])
pPPnizk = NIZK.Setup (1/1) pk =P

sk =U
pp = (ppSig’ppNIZK) return (pk. sk)
return pp

Signing Protocol
U (pk, m) S (sk)
h — H(m)

1
€S 5@P,qp/\/ﬁ
t :=e+h modZ"

v=t—e—-h

’
O <% DS,p/\/ﬁ,Ut

o=U"¢
o
if (0 ¢Z"V |lo~t|p>p) then
abort
X=0-V
n — NIZK.PC (ppnizx, (P, h) ,x)
return
Verify (pk, m, )
h «— H (m)
b — NIZK.VC (PPNizk» (P, h) , )
return b

Figure 16: The blind signatures from omCVP.

soX = o —v e Z". Since P = UTSU, we have:
lo —tllp = [U(o = t)|ls = llo” - Ut||g

and from Lemma 2.11, ||o — t||p = |07 — Ut||g < p/+/n - v/n = p with overwhelming
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probability. This gives us:

[x-—h—elp=|o-v-e-hlp
=llo—tlp<p

Thus, we have with overwhelming probability that:

[x-hllp=[x-h-e+ellp
<llx-h—e|p+]elp
<2p

Therefore, the proof  for the statement
xeZ"Alx=hl|p <2p
is accepted due to the completeness of NIZK. O

Theorem 6.2 (One-More Unforgeability). For NIZK is straightline extractable and

sound for the relation Rpp, . 2p, BSIig is one-more unforgeable if onCVPs ;, 5 ;i p.g.0.6
(with 6 = 2p) is hard.

Proof. We construct the proof using the following hybrids.

* Hyb,: This is the same as the one-more unforgeability experiment in Defini-
tion 2.44.

* Hyb,: For all signatures xr; output by the adversary A for all i € [£ + 1], the
challenger uses the straightline extractor of NIZK to get x; and stores {X; };c(p11]-

The differences between Hyb, and Hyb, are only within the inner computations and
not in the interactions with the adversary, so these two hybrids are identical in the
view of the adversary. Thus, we have:

Pr[ForgeBS7 (1) = 1] = Pr[Hyb?Sig’ﬂ () = 1] - Pr[Hyb?Sig’ﬂ(/l) - 1]
There exists a reduction R as a PPT omCVP adversary using the adversary A in the
hybrid Hyb, as in Fig. 17.

For NIZK is straightline extractable and sound, the probability that Enjzk extracts

a false witness for a statement with a valid proof is negligible, and it holds that for all
ie[t+1]:

x; €Z" N|xi — H[m;]llp < 2p

Due to the way that hashing queries are answered by R, H|[m;] is one of the targets
returned by TargetO. Define t; = H[m;]. Then, we have for all i € [£ + 1]:

tteTAX; €Z'"AN|X; —ti|lp < 2p
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R(P) R.SignO(t)

H=0 o « GaussianO(t)
pk =P return o
fori € [(] do
t; « A0 (pk) R.HashO (m)
o; « SignO(t;) if H[m] =L then
{0m0, 70 e ) — AP0 (D (o)) P TAMOSMO
H[{m] =h

forie [(+1] do

x; — Enzk (P, H[m;]) , mi, Qg (A))
by = (Vi € [€+ 1], Verify(pk, m;, ;) = 1)
by = (Vl Si<j§€+1,mi¢mj)
if (b A by) =0 then return L

return H|[m]

return {(H[m;],X;)}ie[r41]

Figure 17: The reduction to omCVP.

Since A can make at most £ signing queries, R also makes at most £ Gaussian queries
in the omCVP experiment. Thus, R is a valid omCVP adversary, and it is assumed

that omCVPg’n’w’p’q’&(S ishard for6 =2p =0 (p nln (n)), so we have:
Pr[omCVP?n’S’ﬂ’p’q’w(/l) - 1] > Pr[HyszSig’ﬂ (1) = 1] _ (£+1) negl(1)

Pr[Forge®S9(2) = 1] < Pr[omCVPgn,S’ﬂ,p,q,w(/l) = 1] +negl(1)
Pr[Forge®59(2) = 1] < negl(2)
O

Theorem 6.3 (Honest-Signer Blindness). For p/\n > 1,-em ([S]) and NIZK is
zero-knowledge, BSiqg is honest-signer blind in the random oracle model.

Proof. We construct the proof using the following hybrids.
e Hyb,: This is the same as the blindness experiment in Definition 2.45.
* Hyb,: The NIZK proofs my and 7r; are simulated without using the witnesses.

* Hybs: The vectors ty and t; are computed differently. Instead of sampling
€y, €] < éﬂp,qp/\/,; and setting ty := ey + H(mp) mod Z" and t; = e +
H(mg) mod Z", wehave ty := ro+H (mjp) mod Z" andt; = r;+H(mj) mod Z"
where ry and r; are uniformly sampled from T
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The difference between Hyb; and Hyb, is in the way ¢ and 71 are computed, so these
two hybrids are indistinguishable due to the zero-knowledge property of the NIZK.
Therefore,

Hyb Hyb
AQVES ) (D) = [AQVERY () = AQVERY (1) < negl (1)

ExpBlind Hyb
|Adeg$g, ind (1) - Adegig{ﬂ(A)‘ < negl(2)

The difference between Hyb, and Hybs is in the choice of blinding term for H(m).
Since p/vn > ny-em ([S]) = 1n5-em ([P]), we have by Corollary 2.9.1 that the two
vectors (ep mod Z") and (e; mod Z") are statistically indistinguishable from uniform
ro and ry, respectively. Thus, Hyb; and Hyb, are indistinguishable, so:

Hyb Hyb
Adeéié,&’{ (D) = AdVBéigz,j;?{ ()| < negl(4)

Furthermore, the adversary (A has no advantage in Hyb; in determining the bit b since
it is information-theoretically hidden. Thus,

Hyb
Adeéig{ 4(1) < negl(2), so

Advggﬁ’;gdu) < negl(2)
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7 Conclusion

In this work, we introduce a public-key encryption based on ALIP, and this scheme
can be seen as an extension of the key-encapsulation mechanism by Ducas and
van Woerden [DvW22] and the bit encryption by Ackermann et al. [ARLW?24] to
encrypt vector in the ring Zj. We also provide a zero-knowledge proof of plaintext
knowledge, so that our PKE can be further extend to a verifiable encryption. As a
public-key encryption implies an extractable commitment scheme, our PKE also shows
its usefulness as a commitment scheme in our zero-knowledge proof for quadratic
relations which we employ to prove the knowledge of a vector that is close to a given
target. By committing to the witness by PKE, this ZKPoK naturally has a straightline
extractor which is the decryptor of PKE. Finally, we present the first LIP-based blind
signature scheme. This scheme is based on the LIP-based digital signatures [DvW22].
For a LIP signature is a vector close to the message’s hash, we apply the above ZKPoK
to prove the knowledge of such vector to achieve the blindness property. The one-more
unforgeability proof of our blind signatures relies on a newly-stated one-more close
vector problem (omCVP) assumption. Similar to other assumptions of the "one-more"
family for building round-optimal blind signatures such as one-more SIS [AKSY22]
and one-more-RSA-inversion assumptions, we are unable to reduce the omCVP
assumption to a standard one, for example approximate-CVP or ALIP. However,
we show a cryptanalysis details and are confident that our parameter choice for the
blind signatures is within the secure range. Though the main focus of this work is to
provide a round-optimal blind signature scheme from a LIP-based digital signature
scheme, we also expand the technical toolkit of LIP-based cryptography with an
additively-homomorphic public-key encryption accompanied with a zero-knowledge
proof of ciphertext wellformedness, so that one may use it as a commitment scheme in
zero-knowledge proofs for proving linear and quadratic relations.
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