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Abstract

Securing cloud infrastructure has become a crucial priority for organizations worldwide
in the rapidly evolving technological landscape. As businesses increasingly depend
on cloud-based systems, safeguarding sensitive information against potential threats
is essential. Amazon Web Services (AWS) is one of the public cloud providers
offering various services for organizations. Despite its widespread adoption, AWS
faces significant security challenges, evidenced by notable breaches such as the Capital
One and Imperva incidents. These breaches underscore the need for proactive security
measures to address the security challenges in AWS.

Traditional security models, such as perimeter-based or trust-based, are insufficient
for protecting AWS environments due to the dynamic nature of cloud resources and
the porous network perimeters. Zero Trust Architecture (ZTA) provides a more robust
approach by operating under the assumption that threats can originate inside and
outside the network. It advocates for granular access controls, micro-segmentation,
and continuous authentication and authorization to minimize the attack surface and
prevent lateral movement within the network.

This thesis focuses on enhancing the security of AWS using ZTA. It compre-
hensively reviews the state-of-the-art techniques for implementing ZTA tenets and
addresses AWS security challenges. It offers insights and solutions to enhance AWS
security through the adoption of ZTA principles. Furthermore, it presents a Proof-of-
Concept (POC) implementation of a ZTA system to securely manage AWS resources.
The POC implementation was conducted in collaboration with Sikt - The Norwegian
Infrastructure Provider for Research and Education.

Keywords Zero Trust Architecture, Amazon Web Services Security, cloud security,
ZTA Implementation , ZTA Challenges
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Abstract

Securing cloud infrastructure has become a crucial priority for or-
ganizations worldwide in the rapidly evolving technological landscape.
As businesses increasingly depend on cloud-based systems, safeguarding
sensitive information against potential threats is essential. AWS is one of
the public cloud providers offering various services for organizations. De-
spite its widespread adoption, AWS faces significant security challenges,
evidenced by notable breaches such as the Capital One and Imperva
incidents. These breaches underscore the need for proactive security
measures to address the security challenges in AWS.

Traditional security models, such as perimeter-based or trust-based,
are insufficient for protecting AWS environments due to the dynamic
nature of cloud resources and the porous network perimeters. ZTA pro-
vides a more robust approach by operating under the assumption that
threats can originate inside and outside the network. It advocates for
granular access controls, micro-segmentation, and continuous authentica-
tion and authorization to minimize the attack surface and prevent lateral
movement within the network.

This thesis focuses on enhancing the security of AWS using ZTA. It
comprehensively reviews the state-of-the-art techniques for implementing
ZTA tenets and addresses AWS security challenges. It offers insights
and solutions to enhance AWS security through the adoption of ZTA
principles. Furthermore, it presents a Proof-of-Concept (POC) imple-
mentation of a ZTA system to securely manage AWS resources. The
POC implementation was conducted in collaboration with Sikt - The
Norwegian Infrastructure Provider for Research and Education.
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Introduction

In today’s rapidly evolving world of technology, securing cloud infrastructure has
become a crucial priority for organizations worldwide. As businesses increasingly
depend on cloud-based systems, protecting sensitive information against potential
threats is essential. Major public cloud providers such as AWS, Google Cloud
Platform (GCP), and Microsoft Azure play a major role in meeting the diverse needs
of organizations. The choice of migrating to the cloud depends on cost, adoption,
security, and trust in the cloud provider to keep the data safe.

AWS has increasingly become a preferred choice for companies seeking to lever-
age the benefits of the cloud. It is one of the prominent cloud providers, with a
market share of 31% in Q4 2023 [1] and provides three major categories of services:
Infrastructure-as-a-Service (IaaS), Platform-as-a-Service (PaaS), and Software-as-
a-Service (SaaS) [2]. It offers flexible computing resources that allow businesses
to easily adapt their infrastructure to meet the customers’ changing needs. AWS
operates on a pay-as-you-go pricing model, so organizations are only charged for the
resources they use. It helps businesses save on capital expenditures, making it an
appealing choice for new startups and established enterprises. Some companies that
rely heavily on AWS for their services include Netflix, LinkedIn, and Facebook.

The adoption of AWS has seen remarkable growth and is expected to continue.
However, with the growth comes the need to address security challenges. Safeguarding
AWS infrastructure and services involves understanding the necessary methods and
practices to protect data, applications, and networks. Neglecting to implement
effective security measures can lead to serious security breaches, as seen in some
notable cases [3]. In July 2019, Capital One experienced a data breach affecting
100 million customers. It was attributed to a former Amazon employee exploiting a
misconfigured open-source Web Application Firewall (WAF) on Capital One’s AWS
servers [4]. In October 2019, Imperva revealed a data breach originating from a
misconfigured AWS instance, granting attackers access to a RDS snapshot containing
customer credentials, highlighting the risk posed by application and infrastructure
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misconfigurations [5].

The security breaches highlight the urgent need for organizations to proactively
address security concerns and vulnerabilities that emerge from their utilization of
AWS services. The security challenges can be categorized into different aspects: TAM,
data security, network security, virtualization security, web application and API
security, multi-tenancy, and visibility. Previously, traditional perimeter-based and
trust-based security have been used for safeguarding AWS environments. However,
their efficacy is limited in the current security landscape. The dynamic nature of
resource allocation, porous network perimeters, and subjective trust assessments
in cloud environments introduce risks of misconfigurations and oversight of critical
security factors, such as authentication vulnerabilities and insider threats, which
traditional methods cannot adequately address. As a result, a more sophisticated
security paradigm is imperative.

Z'TA emerges as a robust response for organizations moving away from traditional
perimeter defenses and focusing on internal security. It operates under the premise
that threats may arise from internal and external sources, advocating for continuous
verification and stringent access controls irrespective of user location or network
segment [6]. ZTA diverges from the reliance on perimeter defenses, opting instead for
granular access controls that minimize the attack surface and thwart lateral movement
by potential intruders within the network. Micro-segmentation is a key tenet of
ZTA, where the network is subdivided into smaller, more manageable segments, and
access controls are enforced at the application or workload level. This approach
tailors policies according to user identity, application context, and dynamic variables,
ensuring finer-grained access control [7].

Moreover, ZTA facilitates seamless management and enforcement of access policies
within dynamic cloud environments [8]. By implementing continuous authentication
and authorization, ZTA dynamically evaluates access decisions based on user identity,
device health, location, and behavior [9]. This dynamic assessment mitigates risks
associated with credential theft, privilege escalation, and insider threats [10] by
adhering to the principle of least privilege and maintaining ongoing verification.
In essence, ZTA fortifies security measures and streamlines access management in
contemporary network infrastructures. As more and more businesses migrate to
AWS, it is equally vital to apply ZTA principles to safeguard their AWS resources.

This thesis focuses on improving the security of AWS through ZTA. The thesis
aims to thoroughly review the current state-of-the-art techniques for implementing
ZTA. Furthermore, it discusses the security challenges of AWS environments and
proposes how these challenges can be addressed through ZTA. Additionally, it presents
a POC implementation of a zero trust system for securely accessing and managing



AWS resources at Sikt'. The work endeavors to address the following research
questions:

— QI1: What is the current state-of-the-art research to implement the tenets of
ZTA?

— Q2: What are the security challenges present in AWS?

— Q3: How can the principles of ZTA be used to enhance the security of AWS
environments?

Our main contributions include:

— A comprehensive review of the current state-of-the-art techniques for realizing
the tenets of ZTA. The techniques include authentication, access control, en-
cryption, network segmentation, automation and orchestration, and monitoring
and analytics. Furthermore, it includes a discussion on the challenges in the
implementation of ZTA.

— An in-depth exploration of the security challenges present in AWS environments
and discussion on how the principles of ZTA can be leveraged to enhance the
security of AWS environments. Furthermore, it includes an analysis of the
various solutions prevalent in the industry to realize ZTA in AWS environments.

— A POC implementation of a zero trust system to securely access and manage
AWS resources such as RDS and Elastic Compute Cloud (EC2) instances. Addi-
tionally, there is a discussion on how this POC can be adopted by organizations
such as Sikt.

This thesis is structured as follows: Chapter 2 provides the background on
different types of clouds, AWS services, the basic principles of ZTA, and relevant
real-world implementations. Chapter 3 presents the state-of-the-art research for the
realization of ZTA principles. It also provides a discussion on various challenges in
the implementation of ZTA along with a qualitative evaluation of the ZTA. Chapter 4
focuses on various aspects of AWS security, their challenges, and how ZTA principles
can be applied to mitigate these challenges. It also provides an analysis of the various
solutions offered by different vendors to realize ZTA in AWS. Chapter 5 demonstrates
the POC implementation of a zero trust system to securely access and manage AWS
resources such as RDS and EC2 instances. It also provides an evaluation of the POC

1Sikt is the Norwegian Infrastructure Provider for Research and Education in Norway. This
thesis has been conducted in collaboration with Sikt.



4 1. INTRODUCTION

implementation and discusses how this POC can be adopted by organizations like
Sikt. Chapter 6 offers a conclusion and relates the work presented in this thesis with
the United Nations’ (UN) Sustainable Development Goals (SDGs).



Background

This chapter provides background information on different types of cloud and the
services offerings by AWS. It discusses traditional security models and their shortcom-
ings. It introduces tenets of ZTA and its logical components and explores different

deployment methods of ZTA. Furthermore, it provides real-world implementations of
ZTA.

2.1 Types of Cloud

In recent years, the landscape of IT infrastructure has undergone a significant
transformation. Cloud computing has emerged as a new paradigm, revolutionizing
how businesses manage and utilize their IT resources. Traditionally, businesses had
to invest in physical hardware and infrastructure to support their operations, often
resulting in over-provisioning or under-utilizing resources. With the advent of cloud
computing, organizations can scale their resources up or down based on demand,
allowing for greater flexibility and cost efficiency. This has empowered businesses with
scalability, flexibility, and access to better technologies to manage their fluctuating
workloads without the need for significant upfront investment [11].

Cloud computing can be categorized into different types: public, private, com-
munity, hybrid, virtual private, and multi-cloud. In the following paragraphs, we
discuss different types of cloud [12].

1. Public cloud services are provided by third-party cloud service providers,
typically offered on a pay-as-you-go or subscription basis. Public cloud providers
include AWS, Microsoft Azure, and GCP, among others. They own and manage
the infrastructure and services shared among multiple customers. Public clouds
offer scalability, flexibility, and cost-effectiveness, making them ideal for small
to large businesses, startups, and individuals.
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. Private cloud refers to cloud computing resources exclusively used by a single
organization or entity. Unlike public clouds, private clouds are deployed within a
company’s data centers. Private clouds offer greater control, customization, and
security than public clouds, making them suitable for organizations with strict
regulatory compliance requirements, sensitive data, or specialized workloads.
However, private clouds may require higher upfront investment and ongoing
maintenance than public clouds.

. Community cloud is a cloud infrastructure shared by several organizations
with similar requirements, such as industry-specific regulations, compliance
requirements, or security standards. It provides a collaborative platform for
multiple organizations to share resources, applications, and services while
maintaining isolation and privacy. Community clouds are often deployed and
managed by a third-party provider or consortium of organizations that serve a
specific community or industry vertical. By pooling resources and expertise,
community clouds enable organizations to achieve economies of scale, streamline
collaboration, and address common challenges and opportunities within their
community.

. Hybrid cloud combines interconnected public and private cloud environments
that share data and applications. It allows organizations to leverage the
benefits of both public and private clouds while addressing their specific needs
and preferences. Hybrid cloud architectures enable seamless data integration,
workload portability, and resource optimization across multiple environments.

. Virtual private cloud is an arrangement where the cloud provider allocates
a set of virtual resources and provides access to the underlying infrastructure
to an organization exclusively. While the cloud provider owns and maintains
the cloud infrastructure, the customer retains full control over the allocated
virtual resources.

. Multi-cloud refers to using multiple cloud service providers to meet different
business needs or leverage specific services and capabilities each provider
offers. Organizations may adopt a multi-cloud strategy to avoid vendor lock-in,
enhance redundancy and resilience, optimize costs, and access a broader range
of services and geographic regions. By distributing workloads and data across
multiple clouds, organizations can mitigate risks associated with downtime,
data loss, or service disruptions and maintain flexibility to adapt to changing
business requirements. However, managing and orchestrating workloads across
multiple cloud environments may pose interoperability, security, and governance
challenges.
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2.2 Services Offered by AWS

AWS has emerged as one of the key cloud providers over the last few years. It
expands across 245 countries and territories [13], including most European countries,
where it plans to provide AWS European Sovereign Cloud to meet the European
Union (EU) data privacy laws. AWS offers three kinds of services [2]:

1. TaaS: This category offers virtualized computing resources such as virtual
machines, storage, and networking infrastructure. The users have full control
over the operating systems, applications, and development frameworks running
on the provided infrastructure. These include EC2 instances, Simple Storage
Service (S3), and RDS, among others.

2. Paa8S: This model provides a platform to customers so they can develop, run,
and manage applications without worrying about the underlying infrastructure.
It abstracts away the complexity of managing servers, storage, and networking,
enabling developers to focus solely on building and deploying applications.
These include Elastic Beanstalk, Lambda, and Aurora Serverless, among others.

3. SaaS: This model delivers a complete product, mostly full-fledged software
applications hosted and managed by the service provider, AWS in this case.
These include Amazon WorkMail, Amazon Chime, and Amazon Connect.

As organizations increasingly adopt cloud services such as AWS, ensuring the
security of cloud resources becomes imperative. This necessitates the re-evaluation of
traditional security approaches. The following section overviews traditional security
models and discusses the associated challenges.

2.3 Traditional Security Models

This section briefly discusses the two most commonly used traditional security
approaches, perimeter-based and trust-based security models, and their shortcomings.

2.3.1 Perimeter-Based Security Model

Perimeter-based security entails fortifying the network perimeter to thwart unau-
thorized access to internal resources. This model operates under the assumption
that threats primarily originate externally and that entities within the network
perimeter are inherently trustworthy. For instance, firewalls, which examine and filter
incoming and outgoing traffic based on specified criteria, are quintessential examples
of perimeter-based security solutions [14]. However, perimeter-based security is
generally considered weak in the modern IT landscape. In cloud environments like
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AWS, the network perimeter is often porous, and the boundary between internal and
external networks is blurred. The perimeter-based security model does not effectively
adapt to dynamic cloud environments where resources are ephemeral and constantly
changing.

2.3.2 Trust-Based Security Model

The trust-based security approach involves granting access to resources based on
the level of trust associated with an entity’s identity. In this approach, users
authenticate themselves through traditional means such as passwords or biometrics
and by demonstrating their trustworthiness through various factors such as reputation,
past behavior, or endorsements from other trusted entities [15]. However, the trust-
based model faces challenges in accurately assessing and quantifying trust levels,
leading to inaccuracies in granting access privileges. Additionally, trust is subjective
and context-dependent, complicating establishing universal trust criteria. Relying
solely on trust may also neglect other critical security factors, such as authentication
vulnerabilities and insider threats.

2.4 Zero Trust Architecture (ZTA)

The term "Zero Trust," coined in the 1990s, is a security concept that operates on the
principle of "never trust, always verify." ZTA attempts to address the shortcomings
of the traditional security models. ZTA uses zero trust principles to deploy specific
technologies, processes, and controls. It enforces strict access controls, segments
networks, authenticates users and devices, encrypts data, and continuously monitors
for threats. It advocates for organizations to verify anything trying to connect to their
systems before granting access instead of relying solely on traditional perimeter-based
and trust-based security measures [6]. This section provides an overview of the
tenets and logical components of ZTA. The tenets cover the core ideas behind ZTA,
while the logical components describe the essential elements and interactions that
constitute ZTA. It also explores various deployment models for ZTA and presents
three real-world implementations to illustrate the effectiveness of ZTA.

2.4.1 Tenets of ZTA

There are seven tenets of ZTA as defined by National Institute of Standards and
Technology (NIST). The tenets are ideal, and the only relevant ones should be
implemented according to the needs of the enterprise [6]. They are listed below:

1. Resources: This comprises all the data sources and computing services.
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. Secure Communication: All communications should be secure irrespective of
the network location, inside or outside the enterprise network.

. Session Access: The access to resources is given on a per-session basis with
least privilege access, i.e., the authorization and authentication for one resource
does not grant access to another.

. Access Control: The access to resources is determined by dynamic policies
based on client identity, application/service, requesting asset state, and other
behavioral and environmental attributes, with policies tailored to business
needs and risk levels, applying least privilege principles to restrict access.

. Integrity and Security Posture: The enterprise should evaluate the security
posture of all the assets before providing access to the resource. It should
continuously monitor and patch devices and applications to make sure they
are in their most secure state.

. Continuous Authentication and Authorization: The authentication and autho-
rization are dynamic and strictly enforced for all the resources. An organization
should have identity, credentials, access, and asset management to implement
ZTA, which includes using Multi-Factor Authentication (MFA), continuous
monitoring with possible re-authentication, and re-authorization.

. Information Logging: The organization should collect all the information about
the current state of the network infrastructure, communications, and assets
and use it to improve the overall security posture. This data can also be used
for context in access control.

2.4.2 Logical Components of ZTA

The ZTA has several logical components that can be operated onsite or offsite via
cloud. The subject, resource, Policy Enforcement Point (PEP), Policy Administrator
(PA), and Policy Engine (PE) as shown in the Figure 2.1, are the key logical
components of ZTA [6]. In a zero-trust access model, a subject requests access to the
resource through the PEP. Access is granted based on the decision from its Policy
Decision Point (PDP). The functionalities of the three logical components controlling

the access are:

— PE: It is the system’s decision-maker, employing a trust algorithm to analyze

enterprise policies and external inputs for access decisions.

— PA: It collaborates with the PE to permit or deny access, managing the

communication pathway and authentication tokens for client access.



10 2. BACKGROUND

/ Control Plane \

Policy Decision Point

Policy Engine

Policy
Administrator
\_ !
1

12

st Y - Policy Enfprcement ) Enterprise
Point Resource

Untrusted <«-------* o > Trusted
Data Plane

Figure 2.1: Zero-Trust Logical Access Model

— PEP: It facilitates, monitors, and terminates connections between subjects
and resources, encompassing client and resource components, with the trust
zone lying on the other side of the PEP.

Apart from the logical components mentioned earlier, various external compo-
nents as described in [6] contribute to implementing a zero trust system, including
continuous diagnostics and mitigation, data access policies, identity management,
Security Information and Event Management (SIEM), activity logs, etc.

2.4.3 Deployment Models

Different deployment models exist for ZTA, and depending on the need of an enterprise,
one of the following models can be selected [6]:

— Device Agent/Gateway-Based Deployment: In this model, the PEP
is split into two components, with a device agent managing connections on
enterprise-issued assets and a gateway acting as a resource proxy. When a
subject on an enterprise device seeks access to a resource, the local agent
forwards the request to the PA, which evaluates it through the PE. If autho-
rized, a communication channel is established between the device agent and
resource gateway, enabling encrypted data flow. This model suits enterprises
with robust device management programs, discrete resources, or a preference



2.4. ZERO TRUST ARCHITECTURE (ZTA) 11

against Bring-Your-Own-Device (BYOD) policies. It resembles the client-server
implementation of the Cloud Security Alliance’s Software Defined Perimeter
(CSA-SDP) for cloud-heavy enterprises.

Enclave-Based Deployment: In this model, the gateway components are
situated at the boundary of a resource enclave, such as an on-location data
center. Resources in this model typically serve a single business function or
may lack direct communication capabilities with a gateway, as seen in legacy
database systems without API support. It’s suitable for enterprises using
cloud-based microservices for specific business processes, with the entire private
cloud placed behind a gateway. This model may also incorporate elements of
the device agent/gateway model, where enterprise assets utilize a device agent
to connect to enclave gateways, following the same connection process. It’s
beneficial for enterprises with legacy applications or on-premises data centers
that cannot accommodate individual gateways, requiring robust asset and
configuration management programs for device agent configuration. However,
a downside is that the gateway protects a collection of resources, potentially
exposing subjects to resources they lack the privilege to access.

Resource Portal-Based Deployment: In this deployment model, the PEP
functions as a single gateway component handling subject requests, either for
individual resources or secure enclaves serving specific business functions, such
as a private cloud or data center containing legacy applications. Unlike other
models, there is no need to install software components on client devices, making
it more flexible for BYOD policies and inter-organizational collaborations.
However, limited information can be gathered from devices requesting access,
and continuous monitoring for threats may be challenging. Without a local
agent, the enterprise may lack full visibility and control over assets, mitigated
by browser isolation. Yet, assets may be invisible between sessions, exposing
the portal to potential attacks such as Denial-of-Service (DoS), necessitating
robust provisioning for availability against network disruptions.

Device Application Sandboxing: This is a variation of the device agen-
t/gateway deployment model in which vetted applications or processes run
compartmentalized on assets, such as VMs or containers, to shield them from
potentially compromised hosts or other applications. Approved applications
operate in a sandbox on the subject device, communicating with the PEP
for resource access, while requests from other applications are denied. The
PEP could be either an enterprise local service or a cloud service. The main
advantage is the segmentation of individual applications from the rest of the
asset, protecting them from potential malware infections on the host. However,
maintaining sandboxed applications for all assets and ensuring security requires
additional effort.
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2.4.4 Real-World Implementations of ZTA

This section explores three prominent real-world implementations of ZTA: Google’s
BeyondCorp, VMware NSX, and Forrester’s Zero Trust eXtended (ZTX) framework.
These implementations illustrate that ZTA is effective and essential in modern cyber-
security strategies. The frameworks illustrate how ZTA enhances security, improves
operational efficiency, and supports agile business operations. These successful imple-
mentations further validate ZTA’s effectiveness in protecting against evolving threats
and highlight its transformative impact on organizational security.

Google’s BeyondCorp

Google’s BeyondCorp [16, 17] is one of the first implementations of ZTA in an
enterprise. It was developed in response to a hacking attempt where the attackers
targeted the sources of intellectual property by infiltrating the internal network and
utilizing the compromised system for lateral movement. Consequently, Google’s
primary objective was to diminish the implicit trust that users and devices had
developed due to their physical or electronic presence (or both) within the corporate
network.

In Google’s BeyondCorp framework, only managed devices can access corporate
resources. A device inventory database tracks the states and relevant information
of all managed devices, while digital certificates and encryption keys are stored
in Trusted Platform Module (TPM) or qualified applications for security. User
identification requires MFA, conducted via a managed device. To eliminate implicit
trust in the legacy network, some managed devices within Google’s private network
are moved to an unprivileged network and treated like external devices. Authenticated
managed devices are assigned to a different virtual network using Virtual Local Area
Network (VLAN), while unrecognized devices are placed in a guest or quarantine
network.

BeyondCorp employs an internet-facing access proxy akin to a PEP as men-
tioned in Section 2.4.2 to externalize workflows. Applications are registered with
public Domain Name System (DNS), directing requests to the access proxy. After
authentication, the proxy consults the Access Control Engine (ACE) to verify and
authorize or deny the requests. Central to BeyondCorp, the ACE integrates multiple
information sources to determine if a user and device are trustworthy and authorized
to access the requested resources. Trust inference continuously updates the trust
level of all subjects. Access is granted only if all conditions are met, and the user’s
trust level exceeds the required minimum for the resource.

BeyondCorp eliminates the traditional Virtual Private Network (VPN)-based ac-
cess model, allowing employees to work securely from any location without relying on
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the corporate network perimeter. Each device accessing the network is authenticated
and authorized based on its security posture, which includes factors like patch levels,
device configurations, and security policies. Users are authenticated through robust
identity verification mechanisms, and access decisions are made dynamically based
on contextual information, such as user identity, device health, and real-time threat
intelligence.

VMware NSX

VMware NSX is a network virtualization and security platform that extends zero-
trust principles to virtualized environments. It provides granular security controls
to protect workloads in data centers and cloud environments. The NSX-based
method relies heavily on two key elements: the virtual server and the virtual desktop.
NSX employs micro-segmentation, effectively implementing and enforcing policy
decisions and trust management across the entire network and at multiple junctures.
Consequently, the administrative team can implement precise access control measures
across the various granular segments [18].

In the NSX’s segmentation of network traffic, security policies are enforced at
the VMs level, providing consistent protection regardless of the underlying physical
network topology. This helps to ensure that only authorized traffic is allowed between
different segments within the data center. Policies are dynamically applied based
on factors such as VMs attributes, user roles, and application context. NSX allows
integrating third-party security services, such as Intrusion Detection Systems (IDS)
and antivirus solutions, into the network flow [19].

Furthermore, VMware NSX provides enhanced visibility and control over east-
west traffic within the data center, reducing the risk of lateral movement by attackers.
The simplified network management through automation and centralized control
reduces the operational burden on IT teams. It enables rapid deployment of new
applications and services with consistent security policies, supporting agile business
operations.

Forrester’s ZTX

Forrester’s ZTX [20] framework provides a comprehensive approach to implementing
zero-trust principles, emphasizing the need for a holistic strategy encompassing
networks, devices, applications, and data. The ZTX framework is built around
several key pillars, including network security, data security, workload security, device
security, identity security, visibility, and analytics.

A centralized segmentation engine orchestrates the division of the enterprise
network into multiple micro-core and perimeter segments. This allows for enforcing
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traffic regulations within the intervals separating these segments, which aligns with
the Resource Portal-Based deployment mentioned in Section 2.4.3. However, this
approach establishes trust by leveraging information within data packets, which is
less precise than solutions deeply integrated with endpoints and services. Moreover,
it cannot directly authenticate users with the ZTX segmentation engine, meaning
regulations cannot be implemented based on user and device contextual information.

Zero Trust Network Access (ZTNA) builds on the ZTX’s concept with several
enhancements. ZTNA [21] verifies the credentials of a (user, device) pair to confirm
authorization to access an application, establishes a secure (encrypted) connection,
and logs and monitors the activity. ZTNA can seamlessly integrate with a software-
defined wide area network, secure access service edge, and cloud-based security to
ensure consistent protection. It is designed to operate with any transport method
or network, including broadband, LTE, and 5G. ZTNA solutions provide secure,
granular access to applications and services based on user identity and contextual
factors. Data-centric security measures protect sensitive information at rest, in
transit, and during processing. By adopting a unified, security-driven networking
strategy, institutions can automatically adapt to changes and expansions without
compromising access or security.

This chapter (Chapter 2) has provided background information on ZTA, including
its tenets, logical components, and different deployment methods. The real-world
implementations have demonstrated that ZTA is better than traditional perimeter-
based models. The next chapter (Chapter 3) will offer a comprehensive review of
the state-of-the-art techniques for implementing the tenets of ZTA discussed in this
chapter.



ZTA: Implementation Techniques
and Challenges

As discussed in the previous chapter, ZTA has emerged as a significant paradigm
shift in the security landscape. It challenges traditional assumptions about network
perimeters and trust relationships, advocating for continuous verification and strict
access controls. As organizations increasingly rely on cloud services, understanding
and implementing zero trust principles becomes paramount to mitigate evolving
cyber threats.

In the previous chapter (Chapter 2), Section 2.4.1 describes the tenets of ZTA as
defined by NIST. This chapter reviews the state-of-the-art development of techniques
central to implementing ZTA tenets. This chapter qualitatively evaluates the ZTA
and discusses the challenges associated with implementing ZTA.

3.1 Techniques to Implement ZTA Tenets

Table 3.1 presents an overview of the techniques that can be used to implement ZTA
tenets. These techniques can be broadly categorized as authentication, access control,
encryption, network segmentation, automation and orchestration, and monitoring
and analytics (Figure 3.1). Each of these techniques involves multiple levels of
granularity. This section provides an in-depth review of the state-of-the-art techniques
for implementing ZTA tenets, considering various levels of granularity. Furthermore,
the gaps in the existing review literature are presented at the end of each subsection
(Table 3.2 to 3.5). Finally, Table 3.6 summarizes the literature reviewed in this
section.

3.1.1 Authentication

Authentication is a process that verifies the identity of a user, device, or system
attempting to access resources within the network. Given the rise in cyber security
risks, simple one-time username-password-based authentication is no longer sufficient.
Consequently, in a ZTA, authentication is neither a one-time event nor conducted

15
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Table 3.1: Techniques to Implement ZTA Tenets

ZTA Tenets

Techniques for Implementation

Resources

This involves managing users and devices with
appropriate access control.

Secure Communication

This necessitates encrypting the data-in-transit
and segmenting the networks to provide better
policy enforcement. All the requests must be
continuously authenticated over the network.

Session Access

Continuous authentication should be per-
formed to grant access to each session, and
fine-grained access control should be imple-
mented based on the principle of least privi-
lege.

Access Control

Dynamic and risk-based access control policies,
along with contextual and adaptive authenti-
cation, can help ensure more secure access to
resources.

Integrity and Security Posture

All devices should undergo continuous authen-
tication to ensure their safety. Monitoring all
devices and their access policies helps to keep
a check on compromised devices.

Continuous Authentication and
Authorization

Authentication should be continuously en-
forced with MFA, and policies should be ap-
plied based on user, resource, and device at-
tributes.

Information Logging

Monitoring and providing analytics of ongoing
processes help enhance visibility in network in-
frastructure and access requests. Automating
these processes reduces susceptibility to errors,
further improving overall security posture.
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Figure 3.1: Techniques to Implement ZTA Tenets

through a simple username-password scheme; rather, it requires MFA and can occur
multiple times throughout a session.

Various MFA and continuous authentication mechanisms have been proposed
to prevent unauthorized access even after the initial authentication. If a user’s
behavior during a session appears suspicious, the system may prompt the user to
re-authenticate. This approach helps detect and prevent potential security breaches
in real time. The following subsections review different authentication methods
applicable in a ZTA.

Multi-Factor Authentication (MFA)

MFA requires users to provide at least two forms of evidence (factors) to verify their
identity [22]. A common form of MFA is Two-Factor Authentication (2FA). These
factors could be something the users know (like a password), something users have
(like a hardware token [23, 24]), or something users are (like a fingerprint [25]). The
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use of multiple factors makes it challenging for an attacker to gain access even if they
manage to compromise one form of credentials.

The work [26] presents a privacy-preserving MFA using blockchain technology.
The system verifies knowledge of a One-Time Password (OTP) with blockchain as
a privacy mechanism, ensuring proof of authenticity and confirming the prover’s
identity. They demonstrate a reliable MFA framework using non-transferable, Non-
Fungible Tokens (NFTs) as authentication tokens for identity verification in the final
stage of the MFA process.

Continuous Authentication

User authentication in ZTA faces challenges like continuous verification and the need
for specialized equipment. Knowledge-based methods, such as passwords and tokens,
only verify users at the moment of access without ongoing tracking.

Continuous biometric authentication is essential for reliable identity verification
in ZTA. However, biometric methods require specialized equipment, complicating
continuous authentication [27]. Furthermore, traditional features like fingerprints
and irises are easily replicable, so continuous authentication must rely on features
like electrocardiograms that offer universality, uniqueness, and uninterruptedness.

Shah et al. [28, 29] introduce a Lightweight Continuous Device-to-Device Au-
thentication (LCDA) protocol. It leverages communication channel properties and
a configurable mathematical function to dynamically generate session keys for con-
tinuous Device-to-Device (D2D) authentication. The work demonstrates that the
protocol is resilient to known attack vectors and can easily be deployed in secure D2D
communication scenarios, particularly in critical and resource-limited environments.

Meng et al. [30] propose a method to eradicate the need for a trusted node in
D2D continuous authentication using blockchain. The devices are divided into three
categories: trusted, suspected, and untrusted, and authentication is stopped if any
entity is an untrusted device. They demonstrate that achieving a balance between
security and efficiency necessitated the adoption of different parameter lengths and
intervals tailored for trusted and suspected devices.

The article [31] conducts a comparative analysis of prevalent continuous authenti-
cation methods, assessing their suitability for integration within ZTA frameworks.
The authors infer that most continuous authentication methods are not universally
applicable and are limited to specific input modalities. However, hybrid methods
that amalgamate multiple approaches emerge as a promising authentication strategy
within the ZTA paradigm.
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Contextual Authentication

Contextual authentication is another way of authenticating users in a ZTA. It
considers contextual information during the authentication process, including the
user’s location, time of access, type of device used, and network connection. The
system might require additional authentication steps or deny access based on this
context. For instance, a login request from an unusual location or at any odd time
might trigger extra verification.

Contextual authentication tracks changes in physiological and behavioral features
over time, including pre-authentication behavior, to continuously verify a user’s
identity. This method provides a dynamic and adaptive layer of security, as it can
detect anomalies or changes in typical user behavior, reducing the risk of unauthorized
access. Multimodal biometric authentication enhances security by combining various
biometric methods, such as fingerprint, facial, and voice recognition, to create a more
robust and reliable authentication system. Similar to MFA, multimodal biometric
authentication can leverage multiple biometric traits to ensure that the authentication
process is resilient against spoofing and other security threats [27, 32].

Hayashi et al. [33] propose Context-Aware Scalable Authentication (CASA) to
balance security and user-friendliness in authentication processes. The framework is
designed to dynamically choose an active authentication method that meets specified
security criteria considering the passive factors. The authors showcase that location
data is one of the most promising passive factors and can always reduce the need
for active authentication methods. This reduces the user burden by dynamically
adjusting the authentication process.

Benzekki et al. [34] propose a lightweight and cost-efficient context-aware authen-
tication system that only transmits environmental information when a user initiates
an authentication request. While the authentication process entails multiple steps to
ascertain access, which could potentially detract from user-friendliness, the study
demonstrates that the system remains user-friendly despite this delay. However, it’s
worth noting that the sample size in the study was small.

Ashibani et al. [35] introduce a continuous authentication framework that lever-
ages contextual information for user authentication in smart Internet of Things (IoT)
environments. The authors demonstrate that the framework safeguards IoT devices
against unauthorized access, locally or remotely, without imposing additional user
intervention. It shows that static authentication can be enhanced using contextual
information and increased security by providing continuous authentication.
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Table 3.2: Coverage of Authentication in Existing Review Literature
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Adaptive Authentication

Adaptive authentication dynamically adjusts the authentication requirements based
on the perceived risk level. For example, users may undergo additional authentication
steps if they attempt to access sensitive data or perform high-risk operations. This
approach aligns with the principle of least privilege, ensuring that users only gain
access when necessary and justified.

The work [36] introduces a Unified Authentication Platform (UAP), which gener-
ates patterns and evaluates trust to integrate adaptive control. The system evaluates
parameters to construct a behavioral profile; any deviation from this is considered
a potential risk. This prompts the system to request additional verification steps
from the user. In essence, adaptive authentication dynamically adjusts its security
measures based on the user’s behavior, providing a seamless yet robust authentication
experience.

However, there is no one-size-fits-all solution when it comes to security. ZTA
treats every access request as a potential threat and verifies the identity of users
and devices rigorously and continuously. These robust authentication approaches
significantly enhance the security posture of an organization’s network. Furthermore,
organizations can choose any authentication method that aligns with their specific
use case, as discussed above.

Table 3.2 highlights the research gap in the existing review literature for authen-
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tication, including MFA, continuous, contextual, and adaptive authentication. It
indicates that the majority of the review literature focuses on MFA and continuous
authentication, with only a small portion addressing contextual authentication and
very few covering adaptive authentication. This lack of research on adaptive authenti-
cation can be attributed to the fact that the existing adaptive authentication systems
lack methodological design approaches and often face cross-dimensional usability.
Consequently, it results in a lack of comprehensive analysis of the attack surface of
adaptive authentication systems and its ramifications, considering the diversity of
authenticators, contexts, and selection algorithms, all contributing to the complexity
of understanding potential vulnerabilities [49].

3.1.2 Access Control

Access control lies at the core of ZTA as the primary mechanism for enforcing
the principle of least privilege and continuous verification of user identities and
device integrity. As organizations navigate the complexities of securing their cloud
infrastructure deployments, implementing robust access controls becomes imperative
to safeguard sensitive data and critical assets from ever-evolving threats. Access
to a resource is given only when the subject satisfies the access policy, which is
maintained as an integral part of the access control mechanism formulated based on
the organization’s use case. These policies can be defined and configured in several
ways. In this section, we review different types of access control policies.

Role-Based Access Control (RBAC)

RBAC assigns permissions to a single user or a group of users based on their roles
within an organization. Users are grouped into roles based on their job functions
or responsibilities, and permissions are assigned to these roles. In an organization,
roles like "Administrator," "Manager," and "Employee" may be defined, each with its
own set of permissions. Users are assigned to these roles, and their access rights are
determined by the permissions associated with their roles.

The three primary steps for implementing RBAC are role assignment, role autho-
rization, and permission authorization. Different RBAC models have been proposed
based on these steps: flat, hierarchical, constrained, symmetric, and temporal. The
flat RBAC model incorporates the three primary steps of RBAC, allowing for many-
to-many user-to-role and permission-to-role assignments. The hierarchical RBAC
model builds on the flat model by defining seniority relationships, where senior roles
encompass all permissions of the roles below them. The constrained RBAC model
extends the hierarchical model by introducing separation of duties, requiring multiple
individuals to complete certain tasks. Symmetric RBAC, the most advanced form,
includes all features of constrained RBAC and adds support for permission-role
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review. Lastly, the temporal RBAC model further extends RBAC by allowing the
enabling and disabling of roles based on time constraints [50].

A Task-Role-Based Access Control (T-RBAC) model was introduced in the
work [51], proposing a task-oriented concept. A task-oriented concept focuses on
associating permissions with specific tasks rather than general roles. This model’s
primary objective is creating a secure workflow system access mechanism. Despite
its utility within distributed systems, the T-RBAC model falls short in complex
cloud network environments. It neglects the issue of user rights assignment, merely
introducing a set of trustees to act as task executors without exploring the process
of trustee determination in a real-world scenario.

Addressing the trust oversight identified in T-RBAC, [52] presents a viable
solution to address the trust concerns. The authors propose an integrated approach
that combines a comprehensive trust model with cryptographic T-RBAC, aimed at
enhancing the privacy and security of data stored in cloud systems. In the proposed
design, the risk associated with cloud storage systems can be mitigated, thereby
enhancing overall security. Additionally, this approach can potentially enhance the
decision-making capabilities of cloud operators and data owners, thereby improving
the overall quality of service.

In the work [53], the authors emphasize the separation of policy enforcement
(PEP) from decision-making (PDP) through RBAC. By separating enforcement from
decision-making, RBAC can enable a more flexible and adaptable approach to access
control, which is well-suited to the dynamic and continuously evolving nature of zero
trust environments.

The work [54] integrated the RBAC model with trust management principles,
unveiling a novel Distributed Role-Based Access Control (ARBAC) model tailored
for distributed environments. Within this framework, roles are endowed with access
privileges and empowered to delegate permissions to other roles. It uses continuous
monitoring to ensure the ongoing validity of established trust relationships throughout
extended interactions.

Jung et al. [55] introduced an adaptive resource access control framework based
on the RBAC model. This improved model can dynamically adjust resource security
levels, effectively addressing the challenge of fluctuating environmental variables
within cloud computing environments.

Xu et al. [56] proposed an RBAC model for cloud environments, specifically
cloud storage, combining an identity-based cryptosystem. The proposed solution
aims to augment RBAC’s efficiency and flexibility. This is achieved by incorporating
a mechanism for role inheritance, which optimizes the assignment of permissions,
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making it both efficient and precise. The model was subjected to functional testing
and performance analysis, demonstrating its ability to perform various functions,
understand the dynamic access control of ciphertext data, and maintain an acceptable
operation completion time.

RBAC enhances security by assigning distinct access levels based on user roles,
thereby improving confidentiality and privacy. It facilitates duty segregation and
provides flexibility. However, overly granular permissions can lead to complexity and
management challenges, known as ’role explosion. Implementing RBAC requires a
deep understanding of the organization’s security landscape and existing permissions.

While RBAC might be straightforward during initial implementation, defining
roles may become more intricate as new roles and users are introduced. Expanding
an RBAC within businesses can be costly and intricate, necessitating concurrent
scaling of infrastructure contingent upon the organization’s scale and complexity.
Furthermore, RBAC’s scope is often constrained by its focus solely on employee roles
for authorization, leading to limitations in scalability and dynamism.

Attribute-Based Access Control (ABAC)

ABAC dynamically evaluates access requests based on attributes associated with the
user, resource, and environmental context. Attributes can include user attributes (e.g.,
role, department), resource attributes (e.g., sensitivity level, location), and contextual
attributes (e.g., time of access, device posture). It provides finer granularity and is
more scalable than other access control models [57].

In ABAC, access decisions are made based on the combination of attributes.
For instance, access to a confidential document may be granted only if the user’s
role is "Manager," the document’s sensitivity level is "Confidential," and the access
request originates from within the corporate network. ABAC empowers organizations
to regulate resource access through intricate policies and conditions, rendering it
exceptionally adept in dynamic and intricate environments.

Unlike RBAC, where administrators can easily view assigned user privileges,
ABAC lacks a straightforward method to look up users’ access permissions. As
a result, verifying access requires checking each object against the access policy.
Additionally, configuring numerous policies to determine user attributes for resource
access can be time-consuming due to the complexity of the technology [58]. Hybrid
ABAC models and frameworks have been explored to address the challenges and
limitations of ABAC.

The work [59] proposed a Location-Aware Attribute-Based Access Control (L-
ABAC) for secure data access control in cloud environments. This model involves
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various entities such as a data owner, attribute authority, location servers, sensors,
data consumers (users), and the cloud server. The advantage of this method is that
when compromised, a single server only exposes information linked to a particular
location, leaving other data confidential.

Garcia-Teodoro et al. [60] propose a Security Attribute-Based Dynamic Access
Control (SADAC) aimed at fortifying security within corporate networks and service
provider environments. The model relies on a dynamic policy enforcement point that
dynamically grants or denies access to a device to the network environment and an
anomaly detection module that accesses the security posture demonstrated by users
and devices, enabling dynamic decisions regarding access permissions.

The work [61] proposes an Attribute and User Trust Score-Based Zero Trust
Access Control Model (AU-ZTAC) that merges the principles of zero trust and ABAC.
It aims to fulfill network protection needs while ensuring fine-grained dynamic access
control and integrating trust evaluation into the access control process to capture
users’ intentions accurately. The work validates the efficacy and viability of this
model for security. However, this model can be easily applied for network protection
in zero trust environments where resource access is dynamically controlled.

A dynamic access control model is essential to manage access requests from
numerous dynamic users. Riad et al. [62] proposed a hierarchical access control
scheme utilizing dynamic revocation threshold vectors based on multi-dimensional
access control to dynamically authorize or revoke users with multiple rights in the
cloud, optimizing encryption and decryption processes.

Yao et al. [9] introduced another way to define access policies dynamically
based on contextual information and risk assessments. These policies can adapt
to changes in user roles, device status, or environmental conditions, ensuring that
access permissions always align with security policies and business requirements.
This hierarchical access control model uses partial trust-based access control, where
the user behavior is used to generate user trust and portraits.

The work [63] proposes an integrated identity and attribute-based access man-
agement system for cloud web services. Combining adaptive authentication with
ABAC enhances the security of cloud web services. In this ABAC, user attributes
are evaluated before authorization is granted. This approach also eliminates the role
mapping requirement in the RBAC mechanism.

The work [64] demonstrates a formal ABAC model using Event-Calculus. The
model can accurately represent and verify AWS IAM policies. The expressive and
adaptable approach features generic Event-Calculus models and tool support to
automatically convert JSON-based TAM policies into Event-Calculus. Performance



3.1. TECHNIQUES TO IMPLEMENT ZTA TENETS 25

evaluations conducted on real IAM policies demonstrate the scalability and practi-
cality of this method.

Gupta et al. [65] delve into ABAC within the context of cloud-enabled industrial
smart vehicles, facilitating location-specific and real-time notifications in smart
transportation networks. Their innovative security solution integrates a finely-tuned
ABAC model, incorporating dynamically assigned groups based on the characteristics
of the vehicles in motion, and the practicality and usability are demonstrated by
deploying a prototype implementation on AWS.

Identity-Based Access Control (IBAC)

IBAC is an access control model that determines access permissions based on the
identity of the user requesting access. In IBAC, access decisions are made solely based
on the user’s identity, typically in the form of a username, user ID, or other unique
identifier. Unlike RBAC or ABAC, which consider roles, attributes, or contextual
factors, IBAC relies solely on the user’s identity to determine access rights.

Yang et al. [66] introduce cloud storage auditing protocol using cryptography
with IBAC. It allows data owners to control access to their sensitive information,
ensuring that only authorized users can access it. It simplifies the implementation
process by eliminating the need for complex certificate management.

IBAC provides a straightforward approach to managing access permissions based
on user identities. Still, it may not be suitable for complex access control scenarios
that require more nuanced control over access rights. It also faces scalability chal-
lenges, especially in environments characterized by dynamically shifting groups of
subjects and objects. The need for frequent updates to access authorizations becomes
impractical under such circumstances.

Function-Based Access Control (FBAC)

FBAC grants access based on the functions or operations users can perform. Rather
than assigning permissions to roles or attributes, access is determined by the specific
functions or operations users are authorized to execute. In FBAC, permissions are
associated directly with functions or operations within the system. For example, a
user may be granted permission to "'Create User Accounts" or "Approve Purchase
Orders." Access is granted based on whether the user can perform these specific
functions.

In the work [67], authors propose FBAC based on the functional encryption. Un-
like traditional methods where access authorizations are stored in a two-dimensional
Access Control Matrix, FBAC employs a three-dimensional tensor, termed an ac-
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cess control tensor, to manage access rights. This approach enables applications to
implement access controls with unprecedented granularity, allowing users to invoke
authorized commands on specific data segments. This level of customization is not
possible with the classical access control matrices.

While FBAC has not yet been explored in depth, its deployment could enhance
access control capabilities, especially in the emerging IoT domain.

Risk-Based Access Control (RiBAC)

RiBAC is a dynamic access control approach that grants or denies access to resources
based on evaluating risk factors associated with the user, the resource accessed, and
the current context. For example, a user attempting to access sensitive data from an
unfamiliar location or using an unsecured device may be granted limited access or
subjected to additional authentication measures to mitigate the elevated risk.

The authors in [68] analyze and evaluate the risk factors present in the risk-based
access control model and infer that a significant challenge is developing an accurate
and efficient risk estimation technique applicable across various domains.

Vanickis et al. [8] introduce a policy enforcement framework called Fuzzy Risk
Framework for Zero Trust Network (FURZE) [69] to tackle open challenges for RiIBAC
within Zero Trust Network (ZTN). The authors detail the design of required policy
languages to facilitate fuzzy risk evaluation and to implement policy enforcement for
RiBAC.

Blockchain-Based Access Control

Blockchain-based access control is a security mechanism that uses blockchain tech-
nology to manage and verify access permissions in a decentralized and tamper-proof
manner. Yang et al. [70] propose AuthPrivacyChain, a blockchain-based access con-
trol framework with privacy protection. In this framework, they utilize the blockchain
node’s account address as an identity, redefining data access control permissions for
the cloud. These permissions are encrypted and stored on the blockchain. They
demonstrate that AuthPrivacyChain effectively prevents unauthorized access by
hackers and administrators while preserving authorized privacy.

Blockchain-based access control has also been integrated with other access control
models such as RBAC and ABAC. The work [71] proposes a blockchain-based access
control to facilitate lightweight data sharing among diverse organizations, particularly
for zero-trust environments. In this approach, a RBAC model is deployed using
a unique multi-signature protocol and smart contract methods. This innovative
approach demonstrates a shift from conventional access control schemes, which often
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Table 3.3: Coverage of Access Control in Existing Review Literature

Access Control
Ref. RBAC | ABAC |IBAC FBAC RiBAC | Blockchain
(37] v v
[38] v
[39] v v
[40] v
[41]
[42] v v v v v v
[43] v v v
[44] v v v v
[45] v v v
[46] v v
[47] v v v
[48] v v v

focus on protecting a single entity, acknowledging the need for multi-party protection
despite the potential for increased security costs.

Ding et al. [72] introduced ABAC model leveraging blockchain technology. They
demonstrated that it can be efficiently implemented on IoT systems and withstand
multiple attacks compared to the traditional access control technologies unsuitable
for direct implementation in IoT systems due to their complex access management
and centralized nature, compromising credibility. This model offers a decentralized
and scalable access control system, requiring less trust and enhancing the existing
system’s robustness.

Awan et al. [73] propose a novel secure framework, Zero Trust and Attribute-
Based Access Control for Internet of Things using Blockchain (ZAIB) for IoT-
based smart environments. This framework employs ZTA and ABAC to monitor
device-to-device communications, facilitating different access control levels based on
environmental parameters and device behavior. Utilizing blockchain for anonymous
registrations and immutable logs and Interplanetary File System (IPFS) for protecting
attributes, trust level histories, and data, ZAIB offers robust security measures. The
evaluation demonstrates that ZAIB effectively meets active defense and end-to-end
security enforcement requirements. This approach overcomes the problem of resource
limitations and the dynamic nature of the IoT network.

Table 3.3 highlights the research gap in the existing review literature for access
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control. The types of access control discussed include RBAC, ABAC, IBAC, FBAC,
RiBAC, and blockchain-based access control. The table shows that most review
literature focuses on RBAC and ABAC, with only some review papers focusing on
the other types. This can be attributed to the fact that RBAC is easier to implement
and ABAC is more scalable than other models, making them more prominent in
research. The remaining access control models receive less attention as some are
challenging to implement, and some are relatively new.

3.1.3 Encryption

Encryption converts data into an unreadable format that can only be accessed with
the correct decryption key, ensuring its confidentiality from unauthorized access
and maintaining its integrity against tampering. In ZTA, end-to-end encryption is
a fundamental principle covering data-at-rest and data-in-transit. All data stored
within the system, such as servers, databases, and storage devices, must be encrypted.
Similarly, all data transmitted over networks, whether internal or external, should
be encrypted to prevent unauthorized access and tampering.

Research by Weever and Andreou [74] underscored the importance of securing
data during transit between containerized applications. Their findings highlighted
vulnerabilities in transit data, susceptible to attacks leading to data breaches. There-
fore, implementing robust encryption protocols and securely managing encryption
keys are critical to maintaining the security posture of a ZTA environment, ensuring
that sensitive information remains protected against potential breaches throughout
its life cycle.

In this section, we first discuss different encryption mechanisms relevant for a ZTA,
and then we discuss different key management strategies proposed in the literature.

Encryption protocols

Various cryptographic schemes have been proposed to address specific encryption
challenges. For instance, Ciphertext-Policy Attribute-Based Encryption (CP-ABE),
introduced in [75], enforces complex access control based on user attributes, ensuring
that only users with the correct attributes can decrypt the data.

Helil et al. [76] introduced another CP-ABE, which addresses the challenge of
preventing unauthorized successive access to multiple data objects. It provides access
control for sensitive datasets in cloud storage, ensuring data confidentiality, collusion
resistance, and policy privacy.

Key-Policy Attribute-Based Encryption (KP-ABE), introduced in [77], provides
fine-grained sharing of encrypted data stored by third parties on the internet. KP-
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ABE addresses the limitations of coarse-grained sharing in traditional encryption
methods by allowing selective decryption based on attribute matching without
requiring users to share private keys.

Since KP-ABE cannot support ciphertext-policy access control, Li et al. [78]
introduced a privacy-aware multi-authority ciphertext-policy Attribute-Based En-
cryption (ABE) scheme with accountability to enhance user privacy and data security
in cloud environments. It identifies dishonest users who share their decryption keys
and provides a fine-grained access control system.

Fuzzy Identity-Based Encryption (IBE) introduced by Chatterjee et al. [79] offers
error tolerance suitable for biometric-based encryption, accommodating inherent
noise in biometric data. This innovation enhances user encryption with specific
attribute sets, proving its security against collusion attacks.

Role-Based Encryption (RBE) schemes, like those by Zhou et al. [80] and Sultan
et al. [81], enhance secure cloud storage by controlling access based on user roles
and preventing cloud providers from reading plain data. These schemes support
efficient user revocation without re-encryption and maintain constant ciphertext and
key sizes. Sultan et al’s scheme further allows data sharing across organizations with
an outsourced decryption mechanism to reduce user computational load. Security
analyses confirm this scheme is secure against chosen plaintext attacks and has low
computational overhead, making it practical for ZTA.

Patil et al. [82] demonstrated a blockchain-based consensus algorithm using
cryptographic techniques and decentralized ledgers to enforce stringent security
protocols, ensuring all data exchanges are secure and verifiable without relying on a
central authority. Advancements in searchable encryption schemes provide secure
search capabilities over encrypted data. The work in [83] presented a new searchable
encryption scheme utilizing the modular inverse to create a probabilistic trapdoor
for secure searches over an inverted index table. Such schemes offer lightweight and
secure solutions for client-server architectures, suitable for implementations in ZTA.

While encryption is vital for security, balancing it with efficiency is challenging.
Encrypting all data can be costly and inflexible, especially with specialized hardware.
Symmetric encryption, essential for securing databases and communications, is often
overlooked in ZTA discussions. Although patterns for cryptography are addressed in
[84, 85], performance studies specific to ZTN are lacking. Models from NIST and
other organizations recommend using Public Key Infrastructure (PKI) but do not
specify the application of particular cryptographic controls.

Moreover, recent research has focused on enhancing CP-ABE schemes with
functionalities like user revocation and ciphertext updates, ensuring both forward
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(revoked users cannot access past data) and backward (revoked users cannot access
future data) security. These schemes offer practical and cost-effective solutions for
secure data sharing in ZTA.

Xiong et al. [86] proposed an efficient CP-ABE scheme that uniquely achieves
partially hidden policy, direct revocation, and verifiable outsourced decryption. The
scheme introduces partially hidden policies to protect private information in access
policies. It ensures that revoked users cannot access messages after revocation without
affecting non-revoked users.

The work [87] enhances CP-ABE by adding user revocation, secret key delegation,
and ciphertext update functionalities, resulting in a Revocable-Storage Hierarchical
Attribute-Based Encryption (RS-HABE) scheme. RS-HABE ensures forward security
and backward security.

Key Management

Managing encryption keys is critical for encryption. Key management is a process
that involves the generation, distribution, storage, rotation, and disposal of encryption
keys. Secure key management systems are necessary to maintain the security of
encrypted data. [88].

Effective key management also encompasses key lifecycle management, which
includes key usage monitoring, auditing, and revocation procedures. Monitoring the
usage of keys helps detect unauthorized activities or anomalies promptly, ensuring
the integrity and confidentiality of encrypted data. Auditing key activities provides a
comprehensive view of how keys are accessed and used over time, aiding in compliance
with security policies and regulations. Additionally, secure backups of encryption
keys are essential to prevent data loss due to accidental deletion or system failures
[89].

Li et al. [90] proposed a revocable IBE scheme incorporating outsourcing compu-
tation, proposing a server-aided model where a Key Update Cloud Service Provider
handles most key generation tasks, reducing the workload for both the key generation
service provider and users.

Similarly, Revocable-Storage Identity-Based Encryption (RS-IBE) proposed in
[91] and Re-Randomizable Attribute-Based Encryption (RRABE) proposed in [92]
ensure forward and backward security, enabling user revocation and ciphertext
updates while maintaining decryption key security. This approach ensures the secret
key remains secure even if the decryption and key update are compromised.

Implementing robust encryption techniques and effective key management strate-
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Table 3.4: Coverage of Encryption in Existing Review Literature

Coverage of Encryption in Existing Review Literature
Ref. Symmetric| Asymmetric | ABE | IBE | Data-at- Data-in-
rest transit
[37] v
38] v
[39]
[40] v
[41]
[42] v v v v
[43] v
[44] v v
[45] v
[46] v v
[47] v v
48] v

gies is essential for securing data in ZTAs. Advanced schemes like CP-ABE, KP-ABE,
and RRABE provide flexible and resilient solutions for modern data security chal-
lenges.

Table 3.4 highlights the research gap in the existing review literature for encryption.
It shows that most of the review literature generally recommends encrypting data-at-
rest and data-in-transit without specifying the encryption methods or cryptographic
techniques to be used.

3.1.4 Network Segmentation

Network segmentation divides the network into smaller, isolated networks or segments.
This limits the scope of trust and restricts lateral movement within the network.
Network segmentation is an essential part of a ZTA, and it can be implemented using
different approaches as described by NIST [6]. Micro-segmentation and software-
defined segmentation, also known as Software-Defined Perimeter (SDP), are the
two most commonly used approaches to implement ZTA in an enterprise’s network.
This section describes these two network segmentation approaches proposed in the
literature.
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Micro-Segmentation

Micro-segmentation’s fundamental principle involves implementing security policies
near the resource that needs safeguarding, effectively dividing the network infras-
tructure into smaller logical "segments" to efficiently protect individual resources or
their logical groups. By allowing only authorized entities within the data center to
access the applications or data on protected resources, micro-segmentation inhibits an
attacker’s ability to move laterally within the network. Micro-segmentation enhances
the network security in the complex and dynamic cloud networks. It reduces lateral
movement without affecting the network performance and improves robustness while
decreasing the network exposure as shown in [93, 7].

The work [94] explores a network security architecture tailored for cloud com-
puting environments. This architecture supports a zero trust approach by utilizing
network micro-segmentation to inspect network traffic based on port and protocol
information, allowing only authorized communications. It leverages Illumio’s tool to
demonstrate micro-segmentation, involving two main components: PE and the Vir-
tual Enforcement Node (VEN). The PE writes and enforces policies based on traffic
data, while VENSs collect telemetry and enforce these policies. The implementation
involved creating secure connections between the virtual machines, demonstrating
successful micro-segmentation with no packet loss, indicating no network congestion
or collisions.

The paper [95] introduces micro-segmentation to prevent lateral movement within
Industrial Internet of Things (IIoT) networks. The automated micro-segmentation
model is based on machine learning clustering algorithms, which generate micro-
segments based on network traffic and a decision tree classifier to classify traffic as
malicious or normal. The security analysis shows that micro-segmentation reduces
device infection rate by limiting lateral movement.

The authors in [96] propose a micro-segmentation based solution known as
"eZTrust." This helps to enable fine-grained access control policies based on workloads
and can be efficiently enforced without relying on the network. eZTrust uses extended
Berkeley Packet Filter (eBPF) to trace authentic workload identities and shows lower
packet latency and CPU overhead than traditional perimeter-based solutions.

The concept of micro-segmentation is also applied to 5G networks to improve
their security [97]. It utilizes Software-Defined Networking (SDN) and Network
Function Virtualization (NFV) to create flexible and scalable network architectures.
It is adapted for 5G networks to provide fine-grained isolation and tailored security
policies for applications and services.

The paper [98] proposes using micro-segmentation, facilitated by the edge cloud,
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to enhance the security of smart home networks. It significantly reduces the attack
surface, especially against threats like the Mirai botnet, while minimally disrupting
valid device communications.

Software-Defined Perimeter (SDP)

The principle of SDP is to confirm and authenticate the client’s identity before
establishing any communication. This contrasts with traditional networks that
permit clients to establish connections (e.g., TCP/IP) before authentication. SDP
implementations comprise an SDP controller, which authenticates and authorizes
the clients, and an SDP gateway, which connects to the applications. In this setup,
application servers remain invisible to the client, and the client’s communication
with these servers is authorized and facilitated by the controller and the gateway
[99].

The work [100] demonstrates SDP in a virtualized network for enterprise scenario,
that though the SDP framework increases initial connection setup time, it effectively
mitigates DoS and port scanning attacks, confirming its potential as a robust security
solution. The SDP architecture includes components like Single Packet Authentication
(SPA), mutual Transport Layer Security (TLS), and dynamic firewalls, ensuring
secure, encrypted connections and addressing various network security issues. Despite
its benefits, SDP faces challenges like potential network disruption, configuration
updates, and controller vulnerability.

The work [101] proposes SDP to secure IaaS. The SDP is implemented and
tested in the AWS cloud environment, and port scanning is also used to verify its
effectiveness. The study also shows that SDP can resist DoS attacks while maintaining
access for legitimate users. The findings highlight SDP’s potential and pave the way
for future research in securing IaaS.

The article [102] proposes the SDP as a framework to manage connections and
restrict network access within SDN-enabled infrastructures. Integrating SDP with
SDNs offers scalable and managed security solutions, allowing flexible deployment
tailored to various network security needs. The framework is tested using virtualized
network testbeds, demonstrating its resilience to port scanning and DoS bandwidth
attacks. Additionally, the results highlight promising integration points between
SDP systems and SDNs, suggesting avenues for further research.

Through these forms of network segmentation, ZTA aims to minimize the potential
attack surface, contain the spread of threats, and reduce the potential impact of
a security breach. Table 3.5 highlights the research gap in the existing review
literature for network segmentation. It shows that most review literature focuses on
micro-segmentation while only some focus on SDP.
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Table 3.5: Coverage of Network Segmentation, Automation and Orchestration,
Monitoring and Analytics in Existing Review Literature

Network Segmentation Automation & Orchestration | Monitoring & Analytics

Ref. | Micro Segmen- | SDP Automation Orchestration | Monitoring | Analytics
tation

[37] v v v v v

[38] v

[39] v v v v v

[40] v v v

[41] v v v

[42] v v v v v

[43] v

[44] v v v v

[45] v v v v

[46] v v v v

[47] v v v v v

[48] v v v v

3.1.5 Automation and Orchestration

In the context of ZTA, automation refers to the use of technology to perform tasks
with minimal human intervention, while orchestration involves the coordination
and management of these automated tasks to achieve specific goals. Automation
and orchestration are fundamental to maintaining a dynamic and proactive security
environment that can adapt to evolving threats in a ZTA. They contribute to a
robust security posture by enabling real-time responses and continuous validation,
which are fundamental to the ZTA. These concepts help streamline and manage a
zero-trust network’s complex and dynamic environment, ensuring security policies
are consistently applied and operational efficiency is maintained.

Incorporating sophisticated automated actions and responses is paramount for
organizations embracing zero-trust solutions. The work [103] highlights the necessity
of evaluating manual security operations and transitioning them into automated
processes to enhance the efficacy of zero-trust capabilities. Within the realm of ZTA,
automation extends to decision-making processes by utilizing Artificial Intelligence
(AI) [104]. By harnessing acquired intelligence, whether internally or externally
sourced, organizations can proactively thwart malicious actions and implement
corrective measures promptly. This proactive approach minimizes human error and
response duration, bolstering security effectiveness.

While traditional attack detection methods can help ZTA effectively identify
internal and external threats, they often fall short in classifying and managing these
security events. They also cannot automatically alert the security administrator or
initiate countermeasures. Automated SIEM orchestration [105] addresses this issue
by automatically collecting and analyzing information from the attack detection



3.1. TECHNIQUES TO IMPLEMENT ZTA TENETS 35

system and triggering security alerts to provide remediation or mitigation solutions.

Supervised learning classification algorithms are employed to automatically cate-
gorize various security events, thus resolving the inefficiencies of manual classification.
These algorithms use labeled datasets to learn the characteristics of different types
of security incidents, enabling them to identify and classify new events accurately
and rapidly. This automation significantly enhances the efficiency and accuracy of
security event management, reducing the response time and mitigating potential
threats more effectively.

The cloud is a significant application scenario for ZTA, given that many applica-
tions store their data there. However, continuous user interaction with the cloud can
lead to data breaches due to the persistent exchange of information across potentially
insecure channels. To address these challenges, Esposito [106] proposed orchestrating
different access control models to enhance security. This approach integrates multiple
access control mechanisms to create a cohesive and robust security framework. Addi-
tionally, Esposito introduced a pseudonym-based privacy protection method, which
safeguards users’ personal information by replacing real identifiers with pseudonyms.
This technique ensures that the users’ real identities remain protected even if data is
intercepted or breached.

Organizations can consistently apply security measures, enhance operational
efficiency, and reduce human error by automating and orchestrating security policies,
procedures, and responses. Integrating advanced authentication techniques, securing
ToT devices, and employing sophisticated access control models for cloud environments
further strengthen the security framework. Integrating automation and orchestration
within ZTA will remain crucial for maintaining a robust and resilient security posture
as threats evolve. Table 3.5 highlights the research gap in the existing review literature
for automation and orchestration. It shows that only some review literature focuses
on automation and orchestration.

3.1.6 Monitoring and Analytics

Monitoring and analytics are critical to the efficacy of a ZTA, providing the visibility
and insights needed to enforce security policies, detect threats, and ensure compliance.
These components help maintain a comprehensive understanding of network activities
and user behaviors, which is vital for a proactive and adaptive security posture.

Threat intelligence involves gathering information about threats to help organiza-
tions enhance their security by mining publicly available resources for vulnerabilities,
cyber-attacks, and other relevant data. Given the numerous sources of threat intelli-
gence, an automated system is necessary to collect and verify the authenticity of the
intelligence.
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Sentuna et al. [107] discussed emerging cyber threat intelligence technologies
and proposed a threat prediction model that combines the naive Bayes posterior
probability function with a risk assessment function. Hacker forums are a crucial
data source for cyber threat intelligence. Additionally, deep learning and transfer
learning methods have been utilized to improve the performance of threat intelligence
identification and reduce model training time [108, 109].

Automated threat intelligence collection, leveraging Al algorithms, has become
common for sensing, reasoning, and detecting advanced cyber attacks. Much cyber
threat intelligence is sourced from open communities such as forums, blogs, and
tweets. Al technologies can automatically extract useful information from these
sources, making the process more efficient and effective [110, 111].

Cascavilla et al. [112] reviewed existing cybercriminal activities, enhancing their
classification for risk assessment. Their study categorizes cybercrimes and provides
insights into cybercriminals’ evolving tactics and strategies, helping organizations
better understand and mitigate potential risks.

In contrast, Wagner et al. [113] focused on automated cyber threat intelligence
sharing techniques. Their research delves into mechanisms and technologies that
facilitate the timely and secure exchange of threat intelligence among different
entities, such as organizations, government agencies, and cybersecurity vendors.
These techniques enhance collective defense capabilities and improve responses to
emerging cyber threats by automating the sharing process.

Unsupervised learning clustering algorithms group different threat intelligence
patterns based on similarity, while log-based anomaly detection methods use Al for
automatic log monitoring and identification. Given the vast amount of log data, often
in billions, unsupervised learning methods like dimensionality reduction algorithms
can significantly reduce computational costs and improve anomaly identification
efficiency [114]. Additionally, deep reinforcement learning is used to collect threat
intelligence, where agents actively learn to extract more accurate threat intelligence
through trial and error, enhancing identification performance [115].

System logs provide near real-time feedback on the operation of system compo-
nents, and automated anomaly detection in these logs can quickly identify abnormal
access activities. System logs typically record system operations in a time-series for-
mat, and supervised learning-based log analysis methods can automate the extraction
of time-series anomaly features. Deeplog [116], for instance, focuses on construct-
ing workflows from underlying logs and analyzing detected anomalies. However,
Wang and Ji [117] argued that Deeplog’s performance is unsatisfactory, and they
optimized it by incorporating a first-order outlier detection algorithm, proposing a
semi-supervised anomaly detection model.
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Automated anomaly detection in log files can promptly identify abnormal or illegal
behaviors within ZTA’s internal resources. Soldani and Brogi [118] reviewed methods
for anomaly detection and the causes of anomalies in cloud services. Landauer et
al. [119] explored clustering methods for analyzing large volumes of log data, while
Chalapathy and Chawla [120] provided an overview of deep learning-based anomaly
detection methods, evaluating their effectiveness.

Semi-supervised learning is primarily used to detect logs with abnormal conditions
in ZTA. While effective for identifying known attack behaviors, its performance
declines when faced with unknown attacks. Semi-supervised learning leverages large
amounts of unlabelled and labeled data to perform pattern recognition, preventing
data and resource wastage. This approach addresses the issues of weak generalization
in supervised learning models and the inaccuracy of unsupervised learning models
[121].

Despite continuous authentication and authorization within the ZTA architecture,
incidents like identity fraud can still occur. Continuous monitoring of internal users
and devices is an effective solution. Al techniques model user behavior extracted
from logs to automate identifying abnormal user activity. Given the scarcity of
papers reviewing Al-based user abnormal behavior monitoring, potential Al-based
approaches to user behavior detection are discussed. Clustering algorithms identify
legitimate users’ illegal behaviors by grouping normal user behaviors into clusters,
labeling users outside these clusters as abnormal [122, 123].

Deep learning algorithms can learn users’ daily access habits and classify behaviors
as normal or abnormal. Additionally, deep learning can predict potential user
behaviors based on context and historical data, enabling timely detection or prevention
of threats. Unsupervised recurrent deep learning methods can be used for anomaly
detection in user behavior during interactions with organizational resources [124]. The
work [125] proposed a system that monitors database transactions to detect anomalies,
uses encryption to protect data during backups, and implements a recovery protocol
that ensures quick data restoration with minimal downtime. This combination
enhances overall data security and operational efficiency in cloud environments.

In summary, integrating Al-driven monitoring and analytics within ZTA can
provide robust tools for enhancing security measures. Organizations can significantly
improve their threat detection and response capabilities by leveraging advanced
techniques such as unsupervised, deep, and semi-supervised learning. Continuous
monitoring of user and device behavior and effective threat intelligence gathering
ensures a proactive and adaptive security posture, essential for combating the ever-
evolving landscape of cyber threats. Table 3.5 highlights the research gap in the
existing review literature for monitoring and analytics. It shows that most of the
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Table 3.6: Overview of the Review on Techniques to Implement ZTA Tenets

Techniques Granularity References
MFA [22], [25], [26]
Authentication Continuous Authentication [27], [28], [29], [30], [31]
Contextual Authentication [27], [32], [33], [34], [35]
Adaptive Authentication [36], [49]
RBAC [50], [53], [51], [52], [54],
[55], [56], [71]
ABAC [57], [58], [59], [65], [9],
Access Control [60], [61], [62], [63], [64],
[72], [73]
IBAC [66]
FBAC [67]
RiBAC [68], (8], [69]
Blockchain-Based AC [70], [71], [72], [73]
IBE [79], [90],91]
Encryption ABE [75], [76], [77], [78], [86],
[87], [92]
RBE [80], [81]
Network Micro-segmentation [93], [7], [94], [95], [96],
Segmentation [97], [98]
SDP [99], [100], [101], [102]
Automation and | - [103], [104], [105], [106]
Orchestration
Monitoring and | Threat Intelligence [107],[108], [109], [110],
Analytics [111], [112], [113], [114],
[115]
Anomaly Detection [116], [117], [125], [118],
[119], [120], [121], [122],
[123], [124], [125]

review literature focuses on monitoring while only some of them focus on analytics
or both.

Section 3.1 has provided a comprehensive review of current research on techniques
to implement ZTA tenets. The overview of the techniques, their granularity, and the
reviewed references can be found in Table 3.6.
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3.2 Evaluation of ZTA

Compared to traditional security models, ZTA represents a significant shift in security
configuration for cloud environments. However, it is also markedly more complex than
traditional security models, requiring a holistic approach to security management.
This section evaluates ZTA from various perspectives, starting with its effectiveness,
followed by ease of use, and finally, implementation overhead and complexities.

1. Does ZTA eliminate a greater number of threats, improving the
overall threat landscape, or is it similar to other security models?

ZTA presents a paradigm shift in cybersecurity by adopting a "never trust,
always verify" approach, fundamentally challenging traditional perimeter-based
security models. By scrutinizing every access request and continuously verifying
the identity and trustworthiness of users and devices, ZTA significantly reduces
the attack surface, thus mitigating a broader range of threats. This approach
contrasts with traditional models that rely heavily on perimeter defenses, often
proving inadequate against insider threats or sophisticated attacks. Conse-
quently, ZTA demonstrates a clear superiority in threat mitigation, improving
the overall security landscape by proactively minimizing vulnerabilities and
enhancing resilience against evolving cyber threats.

However, while ZTA excels in addressing modern cybersecurity challenges, it’s
not entirely foolproof. As with any security framework, ZTA requires careful
implementation and ongoing management to remain effective. Moreover, some
critics argue that ZTA may not eliminate all threats, especially those related
to human error or social engineering attacks. For instance, even with robust
ZTA measures, phishing attacks can still trick users into divulging sensitive
information, bypassing technical defenses. Additionally, misconfigurations or
lapses in policy enforcement can create vulnerabilities that attackers might
exploit. Therefore, organizations must adopt a comprehensive security strategy
that includes technological and human-centric approaches [38].

2. Does ZTA improve the user experience or make it cumbersome for
users to access resources?

ZTA aims to balance robust security measures with optimized user experience,
enhancing security without unduly burdening users. Although ZTA introduces
additional authentication and authorization steps, it ultimately strengthens
security. However, the initial setup and adoption of ZTA principles may
introduce complexities and friction, such as additional authentication steps or
device authorization approvals, potentially disrupting workflows. Organizations
must invest in user training and support to ensure a smooth transition and
ongoing usability [126].
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A major concern for organizations adopting ZTA is its impact on operations and
end-user experience. ZTA’s additional authentication and access controls could
lead to repeated user authentications based on resource access and enterprise
security policies. While ZTA should ideally enhance security transparently,
careful design and testing are essential to minimize disruptions and ensure a
seamless user experience. A common understanding across the organization
regarding ZTA, its benefits, and gauging ZTA maturity is vital [127, 128].
Determining the most suitable ZTA approach requires thoroughly assessing
the organization’s security posture, risk tolerance, and business objectives.
Successful adoption and implementation necessitate collaboration among IT,
security, and business teams, ensuring a shared understanding of ZTA and its
implications.

3. Does ZTA add operational overhead, including deployment, manage-
ment complexities, and hidden costs?

While ZTA offers significant security advantages, its implementation may
entail operational overhead, including management complexities and potential
hidden costs. Continuous monitoring and updating access policies to align
with organizational changes and evolving threats also contribute to operational
overhead as the organization grows. Moreover, training staff on ZTA principles
and tools, alongside infrastructure setup and maintenance costs, should be
factored into the overall operational considerations. Despite these challenges,
the enhanced security posture and streamlined access offered by ZTA justify
the investment for many organizations, provided proper planning and resource
allocation are undertaken [129].

ZTA involves pervasive, fine-grained, and continuous security controls like
authentication and access control, making security management more complex.
It requires extensive attribute-based policies that must be trustworthy, correct,
consistent, minimal, and complete. Challenges include formalizing and automat-
ing risk-based criteria, ensuring policy correctness and consistency, eliminating
redundant policies, and managing policy completeness. Additionally, ZTA
impacts application performance, complicates legacy system upgrades, and
integrates with cloud infrastructures. Addressing these issues necessitates tech-
nical solutions and incremental deployments, potentially resulting in isolated
ZTA segments within systems [130].

3.3 Challenges Associated with ZTA

A qualitative evaluation of ZTA, as presented in the previous section, highlights
several potential challenges with real-world implementation. This section outlines the
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Figure 3.2: Challenges with ZTA

technical, operational, and organizational obstacles that organizations must overcome
to ensure a successful implementation and transition to ZTA.

3.3.1 Human Resources

The shift to ZTA necessitates a workforce skilled in new technologies and approaches.
Implementing ZTA requires specialized knowledge in advanced cybersecurity proto-
cols, micro-segmentation, Secure Access Service Edge (SASE) frameworks, network
security, identity and access management, and machine learning. Finding and retain-
ing personnel with these skills can be challenging and costly. IT staff may require
extensive training to understand and manage ZTA. This can include formal education,
certifications, and hands-on training sessions. ZTA implementation often involves
integrating various IT disciplines, necessitating a broad skill set that includes network
engineering, cybersecurity, software development, and systems administration.

The allocation of technological and human security resources varies depending on
the industry and size of the organization. Larger firms, particularly those in critical
sectors such as finance and telecommunications, typically invest heavily in human
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security resources, often employing a Chief Information Security Officer (CISO) and
maintaining dedicated information security departments. This emphasis on human
security resources is increasingly prevalent across industries and among smaller
firms, reflecting a growing recognition of the importance of safeguarding information.
However, while there’s a clear distinction between human non-security I'T resources
and human security IT resources, the line between technological non-security IT
resources and technological security I'T resources can be less defined in practice.
This lack of differentiation presents economic challenges, as it becomes difficult to
delineate between general IT and IT security budgets accurately. This blurring
of lines underscores the need for clearer delineation and allocation of resources to
address security concerns while managing costs effectively [126].

3.3.2 User Experience

The impact of ZTA implementation on user experience is a critical consideration for
organizations. While ZTA offers enhanced security through continuous authentication,
this reliance on frequent login prompts and verification steps can create friction in
the user experience. Strict access controls and verification processes can also delay
resource access, impacting productivity and hindering efficiency.

Moreover, users’ resistance to the new security measures can pose significant chal-
lenges for ZTA adoption. Perceived inconveniences such as additional authentication
steps or restricted access to resources may lead to resistance and non-compliance
with security protocols. This resistance undermines the effectiveness of ZTA and
creates security vulnerabilities as users seek workarounds to bypass security mea-
sures. Therefore, organizations must carefully balance security requirements with
user experience considerations to ensure that ZTA implementation is effective and
user-friendly, fostering a culture of security awareness and cooperation among users.

3.3.3 Overhead and Complexities

Implementing ZTA introduces overhead costs and complexities, including infrastruc-
ture upgrades, security tools and technologies, ongoing maintenance and management,
and compliance and audit. Substantial investments may be needed for new hardware,
software, and network components compatible with zero trust protocols and advanced
security tools like TAM systems, MFA, and continuous monitoring solutions. Main-
taining a zero trust environment requires management of a complex environment due
to constant updates, threat intelligence integration, and policy adjustments. Ensuring
that ZTA meets regulatory compliance standards can involve significant expenditures
on audits and certifications. However, research shows that ZTA implementation can
significantly reduce risk impact over a span of four years for various organizations
[129, 126]. Although the initial cost might be high for implementing ZTA, it will
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be offset by the long-term benefits of reduced risk exposure and potential financial
losses.

3.3.4 Integration

Integrating ZTA into an existing I'T ecosystem presents substantial challenges, par-
ticularly with legacy systems. Furthermore, vendor lock-in presents a significant
challenge during ZTA implementation.

Legacy Systems

Integrating ZTA with legacy systems presents significant challenges, as these older
systems are often not designed to support modern security technologies such as
micro-segmentation and network traffic analysis. Additionally, legacy systems may
run outdated software and hardware, increasing their cyber-attack vulnerability. For
instance, relying solely on password-based authentication systems is inadequate,
and incorporating some form of multi-factor authentication is essential to enhance
security [131], but not all legacy systems support MFA. This can necessitate significant
modifications or even the complete replacement of outdated systems, resulting in
increased costs and complexity. Moreover, updating or replacing legacy systems to
support ZTA introduces the risk of system downtime, which can disrupt business
operations.

Organizations must carefully balance the need for enhanced security with budget
constraints and the practicalities of minimizing disruptions to critical processes
during integration. Additionally, data migration from legacy systems to new, secure
environments poses risks such as data loss, corruption, and potential breaches,
highlighting the importance of meticulous planning and risk mitigation strategies.

Vendor Lock-In

Organizations often rely on specific vendors for security solutions and technologies,
leading to dependency on these vendors for updates, support, and compliance. This
dependency can restrict flexibility and hinder the organization’s ability to adapt to
evolving security needs. Interoperability challenges further complicate the integration
process, as different vendors may utilize proprietary technologies that do not easily
integrate with each other. The study [132] indicates that many customers, including
decision-makers in companies, lack awareness about proprietary technologies that
could hinder interoperability and portability when acquiring cloud services from
providers. This can result in fragmented security measures and potential security gaps,
undermining the effectiveness of ZTA. Moreover, vendor lock-in can lead to higher
costs over time, as organizations may face increased charges for support, updates,
and additional features, highlighting the importance of carefully evaluating vendor



44 3. ZTA: IMPLEMENTATION TECHNIQUES AND CHALLENGES

relationships and considering long-term implications during the ZTA implementation
process.

3.3.5 Cultural Shift

Adopting ZTA requires a significant cultural transformation within an organization.
Transitioning to a zero trust model entails challenging long-standing security practices
and ingrained mindsets. This requires effective change management strategies to
ensure smooth adoption and buy-in from all stakeholders. Central to this process
is educating employees about the importance of zero-trust principles and providing
guidance on navigating the new security framework. Continuous education and
awareness initiatives are pivotal in ensuring that all organization members understand
their role in upholding security standards. The study [133] suggests that the training
program boosts the motivation of employees to learn irrespective of their background
in security. Employees and management may resist the cultural change due to comfort
with existing practices and fear of the unknown. Overcoming this resistance requires
clear communication, demonstrating the benefits of ZTA, and involving employees in
the transition process.

This chapter has presented a comprehensive review of ZTA and the associated
challenges. The next chapter will focus on how to apply the discussed techniques to
secure AWS environments.



AWS Security through ZTA

AWS offers a comprehensive suite of services that enable organizations to leverage
cloud computing for a variety of applications and workloads. However, the inherent
nature of cloud computing introduces significant security challenges and risks that
organizations must address to protect their assets and comply with regulations. These
challenges range from unauthorized access and data breaches to misconfigurations
and insider threats, making the cloud security landscape complex and ever-evolving.
As businesses migrate to the AWS, enhancing security measures to protect sensitive
data and applications becomes increasingly critical.

Z'TA provides a foundational approach to enhance cloud security by adopting
its principles. The principles, such as continuous authentication and least privilege
access, ensure that every access attempt is verified and that users only have access to
necessary resources. ZTA also promotes the segmentation of networks into smaller,
isolated zones, limiting the impact of potential breaches.

AWS offers tools that can help organizations implement various ZTA principles.
These tools include AWS Key Management Service (KMS), AWS Nitro System, and
API gateways, which provide essential tools to protect cloud environments. There are
also solutions provided by many third-party vendors to implement ZTA principles in
AWS environments. ZTA principles can be systematically integrated with security
tools provided by AWS and third-party vendors, creating a robust security framework
that effectively mitigates risks and ensures the protection of their cloud environments.

This chapter first describes various aspects of AWS security. Then, it explains
how various ZTA principles can effectively address the corresponding security issues
for each aspect. Moreover, it explores tools provided by AWS to implement various
principles of ZTA. Furthermore, since ZTA implementation from the ground up
can be challenging and may require significant effort, this section explores various
off-the-shelf ZTA solutions provided by various third-party vendors towards the end.

45
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Figure 4.1: Aspects of AWS Security

4.1 Various Aspects of AWS Security and Exploration of
ZTA

Maintaining robust security is essential for protecting data integrity, securing re-
sources, and ensuring operational continuity within AWS environments. The critical
security aspects within AWS environments are illustrated in Figure 4.1. Each security
aspect presents distinct challenges that impact the overall security posture within
the AWS environment. ZTA offers techniques to strategically implement its tenets
to mitigate these challenges effectively.

This section provides a detailed examination of various security facets within AWS
environments, highlighting specific challenges associated with each aspect. It explores
how ZTA methodologies can be leveraged to address these challenges, ensuring robust
security measures to safeguard AWS environments.

4.1.1 Data Security

Data security in AWS is crucial given the criticality of data as a company’s most
valuable asset and the increasing migration of data to AWS environments. The
lifecycle of data in the AWS encompasses various stages such as production, storage,
processing, and deletion, each requiring robust security measures to ensure availability,
integrity, and confidentiality. Securing data in AWS involves addressing challenges like
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data breaches, data loss, unauthorized access, and compliance with data protection
regulations.

Data breaches pose significant risks in AWS environments, where unauthorized
access to sensitive data can lead to financial losses, reputational damage, and legal
repercussions. Breaches often exploit vulnerabilities in infrastructure, application
design flaws, insufficient authorization controls, and inadequate audit mechanisms.
On the other hand, data loss can occur due to accidental deletion, malware attacks,
encryption key loss, system failures, or natural disasters, jeopardizing data integrity
and operational continuity [134].

Data segregation risks arise from inadequately secure boundaries, poorly designed
virtual machines, and client-side hypervisors. This issue is particularly challenging in
the AWS environment, where shared resources can compromise data dependability if
not properly managed [135]. Malware and injection attacks on AWS applications can
also result in data destruction. An Advanced Persistent Threat (APT) is another
type of a prolonged and targeted cyberattack where an unauthorized user gains
access to a system and remains undetected for an extended period, posing significant
enterprise risks such as data theft [136].

The shared environment of AWS platform raises concerns about data privacy,
and it can cause uncertainty regarding the precise physical location of the data,
potentially conflicting with data protection laws and legal jurisdictions. Storing
data in AWS services like S3 buckets, Elastic Block Store (EBS) volumes, and RDS
instances without proper encryption poses a major security risk. If these services are
compromised, unauthorized parties can easily access unencrypted data, resulting in
breaches and compliance violations. Amazon’s S3 does not encrypt data by default;
therefore, users must configure mechanisms to encrypt their data. Malicious users
can exploit weaknesses in the data security model to gain unauthorized access and
compromise data integrity.

Z'TA techniques such as authentication, access control, encryption, and monitoring
and analytics are instrumental in mitigating these security challenges. Authentication
can ensure that only authorized users and devices can access data, verifying identities
continuously rather than trusting any entity by default. Access control can limit
permissions strictly based on the principle of least privilege, reducing the attack
surface and preventing unauthorized data access. Encryption can protect data at
rest and in transit, safeguarding against unauthorized viewing or tampering. It helps
with secure data backup and recovery protocols. Monitoring and analytics can help
detect anomalies in database transactions.

Implementing ZTA techniques in AWS enhances data security by establishing a
framework where every access attempt is rigorously authenticated, access permissions
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are finely controlled, and data is encrypted to prevent interception or unauthorized
access. By adhering to these principles, organizations can bolster their data secu-
rity posture in AWS, mitigating risks associated with data breaches and ensuring
compliance with regulatory requirements.

4.1.2 TAM

TAM is a critical framework in AWS that encompasses organizational policies for
managing digital identities, authenticating users, devices, or services, and granting or
denying access rights to data and system resources. IAM systems must incorporate
comprehensive controls to save and record user login information, manage an enter-
prise database of user identities, and handle the assignment and revocation of access
privileges. Essentially, an IAM system establishes a centralized directory service that
addresses all aspects of the company’s user base.

Managing appropriate access control mechanisms to deter unauthorized indi-
viduals from accessing resources and data presents a significant challenge within
AWS environments characterized by intricate access demands. Security breaches
can occur due to misconfigured IAM policies, excessive permissions granted to users
or roles, weak authentication mechanisms, or compromised credentials [136]. In an
AWS environment, basic authentication mechanisms are not enough for accessing
resources.

Privileged Access Management (PAM) is a specialized branch of TAM that con-
centrates on securing privileged accounts and systems. As an information security
mechanism, PAM protects identities with elevated access or capabilities that exceed
those of regular users. However, privileged user access comes with inherent security
risks, such as potential misuse or abuse of elevated permissions, insider threats, and
increased susceptibility to cyberattacks. Therefore, it is crucial to ensure the safe
management of privileged accounts.

In contemporary settings, many small-scale companies use Lightweight Directory
Access Protocol (LDAP) servers for tasks related to authorization and authentication.
However, credentials are frequently stored on the cloud provider’s premises rather
than within the organization to take advantage of centralized management, scalability,
and enhanced accessibility. Despite these benefits, this practice can lead to significant
issues; if the cloud service becomes inaccessible, users may be unable to maintain
connectivity and authorization to any applications, disrupting business operations
[135].

ZTA techniques such as authentication, access control, and automation and
orchestration can significantly enhance IAM in AWS. MFA and continuous authen-
tication with correctly configured access control ensure that only authorized users
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can access resources. This involves continuously verifying identities and using MFA
rather than blindly trusting any entity by default. The access control can strictly
limit permissions based on the principle of least privilege, reducing the risk of unau-
thorized access. Automation and orchestration can streamline the management of
TAM policies, ensuring that security measures are consistently applied and updated
across the entire AWS environment. Organizations can bolster their IAM strategies
by integrating these ZTA techniques, effectively mitigating security challenges and
ensuring a more secure AWS environment.

4.1.3 Multi-Tenancy

Multi-tenancy is a fundamental aspect of cloud computing. It allows multiple
users or tenants to share the same cloud infrastructure while maintaining separate
environments. It can occur at various levels: between different companies using
the same cloud provider and potentially sharing the same or connected hardware;
between different teams within a single organization sharing the same or connected
cloud hardware; and between different projects within the same team, with one cloud
resource shared across multiple projects. Each scenario introduces data exposure,
interference, and resource contention challenges.

Multi-tenancy in cloud environments presents significant advantages and chal-
lenges. It introduces potential issues such as data exposure, interference, and resource
contention. The risk of multi-tenancy lies in the co-residency of data and resources
from different clients on shared physical hardware, resulting in the possibility of data
exposure. This compromises the privacy and confidentiality of sensitive information
stored within cloud environments [137].

In AWS, multi-tenancy enables different users to utilize a single platform simulta-
neously, providing significant cost savings and resource efficiency. For example, in an
IaaS service, Virtual Machine Monitors (VMMs) facilitate the sharing of resources,
with each tenant running their instances as VMs. In a PaaS service, a virtual
platform supports multiple applications within a multi-tenant environment, such as
Java Virtual Machines and .NET frameworks.

Multi-tenancy can make the applications vulnerable to various security threats,
such as co-tenancy, co-location, and co-residence attacks, due to the proximity of
valuable customer data in the same physical location. These attacks allow attackers
to access neighboring VMs or running applications. Additionally, multi-tenancy
environments are susceptible to DoS attacks, where an attacker can consume excessive
resources, disrupting service availability for other tenants [138].

Taa$S services in a multi-tenant environment using virtualization enable resource
sharing among multiple users. However, in such environments, the hypervisor can
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potentially allow a malicious user to access information about other users. This poses
a significant threat since the infrastructure is often not designed to provide strong
isolation in a multi-tenant setting. Sharing resources can compromise the overall
cloud infrastructure by exposing one user’s information to another [138].

The multi-tenant nature also introduces resource contention problems when
some tenants use hardware disproportionately, whether due to demand or malicious
activities. Moreover, interference can arise when one tenant’s actions negatively affect
another tenant’s environment. Additionally, change management becomes riskier;
configuration changes for one tenant may inadvertently impact others [139].

ZTA principles offer solutions to these multi-tenancy challenges. Implementing
strict access control ensures that each tenant can only access their data and resources,
reducing unauthorized access risks. Encryption safeguards data at rest and in transit,
ensuring that exposed data remains unreadable to unauthorized parties. Network
segmentation isolates tenant environments, mitigating the risk of co-residency attacks
and interference from neighboring tenants. By integrating these ZTA techniques,
organizations can enhance the security and integrity of their multi-tenant virtual
AWS environments, providing a secure and reliable cloud experience for all users.

However, ZTA does not address infrastructure-level isolation since it’s managed by
AWS.

4.1.4 Virtualization Security

The widespread adoption of cloud computing in various industries can be attributed
to its virtualized infrastructure. AWS relies heavily on VMs such as EC2 and virtu-
alization technology to develop services for business purposes. While virtualization
offers significant benefits, it also introduces vulnerabilities to potential threats and
attacks.

Virtualization software, used to create virtualized services and images, must
contend with various viruses that can potentially compromise or disrupt the integrity
of virtualized code, and security vulnerabilities in this software can lead to data leaks,
allowing malicious individuals to bypass security restrictions and gain unauthorized
privileges. Ongoing research aims to enhance logical and virtual isolation to mitigate
these risks [138].

Virtualization environments are also susceptible to DoS attacks, where a guest
machine consumes excessive resources, disrupting other guests and the host. Virtual
Machine (VM) sprawl, caused by poor VM management policies, leads to an uncon-
trolled growth of VMs, many of which remain idle, wasting the host’s resources. These
vulnerabilities highlight the importance of robust security measures in virtualization,
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including strong isolation, resource management, and protection of the host machine
to ensure a secure virtual environment [140].

Vulnerabilities targeting the Operating System (OS) kernel of the host where
the malicious container operates are particularly concerning. Through maliciously
crafted syscalls, adversaries can initiate actions such as triggering memory leaks,
writing arbitrary data to shared files with the host, or gaining elevated privileges
within the host. One significant example involves vulnerabilities in system calls,
which facilitated privilege escalation attacks granting access to the host. The primary
issue contributing to these vulnerabilities is the excessive default privileges granted
to containers. While Linux kernel security modules have been developed to confine
container capabilities, they do not effectively address the challenge of minimizing
container privileges. Addressing this requires leveraging tools capable of automatically
identifying the minimal privileges necessary for containers to execute their applications
correctly while reducing their dependency on interactions with the OS kernel [140].

Improper isolation between VMs can lead to data leakage or unauthorized inter-
actions. Ensuring secure management of virtualized resources and protecting against
virtual machine escape attacks are critical concerns [141]. While applications run on
virtualized servers that appear isolated to users, the servers themselves must also
be securely isolated from each other. Prior research [142] has demonstrated that
adversaries who gain access to a container within a host belonging to a large cluster
can exploit vulnerabilities across different layers to execute potent attacks.

AWS hosts client applications using VMs within a shared infrastructure enabled
by virtualization technology. These VMs operate on the physical infrastructure of the
AWS. Hypervisors manage these VMs, handling virtual memory and CPU scheduling
policies. Since hypervisors are crucial for managing policies in virtualization, they
are prime targets for intruders seeking control. Attackers often attempt co-location
attacks to compromise services in AWS environments. Such attacks can damage VMs
and the underlying infrastructure. Hypervisor vulnerabilities can also be exploited
to gain unauthorized access to VMs.

ZTA principles effectively solve these virtualization security challenges. Imple-
menting access control ensures that only authorized users can interact with VMs
and the hypervisor, minimizing the risk of unauthorized access. Encryption protects
data within VMs and during transfer between VMs and the host, reducing the risk of
data breaches. Network Segmentation isolates different VMs and network segments,
preventing the spread of attacks and ensuring that a compromised VM does not
jeopardize the entire infrastructure. By leveraging these ZTA tenets, organizations
can enhance the security of their virtualized AWS environments, mitigating risks and
protecting their assets.
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4.1.5 Network Security

Interaction with AWS relies extensively on internet connectivity and servers that
store data for diverse applications, underscoring the critical role of network security.
This security domain is pivotal for ensuring the functionality and connectivity
of AWS applications, with responsibilities distributed between AWS and users.
However, organizations might inadvertently overlook certain security measures as
cloud operations scale, exposing vulnerabilities that malicious entities can exploit.
These oversights contribute to a heightened risk of network threats, compromising
AWS services’ overall integrity and reliability [134].

AWS services face significant vulnerability to Distributed Denial-of-Service (DDoS)
attacks [143], which inundate systems with excessive traffic, leading to service
disruptions and potential reputational harm. These attacks, exemplified by cloud
zombie attacks involving numerous compromised devices flooding networks, can
overwhelm AWS infrastructure, disrupting services reliant on uninterrupted network
connectivity and availability [144]. Advanced DDoS variants like the Yo-Yo attack
exploit auto-scaling features, causing economic losses through repeated oscillations
between scale-out and scale-in states [145].

Another variant of DDoS an attack is the Tandem attack, where an attacker
can exploit the tandem behavior of microservices, particularly through different
auto-scaling mechanisms. Unlike large-volume DDoS attacks that target network
infrastructure, the Tandem Attack focuses on the application layers, requiring signifi-
cantly fewer resources from the attacker [146]. Link Flooding Attacks (LFAs) further
disrupt network connectivity by congesting critical links with a high volume of flows,
complicating mitigation efforts for network operators. Adversaries exploit these
attacks by blending low-volume, legitimate flows with malicious traffic, challenging
the implementation of effective countermeasures [147].

The decentralized architecture of AWS services increases susceptibility to Man-in-
the-Middle (MitM) attacks and exposes them to significant malware threats. MitM
attacks occur when malicious actors intercept and alter communication between
parties undetected, exploiting weaknesses in communication channels, compromised
certificates, or inadequate encryption protocols [148]. These vulnerabilities can
lead to data leakage, unauthorized access, or manipulation of sensitive information
within AWS environments. Concurrently, the decentralized structure of AWS services
enables malware to infiltrate specific points in the infrastructure and propagate
through interconnected components. Exploiting inherent vulnerabilities in AWS
architecture, such malware poses substantial risks to AWS systems’ overall security
and stability [149].

Further vulnerabilities persist in AWS environments due to low adoption of
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HyperText Transfer Protocol Secure (HTTPS). When HyperText Transfer Protocol
(HTTP) is used instead, the lack of encryption leaves cloud services vulnerable to
MitM attacks, where data can be intercepted and altered. Additionally, the exposure
of hashed passwords in some protocols without HTTPS can facilitate Rainbow Table
attacks, increasing the risks of data breaches and unauthorized access. However,
using HTTPS can mitigate risks by ensuring secure data transmission and preventing
MitM attacks. [135].

Brute force and dictionary attacks target weak passwords, making systems vul-
nerable to unauthorized access. Additionally, DNS attacks pose significant threats by
redirecting traffic to malicious sites. To enhance security, implementing DNS security
measures such as Domain Name System Security Extensions (DNSSEC) and binding
DNS records to HT'TPS certificates can provide additional layers of protection.

In SaaS, organizational data resides outside traditional security boundaries, which
might expose sensitive information. Therefore, in SaaS environments, securing data
flow through robust encryption techniques such as Secure Sockets Layer (SSL) and
TLS is essential to protect against unauthorized access and ensure data integrity [135].
AWS addresses these issues by enforcing SSL endpoints for secure data transmission,
although vulnerabilities such as packet sniffing persist. Furthermore, SaaS models
must implement robust encryption techniques and comprehensive security protocols to
safeguard data integrity, underscoring the critical role of administrators in establishing
and auditing security measures for AWS environments.

Within AWS, protecting network infrastructure and communication channels is
paramount to prevent data interception and DDoS attacks. Common concerns include
inadequate encryption protocols, weak network segmentation, and misconfigurations
in network devices or protocols, which highlight the ongoing challenges in maintaining
network security [150, 151, 152].

In AWS environments, ZTA offers critical advantages by implementing its tenets
through encryption, network segmentation, and monitoring and analytics. Encryption
can ensure data integrity and confidentiality during transmission, protecting against
unauthorized access. Network segmentation can limit the impact of breaches by
isolating network segments and reducing the attack surface. Monitoring and Analytics
provide continuous oversight, enabling proactive threat detection and rapid response
to potential security incidents. By implementing ZTA principles, AWS environments
can strengthen their security posture, mitigate risks, and maintain the reliability of
cloud services.
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4.1.6 Web Application and API Security

Web applications within AWS serve as crucial components for delivering dynamic and
interactive services to users. These applications typically run on different platforms
and frameworks, each with its own set of unique vulnerabilities. In the context
of cloud computing, the complexity increases as these applications may involve
numerous software modules written in various programming languages by multiple
developers, further introducing potential security risks.

APIs in AWS are critical interfaces enabling communication between software
applications and cloud services. APIs serve as gateways for accessing network
functionalities, provisioning, monitoring, and managing cloud services. Given their
pivotal role, the security of APIs is paramount to protect against unauthorized
access, data breaches, and other cyber threats. Insecure APIs can arise from broken
authentication, unrestricted resource access, and security misconfigurations, making
them attractive targets for malicious actors.

Securing web applications and APIs involves defending against a range of threats
such as injection attacks (e.g., Structured Query Language (SQL) injection, Cross-
Site Scripting (XSS)), authentication and session management vulnerabilities, and
insecure API endpoints [152]. SQL injection attacks specifically exploit weaknesses
in back-end applications, targeting the interaction between the application and its
database. Trust mechanisms in web-based business services are crucial for protecting
sensitive information, although these services also present opportunities for malicious
attacks. OSs play a critical role in security, with vulnerabilities across desktop, server,
network, and smartphone OSs introducing multiple security challenges.

Authentication and session management vulnerabilities can lead to unauthorized
access and session hijacking. Service and account hijacking involves unauthorized
access to AWS accounts through methods such as phishing. This compromises data
confidentiality and integrity. Social engineering attacks deceive users into revealing
personal information, leading to unauthorized account access. Insider threats involve
malicious actions by employees or other insiders familiar with the organization’s
security protocols. These malicious insiders misuse their authorized access to leak
or manipulate data, posing significant internal security risks. Other notable threats
include crypto-jacking, which exploits computers to mine cryptocurrency without
the owner’s consent.

Bearer tokens are widely used for simplicity in API security, but they come with
inherent risks if not handled properly [153]. They are susceptible to interception and
abuse if leaked or stolen, compromising the security of API endpoints. One way to
significantly enhance API security is through the use of asymmetric cryptography,
where clients use their private keys to sign API requests. This method ensures that
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requests originate from authorized clients and have not been tampered with in transit.
By verifying the digital signature on each request, API servers can authenticate and
validate the integrity of incoming data, thereby reducing the risk of unauthorized
access or data manipulation.

In API security, HTTPS plays a crucial role in ensuring the confidentiality,
integrity, and authenticity of data transmitted between clients and servers. APIs
often handle sensitive information, such as user credentials or personal data, making
them prime targets for attackers. Utilizing HTTPS for API communications encrypts
data in transit, preventing eavesdropping and tampering by malicious actors. However,
the security provided by HTTPS hinges on configuring its cryptographic algorithms,
protocol versions, and cipher suites. Outdated or weak configurations can expose
APIs to vulnerabilities like MitM attacks or decryption attempts.

API security is essential for controlling access to AWS services. APIs enable
developers to monitor, provision, and manage resources, but weak APIs can lead
to serious issues such as unauthorized configuration changes, data leaks, and server
disablement. Access to AWS service APIs should be restricted using encrypted
keys for user authentication, which should be securely stored in a hardware security
module [139].

Implementing a ZTA in AWS environments can significantly enhance the security
of web applications and APIs. ZTA techniques, such as encryption, network seg-
mentation, and monitoring and analytics, can mitigate various security challenges.
Encryption can ensure that data in transit and at rest is protected against unautho-
rized access. Network segmentation can limit the potential impact of breaches by
isolating different segments of the network, preventing lateral movement by attackers.
Continuous monitoring and analytics enable the detection of suspicious activities
and potential threats in real time, allowing for swift response and mitigation. By
adopting ZTA principles, organizations can create a more secure and resilient cloud
environment, protecting their web applications and APIs from evolving cyber threats.

4.1.7 Visibility

One of the other challenges in cloud security is the limited visibility into cloud
operations. Cloud service providers abstract much of the operations from users,
making it difficult for organizations to fully understand and monitor the security
posture of their cloud environments. This lack of visibility can lead to gaps in
threat detection, making it challenging to promptly identify and respond to security
incidents. Additionally, it hinders compliance efforts as organizations struggle to
demonstrate adherence to regulatory requirements without comprehensive visibility
into the underlying deployments [154].
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Figure 4.2: Techniques to Implement ZTA: Aspects of AWS Security

Businesses today have limited control because the service provider is responsible
for managing the entire infrastructure, including security, without providing full
transparency. This lack of control extends to critical aspects such as data location,
access policies, and security protocols, often managed exclusively by the cloud
provider. Organizations must transition significantly as they delegate IT control to a
third party when using cloud services. This delegation necessitates a shift in trust
and reliance on the cloud provider’s security measures, which can be a source of
concern for many businesses. Moreover, the dynamic nature of cloud environments,
with frequent updates and changes, further complicates the ability of organizations
to maintain a consistent and robust security posture [135].

Implementing ZTA tenets such as automation and orchestration and monitoring
and analytics can significantly mitigate these visibility challenges. Automation
and orchestration streamline security processes, ensuring consistent application of
security policies and enabling rapid response to potential threats. By automating
repetitive tasks, organizations can maintain a high level of security without manual
intervention, reducing the likelihood of human error. Continuous monitoring and
analytics provide real-time insights into the cloud environment, enabling organizations
to promptly detect anomalies and potential security incidents. These capabilities
enhance situational awareness and facilitate compliance by providing detailed visibility
into security practices and operations. However, ZTA does not provide visibility into
or control over the physical location of the data.

This section explored the security challenges in AWS environments and how ZTA
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can be utilized to address these challenges. Figure 4.2 provides an overview mapping
between techniques to implement ZTA and the various security aspects of AWS.

4.2 AWS Tools to Realize ZTA Principles

To address various security challenges, AWS offers a variety of tools to its customers
that they can integrate into their cloud applications. Each tool can help realize the
principles of ZTA and enhance overall security. Table 4.1 lists various aspects of
AWS security, specific security challenges associated with these aspects, and the tools
offered by AWS to address these challenges. This section discusses the tools provided
by AWS to implement ZTA.

AWS provides robust SSE options to secure data at rest across various services,
including S3, EBS, and RDS. For S3, AWS offers multiple encryption methods: SSE-
S3, where Amazon S3 manages the keys; SSE-KMS, which uses customer-managed
keys in AWS KMS; and SSE-C, which allows customers to provide their own keys.
RDS supports encryption at rest with both AWS-managed and customer-managed
keys, encryption in transit using SSL/TLS, and Transparent Data Encryption (TDE)
for Oracle and SQL Server. EBS encryption can also be enabled with AWS-managed
or customer-managed keys while creating new volumes or snapshots. Additionally,
AWS DynamoDB automatically encrypts all data at rest, ensuring comprehensive
data protection across services.

AWS TAM allows fine-grained access control through detailed policies and roles,
enabling administrators to grant permissions as needed. For enhanced security,
AWS offers MFA through AWS Cognito. Additionally, AWS Client VPN provides
mutual authentication between clients and servers, ensuring secure connections.
AWS KMS handles key management and encryption, while AWS CloudHSM offers
hardware security modules to secure encryption keys and provide comprehensive key
management solutions.

AWS employs a custom, high-security hypervisor for EC2 instances called the
AWS Nitro System, which isolates and protects each instance by integrating hardware
and software security measures. Nitro Enclave ensures strong tenant isolation through
advanced virtualization and network controls. Services like Amazon EC2 utilize
instance isolation techniques, preventing one tenant from accessing another’s data and
enhancing overall security in a multi-tenant environment. Additionally, Nitro Enclaves
uses cryptographic attestation to verify the integrity of the enclave environment,
ensuring only authorized code runs within the enclave. Integration with AWS KMS
allows for secure key management and data encryption.

AWS provides a suite of tools to enhance network security, including VPC for
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Table 4.1: AWS Tools to Realize ZTA Principles

Security Cate-

gories

Affected by

AWS Solutions

Data Security

Data breaches
Unauthorized access
Data loss

Account hijacking
Data locality

AWS KMS, Amazon S3 Server-
Side Encryption (SSE), AWS Dy-
namoDB, AWS CloudHSM

Identity and Access
Management

Unauthorized access
Privilege escalation

AWS TAM, AWS Cognito, AWS
Client VPN

Multi-tenancy

Information leakage be-
tween tenants

Resource contention

Amazon EC2, AWS Nitro System

Virtualization Secu-
rity

Hypervisor vulnerabili-
ties

VM escape attacks

VM sprawls

DoS attacks

Amazon EC2, AWS Nitro System

Network Security

Network attacks
DDoS attacks

Unauthorized network
access

Session Hijacking

e.g

AWS Virtual Private Cloud
(VPC), Security Groups and
Network Access Control Lists
(ACLs), AWS WAF, AWS Shield

Web  Application
and API Security

APT vulnerabilities
Injection attacks
Insecure coding prac-
tices

AWS API Gateway, AWS

Lambda, AWS App Mesh

Visibility

Lack of monitoring and
logging

Insufficient  visibility
into resource usage

AWS CloudWatch, AWS Cloud-
Trail, AWS Config, AWS Guard-
Duty
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network isolation, Security Groups, and Network ACLs for traffic control, AWS WAF
for application-level protection, and AWS Shield for DDoS protection.

The AWS API Gateway facilitates secure and scalable API management, enabling
organizations to create, publish, maintain, monitor, and secure APIs at any scale.
This helps implement fine-grained access control and monitor traffic between services.
AWS Lambda provides serverless computing, allowing code execution in response to
events without provisioning or managing servers. This reduces the attack surface
and simplifies the implementation of microservices architectures. AWS App Mesh
provides a service mesh that ensures secure and reliable communication between
microservices. It enhances observability and control, enabling seamless encryption of
service-to-service communication, and provides rich telemetry to monitor and debug
applications.

For monitoring and visibility, AWS offers ClondWatch and CloudTrail, which
provide comprehensive monitoring, logging, and visibility into AWS environment
activities and resource usage. AWS Config allows continuous monitoring of resource
configurations and compliance, while GuardDuty offers automated threat detection.
These tools enable detailed logging, auditing of APT calls, and compliance monitoring
to ensure a secure and compliant cloud environment.

4.3 ZTA Solutions Offered by Different Vendors for AWS

Implementing ZTA in practice can be challenging due to the complexity of re-
structuring existing network architectures and implementing new security protocols.
Organizations must meticulously assess and redefine access policies, integrate MFA
systems, and establish continuous monitoring mechanisms. Additionally, implement-
ing micro-segmentation requires careful planning to define and enforce granular
access controls across different network segments. To navigate these challenges, vari-
ous service providers offer pre-built ZTA solutions that streamline implementation
processes. These solutions often include ready-to-deploy frameworks, automated
policy enforcement tools, and centralized management platforms designed to simplify
adopting and managing the principles of ZTA. Leveraging these pre-built solutions
can expedite the implementation of ZTA, enabling organizations to enhance their
cloud security posture efficiently and effectively.

Table 4.2 outlines which vendors solve the specific security aspect of AWS. This
section explores different ZTA solutions by various vendors for AWS.
Microsoft

Microsoft [155] offers a comprehensive suite of solutions for implementing a ZTA,
which consists of six key pillars: identity, endpoints, applications, network, infras-
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Table 4.2: ZTA Solutions Offered by Different Vendors for AWS

Vendor Data Se- | IAM | Multi- Virtualization | Network | Web & | Visibility
curity tenancy | Security Security | API Se-
curity
Microsoft v v v v v v
VMWare v v v v v v
Cisco v v v v v v v
Zscaler v v v v
Cloudflare v v v
Akamai v v v
Fortinet v v v v
Crowdstrike v v v

tructure, and data. In the realm of identity, Microsoft’s Entra platform provides a
robust set of tools for identity protection. These IAM, Single Sign-On (SSO), MFA,
SSE, cloud identity management, and application identity management. Endpoint
security is addressed through the utilization of Microsoft Defender and Microsoft
Intune. These tools ensure device security, endpoint management, and analytics
across various platforms. For secure applications, networks, and infrastructure, Mi-
crosoft leverages its Defender suite for applications and cloud apps alongside Entra
for permission management. Azure is crucial in network security, facilitating network
connections, segmentation, containment, governance, and application management.
In the data pillar, Microsoft Purview offers robust security measures, including data
management, data loss prevention, and data protection, ensuring comprehensive
protection of sensitive data assets.

VMware

VMware’s [156] set of ZTA tools are structured under five fundamental pillars: devices,
users, transport/session, application, and data:

— Devices: VMware provides Workspace ONE UEM for efficient device manage-
ment and inventory tracking. VMware Unified Access Gateway plays a pivotal
role in device authentication, while VMware Carbon Black and Workspace
ONE Mobile Threat Defense ensure robust endpoint protection.

— Users: VMware provides ONE Access and ONE Intelligence, facilitating
passwordless user authentication, dynamic conditional access, and user risk
scoring to enhance security.

— Transport/Session: VMware provides Unified Access Gateway and VMware
Horizon to establish secure session transport through encryption. VMware
NSX-T Data Center complements this by providing least privileged access and
micro-segmentation, bolstering network security.
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— Application: VMware leverages Horizon and Workspace ONE UEM to fortify
application security and trust. Workspace ONE Access further enhances security
by enabling SSO with applications.

— Data: VMware leverages Horizon, Workspace ONE UEM, and NSX-T Data
Center to classify data, implement data loss prevention measures, and enforce
secure access to data at rest, ensuring comprehensive data security across the
organization’s infrastructure.

Cisco

Cisco [157] offers comprehensive zero-trust security solutions that revolve around
four key functional requirements: establishing trust, enforcing trust-based access,
continuously verifying trust, and responding promptly to changes in trust levels. To
implement this model effectively, Cisco provides various tools to enhance user, device,
network, and cloud security.

For user and device security, Cisco employs solutions like Cisco DUO and Cisco
Cyber Vision. Cisco DUO focuses on MFA and secure access, ensuring that only
verified users and devices can access critical resources. Cisco Cyber Vision monitors
industrial control systems and critical infrastructure, providing visibility and security
for operational technology environments.

In network and cloud security, Cisco offers tools such as Cisco Umbrella and
Cisco Secure Workload. Cisco Umbrella provides a secure internet gateway, enforcing
security protocols across networks and cloud environments to mitigate data breaches
and unauthorized access risks. On the other hand, Cisco Secure Workload ensures
comprehensive application security measures by monitoring application behaviors
and enforcing security policies to protect against potential vulnerabilities and cyber
threats.

Zscaler

Zscaler [158] offers a cloud-native solution called the "Zero Trust Exchange" that
transforms connectivity by focusing on secure access to applications rather than
traditional network-based approaches. This platform prioritizes data protection and
addresses critical security concerns in the modern digital landscape.

When Zero Trust Exchange integrates with AWS, it ensures comprehensive cover-
age across various aspects of zero trust architecture, catering to diverse organizational
needs and enhancing overall security posture. The Zscaler Zero Trust Exchange
reduces risk across all four stages of the attack chain: minimizes the attack surface,
prevents compromise, eliminates lateral movement, and stops data loss.
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Zscaler’s Zero Trust Exchange includes tools designed to implement effective zero
trust architectures. These tools provide secure access to applications, enforce strict
access controls, and continuously monitor user and device behaviors to detect and
mitigate potential threats. By leveraging its expansive partner network, Zscaler
offers organizations a versatile and comprehensive suite of solutions that address
evolving security challenges and reinforce security measures, bolstering resilience
against emerging threats.

Cloudflare

Cloudflare [159] provides a cloud-native solution for ZTNA, known as Zero Trust
as-a-service. This platform operates as a cloud-based service, enhancing access
control by leveraging user identity and context, complemented by robust MFA that
is resistant to phishing attacks. Unlike traditional VPNs, Cloudflare’s ZTNA service
aims to enhance security while minimizing the workflow disruptions often associated
with conventional ZTA implementations. By harnessing cloud technology, Cloudflare
aims to optimize operational efficiency and productivity, offering a secure and flexible
network access solution suitable for today’s dynamic digital landscape.

Akamai

Akamai [160] offers a diverse suite of tools designed to support the implementation of
a ZTA, providing robust security solutions across multiple domains. One of their key
tools, Akamai Guardicore Segmentation, enables effective network segmentation for
both on-premise and cloud environments. This solution enhances security posture
by isolating critical assets and mitigating potential risks associated with lateral
movement within networks. Additionally, Akamai MFA plays a crucial role in
identity security, strengthening authentication mechanisms to prevent unauthorized
access. Akamai complements these security offerings with Hunt, an advanced threat
intelligence and remediation tool that proactively identifies and addresses security
threats. This comprehensive approach ensures organizations are well-equipped to
defend against evolving cyber threats, fostering a secure operational environment.
Beyond tool provision, Akamai supports organizations with comprehensive guides and
resources tailored to assist in developing robust ZTA, emphasizing their commitment
to empowering organizations with the knowledge and tools necessary for resilient
security frameworks in today’s dynamic threat landscape.

Fortinet

Fortinet [161] offers a trio of primary zero trust security solutions aimed at enhanc-
ing organizational defenses against evolving cyber threats. FortiClient, a central
component in Fortinet’s offerings, facilitates ZTNA to ensure secure connectiv-
ity while providing robust endpoint protection. Integrated with next-generation
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antivirus, application firewalls, and endpoint quarantine capabilities, FortiClient
delivers comprehensive security measures to safeguard endpoints from various threats.
Complementing FortiClient, Fortinet provides FortiToken and FortiAuthenticator,
essential tools for effective network access management and SSO capabilities. These
solutions strengthen access controls, streamline authentication processes, and enhance
overall security posture within organizations. By leveraging Fortinet’s zero trust
security solutions, organizations can establish a comprehensive security framework
encompassing network and endpoint security. This approach enables effective risk
mitigation, protection of critical assets, and resilience against evolving cyber threats
in today’s dynamic threat landscape.

CrowdStrike

CrowdStrike [162], a prominent member of The Spectra Alliance, collaborates with
leading cybersecurity firms to effectively integrate their ZTA solutions. Within this
alliance, CrowdStrike offers a suite of tools to enhance cybersecurity defenses. Their
cloud-native zero trust platform stands out, providing organizations with a scalable
framework to bolster security posture. The key features include Al-driven identity
management and segmentation, which automate critical processes and enhance
protection against emerging threats. CrowdStrike’s expertise in threat intelligence
enables proactive monitoring and analysis, helping organizations stay ahead of
evolving cyber threats. Their endpoint security solutions ensure comprehensive
protection, safeguarding endpoints from malicious activities and unauthorized access
attempts.

This chapter discussed the security challenges present in AWS environments and
how ZTA can enhance AWS security. Furthermore, we explored the tools offered
by AWS and solutions offered by third-party vendors to implement ZTA in AWS
environments. The next chapter will present a POC implementation of ZTA to
securely manage AWS resources.






Proof-of-Concept Implementation

In chapter 2, we discussed the services offered by AWS, and in the previous chapter
4, we discussed different security challenges in AWS environments and how to
tackle them through ZTA. Though AWS offers solutions for deploying and managing
resources such as VMs and databases, the challenge lies in maintaining a secure,
scalable, and easy-to-manage network that meets the organization’s requirements.

This chapter describes a POC implementation of a ZTA system with Tailscale to
securely manage RDS and VMs on AWS, leveraging the capabilities of Tailscale to
create a private, encrypted, and authenticated network. The implementation in this
thesis aims to serve as a POC for the application of ZTA at Sikt - the Norwegian
Infrastructure Provider for Research and Education in Norway.

This chapter is organized as follows. We describe the status quo and requirements
for a secure system to manage AWS resources at Sikt. Next, we detail the existing
methods and identify the corresponding issues. We then discuss how ZTA principles
can address these issues. Following this, we provide an overview of the POC
implementation and an in-depth description of various components within our zero-
trust system. Finally, we outline the challenges with the implementation and discuss
how this implementation can be adopted at Sikt or other organizations.

5.1 Challenge in AWS Resource Management

Sikt provides various services for Norwegian educational and research institutions.
Examples include Feide, StudentWeb, UNINETT compute services, etc. Sikt is
organized into product areas, which comprise several product teams that develop
and maintain the products. Platform teams provide the development infrastructure
to these product teams in Sikt. AWS is one of the main cloud providers used by
various teams across Sikt. The platform team manages and provides AWS accounts
and resources to product teams within Sikt.

65
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The platform team usually provides AWS accounts to the product teams for their
development work. Often, these teams manage their own resources in AWS accounts.
However, not all teams have the necessary resources and skills to maintain their
AWS accounts. In such cases, the platform team takes responsibility for creating and
managing resources for those teams. These resources typically include VMs (EC2)
and RDS instances.

Considering the management overheads associated with managing several re-
sources in multiple AWS accounts, the platform team creates and manages all the
resources in one or two AWS accounts. To grant access to these resources, the
platform team opens Secure Shell (SSH) ports for the instances and provides access
keys or credentials to the respective teams. The credentials for SSH access are created
once and are directly provided to the teams as needed.

There are several challenges with this kind of setup. Managing SSH ports, access
keys, and credentials is error-prone and can lead to security vulnerabilities. If one set
of credentials is compromised, it can potentially expose all resources in the account.
Manually managing access becomes increasingly inefficient as the number of teams
and resources grows. Furthermore, opening SSH ports to provide access increases
the attack surface, making instances more vulnerable to unauthorized access and
attacks.

The current way to ensure that only authorized people access their resources is to
use Bastion Host with Internet Protocol (IP) filtering. A bastion host is set up with
a security group allowing inbound SSH access only from trusted IP addresses. The
resource instances are configured only to allow SSH access from the bastion host’s
IP address. However, there are several potential shortcomings:

— RDS instances have dynamic IP addresses, so it is difficult to use static IP
addresses and use IP filtering.

— IP addresses can be easily spoofed.

— If any resource is compromised, the attacker can use that as a jump host or
proxy to attack all the other resources.

— Bastion host becomes a single point of failure. If it goes down, access to all
other resource instances is blocked.

The principles of ZTA can be applied to solve various issues listed above. For
example, since ZTA focuses on active verification of user identity, passive IP-based
filtering or access will be replaced by active user identification in a ZTA. IP spoofing
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can be mitigated since access decisions are based on user identity, device health, and
behavior analytics rather than IP addresses alone.

Furthermore, ZTA would divide the network into granular zones, each with its
own security policies isolated from other zones. Even if an attacker gains access to
one zone, they cannot easily move laterally to other zones. Ensuring that users and
machines have only the minimum necessary access to perform their tasks reduces the
impact of a compromised resource instance. Continuous monitoring, an important
facet of a ZTA, can detect anomalies in behavior that could indicate a compromised
instance. Adaptive policies can adjust access permissions in real time based on
observed risks.

A full-fledged implementation of ZTA is outside the scope of this master’s thesis.
However, a POC was implemented to demonstrate ZTA’s capability in solving the
challenges mentioned above. The rest of this chapter is structured as follows: We first
discuss the POC implementation, its intricacies, and challenges. Then, we discuss
how this prototype can be adopted to solve the challenges listed in the current setup.

5.2 Overview of the Implementation

The implementation is a prototype of a Zero Trust system designed to manage access
to AWS resources, including VMs and RDS. Figure 5.1 provides the overview of the
setup. The main components are:

— Nodes: A node is a combination of a user and a device that can be physical or
virtual. A node requests access to the AWS resources.

— Subnet Router: The subnet router routes the traffic securely to the AWS
resources from the nodes. It acts as the PEP as shown in the Figure 2.1 in
Chapter 2. In this case, it is an EC2 machine with tailscale configured on it.

— Resources: These are the resources that are being accessed on AWS. These
include EC2, RDS, S3 etc.

— Tailscale Client and Coordination Server: The tailscale client and coordination
server combine together to act as the PDP as shown in the Figure 2.1 in
Chapter 2.

o Tailscale Client: The Tailscale client is an interface accessible to the
administrator. It allows the admin to smoothly manage the access control
policies. It acts as the PA as shown in the Figure 2.1 in Chapter 2.

o Tailscale Coordination Server: The coordination server is a central server
that maintains a connection to all machines in the network. It manages
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Figure 5.1: POC Implementation of ZTA with Tailscale

encryption keys, network changes, access policy changes, and maintains a
connection to all machines in the network. It acts as the PE as shown in
the Figure 2.1 in Chapter 2.

Workflow: In this implementation, nodes request access to resources hosted
on AWS. The access request is sent to the subnet router, which is the funnel for
the incoming connections and routes the traffic to the designated AWS resources.
The subnet router prompts the nodes to prove their identity. Identity verification
can be done via a username-password scheme or a popular identity provider like
Microsoft. The administrator sets up the type of identity verification. An advantage
of using identity providers is that they have inbuilt MFA setups through authenticator
applications on smartphones or SMS-based OTP.

After the identity is proven, the access requests are routed through the subnet
router (an EC2 instance configured with Tailscale). This EC2 instance resides within
a public subnet, which is part of a VPC on AWS. The policy or access decisions
made on this router are configured via the Tailscale client.

Tailscale Client provides the administrator with an interface that provides granular
access control. These policy changes are enforced on the resources through the
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Tailscale coordination server. Once the router receives the information that the node
is allowed access to the resource it is requesting access to, the router provides the
connection between the node and the resource, ensuring only authorized nodes can
access the specified resources with a secure connection.

The enforcement of ZTA principles is abstracted away from this whole system
and is taken care of by tailscale, allowing for a seamless user experience. Tailscale
provides the feature of segmenting the network into smaller segments and managing
them with separate security policies. Tailscale takes care of making sure the traffic
and connection are encrypted. This eliminated the need to open SSH ports for each
node. This enhances security by reducing the attack surface and simplifying the
network management. In the next subsections, we give an overview of Tailscale and
the steps required for the implementation.

5.2.1 Overview of Tailscale

Tailscale [163] is a SDN solution that streamlines the process of establishing a
secure, private network over the Internet. It leverages the WireGuard VPN protocol,
renowned for its robust cryptography and high-performance capabilities. Tailscale’s
architecture enables devices to connect directly to each other using end-to-end
encryption, creating a secure and efficient mesh network. This direct connection
approach bypasses the need for centralized servers or complicated configurations,
simplifying setup and management.

By adopting the zero trust security model, Tailscale ensures that no device is
trusted by default. Instead, rigorous access controls are implemented, requiring
authentication and authorization for each connection attempt. This model enhances
security by minimizing the risk of unauthorized access and ensuring that every device
in the network is continuously verified. Tailscale integrates seamlessly with identity
providers such as Google Workspace, Microsoft Azure Active Directory, and others,
further enhancing security through SSO and MFA.

Additionally, Tailscale manages network complexities like Network Address Trans-
lation (NAT) traversal and dynamic IP addresses automatically, making it an ideal
solution for both personal and enterprise environments. Its user-friendly interface
allows for easy administration and monitoring of network connections, providing a
scalable solution that can accommodate a wide range of devices and use cases, from
simple remote access to complex corporate networks.

Tailnet: A tailnet functions as a private network within Tailscale. Upon initial
login to Tailscale on a phone, laptop, desktop, or cloud VM, a tailnet is automatically
established. Under the basic plan (personal plan), users can connect multiple devices
and accommodate up to three users within their tailnet. Each device within the
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tailnet is assigned a private Tailscale IP address within the Carrier-Grade Network
Address Translation (CGNAT) range, enabling direct communication between devices
across the internet. For businesses, organizations, and other plan users, tailnets
can scale to support numerous devices and users. These tailnets can be integrated
with Microsoft Active Directory, Google Workspace, GitHub organizations, Okta
tenancies, or other identity provider namespaces as required.

5.2.2 Implementation Steps

Prerequities: To utilize Tailscale, one must first register for an account [164],
selecting from various plans that cater to different numbers of users and devices
based on specific needs. Typically, enterprises opt for the enterprise version to
leverage all available benefits. However, in the context of this implementation, the
basic version sufficed. Following registration, access to the Tailscale client allows
users to set up a tailnet. The Tailscale admin console displays all users and devices,
managed by the administrator responsible for the configuration.

Node setup: To set up nodes, the Tailscale client is downloaded and installed
on various devices. Once installed, users sign up using their existing personal plan
account or log in using the designated enterprise identity provider for enterprise
plans. Following login, each device requests authorization to join the tailnet. Admin
approval through the console is required to finalize device inclusion into the tailnet.

Setting Up EC2 Instance as Subnet Router: The POC implementation
dealt with secure access to various RDS instances within the same AWS account.
To achieve this, we configured an EC2 instance as a subnet router within the AWS
environment. The following steps were undertaken to set up the EC2 instance as a
subnet router:

1. EC2 Instance Creation: Initially, an EC2 instance was created in the AWS
account. This can be done manually through the AWS Management Console
or using Infrastructure-as-Code (IaC) tools like CloudFormation, Terraform, or
Pulumi. In our case, Pulumi was utilized to automate infrastructure provision-
ing.

2. Operating System Selection: The EC2 instance was launched with the
Amazon Linux operating system, suitable for the intended network routing
tasks.

3. Tailscale Installation: Upon provisioning the EC2 instance, Tailscale Linux
packages were installed. These packages are necessary for integrating the EC2
instance into the Tailscale network.
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shweta. jaiswal@Shwetas-MacBook-Pro ~ % psql -h tailscale-manual-db.cllo
sk5xmrms . eu-west-1.rds.amazonaws.com -U postgresql -d postgres
psql: error: connection to server at "tailscale-manual-db.cllosk5xmrms.

eu-west-1.rds.amazonaws.com" (10.0.16.12), port 5432 failed: Operation
[timed out ]
Is the server running on that host and accepting TCP/IP connect

ions?

Figure 5.2: Access request when not on the Tailscale network

4. Configuration of Subnet Routing: Subsequently, subnet routing config-
uration was set up on the EC2 instance. This involved configuring network
routing tables and policies to facilitate secure communication between the EC2
instance acting as the subnet router and the various RDS instances within the
AWS VPC.

5. Security Group Updates: The security policies of the RDS instances were
updated to allow inbound connections from the subnet router EC2 instance.
This step ensures that the subnet router can securely communicate with the
RDS instances.

6. DNS Setup: To enable seamless access using AWS DNS names within the
network, split DNS setup was configured. This involves specifying DNS server
settings in the Tailscale admin console and restricting DNS queries to the
specific domain associated with AWS resources.

7. Security Group Adjustment: With private SSH access established via
the Tailscale network, public SSH access rules were removed from the EC2
instance’s security group. This enhances security by limiting access to the EC2
instance to internal network connections only.

8. Network Connectivity: Following setup completion, connectivity tests were
conducted to ensure that all configured components, including the EC2 subnet
router, RDS instances, and Tailscale network, functioned correctly and securely.

5.2.3 Testing of the Implementation

To assess the integrity of the POC implementation, we conducted a series of tests to
evaluate access to the RDS instance under different scenarios.

— Access from Outside the Tailscale Network: When the device was not
connected to the Tailscale network configured for the secure access of the
resource, the connection request timed out. This occurred because the device
was not connected to the subnet on which the RDS instance resides (Figure 5.2).
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shweta. jaiswal@Shwetas-MacBook-Pro ~ % psql -h tailscale-manual-db.cllo
sk5xmrms. eu-west-1.rds.amazonaws.com -U postgresql -d postgres

Password for user postgresql:

psqgl: error: connection to server at "tailscale-manual-db.cllosk5xmrms.
eu-west-1.rds.amazonaws.com" (10.0.16.12), port 5432 failed: FATAL: pa

ssword authentication failed for user "postgresql"

connection to server at "tailscale-manual-db.cllosk5xmrms.eu-west-1.rds
.amazonaws.com" (10.0.16.12), port 5432 failed: FATAL: no pg_hba.conf
entry for host "10.0.8.96", user "postgresql", database "postgres", no

Figure 5.3: Access request when on Tailscale network but with incorrect credentials

shweta. jaiswal@Shwetas-MacBook-Pro ~ % psql -h tailscale-manual-db.cllo
sk5xmrms.eu-west-1.rds.amazonaws.com -U postgresql -d postgres
Password for user postgresql:
psql (14.11 (Homebrew), server 16.1)
WARNING: psql major version 14, server major version 16.
Some psql features might not work.

SSL connection (protocol: TLSv1.3, cipher: TLS_AES_256_GCM_SHA384, bits
. 256, compression: off)
Type "help" for help.

postgres=>

Figure 5.4: Access request successful in connecting to the RDS instance

— Access from the Correct Subnet with Incorrect Credentials: When the
user was on the correct subnet, the same as the RDS instance, but provided
incorrect credentials, access was denied. This is depicted in Figure 5.3.

— Access from the Correct Subnet with Correct Credentials: When the
user was on the correct subnet, the same as the RDS instance, and provided
the correct credentials, the user was authenticated. The user was then granted
access to the RDS instance, allowing them to access the database and perform
queries as needed (Figure 5.4).

5.3 Evaluation of the Implementation

In this section, we qualitatively evaluate the POC implementation that relies on
the ZTA solution provided by Tailscale using factors including ease of setup, cost,
dependency, reliance, and trust.
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5.3.1 Ease of Setup

Tailscale has demonstrated notable ease of setup in this implementation. The
process involved installing the Tailscale client on the subnet router and adding users
with devices to the subnet via the Tailscale admin client. Tailscale’s coordination
servers autonomously managed the network configuration, significantly reducing the
networking overhead.

5.3.2 Cost of Integration

In this implementation, the free-tier version of Tailscale was utilized, allowing only
three users to be added. However, the business or enterprise version incurs costs,
especially as the number of nodes increases. This requires balancing the need for
ZTA with budget considerations for a solution like Tailscale.

5.3.3 Dependency on Administrator for Access

Tailscale’s access control requires an administrator to manage and grant access
permissions. This centralization can become a bottleneck, particularly in larger
organizations where numerous users need onboarding or frequent updates to their
access permissions.

5.3.4 Reliance on Coordination Server

The Tailscale coordination server is easy to set up, so users do not need to manage
the network. However, if Tailscale’s coordination servers experience downtime or
technical issues, network connectivity can be disrupted, affecting resource access.

5.3.5 One-Account One-Admin per Role

Tailscale allows for multiple administrators, each managing different areas (e.g.,
billing, network), but it does not permit multiple administrators for a single area.
This limitation complicates management, as only one person can be designated
admin per area. Alternatively, multiple platform engineers would need to share
admin account credentials to configure various policies, which is inefficient and risky.
While creating multiple Tailscale accounts could address this, it adds complexity and
cost to overall management.

5.3.6 Literacy Among Developers

Regarding networking and setup, Tailscale abstracts away all the complexities.
However, developers need to have a basic understanding of networking concepts, and
there might be a slight learning curve to understand Tailscale’s unique approach to
mesh-based networks.
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Figure 5.5: Demonstration of POC Implementation in Sikt

5.3.7 Trust in Third-Party Provider

Configuring the subnet router necessitates root access on the host machine, implying
that developers must entrust Tailscale with such elevated privileges. In addition,
developers need confidence in the reliability and minimal downtime of Tailscale’s
coordination servers. Dependence on a third-party provider like Tailscale may raise
concerns about vendor lock-in. Hence, organizations should assess the long-term
effects of relying on Tailscale and consider potential exit strategies if necessary.

5.4 Adoption in a Real-World Use Case

This implementation can be adopted by Sikt to address the challenges described
in Section 5.1. A similar strategy can be employed by other organizations facing
analogous challenges in managing AWS resources. In this section, we discuss how
each component of the POC implementation would be applied in a real-world scenario
of ZTA at Sikt for AWS resource management. Figure 5.5 provides an demonstration
on how POC implementation can be adopted sat Sikt.

— Users and their devices, attempting to access AWS resources, will function as
nodes within the network.
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— For each team, a subnet router can be deployed on an EC2 instance, with each
subnet router adhering to its security policy. Implementing separate subnet
routers for each team will facilitate the creation of isolated networks, ensuring
team-specific network segregation and enhanced security.

— The platform team will assume the administration role, configuring appropriate
access to resources through the access control list in the Tailscale admin client.
This central administration will streamline resource access management and
ensure compliance with security protocols.

— The security policy for AWS resources, such as RDS or EC2 instances belonging
to a particular team, will be configured to reside within that team’s isolated
network. This will ensure that resources are secured according to each team’s
specific needs and policies.

This chapter explained the implementation of the POC, its steps, and tests in
different scenarios. This chapter evaluated the implementation and discussed how
the POC implementation can be adopted in a full-fledged ZTA system.






Conclusion and Future Work

This chapter provides a conclusion and future directions for the work. Finally, it
contextualizes this thesis within the UN SDGs.

6.1 Conclusion

In conclusion, this thesis provided a comprehensive exploration into using ZTA to
enhance the security of AWS environments. It offered a detailed review of state-of-
the-art ZTA techniques, highlighted the security challenges inherent in AWS, and
discussed ways to address these challenges through ZTA principles. Furthermore, it
presented a POC implementation of a zero-trust system within an AWS environment.
The thesis underscored the urgent need to move away from traditional security
measures towards a more advanced security model in the face of growing cyber
threats. It pointed out that ZTA’s adaptive and dynamic approach to security, which
includes continuous authentication and authorization, could effectively mitigate risks
associated with credential theft, privilege escalation, and insider threats.

The findings of this study provide valuable insights for organizations looking
to strengthen their cloud infrastructure security, particularly those utilizing AWS.
Ultimately, applying ZTA principles in AWS environments could lead to more secure,
robust, and resilient cloud infrastructures.

6.2 Future Work

Several areas of exploration emerge from this thesis for future work. Firstly, an
examination of ZTA implementation in other cloud environments, such as GCP and
Microsoft Azure, could be undertaken. Further investigation could be conducted in
hybrid or multi-cloud environments. This would allow for a comparative study on
the effectiveness of ZTA across different cloud platforms.

7
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Secondly, while the POC implementation has proven valuable, more extensive
testing and evaluation in a real-world setting would provide more practical and
robust insights. Future research could explore how ZTA techniques can be scaled
and adapted for larger, more complex AWS environments.

Thirdly, in light of the evolving nature of cyber threats, continuous updates
and advancements in ZTA techniques are necessary. Future work could focus on
developing more advanced ZTA techniques, particularly in the area of AI and machine
learning, to improve threat detection and response times.

Lastly, a more detailed study could be conducted on the economic impact of
implementing ZTA in AWS environments. This would give organizations a clearer
understanding of the cost-benefit ratio of adopting ZTA principles, a crucial factor
in decision-making processes.

In conclusion, the future of ZTA in AWS environments holds immense potential,
and further research in the outlined areas would significantly contribute to the field.

6.3 United Nations’ Sustainable Development Goals

This thesis focuses on securing AWS using ZTA, which aligns with several UN SDGs
by enhancing digital infrastructure security and ensuring the protection of data and
privacy. This section outlines how our research contributes to specific SDGs and
their sub-goals.

6.3.1 SDG9

Goal 9 aims to build resilient infrastructure, promote inclusive and sustainable
industrialization, and foster innovation. Within this goal, the most relevant target
for our research is target 9.1 - "Develop quality, reliable, sustainable and resilient
infrastructure, including regional and transborder infrastructure, to support economic
development and human well-being, with a focus on affordable and equitable access
for all".

This thesis contributes to developing a more secure and resilient cloud infrastruc-
ture by discussing and implementing the ZTA in AWS. This enhances the reliability
and sustainability of the digital infrastructure, which is crucial for economic develop-
ment and the well-being of societies that rely on cloud services.

Securing cloud environments encourages organizations to adopt and innovate
using cloud technologies, knowing that their data and operations are protected against
cyber threats.
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6.3.2 SDG 11

Goal 11 focuses on making cities and human settlements inclusive, safe, resilient, and
sustainable. While not immediately apparent, there is a relevant target, target 11.7 -
"Provide universal access to safe, inclusive and accessible, green and public spaces,
particularly for women and children, older persons and persons with disabilities."

A secure cloud infrastructure is essential for smart city initiatives that rely on
digital solutions to manage urban resources efficiently. By securing AWS, our research
indirectly supports the safe deployment of digital public spaces and services, which
are integral to the development of sustainable and resilient urban environments.

6.3.3 SDG 16

Goal 16 aims to promote peaceful and inclusive societies, provide access to justice
for all, and build effective, accountable, and inclusive institutions at all levels. A key
target relevant to our research is target 16.10 - "Ensure public access to information
and protect fundamental freedoms, in accordance with national legislation and
international agreements'

ZTA emphasizes strict verification processes and continuous monitoring, ensuring
that data stored in AWS is secure from unauthorized access. This supports the
protection of fundamental freedoms related to privacy and the right to information.

Our research enhances security measures, contributing to building trust in digital
infrastructures and promoting transparency and accountability in data management
and access.

In summary, securing AWS with ZTA contributes to several UN SDGs by en-
hancing the security and resilience of digital infrastructures, protecting data and
privacy, and fostering innovation. By aligning our research with these global targets,
we demonstrate how advanced cybersecurity measures can support broader efforts to
achieve a sustainable and prosperous future for all.
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