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Abstract

Cryptographic protocols are commonly used to provide security for network traffic and digital
interactions in general. Security means different things in different contexts. The most common
security properties include confidentiality and authenticity of transmitted information, but cryp:
tographic protocols can also provide more sophisticated security properties such as unlinkability
or deniability. Cryptographers typically use reduction proofs to show that a given protocol indeed
provides a certain type of security.

A prerequisite for such a proof is the formal description of the desired security notion. One way
to achieve this formalization is the code-based game-playing framework introduced by Bellare
and Rogaway [10], where security is encoded as a game played by a computationally bounded
adversary. The game provides the adversary access to a set of oracles, which are defined through
(pseudo-)code and which the adversary can query (or call) similar to functions in a computer
program. Intuitively, the adversary wins the game if it can defeat the security of the protocol
in question. A protocol is thus secure if the probability of an adversary winning the security
game is sufficiently close to random chance. For example, we can define the security of a protocol
aiming to allow two parties to agree on a secret key as follows: A protocol of this kind is secure
if any adversary observing the protocol flow between two honest parties has a sufficiently low
probability of distinguishing the resulting key from a randomly sampled string (thus expressing
that the adversary has learned nothing about the real key).

Despite the structure and formalism introduced by Bellare and Rogaway’s code-based game:
playing framework, security definitions for larger protocols are still often complex and their
proofs error-prone and hard to verify. A variety of frameworks exist to allow for composed
definitions and modularization of proofs. With the State Separating Proofs framework, this
thesis includes (in Publication I) one such framework. The SSP framework builds on that
introduced by Bellare and Rogaway by leveraging the separation of state within a model to
facilitate compositional proofs.

This thesis also includes several security proofs of real world protocols (or components thereof)
to showcase the strengths and weaknesses of the SSP framework. In particular, the thesis
includes a security proof of the key derivations of draft 11 of the Messaging Layer Security
protocol (Publication III) the key schedule of the Transport Layer Security protocol (Version
1.3, Publication II), as well as a security protocol of a novel scheme for rotating signature
keys (RSIG, Publication IV). This thesis also includes a computer-aided security proof of the
cryptobox protocol (part of the NaCl library [11]) using the EasyCrypt [7] tool chain, where the
SSP framework was used to guide both security modelling and proof (Publication V). Finally
we discuss the SSP framework in the context of related work such as other compositional
frameworks and computer-aided cryptography.
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1. Introduction: Taming complexity of
cryptographic protocols

Cryptographic protocols such as the Transport Layer Security [38] (TLS)
protocol facilitate the encryption of an estimated 85% of global internet
traffic [29], and, as such, security protocols have become a vital part in the
Internet’s (security) architecture. The design and the intended security
properties of these protocols thus need to be carefully considered.

1.1 Security properties and goals

Confidentiality and authenticity come to mind as basic security properties
that users would expect from a protocol such as TLS: A secure channel
between two parties should imply that both parties (or at least one in the
case of TLS) know with whom they are communicating, and messages
sent over said channel should be readable only by the intended recipient.
However, venturing past these relatively simple security properties yields
more complex constructs. For example, considering that one of the two
parties involved get compromised: Should past communication still be
protected despite the compromise? And should the compromised party
be able to heal from a compromise eventually? How do we define these
properties in case there are more than two parties involved in the protocol?
At this point, defining security properties can become nuanced.

Once the designers of a given cryptographic protocol agree on a set of
properties that their protocol shall fulfill, we can attempt to perform a
reduction proof. A valid reduction proof states that a protocol fulfills its
security properties if a certain set of assumptions holds. A typical assump-
tion would be that a specific mathematical problem that the protocol is
based on is hard to solve. Classic examples for mathematical problems
that we can reliably create hard-to-solve instances for are the computation
of the discrete logarithm in certain groups (i.e. given b and x, try to find a
such that % = x), or finding solutions to noisy systems of linear equations.
The application of this process is often referred to as reduction-based se-
curity or provable security (although the latter term can be criticized for
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suggesting stronger guarantees than the reduction-based approach can
actually provide, since security is only proven w.r.t. a set of assumptions
and in a specific attack model rather than as an independent property).

Before we can reason about the security properties of a protocol math-
ematically, they first need to be formalized. This can often be done by
defining a security property in terms of a game.

1.2 Security games

Goldwasser and Micali were the first to use games to formally define
security [28]. Games typically provides a set of (potentially stateful and/or
randomized) functions (called oracles) that an outsider can interact with
by providing an oracle with an input and receiving an output in return.
Game-based security then considers an algorithm called the adversary that
interacts with the game and that is restricted in its computational power
(e.g. only those adversaries are considered that run in a suitably bounded
amount of time). A protocol is then considered secure, if we can upper
bound the probability that any such adversary wins the game. For example,
we can define confidentiality as a game, where the adversary can submit
messages to an encryption oracle: In the beginning of the game, the oracle
randomly samples a secret encryption key and flips a coin: If it is heads,
it always encrypts the message m it receives from the adversary, else it
encrypts the all-zero string of length |m|. The adversary wins the game if
they can guess if the output of the encryption oracle is indeed the encrypted
message or an encryption of zeroes. The intuition is that a protocol is secure
if an adversary with a reasonable amount of (computational) resources
cannot tell the difference between the actual ciphertext and a string that
contains no information about the message save (inherently) its length
(even if the message is chosen by the adversary).

Security proofs for game based definitions often use game-hops, for ex-
ample as described by Shoup [41]. In this technique, the prover defines a
sequence of games starting with the security definition and ending with
a game that is unwinnable for the adversary, where with each “hop”, the
game is changed only slightly. The prover can then show for each start and
destination game of a hop via reduction to a given set of assumptions that
they are indistinguishable to a computationally restricted adversary.

1.3 Code-based, game-playing definitions and proofs
Before the advent of definitional frameworks, cryptographers used prose

to describe security games as we did in the previous example. However,
complex security properties are hard to describe concisely in prose, and

10
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rigorous reasoning about changes to individual details in the course of
game-hops can be hard to capture for provers and hard to read and verify
for readers.

The code-based game-playing framework by Bellare and Rogaway [10]
refines the game-based approach by replacing prose with (pseudo-)code to
define the games’ behaviour, thus enabling more precise definitions.

The precision afforded by code-based definitions is particularly useful for
complex security definitions and/or large protocols in the context of game-
hopping proofs. This is because the changes from one game to the next
are immediately visible in the code of the respective games, allowing both
prover and reader to more easily follow the changes in game definitions
for each hop, as well as the reasoning about the difficulty with which an
adversary might be able to distinguish between the two games. We re-
visit code-based game-playing proofs in Section 2.1 and briefly summarize
related frameworks for cryptographic proofs in Section 4.

1.4 Computer-aided cryptography

Going beyond frameworks as introduced by Bellare and Rogaway or struc-
turally guided proof techniques as described by Shoup, Halevi, in his
seminal 2005 paper [30], proposes another step towards reducing proof
effort and improving proof readability and verifiability. In particular, he
calls for a computer-aided approach to cryptographic proofs with the idea
that a computer program can help a human prover in two ways: On the
one hand, it can support the human prover by performing the tedious parts
of a proof, leaving the creative challenge of finding a proof in the first place
to the human. On the other hand, it can aid the human verifier, by auto-
matically verifying said parts, leaving only the conceptually interesting
parts of the proof (e.g. the security definitions and/or the bounds of the
adversary) to review.

The two categories of tools for computer-aided cryptography that have
since emerged roughly fall into two categories as already analyzed by
Abadi and Rogaway [1]: Those reasoning in the symbolic model and those
reasoning in the computational model.

Tools in the symbolic model category allow reasoning about abstractions
of the individual elements of cryptographic protocols and their building
blocks. For example, keys, ciphertexts, etc. are not seen as bitstrings, but
rather as symbolic objects that can be used in the context of other objects
or protocol functions, but not otherwise examined or manipulated. This
approach allows powerful automatic reasoning even for complex protocols
and security properties, see e.g. [23],[22] (Tamarin) and [13] (ProVerif) for
comprehensive symbolic analysis’ of the TLS protocol.

Tools using the computational model on the other hand follow the reduction-

11



Introduction: Taming complexity of cryptographic protocols

based security approach, with a majority of them working in Bellare and
Rogaway’s code-based game-playing framework. Examples include Cryp-
toVerif [16] and EasyCrypt [7].

For a comprehensive overview over a number of tools of both categories,
see Barbosa et al.’s systemization of knowledge paper on computer-aided
cryptography for an overview [4].

1.5 Contributions

In this thesis, we present the SSP framework (Publication I), as well as a
collection of works that use it to facilitate cryptographic proofs. The SSP
framework is on the one hand inspired by computer-aided cryptography
techniques and on the other hand a variant of Bellare and Rogaway’s
code-based game-playing proofs framework that is not tied specifically to a
computer-aided approach.

State-separating Proofs (SSP). The SSP framework can be seen as a vari-
ant of Bellare and Rogaway’s code-based game-playing framework [10] that
allows the organization of code in a modular way. The partitioning of code
based on the state it operates on allows for modular proofs that are easier
to both write, as well as read and verify. In addition to the formal definition
of the SSP framework (Publication I), we provide a brief introduction in
Section 2 alongside a small example showcasing the advantages of the SSP
framework.

Real-world examples. Besides the toy example in Section 2, this thesis
also contains security proofs of real-world protocols (or parts thereof): In
Publication II, we prove the security of the TLS 1.3 key schedule, Publica-
tion III contains a security proof of the cryptographic core of draft-11 of
the Messaging Layer Security (MLS) protocol [5] and in Publication V we
use the SSP framework to guide a security proof of the cryptobox protocol
(part of the NaCl library [11]) using the EasyCrypt [7] tool chain. Finally,
in Publication IV we introduce a simple signature key rotation protocol
(RSIG), which we prove secure using the SSP framework. In Section 3, we
discuss a few of the insights gained from the use of the SSP framework in
these individual cases.

Related work. The SSP framework is neither the only nor the first frame-
work that aims to facilitate modular proofs. On the contrary, a number of
frameworks exist with similar goals, but differing approaches. In Section 4,
we briefly introduce a few such frameworks that have been used in the
recent past to analyse larger security protocols and discuss them in the
context of the SSP framework.

Even though the SSP framework is geared towards use with pen-and-
paper proofs, it has also been used to facilitate proofs using computer-aided

12



Introduction: Taming complexity of cryptographic protocols

cryptography, Publication V being one of them. In Section 5, we briefly
discuss two more such works. The first one, although incomplete, attempts
modelling the SSP framework formally using relational logic. The second
one is SSProve [2], a full formalization of the SSP framework using the
Coq [42] proof assistant.

13






2. State-Separating Proofs

The State-separating proofs (SSP) framework structures and visualizes
code-based game-playing proofs. SSPs were inspired by the modular code-
based verification proof technique introduced by Fournet, Kohlweiss and
Strub [26] and designed to ease security proofs of large and complex proto-
cols such as TLS. The SSP framework can be understood as an evolution of
the code-based game-playing proofs as introduced by Bellare and Rogaway
(BR) [10].

This section provides an overview over the mechanics of SSPs. See
Publication I for the complete formal definition and Section 2.10.1 for a
brief discussion of its origins in code-based verification.

2.1 BR-style games

The SSP framework fundamentally builds on BR’s approach of defining
cryptographic security games using code as briefly introduced in Section 1.
In particular, the code describes the functionality of the oracles the game
makes available to the adversary. The code operates on the input the
adversary provides when calling (or querying) an oracle, as well as the
game’s internal state. Oracles are thus similar to stateful functions or
procedures in programming languages.

In BR’s code-based game-playing approach, the state of a game is initial-
ized by a specific initialization oracle which is run before the adversary
first interacts with the game. The initialization procedure can also be used
to provide the adversary with initial inputs.

Similarly, BR’s games include a finalize procedure, which the adversary
can call with its output (the nature of which depends on the way the
game defines security). The finalize procedure can then perform additional
computations to determine if the adversary has won.

15
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2.2 Real vs. ideal distinguishing games

Micali, Goldreich and Wigderson [37] were the first who used a game-
playing technique, where the adversary has to distinguish between two
games: one exhibiting the real behaviour of a construction and the other
its ideal behaviour. The ideal behaviour is one where the algorithms of
the construction are used in the same way as in the real case, but their
behaviour is changed such that it fulfills its functionality with perfect
security. Here, perfect security means that an adversary interacting with
the construction has no way of breaking its security.

For example, the goal of a pseudorandom function (PRF) is, given a
random key % and an input x to return a pseudorandom byte string y of
length |x|. The real behaviour of a given PRF construction would simply
be to execute its prf algorithm with the given inputs. However, its ideal
behaviour would be to always output a completely random byte string y.

Search-based games are an alternative to distinguishing games. Here,
the adversary has to find and submit a value with one or more specific
properties to win the game. While most SSP models, as well as all other
compositional frameworks (cf. Section 4) rely on distinguishing games,
it is also possible to model search-based games using SSP, which we will
discuss in Section 3.3.

2.3 SSP-games vs. BR-games

Games in the SSP framework can be seen as variants of BR games with
the difference that SSP games do not allow initialize or finalize procedures
that are automatically executed in the beginning or the end of the game
respectively.

Instead of an initialize procedure, SSP-style games rely on default-
initialization of their state variables or require the adversary to call the
oracles of a game in a specific order to ensure that the whole game state is
initialized correctly. If the game needs to provide initial information to the
adversary, an SSP-style game exposes an oracle that returns the relevant
information or by initializing variables explicitly when they are first used.
Jumping ahead, the adversary can then be made to call this initialization
oracle first through the use of asserts (see Section 2.6).

Encoding finalize procedures in the context of a compositional framework
such as SSP is not as straight-forward. As we discuss in more detail in
Section 2.7, this is because a game can consist of multiple other games,
each with its own finalize procedure. In that context, it is not clear when
and how these procedures are called and what scope their effect has. We
briefly discuss a potential way of implementing a finalize procedure using
compositional techniques in Section 2.5.

16
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2.4 Packaging and composing code for game-playing

The main feature of the SSP framework is that it allows us to divide code
and state of a game into packages. Concretely, a package consists of a set
of oracles (defined by code), as well as their shared state variables. We
also say the package provides its oracles, as they can be queried (or called)
by other packages. Packages are thus not dissimilar to objects in object
oriented programming languages or functors in functional programming
languages.

The set of oracles provided by a given package make up its output in-
terface, while the input interface is the set of (external) oracles that are
queried in turn by the package’s own oracles. If a package P; queries an
oracle of another package Ps, we denote this by P; — Py and say that the
packages P; and Py are composed. Package composition will be covered
in more detail in Section 2.7.1. If a package does not query oracles of
other packages, we call that package a game, recovering the game notion
introduced in Section 2.2.

2.5 SSP adversaries

In SSP an adversary against a particular tuple of games (G°,G!) with
identical output interfaces is typically defined as a package providing a
single oracle (RUN) that outputs their guess for the distinguishing bit b €
{0,1} and that has an input interface matching the output interface of G?.
We thus express the advantage of a given adversary «f in distinguishing
two games G° and G! as the output of the following advantage function.

ec(of):=|Pr[l=o/ - G| -Pr[1=o/ —G]| (2.1)

Alternatively, we sometimes use the following notation:

0L qt, (2.2)
As a compositional framework, the goal of SSP is simply to relate the
security of a composed construction to that of its individual parts. It is thus
suitable both for use with concrete security, as well as asymptotic security,
where concrete security demands a fixed time bound and advantage ¢
(discussed, e.g., in Section 1.2 of [9]), while asymptotic security typically
bounds security of all polynomial-time adversaries by a negligible function
of the construction’s security parameter (see e.g., Chapter 1.4.2. of [27]).

17
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2.6 Asserts

In specific situations, it can be useful to restrict the behaviour of an adver-
sary interacting with a game. In SSP games, this can be done through the
use of asserts as shown in Figure 2.1, where an oracle asserts that a local
variable has not previously been initialized.

GENQO

assert k= 1|
k{0, 1}*

Figure 2.1. Example for the use of an assert.

Each assert has a condition that depends on a (typically public or publicly
computable) subset of the local package state. Generally, the assert is
meant to ensure correct execution of the game, e.g. by preventing access of
uninitialized variables or by forcing the adversary to run setup procedures
prior to interacting with other oracles. For the sake of this introduction to
the SSP framework, we say that our definitions only consider adversaries
that don’t violate any assert conditions. For a brief discussion of other
assert semantics, see Section 2.10.3.

2.7 Modelling security in the SSP style

We now formalize the indistinguishability-based PRF security game out-
lined in Section 2.2 in the SSP style. We start by defining the real and
the ideal games PRF®? in Figure 2.2 using pseudo-code, where the super-
scripts determine the game’s parameters b €{0,1} is the distinguishing bit
and prf is the actual PRF construction (although we will frequently elide
the prf package parameter except when relevant). Parameterizing with
b € {0,1} means that PRF®?"f defines two games: PRF*?"f and PRF'?’f and the
goal of the adversary is to distinguish one from the other. For simplicity
and to better contrast the two games, they are defined using the same code
parameterized by b.

The game describes a multi-instance version of the traditional PRF
security game, where the adversary can generate an arbitrary number of
random symmetric keys and then interact with those keys through the use
of administrative identifiers we call handles.

As noted in Section 2.3, there is no initialization function in SSP games,
so the oracle has to include an assert condition at the start of the oracle
enforces that the adversary can call EVAL only once.

We now divide the PRF®? games from Figure 2.2 into multiple packages
such that we can later re-use it to define larger, composed security games.
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EVAL(h,x)
if K[h]= L
K[l —s{0,1}*
if b then
if Y[h,xl=1
Y[h,x] —${0,1}!
y —Ylh,x]

else

y < prf(k,x)

return y

Figure 2.2. Definition of the multi-instance PRF??"f game, where A is the key length of
prf. The EVAL oracle takes as input a handle 4 and then either returns a
randomly sampled value (if b = 1) or computes the value using the prf (if b =0).
The key for each input handle % is generated when 4 is first used as input.
Similarly, outputs are cashed, s.t. multiple calls using the same handle and
input combination yield the same output even if b = 1.

2.7.1 Modular security games

On the surface, there is no reason why the games PRF®?"f shouldn’t be de-
fined as a the single package shown in Figure 2.2. However, modularization
helps compose this game with others, as we will show in Section 2.8.

We now modularize PRF??f by introducing two additional packages: One
to store the PRF’s input key and one to store its outputs. Both packages
need to provide oracles to facilitate the generation, storage and retrieval
of values. Since these values are often keys, this package is called the
Key®” package. The first parameter b € {0,1} determines if the input keys
are stored as they are or if the package instead stores a random key of the
same length. The second parameter A denotes the length of the stored keys.
With A representing the security parameter throughout this section, we
say that it is a fixed, but arbitrary value. For convenience, we often elide
the parameter A and only write Key®. See Figure 2.3 for the definition of
the Key® package. SET(h,k) is used to either store the input key % (if b = 0)
or a random key of length A (if & = 1) under the handle A. If there is already
a key stored under the handle #, it does nothing and returns. GET(%) can in
turn be used to retrieve a previously stored key. This kind of state-keeping
package is at the heart of all works using the SSP framework so far, even
though it differs slightly depending on the use-case (see Section 2.10.2).

The bit b is useful in multiple ways. On the one hand, it allows us to force
all input keys to be randomly generated by using Key! for the PRF’s input
keys. On the other, we can use it to encode the PRF’s ideal functionality:
Instead of using the bit b of the PRF package to determine if keys are
generated randomly, we can instead use the bit b of the output Key package
instance. Jumping ahead slightly, the latter enables the graph-based
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SET(h,k) GET(h)

if K[h]# L assert K[h]# L
return return K[h]

if 6 =1 then
k—${0,1}"

K[h]l—F

Figure 2.3. Definition of the oracles of the Key package.

game-hopping technique described in Section 2.8.

The modularization steps described above preserve the original function-
ality of the game with one exception: An adversary interacting with the
game has to generate the input key explicitly by calling SET before they
can call EVAL and collect the output afterwards (by calling GET) rather
than it being returned by EVAL. See Figure 2.4 for the definition of the PRF
package after modularization.

EVAL(A,x)
k—GET(h)
y < prf(k,x)
hout — (h,x)
SET(hout,y)

Figure 2.4. Definition of the PRFP" f package. The definition of Ay, ensures that fresh
output values are only generated once per (handle, input)-combination.

We will later see that the first step allows other games to provide the key
for the PRF and the second allows other games in turn to use the output of
the PRF as their own input key.

The SSP framework uses graphs to define and visualize modular pack-
ages. Figure 2.5a shows the game before modularization and Figure 2.5b
after. We use orange and blue to highlight packages with a distinguishing
bit, where b =0 and b =1 respectively.

SET;»

EVAL
—— >  PRF®

(a) The monolithic PRF game. GETou > Keyls

>

(b) The modular game GPRF?out,

Figure 2.5. The monolithic and the modular variant of the PRF game.

Since the composed game includes two instances of the Key package, we
have to distinguish the two: We use the subscript ;;,, for the instance of the
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Key package holding the input keys and ,,; for the one holding the outputs.
Similarly, we will use these subscripts to disambiguate the names of the
oracles provided by these packages. In fact this type of disambiguation is
a formal requirement of the SSP framework in cases where a (potentially
composed) package would otherwise provide two oracles of the same name.
Generally, we use the term package to denote the definition of the package
and package instance to denote a particular instance of a given package.
For example, Key;, is an instance of the Key package. We will either be
explicit about the difference between definition and instance where it
matters, or, if multiple instances of a given package exists (as in this case
with the two Key package instances) we will use labels when talking about
a specific package instance. For convenience, if only one instance of a given
package exists we use the name of the package to denote both the package
instance and the package definition. The distinction between packages
and package instances was not clear initially (in Publication I) and has
been solved in different ways in different works using SSP. We will revisit
this issue briefly in Section 5.3.1.

See Figure 2.5b for the definition of the fully modularized game GPRF?ou
where the prefix G is used to indicate that this package is indeed a game, i.e.
a package that does not make calls to oracles provided by other packages.
Finally, our security statement for GPRF« security can be expressed as
shown in Figure 2.6.

SETin SETin

Figure 2.6. PRF security: For all adversaries «f against GPRFPout security, let egpgr(s?) be
the function that outputs the advantage of the adversary «/ in distinguishing
between the game instances GPRFY and GPRF!.

2.8 Basic proof patterns

We now introduce basic proof patterns that are enabled by SSP’s package
algebra and its properties and that are used extensively, especially in
the key schedule and key derivation security proofs in Publication IT and
Publication III, but also in the computer-aided proof of the Cryptobox
protocol in Publication V.
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2.8.1 Example: Double PRF

We use two instances of the modularized PRF definition from Section 2.7.1
to conduct a security proof for a simple two-step key derivation function
(KDF)-chain, a simplified version of the KDF-chains used in key schedule
design in general and, for example, in the Double-Ratchet algorithm of the
Signal specification [33] in particular.

More concretely, our construction (see Figure 2.7) takes as input a key ko,
as well as another input x, performs a prf computation and uses the result
(k1) together with another input x; to perform another prf computation,
yielding k9. We say that the construction is secure if k¢ is indistinguishable
from a random string of the same length as long as the input key kg is
sampled uniformly at random and not directly accessible to the adversary.

dprf(ko,x0,%1)
k1 —prf(ko,xo0)
ko — prf(k1,x1)

return ko

Figure 2.7. Definition of the Double-PRF construction.

We define the corresponding security notion in a modular fashion in
Figure 2.9. The DPRF package (see Figure 2.8) exposes a single oracle
DOUBLE-EVAL that takes as input a handle &, as well as the values x,
and x1, fetches the key k¢ from Keyiln using A, performs the computation
described above and finally stores the resulting value % in KeySZI;’f via the
SET oracle using the handle 4,,; constructed from A,xy and x;.

DOUBLE-EVAL (%, x0,%1)
ko — GET(h)
k2 — dprf(xg,x1)

hout — (h,x0,%1)
SETout(hout’kZ)

Figure 2.8. Definition of the DPRF package.
SET;p

DOUBLE-EVAL

GETout Bakas

—> KeYOut

Figure 2.9. Composed high level security notion GDPRF?dprf .
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2.8.2 Proof.

We can now conduct a reduction proof in the game hopping style that
consists of the following steps. See Figure 2.11 for a visual proof overview.

1. We build a modular reduction game GMod-DPRF?mid-0out that consists of
a reduction package Mod-DPRF composed with two composed GPRFbo« in-
stances (see Figure 2.10).

2. We perform a number of game hops that relate the GMod-DPRF%? to
GMod-DPRF1! (see Figures 2.11b and 2.11c).

3. We establish that GMod-DPRF?"® and GDPRF? are functionally equivalent
for b € {0,1}, i.e. that the oracles they provide have the same behaviour
(see Figures 2.11a and 2.11d).

4. We conclude by calculating the upper bound of the adversarial advantage
in distinguishing GMod-DPRF*? and GMod-DPRF!! and thus (due to the
result of step 2) GDPRF? and GDPRF!. This upper bound is exactly the sum
over the advantage in distinguishing the games of each hop of step 2.

SET,

DOUBLE-EVAL

Mod-DPRF

GET out

Figure 2.10. The composed game GMod-DPRFbmid-bout

Step 1: A reduction package. Before we can define our reduction packages,
we first construct a modularized version of our security notion GDPRF?d,
which we call GMod-DPRF. We construct it as follows: First, we introduce
a new package Mod-DPRF has the same output interface as GDPRF?%. The
Double-PRF construction (Figure 2.7) has two calls to a PRF, each with
its own key. We represent each PRF instance using one partial instance
of GPRF and call the first one GPRF;, and the second one GPRF,,;. The
instances are partial in that they share a Key package instance: Since
the output of the first PRF call is the input of the second, we re-use the
output Key package instance of the first GPRF as the input Key package of
the second one and call it Keyfn";i‘; . We then compose all of the packages
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SETin

SETis

Keyj,

DOUBLE-EVAL GET perf. DOUBLE-EVAL

= Mod-DPRF Key" .y
SET

GETou

0
> KeVou

GET o
‘ Key(,

(a) Equivalence between GDPRF® and composed reduction game
GMod-DPRF%0

SETin SETin

DOUBLE-EVAL DOUBLE-EVAL

GET out

Key',!

(b) Game hop 1. The gray area (¢) Game hop 2. The gray area
defines the package Zcpry;, defines the package Z%cprr,,,
with an instance of GPRF in with an instance of GPRF in
the top right corner. the bottom right corner.

SETin

SET;,

Key;, ‘

DOUBLE-EVAL perf. DOUBLE-EVAL

prm— Mod-DPRF

GET ot

(d) Equivalence between GDPRF' and composed reduction game
GMod-DPRF1:1

Figure 2.11. Overview over the Double-PRF security proof steps.

described above, defining Mod-DPRF’'s DOUBLE-EVAL oracle such that it first
calls EVAL of GPRF;,, followed by a call to the EVAL oracle of GPRF,,; (see
Figure 2.12). See Figure 2.10 for the resulting game GMod-DPRFbmid-bout

Step 2: Game hopping. Next, we perform a series of game-hops, where we
idealize the two PRF building blocks. The style of game-hopping shown in
this section highlights one of the main benefits of SSP: The re-usability of
code due to packaging. Together with the associativity of package composi-
tion (which follows from the isolation of state) our reduction algorithms
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DOUBLE-EVAL(A,xg,x1)
GPRF;,,.EVAL(h,x0)

A —(h,x0)

GPRF oy . EVAL(R x1)

Figure 2.12. Definition of the DOUBLE-EVAL oracle of the Mod-DPRF package. We prepend
the name of the providing package to the oracle name to disambiguate the
EVAL oracles.

will follow immediately from the construction in question. See Figure 2.11
for a visual overview over the sub-steps that make up Step 2.

Looking at Figure 2.11b, we can see that the graph is identical to the
preceding Figure 2.10, except that we have isolated GPRF?n (an instance of
GPRF? as defined in Figure 2.5b) in the top-right corner, that includes the
Key,,;q pPackage. Additionally, we have marked the remaining composed
package in gray, which we call the composed reduction package Zcprs;, .
Since package composition is associative (see Lemma 6 in Section 2.1 of
Publication I), the following holds

o — (Rcprr,, — GPRF}, ) = (/ — Roprr,, ) — GPRFY,

Since the composed package of — Zgprr,, matches our definition of an ad-
versary, it follows from our security assumption (PRF security, Figure 2.6)
that we can replace the GPRF) with GPRF}, incurring an adversarial advan-
tage of egprr(ef — Zgprr;,). This in turn gives us

€cprr(f — R prr;
=~

)
GMod-DPRF%? ™ GMod-DPRF ™ | (2.3)

hop from Figure 2.11b to Figure 2.11c.

This first idealization step, resulted in bit &,,;; turning from 0 to 1, which
allows us to perform the second idealization step.

The game hop from Figure 2.11c to Figure 2.11d follows the same pattern:
We isolate GPRFJ,, (another instance of GPRF?) in the lower right corner of
GMod-DPRF1?, with the composed reduction package Zcprr,,, marked in gray.
Using our PRF security assumption (Figure 2.6) again, we can idealize the
second part of the double PRF, which gives us

0 €prr (- — R ePRF
’ ~

)
GMod-DPRF! GMod-DPRF !, (2.4)

Using Eq. 2.1 together with the fact that %Zgpgr,,, — GPRF! = ReprF;, —
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GPRFY (see Figures 2.11b and 2.11c), we can now compute €guoq-pprr():

€cpre(A — Raprr,,) + €cpre( — AepRF,,,)
=|Pr [1=o/ — Reppr,, — GPRF’| —Pr [1 = of — Zcppr,, — GPRF']|
+|Pr [1= o — Repre,, — GPRF®] —Pr[1=of — Rprr,,, — GPRF']|
>Pr 1= — Reprr,, — GPRF’| —Pr[1= o/ — Rz, — GPRF']
+Pr[1=of — Reprr,, — GPRF®] —Pr [1 = o/ — Zeprs,,, — GPRF' |
=Pr[1=of — Reprr,, — GPRF’| —Pr[1= o/ — Reprs,,, — GPRF"|

=€aMod-DPRF ()

Which in particular yields

€eMod-DPRF(H) < €gprr( — Zcprr;,) + €cprr(H — Zgprr,,;) - (2.5)

Step 3: Proving functional equivalence. In this step, we have to prove
that the two games in question are functionally equivalent. Generally, for
two games G; and Gg to be functionally equivalent, they have to consider
the same class of adversaries (which means they have the same assert
restrictions) and for all such adversaries </, we have

[Pril=o —G1]1-Pr[l=o —G21/=0.

Equivalence of two games is hard to prove (and verify) on paper. Two
techniques for such proofs are inlining of oracle code (in the case of com-
posed games), followed by a side-by-side comparison of the result, as well
as proving invariants over package state across oracle calls. Both can work
well depending on the individual games to compare, but remain hard to
verify manually. However, a much more elegant way is to leave these the
code equivalence steps to mechanized proof assistants. We discuss a few
instances of this approach in Section 5. For brevity, here we only discuss
the code equivalence proof steps in this example conceptually and elide a
detailed inlining proof.

The first step in our equivalence proof is to prove that the construction
GMod-DPRF?mi¢-bout (Figure 2.10) is indeed equivalent to our original security
games GDPRFZprf (Figure 2.9) and thus correctly simulates the original
security games to the adversary. For the purpose of this proof, we have
to prove equivalence for both the real (b4,.r= byiq = bout = 0) and the ideal
case (bgprf=bmid = bour = 1).

In the real case, the equivalence follows from the construction of
GMod-DPRF®mid-bout . The DOUBLE-EVAL oracle of both GDPRF? and GMod-DPRF®-?
calls the PRF twice, using the input of the first call to key the second. The
only difference being that GMod-DPRF? stores the intermediate key (k1) in
a separate Key package instance, before immediately retrieving it again
for the next EVAL call (Figure 2.12).
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In the ideal case, the oracles differ in their definition, but the output
distribution remains the same. In particular, since we have b,,;; =1, the
second call to EVAL in GMod-DPRF1V’s DOUBLE-EVAL (Figure 2.12) doesn’t
use the actual result of the first PRF call as input for the second. Instead,
it uses the random value that is sampled when storing the result of the
first call in Key} ., via the SET oracle. However, even the output of the
second PRF computation is ignored by the Keyl,, package in favor of a
randomly sampled value. Since this behaviour matches that of GDPRF’s
DOUBLE-EVAL (Figure 2.9), both oracles are functionally equivalent.

Finally, GMod-DPRF®? = GDPRF? and GMod-DPRF! = GDPRF! yields

GMod-DPRF?® = GDPRF? (2.6)

for b €{0,1}.

Note that for both GDPRF! and GMod-DPRF!, the call to DOUBLE-EVAL
could be replaced by a simple call to SET of Key},,;, which randomly samples
the result visible to the adversary. The result is thus independent of the
rest of the (composed) package state and essentially captures the ideal
functionality of the game.

Step 4: Adversarial advantage. We can now conclude by combining Eq. 2.6
from Step 3 with Eq. 2.5 from Step 2:

0 €coa-DpRF ()

GDPRF GDPRF! , 2.7

where
€cpprr() = €auod-prr(H) < €gprr(A — Zcprr;,) + €cprr(A — ZGpRF,,;) »

and with the packages Zgprr;,, and Zcerr,,, as defined in Figures 2.11b
and 2.11c respectively.

2.8.3 On Reductions using SSP

The small example proof detailed above highlights the two main advan-
tages of SSP: The ability to re-use code in the construction of reductions
and the ease with which simulation correctness can be shown for such
reductions based on graphs.

Both advantages become visible in Figures 2.11b and 2.11c. Here, the
composed reduction packages Zcprr,, and Zeerr,,, are trivially constructed
from the sub-graph highlighted in gray, thus eliminating the need to define
a dedicated reduction package.

The same graphs also allow the reader to verify that (by construction of
the respective reduction) the game correctly simulates the original security
game to the adversary, as the graph defining the reduction composed with
its target security notion is exactly the same as that defining the original
game.
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2.9 Hybrid proofs and multi-instance games

In this section we showcase how the SSP framework can be used to easily
conduct a hybrid argument by extending the GDPRF example from the
previous section to a KDF chain. We first briefly summarize the hybrid
argument recipe detailed in Appendix B of Publication I and then continue
the example.

2.9.1 Package-based hybrid arguments using SSP

The hybrid argument recipe described in Appendix B of Publication I is a
standard hybrid argument framed in terms of SSP packages. The recipe
relates the advantage of an adversary in distinguishing of a pair of multi-
instance games Multi®, b € {0,1} to that of another adversary distinguishing
a pair of single instance games Game®, b € {0, 1} using a reduction package
% with the following advantage:

eMulti('Q{) =n- eGame('Qf - ,%) (28)

To instantiate the recipe, we require a hybrid package H' and a reduction
package %! with i e N. In particular, the extremes of the hybrid have to be
perfectly equivalent to the Multi® games:

Multi® =HO (2.9)
Multil=H" (2.10)

Similarly, the reduction composed with the single-instance games have to
be equivalent to the hybrids:

R — Game? = H (2.11)
R' — Game! =H'*! (2.12)

If the two conditions above hold, the recipe yields Eq. 2.8, where % is
defined as the package that samples i uniformly at random and calls %;.

We prove that Eq. 2.8 holds by summing up the adversarial advantages
in distinguishing subsequent package pairs from H° H! to H*"1 H". For
more details and the full proof, as well as another example application, see
Appendix B of Publication I.

2.9.2 Example: From Double-PRF to PRF-Chain

We now revisit the GDPRF example from Section 2.8 and extend it into a
chain. In particular, we consider a construction, where the double PRF
iteration can be chained n, where n € N is a constant. With each chain, the
output key of the previous iteration is used as the input key of the next.
This construction is a slightly simplified version of the PRF chain used
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in the Double-Ratchet algorithm, which in turn constitutes a core part of
the Signal protocol [33]. We provide a modular SSP definition of such a
construction in Figure 2.13.

SETin0

5
g 1
——————— GETiy | Ke¥ing
DOUBLE-EVAL, >

—— >» GDPRF, SETout,[]
 — bout,0
Key .t
—————— GET £0
DOUBLE-EVAL, \GEToutoy, i
——>» GDPRF; SET puts
—_— bout,1
—————— GET,uy | K®Vour1
DOUBLE-EVAL, | == outidy
———> GDPRF; |y
— KEY?2
_— t2
DOUBLE-EVAL;  CETourzy, i
— > GDPRF,
——

Figure 2.13. The composed game GDPRF-Chain®1-b» where Vi :b; € {0,1}.

SETng SETing SETino

GDPRF(

GDPRF;

| |
GETio | Ke¥ino 1 Keyi,o

DOUBLE-EVAL, \ J DOUBLE-EVAL,
GDPRF)  [SET 0
01
GETouoy Vouto
DOUBLE-EVAL, DOUBLE-EVAL, \
CDPREL | SETuiy
Keyou
DOUBLE-EVAL, CEToues DOUBLE-EVAL; GET o
GDPRF2 | SETousa, GDPRF2 | gET,,
KEY(,0
DOUBLE-EVAL, GET oz DOUBLE-EVAL, CETou
GDPRF3 GDPRF;

(a) Hybrid game H°. (b) Hybrid game H!. (c) Hybrid game H2.

KeYpuo

01
KeYou,1

KeYpu1

0
KEY ot

Figure 2.14. Steps through the hybrid proof of GDPRF-Chain®1.n.

Let GDPRF-Chain®b» be the package defined in Figure 2.13. We can now
instantiate the hybrid argument recipe with Multi® := GDPRF-Chain®?,
and Game® := GDPRF? for b € {0,1}. We define the hybrid H for 0 <i <n to be
equal to GDPRF-Chain with the idealization bits 1...5; =1 and b;41...6, =0,
such that we have H? = GDPRF-Chain®~? and H! = GDPRF-Chain'!. Finally,
we define our reduction #; as shown in Figure 2.15.

Since %; is defined such that the ith GPRF instance in the chain is replaced
by the composed instance of Game, all that remains is to instantiate the
hybrid argument recipe as described in Section 2.9.1, which gives us

€GDPRF-Chain < 1 * €cpprr (S — ),

where n is the length of the chain and % defined as in the recipe. This
concludes our hybrid proof.
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SETin0

“ 1
—\ GETinp KeYing
DOUBLE-EVAL, —>

————> GDPRFo [SET,.,,

N —
O\ GETouro,

1
Keyouto
DOUBLE-EVAL,

—————»| GDPRF;

SETouta

—
————GEToui 1|

DOUBLE-EVAL;
—

GDPRFi 1 | ¢pp.

4

—_— Ke}’l7 t
DOUBLE-EVAL; — > R
E—

GDPRF 11 SET out,i+1

T Key0
——————GETout i1 out,i+1
DOUBLE-EVAL ;.5 >

——> GDPRFi;3 |SET,u 10

=

Figure 2.15. Definition of the reduction 2%; (gray) composed with GDPRF?.

2.10 Development of the SSP framework

In this section we briefly discuss the origins of the SSP Framework (Sec-
tion 2.10.1), as well as the changes to the SSP framework over time.

2.10.1 Origins

The original motivation behind the SSP framework was to facilitate the
communication about modular proofs of large protocols. It was in particular
inspired by the code-based verification technique introduced by Fournet,
Kohlweiss and Strub (FKS) [26] and its use in the various works that make
up the miTLS project such as [14], [25], [15] and others!.

Code-based verification using F*

Different works that based on code-based verification as introduced by
FKS have used different verification toolchains to implement it. Here, we
focus on the technique as implemented by Bhargavan, Delignat-Lavaud,
Fournet, Kohlweiss, Pan, Protzenko, Rastogi, Swamy, Zanella-Béguelin
and Zinzindohoué [25], who use F*, a functional programming language
that allows the expression and verification of properties of a given piece of

1gee https://www.mitls.org for an overview.
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code.

The modular, code-based verification technique by FKS fundamentally
relies on packaging code and state in a similar way as the SSP framework.
The authors of [25] make use of F*’s module system, where each module
describes both the real and the ideal functionality of a cryptographic
primitive or protocol. An F* module is thus comparable to a game in SSP-
terms, although when using the SSP framework real and ideal behaviours
are described in two individual games.

Similar to SSP packages, F* modules can have an interface, which details
the types of each of the module’s functions. F*’s refinement types allow
the encoding of the properties provided by each function depending on its
inputs.

The interface can then be used in the context of a reduction proof in
two ways: either as an assumption in a reduction proof, or as the target
security notion. In either case, the proof pattern is (perhaps unsurprisingly)
similar to the one shown in Section 2.8: Given a target security notion, we
implement the protocol using the real-or-ideal interfaces of the building
blocks such that the protocol exhibits its real or ideal behaviour respectively
if all of its building blocks do.

Given such a definitional approach, F*’s type-checker can ensure that
the game hop sequence is correct (cf. Step 2 in Section 2.8.2) and that the
equivalence proofs hold (cf. Step 3 in Section 2.8.2). Correctness of the
game hop sequence is ensured by the requirements in the interfaces of the
individual building blocks. This is again similar to the pattern described
in Section 2.8, where we could only idealize the PRF after ensuring that
the keys it uses are indeed randomly sampled. The PRF would thus
require in its interface that ideal behaviour can only be shown if the keys
used are indeed sampled randomly. In turn, the type-checker verifies
that the implementation correctly implements the interface, thus proving
equivalence of the protocol (the semantics of which are described in the
interface) and its implementation using the individual building blocks.

To summarize, if we successfully implement the interface of the target
security notion (which is confirmed by the F* typechecker), we have shown
that the building blocks can be idealized in turn and that the protocol
shows ideal behaviour if its building blocks do.

In addition to the security proofs, FKS’ code-based verification enables
its users to provide a direct link between the proven security (through the
module interfaces) and the executable code extracted from the underlying
programming language. With pen-and-paper proofs (based on the SSP
framework or otherwise), this connection is hard to establish and verify.

One disadvantage of FKS’ technique is that it requires that the sum-
mation of adversarial advantages incurred by idealizing the modularly
implemented game is to be done manually and stated on paper rather than
as part of the code.
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On the other hand, modelling cryptographic games in F* allows the
prover to encode asserts (as discussed in Section 2.6) using F*’s refinement
types. Similarly, the reader can skip implementation details and review
type-level specifications (which are checked by F*’s type-checker) only.
In particular, the type-checker can automate equivalence proofs (such as
those discussed in Section 2.8.2) that are tedious to write and verify on
paper.

In summary, FKS’ code-based verification technique is a great way of
linking computational security proofs of large protocols to executable code,
even though a small part still remains to be done on-paper. While the SSP
framework is primarily aimed at pen-and-paper proofs, its application to
computer aided cryptography (see Section 5) has already yielded work that
allows a fully machine-checked proof without reliance on pen-and-paper
arguments.

2.10.2 Xey package styles

Different proofs written using the SSP framework have used different
definitions for the Key package. Publication I (being the earliest work using
the SSP framework) uses a very basic Key package that resembles the one
introduced in Section 2.7.1, although it does not include the distinguishing
bit 5. Instead, it provides two distinct oracles GEN and SET, where the
former always generates a random key and the latter stores the input
key, leaving it to the adversary or composed package to determine which
oracle to call (See Definition 16 in Publication I). The game-hopping style
exemplified in Section 2.8 is then enabled by examining the interfaces:
Recalling the example in the aforementioned section, the second GPRF
instance can only be idealized if its input Key package does not expose
the SET oracle. The latter is the case exactly if the first GPRF instance is
idealized, since an idealized GPRF instance (i.e. GPRF') does not query the
SET oracle.

In their analysis of the NPRF primitive [19], Brzuska and Winkelmann
first move the distinguishing bit to the Key package, resulting in the style
of Key package defined in Figure 2.3. This new style of Key package enables
the game-hopping style from Section 2.8 based on package instances rather
than interfaces.

The same style is also used in subsequent works such as Publication II
and Publication III, although with minor changes, e.g. to encode additional
guarantees such as collision resistance or to allow for storage of dishonest
keys (where SET always stores the input key independent of the bit 5).
Notably, in Publication II, the newer style of Key package also allows for
a simulation-based argument in the proof, since the Key package fully
encapsulates the ideal functionality of the key schedule. For a more in-
depth discussion of this proof technique, see Section 5 of Publication II.
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2.10.3 Use of asserts

Restricting the behaviour of adversaries is not specific to the SSP frame-
work and so different methods of restriction are used depending on the
needs of the security model. Even different works using the SSP framework
are using different assert semantics.

Publication I defines the assert semantic such that the security game in
question only considers the class of adversaries that never violate asserts.
In contrast, Publication II and Publication III define assert to make the
oracle in which it is used to return a special symbol to the adversary if it is
violated.

We elide an in-depth discussion on adversary restriction in cryptographic
model in general here and instead refer the reader to Section 1 of [8]. A
more recent method of adversary control worth highlighting, however, was
introduced by Rogaway and Zhang and is called oracle silencing [39]. In
the silencing semantics, violation of an assert causes the oracle to return a
special symbol directly to the adversary. After the initial assert violation,
all other oracles also immediately return the same special symbol without
further execution, thus preventing the adversary from further interacting
with the game, while still allowing them to terminate and return a value.
In the context of the SSP framework, this method raises implementation
questions, because it relies on somewhat global state: To either trigger the
silence, or determine if they should exhibit silenced behaviour, all oracles of
a (composed) game have to access a flag that indicates if a silencing event
has occurred. Thus, implementing an assert with this semantic technically
requires an additional SILENCING package as defined in Figure 2.16.

SET()  GET(

s—1 return s

Figure 2.16. Definition of the SILENCING package.

Every oracle would then call GET before execution and return the special
symbol if the returned value is 1. Triggering an assert condition would
consequently lead to a call to SET, thus locking the adversary out.

While the SILENCING package has not yet been used in an SSP-style proof,
its use should be possible even in a compositional setting, as both SET
and GET can be safely exposed to the adversary. On the one hand this is
because the flag s is public information and on the other hand, because the
adversary can’t gain any advantage by setting the flag s to 1.
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3. SSP proofs in practice

The creation of the SSP framework was motivated by the desire to better
organize and understand large, composed protocol proofs. Since its creation,
the SSP framework has been applied to a variety of large and small real-
life protocols. Examples include Brzuska and Oechsner’s security proof of
Yao’s garbling scheme [18] and Brzuska and Winkelmann’s security proof
of a novel n-input PRF construction for proposed use in the Messaging
Layer Security (MLS) key schedule [19].

This thesis contains four additional proofs that make use of the SSP
framework: A security proof of the TLS 1.3 key schedule by Brzuska,
Delignat-Lavaud, Egger, Fournet, Kohbrok and Kohlweiss (Publication
II), a security proof of the key derivations (including the key schedule)
of draft-11 of the MLS protocol by Brzuska, Cornelissen and Kohbrok
(Publication III), as well as a security proof of a construction for rotating
signature public keys by Cremers, Hale and Kohbrok (Publication IV). In
this section, we discuss a few insights gained in those works.

3.1 Provability as a protocol design goal

With Publication IT and Publication III this thesis contains two works that
provide security proofs for key schedule designs. The former includes a
proof of the security of the TLS 1.3 key schedule and the latter one of the
MLS key schedule, as well as the MLS Ratcheting Tree. Even though MLS
is the more complex protocol in terms of its provided feature set and the
associated cryptographic guarantees, the security proof in Publication II
required markedly more effort to produce, but also to present on paper in a
concise manner, as at least partially evidenced by the difference in length
of Publication II and Publication III. Thus, at least with respect to SSP,
MLS has vastly better provability than TLS 1.3 for a variety of reasons
that we discuss in Section 6 of Publication II. We will revisit two of those
reasons here and contrast them with the protocol design of MLS. While we
encountered these issues during out SSP-based proof, both issues likely
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affect other proof approaches as well.

Lack of modularity. SSP excels at modular proofs, where each component
can be isolated and idealized independently from the rest of the protocol,
such that a series of local reasoning steps (as shown, for example, in
Section 2.8.2) yields a security proof of the protocol as a whole. Thus,
unsurprisingly, the biggest issue we faced in the TLS 1.3 security proof are
instances where parts of the protocol were not sufficiently independent.
For example, after computing the Diffie-Hellman secret (i.e. the g*¥ group
element resulting from the initiator’s x and the receiver’s y), the protocol
immediately injects g*¥ into the key schedule instead of first performing
an extract operation. As a consequence, we were not able to reduce the
resulting double-operation to a more self-contained assumption, forcing
us to base our proof on a stronger, rather more complex and non-standard
assumption (cf Section 3.4 of Publication II). A more modular approach,
where the DH secret is first extracted followed by its injection into the
schedule in a separate step, would have come at the cost of an additional
derivation step, but would have resulted in an easier reduction into a set
of better-understood assumptions.

Delayed domain separation. Another major issue was the lack of imme-
diate domain separation of keys derived in some of the schedule’s state
transitions. The majority of issues here were caused by a missing separa-
tion between application and resumption PSKs, where application PSKs
are meant to be injected at the start of a protocol run, whereas resumption
PSKSs can be stored by either party and later used to resume a previous
protocol run. Both are injected in the same key schedule state and initially,
the protocol doesn’t distinguish between the two. The difference between
the two types of PSK is made explicit only in the transcript, which is
also injected into the key schedule as context, but much later in the key
schedule.

This delay in distinguishing between the two scenarios (a freshly started
protocol run and a resumption) prevents us from reasoning locally about
the security achieved by injecting the PSK. Instead, it forces us to argue
about the security properties of the whole sequence of state transitions
(from injection of the PSK up until injection of the transcript), thus signifi-
cantly complicating the proof.

If the PSK and the (partial) transcript were injected in the same transi-
tion, or even better, the PSKs were distinguished by an added derivation
step before their injection that included their role (application or resump-
tion) as a label, we could prove the properties of the output locally based
on its inputs.

Importance of provability in protocol design. The result of these two quirks
of the TLS 1.3 key schedule, as well as some other issues is a dispropor-
tionate increase in proof complexity, which results in turn in higher proof
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effort, as well as greater size of proof presentation and increase in difficulty
of proof readability. While a large portion of the protocol was proven secure
using simple idealization steps as described in Section 2.8, the aforemen-
tioned quirks were almost exclusively responsible for the greater proof
complexity.

In both cases described above, the cleanest way to solve the issue is
adding an additional key derivation step, thus making the design more
modular at the cost of an additional key derivation operation, which, in
most cases, equates to three additional invocations of the hash function
used in the particular run of the protocol.

The MLS working group has, for the most part, chosen to follow a more
modular design, which results in better provability overall and, arguably,
in a cleaner protocol design. An example co-authored by the author of this
thesis is the pre-shared key (PSK) injection mechanism, where a unique
label depending on the functionality provided by the PSK is upon injection
into the rest of MLS’ key schedule to ensure a clean separation of key
materiall.

The formal analysis of MLS progressed quickly enough for released
works to inform the protocol design process (despite the complexity of the
protocol)2. Publication III and Publication IV are two such works, along
with [3], [31], and [12] to list just a few. On the one hand, this is the result
of MLS being a green-field project with benefit of the experience from
the TLS 1.3 design process. On the other hand, we were able to progress
with the analysis of MLSS much quicker due to the experience gained by
analyzing the TLS 1.3 key schedule.

For a more thorough discussion of the concrete shortcomings of the two
protocols (or their drafts) and the resulting difficulties during the proof
effort, see Sections 1.1 and 6 of Publication IT and Section III of Publication
ITI respectively.

3.2 Handle construction and mapping

The quirks in the TLS 1.3 key schedule discussed in Section 3.1 lead to a
less straight-forward proof in Publication II as compared to Publication
ITI, even though at their heart, both proofs rely on the proof technique
described in Section 2.8.

In this section, we briefly describe the handle mapping proof technique
used in Publication II to deal with handle collisions.

1See here for the pull request introducing the mechanism: https://github.com/
mlswg/mls-protocol/pull/336

2Two examples of feedback that resulted from the work on Publication III
are https://github.com/mlswg/mls-protocol/pull/446 and https://github.com/mlswg/
mls-protocol/pull/453.
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Handling honest keys The TLS 1.3 keys schedule security proof relies on
the same multi-instance approach based on handles as the PRF example
in Section 2.7, where each key is stored by the game under a handle and
the adversary (or any other package) calling an oracle provided by the
core key schedule model (see Figure 11 of Publication II) can indicate the
key they would like to interact with by using its handle. The TLS key
schedule model is built such that the handle of a key encodes its creation
(or derivation) history (see, e.g., Figure 9 in Publication II). For example,
a key that resulted from the combination of two Diffie-Hellman shares
X and Y might have the handle dh(sort(X,Y)). This handle construction
scheme allows the game to keep track of keys and their history based on
their handle.

However, this way of constructing handles potentially allows the adver-
sary to have the game store the same key under two different handles. For
example, computing a key from the pairs of Diffie-Hellman shares (X%,Y)
and (X,Y?) will lead to the same key, but different handles. While not a
problem on its own, it does lead to a problem as soon as the game idealizes
key generation of the protocol’s xtr operation (see Section 3.3 of Publication
10).

The security assumption on xir essentially states that it is a dual PRF,
i.e., that its output key is indistinguishable from a randomly generated
key as long as at least one of its input keys is honest, i.e. expected to be
indistinguishable from random to the adversary. As in the example in
Section 2, the game stores the resulting key in a KEY package under its
handle. If the adversary can make the game store the same (dishonest)
key under two handles in the xtr input KEY package, it can make the game
combine each key (via xtr) with the same honest key. If the resulting keys
are equal, the adversary knows that the game is not generating its output
keys randomly, otherwise it knows that it is and can distinguish the games
accordingly.

As a result of this quirk in the handle construction, the game needs to
ensure that each key is stored exactly once before it can idealize the xtr
game.

Mapping For this purpose, the proof includes a step, where a mapping
package is introduced that intercepts all oracle queries from the adversary
to the game without changing the functionality from the adversary’s point
of view. The mapping package allows the adversary to use colliding handles
(i.e. pairs of handles pointing to the same key), but switches each colliding
handle with its earlier counterpart. In Publication II see Figure 15 for the
resulting composed game and Figure 14 for the definition of the mapping
package. As a result of the mapping package introduction, there are no
more handle collisions from the point of view of the game and the xtr game
can be idealized following the proof pattern described in Section 2.8.
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3.3 Models beyond the real-vs.-ideal paradigm

The running example in Section 2, as well as Publication II, Publication III
and Publication V all model security in the real-vs.-ideal setting. However,
some security notions such as existential unforgeability under chosen
ciphertext attacks (EUF-CMA) or integrity of plaintext/ciphertext (INT-
PTXT/CTXT) are search-based, meaning that instead of distinguishing two
games, the adversary has to produce a value that matches certain criteria
to win.

In Publication IV, we show that the SSP framework can also be used
to prove security under a search-based security notion. In particular, we
prove an instance of the rotating signature scheme (RSIG) protocol family
(introduced in the same work) to be secure under a security notion derived
from EUF-CMA.

Instances of the RSIG protocol family allow a signer to generate a signa-
ture key pair, use the private key to generate signatures and then rotate
the key pair by creating an update message, which other parties (verifiers)
can use to update their copy of the signer’s public signature key. In the cor-
responding security model PCS-SIG (post-compromise secure signatures),
the adversary can create a signer and a verifier, and have them sign and
verify arbitrary messages, or create and process update messages respec-
tively. In addition, the adversary can compromise the signer to obtain
its current private signature key. The goal of the adversary is to forge a
signature such that the verifier accepts it as valid for a given message in a
situation, where the key currently used by the verifier is not considered
corrupt and where the forged signature is not one that the adversary has
obtained by having the signer create a signature over the associated mes-
sage. In the spirit of the original definition of post-compromise security by
Cohn-Gordon, Cremers and Garratt [21], a key is not considered corrupt
either if the signer was never compromised, or if the verifier has processed
at least one update message that was created by the signer after the most
recent compromise.

This security notion in the style of EUF-CMA requires the adversary
to find a correct value rather than distinguishing between a real and an
ideal behaviour of a protocol. However, the security proof in Publication IV
can still make use of the proof techniques outlined in Section 2.8, because
the security notion represents a search problem, but is still modelled as a
distinguishing game. We achieve this by performing a small transforma-
tion as, for example, described by Brzuska and Lipidinen in the Crypto
Companion (Section 1.1) [17]: To win the indistinguishability game, the
adversary has to distinguish between two games, one with 5 =0 and one
with b = 1, where the behaviour of the two games is exactly the same,
except that when the adversary submits the forgery, the game returns the
bit b, thus allowing them to win the game with probability 1 as soon as
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they have found a forgery.

The security proof for an RSIG protocol based on an EUF-CMA secure
signature scheme can be outlined as the following series of game hops.
First we extend the traditional EUF-CMA game with the capability for
the adversary to corrupt the owner of the secret key. Second, we lift the
resulting C(orruptable) EUF-CMA to a multi-instance setting (MI-CEUF-
CMA) using a hybrid argument as outlined in Section 2.9. Finally, we
create a modular reduction and proceed with the proof in the same fashion
as shown in Section 2.8.

3.4 Summary and outlook

The SSP framework is meant as a tool that amends the code-based game-
playing proofs by Bellare and Rogaway and that allows the prover to
structure proofs and models in a modular way. The packages on which
the SSP framework relies, along with the associated package-algebra
facilitatate convenient proof patterns and allow the prover to visualize
models and proof steps using package-graphs.

Publication IT and Publication III show that the SSP framework is useful
to analyze the key schedules that have become common in more complex
protocols and especially Publication II shows that it is flexible enough to
deal with protocols that were not designed with security proofs in mind.
Publication IV and Publication V provide evidence that the SSP framework
is suitable for the treatment of other cryptographic constructions. Future
work will show how useful it is in the context of more complex primitives
such as authenticated key exchange, which would be the natural next step
after the existing work on key schedules.

Since the SSP framework shares properties with simulation based frame-
works such as Universal Composability [20] (UC, see Section 4), it would
also be interesting to see if it can be applied to more multi-party com-
putation or zero-knowledge proof constructions, for both of which, UC is
commonly used in security proofs.

Works such as Publication V and the SSProve framework [2] represent
proof that the SSP framework can be effectively applied to computer-
aided cryptography tools (see Section 5 for a more in-depth discussion).
Here, it will be interesting to see how well the SSP frameworks helps in
scaling tools traditionally focused on smaller primitives such as EasyCrypt.
Another option worth exploring would be a purpose-build tool that natively
implements the package-algebra of the SSP framework, as well as its other
differences from BR’ code-based games. Such a tool could also visualize
package compositions and proof steps using SSP’s graph-based notation.
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When Bellare and Rogaway introduced their code-based game-playing
framework [10], they were not the only ones to recognize the need to
tame the complexity of definitions and proofs. Several competing proof
approaches and definitional frameworks were developed before and after
the publication of BR’s framework for game-playing proofs, with a number
of them taking a modular approach in a similar way as the SSP framework.
A modular approach is meant to reduce the complexity of definitions and
proofs of larger protocols and enables the re-use of individual components.
In this section, we provide a brief overview over a small number of related
frameworks with this focus and discuss how each framework relates to the
basic SSP framework introduced in Section 2.

A conceptual parallel between SSP and all frameworks presented in this
section is the underlying premise of the composition theorems that exist in
each framework: That the individual components’ state is strictly separate,
which implies that the computations performed by each component indeed
depend only on the state of the (composed) component, as well as potential
explicit inputs. This context-independence then gives rise to the ability to
safely compose individual components.

For the comparison with the SSP framework, we focus on frameworks
that have seen recent and extensive use in the analysis of larger protocols
such as TLS and MLS. For a more complete overview over the history of
compositional frameworks, see Appendix A of [20].

Framework categories. We divide frameworks into two categories as sug-
gested by Maurer in Section 4.2 of [35]: those that follow a top-down
approach and those that follow a bottom-up approach. We cover Universal
Composability, Abstract Cryptography and Constructive Cryptography,
all of which take the top-down approach and then turn to the bottom-up
framework used in the book “The Joy of Cryptography”. At the end of this
section, we compare the individual frameworks with the SSP framework.
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4.1 Top-down frameworks

Top-down frameworks follow a clean-slate definitional approach, by defin-
ing higher level concepts such as parties, channels and distinguishers (i.e.
classes of adversaries) for use in security definitions. At the same time,
these frameworks are not necessarily designed with a particular proof tech-
nique in mind. All frameworks in this category follow a simulation-based
security approach.

4.1.1 Simulation based security

Simulation based security is an alternative definitional approach to game-
based security as described in Section 1. In contrast to game-based security,
it defines security in terms of the ideal functionality of a protocol (as first
used by Goldreich, Micali and Wigderson [37]).

The ideal functionality is a machine that maintains state and can com-
pute and return values when called, both based on the inputs given when
called and its internal state. The behaviour of the ideal functionality is at
the core of the security definition for a given protocol. For example, the
ideal functionality of an encryption protocol could take as input a message
and return only the length of the resulting ciphertext.

In simulation based security, a computationally restricted adversary has
to distinguish between two settings. In the first setting, the adversary
interacts with the parties executing the protocol. The parties will typically
keep secret state to compute their outputs to the adversary. In the second
setting, the adversary instead communicates with a simulator. The simu-
lator only has access to its own state and the protocol’s ideal functionality,
which it can use to compute its outputs to the adversary. A given protocol
is secure w.r.t. an ideal functionality if there exists an efficient simulator
such that an adversary can distinguish between the simulator and the real
protocol execution only with negligible probability.

Continuing the example above, proving security for an encryption proto-
col would require proving the existence of a simulator, which can convinc-
ingly simulate the protocol execution given only the length of the ciphertext
for a given message. When ciphertexts are indistinguishable from random
strings of the same length, the simulartor could provide random strings of
suiutable length as simulation of real ciphertexts.

SSP and simulation based security. Interestingly and perhaps surpris-
ingly, the SSP framework can also be used for simulation-based security
definitions (such as those using the UC framework) and proofs. An example
of a simulation based security definition can be found in Publication II,
where Section 4.5 defines key schedule security in a simulation-based way.
The security proof follows the game-hopping style described in Section 2.8.
The proof describes the simulator as a composition of packages that can
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simulate the outputs of the protocol to the adversary interacting only with
the protocol’s ideal functionality (see Fig. 26b of Publication II).

4.1.2 Universal Composability

Universal Composability (UC) as proposed by Canetti [20] is a widely used
compositional framework that specifies a definition style for simulation-
based security. The adversarial model in the UC framework is slightly
different than the basic simulation-based security paradigm described in
Section 4.1.1, as it introduces the environment as (additional) adversarial
component. The environment provides the adversaries and the parties with
potential initial values for the protocol execution and otherwise observes
all outputs by the parties and the adversary. The environment can also
interact with the adversary during the protocol execution.

In contrast to the basic simulation based security approach, the simulator
has to simulate both the parties and the adversary to the environment. It
is then the task of the environment to decide if it has just interacted with
the simulator and the ideal functionality or the adversary and the parties.

In the context of composition, the environment models not just adversar-
ial interaction, but also other potential protocol components that might
provide inputs to the protocol in question. Thus, if a component is secure
in the context of UC, it can be securely composed.

4.1.3 Abstract Cryptography

Introduced by Maurer and Renner [35], Abstract Cryptography formalizes
components of secure protocols (channels, parties, distinguishers, etc.)
in an abstract manner. The purpose of the abstractions is on the one
hand to enable simple, easy to understand definitions, as well as to prove
statements on high-level definitions that are then applicable to any lower-
level constructions. Abstract Cryptography relies on the same real.-vs.-
ideal paradigm as UC and also provides a composition theorem for its
security notions.

The cryptographic algebra that facilitates the composition theorems for
systems via their individual interfaces defines resource systems (resources)
and converter systems (converters). A resource can be composed with
a converter (given that their interfaces match), which results in a new
resource system.

The security of a protocol can then, for example, be defined in terms
of the advantage of an adversary (a distinguisher) in distinguishing two
resources with the same interface.

43



Compositional Frameworks

4.1.4 Constructive Cryptography

Constructive Cryptography is an application of Abstract Cryptography
by Maurer [34] to classic cryptographic primitives and protocols. It im-
plements the concepts introduced in Abstract Cryptography such that
traditional cryptographic proof methods can be applied with the goal of
enabling a constructive approach, where, for example, a MAC is defined
as a primitive that constructs an authenticated channel from a secret key
and an unauthenticated channel. The notion of construction is composable,
such that constructions can in turn be composed to yield new constructions.

4.1.5 SSP and top-down frameworks

With their focus on definitions rather than specific proof techniques, top-
down frameworks are typically compatible with the proof approaches of
frameworks such as SSP.

Computational model. The SSP framework and any of the top-down frame-
works can be used in conjunction if one uses packages to define the sys-
tems/machines/programs (i.e. the computational model) that underlie the
concepts of the respective framework. On the one hand, we thus benefit
from the generality of the resulting definitions and the properties that
lower-level constructs inherit from higher-level definitions in the context
of a top-down framework. On the other hand, we can make use of SSP’s
package algebra in the concrete security proofs and, for example, use the
proof patterns described in Section 2.8.

For example, consider the PRF example defined in Figure 2.5b in the
context of the Abstract Cryptography framework. We can view a Key;,
package as a resource system with two interfaces: One containing the GET
oracle and one containing the SET oracle. The PRF package composed with
the Key,,; then takes the role of a converter system, which, composed with
Key;, package again yields a resource system with the additional EVAL
oracle as part of the output interface. We can now use the proof patterns
described in Section 2.8 that make use of the SSP package algebra to
conduct concrete security proofs regardless of the overarching definitional
framework.

4.2 Bottom-up frameworks

In contrast to top-down frameworks, bottom-up frameworks, such as BR’s
code-based game-playing technique or the SSP framework, were designed
as evolutions of existing approaches to definitions and proof techniques.
We now briefly introduce the framework used in the Book “The Joy of
Cryptography” [40] and compare it to the SSP framework.

44



Compositional Frameworks

4.2.1 “The Joy of Cryptography”

In his book “The Joy of Cryptography” [40], Rosulek introduces a frame-
work (which we call JC for convenience) based on Bellare and Rogaway’s
code-based game-playing framework and the associated game-hopping
proof technique. The goal of the JC approach is primarily educational, as
it is used, to the knowledge of the author, exclusively to conduct relatively
simple example proofs in the context of the textbook.

In contrast to the frameworks detailed in Section 4.1, the JC framework
represents more of a bottom-up approach, as it does not attempt to utilize
layers of abstraction to generalize results or simplify definitions, but rather
further formalizes existing definitional and proof techniques in general
and the code-based, game-playing approach in particular. It is, however, a
compositional framework, albeit at a lower level of abstraction, making it
very useful in the context of proof writing even though it does not provide
definitions of higher-level concepts such as parties or channels.

The JC framework follows a very similar approach as the SSP framework.
It calls a game, which consists of a set of oracles, as well as the associ-
ated state a library, where each library has an interface that details the
names, as well as input and output types of its oracles. Further, libraries
have a number of properties. In particular, they can be composed, either
with other libraries (yielding a compound library) or an adversary (yield-
ing a compound calling program), with the composition operation being
associative. The JC framework also defines relations between libraries,
such as (computational) indistinguishability, as well as interchangeability,
essentially indistinguishability with an adversarial advantage of 0.

Finally, the framework uses libraries to define security games and the
associated library algebra to perform game-hopping proofs.

SSPs as an extension of the JC framework. A JC library, just as an SSP
package, contains a set of oracles and their associated state variables.
Similarly, a compound library corresponds to a set of sequentially composed
packages.

The difference between the JC and the SSP framework is their scope.
While the SSP framework is meant as a fully formalized framework for
application to large and modular protocols, the JC framework is meant
as an educational tool for a limited and well-defined number of example
definitions and proofs. The consequence is that the SSP framework has a
fully formalized package algebra supporting both sequential and parallel
composition, while the JC framework only requires the sequential chaining
lemma to perform (comparably) simple reduction proofs.

Summarizing, the SSP framework can be considered an extension of the
JC framework, providing a more complete formalization, as well as the
visual notation for composed packages.
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5. The SSP framework and
computer-aided cryptography

The SSP framework is (at the moment) primarily a methodology for pen-
and-paper proofs. However, as discussed in Section 2.10.1, its origins lie
in the field of computer-aided cryptography and since its inception it has
been used in turn to guide computer-aided cryptographic proofs.

In this section, we discuss applications of the SSP framework to computer-
aided cryptography. First, we discuss unfinished work that explores the
use of relational F* to implement the SSP framework (Section 5.1). We
then summarize the SSProve [2] framework, a full formalization of the
SSP framework using the Coq [42] proof assistant (Section 5.2). Finally,
we discuss the findings of Publication V, where we use the SSP framework
to guide proofs using the EasyCrypt [7] tool set (Section 5.3).

5.1 Relational F*

Initial work has been undertaken to formalize SSP in relational F* by
Kohbrok, Kohlweiss, Ramananandro and Swamy (KKRS) [32], who use F*
to create setoids (types with associated equivalence relation) as introduced
by Barthe, Capretta and Pons [6] to model SSP packages and their algebra.
The work, although unfinished, describes an approach for package mod-
elling in F* that is different from the module based verification approach
described in Section 2.10.1 in that it uses the F* type system (instead of
its module system) to model SSP packages. More concretely, KKRS use the
F* type system to define packages as setoids. Setoid-packages allow the
explicit formalization of the SSP package algebra and reasoning about the
relationships between individual packages (e.g. functional equivalence or
e-indistinguishability). The relational approach thus enables, for example,
full reduction steps as described in Section 2.8, including the summation
of adversarial advantages with each game hop.

While KKRS provide the scaffolding necessary for package composition,
the work was halted due to difficulties in discharging high-level proof
steps such as those shown in Section 2.8. Continuing this approach of
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formalizing the SSP framework would be an interesting avenue for future
work.

5.2 SSProve: SSP formalized in Coq

The first full formalization of the SSP framework for use with computer-
aided cryptography tools was performed by Abate, Haselwarter, Rivas, Van
Muylder, Winterhalter, Hritcu, Maillard and Spitters [2] (SSProve authors).
Their SSProve framework models the full package algebra, including prob-
abilistic reasoning about individual game hops in a computer-verifiable
way and extends the original pen-and-paper formalization of Publication I
with formal semantics of the language used to define oracles in the Coq
framework [42].

SSProve also allows the combination of the high-level proof structure
enabled by the SSP framework with machine-checked equivalence proofs,
which, as described in Step 3 in Section 2.8.2 represent a major difficulty
when dealing with large models on paper.

Along with the formalization, the SSProve work [2] presents several
examples showing that SSProve can be used to combine SSP-style proofs
with lower-level probabilistic reasoning about cryptographic primitives.

In particular, they implement (and formally prove) the KEM-DEM ex-
ample presented in the introduction and Section 4 of Publication I. While
writing the formal proof, the SSProve authors discovered a flaw in the
original pen-and-paper proof.

The machine-check finding a previously overlooked flaw in our pen-
and-paper proof clearly demonstrates the importance of computer aided
cryptography in general and of works like SSProve in particular. Since all
computer-aided proofs that make use of the SSP framework have been for
smaller protocols, it will be interesting to see if computer-aided cryptogra-
phy can indeed benefit from the SSP framework’s compositional properties
when applied to larger protocols.

More recently, Haselwarter, Hvass, Hansen, Winterhalter, Hritcu and
Spitters have gone a step further and connected SSProve to HACSpec [36],
an emergent protocol specification language, thus, in the same vein as
the miTLS project [24], moving formal security proofs closer to executable
protocol implementations.

5.3 Using SSP to guide EasyCrypt proofs
In Publication V, we explore the use of the SSP framework to guide security

proofs of composed protocols in EasyCrypt. In contrast to SSProve, in this
work we do not fully formalize the SSP framework but instead introduce a
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mapping from individual SSP concepts to EasyCrypt. Using this mapping,
we provide a security proof for NaCl’s Cryptobox [11].

Publication V yields several insights into the design of SSP, its application
to EasyCrypt, as well as some guidance for the design of a potential SSP-
specific tool. We briefly summarize the findings here. For a complete
discussion, see Section 8 of Publication V.

5.3.1 Packages in EasyCrypt

In Publication V we use EasyCrypt module types to define package in-
terfaces. While package interfaces only contain oracle names, EasyCrypt
module types allow us to be more precise by letting us define EasyCrypt
procedure types, which additionally describe the nature of the oracles’
input and outputs.

A package that implements a given in-
terface is then defined as an EasyCrypt module type KEY ;=
module of the corresponding module type.  proc set (_: handle,_: key): unit
EasyCrypt modules in turn define the ora-  proc get (_: handle): key
cles (EasyCrypt procedures) and state vari-
ables of the package. module KEY, =

Finally, the input interface of a package . . }indle — key
is expressed by adding the type of another
module as a module’s parameters. We can
then create a composed module by param-
eterizing the module and another module
with a matching interface.

When using EasyCrypt modules to repre-
sent SSP packages, there is no distinction
between packages and package instances  proc get (k: handle) =

proc set (h: handle, % : key) =
if (KEYo.K.[R]# 1)
return ;
KEYo.K.[h] —&;

outside of the module name. However, return KEY(.K.[2]
EasyCrpr .does _aHOW the r(.e-'use of mod- Figure 5.1. Example definition for
ules definitions in the definition of other (he key® package, as well as its out-
modules. As a result, we can define a mod- put interface using the EasyCrypt
. module system. Note that the get
ule as a package definition and then create prodecure simply returns L when
an arbitrary number of package instances there is no key for the given handle
. ) h. See Section 5.3.2 for more details
by essentially cloning that module. For onhow we implement assert in Pub-
more concrete examples of SSP packages lication V.
in EasyCrypt, see Publication V.
Overall and despite some problems with state management which we
discuss in Section 5.3.3, the EasyCrypt module system is a good fit for

SSP’s packages.
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5.3.2 Flexibility in assert semantics

As discussed in Sections 2.6 a and 2.10.3, there are multiple ways of
implementing the semantics of asserts. SSProve, for example, specifies
assert to restrict the class of adversaries to the one not triggering any
assertions. As a more general purpose proof assistant, EasyCrypt doesn’t
have a specific assert semantic. On the one hand, this means that the
prover has to implement their own assert functionality as we did for the
proof of Cryptobox. On the other hand, the prover is free to choose an
assert semantic that fits their modelling needs (cf. Section 2.6).

In the Cryptobox security proof, we implemented an assert semantic,
where triggering an assert means that the currently running oracle returns
a special symbol. Other oracles in the call chain receiving this symbol
can then revert any state-changes made during this particular oracle
call and pass on the symbol until it reaches the adversary. One could
also implement an assert semantic that mimics oracle silencing [39] as
described in Section 2.6.

The flexibility afforded by EasyCrypt is beneficial in that it provides a
larger degree of flexibility and forces the prover to consider the available
options. However, it also forces them to manually implement the chosen
assert semantic. A good middle path for a new, SSP-specific tool might be
to provide the most commonly used assert styles out-of-the box.

5.3.3 Package state

While EasyCrypt modules are generally a good fit as a model for SSP
packages, its memory model is harder to adapt to the needs of the SSP
framework. In particular state-separation and state initialization are not
straight forward.

State-separation. In all lemmas in Publication V, state-separation be-
tween individual EasyCrypt modules needs to be mandated explicitly. This
is because EasyCrypt follows a definitional approach, where an overarch-
ing experiment controls all modules (including their state) and instantiates
the adversary. For this proof approach, the framework needs to access
the state of the modules directly, violating the state-separation principle
required by the package algebra of the SSP framework. It follows that for
each lemma formulated in EasyCrypt, we need to explicitly reason about
the state of all modules involved, e.g. stating that a given adversary does
not access the state of composed modules directly. In practice, however,
this is less of a fundamental problem, as EasyCrypt provides a convenient
way to express such restrictions in lemmas.

State initialization. The difficulties with state initialization also stem
from EasyCrypt’s design assuming the existence of an experiment that
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initializes the state of all modules before instantiating the adversary. In
contrast, in the SSP framework all state variables are initialized to a
well-specified default value. For more elaborate initialization procedures
(i.e. assigning a specific non-default value to a given variable), SSP can
(via asserts, see Section 2.6) force the adversary to call an initialization
oracle before accessing other oracles that rely on any initialized values.

Since state initialization kas to happen explicitly in EasyCrypt, all lem-
mas have to be explicit about the initial state of all packages over which
they quantify. In Publication V we achieve this explicit initialization of
state by locally inserting initialization code where needed.

Both difficulties regarding state management spring from the fact that
EasyCrypt was ultimately designed for a different approach to modelling
cryptographic security. This style of proof can be emulated using SSP by
having a package implementing the algorithm of the experiment. The
experiment package then calls the adversary which in turn is composed
with the rest of the model. However, since the proof patterns described in
Section 2.8 rely on the fact that the adversary is the left-most package in
the composition, most SSP-based proofs will likely be written in a style
without such an experiment package.
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