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In recent years, communication technologies have been actively developed and
used in the machinery manufacturing industry. They allow distributed embedded
systems to operate more efficiently by remotely interacting with each other and
with maintenance systems. However, the ability of machines to communicate
through the Internet has increased the number of attack vectors that a potential
attacker can utilize. In the lift industry, cybersecurity incidents can lead to a
malfunction of lift systems, disruptions to transportation services and irreparable
damage to people’s lives. The manufacturer can implement security measures
from industrial cybersecurity standards to prevent cybersecurity incidents that
involve the developed products, to improve security of industrial systems and to
ensure safety of their users. Nonetheless, the cybersecurity standards compliance
process can be challenging for the product developers. Our intention is to apply
this process to the development of distributed embedded systems.

In this thesis project, we conducted research on the cybersecurity standards of
the TEC 62443 series that are applicable in the lift industry. We analyzed ISO
8102-20 that was published in August 2022 to cover cybersecurity for lifts. We
also applied this standard to the development of a prototype of a lift controller in
a case study. We document the process of applying ISO 8102-20, present insights
into the new standard and underline some areas for improvement.
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4G Fourth generation wireless

AF Automation Federation

ANSI American National Standards Institute

ASCI Automation Standards Compliance Institute

CA Conformity assessment

CB Certification Body

CIA Confidentiality, integrity, and availability

CBTLs Certification Body Testing Laboratories

CEN European Committee for Standardization

CR Component requirement

CSA Component Security Assurance

CSF NIST Cybersecurity Framework

CSMS Cybersecurity management system

CSRC Computer Security Resource Center

DevOps Software development and operations

DM Defect management

EN European Standards

EU European Union

EUC Equipment under control

FR Foundational requirement

GSM Global System for Mobile Communications

IACS Industrial automation and control systems

IEC International Electrotechnical Commission

IECEE IEC System of Conformity Assessment Schemes for
Electrotechnical Equipment and Components

[ECEx [EC System for Certification to Standards Relating to
Equipment for Use in Explosive Atmospheres

IECQ IEC Quality Assessment System for Electronic Com-
ponents
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ISA
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ISCI
ISMS
IoT

ISO
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SDLA
SDoC
SG
SI
SIL
SL
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SR
SSA
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TR
TS
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VoIP
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IEC System for Certification to Standards Relating to
Equipment for Use in Renewable Energy Applications
Industrial ToT

International Society of Automation

ISA Global Cybersecurity Alliance

ISA Security Compliance Institute
Information security management system
Internet of Things

International Organization for Standardization
Information technology

Local area network

Maturity level

National Certification Body

Network device requirement

National Institute of Standards and Technology
Programmable electronic system in safety related ap-
plications for lifts

Requirement enhancement

Secure by design

Secure development lifecycle

Security Development Lifecycle Assurance
Supplier’s declaration of conformity

Security guidelines

Secure implementation

Safety integrity level

Security level

Target security level

Capability security level

Achieved security level

Security Management

Special Publication

System requirements

System Security Assurance

Security update management

Security verification and validation testing
Technical committee

Technical Report

Technical specification

Universal Serial Bus

Voice over Internet Protocol

Virtual private cloud
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Chapter 1

Introduction

Information technologies are constantly evolving to provide the essentials
for the information age and to make people’s lives easier. To achieve these
results, a lot of attention is paid to the device connectivity and systems com-
munications. The Internet of Things (IoT) is a paradigm that is used to
connect distributed embedded systems to large-scale networks [50]. Nowa-
days, the IoT is widely applied in different areas, such as healthcare, smart
cities, smart homes, self-driving cars, and manufacturing industry [45].

Since many components are no longer isolated and are connected to other
systems via communication networks, there is an increase in the number of
cybersecurity threats and risks [42]. This is especially dangerous for machin-
ery manufactures because cybersecurity incidents affect not only organiza-
tional assets and operations, but they can also affect safety of its developed
products. For this reason, industrial companies need to establish and apply
appropriate security measures to reduce information security risks and to
defend themselves and their customers against cybersecurity attacks.

These measures can be found in information security standards that de-
fine security controls and requirements for information and cybersecurity in
organizations. For instance, the ISO/IEC 27000 series of standards covers
different aspects of information security: information security management
system, risk management, network security, application security [6]. On the
other hand, the IEC 62443 series of standards was developed to address cy-
bersecurity for industrial communications networks and industrial automa-
tion and control systems (IACS). Compliance with these international stan-
dards increases the security of the organizations and their products against
intentional harm from attackers. Moreover, it protects companies and their
partners from unpleasant consequences of cyberattacks, such as financial and
reputational losses [26].

Furthermore, customers and consumers are concerned about security-
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related issues. They need to be confident in the reliability of the purchased
products [15]. Problems with the use of these products can also negatively
affect their business.

In order to assure customers that the offered product and its development
process comply with cybersecurity standards, companies request a certifica-
tion procedure. During it, the auditor assesses documentation required by the
standard, examines its practical application, and, if all the requirements are
fulfilled, issues a certificate of compliance. The certificate demonstrates the
level of information and cybersecurity measures implemented in the product
development process.

Consequently, meeting cybersecurity standards requirements not only
minimizes the risks of a successful cyberattack on the organization, but also
is a competitive advantage among companies in the market.

It can be a challenge for companies to attest the security of their devel-
opment processes and products [51]. This is especially the case when the
development was started before making a decision to follow the requirements
of a particular standard. In this case, the company should study the standard
in detail, carefully assess the already implemented processes and security ca-
pabilities, and record what is missing and what needs to be improved. The
company should also decide who will be responsible for making changes in
company’s processes, assign roles and tasks, create the required documen-
tation, and resolve how to accomplish all these tasks without business in-
terruption. Additionally, descriptions of some requirements in the standard
can be quite vaguely defined or insufficient for new technologies. As a result,
separate teams inside of the company can interpret and implement them
differently [41].

Furthermore, cybersecurity standards for the industrial product develop-
ment are relatively new, they are not free to use and can be over the budget
for researchers. Additionally, it is not in the interest of companies to publicly
share their findings, knowledge, and experience about these standards.

Taking into consideration the above-stated problems, we intend to con-
duct research on cybersecurity standard compliance in the development of
distributed embedded systems. The defined goals of the thesis are:

e survey of cybersecurity standards and certification processes for the
development of embedded systems;

e analysis of the relationship between security and safety in the lift in-
dustry;

e application of the cybersecurity standard ISO 8102-20:2022 to the de-
velopment of a lift controller; and



CHAPTER 1. INTRODUCTION 10

e documenting lessons from the process of preparing for cybersecurity
standards compliance certification in distributed embedded systems de-
velopment.

One research method used in this thesis is based on studying and ana-
lyzing the industrial standards. These standards are applicable to the lift
industry to ensure safety and security of the product. Each standard is de-
veloped by the technical commission of the organizations for standardization
and acclaimed by experts in the scope of the standard. Another method is
the practical application of the ISO 8102-20 standard in the case study. This
cybersecurity standard was published in August 2022. Therefore, it is new
for the industry. At the time of writing this thesis, the practical application
of the standard has not been studied in academic or professional literature.
The case study was conducted as preparation for the ISO 8102-20 compliance
and certification process at KONE. The author participated in this ongoing
process.

The rest of this thesis is structured as follows. Chapter 2 provides gen-
eral information about security standards. Chapter 3 presents an overview of
security standards compliance and certification process. Chapter 4 surveys
essential standards for lifts including cybersecurity standards that are appli-
cable in the development of distributed embedded lift systems. Chapter 5
presents a case study. Chapter 6 provides the practical application of the cy-
bersecurity standard for lifts, escalators and moving walks to the prototype
of a lift controller. Chapter 7 discusses ISO 8102-20 and observations made
during this process. It also evaluates the application of the standard in the
case study. Finally, Chapter 8 provides the summary of this thesis.



Chapter 2

Security standards

In this chapter, terms standard and international standard are defined. Then,
the chapter describes three standardization bodies that create standards for
national and international use: the ISO, IEC and NIST. It also provides
detailed description of the IEC 62443 series of standards that was created by
IEC to manage cybersecurity of industrial systems. Moreover, the application
of the IEC 62443 standards in the product lifecycle for IACS is specified with
the definition of the roles involved in it.

2.1 International standards

A standard is a document that describes rules, guidelines and characteristics
for processes or their products to achieve the optimum level of features, such
as safety, security, and quality. The standard also may contain practical
information and practices and provide methods of operation and making
products in an agreed manner. It is based on the consolidated scientific and
technological results, established by consensus among experts and approved
by a recognized body [31]. The standard defines acceptance criteria which
can be expressed in the form of having a certain activity in the processes.

An international standard is a standard that can be applied globally or
be mandatory for compliance in various countries or supranational unions.
It may also describe a solution to a global problem or challenges. This
document is adopted by an international organization and is available to the
public from different countries.

The presence of standards is necessary for various reasons. For example,
the standards define non-functional requirements for the product, such as se-
curity. Typically, the customer cannot fully test the security of the product
and its embedded components before purchasing it. Therefore, understand-

11
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ing what standards the manufactured product meets increases customer trust
to the product and improves market efficiency.

There are a lot of different standardization bodies that publish standards
for international use. The International Organization for Standardization
(ISO) is an independent, non-governmental organization that produces in-
ternational standards and provides a platform for developing practical tools
through general understanding and collaboration with all stakeholders. It
sells the standards documents to finance the development of new standards
and proper maintenance of already published documents.

The standards that were created by ISO allow manufacturers to produce
compatible products. These products can be used in various industry sectors
and countries by users with different experience. Moreover, the products can
work well together and with products of other manufacturers if they meet
the unified standard requirements. The standards also can help to identify
quality, safety and security issues of developed products, provided services,
and implemented processes. They give ideas for improving production oper-
ations, solutions to problems that arise during the operation of a company,
codify well-known methods, and best management practices.

ISO has established a lot of widely used standards. The best known
among them are management systems standards that address most common
and frequent challenges for companies. For example, the ISO 9000 family
of standards covers different aspects of quality management with the focus
on expectations of customers. It aims to improve the quality of products,
services, engagement of employees in business processes and experience of
customers.

Another well-known family of management standards is the ISO/IEC
27000. It covers an information security management system (ISMS) and
provides requirements for it. ISMS can be implemented in organizations of
different sizes and areas of activity and enables them to manage security of
their information assets. The assets can be confidential information, such as
financial data or employee details, intellectual property, contracts with other
companies or documented internal processes.

Ideally, it is possible to have a unified management system that addresses
quality and security aspects. For this reason, the ISO 9001 and ISO/IEC
27001 standards that provide requirements for management systems have the
same clause structure and the terminology. This not only improves alignment
between the standards but also simplifies the creation and efficient develop-
ment of quality and security management systems in organizations.

International Electrotechnical Commission (IEC) is an international stan-
dards organization that creates and publishes standards for electric and elec-
tronic technologies. IEC International Standards are the result of the coop-
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eration of a lot of technical experts who represent partner countries in the
IEC. These standards give rules, instructions, guidelines, terms, and defini-
tions that can be used during the entire lifecycle of electrical and electronic
devices and systems. They are important for quality and risk management
and let industry companies develop products with reliable performance. IEC
standards are not mandatory for companies and are based on knowledge of
experts from different countries. They are foundations for testing and cer-
tification processes. IEC international standards are frequently adopted by
regions and countries that use them for creating their national or regional
standards. For instance, almost 80% of electrical and electronic standards in
Europe are IEC standards adaptations [11].

National or regional authorities in countries establish special rules and
directives that are called regulations. Most commonly, compliance with reg-
ulations is obligatory for companies. Nevertheless, technical regulations can
include references to international standards to avoid being overloaded with
details and full descriptions. It allows laws and regulations stay up-to-date
due to regular renewals of standards.

Another organization that develops different standards is the National In-
stitute of Standards and Technology (NIST). It is part of the United States
Department of Commerce and assigned to contribute towards innovation and
competitiveness of the United States industry. NIST advances measurement
science and technology, develops and promotes standards, and improves qual-
ity of life [2].

In the security area, the main goal of NIST is the creation of standards
and technologies to protect the United States critical infrastructure. How-
ever, NIST works with the private sector and helps organizations to develop
their own policies and guidelines. It has widely known security standards,
such as NIST SP 800-53 Revision 5 that contains security and privacy controls
for federal information systems and organizations. Additionally, NIST devel-
oped the internationally recognized NIST Cybersecurity Framework (CSF).
This standard is guidance to better understand, manage and reduce cyber-
security risks. It helps to determine the most important activities for service
operations and prioritize investments in cybersecurity of an organization.
However, there is no possibility of obtaining a certificate of compliance with
the CSF. Enterprises can use this framework to reduce security risks but
cannot provide proof of its application to their customers.

The organizations described above are not the only organizations that
develop and establish international standards. We have mentioned those
organizations whose standards will be used for research later in this master’s
thesis.
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2.2 Industrial cybersecurity standards

Information security has been initially aimed at achieving three objectives:
confidentiality, integrity, and availability, which are usually referred to by
the acronym CIA. In a typical information technology (IT) business system,
security strategy may prioritize confidentiality and the access control mea-
sures that are necessary to achieve it. Integrity and availability might be the
second and the third priorities respectively.

Governments and specialized institutions across the world develop se-
curity standards and guidelines to meet relevant security objectives and to
protect different organizations, infrastructure, and people from malicious ac-
tions of attackers. Although a fully secure system is unachievable, these doc-
uments attempt to offer stakeholders measures for protecting their system
from intentional harm and increasing its security and durability. Generally,
security standards and guidelines propose approaches to identify the assets
of the organization, to conduct their assessment and to evaluate relevant
processes. Moreover, they describe possible countermeasures to improve the
current state of security [21].

To address cybersecurity issues in an industrial environment, IEC pub-
lished the TEC 62443 series of standards. It is intended for the different
security actors that take part in the industrial system lifecycle and covers
many aspects. At first, the International Society of Automation (ISA) devel-
oped the standard under the name ISA 99. ISA started to work on standards
in 2002, published the first normative texts in 2004, and the first version of
the ANSI/ISA standard was published in cooperation with The American
National Standards Institute (ANSI) in 2009. After that, IEC adopted the
standard and continued to develop other standards of this series in collab-
oration with ISA. Thus, a committee of experts with different industry ex-
perience and fields of activity began to work on the cybersecurity standards
[25].

Although the ITEC 62443 standards cover industrial IT systems, they are
complementary to the ISO 27000 family that is mainly used for non-industrial
IT systems. This series has been developed to be compatible with the ISO
27000 particularly regarding the security management system or the list of
measures.

The IEC 62443 series is constantly evolving to be relevant to modern
security challenges. For this reason, the standards are regularly reviewed
and updated. At the moment, new parts of the series are in development,
such as the ITEC 62443-1-3 System security conformance metrics.

The structure of the IEC 62443 series is demonstrated in Figure 2.1. Final
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Figure 2.1: Standards of the IEC 62443 series

versions of the standards that are placed in the boxes with the dotted line
are in development and have not been published as of this writing. The
IEC 62443-4-2 standard provides their titles and affiliation to the whole IEC
62443 series [29]. In addition, information about the planned standards of
the series and their development stage can also be found on the web page
of the IEC technical committee 65 that develops the standards of the IEC
62443 series [4]. It is important to keep in mind that some of the standards
that are under active development might be rejected during the development
process and never be published.

The IEC 62443 series consists of different parts that belong to four groups.
The first group includes the TEC 62443-1-1:2009 general standard that defines
concepts and models used in the series and defines the basis for the series. It
describes grouping assets into security zones. It also introduces foundational
requirements (FRs) and a concept of security levels to address security for
the zone.

The second group of standards relate to the organizational aspects de-
scribed by policies and procedures. The TEC 62443-2-1:2010 standard defines
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the requirements for defining and implementing an effective cybersecurity
management system (CSMS). Usually, the standards about management sys-
tems describe what a management system should include, but they do not
tell how to develop the management system. This standard provides the
elements of CSMS and with guidance on developing it for IACS. The main
categories of CSMS for TACS are risk analysis, addressing risk, monitoring
and improving the management systems. In this standard, the consistency
between practices for ISMS taken from the ISO 27001 and the practices to
manage cybersecurity of IACS are emphasized.

The TEC 62334-2-3:2015 standard is about secure patch management for
TACS. It defines a lifecycle of a software patch that has eleven steps including
internal testing and creating a backup version of a system before applying
the patch.

The IEC 62443-2-4:2015 document determines requirements for security
capabilities for IACS. The target audience includes system integrators and
product suppliers of TACS.

The third group of standards is intended for the system level of IACS. The
IEC 62443-3-1:2009 standard is a technical report that specifies the applica-
tion of different cybersecurity tools in an environment of IACS and provides
the assessment of them. Since it is the technical report, the standard does
not require specific cybersecurity technologies or special mitigation methods.
The IEC 62443-3-1 only suggests using them and provides guidance and in-
formation that can be useful during development of cybersecurity policies or
procedures for the IACS environment.

The TEC 62443-3-2:2020 describes an approach of security risk assessment
for system design of IACS. The key concept of this standard is the application
of security zones. The standard defines requirements for defining a system
under consideration and portioning it into zones and conduits, assessing risk
and establishing the target security level for each zone, and documenting
these security requirements. This standard is the newest in the series.

The TEC 622443-3-3:2013 standard describes security requirements for
IACS in the form of seven foundational requirements that are mentioned
in the TEC 62443-1-1. It expands these requirements into a series of sys-
tem requirements (SRs). Each SR has a baseline requirement and zero or
more requirement enhancements (REs) to improve security. Moreover, it de-
scribes system security levels (SLs) for it. Security levels are the measure of
confidence that a system, component or security zone under consideration
functions properly and does not contain security aws. They are applied in
this standard and in the IEC 62443-4-2. The classification of them in terms
of the capabilities of the threat actor is the following:
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e SL 0. There is no need for specific requirements for establishing secu-
rity;

e SL 1. Protection is implemented against coincidental or casual viola-
tion. It means that there is no system attacker. Low-skilled attackers,
also known as script kiddies, who can only use scripts made by others
without understanding of their work, can be considered in this category.
However, there might be somebody who can do something unintention-
ally wrong;

e SL 2. Protection is implemented against intentional violation by ma-
licious actor with low resources and generic skills. For example, they
can be an TACS system attacker who found open-source tools for sim-
ple cyberattacks, took them, spent a few days and attacked the system
for entertainment. SL 2 also includes the skilled attacker that does not
specifically target IACS;

e SL 3. Protection is implemented against more serious intentional vi-
olations. In this case, the threat actor is motivated to attack IACS.
They have proficient skills and use moderate resources. The attacker
can be a real criminal who receives money for attacking the system;

e SL 4. Protection is implemented against the most severe intentional
violation. Attackers have extensive resources and advanced skills. They
are the best criminals on the market and ready to attack the system
with any cost. They can work for a government and participate in a
cyber war.

Moreover, there are three types of SLs:

e A target security level (SL-T). It is the desired level of security for
the correct operation of a system. Its determination depends on the
documented results of the risk assessment.

e A capability security level (SL-C). This level of security is achieved
when TACS or their components are properly installed and configured.
At this level, the IACS and its components are capable of meeting the
SL-T without compensating countermeasures. These countermeasures
are used instead of or in addition to existing security capabilities to
fulfil one or more security requirements.

e An achieved level (SL-A). It is the actual level of security in the au-
tomation solution that is measured after coming into operation.

The main purpose of this standard is to define security capabilities at the
system level. It takes into account risk assessment that identifies essential
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Figure 2.2: General scope of product lifecycle in the IEC 62443 series

services and functions for operations. The key concept of the standard is
that security must not endanger availability of the system.

IEC 62443-4-1:2018 defines the requirements for the secure development
and continued security of devices, called together the secure development
lifecycle (SDL)[28].

The general scope of the product lifecycle that is considered in the IEC
62443 series of standards is illustrated in Figure 2.2. The box with the
dotted line in an automation solution indicates optional components that
can be another subsystem or hardware and software component.

The manufacturer or the product supplier develops the product accord-
ing to the IEC 62443-4-1 standard and fulfills its security requirements. The
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product can be a component, such as a software application, embedded de-
vice, host device or network device, and it meets the requirements of the
IEC 62443-4-2 standard. It is possible that the product can be a system
or subsystem that includes different components, which work together. The
development process is independent of the intended environment.

After development, a system integrator integrates a configured instance
of the product into the automation solution. This integration is conducted
through processes in accordance with the IEC 62443-2-4 and IEC 62443-3-
2 standards. Then the automation solution is installed in the TACS with
the consideration of security measures from the TEC 62443-3-3 standard.
These measures are implemented and supported in the automation solution
as product features or compensating mechanisms. The automation solution
can have more than one product. For example, there can be a group of
products that is hierarchically brought together. This means that there is an
identified dependence of the functioning of one component on the existence
of another. After the installation, an asset owner maintains and operates the
developed product that has become a part of the IACS according to the IEC
62443-2-1 and TEC 62443-2-4 standards.

The manufacturer or product supplier can act as the system integrator if
it not only develops the product but also integrates it into the automation
solution. This standard is intended for the product development processes
and does not address the automation solution or IACS and their architecture,
installation, configuration, and maintenance.

The standard also describes four maturity levels. The maturity level
shows the completeness of the requirements fulfillment by the manufacturer.
The levels are used to assess the maturity of the implemented security prac-
tices during product development. They also help to understand the readi-
ness of the organization, its processes, and procedures to be compliant with
the standards requirements. The organization can select the desired matu-
rity level for different sets of requirements that better meet their needs in
each case.

However, in order to obtain a certificate of compliance with a certain ma-
turity level, all its requirements must be fulfilled. It means that the manufac-
turer must have the same maturity level or above it for all the requirements.

The maturity levels for the SDL defined in the IEC 62443-4-1:

e ML 1, initial. Development processes are not planned and not docu-
mented;

e ML 2, managed. The manufacturer has documented development pro-
cesses and is ready to implement them;
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e ML 3, defined (practiced). The development processes are practiced
according to the documentation, and they are repetitive;

e ML 4, improving. The manufacturer controls the effectiveness and
performance of the products and processes. The development processes
are continuously improved based on the specific metrics.

The IEC 62443-4-2 standard is aligned with the IEC 62443-3-3 and de-
fines the technical security requirements for a product. In other words, the
requirements for the components or devices are obtained from SRs and REs
that are described in the standard of the third group. All requirements are
grouped by their belonging to foundational requirements. Some of them re-
quire stricter security enhancement at the higher security levels. The scope
of the standard is one device or component, it does not assess the security of
other components of the system. There are four types of components that are
used in the standard and several common constraints that can be considered
during requirements implementation, such as support of essential functions
and compensating countermeasures. For compliance with this standard, the
component should comply with hardware requirements and support the im-
plementation of software requirements at the hardware level.



Chapter 3

Security standards certification

According to Computer Security Resource Center (CSRC), the certification
process is a comprehensive assessment of the management, operational, and
technical security controls implemented in an information system, which is
done in support of security accreditation, to determine to what extent the
controls are implemented correctly, functioning as intended, and give the
desired outcome in terms of compliance with the security requirements for
the system [44].

The certification process includes various concepts, processes, rules and
participants. In this chapter, the cybersecurity standard compliance and
certification processes for the IEC 62443 series of standard are analyzed.

3.1 Standards compliance

Compliance means fulfillment of all applicable requirements of a standard or
another published set of requirements.

In terms of ISO and IEC standards, compliance relates to conformity as-
sessment. Conformity assessment (CA) means any activity of demonstration
of fulfillment of the specified requirements by an object of CA, such as a
product, service, system, process or people. It includes activities, such as
testing, inspection, validation, verification, certification, and accreditation
[36]. CA helps to determine that a standard or specification was used in the
design, development, installation, and maintenance of the product. It must
be conducted according to established rules to ensure consistent results and
use a standardized approach. For these purposes, the IEC and ISO have pub-
lished a series of international standards that specifies how the CA should
be done.

The standards organizations distinguish three types of CA. Their descrip-
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Type of CA

Description

Level of
trustwor-
thiness

First-party

A self-declaration type of CA. The
manufacturer declares that a prod-
uct complies with standards and pro-
vides supplier’s declaration of confor-
mity (SDoC). This type is usually used
for products with low risk. It is the least
costly form of CA because its trustwor-
thiness relies on the credibility of the
manufacturer.

Low

Second-party

CA is performed by an interested party,
typically the customer, that is concerned
about the product properties. Cus-
tomers may conduct CA for products
that they intend to purchase. The pur-
pose is to check the first-party CA.

Medium

Third-party

CA is performed by an independent
party and called certification. This is the
most expensive type of CA for the man-
ufacturer and carried out by for-profit
organizations. It can be required by leg-
islation or be applied to improve market
positions.

High

Table 3.1: Types of conformity assessment

tions are presented in Table 3.1.

The rules and procedures that describe what can be the object of CA,
identify needs or expectations and provide the methodology for performing
CA form a conformity assessment scheme. The scheme can be operated at an
international, national or industry sector level and is managed by conformity
assessment systems which are set of rules and procedures for the manage-
ment. A certification is a CA scheme performed by third-party bodies.

All CA schemes have an owner whose main responsibilities are the de-
velopment and maintenance of them and CA systems. The owner does not
necessarily perform CA.
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3.2 Limitations of the standards compliance

The process of compliance with cybersecurity standards requires a consider-
able amount of time and effort and can incur a high cost for the manufacturer.
Even if a company can afford this process and certification of compliance,
there may be no clear understanding what it should exactly do with the
information from the standards and how to choose the suitable standards.

Another question that may arise is how to integrate them efficiently into
the business processes of the company. It can be insufficient to address this
issue with only expert skills because it requires monetary and time resources
for evaluating and monitoring the effectiveness of an implemented approach.
The integration and evaluations actions need more investments to standards
compliance process and good understanding of the desired outcome.

Additionally, there are no generally accepted metrics that can be used
during the analysis of theoretically secure systems and their ability to work.
Consequently, the compliance with standards can give a false sense of security
and be a significant risk for the company [51].

Regulatory authorities may make compliance with a standard mandatory,
even though in most cases standards are not regulations and compliance with
them is required only by customers. Nonetheless, there is no consensus on
the benefits of obligatory regulation and how it will improve security. For
example, when security should comply with regulations, companies look for
methods to avoid them. The North American Electric Reliability Corpo-
ration demonstrated that some companies removed black start capability to
restart components of the power system to recover from a blackout just to es-
cape paying for compliance [12]. Hence, overly strict, or difficult-to-manage
regulations may force companies to bypass them and may lead to serious
consequences that will create new vulnerabilities.

3.3 Standards certification schemes

There are two most common certification schemes for TEC 62443 standards:
IECEE Industrial Cyber Security Programme and ISASecure certification
scheme. However, some certification companies provide their own certifica-
tion programs based on IEC 62443 series of standards.

3.3.1 IECEE

The IEC manages four IEC CA Systems, whose members conduct third-party
assessment of standards compliance according to the globally standardized
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approach of CA. IECEE (IEC System of Conformity Assessment Schemes for
Electrotechnical Equipment and Components) verifies the proper application
of cybersecurity standards through the IECEE Industrial Cyber Security Pro-
gramme. It includes the National Certification Bodies (NCBs) that conduct
assessment processes and issues certificates, and CB Testing Laboratories
(CBTLs). NCBs may employ testing laboratories for the certification pro-
cesses. However, customers can apply only for testing services to CBTLs.
In this case the laboratory can issue a test certificate but not a compliance
certificate. The connection between IEC standards and CA is demonstrated
in Figure 3.1.

IECEE operates the following IEC cybersecurity standards: TEC 62443-
2-4, TEC 62443-3-3, IEC 62443-4-1, IEC 62443-4-2.

3.3.2 ISASecure

As mentioned before, the original creator of IEC 62443 series of standards
is ISA. ISA is a professional engineering society focused on automation en-
gineering. It develops and publishes standards, manages certification and
compliance, provides training courses, and organises conferences. This soci-
ety submits their standards to IEC to make them widely recognized. In the
USA, IEC 62443 series is best known under the name ISA/IEC 62443. It is
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the most referenced standard in the NIST Cybersecurity Framework.

ISA has the Automation Standards Compliance Institute (ASCI). ASCI
includes the ISA Security Compliance Institute (ISCI) that is the developer
and owner of the [ISASecure certification scheme. The organization structure
of ISA that is involved in the certification process is presented in Figure 3.2.

It is important to note that ISCI is a scheme owner and does not operate
their own certification body. ISCI has the accreditation requirements and
selects accreditation bodies. They can accredit certification bodies to conduct
the certification process in accordance with ISASecure. If the CA of the SDL
shows meeting all applicable security requirements of ISA/ITEC 62443, the
certification body issues an ISASecure certificate.

For example, exida is the very first certification body under the ISASe-
cure program. This certification company conducts certification on behalf of
ISASecure globally. Furthermore, they have their own assessment security
programs that they use to certify products or processes in accordance with
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IEC 62443 and their additional requirements.
Current ISASecure Certifications [9]:

e Security Development Lifecycle Assurance (SDLA). This scheme in-
cludes a process assessment of the SDL practices from ISA /IEC-62443-
4-1. Tt specifies more details and defines additional requirements com-
pared to IECEE TEC 62443-4-1 scheme. During the certification process
the certification body reviews evidence of execution of the documented
processes. If there is insufficient evidence of the fulfillment of the docu-
mented requirements, but the readiness to meet them is demonstrated,
then the auditor may issue an initial certificate which is valid for 12
months. The final ISASecure SDLA certificate is valid for three years
and can be extended after a recertification audit. ISASecure certifica-
tion scheme does not asses the maturity levels of organizations.

e Component Security Assurance (CSA). It is based on ISA /TEC-62443-
4-2 standard. The scheme assesses the SL-C of components. It verifies
SDLA certificate, applicability of SDL requirements to the component,
and evidence of implementation of that. The certification also exam-
ines meeting the requirements of the standard for the specified security
level and performs a scanning of component’s network interfaces using
ISASecure specific policy for the vulnerability assessment tool.

e System Security Assurance (SSA). This certification assesses the SL-C
of the TACS system and is based on ISA /IEC-62443-3-3 standard. It
also includes checking for the SDLA certificate and evidence of follow-
ing the SDL process for the system, an assessment of security zones
and their security levels in accordance with the standard, and a vul-
nerability testing of all network interfaces with ISASecure policy. The
certificate will demonstrate the SL-C for each security zone.

The SDLA certificate is mandatory for obtaining other certificates, such
as SSA and CSA, but it can be used for multiple products.

[SASecure specifications for the certifications schemes are publicly avail-
able. Everyone can get acquainted with the certification criteria and their
usage for certification of SDL or products.

3.4 Benefits of certification

The certification process can be challenging, but as a result, the company
will benefit from owning a certificate of compliance. For instance, the cer-
tificate of compliance with the IEC 62443-4-1 will ensure customers that the
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organization takes security into account at each stage of the product devel-
opment. In addition to the security department, everyone who is involved
in the development is responsible for security of the product. The certificate
shows that the organization is able to deal with possible security problems
with the product and its maintenance.

In general, benefits of a certification for a company are:

e The result of a certification process is evidence for customers and for
original equipment manufacturers that security aspects are a priority
for the company.

e To issue a compliance certificate to a company, an independent entity
reviews the product, system or development and production processes.
After that, the company can use the results of the review to improve
its processes and product quality.

e The certificate of compliance with security standards reduces the risk
that brand image of the company will be damaged in the future.

e The assurance of security of a product, system or process is increased
by a certification.

e It allows customers and consumers to compare security functionalities
of similar products from different producers. For example, if companies
have identical security standard compliance certificates, customers can
make a comparison between products knowing that they are secure
according to a single standard.

3.5 1IEC 62443-4-1 certification

As demonstrated earlier, the IEC 62443-4-1 is the fundamental standard for
obtaining certificates of compliance with the IEC 62443 series. It is crucial to
organization’s project to have SDL because without it a developed solution
cannot be considered secure. That is why it is important for organizations
that want to receive a certificate of compliance with the IEC 62443-3-3 and
IEC 62443-4-2 to understand how the certification process for security man-
agement systems including SDL works.

The certification processes will be described using the processes of TUV
Rheinland Group. TUV Rheinland is one of the global leading service cer-
tification provider that operates since 1872. The organization acts as an
independent third party to assess and certify products and processes inside
companies. It also certify quality and security management systems based on
international standards. TUV Rheinland has a global network of approved
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Figure 3.3: General overview of the IEC 62443-4-1 certification process

laboratories and testing centres. Qualified experts work for this certification
provider to evaluate and contribute to improvement of the safe and secure
product development [10].

General overview of TUV Rheinland certification process for IEC 62443-
4-1 standard is demonstrated in Figure 3.3. The process is based on the
ISO/IEC 17021 [5].

The certification process starts when a company that has decided to re-
ceive a certificate of compliance makes a service request to NCBs. It includes
information about the company, a name of the standard it wants to be certi-
fied with, and the project that will be assessed. After that the company with
NCBs makes arrangements to conduct a pre-audit, which is the first stage of
the certification process.

The pre-audit commonly takes place at an auditee location. According
to TUV Rheinland, it can take two or three days for two auditors to conduct
the pre-audit for the company. During this stage evaluation of company’s
processes occurs to identify possible deviations from standards requirements.
The auditor checks that all responsible roles and their expertise are identified.
At this stage the company should have defined processes that are able to
fulfill the requirements. Also, the auditor inspects the company’s location, for
example, an office-building or a testing laboratory, and evaluates site-specific
conditions that may have an impact on the project and meeting requirements.
After the pre-audit the company receives a list of identified gaps that the
company should eliminate before the next stage of the certification process.

The documentation review comes after the pre-audit. An important dif-
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ference between them is that the auditor can review company’s documenta-
tion online at auditor’s office. It means that the company, for instance, can
provide the access to their documents on cloud via shared link or send them
through email to the auditor. One auditor is able to evaluate all documented
processes and their versions. They check organization charts, procedures,
work instructions, templates, and forms for writing documentation. If the
auditor decides that all documented processes are well-defined and the orga-
nization has provided all the required documentation, they issue a certificate
of maturity level 2 with an audit report after reviewing the documented
process. This certificate is optional and valid for one year.

The main stage of the certification process is the initial certification audit
that as pre-audit takes place at an auditee location. The organization should
show that the documented processes have been improved, all gaps defined
during documentation review have been eliminated and at least one project
has been completed according to the reviewed documentation. Moreover, the
organization should show evidence that all requirements from the standard
have been followed for the project during the whole product development
lifecycle. If the provided evidence proves that all processes documented ac-
cording to the standard are functioning, the auditor will assign a certificate
of maturity level 3 and give a report of the conducted audit. The certificate
is valid for three years. With the consent of the company, the certificate
can be uploaded to an online auditor’s database accessible to any user. This
allows potential customers and consumers to verify the authenticity of the
issued certificate.

The next stage of the certification process is an annual surveillance au-
dit that takes place at the auditee location. One auditor checks that the
organization uses the created documentation and evaluates an application of
the defined processes in daily operations. The auditor can selectively check
compliance with the requirements of the standard, for example, select only
a part of the required practices without warning about their choice.

It is possible to say that the certification process is a cyclical procedure
repeated every three years. The last stage of the cycle is the re-certification
audit. The main idea of it is to confirm that the effectiveness of the complete
management processes. The auditor reviews applicable processes and mea-
sures that have been changed. They issue a new certificate of maturity level
3 if the provided evidence confirms the application of documented processes.
Furthermore, the auditor evaluates improvements that have been made in
three years and depending on their significance, they can issue a certificate
of maturity level 4.

There are no strict deadlines in the certification procedure for conducting
the next audit after receiving a certificate of any maturity level. For example,
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the certificate of maturity level 2 is valid for one year. However, this does
not mean that the company is obliged to obtain a maturity level 3 certificate
within one year. The company can conduct the certification audit after two
years and provide an expired certificate of maturity level 2. This does not
affect the maturity level 3 certificate.

3.6 IEC 62443-4-2 certification

Detailed information on the certification procedure for verification of compli-
ance with the IEC 62443-4-2 standard requirements is not publicly accessible.

However, there are situations when the manufacturer or an independent
researcher wants to understand how the components are validated during
the IEC 62443-4-2 certification. In this case, it is possible to get acquainted
with the ISASecure documents that are freely available on the website for
registered users [3]. The documents have a description of validation activities
that must be performed for common component security constraints and each
component requirement from IEC 62443-4-2 during the evaluation audit.
Moreover, they contain the identical description of requirements from TEC
62443-4-2 and the same additional information on each requirement from sub
clause "Rationale and supplemental guidance” in IEC 62443-4-2 [18]. It is
worth mentioning that access to the IEC standards is not free, unlike these
documents. The registration on the website does not require membership in
the organization.

Additionally, these documents contain ISASecure certification require-
ments. According to them, the manufacturer shall specify the maximum
SL-C for which they would like to receive a certificate when they apply for
the certification of a component.
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Safety and security standards for
lifts

In the modern world, security and safety are inextricably linked. It is impos-
sible to ensure complete safety of products for transporting people or goods,
such as lift, without taking into account potential security aspects.

In this chapter we will review the most important standards for safety
and security that are applicable to a lift domain and will be needed for
the case study in Chapter 5. Additionally, we will analyse the relationship
between security and safety. Furthermore, we will survey a new cybersecurity
standard for lifts that includes safety and security aspects.

4.1 Safety standards

The most influential standardization organizations for the lift industry are
CEN and ISO [13]. CEN stands for the European Committee for Standard-
ization. This association coordinates the work of 34 National Standardization
Bodies in the developing of European Standards (EN) and other types of tech-
nical documents. It covers different fields and sectors, such as construction,
defence and security, health and safety, machinery, transport [1].

A published European Standard must become the national standard in
all CEN member countries. These countries are also obliged to withdraw any
conflicting national standards.

The Vienna Agreement is a treaty for technical cooperation between CEN
and ISO. It was created to prevent duplication of standards. The agree-
ment allows technical committees to develop standards that can be recog-
nized across the world. Therefore, new standards projects are planned by
CEN and ISO together. Moreover, ISO standards meet European legislative
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requirements and non-European organizations fulfil international and Furo-
pean requirements concurrently. It is planned that ISO standards will replace
European standards in the future. This can help to reduce worldwide trade
barriers.

4.1.1 EN 81 series

CEN has developed the EN 81 series of standards for safety of the construc-
tion and installation of lifts. At the moment the series does not cover the
process of mounting and erection of lifts. The word ”installation” implies a
piece of equipment, machinery or a complete system that has been installed
ready for use [16].

In 2014 the EN 81-20 and EN 81-50 standards for the design and man-
ufacturing of lifts were published to provide considerable accessibility and
safety benefits to passengers and installers. They replaced EN 81-1 and EN
81-2 standards that were introduced in 1998.

EN 81-20:2014 contained safety requirements for the construction and
installation of lifts, while EN 81-50:2014 specified the testing and inspection
requirements for certain components of the lift.

All lifts that have been produced after 31 August 2017 must comply with
the requirements of these standards.

CEN made a revision of EN 81-20 and EN 81-50 standards and pub-
lished them in 2020. The new versions of them supersede the previous ones,
although they do not contain technical changes. EN 81-20:2020 and EN 81-
50:2020 have dated normative references. These standards cite editions of the
referenced documents that were published in a specific year. If a normative
reference does not have a date, the standards cite the latest version of the
document. Furthermore, they have a new informative annex about the rela-
tionship between the standard and the requirements of Directive 2014/33/EU
22, 24].

CEN has been reviewed other standards of the EN 81 series. For example,
a revision of EN 81-28 was published in June 2022. The organization also
continues developing new versions of documents related to lifts safety, such
as EN 81-76 that is about the evacuation of persons with disabilities using
lifts. This standard is planned to be published in 2022.

4.1.2 ISO 12100

ISO 12100 standard provides guidance for the development of machinery,
methodology to design safe to use machines, and principles of the assessment
and reduction of risks associated with machinery. It also describes procedures
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for identifying and eliminating hazards and for working with risks during
the machine lifecycle. Moreover, the standard provides a strategy for the
preparation of safety standards [32].

ISO 12100 forms the basis for standards which has the structure:

e Type-A standards that are basic safety standards. They provide basic
concepts, principals for design and general aspects for machinery. ISO
12100 is a type-A standard.

e Type-B standards or generic safety standards consider one safety as-
pect or one type of safeguard that can be used across a wide range of
machinery. Type-B1 standards are about particular safety aspects. For
instance, safety distances or noise. Type-B2 standards cover protective
devices, such as interlocking devices or guards.

e Type-C standards are machine safety standards that deal with detailed
safety requirements for a particular machine, for example a lift, or group
of machines. If a type-C standards deviates from one or more technical
provisions described in a type-A standard or type-B standard, the type-
C standard has priority.

The purpose of the structure of type-A, type-B and type-C standards is
to give one method for manufacturers to develop machinery that can be used
to attain tolerable risk by adequate risk reduction.

According to the ISO 12100 standard, the risk is associated with a haz-
ardous situation and depends on a severity of harm that can result from the
considered hazard and the probability of occurrence of the harm.

ISO/TR 22100-1 provides explanations of the general principles of ISO
12100. This technical report helps the manufacturer of machinery and its
components to understand the different types of ISO machinery safety stan-
dards. It also elaborates how this type-A standard is used for practical cases
in combination with type-B and type-C machinery safety standards [38].

ISO 12100 was published in 2010. At that time, cybersecurity was not
given as much attention as it is nowadays. During the time after the publica-
tion of the standard, it became clear that cybersecurity attacks are becoming
a real threat to the safety of machinery. Remote interactions with machinery
provide benefits of a simplified operating process but also increases attack
surface.

To address the situations when cybersecurity attacks can affect safety of
machinery, ISO/TR 22100-4 was published in 2018. This technical report
provides guidance on relations between security aspects and safety of ma-
chinery. It gives basic information on identification and addressing cyber
threats which can affect safety [39].
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The document compares the principle objectives and conditions of safety
of machinery and cybersecurity. For instance, the main goal of safety of
machinery is to prevent accidents, health harm and injures. However, as
mentioned earlier, CIA forms the main objective of cybersecurity. Moreover,
cybersecurity field is developing very fast together with methods of cyberat-
tacks implementation. Safety of machinery is a more static field where it is
possible to foresee a misuse of a machine.

The elements of risk also change in cybersecurity. The risk is related to
the considered threat and depends on possible negative impact of the threat
and the probability of that impact when this threat can exploit existing
vulnerabilities.

The relationship between safety of machinery and cybersecurity accord-
ing to ISO/TR 22100-4 is presented in Figure 4.1. The figure shows that
cybersecurity incidents can lead to failures of the machine and cause serious
damage to human safety.

4.1.3 ISO 8100

The ISO 8100 family of standards is intended as a replacement for EN and
ISO standards related to lifts. This is done to create the series of international
standards specific to the lift domain and to improve coherence between them.

ISO 8100-1 standard contains the content of EN 81-20:2014 and some
minor editorial changes. It is a type C standard that defines safety rules for
passenger and goods passenger lifts [33].

The standard defines the safety integrity level (SIL) that is a separate
level for specifying the safety integrity requirements of the safety functions
allocated to the programmable electronic system in safety related applica-
tions for lifts (PESSRAL). This system is designed to control, protect or
monitor lift functions. It uses one or more programmable electronic devices,
such as input devices, communication paths, output devices. The standard
provides rules for PESSRAL design and the list of the electric safety devices
with the minimum SIL for each of them. SIL 3 has the highest level of safety
integrity and SIL 1 has the lowest.

The minimum design requirements for relevant SIL for PESSRAL are
presented in ISO 8100-2 standard. This standard replaces EN 81-50:2014 and
contains the same content with some updates. The standard specify design
rules, calculations, examinations and tests of lifts components. Additionally,
the standard provides with specific measures for each SIL [34].
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Figure 4.1: Relation between safety and security

4.2 Security standards

Worldwide product development can be under intense short-term pressure
for maximizing efficiency and minimizing cost. In addition, quality is an-
other challenge for the development that is based on safety and security.
Cybersecurity is obligatory to guarantee trusted connectivity of distributed
services. It should be especially considered in the development of embedded
systems. They could be a target for a cyberattack by hackers since they
perform critical functions for products [47].

When a disturbance occurs in traditional systems connected via the In-
ternet, problems arise in the digital world which indirectly affect the physical
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world. For example, hijacking of a user account could lead to disclosure of
confidential information or to financial losses. Incidents in the loT world
may have direct physical impact on the real world. For instance, a hacker
can unlock a lift door, alter settings of critical systems, or break a vehicle and
kill its passengers. For these reasons, security issues in the IoT environment
have significant impact on safety and security of the physical product [52].
Thus, security of the developed product should have high priority starting
from the early stages of its development. To improve this process, the fourth
part of IEC 62443 cybersecurity standard series has been developed.

In Chapter 2 we provided general information about each standard of
IEC 62443 series. Nonetheless, in the following sections, we will focus in
more detail on the standards that are important for the lift domain. These
standards are also used during the case study.

4.2.1 IEC 62443-4-1

The TEC 62443-4-1:2018 includes the requirements for managing development
security, implementing security from threat model to release, and maintaining
products in a secure manner. These requirements are for developers of any
automation and control systems and components where security is essential.
This standard presents eight practice requirements for SDL:

1. Security Management (SM). The fundamental practice that is a con-
sistent process and covers essential activities for SDL; such as planning
and documentation. During this practice responsible roles, their re-
sponsibilities, security requirements for the development environment
and for external components should be identified.

2. Specification of security requirements (SR). Includes threat modeling,
after which security requirements are specified. It is a direct part of
the development process that evaluates system’s properties, identifies
threats using threat modelling and security controls that should be
implemented. In case of lift’s embedded systems these security con-
trols and requirements should target security levels from IEC 62443-
4-2 standard. All of them should be reviewed before applying to the
development process.

3. Secure by design (SD). This development practice contributes to a de-
fence in depth approach. Defence in depth aims to defend the system
against any cyberattack using different independent methods. It has
several layers of security protection and is ready to maintain a high level
of defence even if one layer is defeated. A vulnerability from one layer
can be successfully mitigated by activities of other layers. However, all
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layers are autonomous and do not have the same functionalities and
failure modes. That is why the secure design of the system is an im-
portant practice and should have multiple levels of defence. The good
design of the system reduces the attack surface and allows the reuse of
components in a secure way.

4. Secure implementation (SI). The practice ensures that the system de-
fined in previous practices has been developed securely and has all
essential security capabilities.

5. Security verification and validation testing (SVV). Testing activities
verify the design and that the security requirements have been imple-
mented correctly. This practice tests security capabilities and checks
treat mitigation and that there are no other security problems.

6. Security defect management (DM). The post release practice that is
part of SDL that is responsible for maintenance process. It is about
how to handle security-related issues and vulnerabilities. Security re-
searchers can start to investigate the system at this stage of SDL.

7. Security update management (SUM). Another post release practice
that includes verification of updates and their compatibility. It also
covers requirements for description of updates and their delivery to the
system.

8. Security guidelines (SG). It covers documentation process that is re-
quired for continuous security operations of the system after release.
All documentation should specify security features and their configu-
rations, security assumptions that are related to installation and main-
tenance processes of the system and all other activities of SDL that
have impacted the system’s operations. During this practice the de-
velopment team produces documentation that is intended for an end
user, such as guidelines for secure configuration and maintenance of the
product.

The purpose of defined SDL is to develop and maintain secure products
using described above practices. SDL according to IEC 62443-4-1 is demon-
strated in Figure 4.2.

There is no need to create new processes, since the requirements of the
standards can be applied not only to new processes for developing and main-
taining products, but also to existing ones. Also, they can be applied to
hardware, software, firmware of new or already developed products. For
example, the SG practice can be used as guidance on how to create com-
prehensive user documentation for a product that has not been developed in
accordance with IEC 62443-4-1.
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Figure 4.2: Security development lifecycle

The standard is intended for developers and maintainers of the product
and do not cover the integrator or an asset owner of the product.

4.2.2 IEC 62443-4-2

IEC 62443-4-2 is the second standard of the fourth group that is applied
to TACS at a component level. It defines cybersecurity technical require-
ments for components, such as host devices, embedded devices, software
applications and network devices. The requirements can be applicable to all
mentioned types of components or to be specific to some of them.

According to the standard, the product may have characteristics of one
or more of a component type. It may combine different features of an embed-
ded, host, network device or software application and cannot be defined only
as a one type of device. In this case the product should meet all requirements
provided for each applicable component type. The standard provides defini-
tions of the components and their examples with typical attributes. However,
there is no guidance on how to determine what component or components
the product belongs to.
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The goal of the standard is to describe security capabilities that help mit-
igate threats for a certain SL without using compensating countermeasures
grouped by seven foundational requirements. These groups are:

1.

Identification and authentication control. A capability of a component
to identify and authenticate people, software processes and devices with
granting them access to the system. It covers passwords, keys, their
quality and storage. This requirement is very important for a lift con-
troller because a maintenance person should be able to interact with
it.

Use control. Provision of the assigned privileges of authenticated users
to perform actions with the system. Monitoring users’ activity and the
use of the privileges. This requirement covers wireless, portable and
mobile devices use control. Embedded component’s test and diagnostic
interfaces for developers should be protected.

System integrity. Protection of the component’s integrity against ille-
gitimate manipulation including malicious code and physical tamper.
It covers provisioning roots of trust and correct error handling. Soft-
ware of embedded components should be verified and protected against
execution malicious code.

Data confidentiality. The information transferred through communi-
cation channels remains confidential. Data in storage repositories is
protected against disclosure. It covers use of cryptography and infor-
mation persistence.

Restricted data flow. The system is segmented into zones and con-
duits to avoid the unnecessary flows of information. General purpose
communication through industrial networks should not be allowed.

Timely response to events. In case of an incident or any other security
violations the system is able to respond to it, report and take mitigation
actions during a defined time period. This requirement covers audit
logs accessibility and continuous monitoring.

Resource availability. The component is protected against degradation
or denial of services. There are system backups, recovery management
and a principle of least functionality.

The standard also defines several common constraints that should be consid-
ered during components implementation:

e Support of essential functions. Security controls and methods should

not interfere with essential operations of the component.
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e Compensating countermeasures. Some of the component requirements
might be fulfilled by external factors, for example, physical security.
Compensating countermeasures can help to reach a high level of secu-
rity when it is already difficult to fulfill the requirements of the standard
or there is a ready product that was developed before compliance with
the standard. It can be useful when there are some functionalities
dictated by other regulations or there is a need to secure legacy func-
tionalities or protocols. For instance, insecure protocols can be secured
by countermeasures, such as traffic segregation or physical isolation of
hardware.

e Following the principle of least privilege when it is appropriate. The
granularity of permissions and flexible mapping of them to identified
roles should be provided. The information of that should be docu-
mented.

e Software development process. All components should be developed in
accordance with TEC 62443-4-1 standard. The SDL practices should
be used.

The company cannot be certified in accordance with the ITEC 62443-4-2
standard if its development lifecycle does not comply with the requirements
of IEC 62443-4-1. However, it does not mean that without a certificate of ma-
turity level 3 for SDL the company cannot receive a certificate of compliance
with TEC 62443-4-2. In this case, the company must provide all evidence that
the product has been fully developed in accordance with the requirements
of IEC 62443-4-1. Nevertheless, if it is necessary to certify several products,
then the company has to provide all evidence of compliance with each IEC
62443-4-1 requirement for each product. The possession of the certificate
of maturity level 3 for SDL allows the company not to provide evidence for
compliance with some practices requirements.

4.3 1ISO 8102-20

ISO 8102-20 is a new cybersecurity standard for lifts, escalators and moving
walks. It was published in August 2022 as a response to the lift and escalator
industry request to set a baseline for cybersecurity in the domain.

The scope of the standard are lift, escalators and moving walks with
equipment and systems that support connectivity. It means that these sys-
tems are installed and maintained on the customer side and capable to con-
nect to other external systems. For example, a lift can have a permanent
connection to building networks or cloud services. Additionally, it is able to
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temporarily connect to service tools brought to the site during maintenance
or other activities. Interfaces of lift systems and equipment are also in the
scope of the ISO 8102-20 standard. However, it should be noted that the re-
quirements of this standard are not applicable to lift and escalator equipment
installed before the publication of the standard [35].

Compliance with this standard is crucial for vendors of the lifts and es-
calators domain. It is possible that when a new edition of the Machinery Di-
rective is published, ISO 8102-20 will become obligatory for all lifts providers
in the European Union. Although manufacturers will have 3 to 5 years to
adapt to the new regulation, it is in the interests of lift manufacturers to
meet all requirements as soon as possible. Moreover, a new version of EN
81-76 standard will also require compliance with ISO 8102-20 for a remote
assisted evacuation feature in the products. In addition to that, possibly new
national standards will refer to requirements of IEC 62443 or ISO 8102-20.

Nevertheless, even if ISO 8102-20 is not mandatory yet, it is expected
that cybersecurity aware customers will demand following the requirements
of this standard for products intended for buildings of critical infrastructure,
such as airports and public transportation systems. They probably have
already demanded meeting the requirements of IEC 62443 and asked for the
certificate of compliance.

ISO 8102-20 considers lift, escalators and moving walks as the equipment
under control (EUC). The assets of the EUC are its components with func-
tional capabilities.

The standard mainly takes requirements from IEC 62443 industrial stan-
dards and applies them to the product lifecycle of lifts, escalators and moving
walks designed in accordance with ISO 8100 series of standards. The prod-
uct lifecycle includes the development process, manufacturing, installation,
maintenance and decommissioning activities. Security requirements are also
applied to the product under development.

The standard uses IEC 62443-4-1 requirements for SDL. However, some
of them have additional specifications on applying the requirements to the
lift domain in the new standard.

The security requirements of the ISO 8102-20 standard are based on the
foundational requirements of TEC 62443 series that are described in IEC
62443-3-3 and IEC 62443-4-2 standards. The common component security
constraints are also taken from these standards.

The standard specifies the following functionality-based security domains:

e The safety domain includes safety related control functions. As an
example it can be a SlL-rated electric safety device. It is important
to understand that every domain is responsible for safety of people
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who use the equipment. The scope of the safety domain are only the
SIL-rated control functions.

The essential domain covers functions and capabilities that are required
to ensure the lift or escalator availability and its compliance with safety
normative documents. It has functions that are not in the Safety or
Alarm domains. The essential functions for the lift, for instance, are
car and landing indicators, access, door and load control, remote mon-
itoring and interaction, and fire service operation.

The alarm domain contains devices that are used in case of entrapment.
They can be applicable for entrapment verification, calling for help
and rescue activities. Examples of them are alarm, intercom and video
devices, emergency supply and evacuation device.

The other domain includes additional functions that cannot be cov-
ered by safety, essential or alarm domains. In most cases, devices for
entertaining the passengers are related to this domain. For example,

displays that show advertisements or music devices.

Each security domain except ”other” domain has its own SL-T vector.
The mapping of domains to SL-T is demonstrated in Table 4.1. The vectors
in the table can be presented in the vector format. For instance, the security

vector for the safety domain is SL-T(Safety) = {32221

12},

Before the selection of security controls from IEC 62443-3-3 and IEC
62443-4-2 standards for the equipment, it should be determined which com-
ponents and functions belong to which domain. The requirements of the

standards are selected according to the security vector.

In addition, ISO 8100-1 requires presence of alarm function in lifts. In ac-
cordance with ISO 8102-20, availability of them is considered more important

than confidentiality.

Foundational requirement

Security level

Alarm

Essential

Safety

Identification and authentication control (FR 1)

Use control (FR 2)

System integrity (FR 3)

Data confidentiality (FR 4)

Restricted data flow (FR 5

)
Timely response to events (FR 6)

= =] =] = = = =

Resource availability (FR 7)

NN DN DN DN

NN DN DN W

Table 4.1: Target security level vectors




Chapter 5

Case study of security certifica-
tion

This chapter provides the analysis of the relation between distributed embed-
ded systems and the IoT. It also introduces the case study of the IoT system
that includes a lift controller as an embedded system. The lift controller is a
simplified prototype that has some similarities to the real developed solution
by KONE Corporation. In addition, the chapter presents this corporation
with a description of its main activities and their achievements in the area
of cybersecurity.

5.1 Distributed embedded systems and IoT

There is no exact definition for an embedded system. Generally, it means a
computer system that is designed with a special purpose to control or support
operations of a larger technical system with mechanical components in which
this embedded system is integrated. An embedded system differs from a
computer in performance of tasks. In most cases, it does a limited number
of predefined functions and works with limited or no human interaction by
using sensors and actuators. Furthermore, this system operates under real
time constraints and handles service requests within certain time intervals
[17].

In recent years, there has been a drastic rise in the number of the IoT
concept implementations. 10T is created for the deployment of smart objects
that can sense the surrounding environment, for transmission and processing
of data acquired by these objects, and for sending their feedback to the
environment. A connection of objects to the Internet is able to improve key
values of industries such as sustainability and safety. In addition, it allows
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the physical and digital world to efficiently interact with each other. The
[oT is considered a disruptive technology that is aimed at solving modern
societal issues [49)].

The 10T is inextricably linked with embedded systems. However, the rela-
tionship between these terms is not clearly defined in scientific literature. For
instance, some researchers consider that the IoT is an example of embedded
systems. They also explain that innovative development of industry, medical
and automotive applications cause IT to converge with embedded systems.
Besides, industries that develop embedded systems evolve their processes
toward IT using cloud solutions and automatic scaling services [19].

Nevertheless, there is another opinion that distributed embedded systems
are part of the IoT where the embedded systems are designed to complete
predefined tasks, such as collecting information from sensors and delivering
control signals to actuators or processing audio and video signals. These tasks
are distributed among several devices that differ from each other in their func-
tional capabilities and characteristics. The researchers also define the loT as
a system that consists of interrelated objects, devices, machines, people with
unique identifiers that can transfer data through a network without human
interaction. Thus, a distributed embedded system combines different devices
to complete a shared task [48].

Moreover, other researchers define embedded systems as cyber-physical
systems that combine software and hardware and the capability to interact
with the physical world through their components. The embedded systems
are part of the IoT and can be considered as IoT devices with the requirement
of being connected to the Internet [20].

According to the ISO/IEC 20924 international standard, the IoT repre-
sents infrastructure of interconnected entities, systems, information resources
and people in conjunction with services which processes and reacts to infor-
mation gained from the physical and virtual world. The standard also defines
[oT system as a system that provides functionalities of the IoT and can in-
clude ToT devices, IoT gateways, sensors, and actuators [37].

In the case study a prototype of a lift controller is considered as an em-
bedded system. The case study included in this thesis is based on a simplified
version of a real lift controller that can be developed and produced by lift
manufacturer, such as KONE Corporation. The controller together with
sensors and gateway compose the loT system.
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5.2 KONE Corporation

KONE Corporation is a well-known manufacturer of lift and escalators. The
company is a world leader in this industry. In addition to lifts and escalators,
KONE produces automatic building doors and solutions for maintenance of
released products. The company has approximately 550,000 customers in the
world and almost 1,5 million equipment in maintenance [8].

KONE focuses on developing smart, connected and sustainable products
that are able to adapt to evolving technologies and to the needs of customers
and partners.

KONE is an innovator in the lift industry. The corporation has been de-
veloping the first digital lift series KONE DX Class that combines digitization
of services and built-in connectivity.

KONE has an international reputation for quality of provided products
and services. Any problems that impact the reputation could badly affect
company’s business operations and financial aspects. They can happen due
to safety, cybersecurity or non-compliance incidents [7].

To improve security of operations and developed products, KONE collab-
orates with trusted third-party security service providers to manage security
risks and solve security problems. KONE conducts tests, audits and maturity
assessments to ensure security on a regular basis. The company measures its
improvement in cybersecurity using the NIST CSF.

The corporation constantly invests in its cybersecurity. KONE has devel-
oped and established security policies to define security controls for protect-
ing the confidential data and information systems. The protection concerns
systems that are under development and already in operation. KONE secu-
rity controls can detect and timely respond to cybersecurity incidents and
allow fast recovery of systems in case of a cybersecurity issue.

In July 2022, KONE received a certificate of compliance with IEC 62443-
4-1 standard at ML 3. The certificate was awarded by TUV Rheinland to
demonstrate that SDL processes of the company are properly applied to the
development of new solutions, such as KONE DX Class lifts, and fulfill all
requirements of the standard. The case study presented in this thesis was
conducted using findings from the I[EC 62443-4-1 compliance and certification
process.

In addition, KONE participates in the cybersecurity standardization ini-
tiatives in lift and escalator industry. The company develops solutions to be
compliant with the industry cybersecurity standards requirements, such as
IEC 62443 and ISO 8102-20.
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Figure 5.1: Lift controller architecture, simplified example

5.3 Product for certification

A prototype of the lift controller used in the case study is presented in Fig-
ure 5.1. It has built-in communication functionality for transmitting and
receiving information from virtual private cloud (VPC), for normal function-
ing of the alarm system, and for connecting to the lift system that oversees
several lifts. For clarity, the main functions of the controller are represented
as components of the controller.

Motion control is an essential capability of the controller that controls
the motor of the lift. It allows the controller to use special commands for a
lift drive to move the car of the lift and control its speed. The controller uses
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the serial bus to communicate with the drive that does not support remote
access. Feature wise, the drive is intentionally kept basic to lower risks as
it is the most essential part of the lift system. As a result, communication
between the controller and the drive is unidirectional. Since the drive cannot
hold state, the controller must maintain real-time information of the car
position, direction and speed.

The lift is equipped with sensors that send the raw data about speed,
load, temperature and landing to the controller that relay this data to the
VPC through a local gateway. Once the data is in the cloud, it is stored in
a data lake. This storage is massive in size and has low write latency, which
is suitable for storing data from many sensors of different lifts in real-time.
The raw data is processed into structured information, which is consumed
by applications, such as a monitoring system and an analyzer, that monitor
and analyze the information respectively. Based on the received information,
the analyzer can send commands to the controller, for example, to slow down
the car or to go to the particular floor. Furthermore, if the analyzer detects
anomalies in the lift data or behaviour, it can contact the personnel respon-
sible for maintenance. The controller also communicates with the VPC to
receive commands for upgrading software or to provide debug information.

Through the gateway, the controller is able to communicate with con-
nected devices in the lift car and cloud services, authenticate, route and
filter the car network. Single point of entry to the data flow reduces the
attack surface and minimizes efforts required to secure the system.

Moreover, the controller supports service tools for maintenance opera-
tions provided by the manufacturer. They can be connected to the controller
through USB interface or Ethernet port with LAN connection. The commu-
nication functionality also uses the USB interfaces for connection to a cellular
modem.

The operation control component includes several essential functions of
the controller:

e Normal control that is responsible for the overall operation of the lift
and controls its functioning.

e Access control that manages access rights of passengers. For example, a
person can go to the particular floor only after successful authentication
that can be done, for example, with a key or password.

e Door control together with the protective devices and re-opening of the
doors capability.

The lift controller supports an alarm functionality comprised of three
main parts: a siren, intercom and emergency dialer. The siren is placed both



CHAPTER 5. CASE STUDY OF SECURITY CERTIFICATION 48

in the lift car as well as the exterior of the shaft, which alerts people in case
of entrapment and gives audio cues about the position of the lift in the shaft.

The intercom allows two-way voice communication between the lift car
and the call center. Additionally, by utilizing VoIP of the building network
or GSM, lift car is able to communicate directly with a remote operator or
emergency service, which is required by the EN 81-28 standard. In cases
of emergency, the lift car can dial and alert emergency services such as fire
department or hospitals for immediate assistance. The alarm phone regularly
makes automatic call to the call services to check if the alarm system is still
able to operate normally [23].

The alarm functionality can work autonomously without any user inter-
vention, but it also allow passengers to trigger it manually using buttons
inside the lift. Omne downside of allowing manual alarm system triggers is
that bad actors can use them to disturb normal lift service.

Display functionality, not to be confused with floor or direction indica-
tors, is considered to be non essential. Modern lifts can be equipped with
high-definition media displays that show advertisements, weather and play
music. The display system is equipped with 4G modems that provide In-
ternet connection for its functions. However, the communication is only one
way. In case of display malfunction, the function of the lift is not affected.
Additionally, displays do not not disclose any confidential data, such as pa-
rameters of the controller. Thus, any of the displayed information cannot be
used for the disruption of lift services.

The controller is placed in a physically secure machine room or a cabinet
with restricted access. In the lift industry, it is a generally accepted practice.
Moreover, there can be a physical lock that will prevent an unauthorized
person from tampering configurations and values of the controller.



Chapter 6

Implementation

In this chapter, we apply the ISO 8102-20 standard to the development of
the lift controller in the case study.

6.1 Identification of scope

Before applying any standard, it is crucial to study its scope. In the case of
ISO 8102-20, it is important to understand that the standard is applicable
to products that support communication and are capable of connectivity
to networks. Accordingly, if a lift and its components do not possess this
capability, then the requirements of this standard are not mandatory.

In the case study the lift controller supports connectivity due to the built-
in communication functionality. Therefore, the requirements of ISO 8102-20
are applicable to it.

The lift is a system that has multiple components that function as one.
For the integration of the components to the lift system, each component
should be specified in the context of the system. This means that the com-
ponent types must be defined in accordance with the IEC 62443-4-2 standard.
Moreover, it is required to determine which components belong to which se-
curity domains, zones and conduits.

There are examples describing devices that belong to a different com-
ponent type in IEC 62443-4-2. The Annex A of the standard can help in
determining of a component type.

In the case study we consider the lift controller and the devices that it
controls or from which it receives data for normal operation as the assets of
the EUC. However, cloud services are considered as external services. For
this reason, they are not included in the EUC.

We define the lift controller as an embedded device. This is done for the
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following reasons:

e [Firstly, it fits the definition of the embedded device given in the stan-
dard. The lift controller is designed to directly control and monitor the
operation of the lift, it has an embedded operating system and supports
a limited number of exposed services.

e Secondly, as an example of the embedded device, the standard provides
a programmable logic controller that has some similar functionalities
with the case study lift controller.

In addition to that, the lift controller has communication function, through
which it can transmit data to the VPC and provide functionalities of the
[oT. In this case the lift controller has functions of a network device.

Therefore, component requirements from TEC 62443-4-2 for embedded
and network devices are applicable to the lift controller. These requirements
are security requirements from ISO 8102-20. In addition, the SDL is appli-
cable to the entire lift controller, not just to some parts of it.

The described above actions relate to the requirements 4.2.2 Identification
of applicability and 4.2.5 Process scoping of the ISO 8102-20 standard.

6.2 Identification of zones and domains

As described earlier, the lift controller should be installed in a physical secure
location with access control. In the case study, the controller is placed in
the machine room that can be accessed through a maintenance cabinet by
authorised install and maintenance personnel. The controller can also be
placed in the maintenance access panel if it is used for a machine-room-less
lift.

The lift controller can be also accessed via the Internet and a building
network. The network connection is conducted through the gateway and is
used for alarm phone functions, for the management systems controlled by
customers and for sending data to the VPC and receiving commands back.
The controller supports a cellular modem that is used for secure connection
to the VPC. The lift controller also receives the data from sensors.

The identified assets of the EUC are classified into the corresponding
security domains:

e The alarm functionality of the controller is under the domain ” Alarm”.

e Sensors, operation and motion control functions, and gateway that is
responsible for the remote interaction with the lift controller form the
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domain ”Essential”. The controller as an asset of the EUC has the
essential role. It also does not have SlL-rated functions to perform.
That is why it is also included in the ”Essential” domain.

e The display is designed to show informative and entertaining content
for the passengers. It takes information from the Internet using the
built-in 4G modem. It does not send any information to the controller
and does not relate to alarm, essential, and safety domains. Therefore,
it is under the domain ”Other”.

We have grouped the assets of the EUC into four zones based on their
operation functions. One zone consists of one essential domain and includes
the gateway. There is another zone that includes only the essential functions:
sensors, operation control, and motion control. We have not combined these
zones together because of the trust boundary. Other zones are a zone with
the alarm functionality and a zone that includes the display functionality.

The trust boundaries and zones with security domains for the EUC are
presented in Figure 6.1.

In the case study, the lift controller has different functionalities including
the essential functions. Moreover, these functions have the highest SL-vector
requirements for each FR. Thus, the lift controller regardless of its supported
functionalities must meet at least the requirements that belong to the essen-
tial SL-vector: SL-T(Essential) = {2222 11 2}.

The ISO 8102-20 standard provides the minimum SL-vector for each se-
curity domain. However, the manufacturer should set the minimum SL for
the EUC assets based on the results of threat modelling and risk assessment
processes. It should be analysed if the minimum SL from the standard is
enough for ensuring security of the developed product. If the standard SL-
vector for some functions is not sufficient, the manufacturer must aim for a
higher SL.

The standard does not clearly specify how the manufacturer should iden-
tify the target SL for the product. Thus, it is possible to decide it based on
the expected attacker profile. However, the assumption should be verified by
risk assessment.

In the case study, the threat modelling and risk assessment were per-
formed. As a result, we have determined that the SL-C for the lift controller
corresponds to the SL-T (Essential) from ISO 8102-20.

Therefore, the controller must meet the SL 2 requirements for the identi-
fication and authentication control, use control, system integrity, data con-
fidentiality, resource availability, and the SL 1 requirements for the timely
response to events and resource availability. All these requirements are FRs
from IEC 62443-4-2.
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Figure 6.1: Lift controller with defined function domains and zones

The described above actions relate to the requirements 4.3.1 Product
security context and 4.3.2 Threat model of ISO 8102-20.

6.3 Security requirements creation

After identification of zones and required capability SL of the controller, we
need to define security requirements based on the IEC 62443-4-2 standard.
The requirements must be applied not only to the product under develop-
ment but also to its lifecycle: to installation, operation, maintenance, and
decommissioning processes.

During the security requirements creation, defined zones and SL-C must
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Attack vector Mitigation Security requirement

e Unnecessary ports are

closed
Unnecessary

ports are open | ¢ Firewall controls access
to network ports

CR 7.7 Least functionality

Table 6.1: Example of relation between identified attack vector and security
requirement

be considered. The security requirements must be aligned with the threat
model, documented, reviewed, updated, and verified.

As an example, we will show the connection between one of the identified
attack vectors from the threat model and the security requirement of the IEC
62443-4-2 standard. The described relation is demonstrated in Table 6.1.

The lift controller has ports that are not necessary for the normal oper-
ation of the lift. For example, some ports are intended for connection with
external systems, such as access control systems. The customer may not use
these systems. The mitigation measures are closing unnecessary ports and
checking the use of network ports by the firewall. The ports for additional
systems can be open by the manufacturer or maintenance service only if the
customer uses them.

The security requirement from TEC 62443-4-2 that covers the use of un-
necessary ports is CR 7.7 - Least functionality. The requirement satisfies
the SL 1 and SL 2. Based on this requirement of the standard, we have
created a security requirement for the lift controller, which is documented as
follows: Only ports for functions that are required for the essential operation
of the lift shall be open by default. The controller shall automatically close
all unnecessary ports that are not in use for a defined period of time.

In the case study, we use a requirements management software for cre-
ation and management of the SDL and security requirements. This software
is used for compliance with requirements of various standards. It contains
product requirements, security requirements, test plans and test cases for
their testing, test results and software defects. The software also supports
the review process that is very important for creating high-quality require-
ments. The requirement management software does not store all information
about the product but has links to sources where other details can be found
depending on the access restrictions. For example, additional information on
the security architecture can be placed in the internal wiki.
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Figure 6.2: SDL and security requirements management structure

The software can generate reports that have all information about re-
quirements or test cases. These reports can also be used as evidence for the
auditor.

For the lift controller, there is one folder in the software that is divided
into different subfolders with all applicable requirements. The simplified
folder structure that we developed to manage SDL and security requirements
for the lift controller is demonstrated in Figure 6.2.

The IEC 62443-4-2 standard has Annex B with the table that indicates
which component security requirements apply to which FRs for a given SL-C.
It is convenient to use this table during the addition of security requirements
to the requirements management tool.

Each requirement has a specific description and a status that allows peo-
ple involved in the development process to trace the current state of the
requirement. Moreover, each requirement is linked to the corresponding test
cases.

In the requirements management software, we created 47 SDL require-
ments for the secure development process of the lift controller, 16 of which
contain additional requirements according to ISO 8102-20. We also created
76 security requirements in accordance with component requirements for em-
bedded and network devices that are applicable to the controller. Further-
more, we developed the tooling guideline for the ISO 8102-20 compliance
that is used by software developers and security specialists at KONE. This
guideline explains necessary processes for compliance with the standard, such
as creating and managing SDL and security requirements.

Additionally, to visualize the progress of compliance with the require-
ments, we developed a tool that uses different graphs to represent the current
state of this process. For example, it shows the number of fulfilled security
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requirements based on their tests results.

The described above actions relate to the requirements 4.3.3 Product
security requirements, 4.3.4 Product security requirements content, and 4.3.5
Security requirements review of the ISO 8102-20 standard.

6.4 Security requirements testing

A crucial part of any compliance process is the verification and validation
testing of security capabilities of the product. The security testing activities
ensure that all security requirements have been met.

The ISO 8102-20 standard as well as the IEC 62443-4-1 standard has
requirements related to testing the developed product. All security tests
should be planned, documented, reviewed and conducted.

In the case study, we defined and documented test types and methods,
testing environments and examples of tools in the lift controller security
testing plan. It also has descriptions of roles involved in the testing activities
and assigned responsibilities in order to ensure the independence of testers.

We created tests cases for security requirements in the requirements man-
agement software based on the security testing plan, threat model, default
system configuration and defined security requirements. It is important to
note that test cases for the product cannot be based only on the clauses of
security standards. Therefore, the translation of the high-level security re-
quirements to more detailed technical ones is a crucial part of the compliance
process.

For the security requirement that was given as an example in the previous
section, we created three test cases in the requirements management software:

e One test case verifies that the product fulfils the security requirement
CR 7.7 - Least functionality and does not have ports for inessential
functionality opened by default.

e Another test case checks that the controller automatically closes un-
necessary ports that are not used for a defined period of time.

e The third test case verifies existence of the firewall rules that do not
allow access through unnecessary network ports.

All conducted tests must be marked as passed. If some tests are not
passed, then in addition to the documented results, a defect must be logged
into the requirements management software.

The security testing plan, content of the test cases and tests results must
be provided to the auditor as evidence of compliance. If the provided evi-
dence is insufficient, the auditor ask the manufacturer to provide additional
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documents to clarify or confirm the test results. They also can ask to create
additional test cases to test different system configuration.

The described above actions relate to the requirements 4.6.1 Security
requirements testing, 4.6.2 Threat mitigation testing and 4.7.1 Receiving no-
tifications of security-related issues of ISO 8102-20.



Chapter 7

Observations on ISO 8102-20 and
evaluation

In this chapter, we will discuss observations on ISO 8102-20. The obser-
vations were made during development of this thesis. Moreover, we will
evaluate the results of the application of ISO 8102-20 to the prototype of a
lift controller.

7.1 Contribution of ISO 8102-20

The publication of the ISO 8102-20 standard is an important milestone in
the development of communication technologies, such as the IoT, which can
be implemented in the lift and escalator industry. Compliance with require-
ments of the standard minimizes the risk of a malicious intruder entering the
system to cause a disruption of the lift services.

The standard provides unified requirements and methods for all lift man-
ufactures to secure connection between the lift products and external envi-
ronment. The requirements not only help to improve the efficiency of the lift
operations but also allow the manufacturer to ensure safety of personnel and
passengers of lifts [40].

Moreover, ISO 8102-20 helps the manufacturer to build the efficient and
secure products that support updating the lift remotely. This feature of the
modern lift systems provides prompt response to possible lift malfunctions
and allows to eliminate the problem as soon as possible. In addition, connect-
ing the lift to the monitoring system via the Internet reduces the workload
of the maintenance personnel and the number of their physical interaction
with lift systems.

Additionally, the standard helps the manufacturer to protect the systems
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from different types of malware. For example, the most dangerous type of
malware for organizations at the moment is a ransomware. A malicious actor
infects systems with ransomware that restricts access to data or a system for
legitimate users. Then, the attacker requests to be paid some amount of
money to return access or decrypt files.

The frequency of occurrences of ransomware attacks, has dramatically
increased in recent years. The attacks have been targeting mostly computer
systems of different organizations including governments, health services and
manufactures. Ransomware attacks on distributed embedded systems in
IACS are not prevalent right now. However, it is expected that attackers
will start actively targeting the [oT systems used in the industry in the near
future [46]. For this reason, manufacturers of lifts capable of communicat-
ing through the Internet must take care of cybersecurity, which forms the
foundation for safety.

Besides, there has already been a case when a successful severe ran-
somware attack on a large Furopean hotel chain disrupted its business oper-
ations and shut down a lift system. As a result, the attackers gained access
to a confidential data and were able to disable lifts in hotels of the chain [14].

The ISO 8102-20 as well as standards of the IEC 62443 series does not
explicitly define methods of mitigation of ransomware attacks and protection
against them. Nonetheless, if the manufacturer meets all SDL and security
requirements of ISO 8102-20, it is much more difficult for an attacker to
implement a successful ransomware attack on the developed systems.

As described earlier, ISO 8102-20 is based on requirements of IEC 62443-
3-3, IEC 62443-4-1, and IEC 62443-4-2. Unlike the listed standards, the
ISO 8102-20 standard additionally specifies the information for use as a part
of certain requirements. This information for use is intended to provide
description of how to achieve, configure and maintain security of the EUC.

In addition, the ISO 8102-20 has the informative Annex A that specifies
some aspects of SDL practices for lifts in more detail. For example, it lists
SDL documentation that is typically produced during compliance with the
SDL requirements. Moreover, it gives an example of identifying specific as-
sets of the lift and includes information about identification of the relevant
attacker types or attacker profiles. According to the standard, the threat
modeling and risk analysis should start from this identification. Types of
attacker profiles can be more than the number of SLs. The profiles may
include an incompetent developer, an insider or an unauthorised penetration
tester.

Furthermore, the Annex A has some guidance on performing a risk assess-
ment. It provides considerations that should be taken into account during
the initial risk assessment and examples of questions that can be used when
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developing the documentation. Additionally, the Annex B of the standard
provides information on how to apply the risk assessment methods and ex-
amples of using risk matrices.

7.2 Observations on ISO 8102-20

The ISO 8102-20 standard can be confusing for users who apply it to the
EUC. The user can think that only the domain ”Safety” and the safety level
vector covers the safety functions of a lift. But in reality, the SL vector for the
essential domain also includes functionalities related to safety. For instance,
the control of the car doors, including protective mechanisms for locking and
emergency unlocking of them, relates to ensuring the safety of passengers
and maintenance personnel. However, the standard refers the door control
including its protective devices to the domain of essential functions. The
alarm initiation device is related to safety functionalities and belongs to the
domain ” Alarm”.

Therefore, it is recommended to think that all domains specified in ISO
8102-20 are responsible for safety operations of the EUC. The safety domain
exclusively covers the SIL-related functions.

Additionally, the relationship between the terms FUC and IACS is not
clearly defined in the ISO 8102-20 standard. As described previously, the
standard is based on the requirements of the IEC 62443-4 standards. The
scope of those standards are IACS. However, ISO 8102-20 uses only the EUC
term. It may cause readers of the standard to question why the IACS term
is not used in the standard and how the EUC relates to that.

The concept of the EUC has been used in the ITEC 62443 series before
the publication of ISO 8102-20. According to IEC 62443-1-1, the equipment
under control is an equipment, machinery, apparatus or plant used for manu-
facturing, process, transportation, medical or other activities [30]. Thus, the
EUC from ISO 8102-20 is included in the concept of the equipment under
control from the IEC 62443 series.

It can be concluded that the EUC is the process equipment controlled by
the TACS. In the case of lifts, the EUC is a lift system that is controlled by a
lift controller and can be divided into different assets. Not all of these assets
are controlled by the controller. However, the functions of the controller,
such as alarm and safety functions, are assets of the EUC.

As mentioned earlier, the requirements of standards are often described
vaguely. They do not have the specific details necessary to implement the
requirement and test it. For example, the IEC 62443-4-2 standard has the
requirement for validation of input data — CR 3.5 - Input validation. One of
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the methods to test this requirement is to use fuzzing. Fuzzing or fuzz testing
consists in automatically providing random and invalid values as input. The
standard does not specify any testing details, such as the types of input
values and the duration of the testing. These details should be identified by
the manufacturer using a threat model.

Another example of the security requirement from the standard where
duration affect the final testing results is CR 7.1 - Denial of service protec-
tion. The values used for the denial of service testing also should be taken
based on the threat model. However, the standard does not provide examples
of how long the testing should take and how it should be done.

The lack of detailed instructions can lead to uncertainty for the manu-
facturer to understand whether the testing was performed correctly and its
results reflect the actual security of the product. In order to avoid misun-
derstanding of how testing activities must be carried out, the manufacturer
should prepare testing plans for each component by describing the every step
in detail.

It should be noted that the Annex A of the ISO 8102-20 standard con-
tains some information on the performance of fuzz testing and details of a
fuzz testing plan. The plan should include listed components for fuzzing,
description of the testing process, type of fuzzing, and the pass criteria for
the tests.

It is also unclear what criteria the auditor uses to verify the results of
testing the implementation of the requirements. Therefore, the product can
have the passed testing result that is satisfactory for developers but not
sufficient for the auditor.

Furthermore, it is quite possible that the manufacturer intentionally does
not consider one of the identified threats and does not document it in the
threat model. It can be done in order to avoid increasing SL for the product,
compliance with more requirements and the implementation of additional
security capabilities for the product for the certification. The manufacturer
also can accidentally miss one threat that is applicable to the product during
the threat modeling process. For both cases, it is not clear whether the
auditor can identify the missed threat, or whether the auditor creates their
own threat model for the product based on the received evidence.

Another thing to consider is skills and actions of people who install the
developed product on the customer site. The manufacturer can follow all
recommendations and meet all requirements for SDL, implement all security
capabilities required for the highest SL. But it is still challenging to elim-
inate the risk of human error during installation of the product. The ISO
8102-20 and the IEC 62443-4-1 standards require security guidelines creation
for the product that supports installation and gives guidance on hardening
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the product during this process. However, the guidelines requirements do
not demand the addition of a minimum level of personnel expertise to the
guidelines. The IEC 62443-4-1 standard has one SM-4 - Security expertise
requirement that is about availability of security training and assessment
programs for personnel to improve their security expertise. ISO 8102-20 con-
tains the additional requirement to SM-4 that requires training programmes
to include EUC-specific safety expertise.

Nevertheless, this requirement mentions the importance of security aware-
ness training for people involved in SDL. There is no information about how
important it is for safety and security that installation personnel have the
necessary knowledge and skills to install the developed solutions. Therefore,
the manufacturer should provide a secure out-of-the-box product to avoid
security problems caused by possible improper installation.

In the lift industry, it is not mandatory for the maintenance company
to belong to the lift manufacturer. For example, the manufacturer cannot
require customers to use only manufacturer’s maintenance services when it
has a dominating market position. Thus, in case of changing the maintenance
provider, the skills of the maintenance personnel and their actions can cause
security problems with a lift. The manufacturer does not know how this
company performs lift maintenance. However, if a problem with the lift
arise, including security issues, then it may cause the reputational losses
for the manufacturer that has a certificate of compliance with cybersecurity
standards.

7.3 Evaluation of implementation

The practical application of the ISO 8102-20 standard is an important con-
tribution of this thesis to the cybersecurity standards compliance in the lift
industry. Chapter 6 can be used as an auxiliary material in preparation for
compliance by people involved in this process.

We explained on what grounds and how the type of device for the lift
controller was chosen. This explanation can help developers to comply with
the standard, as they need to determine the type of device themselves.

Besides, we described in detail the process of identification of zones and
domains. This process is crucial for the application of ISO 8102-20. Although
the standard has the informative Annex D that contains the guidance for
application of zones and conduits, it does not provide examples with system
architecture.

Additionally, this annex defines a zone as a group of cyber assets that
share the same SL for each FR. In the case study, we have two zones with
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the same SL-vectors. According to the IEC 62443-3-2 standard, a zone can
be grouped based upon risk and other criteria, such as operation function
and physical or logical location [27]. Due to the trust boundary, we have two
zones where assets have the essential SL-vector.

Based on the IEC 62443-3-2 and ISO 8102-20 standards, the manufacturer
has many options for identifying zones. In our case study, it would be possible
to define, for example, only two zones based on the trust boundary. Thus, in
one zone there would be only the gateway belonging to the essential domain.
In the other zone, there would be alarm functionalities, the lift controller with
operation control and motion control, sensors, and the display. However, in
this case, it would be required that all elements of one zone share one essential
SL-vector, which is the highest in the zone. This is not reasonable because
the alarm functionalities can comply with requirements of SL 1. Also, the
display does not have functionality that must meet the requirements of the
standard. And if these assets are in the same zone with the essential domain,
then they must also meet the requirements of SL-T(Essential) that contains
requirements of SL 2.

Therefore, in the case study, based on the risk assessment and threat
model for assets, four zones were created. We believe that in this case, such
identification of zones is the most rational.

To simplify the demonstration of the application of ISO 8102-20 in the
case study, PESSRAL is not considered as a subcomponent of the lift con-
troller and not considered as an asset of the EUC. Hence, the SIL-rated
functions that form the safety domain are out of scope of the case study.
That is why the lift controller interacts with only two security domains in
accordance with the standard. The presence of the third domain may com-
plicate the process of applying the standard, especially if several zones and
sub-zones are defined.

In the implementation part of our case study, we demonstrated the re-
lation between the identified attack vector from the threat model, security
requirements creation and security requirements testing using the example
with unnecessary ports. This example can be used to organize activities re-
lated to specification of security requirements and their testing. The threat
modeling process was carried out without using threat model platforms or
software. The process was based on sessions with security experts and es-
tablished internal policies. To manage the SDL and security requirements
of the standard, we used the requirements management software that has
been already used by developers to manage functional requirements. This
made it possible to reduce the resource costs of implementing a new tool for
managing security requirements.

Furthermore, we have provided the names of the SDL requirements, which



CHAPTER 7. OBSERVATIONS ON ISO 8102-20 AND EVALUATION 63

correspond to the processes described in the application of the standard.
However, some requirements of the SDL practices are out of scope and have
not been mentioned. For instance, we assume that the lift controller is imple-
mented according to the defense in depth strategy with using secure by design
principles and secure coding standards. Management of security defects and
security update management are not in the scope because these practices are
often established in the organization for the development process of various
products and do not specifically apply only to the lift controller.

In addition, the creation of security guidelines for the end user of the con-
troller is out of scope of the case study because all information that should
be in them is described in the requirements of the standards. There are no
requirements for the design or structure of these guidelines, so the manu-
facturer can create them in a free form based on the internal rules. The
form of the guidelines is specific to each organization. Nevertheless, we can
give one recommendation for creating the guidelines: End users should not
need to know all risks and security aspects of the product. They should be
aware only about risks that are associated with configuration, installation,
and maintenance.
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Conclusion

Communication technologies are developing rapidly. They are already ac-
tively involved in the machinery manufacturing industry. The ability of ma-
chines to interact with each other and remote monitoring systems through
networks improves their efficiency.

In the lift industry, distributed embedded systems connected to the In-
ternet allow lifts to support remote services, such as predictive maintenance.
For instance, the manufacturer is able to implement remote monitoring of
lift systems that can ensure their correct functioning and can immediately
notify about an out-of-service lift. Moreover, the manufacturer can perform
remote software updates for lifts that have the connectivity capability.

However, the interaction of components of the machinery with the Inter-
net increases the number of cybersecurity threats and risks. Cybersecurity
incidents can jeopardise the safety of the machinery and its users. For ex-
ample, if malicious actors gain control of the lift system, they can disrupt
its functioning and cause damage to passengers or maintenance personnel.
Therefore, safety of modern lifts that supports connectivity features depends
on their security.

To help manufactures with the implementation of cybersecurity measures
for the machinery, the industrial cybersecurity standards have been pub-
lished. In this thesis, we conducted research on the standards of the IEC
62443 series that are applied during the development of distributed embed-
ded systems.

Furthermore, we analyzed ISO 8102-20 — a new cybersecurity standard
for lifts, escalators and moving walks. The standard describes SDL require-
ments, security requirements and methods for securing lift systems and their
communication with the external environment, such as a remote monitor-
ing system in the cloud. The observations on the standard are presented
in Chapter 7. Besides, we applied the ISO 8102-20 to the development of a
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prototype of a lift controller. To the best of author’s knowledge, this thesis is
the first published work with the evaluation of this standard from a practical
point of view. The ISO 8102-20 is based on the IEC 62443 standards, such
as [EC 62443-4-1 and TEC 62443-4-2. For this reason, the implementation
part also covers requirements from these standards.

To confirm compliance with requirements of standards, manufactures
have a certification audit to receive a certificate of compliance. If the manu-
facturer’s development process and products are certified in accordance with
cybersecurity standards, such as IEC 62443-4-1 and TEC 62443-4-2, cus-
tomers and consumers can be confident at security aspects of the developed
products. Besides, the certificate allows manufacturers to gain competitive
advantage in the market.

We analyzed the cybersecurity standards compliance certification process
for IEC 62443-4-1 and IEC 62443-4-2 to improve the preparation for it. At
the time of writing, there is no certification programs for the ISO 8102-20
standard. Thus, manufacturers cannot be certified in compliance with the
standard. Nonetheless, it is highly probable that certification providers will
start to conduct an audit of compliance with this standard in the near future.
It is quite possible that the certification audit will be based on certification
programs for the IEC 62443-3-3, IEC 62443-4-1 and ITEC 62443-4-2 standards.

As future work, the following items can be considered:

e Apply the ISO 8102-20 standard to the component that supports SIL-
rated functions and evaluate the results.

e Investigate possible methods to automate implementation of SDL re-
quirements and security requirements, the threat modeling process and
testing activities.

e Implement and evaluate the proposed approach of the integration of
IEC 62443-4-1 into DevOps pipelines [43]. Propose a solution for in-
tegration of security activities in accordance with ISO 8102-20 into
DevOps pipelines.

e Study whether the process of meeting the requirements of IEC 62443 or
ISO 8102-20 interferes with the compliance process for ISO /TEC 27001.

e Conduct research on the Industrial IoT (IIoT) and its role in the cy-
bersecurity standards compliance process.

This thesis work provides insights into cybersecurity standards compli-
ance process and demonstrates a practical application of the newest cyber-
security standard in the lift industry.
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The author participated in the successful certification process of compli-
ance with the IEC 62443-4-1 standard and in the ongoing IEC 62443-4-2 cer-
tification process at KONE. After the publication of ISO 8102-20, the author
was involved in the process of compliance with this standard and preparation
for the certification. The case study presented in this thesis was conducted
during these processes. It was updated based on the lessons learned from the
certification processes of compliance with IEC 62443-4-1 and IEC 62443-4-2
for use as a simplified example in this thesis.
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