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Evolving software development practices and automation are accelerating the
modern software development process. Automation in both software integration
and software testing can deliver several widely acknowledged benefits to organiza-
tions that invest in it. But in order to reach the full potential of the automation,
the process needs to be managed and understood.

Managing any system requires feedback from the managed system and the feed-
back from software development process is the software development metrics.
Traditional software development metrics are concentrating around processes in-
volving people rather than automation. In order to understand the new auto-
mated processes, new metrics are needed.

These practices of continuous integration and automated testing, along with the
agile development model, no longer produce the artifacts traditionally used to
measure and understand the development process. This thesis explores and
presents some new software development artifacts and performance indicators
derived from them. These artifacts and measures are selected using a top-down
goal-oriented process with continuous integration and automatic testing specifi-
cally in mind.

These metrics and indicators are developed in a context of embedded systems de-
velopment at KONE software development. In that context, complex integration
flows, tens of thousands of regression test cases and laborious regression analysis
involve poorly understood and often informal subprocesses. Nevertheless, these
subprocesses offer new measurable software development artifacts that can bring
new insight to managing these systems.
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Kehittyvit ohjelmistokehitystavat ja automaatio kiithdyttavat modernia ohjelmis-
tonkehitysprosessia. Automaatio seké integraatiossa ettéd ohjelmistotestauksessa
tarjoaa monia laajasti tunnustettuja hyotyja organizaatioille, jotka panostavat sii-
hen. Jotta automaation taysi potentiaali voidaan hyddyntéé, sen prosessia pitaé
hallita ja ymmaértaa.

Minké tahansa jarjestelmén hallinta vaatii palautetta hallittavasta jarjestelmésta
ja ohjelmistokehitys mittarit ovat ohjelmistokehityksen antamaa palautetta. Pe-
rinteiset ohjelmistokehitysmittarit keskittyvét prosesseihin ihmisten ympérilla
automaatioprosessien sijaan. Ymértddksemme uusia automatisoituja prosesseja
tarvitsemme uusia mittareita.

Jatkuva integraatio ja testiautomaatio yhdessé ketterien kehitysmallien kanssa
eivit endd tuota artefakteja, joita on perinteisesti kiytetty kehitysprosessin mit-
taamiseen ja ymmértamiseen. Tamé diplomityd tutkii ja esittelee uusia ohjel-
mistokehityksen artefakteja ja niistd johdettuja suorituskykymittareita kdyttiaen
tavoiteldhtoistd top-down prosessia erityisesti jatkuvaa integraatioita ja testiau-
tomaatioita silméalla pitden.

Néitd mittareita ja indikaattoreita kehitetddn sulautettujen jarjestelmien kehi-
tyksessi KONEen ohjelmistokehitysosastolla. Siind kontekstissa kompleksit in-
tegraatiovirrat, kymmenet tuhannet regressio-testitapaukset ja tyolas regressio-
analyysi sisdltdvéit huonosti ymmérrettyja ja usein epiformaaleja aliprosesseja.
Kuitenkin ndmé aliprosessit tarjoavat uusia mitattavia ohjelmistokehityksen ar-
tefakteja, jotka voivat tuoda uutta ymmérrysta ndiden jarjestelmien hallintaan.

Asiasanat: jatkuva integraatio, testiautomaatio, suorituskykymittari
Kieli: Englanti
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Abbreviations and Acronyms

KPI
1
CD
TA
VCS
SCM
GQM

Key Performance Indicator

Continuous Integration or Continuous Improvement
Continuous Delivery or Continuous Deployment
Test Automation

Version Control System

Source Control Management

Goal-Question-Metric process
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Chapter 1

Introduction

1.1 Motivation

Continuous integration and automated testing are widely considered as an
integral part of modern agile software development. The have both been
essential tools of agile development from the beginning of the agile movement
[12]. Development organizations are transforming their processes to become
more agile and they often employ these methods to achieve their goals of
delivering higher quality software, faster and more reliably.

The agile development model accelerates the iterations of software de-
velopment. For the process to be efficient, the overhead of repeating the
steps of analysis, design, implementation and testing needs to stay very low.
Additionally, if any of these activities can not be shortened, they become
bottlenecks for the iterative process. In order to accelerate the development
and value creation, each of these steps need to be accelerated together. The
development model has progressed from the water fall model to iterative
development and continuous develoment.

The first three of these development activities can be accelerated by
changing development practices. In the last decade, many organizations have
achieved this by changing their development process and embracing the agile
models. But in many contexts, the simple process change has not been able
to accelerate the fourth activity of testing.

“They did the requirements on time, the design on time, maybe
even the code on time, but testing and integration took much
longer than they thought.” Agile Manifesto [12]

While the agile software development practices have accelerated the de-
velopment process, testing is becoming the bottleneck of the processes. Or-
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ganizations relying on manual testing practices cannot shorten their develop-
ment cycles since the testers can not keep up with the pace of development.
This is especially true for embedded systems development where automated
testing becomes nontrivial and continuous integration seems to become an
impossible goal [8].

In the agile process, test automation is no longer viewed solely as simply
automating manual test cases but as an integral part of the code base of the
software. The former view of test automation was linked to situation where
the existing, often legacy systems, did not have automated tests written
along side their development but afterwards to help maintaining and further
developing the systems. The latter, modern view of test automation is that
automated tests are written in parallel with the development process. These
tests will accumulate and are part of the code base of the system.

Much more has been written about the Return of Investment (ROI) for
planned automation than metrics for implemented test automation. These
studies on ROI show that investments in both testing and test automation
generally are worth the investment [9] [17].

Today, it is mostly agreed that test automation is worth the investment
and the interesting question is no longer whether one should automate but
rather is the automation effective and how could it be improved. While ROI
is a valuable metric for management purposes this thesis focuses on metrics
that would help to improve the processes.

1.2 Research Questions

The goal of this thesis is to explore and define useful metrics that would
indicate the performance of test automation and continuous integration.

While some of the results are applicable to any domain, the focus of the
research is on large software projects with non-trivial testing needs. More
specifically, the research is performed in the context of software development
at KONE Corporation and one of thesis goals is to produce specific metrics
for that organization. The context of software development at KONE is
discussed in chapter 4.1.

The main research problem of the thesis aims to answer is:

How to measure the performance of test automation and contin-
uous integration?

This problem is further divided into these three research questions:

Question 1 When are test automation and continuous integration meeting
their goals and contributing to the development process?
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Question 2 Which metrics indicate the health and performance of test au-
tomation and continuous integration?

Question 3 How can these indicators be generated by automation?

The first question tries to establish some heuristics for continuous integra-
tion and automated testing. A lot has been written on how these practices
improve the software development process and the quality of produced soft-
ware in general. This thesis aims to define measurable characteristics of these
practices that would allow evaluating their implementations and operating
state. More specifically, it is asking the questions what are the properties of
an effective and healthy automation process and when is automation useful
and worth the investment?

The second question searches for measures of performance that would
indicate the health of the automation process and how it is improving the
software development effort.

The third question explores whether these measures can be automated
and what steps would this automation require. Royce claims in his book
[27] that pragmatic software metrics should be automated by-products of
the development and integration environment.



Chapter 2

Research method

2.1 Design Science

The goal of this thesis is to produce meaningful measures that would indicate
the performance of test automation and continuous integration system.

The research methodology chosen for identifying these indicators is de-
sign science. Design science is a research methodology used in information
systems research and its objective is to produce a novel artifact that solves
an important organizational problem [34]. A design research artifact can be
any designed object where a research contribution is embedded in its design
[24]. Such artifact can be for example a novel construct, model, method or
instantiation of an information system [34].

The artifact is designed using existing knowledge and experimentation.
Unlike for example behavioral science, the goal of design science research is
utility and not finding the truth. [34]

Design in general is the process of exploring the possible design space and
finding a design that best solves a problem. What differentiates design science
from routine design is that design science not only produces a solution to the
problem but, by doing so, explicitly contributes to the existing knowledge
base. [34]

Design science is usually performed in an iterative process that refines
the artifacts in cycles. First artifacts are developed using existing knowl-
edge. Then, the new artifacts are evaluated which will produce new knowl-
edge. Next, the new knowledge is communicated and added to the knowledge
base and finally by using the new knowledge, the design of the artifacts are
redesigned and refined starting the cycle again. [24]

Peffers et al. [24] identified the main activities of design science as:

1. Identify problem and motivate

11
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2. Define objectives of a solution
3. Design and development

4. Demonstration

5. Evaluation

6. Communication

The first activity is to define the research problem and justify the value
of the solution. This includes the identification of the domain and context
for a solution. The value of the solution is derived from the importance of
the problem and the utility of the solution. [24]

Second activity is to define objectives for a solution. These objectives are
set to determine the performance of the produced artifacts. The objectives
are inferred from the problem identification and they can evolve over the
iterations of the process once new knowledge of the problem domain has
been accumulated. These objectives can be quantitative or qualitative. [24]

Third activity is creating the design artifact. It could be a new model,
method, construct or instantiation. [24]

Fourth activity is to demonstrate how the developed solution is used to
solve one or more instances of the problem. Depending on the problem con-
text and the nature of the artifact, this can involve an experiment, simulation,
proof, case study, or other appropriate activity. [24]

Fifth activity is evaluation where, the observations and knowledge gained
from the demonstration are compared to the objectives. In other words to
observe and to measure the performance of the solution with respect to the
problem. Knowledge acquired from the evaluation can be used to iterate the
design process in the second and third activities. This means the evolution
of the objectives of the solution and re-designing the artifact. [24]

The sixth and last activity is communicating the acquired knowledge
to the research community and other relevant audiences such as practicing
professionals. The acquired knowledge includes products of all the previous
activities i.e. the problem and its importance, the artifact, its utility and
novelty, the rigor of its design, and its effectiveness. The communication
allows for further iterations of the process leading to further refinement of
the solutions. [24]

These activities are not necessarily performed in an ordered sequence.
The research can be initiated from different steps and there can be varied
amount of iteration depending on the circumstances and scope of the re-
search. [24]
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The research in this thesis is focused on the creation and identification of
software development metrics and methods for generating them. Therefore
this study is not observational or evaluating former results. Design science
is the natural research methodology considering the goals of the thesis and
lays a logical structure for the study.

The novel artifacts being designed are the performance metrics and the
methods for generating them. The research problem and the goals for the
artifacts are defined in the first chapter. The motivation for the research is
given in the first and third chapters and the context of the artifact creation
is presented in the fourth chapter. The designed artifacts and the reason-
ing that their design is based on are discussed in the fifth chapter. The
designed artifacts are demonstrated and evaluated in the sixth chapter and
these results are communicated in the form of this thesis.

Evaluation by instantiation is the natural evaluation method for design
science artifacts [25]. The artifacts designed in this thesis are evaluated using
the first of the seven evaluation methods defined by Pratt et. al [25] i.e. by
a demonstration of the use of the artifact with one or several examples.

Considering the scope of a master’s thesis, only one iteration of design
science process is performed in this study and further iterations are left for
future research.
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Background

3.1 Software Development Metrics

3.1.1 Software Process Improvement

“At regular intervals, the team reflects on how to become more
effective, then tunes and adjusts its behavior accordingly.” Agile
Manifesto [12]

For all software development there is increasing demand for ever better
quality software faster, more reliably and with less resources. Therefore de-
velopment teams and their managers are constantly looking for improvements
to their process to increase their productivity.

Continuous improvement is a production management strategy that it-
eratively improves the production process. Manifestations of this strategy
are for example the Japanese kaizen philosophy [23] and lean manufacturing.
The idea is to improve the production line by making changes and improve-
ments to the process that in each iteration improve the productivity and the
efficiency of the production line.

The idea is to continuously monitor the productivity of the production
line and make changes to improve the productivity. These changes are made
by first identifying bottlenecks of the process and then trying to remove those
bottlenecks.

Viewing software development process as a production line, this strategy
can be imported from the management of manufacturing to management of
software development. As the trend of software development moves more and
more to an iterative process, adoption of the inherently iterative continuous
improvement seems a reasonable approach.

14
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The key to such improvement processes is to continuously and reliably
measure the productivity and efficiency of the production line. In control
theory, this is called a closed-loop system. In a closed-loop system, the
actions of the controller are determined by some measurement of the systems
output or current state. Feedback is needed to make the system controllable
and is therefore critical for managing any system. Software development
metrics are the feedback for management actions and changes to the process
in the context of software development.

3.1.2 Performance Indicators

Each system has several attributes that characterize the system and mea-
surement is an attempt to present those attributes in a quantifiable form.
There is an important difference between an attribute and its measurement.
Some attributes are impossible quantify in any comprehensive manner.

In order to understand the performance of production process, both the
output of the process and the process itself need to be measured. Metrics
that characterize the output of the software development process are called
software metrics and those that characterize the process are called software
development metrics.

In his book Software Project Management [27] Royce lists characteristics
of good pragmatic software metrics:

e meaningful to manager, customer and performer

e demonstrate a quantifiable correlation between process perturbations
and business performance

e objective and unambiguously defined
e display trends

e natural by-product of the process

e supported by automation

Indicators are meaningful metrics that provide insight to the process and
its functioning. Such insights can be early warnings of problems and predic-
tions of its state in the future [9].

Indicators might expose a problem but they always need to interpreted. A
drop in the number of defects found over time might mean that the software
is maturing or that the testing team is on vacation. [27]

In his book [27] Royce lists positive attributes of good indicators:
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e Easy to interpret and hard to misinterpret

Collection can be automated

Non-intrusive

Consistent throughout the life cycle of the project

Useful for both management and engineering personnel

Their fidelity improves across the life cycle of the project

Useful software process management metrics provide insight to waste gen-
erated by the process. Scrap and rework are standard measurement perspec-
tive of most manufacturing processes. Such metrics should also recognize
the inherently dynamic nature of iterative development process. Focusing
on trends or changes over time is more meaningful for measuring an itera-
tive process. Current trend and current value provide tangible indicators for
management action. [27]

The measure of effectiveness for any process is related to the objectives
of the process [9]. Performance indicators are a subset of indicators that
indicate how well a process is meeting its goals.

Performance metrics can be divided to lagging and leading metrics. Lag-
ging metrics rely on historical data and, in general, represent a longer time
frame. They tell what has happened before and respond slowly to changes
in the process. Number of defects found in previous month and number of
story points implemented in last iteration are examples of lagging software
development metrics.

Leading metrics, on the other hand, rely on the current state of the
system. Together with a model of the process, they can be used to make
projections of the systems future state. Leading indicators are generally
less stable and might respond to changes immediately. Number of work
items in the backlog or current test coverage are examples of leading software
development metrics.

Both leading and lagging indicators are important for management of
the system. Only following leading indicators might lead to micromanaging
and overcompensating. Relying only on lagging indicators might slow the
response time and hide the changes made to the system.

3.1.3 Key Performance Indicators

Key performance indicators (KPI) are a subset of performance indicators.
What makes them key indicators is that they are not only tied to the goals
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Measures
Metrics

Indicators

Figure 3.1: Key Performance Indicators in the field of measures

of the process but directly to the goals of the organization. They are selected
specifically to encourage behavior and are expected to have transformational
impact for the entire organization.

Different parties have interest in different aspects of the project. For
example the project managers are interested in the overall project values,
testing managers are interested in the status of upcoming releases and devel-
opment managers are interested in the status of subsystems or components
they are responsible for. [27] Even though these different parties have dif-
ferent focuses and scopes of interest, these organizational key performance
indicators should be visible, accessible and understandable for the entire or-
ganization [33].

According to Weller [35], the key to good project management is to have
measurable and countable metrics that can be collected with repeatable pro-
cess. The process needs to be repeatable in order to produce comparable data
over time and different projects. The organization can over time accumulate
data on its own projects that can later be used to evaluate the results of the
metrics in later projects.

Automation is one approach that will produce repeatable metrics. Royce
recommends that the metrics should therefore be an automated by-product
of the development and integration environment [27].

Well known phenomenon of measuring people and processes is that you
get what you measure. This phenomenon is useful for process improvement
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since measuring performance will probably increase performance but it poses
a significant risk when defining such performance indicators. The risk is
that the selected indicators might be incomplete and encourage suboptimal
behavior. To avoid this, the indicators should aggregate information and
individual metrics. [2] In his book, Austin [2] claims that when the available
performance indicators only provide partial information, the organization
would be better off without the sub-optimizing measurements.

Austin also mentions the fact that people do not like to be measured.
Therefore he recommends aggregation of data to hide individual performance.
This produces what he calls information measurements that look at the per-
formance of a system or a process instead of individuals.

While this thesis focuses on objective and quantitative metrics of the
software development process, the subjective metrics of the process are also
valuable to the managers of such processes. It is important to remember that
the process is not mechanical and involves people. The processes are usually
quite complex entities and any data or metrics collected will always portray
a narrow view of the system.

3.1.4 Goal-Question-Metric

The Goal-Question-Metric (GQM) [4] paradigm is a widely used top-down
oriented approach for deriving and selecting metrics. It was originally used
to improve software products and software development processes but since
the underlying concepts are generic, it is applicable in nearly any complex
measurement setting.

The Goal-Driven Software Measurement process is another approach for
creating meaningful metrics for software development and it also promotes
the top-down approach for creating KPIs [21].

Applying the GQM paradigm involves five activities illustrated in figure
3.1.4. Here, these phases are described in a context of measuring a software
development process.

First phase is to identify and select a set of goals for the organization and
the process. Such goals could be customer satisfaction, improved quality or
on-time delivery. [4] The goals can be derived from the organizations strategy
and process model or by interviewing people involved in and responsible for
the process [16].

For each of these goals a set of questions that are quantifiable and as
completely as possible define the goal are generated. Then, a set of metrics
are defined to answer these questions. One metric is often not enough to an-
swer each question and there can be several metrics that help to answer each
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Define the goals

Generate questions

Specify measures

Develop data collection mechanism

Collect, validate and analyze results

Figure 3.2: Goal-Question-Metric process

question. Conversely, each metric can provide answers to several questions.
4]

Next, mechanisms for data collection are developed. Finally, the data are
collected and metrics are validated, analyzed and interpreted. [4]

This process produces a hierarchical structure of metrics that are mapped
to questions and further to the original goals. This framework, illustrated in
figure 3.3, first in top-down direction defines the relevant metrics and then
in bottom-up direction helps to interpret them in the context. [16]

Defining metrics using bottom-up approach is considered problematic and
the top-down approach address the issues with defining KPIs as explained
in the previous section. When the metrics are derived directly from the
organizations goals, only relevant metrics are selected [16]. This also means
that the context of the measurements is embedded in the metrics.

3.2 Test Automation

3.2.1 Software Testing

Software testing is a process of determining whether the produced software
both does what it should do and does not do what it should not do. Therefore
the two main objectives of software testing are to establish confidence and
to find defects [9].

The first objective is to gain confidence that the produced software can
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Goal
Question 1 Question 2 Question 3
Metric 1 Metric 2 Metric 3 Metric 4

Figure 3.3: The GQM-paradigm

perform the operations it needs to and has all the intended features. This
confidence arises from the thoroughness of the testing also known as test
coverage.

The second objective is about finding issues or flaws in the software.
Patton in his book also adds that software testers task is not only to find flaws
in the software but support fixing them [22]. This means that testing should
also support debugging and provide the developers feedback as valuable as
possible.

Earlier finding and feedback on defects is desirable since since most studies
agree that the cost of fixing bugs is orders of magnitude more expansive in
the later stages of the development [27]. Especially if problems occur after
release or in production phase.

In the conventional software development process, integration and testing
consumes approximately 40% or more of the life-cycle resources [27]. Num-
bers such as this were much easier to produce in the context of the traditional
software development process where each activity (requirements, design, de-
velopment, integration and testing) were clearly separated phases. In mod-
ern iterative processes, these activities become inter weaved. While this has
shown to be beneficial to the productivity, it has become much more difficult
to measure or asses these activities and their contributions separately.

3.2.2 Automated Testing

Test automation and continuous integration are inherent in modern agile
development processes. Both test automation and continuous integration
are part of the original Extreme Programming practices [5].

In literature, the term test automation traditionally refers to the act of
converting manual test cases in to automated test cases. This term is in-
creasingly being used to describe automated testing rather than automation
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Pass
Ready Fail
Pass Ready
i S

Fail

Figure 3.4: Test-Driven Development

of testing. Automated tests are software developed as part of the software.
When the automated test coverage is high, the result can be considered as
self-testing code.

Self-testing code is a prerequisite for higher levels of software process
automation. A high automated test coverage is needed to assign sufficient
trust in the code when it is integrated and even deployed automatically.

Test-Driven Development (TDD) is a development practice that can en-
sure high test coverage. TDD process is presented in figure 3.4. In TDD,
automated tests are written for every new feature and every new feature is
tested.

Since automated tests are code, they can have bugs just as the system
they are testing, it is important to test both the tests against the system and
the system against the tests. The TDD process also confirms that the system
initially fails the new test case before the new feature is implemented. This
is important because it is easy to write a test cases that do not actually test
anything and the system will always pass it. Such tests are useless and only
drain testing resources.

Test automation is not limited to writing automated test cases, it is au-
tomating everything to do with testing. Neither is it limited to automating
test execution to e.g. executing tests during out-of-office times and nights.
3]

Examples of test automation:
e Test execution (test harnesses and test scripts)

e Test generation (test data and script generators)
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e System configuration (testing and deployment environments)

e Simulators and emulators

e Oracles (systems determining the expected behavior and outputs)

e Activity recording and coverage analysis (monitoring and test feedback)
e Test management (organizing, prioritizing and metrics)

Automated test are easier to have on new agile projects and to adopt
from the beginning. When tests are written in parallel to other development
activities, the testability of the system will be considered early enough in the
development process avoiding costly redesign later on.

Testability is a nonfunctional feature of a system under tests (SUT) which
is vital for any efficient test automation. Testability in most cases means
that the internal state of the system under test can be both observable and
controllable. Also the quality of the interfaces is an aspect of testability.

Continuing large projects are transforming to more agile methods. De-
ploying test automation and continuous integration in large projects requires
a significant investment both initially and for maintenance.

Automated tests have two costs that are often ignored. The first cost is
the significant initial investment that is only paid back if the tests need to be
executed repeatably. Once the automated tests are written, the re-execution
of the test is relatively cheap.

Second cost is the maintenance of the tests. If the interfaces and the SUT
regularly changes after the initial tests are written, the tests are broken and
need rewriting which will incur costs. This is often the case with tests for
the user interfaces which tend to have less strict interfaces and evolve con-
stantly. Managing test cases and analyzing test failures are also introducing
maintenance costs.

Automation tools will nearly always require tailoring. Implementing and
maintaining them is quite inevitable [9]. Development of tailored automation
tools is known as tools smithing and is happening in nearly every project with
higher levels of automation. Even though there are many popular generalized
tools for automation of both testing and integration, there is still a need for
customization of these tools.

The cost of both the initial investment and maintenance are heavily im-
pacted by the testability of the system. Testability of the system is crucial for
automated testing and in many cases the software architecture needs changes
to facilitate automation and no amount of external tools will solve this issue

[8].
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Figure 3.5: Accumulated risk of testing lag [13].

Even considering these costs, the investment in automation is widely con-
sidered to be worth it. The automation both accelerates the development
process and improves quality.

3.2.3 Manual Testing and Regression Tests

Common misconception about test automation is that automating tests sim-
ply create savings in testing. As explained in the previous section, test
automation in general requires significant investment in both time and re-
sources. The savings only come from the low cost of repeating the tests.
This is why automating tests can be considered cost-effective for regression
testing. A lot has been written on whether one should invest automating test
and the area where test automation is nearly always worth the investment is
naturally regression testing.

Over the life-cycle of the project the set of features and functions grows
and so will the set of test cases that verify those features. When the system is
later updated, it is important to execute all the previous test cases to verify
that the changes made did not break a previously verified features.

These test cases validating previous functionality are called regression
tests. When the SUT fails a test in the regression test set, i.e. some pre-
viously validated behavior or functionality is broken, the result is called a
regression.

In order to maintain testing coverage, the regression tests need to be ex-
ecuted whenever the system is updated. Otherwise, the risk of introducing
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undetected regressions grows as illustrated in figure 3.5. [13] The value of au-
tomated regression tests becomes especially important in large projects with
large test sets and long running projects. Where the size of the regression
test set grows and manually executing the tests becomes a huge undertaking.
Manual testing does not scale and therefore test automation is essential for
regression testing in any non-trivial project.

Since nearly every test executed against the developed system should be
included in the regression set, there is very little reason not to automate tests.
There are still several situation where manual testing is needed. Exploratory
testing, usability testing and security testing for example are difficult or even
impossible to automate fully.

Manual testing is often a phase in a continuous delivery pipeline. It is of-
ten useful for exploratory testing and customer acceptance testing. Although
the testing itself is manual everything else about the phase can be automated
i.e. setting up the environment, notifying all parties and continue to delivery
on approval. [6]

3.3 Continuous Integration

In traditional software development projects, integrating the developed fea-
tures in the last stages was a huge and unpredictable operation [27]. A key
idea of modern agile development is developing software through short it-
erations and small manageable changes. When changes are made in small
iterations integrating them becomes much simpler and more predictable.

Continuous Integration (CI) is a software engineering technique where
all team members who make changes to the code integrate their changes
to the common code base regularly. The independent software components
are rebuild and retested as soon as the code has been modified. The end
result of this technique is that a common code base is never in a broken
state and integration issues should stay small as the individual changes of
the developers are constantly integrated. The software should stay buildable,
executable and unbroken over these iterations.

This does not mean that the integration is not broken regularly. One
purpose of an integration build is to produce feedback for the developers and
the failure of integration is rapid feedback to the developer who made the
changes [7]. If the changes are integrated regularly the changes stay small
and they should be quick to fix. Unintegrated code is essentially hidden and
it is invisible to team members and other stakeholders looking at the latest
build [19].

CI allows teams to work with a known working stable baseline. This is
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often hard for teams that are moving to continuous integration especially
with an existing code base. First challenge is to get the mainline to be stable
and then keeping it stable. [10] A separate pre-CI tests that can be executed
manually and informally can help developers to keep the main code base in
a stable state but still providing feedback to the developer [8].

Continuous integration emphasizes and enforces a comprehensive build
and test automation that additionally improves the quality of the software
in general. Each integration is verified by an automated build that includes
tests. [10] This requires test automation and self-testing code.

Many companies and organizations claim that they employ continuous
integration but very few actually achieve this ideal. Continuous integration
is not a homogeneous practice and there are variations in its description in
the literature [30]. Nevertheless, each implementation exists in some point in
the spectrum between ad hoc manual integrations and completely automated
continuous integration.

For example, building software on a timed schedule such as nightly builds
is not continuous integration. While it is not exactly continuous integration,
an automated nightly build is a fine step on the way when introducing CI.
[10] An automated nightly build is still more continuous than some ad hoc
manual integration process.

3.3.1 Integration Pipeline

In many contexts CI is used to refer to the tools and technology that auto-
mates software building and testing. In this thesis CI refers to the original
meaning which is a practice of continuously integrating every new change
as soon as its made. There are of course the tools and technologies that
facilitate this practice.

It is common to set up a dedicated integration server that will perform
integration actions such as compiling the software, deploying software to the
test environment, running automated tests and publishing the test results
and the compiled software.

Even though the practice of continuous integration essentially does not
require any specific technology, it is usually manifests itself as an automated
integration pipeline. The pipeline is formed by consecutive integration ac-
tions performed by the integration server step by step.

In most of the literature a simple linear pipeline model is presented to
explain the continuous integration pipeline. In practice what is considered a
continuous integration pipeline and how it is implemented varies considerably
in the industry [29]. Stahl and Bosch presented a notation [29] that represents
different pipelines as directed acyclic graphs. This model is described in figure
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Figure 3.6: Integration flow model proposed by Stahl and Bosch [29]

3.6. The nodes represent different pipeline activities and either internal or
external triggering factors. Different types of action triggers include [7]:

e On-demand: Manually triggered when needed
e Scheduled: for off-hour processes
e Poll changes: Continuously poll the SCM system for changes

e Event-driven: SCM system triggers the build

The testing pipeline consists of different phases. There are tests that have
different features. The balancing act is between latency and bandwidth or
in the case of tests between feedback time and test coverage. Unit tests are
fast but also less complicated and have a smaller coverage. System tests have
larger coverage but are slower.

In the ideal situation tests are fast and the entire pipeline can be run
immediately against every commit. In reality this can be either infeasible or
require huge resources if the tests can not be executed as quickly as the new
commits are produced.

The idea of a pipeline is to achieve parallelism by running different phases
of the pipeline in parallel. While slow regression test for the previous commit
are still running the pipeline can start running the unit tests against the next
commit. [6] This way parallelism is achieved even though each commit will
pass each phase in order. If there is need, the latter and slower stages can pool
commits and for example run the tests against all commits outside business
hours in nightly or weekend run.
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The integration system can be viewed as a production line. Similarly to
Kaisen in the famous Toyota factory [31], any problem encountered at any
stage should halt the entire production line and work will only continue when
the problem has been solved. After some time the production line matures
and there is rarely reason to stop since most of the issues have been fixed.
[31] Integration pipeline should work in similar fashion. The integrity of the
integration pipeline should be everyone’s main task when it is broken [7].

Executables under testing are moved to increasingly production-like en-
vironments which usually means that the setting up and tearing down of the
environment becomes considerably slower. The closer the test environments
are to the production environment the more confidence there can be that
the software is not broken and the changes were integrated successfully. [14]
After passing the final stages the software should be potentially deployable.

3.3.2 Continuous Delivery and Continuous Deployment

Continuous delivery means adding the next logical piece to the continuous
integration pipeline. Since the code is always well tested and not broken why
not deliver the software to the customer. Where continuous integration refers
to regularly integrating the code changes with the common code base of the
development team, continuous delivery implies sharing every verified code
change to a customer. The customer in this case could refer to any other
stakeholder who is not necessarily a user of the software. The customer can
take the latest version of the software in use at any time she chooses. The
customer can for example be another team in the same company building a
product that is depended on the delivered software. [14] Another example is
an acceptance testing team performing manual testing with the software.

As stated in the Agile Manifesto [12], the ultimate measure of software
development performance is the amount of working code with useful features
delivered to the customer. When software is actually delivered to customer
more often there is also more customer feedback [32]. Continuous delivery
helps to maintain less development silos and closer connections between the
developers, operations people and the customer [18].

In a study [18] of 15 Finnish IT firms that started to adopt continuous
delivery, none implemented it fully. The extent of continuous delivery was
more dependent on the company’s operating domain than than the size of the
company. Companies in the Web domain had significantly faster deployments
than a telecoms company. Different companies had different business goals.
Some companies make a business decision to not release as frequently as they
could. [18]

Continuous delivery is a technical capability to deliver working software
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Figure 3.7: The hierarchy of continuous deployment.

at any time. Continuous delivery does not mean that the delivery necessarily
happens after every successful build and packaging of the software. Continu-
ous integration means that you are technically capable to deliver the software
continuously to the customer but you make a business decision not to. [14]

The final step in the hierarchy of continuous delivery is continuous de-
ployment. Continuous delivery is often confused with continuous deployment
which means that each change is automatically deployed into production [11].
Delivery is not same as releasing. There can be good business reasons to make
releases in certain schedule. [12]

Some companies with very advanced testing and deployment automation
employ this strategy. They have enough trust in their testing and monitoring
that they have made the business decision to take the competitive advantage
from the extremely rapid deployments. These companies usually rely on user
testing and A /B testing with monitoring to immediately detect any problems
and rollback unsuccessful deployments. In the setting of continuous deploy-
ment, the ability rollback to the previous version when ever any problems
with the deployment occur is therefore vital. The hierarchy of continuous
delivery is illustrated in figure 3.7.
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KONE context

4.1 Software Development at KONE

KONE Corporation is a leading manufacturer of elevators, escalators and
automated building doors along with other solutions in the area of people
flows. KONE is not a regular software company since software is not its main
product but software is an increasingly important part of all its products.
There is software installed in every machine that KONE produces and it is
developed internally at KONE. KONE employs over 55000 people world wide
and the software department employs a few of hundred people in Finland and
India.

Most of these systems are embedded systems and the products can be
considered infrastructure. This means that unlike most software developed
today, the life cycle of the products can be decades and updating broken
systems could be very costly. The products have very long maintenance and
service life cycle.

Most software components have complex interactions between multiple
other components that need to function also with legacy components and
varying installation setups. For safety and security reasons interactions be-
tween some components need to be fail safe. Different laws and regulations
in different markets around the world require for example different emer-
gency behavior for the elevators which leads to extensive testing and audit
processes.

The development is organized to couple of programs focused in different
service areas. Each program consists of several agile component teams re-
sponsible for one or more individual software components. The development
roughly follows the Scaled Agile Framework (SAFe) [28].

Component teams work in two week iterations that produce an inter-
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nal component release. The component teams test in their own automation
pipelines with automated tests. Each program has an integration team that
handles bundling components together and conducts automated integration
testing producing internal releases for the software testing department. The
software testing department will conduct both some automated system tests
and manual acceptance tests against the system. The software testing de-
partment will give the final verdict on the release readiness of the software.

4.1.1 Test Automation

The test automation effort in KONE started in the 2000’s with the aim to
reduce the feedback time and accelerate defect fixing. Previously majority of
the testing effort was concentrated in the software testing laboratory where
they tested releases and test releases. Although the manual testing process
was trusted, it occurred too late in the process and issues reported by the
testing laboratory were at that stage very expensive to fix. Around the same
time the software department started to move to agile development practices
and the feedback cycle from the testing laboratory was far too slow for the
development iterations. Integration and stabilization of releases had proven
to be far too slow and unpredictable.

Today each team writes their own unit tests and functional component
level tests. These tests are developed by both developers and testers in
the team. Every team is responsible of their own component tests and any
automated pipelines. This means that teams can develop automation and
practices that best suite their work but on the other hand means that the
automation systems can be quite heterogeneous.

Most teams use Robot Framework [26] for functional level test automa-
tion and necessary testing libraries and other helping tools are developed to
support various testing needs. Also a dedicated test automation tool smith
team supports all teams in testing and integration. The test automation
team has developed several in-house tools and extensions to existing tools
for test automation purposes. These include simulators and extending the
testing framework with libraries tailored to the needs of various projects.
Similar in-house development was also found in most of the companies in the
industry survey of Kasurinen et al. [15].

KONE has invested considerably in test automation and continuous in-
tegration. Much development work has been done to increase the testability
of the systems. For some legacy components or parts of components did not
have automated tests and the tests have been written afterwards.

A couple of years before this thesis work, another masters thesis study
[17] on the return of investment from the test automation estimated au-
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tomation to be financially beneficial even excluding the achieved benefits of
improved software quality. Only looking savings by reducing manual testing
and accelerating the testing feedback loop [17].

The test automation employs both software simulations and various hard-
ware simulator setups. Many components are tested in production hardware
when available. In other cases and and to accelerate testing in some cases
all or some of the interacting components can be simulated. Since hard-
ware simulations are slow and require often limited hardware resources, the
regression with hardware simulations are not executed after every commit.

Some component teams have thousands of regression test cases and new
test cases are written for all new features and functionalities. Managing
the test cases and analyzing the test results employs people. The quality of
individual test cases can vary considerably. For one component team there
are a some tests that are of such a low quality that they regularly break the
build even though the features they test are complete and working in all other
testing. This had lead to a situation where there were not enough trust in the
results of the regression test sets. Identifying and fixing substandard tests
has required considerable effort from the testers. Some testing environments
are not stable enough for strict regression testing and cannot be used to
decide delivery readiness without additional analysis.

4.1.2 Continuous Integration and Delivery

Each component team has considerable autonomy on how they implement
their integration pipeline. Different teams deploy varying levels of automa-
tion. Most teams have their own automation servers, each of which executes
on average approximately 100 unique different integration tasks weekly. Most
teams use Jenkins [1] as the continuous integration server. Jenkins is a pop-
ular open source automation server.

Kasurinen et al. found out in their study that companies for some reason
or another do not employ a completely continuous delivery nor do they aim
for that. The actual implementation is on a spectrum. [15] A similar range
is present even internally in KONE software development.

One recent obstacle for continuous internal delivery in the company were
unstandardized internal delivery mechanisms. This lead some teams not
automating the internal release and delivery.

An internally developed software product management tool has helped to
standardize the internal delivery practices among different component teams.
The automation work is continuing and the automated product software man-
agement tool allowed even the software testing laboratory to continuously
receive software updates in the beginning of 2018.
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The current drive for many teams is to increase the parallelism of the
tests execution but that would require even more considerable investments
in simulator hardware and virtual test environment development. Virtual
testing resources are moving to use cloud resources which should provide
more scalability for the virtual testing environments.
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Metrics

5.1 Measurable Artifacts

In his book Software Project Management [27] Royce writes about good prag-
matic software metrics. He states as one of the key characteristics of such
metrics that they should be natural by-product of the process. Such metrics
are the least obtrusive and do not produce additional work for the people in
the process.

Pragmatic metrics are, in other words, extracted from the various software
development artifacts naturally created by the process itself. These artifacts
include design documents, requirement artifacts such as user stories, items in
a task management system, defect reports, test results, source code, version
control commits, and even the produced binaries.

In the traditional software development process, these artifacts were plen-
tiful when the processes were more formal and produced various documen-
tation and reporting artifacts. Today, they are often seen as waste by the
proponents of the agile practices.

One clear example of this phenomenon of lacking measurable artifacts
are the defect reports. The numbers and types of reported defects over time
are few of the most traditional software development metrics used by various
software development organizations. They can indicate both the quality and
the maturity of the software. When organizations move to comprehensive
test automation and continuous delivery, most report a dramatic drop in
the defect reports filed [14]. This drop is explained by the fact that thanks
to automation the issues are detected so early in the integration that the
developers and testers rather fix the issue immediately than bother to write
a formal defect report.

For example, this phenomenon was reported in a company called Paddy
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Power when they transitioned to continuous delivery [6]. The developers felt
that they no longer needed a bug-tracking system after adoption of contin-
uous delivery [6]. Importantly, the developers probably did not make less
mistakes developing the software, they were simply caught very early in the
process.

While people are creating less of these measurable artifacts, automation
produces them as well but those artifacts are often less understood. An
example of such artifacts from automation are the automated testing reports.
The amount of the testing reports produced by test automation can be huge
but understanding how they can be harnessed to similar role that the defect
reports play requires some human touch. Harnessing the test results and
failure analysis is discussed more latter in this chapter.

The agile practices avoid documentation that is written only for the sake
of documentation. While the agile software development practices might
produce less of these documentation artifacts, the ones that are produced
are even more important and integral to the development process itself.

One important but often missing quality of the measurable artifacts dis-
cussed here are the links to other artifacts. Links between artifacts are often
needed to measure characteristics of the process that include and span multi-
ple phases. An example of such metric is the lead time of the process i.e. time
from conception of the idea to implementation and delivery of the results.
In order to estimate this metric there needs to exist some links between the
artifacts representing the conception of the idea such as requirements doc-
ument and then the code and the software where the idea was eventually
implemented.

A shared understanding within the organization of the semantics of the
measured artifacts is important. When introducing metrics that rely on data
collected from for example a task organizing tool, the validity and compara-
bility is highly dependent on the semantics of the tool usage. For example
the definition of done and meaning of work in progress. When the tool is
used only for organizing and not monitoring the work flow, the user can be-
come very flexible with the semantics at which point the data is no longer
completely valid. Differences in practices between different teams and over
time might make analysis difficult when comparing data over different time
spans.

For example in a case study where attempts of measuring the benefits of
introducing continuous delivery were considerably complicated by changes in
working practices over the years the data was collected [32]. The developers in
that study reported that even though there were guidelines for the practices,
they were neither followed nor enforced.

Additional challenges are posed by the cultural factors and attitudes to-
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wards these measurable artifacts. Unless, the testers and developers view
for example the detected and reported defects as completely natural product
of any design process, they can easily leave issues they find unreported and
considerably undermine the value of measuring the reports [35].

When the measured artifacts are collected directly from the process, they
usually reflect some reality of the process but they can be extremely diffi-
cult to interpret unless they are well understood. The top-down model for
defining and selecting metrics, discussed in section 3.1.4, is a valuable tool
for identifying the measurable artifacts as well. The Goal-Question-Metric
approach is used in the following two sections to identify related software de-
velopment artifacts and further indicators that could be derived from them.

5.2 Automated Testing Performance Indica-
tors

5.2.1 Goals for Automated Testing

Testing goals may vary between different projects and over time. Developers
of a safety critical system are more interested in finding every defect than
game developers. Developers of new product are more interested in time-
to-market while higher quality becomes more important when the market is
cornered. [9]

The following is a list of generic goals and associated questions that help
to identify relevant performance metrics for automated testing. These goals
and identified metrics are discussed in the following subsections.

1. Establish confidence

a) How wide is the testing coverage?

(a)
(b) Are the tests reliable?
)

(c) Are the test environments reliable?
(d) How mature is the software?

2. Detect more defects earlier

(a) How many defects are found over time?

(b) How many defects slip through testing phases?
3. Test feedback
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(a) How long is the testing feedback time?
(b) Can detected issues be reproduced?
(¢) How quickly can defects be fixed?

4. Maintainable tests

a) How many tests are there?
(

)
b) How complex is the testing framework?
(¢) How much tests need to be reworked?

)

(d) How much time is spent in result analysis?

5.2.2 Test Coverage and Reliability

When delivering software both the developing organization and customer
need to have some confidence that the developed software actually does what
it is expected do and performs the required functions. The parties gain
confidence in the developed software when it passes tests executed against it.
This confidence is, however, highly dependent on the coverage and reliability
of the tests.

Test coverage is a proportional measurement of how thoroughly the test
cases exercise the system under test. Coverage is the proportion of all tested
inputs, usage scenarios and system behaviors out of all possible inputs, usage
scenarios and system behaviors. For any realistic system, the testing coverage
can never reach 100%.

While the number of test cases is a very bad indicator of test coverage,
adding and executing more tests cases against the SUT always improves the
coverage even if only by a tiny amount. Nevertheless, the cost of inefficient
testing can easily outweigh any benefits of an insignificant increase in cover-
age.

Test coverage is usually easy to calculate when there is some artifacts the
tests can be compared to. These artifacts depend on the level of testing.
On low level tests such as unit tests, the coverage can be calculated against
the source code. Such coverage is called code coverage. There are different
methods of calculating code coverage such as function coverage, statement
coverage and branch coverage. These methods check if each function is called,
each statement is executed and each path in the control structures is called
respectively. Most unit testing frameworks support these metrics and they
are easy to automate. [9]

For higher level testing such as functional testing and integration test-
ing, the coverage is calculated against other artifacts such as interfaces and
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functions which are usually extracted from the design artifacts. On highest
system level and acceptance tests the artifacts can be requirements, user in-
terface elements or business rules. [9] Automating coverage calculation on
this level requires some linkage between test cases and these artifacts. The
tool automating this would need to know all the artifacts and which test
cases are linked to which artifacts.

The second factor of the confidence the tests are producing is the relia-
bility of the tests. When the tests are unreliable, the test results can not be
trusted. Unreliable tests that produce false negative or positive results i.e.
fail even though there is no problem with the SUT or pass even though the
SUT is misbehaving. These are usually bugs in the test cases them selves.

Another type of bad test case is a test that passes or fails based on race
conditions or test execution ordering and is essentially useless [20]. Such test
cases are called flaky tests and are examples of bad tests. Unreliable tests
can not be tolerated in continuous delivery environment where the delivery
is automated and the business decision to deliver is solely based on the test
results.

The reliability of the testing environment also contributes to the over-
all reliability of the tests. An unreliable test environment that occasionally
causes the SUT to fail test cases even when the SUT would in normal condi-
tions pass. Failures due to environmental issues give inconclusive test results.
Such results will hide otherwise detectable defects in the system.

5.2.3 Finding and Fixing Defects

One of the goals of testing is to ensure the quality of the software by ensuring
that the software is as defect free as possible. [22] Hence one of the goals for
automated testing is to detect defects in the SUT. A defect here is defined
very broadly and it refers to any issue in the SUT that should be fixed.

When testers find defects, they are traditionally communicated to the
developers by filing a defect report. These defect reports are usually collected
to some database where their fixing resolution status can be monitored. [22]
These defect reports are possibly the best known and widely used measurable
artifact produced by the software development process. The numbers and
qualities of defects detected during testing are indicators of both the testing
effort and software quality. They can also indicate the maturity of the system.

Not all defects are created equal. They can be everything between super-
ficial style issues to functionality breaking complete failures of the system.
[22] Defect reports are a product of the analysis and judgment of the testers
and meta data associated with them can provide insight to the software under
development.
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A well known quality of defects is that the earlier in the process they are
found the easier and cheaper they are to fix. [9] The cost rises by orders
of magnitude on each step from development phase to acceptance testing to
finally production [27].

There are two ways defect fixing can be accelerated by automated testing.
Firstly faster feedback i.e. running the tests and getting the results as soon as
possible. When developers still remember what they did, it is considerably
easier for them to fix the problem. When the feedback comes later, the
developer will start implementing a new feature and returning to the previous
feature will take time and cause the same effect to the next feature. The
second way is to test more often. This will mean that between the executions
of the tests there are less and smaller changes. Ideally, the tests are run
against every change the developer makes to the code. Isolating the changes
from each other will greatly help analyzing the test results. When the changes
are smaller, it is much easier to pinpoint what exactly went wrong.

On the other hand if some tests are run against the SUT only every
weekend then that week’s development including several features are all in-
terfering and might cause problems in the result analysis. This will cause
several problems as defects can hide other defects and some defects will not
be detected in that test run. The interference might make the analysis so
difficult that the root cause can be left undetected and this would mean that
the value of running the tests will decrease.

Test automation happens primarily in the development phase of the of the
process. Therefore detecting the defects in test automation is very desirable.
Test automation can also happen in other stages of the testing process and
test automation itself is usually build in phases. In the ideal situation most
defects are found in the early phases and only few are found in the last phases.
In order to monitor if this is actually happening defect reports should be
produced in every phase.

If all detected defects were collected on every testing level, the fault slip
through ratio of each level could be estimated. Then the effectiveness of
adding new types of tests or other improvements in each testing phase could
be measured. The challenge is that defects detected in the early and au-
tomated stages are often not reported due to the effort required. There is
therefore need for lighter techniques for defect reporting. One solution for
this is discussed later.

5.2.4 Fixing Failing Tests and Regression Flows

The simplest metric used with large test sets is the numbers of passing and
failing tests over time. An example of such graph is presented in figure 5.2 A.
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Figure 5.1: Regression test states

The graph depicts the results of a weekly regression test set of one component
team over 8 weeks. The graph shows how the overall number of test cases
is rising as test cases are moved to this regression set. A few test cases are
failing in each iteration and on the fourth week there is a clear regression
of few hundred test cases. Most of these regressions are then fixed over the
following weeks.

Since these particular regression tests are executed only during weekends,
the SUT accumulates approximately 100 new code changes over the working
week. There is little isolation for the changes and graph A suggests that after
the large regression week only 328 of the 555 failed test were fixed during the
following week. Additionally, the SUT fails some number of tests each week
and the numbers do not explain if there are test cases that are continuously
broken or if the set of failed tests is changing each week.

There are in the simplest terms four interesting scenarios that can be
revealed when each test case is followed individually over time. A change in

SUT can:
(a) Not affect the test result of previously passing test
e stable development

(b) Break a previously passing test
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e Unstable development (a regression)

(¢) Fix a previously failed test
e [ix a regression

(d) Not affect the test result of a previously failed test
e Inconclusive or fail to fix

These scenarios can be used to divide test cases in four groups. The state
diagram for each test case is depicted in figure 5.1.

The graph B in figure 5.2 depicts the same results using these four groups
of tests. The top most area represents test cases that are continuously broken
and validates the suspicion that there are such test cases in this regression
set. Such test cases are poisonous regarding the feedback given by this test
set since they might hide and mask other regressions. More alarmingly the
number of such test cases is growing over the examined 8 week period. This
was probably the result of testers not having time to analyze all failures each
week discussed more in section 5.2.6. Other reason could be bad test cases
that give inconclusive results after the analysis.

The second area represents tests that are broken that week and the third
area represents tests that were fixed that week. On the fourth week 517 test
cases were indicating regressions and the following week 464 regressions were
fixed while 136 new regressions were added. The bottom area represents the
stable test cases that have not been failed in consecutive weeks.

This is just an example of richer and more indicative data of the test
results that can be measured when the testing results are collected so that
individual test cases can be followed.

5.2.5 Test Efficacy

After automated test cases are written, the most obvious metric to measure is
their efficacy is to measure the execution time. Compared to manual testing,
the execution times are often greatly reduced. In practice, the time and
resources required to benefit from automated tests are mostly spent in other
activities.

Savings argued purely on test execution efficiency can be quite misleading
when other test activities are not taken into account. The design of auto-
mated test cases requires considerable development effort but that one time
effort can be repaid when the test is re-executed multiple times. Neverthe-
less, this is true only when the effort continuously spent on test maintenance,
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A) Passed and failed tests over 8 weeks
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Figure 5.2: Simple regression test results for one component team and the
corresponding regression states chart of the same results of 8 weekend test
runs.
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Figure 5.3: Distribution of time spent in different test activities for manual
test, suboptimal automation and mature automation [9]

setting up environments, tearing down environments and results analysis in
addition to the actual execution do not require excessive time or resources.

The efficiency of the tests is strongly related to the quality of the test case
and test framework design and implementation. Since the tests themselves
are software, they can have similar performance issues as any other software.

The quality of the test is independent from the quality of the implemen-
tation that automates it [9]. This means that the same test case can be
executed using different tools and the automation can be implemented dif-
ferently. The inefficiency of an automated test case can lie both in the test
case design and the automation implementation.

The testability of the SUT also effects the efficacy of the testing effort.
When the testability of the system is low, this needs to be compensated in
the design and implementation of the tests. For example, when the internal
state of the system can be both observed and controlled, the setup and tear
down phases are much more efficient. In addition, the test failure analysis is
enhanced when the systems internal state can be observed.

The effort in writing test cases can be measured in the same manner as any
other coding work. The collected and measured artifacts could be the items
in a task management system or work time reporting tool. This naturally
requires that these test developing tasks are somehow separable from other
development work. In modern development work the work of developers and
testers are often interleaved and performed by the same people.

Test cases are code that should be version controlled along side with the
system source code and produced binaries. While various statistical metrics
such as number of new test cases and reworked test cases in a week are found
in the source code, it would be highly preferable to generate some more tangi-
ble artifacts for indicators. Many parties interested in these statistics are not
capable to handle source code. Test cases and test suites are usually quite
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simple entities to collect to a test database where producing different indi-
cators becomes considerably easier than from source code. A test database
might also help with creating links between tests and other artifacts. These
could be for example links to design artifacts such as requirement documents
or defect reports. These type of links would for example allow to estimate
test coverage.

Collecting test result artifacts with sufficient meta data allows to estimate
the setup, execution and tear down times.

5.2.6 Test Result Analysis

Regression test cases accumulate over the lifetime of a project and when they
are automated their execution can be scaled over time. While the automated
activities might scale, test case failure analysis does not scale.

In manual testing the analysis of what caused the failure is mostly done
in parallel with the execution. When running automated tests, the analysis
becomes a post-execution task. [9] Test automation leads to increasingly
larger regression test sets and likely more tests to analyze over time.

The analysis time can easily become an issue. Let’s assume 1000 test cases
are executed over night. 200 of them fail and the analysis takes approximately
5 minutes per test case. The analysis would take more than two eight hour
work days. Even though it is very unlikely that there are 200 separate issues
that caused the regressions, it is not certain until all failed cases are analyzed.

The test feedback time is the time from making the changes to receiving
the results. It is arguable that the test feedback time ends when the developer
receives the results of the analysis of what exactly went wrong even if they
had to perform the analysis by themselves.

Some types of testing such as performance tests might not yield simple
pass or fail results and will despite automation require some expert analysis.
The analysis will easily become a bottle neck rendering the tests useless if
they can not provide sufficient feedback to the developers. Such a challenge
was identified in one of the cases in the study of Stahl et al. [29]. The
feedback times for the tests can be greatly increased by this situation.

The analysis time can become a limiting factor for the scaling of test
automation since it is mostly a manual task. Let’s describe a simple imagi-
nary situation where a single tester has seven work hours daily to spent on
writing new test cases and analyzing results from a regression test set that
is executed over night. The tester can write a new test case in 30 minutes
on average. On average 5% of the test cases fail every night and the tester
spends 6 minutes on average analyzing each of those failures. In theory, this
would mean that when the project has accumulated 1400 test cases the tester
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Figure 5.4: Number of regression tests accumulated to an imaginary project.
The project has a single tester writing new test cases and analyzing the
results. In the first scenario (blue line) the tester spends 6 minutes on average
analyzing each failing test case reaching a theoretical maximum of 1400 test
cases. In the second scenario (red line) she spends 12 minutes on average on
each failed test case reaching the maximum of 700 test cases.

will spend her entire work day on simply analyzing the results from previous
night and no longer has resources to write new test cases. If the analysis
time is doubled to 12 minutes per test case, the maximum number of test
cases is halved.

These two scenarios are illustrated on a time line of one calendar year
in figure 5.4. For the time line it is assumed that the tester only works on
weekdays i.e. Monday to Friday. In the first scenario the tester spends half
of her working time on simply analyzing the failures by the beginning of May
and in the second scenario already in the middle of February.

While this though experiment may seem arbitrary, it illustrates a simpli-
fied underlying model of the scaling performance of higher level automated
testing with more complicated test cases that require analysis. The chosen
parameter values were quite optimistic when compared to the complex test-
ing work performed in a larger component team in KONE where such analysis
work is formalized enough to provide some estimates. A tester involved in
this analysis work estimated that the analysis takes from two minutes up to
more than an hour per test case.

The challenge of the analysis is identifying the exact state or sequence of
actions that produced the problematic behavior of the SUT. A failing test
result is essentially useless feedback unless the problem can be reproduced.

















































































