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Race conditions are a well-known problem in environments where there are several
concurrent, execution flows, such as threads or processes. Web applications often
run in such a multithreaded environment, in which client requests are handled
by worker threads that may execute the same code concurrently. FExploiting
race conditions usually requires sending several exactly timed parallel requests
to prompt the server to process them in parallel, potentially invoking the race
condition.

There are published methods on how to accomplish sending exactly timed con-
current requests in HTTP /1.x but previously no HTTP /2-specific methods were
known. In this thesis, we propose two novel techniques for exploiting race con-
ditions on applications that serve their content over HT'TP /2. Both techniques
exploit new features introduced in HTTP /2 for synchronising the timing of con-
current requests.

These techniques are implemented using a new low-level HTTP /2 client library
called h2tinker that was developed as part of this thesis. This Python library
enables researchers to experiment with HTTP /2 and different implementations,
providing fast prototyping capabilities and extensibility. Several previous attacks
are implemented with h2tinker as examples.

We provide an overview of all state-of-the-art methods for request synchronisa-
tion, including the two proposed novel methods and one previously unpublished
method for HTTP/1.1 that exploits the head-of-line blocking problem in TCP.
These methods are analysed and compared. In addition to exploiting race con-
ditions, request synchronisation methods could be useful for improving other
attacks, such as remote timing attacks. Therefore, these methods could be of
independent interest in the future.
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Abbreviations and Acronyms

ACK

ALPN

ASCII

BREACH

CERN
CPU
CRIME
CRLF

CSRF
DBMS
DoS
DS

EH

ES
HoL
HTML
HTTP
IETF
IP
MCS

MSS
OWASP

"Acknowledgement". Typically denotes a flag set in a
packet that defines the packet as an acknowledgement
of some event.

Application-Layer Protocol Negotiation extension of
TLS

American Standard Code for Information Interchange
encoding

Browser Reconnaissance and Exfiltration via Adap-
tive Compression of Hypertext attack

European Organization for Nuclear Research

Central Processing Unit

Compression Ratio Info-leak Made Easy attack
Carriage Return character followed by a Line Feed
character

Cross-Site Request Forgery attack

Database Management System

Denial-of-Service attack

"Dependency stream". Identifier of the HTTP/2
stream that is a dependency of the current stream.
END_HEADERS flag of a HTTP /2 frame

END_STREAM flag of a HTTP /2 frame

Head-of-Line blocking situation

Hypertext Markup Language

HyperText Transfer Protocol

Internet Engineering Task Force

Internet Protocol

Maximum concurrent streams allowed in a HTTP /2
connection

Maximum Segment Size property of a TCP connection
Open Web Application Security Project



PRI
RFC
SID
SQL
SSL
TCP
TLS
TOCTOU
UDP
URI
XSS

PRIORITY flag of a HT'TP/2 frame
Request for Comments

Stream identifier of a HTTP /2 frame
Structured Query Language

Secure Sockets Layer protocol
Transmission Control Protocol
Transport Layer Security protocol
Time-of-Check-to-Time-of-Use flaw
User Datagram Protocol

Uniform Resource Identifier
Cross-Site Scripting attack



Contents

Abstract

Acknowledgements

Abbreviations and Acronyms

1

Introduction

1.1 Background . . . . ... ...
1.1.1  Web Applications and HTTP/2 . . . . ... ... ...
1.1.2 Race Conditions . . . . . . .. ... ... ... ... ..

1.2 Scope . . ..

1.3 Structure . . . . . . ...

Evolution of HTTP

2.1 HTTP/0.9 . . . . .
22 HTTP/1.0 . . . ...
2.2.1 Request Syntax and Semantics. . . . . . . ... .. ..
2.2.1.1 Request Line . . . . ... ... ... .....

2.2.1.2 Headers . ... ... ... ... ... ...

2.21.3 Request Body . .. . ... ... ........

2.2.2  Response Syntax and Semantics . . . . . . ... .. ..
2221 Status Codes . . . ... ... ... . .....

2.2.2.2 Response Syntax . . . ... .. ... ... ..

2.2.3 Security Considerations . . . . . . .. .. .. ... ...

23 HTTP/1.1 ... . .
24 HTTP/2 . . . . o
2.4.1 Headers and HPACK . . . . . ... ... ... ... ..
2.4.1.1 Pseudo-Header Fields . . ... ... ... ..

2412 HPACK . ... ... . ... ... .......

2.4.1.3 Security Considerations . . . ... ... ...

242 Frames . . . . . . . ...



2.4.3 Streams and Multiplexing . . . . .. ... ... .. ..
2.4.4 Stream Dependency . . . . . .. ... ... ...

2441 Examples . .. ... .. ... ...
245 Server Push . . . . ... ... o0
24.6 Settings . . . . . ...
24.7 Flow Control . . . . .. ... ... ... ... ...
2.4.8 Starting HTTP/2 . . . . . ... ... ... ... ....

2.4.8.1 Starting HTTP/2 over TLS . . . . . ... ..

2.4.8.2 Starting HTTP/2 without TLS . . . . . . ..
2.4.9 Example Conversation . . . .. ... ... ... ... ..

Previous Work on HTTP /2
Security

3.1

Denial-of-Service Attacks . . . . . . .. ... L.
3.1.1 Flood Attacks . . . . . . . ... ... L
3.1.2  Attacks on Multiplexing and Stream Dependency . . .
3.1.3 Attacks on Flow Control . . . . . . ... .. ... ...
3.1.4 Attacks against HPACK . . . . . ... ... ... ...
3.1.5  General Mitigation . . . . . ... ... ... ... ...

Race Conditions

4.1

Races in Web Applications . . . . . . .. ... ... ... ...
4.1.1  Accessing Shared Resources . . . . ... ... .. ...
4.1.2 Time-of-Check-to-Time-of-Use Vulnerability . . . . . .

Timing Requests in HTTP /1.x

5.1
5.2

2.3

TCP/IP Considerations . . . . . . .. ... ... .......
One Request Per Connection . . . . . . .. ... ... .....
5.2.1 Last Byte Synchronisation . . . . . . ... ... .. ..
Pipelining Requests . . . . . . . . . . . ... ... ... .. ..
5.3.1 First Segment Synchronisation . . . . . . .. .. .. ..

Timing Requests in HTTP /2

6.1

6.2
6.3

Exploiting Concurrent Streams . . . . . . . .. .. ... ...
6.1.1 Last Frame Synchronisation . . . . . .. .. ... ...
Exploiting Stream Dependency . . . . ... ... ... .. ..
Comparison of Request Timing Methods . . . . . . .. .. ..

h2tinker: a Low-Level HTTP /2
Client Implementation

7.1

Technologies and Considerations . . . . . . . .. .. ... ...

39
40
41
42
43
44
45

47
48
49
20

51
o1
o1
92
02
23

55
25
o6
o8
60

62



7.2 Last Frame Synchronisation with h2tinker . . . . .. .. .. 63

7.3 Stream Dependency Synchronisation with h2tinker . . . . . . 63
7.4 Other Common Attacks with h2tinker . . . . . . . . . . . .. 64
Conclusion 68
8.1 Contributions . . . . . . . . . . 68
8.2 Limitations and Future Work . . . . . . . . . .. . ... ... 69



Chapter 1

Introduction

1.1 Background

1.1.1 Web Applications and HTTP /2

HyperText Transfer Protocol (HTTP) is the predominant application-layer
protocol used in the World Wide Web. It is typically layered on top of the
TCP/IP stack, depending directly on the reliable and ordered data transfer
of the Transmission Control Protocol (TCP) [66].

The first official version of HT'TP, referred to as HT'TP /1.0, was publicly
specified in 1996 but the protocol had already been in use since 1990 [12].
In 1997, a more strictly standardised version of HI'TP was released, called
HTTP/1.1 [65]. This version added several new features and standardised
previously ambiguous mechanisms [65].

HTTP/1.1 remained the latest version for 17 years, receiving multiple
extension specifications until it was succeeded in 2015 by the next major
version HTTP /2 which focuses on improving performance and scalability [4].

HTTP/2 retains most of the established semantics of HT'TP but funda-
mentally changes how data is represented on the wire: while previous HTTP
versions are text-based protocols, HT'TP /2 is binary. In addition, it allows
issuing several parallel requests on a single underlying TCP connection [4].

Today, 46% of the 10 million most popular websites serve their content
over HTTP /2 [109]. Yet, significantly less research has been done on HTTP /2
security compared to HTTP/1.1 [110], and many popular security testing
tools, such as Burp Suite [107] and OWASP Zed Attack Proxy [8], still do
not support testing HTTP /2 websites.

Traditionally websites were static, they did not depend on context or user
input. However, nowadays many websites have become more interactive:
they perform authentication, process and store sensitive data and execute
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complex business logic [63].

These websites are referred to as web applications [63]. Some of the
most popular web applications on the Internet, Gmail [97], YouTube [83]
and Facebook [105], are each used by billions of users every month.

For most web applications, security is critical. Vulnerabilities can lead
to unavailability and exposure of sensitive information. Common vulnera-
bilities range from poorly implemented authentication or input sanitation
to browser-specific problems such as cross-site scripting (XSS) and cross-site
request forgery (CSRF) [76].

1.1.2 Race Conditions

A less studied category of vulnerabilities is those that are caused by race
conditions [94]. A race condition in a web application refers to a situation
in which requests executed in a specific order and with specific timing can
cause the application to go into an unexpected or undesired state [94, 95].

A web application race condition is usually caused by several threads or
processes, each serving a different request, that access or modify a single
resource at the same time without proper synchronisation [94].

For example, in an authentication web service, if a counter that records
incorrect password guesses is not properly synchronised between threads,
this might lead to several parallel threads reading the same counter value
and allowing another guess, even when it should not be allowed.

However, exploiting race conditions requires very precise timing of the at-
tacker’s requests in order for the web server to execute specific code segments
concurrently and cause a race condition. This makes race vulnerabilities dif-
ficult to reliably exploit [94].

Requests over the Internet often have unpredictable latency, and this is
further complicated by increasingly complex network architectures involving
reverse proxies, load balancers and content delivery networks.

However, since HT'TP /2 allows sending several parallel requests over one
TCP connection, this could be used to significantly improve the timing, and
thus, reliability of race vulnerability exploits.

1.2 Scope

The main goal of this thesis is to explore, document and analyse novel meth-
ods for exploiting race conditions in web applications that use HTTP/2. In
addition, new open-source security testing tools are developed that allow
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low-level experimentation with HTTP /2 and exploitation of the discovered
methods.

The discovered novel methods are analysed and compared with exploit
techniques for HTTP/1.x, including both previously published and unpub-
lished methods. However, a thorough experimental evaluation of these meth-
ods remains out of the scope of this thesis.

The techniques and attacks described in this thesis serve an informational
purpose meant to educate the information security community and help se-
curity professionals protect systems against them.

These methods should never be used against any system without the
system owner’s explicit permission. All methods described in this thesis
were tested on our own machines and applications, or with permission from
the system’s owner.

1.3 Structure

This thesis is structured as follows.

Chapter 2 presents the evolution of HT'TP from its inception with the
World Wide Web to HTTP/2 which is the most recent stable version.
HTTP/2 is discussed in detail in Section 2.4.

Chapter 3 gives an overview of previous security-related research done
on HTTP/2, introducing several categories of attacks and their mitigation
techniques.

Race conditions and their applicability to web applications is discussed
in Chapter 4, along with examples where race conditions directly impact
application security.

Chapter 5 presents state-of-the-art methods for exploiting race conditions
with HTTP/1.x, including a previously unpublished method introduced in
Section 5.3.1.

Chapter 6 proposes two novel techniques for exploiting race conditions
with HT'TP/2. A comparison of all methods described in Chapters 5 and 6
is provided in Section 6.3.

Chapter 7 introduces h2tinker, a new low-level HTTP/2 client library
developed as part of this thesis. The novel methods described in Chapter 6
are implemented with h2tinker in Sections 7.2 and 7.3.

Chapter 8 concludes this thesis with main contributions outlined in Sec-
tion 8.1 and future research directions discussed in Section 8.2.



Chapter 2

Evolution of HT'TP

The concept of the World-Wide Web (WWW) was described by Tim Berners-
Lee in 1989 [20]. Around the same time, development began on the compo-
nents of the WWW by his team at the European Organization for Nuclear
Research (CERN).

One of the essential components of the WWW became the Hypertext
Transfer Protocol (HTTP) over which a web browser could request a spe-
cific Hypertext Markup Language (HTML) document and present it to the
user [10].

HTTP has always been a request-response protocol, in which the party
making the request is called the client and the response is returned by the
server. Each communication round consists of a request sent by the client
and a response returned by the server.

The protocol is stateless. Neither the client nor the server must persist
any state between requests and responses.

HTTP has typically been employed on top of a Transmission Control
Protocol (TCP) connection, but in the earlier versions of HT'TP, this was
not required. Any underlying protocol that provides a reliable, ordered and
error-free transmission of data transfer could be used in place of TCP [12].

When used on TCP, HTTP defines two standard TCP ports that are used
for HT'TP traffic by default. Port 80 is used for serving web pages in plain
HTTP and port 443 is used for HT'TP connections over a Transport Layer
Security (TLS) or Secure Sockets Layer (SSL) connection [12].

HTTP does not provide any security mechanisms to protect the confiden-
tiality or integrity of the messages [72]. Instead, HTTP communication is
commonly wrapped into a TLS connection that ensures both confidentiality
and integrity for HT'TP. TLS also provides means to authenticate the server,
and optionally the client, using public-key authentication or a symmetric
pre-shared key [100].

12



CHAPTER 2. EVOLUTION OF HTTP 13

2.1 HTTP/0.9

HTTP began as a very simple protocol for retrieving HTML documents.
The request was a one-line ASCII string that specified only the path of the
desired document and the response consisted of just the requested HTML
document, or another HTML document that described an error that occurred
in a human-readable format [10].

An example of a HTTP /0.9 request and response can be seen in Figure 2.1
and Figure 2.2, respectively.

GET /some/document/path

Figure 2.1: Example of a HT'TP /0.9 request.

<html>
Some document content.
</html>

Figure 2.2: Example of a HT'TP /0.9 response.

In HTTP/0.9, GET is the only HTTP method, there are no headers in the
request or response, and no status codes [10]. Therefore, it is not possible to
specify the format of the response, the expected format is always HTML.

Data can be passed from the client to the server only in the request path,
there is no concept of a request body. Client error and response handling
is very limited due to the lack of status codes and headers, for example
redirection, caching, authentication and error-retry mechanisms do not exist.

When the first HT'TP client and server implementations were completed
in 1990, the protocol was not formally specified or versioned. In 1991, this
early version was documented according to current implementations and
named HTTP/0.9 to differentiate it from the subsequent HTTP /1.0 [10].

2.2 HTTP/1.0

HTTP/1.0, the more extensible and powerful version of HTTP was first
documented in 1992 as an Internet Draft of the Internet Engineering Task
Force (IETF) [11]. However, it continued to evolve organically as a result of
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web browsers and servers adding their own custom features to support new
use cases [87].

This culminated in a new specification published in 1996 as an IETF
Request for Comments (RFC) document [12].

This RFC specifies many new features including headers, content types,
redirection, authentication mechanisms, 3 request methods and 15 response
status codes [12]. It was designed to be backwards-compatible with
HTTP/0.9 and added a version string to the first request line to enable
determining the protocol version and compatibility [12].

The semantics described in the HTTP /1.0 RFC lay the foundations of
HTTP, and most of these concepts have persisted in subsequent HTTP ver-
sions as well.

2.2.1 Request Syntax and Semantics

A valid HTTP /1.0 request message consists of a request line, a list of headers,
a carriage return character followed by a line feed character (collectively
referred to as CRLF) and an optional request body. All of these components
are separated by one CRLF and are thus visually read as lines.

Since HTTP/1.0 is backwards-compatible, the specification also allows
simple one-line HTTP /0.9 requests that must be served with HTTP /0.9 re-
sponses [12]. An example of a HTTP /1.0 request can be found in Figure 2.3.

POST /some/document/path HTTP/1.0

Date: Wed, 12 Dec 2012 12:12:12 GMT

Pragma: no-cache

Referer: http://example.com/other/document/path
User-Agent: curl/7.58.0

Content-Type: text/plain

Content-Length: 9

forty-two

Figure 2.3: Example of a HT'TP /1.0 POST request with a request body.

2.2.1.1 Request Line

The first line of the request is called the request line and comprises a method
token, a request Uniform Resource Identifier (URI) upon which to apply the
request, and the protocol version that is being used, all separated by spaces.
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The 3 specified request methods are GET, HEAD and POST. Each of these
methods has a general semantic meaning that can slightly depend on the
context.

GET indicates that the client wishes to retrieve the entity identified by
the given request URI. However, for example when an If-Modified-Since
header is also included with the request, the server should respond with the
given entity only if it has changed since the date provided in that header.

The HEAD method is identical to GET with the exception that the identified
entity is never returned, only the headers. Therefore, the response to a HEAD
request must never contain a response body. The returned headers must be
equivalent to an analogous GET request. This method can be used for example
to check the validity and modification of hypertext links, or to obtain various
other metainformation about the entity.

POST allows the client to submit an entity to the server for processing.
It is the only method defined in this RFC that allows the client to attach a
body to the request. POST requests must also include a valid Content-Length
header that contains the length of the request body in bytes.

The action performed by the server upon receipt of a POST request can
vary and depends on the server, the request URI and any additional context.
For example, it can be used to submit a form with user-inputted data, create
a new post in a forum or upload a document.

In addition to these 3 methods, custom methods are also allowed. If the
server does not recognise or support a method, it should respond with status
code 501.

The second component in the request line is the request URI. It can either
be an absolute URI, such as http://example.com/some/document/path or
an absolute path, such as /some/document/path, depending on whether the
request is directed towards a proxy or the final origin server that is supposed
to serve the request.

The request line ends with a protocol version string. This string must be
in the format HTTP/<major-version>.<minor-version>, such as HTTP/1.0.
To ensure compatibility with HTTP/0.9, servers should assume that
HTTP/0.9 is used if no version string is specified.

2.2.1.2 Headers

The request line is followed by a list of headers, separated by CRLF characters.
Headers contain metadata about the request, such as the date and time of the
request, information about the user agent (the software making the request)
or authorisation credentials.

Each header has the format <field-name>: <value> where <field-name>
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is one of the predefined case-insensitive header names or a custom name, and
<value> is the value in a header-specific format. For example, a standard
Date header could look like this: Date: Wed, 12 Dec 2012 12:12:12 GMT.

2.2.1.3 Request Body

The header list is ended by an explicit CRLF sequence. This is in addition to
the normal CRLF sequences that delimit request components. Therefore, the
header list is separated from the next component of the request, which is the
optional request body, by two consecutive CRLF sequences.

The following request body is simply a sequence of bytes. The number
of bytes in the body must be specified as the value of the Content-Length
header to enable the receiver to determine where the request body ends.

2.2.2 Response Syntax and Semantics

After the server has received a HT'TP /1.0 request message, it should respond
with a response message and then close the underlying TCP connection.

The response message can represent a successful state, an error state,
or various other states that communicate the status of the request. These
states are mainly represented by status codes which are 3-digit integers with
predefined semantics.

2.2.2.1 Status Codes

HTTP/1.0 defines 15 distinct status codes. The first digit in a status code
represents its class and general meaning:

e 1xx codes are used for informational purposes but this class is reserved
for future and experimental use and contains no specified codes,

e 2xx represents success: the server successfully acted upon the request,

e 3xx means that redirection is needed, for example the requested re-
source has moved to a different location and the client should make a
request to the new location,

e 4xx represents a client error, for example the request is malformed,

e 5xx represents a server error: the request might be valid but the server
cannot fulfil it due to an internal problem.
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The servers and clients are not required to use or recognise all of the
defined codes but must understand the class of all codes. The first status
code in each class (x00) represents the general purpose of that class. If a
code is unrecognised by a client, they must interpret it as the first code x00
in the respective class.

2.2.2.2 Response Syntax

The HTTP/1.0 response message consists of a status line, list of headers,
followed by a CRLF sequence and an optional response body, all separated by
CRLF sequences. An example of a response message can be seen in Figure 2.4.

Similarly to the first line in the request, the status line in the response
message is a space-separated list that contains the protocol version string
and the status code, along with the code’s textual representation.

HTTP/1.0 201 Created

Date: Wed, 12 Dec 2012 12:12:12 GMT

Server: Apache/2.4.6 (Cent0S) OpenSSL/1.0.2k-fips
Location: http://example.com/created/document/path
Content-Type: text/html

Content-Length: 31

<html>
That is correct!
</html>

Figure 2.4: Example of a HTTP /1.0 response.

The status line is followed by a list of headers, following the same header
syntax as in the request message.

However, the list of predefined header names is slightly different, for ex-
ample instead of the User-Agent header identifying the software making the
request, the server can set the Server header to identify the software serving
the request.

Analogously to the request message syntax, the response ends with an
explicit CRLF sequence, followed by an optional response body (sequence of
bytes) whose length is defined in the Content-Length header.

Servers must not send a body in response to a HEAD request. However,
if the corresponding GET request would have generated a response body, the
Content-Length header must be present and must represent the length of
the response body as if it was sent.
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2.2.3 Security Considerations

The HTTP /1.0 RFC also outlines some security aspects of the protocol that
developers and users should be aware of. Many of these considerations are
still relevant today with newer HTTP versions.

A large part of the discussion is about user privacy. It is noted that
the HTTP/1.0-provided plaintext authentication using the Authorization
header is not a secure method of user authentication and also does not provide
any means for hiding the request body. Therefore, any intermediary on the
network could steal the credentials, eavesdrop on the conversation or modify
the messages.

Similarly, an intermediary could read, modify or delete any HT'TP mes-
sage that contains other sensitive information. HTTP headers Server,
Referer and From can compound to this problem. Referer and From contain
data that can be used to more accurately track users while Server can be
used to identify the server software, making it easier for attackers to exploit
known vulnerabilities.

It is recommended that websites provide a toggle interface for the users
to enable or disable sending Referer and From headers.

Web server logs are noted as a special concern since they can save data
about the users’ requests that could be used to identify the users’ reading
patterns or interests, noting that the responsibility lies with the server own-
ers [12]:

This information is clearly confidential in nature and its handling
may be constrained by law in certain countries. People using the
HTTP protocol to provide data are responsible for ensuring that
such material is not distributed without the permission of any
individuals that are identifiable by the published results.

The specification also mentions a consideration regarding special handling
of file and path names to avoid exposing unintended files to clients. It is
recommended to somehow restrict the documents that can be returned as a
response. This kind of path traversal vulnerability risk is still clearly relevant

today [75].

2.3 HTTP/1.1

Even before the HTTP /1.0 RFC was published, IETF was already working
on a more strictly standardised version of HTTP, called HTTP /1.1 [87].
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The HTTP/1.1 specification was published in 1997 as RFC 2068 [65]. In
addition to a strict standardisation, the specification added some features to
improve performance, decrease latency and extend flexibility:

e The underlying TCP connection can now be reused for multiple re-
quests. This saves the overhead that comes with opening a new TCP
connection for subsequent requests.

The persistence of connections is controlled by the Connection header.
Connections can be assumed to be persistent by default but the server
can indicate that they will close the connection by sending the
Connection: close header with the latest response message.

If the server sends a Connection: keep-alive header or does not
include a Connection header, the client may send another request on
the same connection.

e Requests can also be pipelined by sending multiple consecutive requests
without waiting for each response to arrive. The server must respond
to the requests in the same order as they were sent. Pipelining can
only be used over persistent connections.

e A mandatory Host request header was added. This contains the origi-
nal host and port of the requested resource and allows the web server
to differentiate between potentially multiple different host names asso-
ciated with a single IP address. For example, this enables the server to
host several websites with distinct domain names on the same machine.

e Cache mechanisms have been improved, content negotiation and the
chunked transfer encoding mechanisms have been added. Several new
request methods: OPTIONS, PUT, DELETE, TRACE, and many new status
codes were also included.

An example of a HTTP /1.1 request and response can be seen in Figure 2.5
and Figure 2.6, respectively.

After the initial publication of the HTTP /1.1 standard, HTTP continued
to evolve and the specification was replaced twice [87].

In 1999, it was replaced with RFC 2616 [66], and in 2014, the specification
was divided into 6 separate documents, each handling a specific topic area
of HTTP:

e RFC 7230: Message Syntax and Routing [69]
e RFC 7231: Semantics and Content [70]
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PUT /some/document/path HTTP/1.1

Host: example.com

Date: Wed, 12 Dec 2012 12:12:12 GMT
Cache-Control: no-cache

Referer: http://example.com/other/document/path
User-Agent: curl/7.58.0

Accept: text/html

Content-Type: text/plain

Content-Length: 9

forty-two

Figure 2.5: Example of a HTTP /1.1 request.

HTTP/1.1 405 Method Not Allowed

Date: Wed, 12 Dec 2012 12:12:12 GMT

Server: Apache/2.4.6 (Cent0S) OpenSSL/1.0.2k-fips
Allow: GET, HEAD, POST

Connection: close

Content-Type: text/html

Content-Length: 42

<html>
This method is not allowed!
</html>

Figure 2.6: Example of a HT'TP /1.1 response.

RFC 7232: Conditional Requests |71]

RFC 7233: Range Requests [67]

RFC 7234: Caching [68]

RFC 7235: Authentication [72]

These revisions also introduced minor changes into HT'TP, for example
they added the CONNECT method to establish a tunnelled connection via a
proxy [66] and formally defined the https scheme to use with SSL/TLS

connections [69].
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2.4 HTTP/2

In 2015, 17 years after the first standardisation of HTTP /1.1, the specifi-
cation for the next major version of HTTP was published [4]. Tt is based
on the concepts of SPDY, a protocol developed mainly by Google in 2012-
2015 to replace HTTP [9, 19]. SPDY was deprecated in 2015 in favour of
HTTP/2 [9].

HTTP/2 retains most of the established semantics of HT'TP to enable a
faster adoption rate by not requiring developers to significantly modify their
applications.

However, HT'TP /2 fundamentally changes how data is transferred. While
HTTP/1.x is a text-based protocol, HTTP /2 is binary. This enables more
efficient representations of requests and responses.

Figure 2.7 shows a sample HTTP /2 request and response, both how it is
transmitted on the wire in binary (left, hexadecimal) and its decoded values
with explanations (right).

2.4.1 Headers and HPACK

2.4.1.1 Pseudo-Header Fields

The request line in a HTTP/1.x request contains the request method and
URI. Together, these typically determine the general purpose of the re-
quest [66].

In HTTP/2, the request method and URI are instead sent as special
pseudo-headers fields that are prepended to the normal header list. After-
wards, the whole header list is compressed using a custom algorithm called
HPACK [4].

Pseudo-header field names start with the character :, for example :method
contains the request method and :path contains the request URI.

In addition to the request method and URI, two other pseudo-header
fields can be used in requests:

e :scheme must contain the scheme part of the request URI, such as
https or http,

e :authority is an optional pseudo-header field that should be used in
place of the Host header defined in HTTP/1.1.

Similarly, the status code in a response must be transmitted in a pseudo-
header field :status. No other pseudo-header fields are defined for responses.
Unlike headers, pseudo-header fields are not extendable and custom pseudo-
header fields are not allowed.
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REQUEST :
00 00 14 Frame payload length: 20 bytes
01 Frame type: 0Ox1 (HEADERS)
Frame flags:
05 END_STREAM (0x1) | END_HEADERS (0x4)
00 00 00 01 Stream identifier: 1

83 04 84 60 a4 9c ff 86
01 8a b6 c9 86 85 ca 5b

Header block decoded into:
> :method: POST

8d 09 al Ob > :path: /echo

> :scheme: http

> :rauthority: urgas.ee:42422
RESPONSE:
00 00 4c Frame payload length: 76 bytes
01 Frame type: Ox1 (HEADERS)
04 Flags: END_HEADERS (0x4)
00 00 00 01 Stream identifier: 1

88 61 96 df 69 7e 94 13
2a 65 b6 ab 04 01 01 40
b5 70 40 b8 06 54 cb a3

Header block decoded into:

> :status: 200 OK

> date: Tue, 23 Jun 2020
14:20:03 GMT

7f 76 8b 9a da 8c 43 d9 | > server: gunicorn/19.7.1

53 01 7d 77 57 0f 5f 92 | > content-type: text/html;
charset=utf-8

> content-length: 29

> vary: Accept-Encoding

49 7c ab 89 d3 4d 1f 6a
12 71 d8 82 a6 0Ob 53 2a
ct 7f 0f 04 02 32 39 7b
8b 84 84 2d 69 5b 05 44

3c 86 aa 6f
00 00 14 | Frame payload length: 29 bytes
00 | Frame type: 0xO (DATA)
01 | Flags: END_STREAM (0x1)
00 00 00 01 | Stream identifier: 1
| Response body:
66 6c 61 73 6b 20 40 20 | flask @
31 35 39 32 39 32 32 30 | 15929220
30 33 2e 35 31 35 36 39 | 03.51569
34 39 20 3a 20 | 49 :

Figure 2.7: Example of a HTTP /2 request and response. The hexadecimal-
encoded binary representation can be seen on the left and the decoded values
with explanations are presented on the right.
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2.4.1.2 HPACK

The header list compression format HPACK is specified separately as RFC
7541 [96]. HPACK is a stateful algorithm that works by maintaining a header
field table that maps seen header fields to indices. This dynamic table is
maintained and updated incrementally during the whole HT'TP /2 connection
by both the client and server.

In addition to this dynamic header field table, there’s also a predefined
static table that contains the most common fields. This static table is defined
in Appendix A of RFC 7541 [96].

In the encoded header block, each header field can be represented by the
literal value of the header field, which can optionally be Huffman-encoded,
or a reference to an entry in either the dynamic or static header field tables.

If a header field is not indexed in the static or dynamic table then the
encoder can choose whether to index it in the dynamic table. However,
indexing might not always be desired.

2.4.1.3 Security Considerations

Headers that contain sensitive information, such as cookies or credentials,
should not be indexed. Any information included in the compression context
could be potentially recovered by an adversary using a chosen plaintext attack
when considering HPACK compression as a length-based oracle.

In this attack, the adversary inserts potential guesses of the sensitive
data into the request (response) headers and observes the size of the request
(response). If the size of the request (response) is smaller than expected then
it can be inferred that the adversary’s current guess was previously included
in the compression context and thus the guess is correct.

These kinds of compression oracle attacks have been successfully demon-
strated against TLS and SPDY (CRIME attack [101]), and even against older
HTTP compression algorithms gzip and DEFLATE (BREACH attack [78]).
In HPACK, choosing not to index header fields excludes them from the com-
pression context and makes such attacks irrelevant.

If a header field is not indexed then it can optionally be encoded using a
static canonical Huffman code to reduce its length. The encoding table for
the Huffman code is defined in Appendix B of RFC 7541 [96].

In HTTP /2, the maximum size of the dynamic header table is controlled
by a connection-scoped setting SETTINGS_HEADER_TABLE_SIZE which sets
the value in bytes. The default value for this setting is 4096 bytes.
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Figure 2.8: Binary layout of a HTTP /2 frame [4].

2.4.2 Frames

HTTP/2 uses a concept called frames for encapsulating all messages on the
connection. There are different types of frames but all frames share the same
basic binary format, illustrated in Figure 2.8.

Each frame consists of a frame header and payload. The frame header
defines the frame’s main attributes:

e length of the frame payload as a 24-bit unsigned integer,
e type as an 8-bit code,
e frame type-specific boolean flags as an 8-bit field,

e associated stream ID (see Section 2.4.3) as a 31-bit unsigned integer.

The payload of the frame is variable-length and specific to the frame
type. The maximum size of the payload is defined by the connection setting
SETTINGS_MAX_FRAME_SIZE which has a default value of 16 384 bytes.

HTTP/2 defines 10 distinct frame types, each serving a specific purpose.
Some frames are used for HT'TP requests and responses, some are for manag-
ing the connection state or settings, and others enable new HTTP /2-specific
features, such as ping or server push. The defined frames are described in
Table 2.1.
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Table 2.1: Overview of HTTP/2 frame types, including
their intended usage and defined flags.

Type Usage Defined Flags
HEADERS Sent on a specific stream by the END_HEADERS —
client to start a HT'TP request or the header block
by the server to deliver the headers | fit into this frame
part of a HT'TP response. It and no
contains an encoded header block, CONTINUATION
or a fragment of it if the whole frames follow.
block does not fit into the frame. END_STREAM — the
Additionally, the payload can client is done
contain padding and the stream ID | sending on this
that the current stream depends on | stream, no DATA
(see Section 2.4.4). frames follow.
PRIORITY — this
stream depends
on another stream
whose 1D is
included.
PADDED - this
frame contains
padding.
CONTINUATION| Used to continue a header block if END_HEADERS —

the whole block did not fit into a
previous frame. Can be sent on a
stream by both the client or server
immediately after a HEADERS,
PUSH_PROMISE or CONTINUATION
frame on the same stream. No other
streams or frames can be interleaved
between the allowed preceding
frame and this CONTINUATION frame.
Any number of CONTINUATION
frames can be used to continue a
header block.

signals that the
header block ends
in this frame and
no subsequent
CONTINUATION
frames follow.

Table continues on the next page.
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Defined Flags

DATA

Used to carry HTTP request and
response bodies. They can be sent
on a stream after the header block
has ended with a HEADERS or
CONTINUATION frame. Several DATA
frames can be sent consecutively if
the body does not fit into one frame.
Similarly to HEADERS, DATA frames
can contain padding and indicate
the end of a request or response
with the END_STREAM flag.

END_STREAM — the
client has finished
sending on this
stream, no other
DATA frames
follow.

PADDED — this
frame contains
padding.

PUSH_PROMISE

Can be sent only by the server on a
specific stream in order to promise
opening a new stream in the future
which will be used for sending a
response from the server to the
client. This future response will
correspond to the request that is
included in this frame as a header
block.

The payload also includes the
stream ID which will be used to
open the stream in the future and
optional padding. See Section 2.4.5
for a description of the server push
feature.

END_HEADERS —
the header block
fit into this frame
and no
CONTINUATION
frames follow.
PADDED — this
frame contains
padding.

PRIORITY

Sent by the client on a specific
stream to set this stream as a
dependant of another stream (see
Section 2.4.4). This frame can be
used to create a dependency
between future requests that have
not yet been sent.

None

Table continues on the next page.
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Defined Flags

SETTINGS

Must be sent by both the client and
server at the beginning of the
connection and can be sent at any
later point by either party. The
SETTINGS frame contains
connection-scoped settings about

ACK — this frame is
an
acknowledgement
of the previously
received SETTINGS
frame.

the sender’s capabilities and Acknowledgement
constraints (see Section 2.4.6 for a frames must
list of possible settings). contain no
Each SETTINGS frame must always settings.
be acknowledged by the receiver.
This is done by responding with an
empty SETTINGS frame with the ACK
flag set. All SETTINGS frames are
sent on stream 0.
WINDOW_UPDATE Used by both the client and server None

to increase their own flow-control
window, which is the number of
bytes the receiver is allowed to send.
This frame contains an increment
that is added to the current
flow-control window.

The WINDOW_UPDATE frame can be
sent both on stream 0, indicating an
increase to the connection-wide
window, or on a specific stream to
increase this stream’s flow-control
window. See Section 2.4.7 for a
detailed description of the
flow-control mechanisms.

Table continues on the next page.
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Type Usage Defined Flags
PING Can be sent by both the client and | ACK — this is an

server on stream 0 to determine acknowledgement
whether a connection is still of a received PING
functional and to measure the frame. The
round-trip time, similarly to what payload must be
the diagnostic tool ping [88] offers the same as in the
in an Internet Protocol network. received frame.
The frame’s payload consists of 8
bytes of opaque data to identify it.
All PING frames must be
acknowledged, unless they already
are acknowledgements.
Acknowledgement is done by
responding with an identical PING
frame, except with the ACK flag set.
Responding to PINGs should be
given higher priority than to any
other frame.

RST_STREAM | Can be sent by either party to None

terminate a stream due to an error
or cancellation. This frame is always
sent on a specific stream which is
consequently considered closed. Its
payload contains a predefined error
code describing the error.

Table continues on the next page.
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Type Usage Defined Flags

GOAWAY Can be sent by either party to close | None
the whole connection. The payload
contains the largest ID of a
peer-initiated stream that was, or is
going to be, processed by the
sender. This enables the receiver to
determine which streams (requests)
were, or are going to be, processed
before the connection is closed.

The sender can continue processing
and sending on the streams that
were promised to be processed, but
the receiver is not allowed to
initiate new streams. The payload
also contains a predefined error code
and can optionally contain arbitrary
data for debugging purposes.

2.4.3 Streams and Multiplexing

In HTTP/1.1, it is allowed to send multiple consecutive requests without
waiting for the responses, but the server must return the responses in the
same order for the client to determine which response belongs with which
request.

In HTTP /2, requests and responses are associated via streams. Streams
are opened by requests and closed by responses (or errors). Fach stream
is identified by a 31-bit unsigned integer called a stream ID. All HTTP /2
frames contain a stream ID that links it to a stream.

Some frames (SETTINGS, WINDOW_UPDATE, PING, GOAWAY) can or must be
sent with a special-purpose stream ID of 0. These frames are not associated
with any specific stream but carry information about the whole connection.

Each new stream is assigned a stream ID by its initiator. Client-initiated
streams are assigned odd numbers and server-initiated streams are assigned
non-zero even numbers. This distinction prevents a race condition between
the client and server when assigning a new stream ID.

Each new stream ID must be greater than all previous IDs that the ini-
tiator has used. For example, if a client has sent a request on a stream with
ID 3 then for a future stream ID, it must use an odd number greater than 3,
such as 7.
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Stream IDs cannot be reused. If no more IDs are available then a new
connection should be established.

Frames from different streams can be interleaved on a single connection,
except for CONTINUATION frames which must immediately succeed a HEADERS,
PUSH_PROMISE or CONTINUATION frame from the same stream that has no
END_HEADERS flag set.

For example, the following sequence of frames is allowed:

1. Client sends a HEADERS frame on stream 1 with the END_HEADERS flag
set.

2. Client sends a HEADERS frame on stream 3 with the END_HEADERS flag
set.

3. Client sends a DATA frame on stream 1.

4. Client sends a DATA frame on stream 3.
However, the following sequence is not allowed:

1. Client sends a HEADERS frame on stream 1 without the END_HEADERS
flag.

2. Client sends a HEADERS frame on stream 3 with the END_HEADERS flag
set.

3. Client sends a CONTINUATION frame on stream 1 with the END_HEADERS
flag set.

In step 3, the CONTINUATION frame immediately follows a frame that is
not on the same stream, this is not permitted.

This restriction on CONTINUATION frames allows the receiver to process
each header block atomically, even if it is spread over several HEADERS and
CONTINUATION frames.

The number of concurrent streams a peer can open is specified by the
setting SETTINGS_MAX_CONCURRENT_STREAMS. By default, this value is un-
limited and the specification suggests that this should not be set to less than
100. Only streams where the request has been partly or fully sent, but the
response has not been fully received, count towards this limit.
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2.4.4 Stream Dependency

HTTP /2 provides a mechanism to allow the client to express its preferences
in regards to which requests should be processed before others. This can be
utilised if several requests are sent concurrently or if the server does not have
enough capacity to serve all requests immediately.

Prioritisation is handled as a dependency between streams. These depen-
dencies can be set by the client when creating new requests with the HEADERS
frame or at any other time using the PRIORITY frame. Both of these frames
contain identical fields for expressing new dependency relationships:

e ID of the stream that the current stream depends on. This can also be
a stream ID that has not been used yet, in that case, this stream will
depend on a future stream.

e An 8-bit unsigned integer that represents the relative weight of this
dependency. If several streams depend on the same stream (or do not
depend on any stream) then this weight is used to determine the order
in which these streams should be processed.

e A single-bit flag indicating whether the dependency is exclusive. In case
of a new exclusive dependency, all previous dependencies on the de-
pendency stream become dependencies on this stream instead, and the
current stream becomes the only dependency on the specified stream.

2.4.4.1 Examples

Assume streams B and C depend on stream A with weight 1. Then sending
the following frame (frame flags and payload partly omitted):

HEADERS[ stream_id=D;
dependency_stream=A;
dependency_weight=2;
dependency_exclusive=0 ]

results in stream D being added as a dependency to stream A with weight
2, as illustrated in Figure 2.9. This means that the server should allocate
twice as many resources to processing stream D compared to streams B and
C.

However, if the exclusive flag is set (frame flags and payload partly omit-

ted):
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Figure 2.9: Adding a non-exclusive stream dependency results in the new
stream being added next to existing dependencies. w:x indicates that this
stream is assigned dependency weight x. Figure adapted from [4].

Figure 2.10: Adding an exclusive stream dependency results in the pre-
existing streams being depended upon the new stream. The weight of stream
D has no effect because there are no competing streams that depend on stream
A. Figure adapted from [4].

HEADERS[ stream_id=D;
dependency_stream=A;
dependency_weight=2;
dependency_exclusive=1 ]

then the new stream D acquires exclusive dependency by moving the ex-
isting dependencies B and C to depend on D instead. In this situation, the
dependency weight of D does not have any effect because there are no other
streams that depend on stream A. This operation is illustrated in Figure 2.10.

Respecting dependencies and priorities is recommended but not required.
Therefore, it does not guarantee any specific order of stream processing. The
extent to which dependencies and priorities are respected is implementation-
dependant.

2.4.5 Server Push

In the context of the web, a client communicating in HTTP/1.x needs to
explicitly fetch each resource that is required to load a web page. These can
include HTML and metadata documents, stylesheets, scripts, images, logos,
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fonts and others. The client must send a request for each of these assets so
the server can serve them.

However, these requests are often grouped together in predictable pat-
terns. For example, when loading a specific web page, most clients load
the same combination of stylesheets, scripts and images. This can be taken
advantage of to increase parallelisation and reduce the effect of latency.

The server can predict future client requests by analysing previous re-
quests, and deducing which assets the client might need in the future.

HTTP/2 introduces a new feature called server push that enables the
server to send a HTTP response to the client without requiring a client-
initiated request.

A server push is performed by the server by constructing a pseudo-request.
This represents the request that the server is expecting the client to send.
The pseudo-request is delivered to the client inside a PUSH_PROMISE frame.

A PUSH_PROMISE must be sent on a stream that was previously opened
by a client by sending a request. The PUSH_PROMISE frame should be sent
by the server before the response to the original client request.

The PUSH_PROMISE frame also contains a promised stream ID that iden-
tifies a new stream which the server will use to deliver the response for this
pseudo-request. This stream ID must be even-numbered since the stream is
initiated by the server (see Section 2.4.3).

For example, the following scenario illustrates a valid use of server push:

1. Client sends a HEADERS frame on stream 1 initiating a HT'TP request.

2. Based on the analysis of this request, the server recognises that it should
push another asset X that the client will likely need. The server sends
a PUSH_PROMISE frame on stream 1 containing the pseudo-request for
asset X along with a promised stream ID of 2.

3. The server sends a HEADERS frame and a DATA frame on stream 1 in
response to the original client request.

4. The server sends a HEADERS frame and a DATA frame on stream 2 con-
taining a response to the pseudo-request in the PUSH_PROMISE frame.

Server push is allowed only for cacheable requests with the GET or HEAD
method and no request body. Since requests with these methods should
not produce any state changes in the server [70], it is safe for the server to
implicitly perform these requests on behalf of the client.

Considering that these requests are cacheable, clients can use an exist-
ing general-purpose HT'TP cache for storing the pushed responses without
requiring specific handling.
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Clients can cancel specific push requests by closing the promised stream
with a RST_STREAM frame, or globally disable server push by setting
SETTINGS_ENABLE_PUSH to 0 (false).

2.4.6 Settings

A number of connection-scoped settings can be set by both the client and
server. Each party advertises settings that apply to them when receiving.

For example, a server might advertise SETTINGS_MAX_CONCURRENT_STREAMS
with a value of 100. This means that the client must not open more than
100 concurrent streams, but does not limit the number of streams the server
can open.

Settings are sent in a SETTINGS frame on stream 0. Each SETTINGS frame
must be acknowledged by the receiving party by responding with an empty
SETTINGS frame with the ACK flag set.

SETTINGS frames must be sent by both the client and server at the be-
ginning of the connection, and they can be sent later at any time as well.

Each setting consists of a 16-bit predefined identifier and a 32-bit value.
All settings defined in HTTP /2 and their description can be found in Ta-
ble 2.2.

Table 2.2: Description of settings defined in HTTP /2.
All settings identifiers have a prefix SETTINGS_ that is
not included here for brevity.

Setting Identifier Default Description
Value
HEADER_TABLE_SIZE 4096 Maximum size of the dynamic

bytes header table (see Section 2.4.1)
in bytes. Since both the sender
and receiver must maintain an
identical dynamic header table,
the minimum of the values ad-
vertised by both parties applies.

Table continues on the next page.
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Setting Identifier Default Description
Value
ENABLE_PUSH 1 (true) | Whether server push (see Sec-

tion 2.4.5) can be used by the
server. The setting can be set
to 0 (false) by either the client
or server, but only the client is
allowed to set it to 1 (true).

MAX_CONCURRENT_STREAMS | Unlimited | Maximum number of concurrent
streams the sender of this setting
is willing to accept. It is recom-
mended that this setting should
generally not be set lower than
100.

INITIAL_WINDOW_SIZE 65 535 Initial flow-control window size
bytes (see Section 2.4.7) for new
streams initiated by the receiver
of this setting. Value must be no
more than 2 147 483 647 (231 —1)
bytes.

MAX_FRAME_SIZE 16 384 Maximum size of a frame pay-
bytes load the sender of this setting is
willing to accept. Value must be
between 16 384 and 16 777 215
bytes.

MAX_HEADER_LIST_SIZE | Unlimited | Maximum size of a header list in
bytes that the sender of this set-
ting is willing to accept. The size
of a header list is calculated by
adding the sizes of uncompressed
header names and values, plus 32
bytes for each header field.

2.4.7 Flow Control

HTTP/2 specifies both connection- and stream-level flow control mecha-
nisms. These are designed to avoid contention over utilisation of the un-
derlying TCP connection and protect parties operating under resource con-
straints.

Both parties must maintain flow control windows for all open streams
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and the connection as a whole. These windows are integers representing how
many bytes the peer is allowed to send at that time.

The flow control windows can be incremented by sending a WINDOW_UPDATE
frame at any time. Sending this frame on stream 0 increases the connection-
wide window while sending it on any specific stream increases that stream’s
window.

Out of all frames defined in HTTP/2, only DATA frames are subject to
flow control and decrease the available flow control window.

All other frames can be sent at any time, irrespective of the flow control
window. This guarantees that connection control frames, such as SETTINGS
and WINDOW_UPDATE, are not blocked by flow control.

The initial value for the connection-wide flow control window is 65 535
bytes. The initial value for stream windows is defined by the setting
SETTING_INITIAL_WINDOW_SIZE. The maximum value for any flow control
window is 2 147 483 647 (231 — 1) bytes.

2.4.8 Starting HTTP /2

In order to begin communicating in HTTP /2, the client must ensure that
the server supports HTTP /2. This is accomplished in two different ways, de-
pending on whether the client wishes to use Transport Layer Security (TLS)
around the HTTP /2 connection.

Most web browsers support HTTP /2 only over TLS [60]. For example,
Mozilla states that HTTP /2 without TLS will not be supported in Firefox
because "new features are implemented only for secure connections" [106].

2.4.8.1 Starting HTTP /2 over TLS

The use of HTTP/2 can be negotiated via the TLS (version 1.2 or newer)
application-layer protocol negotiation (ALPN) extension [77]. HTTP /2 uses
the h2 protocol identifier.

After the TLS connection setup is complete, both the client and server
must confirm that HT'TP/2 is in use by sending a connection preface as the
first application-level message.

The client’s connection preface starts with the following sequence of 24
bytes (in hexadecimal notation):

0x505249202a20485454502£322e300d0a0d0a534d0d0a0d0a

which can be decoded into the string PRI * HTTP/2.0\r\n\r\nSM\r\n\r\n.
This sequence is followed by a SETTINGS frame, potentially containing any
settings the client wishes to advertise.
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The server’s connection preface consists of a single SETTINGS frame.

Both SETTINGS frames sent in the prefaces must be acknowledged nor-
mally (see Section 2.4.6). After the client has sent its SETTINGS frame, it may
begin sending additional frames without waiting for the server’s SETTINGS to
arrive.

2.4.8.2 Starting HTTP /2 without TLS

If the client is aware that the server supports HTTP /2 without TLS then it
may immediately send its connection preface, followed by other frames. The
server must respond with its connection preface (SETTINGS frame).

If the client is not aware of the server’s HT'TP /2 support then it can use
the standard HTTP Upgrade mechanism [69] with the protocol identifier h2c
by including the following headers with its next HTTP /1.1 request:

Connection: Upgrade, HTTP2-Settings
Upgrade: h2c
HTTP2-Settings: <base64url-encoded SETTINGS payload>

The server can accept the upgrade with status code 101 Switching
Protocols and proceed by sending its connection preface. The client must
also respond with its connection preface.

After the connection preface, the server must send the response to the
request that was used to upgrade the connection, on stream 1, as if the
request was made in HT'TP/2 on stream 1.

2.4.9 Example Conversation

The following example illustrates a standard HTTP /2 exchange: the connec-
tion is set up, the client makes two requests, the server initiates one server
push and the connection is terminated.

In the following example, these abbreviations are used:

e SID — stream ID that the frame is sent on,
e EH — END_HEADERS frame flag,
e ES — END_STREAM frame flag,

e ACK — ACK frame flag.
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The client connects to a TLS-secured website by first setting up a TCP
connection to the appropriate host and then negotiating to use HTTP /2 dur-
ing the TLS handshake. The connection is continued as follows (unimportant
flags and payload parts omitted for brevity):

1.

2.

10.
11.
12.
13.
14.

15.

16.

Client sends its 24-byte connection preface.

Client:
Client:
Client:
Server:
Server:
Client:
Client:

Server:

SETTINGS with an empty payload.

HEADERS [SID=1; EH=1; ES=1] representing request GET /catz.jpg.
HEADERS [SID=3; EH=1] representing request POST /activity-check.
SETTINGS containing SETTINGS _MAX_CONCURRENT _STREAMS=100.
SETTINGS[ACK=1] with an empty payload.

SETTINGS[ACK=1] with an empty payload.

DATA[SID=3; ES=1] with some data.

PUSH_PROMISE[SID=1; EH=1] with promised ID 2 and a pseudo-

request GET /dogz. jpg.

Server:
Server:
Server:
Server:

Client:
ment.

Server:

Client:

HEADERS [SID=1; EH=1] with status 200 OK.
HEADERS [SID=2; EH=1] with status 200 OK.
DATA[SID=1; ES=1] containing a picture of catz.
DATA[SID=2; ES=1] containing a picture of dogz.

WINDOW_UPDATE[SID=0] with some flow control window incre-

HEADERS [SID=3; EH=1; ES=1] with status 204 No Content.

GOAWAY with last processed stream ID of 2 and error code

NO_ERROR.

The connection fully ends when the client or server closes the underlying
TLS and TCP connections.
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Previous Work on HTTP /2
Security

Although HTTP/2 is already widely adopted, there exists significantly less
research on the security of HTTP/2 than HTTP/1.x [82, 108, 110]. One
possible reason for this is that since the use of HT'TP /2 remains transparent
for the web application developers, it might be assumed that previously valid
security assumptions apply.

In HTTP/1.x, the basic protocol unit that is typically analysed from a
security perspective, is a request or response. HTTP /2 adds the concept of
connections which can contain multiple potentially interleaved and parallel
requests and responses. In addition, connections are managed by separate
dedicated messages (frames) that alter the connection state and must be
processed by the endpoints according to different rules and priorities.

These additions increase the attack surface of the protocol and should
warrant special consideration by developers.

All messages in HT'TP/2 are encoded and sent in binary. For existing se-
curity tools, supporting HTTP /2 often requires replacing the protocol pars-
ing and serialisation components of the tools which might be time-consuming.
This results in a deficiency of tools that can be used by security researchers
to test implementations and experiment with the protocol.

This significant change in client and server implementations is illustrated
by many classical implementation flaws discovered during the last few years,
for example:

e Apache HTTP server was vulnerable to a "slow loris" attack over
HTTP /2 in which each client-opened stream occupied one thread in the
server (CVE-2018-17189) [43] and had additional performance prob-
lems with worker allocation (CVE-2018-1333) [39], both of which could

39



CHAPTER 3. PREVIOUS WORK ON HTTP/2 SECURITY 40

lead to denial-of-service.

e Apache Tomcat bypassed some security checks when using HTTP /2
which led to a path traversal vulnerability (CVE-2017-7675) [36] and
did not correctly handle connection state transitions when sent a GOAWAY
frame on a stream that was constrained by the current flow control win-

dow (CVE-2017-5650) [35].

e An out-of-bounds read could be triggered in the HTTP /2 protocol
parser (CVE-2018-20615) [44] and the HPACK implementation (CVE-
2018-14645) 40| of HAProxy, causing the process to crash.

e In Firefox and Thunderbird, an out-of-bounds read could be triggered

by malformed DATA frames arriving from the server, causing a poten-
tially exploitable crash (CVE-2017-5446) [34].

e F'5 BIG-IP fails to correctly handle the use of disallowed TLS ciphers
(CVE-2020-5871) [54], maliciously crafted request frames (CVE-2018-
5514) [45] and certain malformed requests (CVE-2020-5891) [55], lead-
ing to denial-of-service.

e nginx had a flaw in the HTTP /2 worker management component which
caused excessive CPU usage (CVE-2018-16844) [42] and memory con-
sumption (CVE-2018-16843) [41].

Most of these flaws are related to well-known and -studied application
security subjects: memory management, input sanitation, state and thread
management. The nature of these flaws is protocol-independent—they could
occur, and have occurred, when handling other protocols as well. Introducing
these vulnerabilities could be prevented by classical, yet imperfect, measures
like developer education, static code analysis and security testing tools.

However, several HT'TP /2-specific vulnerabilities have also been discov-
ered in clients, servers and tools. Some are caused by implementations that
do not follow the specification, others occur in edge cases not covered by the
specification, and yet others illustrate unavoidable problems related to the
architecture of the protocol stack.

3.1 Denial-of-Service Attacks

Most of the published HTTP /2 vulnerabilities, attacks and research belongs
in the denial-of-service (DoS) category. A DoS attack is targeted towards
the availability of the victim.
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When performed on a web application, its main goal is to prevent legit-
imate users from being able to use the application [1]. This can result in a
loss of revenue for businesses and a decrease in user satisfaction [1].

DosS attacks are typically performed by exhausting resources of the server,
leading to the server not being able to service users. Attacks can target any
limited resource, such as network bandwidth, CPU time or memory. An
attack can be especially effective if the server does not limit the amount of
resources that can be allocated for each client or connection.

DoS attacks usually involve one or more malicious clients sending spe-
cially crafted traffic to the targeted server. Attackers often leverage malware-
infected victim machines to form large-scale botnets that are coordinated to
send traffic to the target.

In a DoS attack, the traffic should be designed such that it causes the
server to use as much resources as possible. This usually means that the
traffic must be valid in the protocol that is used. Otherwise, the server will
not spend resources on processing the traffic.

Many vulnerabilities have been discovered in HTTP /2 implementations
that are prone to be exploited for DoS. We categorise these vulnerabilities
based on which aspect of the HT'TP /2 protocol they exploit.

Mitigation steps for each of these vulnerabilities are mentioned as appro-
priate, and general DoS mitigation techniques are described in Section 3.1.5.
All of the presented vulnerabilities are public and have been fixed or ad-
dressed in current versions of the software.

3.1.1 Flood Attacks

Flood attacks are carried out by sending a large quantity of specific valid
frames that the server must process and possibly respond to. These attacks
exercise the server’s frame processing and queueing capabilities.

Flood attacks can cause the server to use excessive amounts of CPU time
or memory. The most notable flood attack vulnerabilities for HT'TP /2 are:

e Apache HTTP server 2.4.17-2.4.23 does not restrict the size of the
request header (CVE-2016-8740) [33]. This allows an attacker to send
an arbitrary number of headers with a legitimate request, causing the
server to allocate an unrestricted amount of memory.

e In several implementations, rapidly receiving PING frames causes the
server to consume a large amount of resources (CVE-2019-9512) [48,
90]. According to the specification, PING responses should be prioritised
before any other frames. Therefore, this should cause a denial of service
if the server is out of resources.





















































































































