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5G network operators are continuously seeking more efficient methods for network
security management. Concurrently, GitOps has emerged as a novel and effective
approach to manage applications, configurations, and infrastructure. However,
there has been limited research on integrating these two advancements. This
thesis explores the integration of GitOps into telecommunication network security
operations, proposing a new workflow to address the challenges in traditional
methods.

We identify the challenges presented in conventional network security operations
and introduce a new workflow based on the GitOps principles. Our work includes
designing a declarative model to describe and store resources in Git repositories
and implementing GitOps operators to ensure alignment between the desired state
in Git repositories and the actual state of the managed network. Additionally,
we incorporate various validation strategies within the continuous integration
pipeline to enhance the robustness of the workflow.

The evaluation of the workflow involves case studies that compare traditional
and GitOps workflows in real-world scenarios, such as updating security config-
uration, establishing experimental environments, performing disaster recovery,
and detecting configuration drift. The analysis shows that the GitOps workflow
improves efficiency, visibility, and traceability, eases disaster recovery, and auto-
mates configuration drift correction. The findings suggest that mobile network
operators should consider adopting the GitOps workflow to enhance their overall
security operations.

Keywords: GitOps, telecommunication network, configuration manage-
ment, network security management, network automation

Language: English
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Les opérateurs de réseaux 5G cherchent en permanence des méthodes plus ef-
ficaces pour la gestion de la sécurité des réseaux. Parallelement, GitOps s’est
révélé étre une approche nouvelle et efficace pour gérer les applications, les confi-
gurations et l'infrastructure. Cependant, peu de recherches ont combiné ces deux
avancés. Ce mémoire explore I'intégration de GitOps dans les opérations de sécu-
rité des réseaux de télécommunication, en proposant un nouveau workflow pour
améliorer les procédés actuels.

Nous procédons par la présentation des difficultés présentes dans les opérations
de sécurité des réseaux conventionnelles et introduisons un nouveau workflow
basé sur les principes de GitOps. Notre travail inclut la conception d’'un modele
déclaratif pour décrire et stocker les ressources dans les dépots Git et la mise
en ceuvre des opérateurs GitOps pour assurer l'alignement entre 1’état souhaité
dans les dépdts Git et I'état réel du réseau géré. De plus, nous intégrons diverses
stratégies de validation dans le pipeline d’intégration continue pour renforcer la
robustesse du workflow.

L’évaluation de notre implémentation implique des études de cas comparant le
workflow traditionnel et celui de GitOps dans des scénarios réels, tels que la
mise a jour des configurations de sécurité, 1’établissement d’environnements ex-
périmentaux, la réalisation de la récupération apres sinistre et la détection des
dérives de configuration. L’analyse montre que le workflow de GitOps améliore
lefficacité, la visibilité et la tracabilité, facilite la récupération apres sinistre et
automatise la correction des dérives de configuration. Les résultats suggerent que
les opérateurs de réseaux mobiles devraient envisager d’adopter le workflow de
GitOps pour améliorer leurs opérations de sécurité globales.

Mots-clés: GitOps, réseau de télécommunication, gestion de la configu-
ration, gestion de la sécurité réseau, automatisation du réseau
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2G

3G
3GPP
4G

5G
AMF
API
AR
CD

CI
CLI
CM
CN
CNF
CRUD
DAST
DNF
DoS
eMBB
ESM
GPG
GSM
HTTP
HTTPS
IaC
IoT
JSON
LAN
LTE
MFA

Second Generation

Third Generation

3rd Generation Partnership Project

Fourth Generation

Fifth Generation

Access and Mobility Management Function
Application Programming Interface
Augmented Reality

Continuous Delivery / Continuous Deployment
Continuous Integration

Command Line Interface

Configuration Management

Core Network

Cloud-native Network Function

Create, Read, Update and Delete
Dynamic Application Security Testing
Disjunctive Normal Form

Denial of Service

Enhanced Mobile Broadband

Ericsson Security Manager

GNU Privacy Guard

Global System for Mobile Communications
Hypertext Transfer Protocol

Hypertext Transfer Protocol Secure
Infrastructure as Code

Internet of Things

JavaScript Object Notation

Local Area Network

Long-Term Evolution

Multi-Factor Authentication



MME Mobility Management Entity

mMTC Massive Machine Type Communication
MNO Mobile Network Operator

MTTR Mean Time To Recovery

NETCONF Network Configuration Protocol

NF Network Function

NFV Network Function Virtualization

NR New Radio

NSCM Network Security Configuration Manager
OAM Operation, Administration, and Maintenance
PKI Public Key Infrastructure

PLMN Public Land Mobile Network

PNF Physical Network Function

PSTN Public Switched Telephone Network

RAN Radio Access Network

REST Representational State Transfer

SAST Static Application Security Testing

SBA Service-Based Architecture

SBI Service-Based Interfaces

SCA Software Composition Analysis

SDLC Software Development Lifecycle

SIEM Security Information and Event Management
SMS Short Message Service

SNMP Simple Network Management Protocol
SOAR Security Orchestration, Automation and Response
SSH Secure Shell

TETRA Terrestrial Trunked Radio

UE User Equipment

UMTS Universal Mobile Telecommunications System
URLLC Ultra Reliable Low Latency Communication
VCS Version Control System

VM Virtual Machine

VNF Virtual Network Function

VoLTE Voice over LTE

VR Virtual Reality

WAN Wide Area Network

WLAN Wireless Local Area Network

YAML Yet Another Markup Language / YAML Ain't

Markup Language
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Chapter 1

Introduction

In recent years, GitOps has emerged as a promising methodology for orches-
trating infrastructure and software applications, representing the evolution
of DevOps principles [1, 2]. DevOps principles emphasize collaboration, au-
tomation, and continuous improvement and monitoring throughout the soft-
ware development lifecycle. Built upon these principles, GitOps leverages
Infrastructure as Code (IaC), continuous integration and delivery (CI/CD)
pipelines, and Git source control to automate configuration management for
both infrastructure and applications. The GitOps approach allows auto-
mated deployments and effortless rollbacks, thereby promoting consistency,
repeatability, and security.

The telecommunication industry has undergone a transformation with
the advent of 5G technologies. Despite 5G networks promising enhance-
ments in speed, latency, and capability, which broaden the scope of mobile
applications and services, the increased complexity and virtualization intro-
duce a new spectrum of security challenges. Traditional methods of network
security management struggle to keep pace with the dynamic virtualized en-
vironments, which creates potential vulnerabilities [3]. As telecommunication
networks evolve towards virtualized, cloud-native architectures, the demand
for efficient and scalable security operations increases.

The present solutions for 5G network security and configuration man-
agement are designed to fortify the security and integrity of telecommuni-
cation networks [4, 5]. With a policy-based approach, these tools detect
network misconfigurations that violate the operator security policies, poten-
tially weakening network security. Additionally, they identify unauthorized
or unwanted changes to the network configurations. Lastly, these solutions
automate compliance checks to ensure adherence to regulatory standards and
industry best practices by streamlining security processes.

While DevOps and GitOps have transformed software development and

10
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5G technologies have revolutionized telecommunication networks, the appli-
cation of GitOps for security operations within telecommunication networks
remains an emerging area. This integration has the potential to improve the
efficiency and effectiveness of network security management.

1.1 Problem Statement

The current telecommunication operation processes, along with network se-
curity and configuration management systems, suffer from several limitations
that hinder their effectiveness:

« Lengthy change request process. The process of changing network
configurations currently relies on manual and time-consuming approval
procedures. The procedures result in delays and inefficiencies.

o Lack of automation. In current system, approved changes in config-
uration require manual operations to implement on the network. This
workflow creates opportunities for human errors and introduces delays.

o Limited visibility and traceability. The existing system lacks
mechanisms to track and document configuration changes accurately,
posing challenges for troubleshooting and conducting thorough security
audits. Critical information, such as who initiated a change, when it
occurred, and its purpose, is often difficult to trace.

« Absence of continuous reconciliation. Continuous reconciliation
involves continuously detecting and resolving conflicts between the de-
sired and actual states of the network. Given that invalid configurations
introduce security risks, the absence of automated processes in existing
systems to validate the deployed configurations increases the likelihood
of network vulnerabilities.

This thesis tackles these challenges by exploring the integration of the
GitOps workflow into the security operation of telecommunication networks,
particularly in non-Kubernetes environments. By leveraging the principles
of GitOps, we design a workflow for network security and configuration man-
agement system that effectively and continuously applies security configu-
rations to safeguard the 5G networks. The workflow offers granular control
in change requests and increases visibility, traceability, and rollback capa-
bility in configuration management. It also implements reconciliation loops
to continuously ensure the desired security posture is enforced in the net-
work. This approach enables secure and efficient operation, facilitates rapid
incident response, and enforces continuous compliance.
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1.2 Structure of the Thesis

The remainder of the thesis is organized as follows.

Chapter 2 provides the background for the thesis. First, we introduce
telecommunication networks, focusing on mobile 5G networks, and the secu-
rity challenges as well as the technologies in their management and operation.
Subsequently, we explore the principles and practices of DevOps and GitOps,
along with the advantages of their adoption. Additionally, relevant literature
is presented to discuss the integration of GitOps within the telecommunica-
tions sector, which provides insights into its applicability and efficacy in this
domain.

Chapter 3 provides a detailed explanation of the security management sys-
tem the thesis is based on. We introduce the terminologies, components, fea-
tures, and use cases of the system. Subsequently, we explore the integration
of a GitOps workflow into the system. Finally, we discuss the requirements
and constraints associated with implementing a GitOps workflow within the
system.

Chapter 4 proposes a solution to integrate the GitOps workflow into the
studied system. This chapter delves into the design and architecture of the
proposed solution, along with an in-depth exploration of its implementation
details. We discuss the declarative file formats for managing the resources
and outline the practical steps involved in executing the proposed workflow.
Moreover, we present steps to validate the user-provided files to ensure the
robustness of the workflow.

Following this, Chapter 5 then analyzes and evaluates the proposed solu-
tion with various real-world scenarios to assess its effectiveness and efficiency.
We compare the proposed workflow with the existing one to identify the im-
provements and benefits. Furthermore, we discuss the benefits and limita-
tions of the proposed workflow along with possible future enhancements and
improvements.

Finally, Chapter 6 summarizes the thesis findings and presents the impli-
cations of the research outcomes. We also identify potential future research
directions and offer reflections on the contributions of the study.



Chapter 2

Background

This chapter introduces the general concepts of telecommunication networks
and mobile networks. It then dives into the architecture and components of
5G networks and how such networks are managed, with a particular focus
on security. Furthermore, we discuss the evolution from DevOps to GitOps,
the latest trend in managing infrastructure and application configurations
through infrastructure as code and version control systems. Finally, we pro-
vide a review of related work on applying GitOps in telecommunication.

2.1 Telecommunication Networks

A telecommunication network is a system interconnecting various nodes, in-
cluding fixed-line telephones, mobiles, and network devices such as routers
and switches. It utilizes communication links such as cables and radio waves
to transmit data and information across long distances. These networks
adhere to protocols and operate within different categories, including pub-
lic switched telephone networks (PSTN) and public land mobile networks
(PLMN).

2.2 Mobile Networks

Mobile networks are telecommunication networks that provide wireless con-
nectivity for mobile devices. Examples of these networks include terrestrial
trunked radio (TETRA), satellite networks such as Starlink and Globalstar,
and cellular networks such as 5G networks. This thesis focuses primarily on
cellular-based mobile networks, notably 5G networks.

A mobile network comprises two main components: the radio access net-
work (RAN) and the core network (CN). The RAN connects mobile devices,

13
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or user equipments (UE), to the network. The CN manages the network as
a whole and provides services, such as authentication and mobility manage-
ment, to the connected users [6, 7]. Standardization of mobile networks is
governed by the 3rd Generation Partnership Project (3GPP), with each gen-
eration representing an advancement in mobile technology. The evolution
of cellular mobile technologies occurs approximately once every ten years.
Table 2.1 shows a summary of the technologies and services offered by each
generation of mobile networks.

The 2G mobile network, established in the 1990s, is the first globally
accepted mobile standard. It utilizes the Global System for Mobile Com-
munications (GSM), a digital cellular technology, to offer services such as
voice calls using circuit-switching and short message service (SMS) with a
store-and-forward architecture.

The 3G mobile network, introduced in the 2000s, adopts Universal Mo-
bile Telecommunications System (UMTS) as its core technology. UMTS
employs a combination of circuit-switched and packet-switched technologies,
with packet switching for data transmission and circuit switching for voice
calls. With improved data transfer rates compared to GSM, UMTS allows
mobile multimedia applications such as Internet access and video calling.

The 4G network implements Long-Term Evolution (LTE) to enhance data
speed and network capacity. LTE is based on packet-switching with an all-IP
architecture [8], which allows voice calls to be transmitted over the same data
network as internet traffic. This advancement enables services like Voice over
LTE (VoLTE) and video services such as streaming and video conferencing.

The state-of-the-art 5G network adopts New Radio (NR) as its primary
radio technology. NR offers higher data speeds, ultra-low latency, and mas-
sive connectivity compared to previous generations. We introduce the 5G
network in detail shortly in Section 2.3.

2.3 5G Networks

Fifth-generation (5G) cellular network is the latest advancement in mobile
connectivity, offering higher data speeds, increased capacity, lower latency,
and more reliable and efficient services that support a wide range of new
applications [9, 10]. These advantages have led to the development of various
use cases: enhanced mobile broadband (eMBB) for applications such as video
streaming, virtual reality (VR) and augmented reality (AR), Ultra Reliable
Low Latency Communication (URLLC) for critical applications like remote
surgery or autonomous vehicles, and massive Machine Type Communication
(mMTC) for efficient communication among a vast number of low-power
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Table 2.1: Mobile network generation comparison.

Generation | Technology | Services

2G (1990s) GSM Voice calls and text messaging (short mes-
sage service, SMS).

3G (2000s) | UMTS Mobile multimedia applications such as In-
ternet access and video calling.

4G (2010s) | LTE Mobile streaming, video conferencing, and
online gaming.

5G (2020s) | NR Internet of Things (IoT) and real-time ap-
plications such as remote surgery.

devices such as sensors or smart meters [9].

This section provides an overview of the underlying architecture and tech-
nologies of 5G networks, as well as the security implications associated with
their design. These aspects are essential for advanced network management
and network automation, which we discuss in Section 2.4.

2.3.1 Service-Based Architecture

5G network uses a service-based architecture (SBA) to address scalability and
flexibility. Previous generations of mobile networks from 2G to 4G utilize a
reference-based design. The reference-based design focuses on defining the
interfaces, protocols, and the information needed to communicate between
each pair of network elements. Adding an element requires defining interfaces
and protocols with all existing elements. While functional, the approach
inherently limits the scalability and flexibility of the network [7].

On the other hand, the modularity of SBA enhances scalability and flex-
ibility in 5G networks. Figure 2.1 depicts how the 5G SBA unifies the in-
terfaces where network functions (NF) are interconnected through a service
bus. In this architecture, NFs provide services to other NFs via standardized
service-based interfaces (SBI), typically implemented with REST application
programming interfaces (API). The SBI uses standard Internet protocols,
such as TCP/IP and HTTP/2, and employs either a Request-Response or a
Subscribe-Notify communication model between NFs [11]. The well-defined
SBI decouples the NFs by abstracting the underlying implementation details
of individual NFs. Consequently, each NF is a self-contained module with
clearly defined interfaces and can be upgraded and scaled independently with-
out affecting the other functions.
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Figure 2.1: 5G service-based architecture [7].

2.3.2 Network Function Virtualization

Network functions (NF) are building blocks of the mobile network that have
well-defined external interfaces and functional behavior [12]. These NFs han-
dle critical functionalities for network operation, such as device registration,
traffic routing, session management, and user authentication and authoriza-
tion [11]. Traditionally, NFs resided on dedicated hardware appliances, with
each function tied to its own physical hardware. This approach, known as
physical network functions (PNF), presented limitations such as inflexibility
in scaling, high network infrastructure expenditure, and lock-in to specific
hardware vendors [13, 14].

In response to these limitations, network function virtualization (NFV)
has emerged as a paradigm shift in 5G networks. NFV provides a more
flexible and dynamic NF deployment solution by decoupling the software
functionality from the underlying hardware [15]. NFV allows NFs to run
within virtualized environments, such as virtual machines (VM) or contain-
ers, hosted on commodity hardware. Virtualized NFs, commonly referred
to as virtual network functions (VNF), offer advantages including optimized
costs and streamlined NF management [16]. Furthermore, to enhance re-
source utilization and operational flexibility, some NFs leverage cloud-native
technologies, such as containerization, to become cloud-native network func-
tions (CNF).

The virtualization strategy complements the modular design of SBA and
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enables dynamic deployment and scaling of NFs. Moreover, NF'V provides
flexibility, reconfigurability, and customization for 5G networks [17]. Never-
theless, the dynamic nature of NFV presents challenges for network manage-
ment. Traditional static configurations and manual provisioning processes
are inadequate in such an environment. Section 2.4 introduces network man-
agement principles and explores how network automation emerges to manage
the complexities of dynamic 5G networks.

2.3.3 Cloud-Native 5G Network

Building upon the principles of SBA and NFV, 5G networks are designed
to focus on modularity and virtualization. This approach enables them to
cater to the heterogeneous devices they connect to, ranging from mobiles
to Internet of Things (IoT) sensors. These devices exhibit diverse traffic
patterns, characterized by spatial and temporal fluctuations in volume and
attributes such as different quality requirements [18].

In response to the dynamic traffic patterns, 5G networks leverage elastic
cloud environments to achieve on-demand scalability, flexibility, and relia-
bility. The integration of SBA, NFV, and elastic cloud infrastructure forms
the foundation for developing cloud-native 5G networks to meet the evolving
demands of modern network infrastructure.

Containerization is vital in the realization of cloud-native 5G networks.
Containers are a more lightweight virtualized technology than VMs as they
share the host OS instead of having their own guest OS, as shown in Fig-
ure 2.2. By virtualizing and packaging NFs as containers, CNFs facilitate
faster deployment and efficient resource utilization compared to traditional
VM-based approaches [19]. Moreover, container orchestration platforms such
as Kubernetes streamline the management and scaling of CNFs across the
cloud infrastructure [20].

The transition towards cloud-native deployments has prompted the de-
velopment of numerous new solutions. Commercial offerings such as Ericsson
Cloud RAN [21] and Nokia Cloud RAN [22] provide solutions for deploying
RAN in the cloud. Concurrently, open-source initiatives like Nephio [23] offer
tools for deploying and managing cloud-native NFs using Kubernetes.

This migration toward cloud-native underscores the imperative for 5G
networks to adopt additional cloud technologies and practices beyond con-
tainerization. Sections 2.5 and 2.6 will discuss cloud-native practices ranging
from DevOps to GitOps, which are crucial in automating network opera-
tions and infrastructure management within the cloud-native 5G network
environment.
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Figure 2.2: Comparison between virtual machines (VM) and containers.

2.3.4 Security Challenges in 5G Networks

The increasing diversity of applications and services, coupled with the grow-
ing technology stack in 5G networks, broadens the security surface, therefore
introducing security challenges and threats. This section investigates some
critical concerns within the 5G security landscape.

The SBA that underpins 5G networks introduces numerous new attack
vectors. For instance, malicious actors could exploit the SBI for activities
such as denial of service (DoS) attacks to flood NFs with authentication
failures, eavesdropping attacks to intercept sensitive data, and man-in-the-
middle attacks to manipulate inter-NF communication [24].

Moreover, the virtualized and cloud-native 5G network presents a distinct
set of security challenges. For example, attackers can hijack the hypervisor
to control the VMs running on top of it and monitor their network traffic.
Attackers can also launch DoS attacks on VMs, causing other VMs running
on the same physical host to starve for resources [3, 25]. If a public cloud
solution is employed, the network faces the risk of cloud intrusion and insider
attacks [3]. These threats involve remote attackers attempting unauthorized
access to cloud resources or the staff at the cloud service provider exploiting
access to the physical servers storing user data.

Attacks on 5G networks are commonly triggered by trivial security over-
sights, such as misconfigurations and improper hardening of NFs or infras-
tructure [6]. However, traditional security approaches may be inadequate in
discovering and coping with such errors in the ever-evolving and dynamic 5G
networks. This inadequacy necessitates enhanced security monitoring and
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management techniques and tools. In Section 2.4.3 and Section 2.4.4, we in-
vestigate network automation and network security management to further
explore how these solutions mitigate the security risks associated with 5G
networks.

2.4 Network Management

Network management encompasses the design, deployment, monitoring, and
operation of a network to ensure its efficiency, reliability, and security. In this
section, we first introduce network monitoring and commonly used protocols
for network management. Then, we demonstrate how network automation
techniques facilitate effective and robust network management. Finally, we
explore the security aspects of network management.

2.4.1 Network Monitoring

Network monitoring is the foundation of network management. It refers to
the continuous process of observing network activity to identify problems,
ensure smooth operation, and detect potential security threats. It helps net-
work operators to understand the current state of the network and reconcile
any deviations [26].

Network monitoring tools collect data on traffic patterns, device perfor-
mance, potential security issues, and more. This data is analyzed to identify
and troubleshoot problems, optimize resource utilization, and ensure secure
network operation. Additionally, network monitoring can provide insights to
detect anomalies and intrusions, support compliance auditing, and enhance
the overall network visibility and control.

2.4.2 Network Management Protocols

Network management tools rely on standardized protocols to communicate
and interact with the diverse network components. These protocols facilitate
essential tasks including configuration management, performance monitoring,
and troubleshooting. Some examples are Simple Network Management Pro-
tocol (SNMP) for basic device management, Network Configuration Protocol
(NETCONF) for advanced configuration management, Hypertext Transfer
Protocol Secure (HTTPS) for general-purpose communication, and Com-
mand Line Interface (CLI) over Secure Shell (SSH) for manual operations
and direct device interaction.
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In the telecommunication domain, an array of studies [27-29] underscores
the significance of these protocols in the design and implementation of mo-
bile network management systems. These investigations demonstrate the
diverse applications of standardized protocols and highlight their efficiency
in managing the complexities of modern telecommunication infrastructures.

2.4.3 Network Automation

Network management involves repetitive tasks such as device configuration,
software updates, and security patching. Manually managing these tasks
at scale can be time-consuming and error-prone, especially in the dynamic
and scalable 5G networks. Network automation employs software tools and
scripts to streamline these processes, thereby reducing operational expenses,
improving network maintenance efficiency, and enhancing scalability [30].

Automation is a key to hardening security in the complex and large-scale
modern networks [31]. It ensures security measures are consistently applied
across the network and reduces the risk of configuration errors that could
lead to security breaches.

2.4.4 Network Security Management

As the networks and cyber threats become increasingly sophisticated, ro-
bust security posture and controls become imperative across all layers and
resources within the network to safeguard against unauthorized access, data
breaches, and other attacks. This necessitates implementing comprehensive
network security management strategies to fortify network defenses and mit-
igate potential risks.

Network security management encompasses deploying specialized tools
and techniques to detect and mitigate threats, enforce security policies and
configurations, and maintain a secure network environment at scale [31].
These strategies include utilizing functionalities such as security information
and event management (SIEM) and security orchestration, automation, and
response (SOAR). SIEM identifies potential security incidents, providing in-
sights for security analysts. Meanwhile, SOAR automates security incident
response tasks, which improves operational efficiency and reducing response
times.

In addition to these measures, the principles of defense in depth and
zero trust assume a paramount role in enhancing 5G network security re-
silience [6, 32, 33]. A defense-in-depth strategy involves deploying multiple
layers of security controls throughout the network infrastructure, thereby
creating redundant protections to potential threats. Similarly, adherence
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to the zero-trust model entails continuously verifying and authenticating all
network users and devices, regardless of their location within the network
perimeter. Notable solutions in the telecommunication industry that em-
body these functionalities and principles include Ericsson Security Manager
(ESM) from Ericsson [4] and NetGuard Cybersecurity Dome from Nokia [5].

2.5 DevOps

Another pillar of the thesis is the operational framework of network secu-
rity management solutions, encompassing a spectrum from DevOps to the
contemporary trend of GitOps.

DevOps has emerged as a paradigm and a set of practices to bridge the
gap between the software development (Dev) and IT operations (Ops) teams.
This collaborative approach aims to streamline the software development life-
cycle (SDLC). It enables faster delivery of high-quality software and reducing
process risks compared to the old waterfall model. This section briefly in-
troduces the principles of DevOps, the practices to address these principles,
and the benefits of adopting these practices.

2.5.1 DevOps Principles

DevOps encompasses many principles [1, 34, 35], including but not limited
to the technical, cultural, and organizational aspects. In this section, we
examine the principles that are most relevant to the thesis:

Collaboration. DevOps addresses a cultural shift of enhancing collabo-
ration between software development and IT operations teams. This princi-
ple requires team members to share information, broaden their skill sets, and
take shared responsibility for the entire lifecycle of a product or service [34].
The cultural shift connects different teams to work towards common goals
and results in faster development cycles with better-quality software.

Automation. Automating repetitive tasks such as building, configur-
ing, and testing applications is essential in DevOps. Automation guarantees
consistent and repeatable results, improves efficiency, and reduces the poten-
tial of human errors [1, 34]. This principle allows team members to free up
valuable time and focus on activities that provide more value [36].

Continuity. Every development step should be performed frequently or
continuously, including building, testing, and deploying [1]. The continuous
approach facilitates a faster feedback loop and enables early detection and
resolution of potential issues.
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Monitoring. Monitoring metrics should be included in the DevOps
pipelines to observe software runtime behavior, such as response time, through-
put, and resource utilization [1]. This principle checks how new releases affect
the stability of the system and provides insights on how the application can
improve from both the development and operations aspects [35].

2.5.2 DevOps Practices

DevOps often implements the following practices to address the aforemen-
tioned principles:

Continuous integration. Continuous integration (CI) is a practice that
advocates frequent and automatic integration of new code into existing code-
base [37]. Ideally, the integration happens as frequently as any change is
committed. CI systems typically comprise build pipelines and testing frame-
works. The build pipelines automate the building and packaging of the ap-
plication, while the testing frameworks run a series of tests on the built
application. This approach validates the software is in a working state and
enables quick identification and fixing of problems [36].

Continuous delivery and continuous deployment. Continuous de-
livery and continuous deployment, collectively abbreviated as CD, are the
practices of continuously preparing software for deployment in production
environments. Although both practices aim for frequent releases, they di-
verge in the extent of automation employed. Continuous delivery ensures the
application is in a deployable state, while continuous deployment automates
the deployment of the application [38]. While the nuanced distinctions are
not central to the thesis, the overall concept of CD represents an extension
of CI by guaranteeing the software changes are deployable and are indeed
deployed [37]. In the modern DevOps landscape, CI and CD are often inte-
grated into a unified and continuous pipeline known as CI/CD. Tools such as
Jenkins [39] and GitLab CI/CD [40] are used for realizing such pipelines and
enabling a complete workflow from code commit to production deployment.

Version control. Version control is the practice of tracking and man-
aging code changes. Version control systems (VCS) facilitate this practice
by providing tools and functionality for efficient tracking and management.
VCS provides features such as branching and reverting, which encourages
experimentation without the fear of disrupting the stability of the existing
system. Moreover, VCS enhances visibility into the change history of the
codebase, facilitating a more straightforward debug process. Presently, Git
is the de facto standard VCS widely adopted in the software development
community, owing to its robust features and flexibility.

Infrastructure as Code. Infrastructure as Code (IaC) is an approach
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to managing and provisioning infrastructure through code, typically declar-
atively. In the realm of IaC, the operation tasks are handled akin to applica-
tion code [41]. This approach gains capability when combined with software
development practices such as VCS and CI/CD. When changes are commit-
ted to the codebase, the automation CI/CD pipeline can trigger IaC tools to
test and apply the modifications to the provisioned systems. This stream-
lined approach ensures consistency and reliability and reduces the risks and
effort compared to manual configuration management [42]. Popular IaC tools
include Terraform [43], Ansible [44], Puppet [45], and Chef [46]. These tools
facilitate defining and managing infrastructure resources as code, simplifying
provisioning, configuration, and overall management.

Configuration management. Configuration management (CM) in-
volves storing, retrieving, tracking, and updating all project-related config-
urations and their interrelationships [36]. These configurations encompass
software versions, security policies, networking settings, and OS versions on
which applications run. Consistently storing and applying the same set of
configurations ensures the uniform behavior of the managed systems through-
out their lifecycle. Furthermore, by codifying configurations, CM becomes
repeatable and standardized, which facilitates the integration of software de-
velopment practices such as version control and CI/CD.

2.5.3 DevOps Benefits

By adopting the principles and practices of DevOps, we achieve the following
benefits:

Better collaboration. DevOps dismantles traditional silos between de-
velopment and operations teams, resulting in more seamless and effective
communication. This approach fosters a culture of collaboration and shared
responsibility throughout the SDLC. By encouraging the exchange of tech-
nical knowledge, DevOps enables rapid diagnosis and resolution of issues,
thereby streamlining the workflows and improving productivity [47].

Improved product quality. The CI pipeline ensures that every change
is automatically tested and verified before being promoted for delivery. This
process allows for early detection and mitigation of bugs, thereby mini-
mizing defects and vulnerabilities in the final product [48]. Moreover, as
mentioned previously, better collaboration leads to easier cross-functional
problem-solving, which contributes to the improvement of the overall prod-
uct quality.

More frequent releases. The automated CI/CD pipeline seamlessly
integrates the building, testing, and deployment processes. This integration
reduces the effort required for releases and enabling frequent feature roll-
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outs [48]. Additionally, small and frequent releases are less risky and cause
fewer service outages [47].

Reliability and scalability. DevOps incorporates [aC and CM prac-
tices where infrastructure and configurations are managed as code. This
approach leads to more consistent and automated deployments, improving
the reliability and scalability of applications.

2.5.4 DevSecOps

DevSecOps extends the principles of DevOps by integrating security controls
and processes throughout the SDLC and the associated automation pipelines.
In contrast to traditional software development, where security has typically
been an afterthought [35], this holistic approach promotes closer collabo-
ration between development, security, and operations teams, reflecting the
collaborative spirit of DevOps [49].

The emphasis on integrating security leads to practices such as shift-left
security and continuous security assessment [50]. Shifting security to the
left suggests integrating security practices early in the SDLC to identify and
fix security issues early in the process. Building upon shift-left security,
continuous security assessment emphasizes the ongoing nature of security
within DevSecOps and refers to the continuous application of security prac-
tices throughout the SDLC. Examples of security practices in DevSecOps
pipelines include software composition analysis (SCA), static application se-
curity testing (SAST), dynamic application security testing (DAST), and
[aC scanning during the development phase, along with configuration drift
detection and remediation during the operation phase.

2.6 GitOps

GitOps is an operational framework incorporating DevOps best practices,
[aC, and VCS to optimize infrastructure and application management pro-
cesses. As its name implies, the Git VCS serves as the central component in
GitOps methodologies. GitOps leverages [aC stored within a Git repository,
combined with automation pipelines, to form its foundational framework [1].
This section delves into the principles and practices of GitOps, explores the
benefits of adopting GitOps, and reviews studies about GitOps workflows in
the telecommunication domain.
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2.6.1 GitOps Principles

The OpenGitOps community defines the key principles as a guideline of
GitOps workflows [51]:

Declarative. The managed system should be described declaratively.
Infrastructure and application configurations are expressed by the desired
state rather than a sequence of instructions to achieve the state. This ap-
proach promotes flexibility and simplifies configuration management.

Versioned and immutable. The desired state is stored in a Git reposi-
tory. The Git repository retains the complete version history and guarantees
immutability with cryptographic hashes, meaning committed modifications
cannot be altered.

Pulled automatically. Software agents automatically pull the desired
state from the Git repository. This means tools within the GitOps work-
flow automatically retrieve the configurations from the Git repository and
eliminate the need for manual configuration updates.

Continuously reconciled. Software agents continuously compare the
actual state of the system and the desired state stored in the Git repository. If
a discrepancy exists, the agent attempts to reconcile the system to the desired
state. This ensures continuous delivery and a self-healing environment.

2.6.2 GitOps Practices

In addition to the DevOps practices, GitOps workflow often incorporates the
following practices, guided by the aforementioned principles:

Declarative configuration management. A prevalent practice in Git-
Ops involves utilizing YAML, a human-readable data serialization language
commonly used for configuration files, to define the desired state of infras-
tructure and applications. For instance, Git repositories may contain Helm
charts, which are pre-packaged collections of files for deploying and config-
uring applications in Kubernetes. These Helm charts use YAML files to
declaratively configure the desired application deployments and configura-
tions.

Git as the single source of truth. Storing all the desired states in a Git
repository establishes a single authoritative source for managing and track-
ing changes. This centralized approach simplifies collaboration and ensures
consistency. Practically, this means that all infrastructure and application
configuration changes are codified and stored in a Git repository [2]. As a
result, everyone must pull the latest configurations from the Git repository
for deployments to ensure uniformity across the system.

Git workflow. Employing Git workflows with pull requests and code
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reviews ensures a controlled and secure approach to managing changes within
a single source of truth. Pull requests present all changes made to the files
in Git for code review and approval. The code review, which involves a
second pair of eyes to scrutinize code changes, enhances both the quality and
security of the updates [2]. Once the changes are reviewed and approved,
they are merged back to the main branch and automatically applied to the
system by the software agent. This combination of practices adds a layer of
control and governance to the automated GitOps process.

Operators and self-healing mechanisms. An operator is a software
agent designed to manage and automate the lifecycle of applications or infras-
tructure, particularly within Kubernetes environments. Operators reconcile
the current state of the system with the desired state based on the configu-
rations stored in Git [2]. This approach ensures a self-healing system where
any discrepancies between the desired and actual states are automatically
corrected without human intervention.

2.6.3 GitOps Benefits

Implementing GitOps practices aligned with GitOps principles offers several
key advantages:

Familiarity with Git. Developers are generally already familiar with
workflows involving Git such as feature branching or trunk-based develop-
ment with code reviews. The familiarity allows organizations to benefit from
GitOps without the burden of introducing new tools. DevOps teams can
seamlessly integrate GitOps practices into their existing workflows, promot-
ing smoother collaboration and faster adoption.

Visibility and traceability. GitOps provides comprehensive visibility
and traceability by tracking every change through the Git history. Each
commit serves as a complete snapshot of the system state, which offers clear
insight into system evolution. Moreover, the Git history includes commits
detailing what was changed, who made the change, when it was made, and
the reasons for it. The commits are associated with cryptographic hashed
checksums for data integrity!, with the option for users to sign the commits
using their GPG (GNU Privacy Guard) key for added authenticity.

Auditability and compliance. GitOps facilitates auditability and
compliance by maintaining an audit trail of all changes made to the in-
frastructure and applications in the Git history. This allows organizations to

ICurrently, Git uses the SHA-1 algorithm to compute the checksum. However, as
SHA-1 has been considered unsafe since 2017 [52], Git is moving toward the more-secure
SHA-256.
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verify compliance with industry standards and regulations and ensures they
meet regulatory requirements [2].

Disaster recovery. With GitOps, organizations have a complete defini-
tion of their environment stored in Git, which enables rapid recovery in the
event of a disaster [2]. In addition, the revert feature of Git provides stable
and reproducible rollbacks to previous states in case of bugs or errors [53],
thereby minimizing the mean time to recovery (MTTR).

Simple replication. With all system configurations stored in Git, ini-
tiating a new replicated environment is straightforward. GitOps reduces the
complexity of creating experimental or production-like environments. Users
can expect a consistent experience on freshly deployed systems, which en-
courages further exploration and optimizations of system operations.

Enhanced security. GitOps enhances security by enforcing rigorous
change review processes for infrastructure and application configurations.
Additionally, Git has the capability to sign changes, thereby providing cryp-
tographic proof of authorship and ensuring codebase integrity. Furthermore,
continuous monitoring and reconciliation of configuration drift strengthen
security, ensuring the infrastructure remains consistent and secure.

2.6.4 Related Work in Telecommunication

The telecommunications industry is experiencing a growing adoption of Git-
Ops for automating and managing software deployments. Worndle et al. [53]
demonstrates that through the utilization of GitOps, communication service
providers can augment automation and expedite the introduction of new
features and updates into their networks, including crucial security patches.

In a study conducted by Scotece et al. [54], the authors emphasize the
potential of leveraging DevOps and GitOps practices by telecommunication
operators to streamline their deployment processes and reduce operational
costs. Moreover, GitOps principles offer a viable approach to managing the
lifecycle of CNFs within 5G core networks.

Additionally, Bonati et al. [55] introduce an automation framework based
on OpenShift and the GitOps workflow. The framework is capable of auto-
matically testing and deploying software-defined end-to-end 5G and O-RAN-
compliant systems instantaneously.

Lastly, Leiter et al. [56, 57] explored the integration of Kubernetes Opera-
tors and GitOps principles to enhance automation and efficiency of NF config-
uration management in cloud-native environments. Their research explains
the potential of developing software extensions to streamline NF configura-
tion processes with GitOps methodologies, offering insights into optimizing
network management practices with GitOps.
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System Study

In this chapter, we introduce the Network Security Configuration Manager
(NSCM), an existing system we used in this study. NSCM is a software
designed to monitor and enforce security-related configurations of network
nodes. It targets mobile network operators (MNO) managing networks at
a substantial scale, as well as mission-critical network operators, such as
government agencies operating public safety networks. NSCM is inspired
by Ericsson Security Manager (ESM) [4], a cybersecurity platform for 5G
networks, and it implements a subset of its features.

NSCM serves as a security management system, which provides visibility
and basic automation for network security configurations. It can also be
considered a part of the DevSecOps pipelines of a network application on
the operation side as it reconciles and remediates configuration drifts of the
application during its operation.

The introduction of the system follows a bottom-up approach. Initially,
we define the components and the terminologies. Subsequently, we describe
how these components interact to realize the features of NSCM. Finally, we
discuss the requirements and constraints for integrating a GitOps workflow
into such a system.

3.1 NSCM Components and Terminologies

In this section, we present the components and terminologies of NSCM.

3.1.1 Network Node and Node Type

A network node refers to a network element that is managed by NSCM. The
network node is a physical or software element of the network that ranges

28
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from infrastructure to applications, provided that it is reachable within the
network. Examples of network nodes include physical devices such as routers,
switches, and firewalls. They can also be network functions and exist in either
physical (PNF), virtual (VNF), or cloud-native (CNF) forms. Additionally,
entire systems such as Kubernetes clusters or virtual machines can function
as network nodes.

Each network node is associated with a node type. The node type de-
fines the category of the node and the operation, administration, and mainte-
nance (OAM) interfaces it exposes. NSCM interacts with the nodes using the
OAM interfaces. For instance, an Access and Mobility Management Function
(AMF) in a 5G core network may have the node type core-cnf and expose a
NETCONF interface to monitor and modify its configurations. Similarly, an
OpenShift Kubernetes cluster may be categorized as a kubernetes-cluster
and can be accessed via Kubernetes APIs with tools like kubectl.

Additionally, users can attach labels, which are simple strings, to network
nodes. Labeling is useful for grouping network nodes with common properties
beyond node types, such as geolocations or specific functions. The grouping
is helpful when assigning security configurations. For example, users can
label base stations in the Helsinki region as helsinki, which can then be
used to apply region-specific security policies and configurations.

3.1.2 Security Control and Policy

Security control is a measure to protect the confidentiality, integrity, or avail-
ability! of network nodes. It can be Python scripts, Ansible playbooks, or
Shell commands that are executable on the targeted nodes. Each security
control supports one or more node types and consists of security variables.
The variables define configurable values the control will enforce. For ex-
ample, a security control concerning password complexity may support all
Linux-based nodes and have two security variables: an integer defining the
minimum length of the password and a boolean value regarding whether the
password should contain special non-alphanumeric characters.

A policy is a set of security controls that serve the same purpose. Policies
are usually developed by vendors or MNOs. These policies align with indus-
trial standards and adhere to regulations. Based on the previous example,
the password complexity security control may belong to the password man-
agement policy. Another security control in the policy could be password
lifetime security control, which regulates the maximum password age.

!These properties are commonly referred to as the CIA triad, a model to guide infor-
mation security systems.
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The implementation of the security controls and policies is out of the
scope of the thesis. We use controls and policies developed by Ericsson to
conduct the experiment.

3.1.3 Security Baseline

A security baseline binds security controls with network nodes, creating a
many-to-many relationship between them. The binding expresses the inten-
tion to enforce certain controls on a group of network nodes. For example,
we can define a security baseline named nf-password that associates two
node types, core-cnf and vnf, with the password management policy. Sim-
ilarly, another baseline named helsinki-log-level could bind nodes with
the label helsinki with a logging level security policy.

From the perspective of an MNO, security baselines represent the security
objectives they want to achieve on their networks. Figure 3.1 shows the
relationship between the components.

Policy 1 Policy 2 Policy 3
Security || Security || Security Security || Security || Security Security || Security || Security
Control Control Control Control Control Control Control Control Control
Security Security
Baseline 1 Baseline 2
i Node Type 1 ' i Node Type 2 '
Network| [Network Network Network| [Network Network
Node Node Node | ! Node Node Node | !

Figure 3.1: Example security baselines. In this example, security baseline 1
associates policies 1 and 2 with node type 1, while security baseline 2 binds
two network nodes with three security controls.
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3.2 NSCM Features

In this section, we introduce the features provided by NSCM, all of which
are accessible through a graphical user interface (GUI) and REST APIs.
However, the design and operation of the GUI fall outside the scope of the
thesis. While our solution is based on the REST APIs, understanding the
existence of the GUI provides context when comparing the GitOps workflow
with existing traditional workflows.

3.2.1 Network Node and Policy Management

NSCM stores network nodes, policies, and security baseline information in
a database and provides basic create, read, update, and delete (CRUD) fea-
tures. For network node management, users can manually create network
nodes within NSCM with the appropriate node types and export nodes from
and import nodes to NSCM in batches. Furthermore, NSCM is capable of
integrating with other management tools to automatically discover nodes in
the network. Nonetheless, such tools are out of the scope of the thesis.

For policy management, users can import existing policies or create cus-
tom policies. Users can then bind them to network nodes by defining security
baselines. The network node and policy management features provide the
foundation of security management. They enable the policy enforcement and
compliance check features, which we will introduce shortly.

3.2.2 Policy Enforcement

NSCM executes policy enforcement based on a given security baseline. Once
started by a user, NSCM will first query the database for the values of control
variables in the security controls and the associated network nodes defined
in the security baseline. Then, NSCM will access the network nodes using
the OAM interfaces and execute pre-defined scripts or commands to enforce
the configuration.

The feature automates the configuration of network nodes. The tradi-
tional approach of individually logging into network nodes for manual con-
figuration is no longer required, saving man-hours and reducing the risk of
human errors.

3.2.3 Compliance Check

Compliance is security specifications defined in policies that network nodes
should adhere to. NSCM ensures the compliance of the nodes it manages.
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Similar to policy enforcement, a compliance check is run against a security
baseline. Compliance check monitors the actual configurations on the net-
work nodes and reports when they deviate from the desired configurations
defined in the policies.

The feature is useful for MNOs to detect configuration drifts within their
networks. Configuration drifts may occur due to manual operational errors
or, more severely, malicious activities. The feature enables MNOs to respond
rapidly to potential security incidents.

3.3 Change Management with NSCM

When a user in an MNO wants to adjust security configurations in the net-
work through NSCM, they typically initiate a change request in an out-
of-band ticketing system. The content and the rationale for the changes are
submitted to the system, awaiting approval from authorized personnel. Once
approved, the user, who may or may not be the same individual as the one
who initiated the change request, must manually or programmatically apply
the changes to NSCM. After the changes have been applied, the user has to
trigger the policy enforcement feature in NSCM to deploy the changes to the
nodes.

As illustrated, although NSCM has reduced much work by automating
policy enforcement across numerous nodes, the change management process
remains lengthy and not fully automated. The process is prone to human
errors, a challenge we address by integrating a GitOps workflow.

3.4 GitOps Integration

This section details the integration of a GitOps workflow into NSCM. By ad-
hering to GitOps principles, we outline the requirements of integrating Git-
Ops into telecommunication security operations, including defining declara-
tive file formats and implementing software agents to realize the reconciliation
loop. We present a high-level comparison between the traditional workflow
with NSCM and the GitOps workflow. Furthermore, we discuss the necessary
adaptations and customizations due to the unique requirements of NSCM as
well as the challenges and benefits of this integration.
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Figure 3.2: Traditional workflow of NSCM.
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Figure 3.3: GitOps workflow of NSCM.

3.4.1 GitOps Components in NSCM

The primary distinction between the traditional workflow and the GitOps
workflow is the interaction point for the user, typically a network adminis-
trator. In the traditional workflow of NSCM, illustrated in Figure 3.2, the
network administrator directly interacts with NSCM, then NSCM manages
and configures the network nodes within the mobile network.

In contrast, in the GitOps workflow, the network administrator commits
configuration changes to a Git repository. The GitOps operators then syn-
chronize these changes, deploy them to NSCM, and ensure that the desired
state is consistently maintained in the mobile network. Figure 3.3 illustrates
the integration of Git repositories and GitOps operators to streamline the
management process.

3.4.2 Declarative Configurations in Git

To adopt a GitOps workflow in NSCM, we approach the problem by fol-
lowing the GitOps principles, specifically the declarative and versioned and
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immutable principles, which suggest that configurations should be stored
declaratively in Git. To fulfill these principles, we need to represent the net-
work nodes, the security controls and policies, and the security baselines in a
declarative file format, such as YAML or JSON. This data is currently stored
in a relational database, presenting the initial challenge of defining the ap-
propriate fields and the level of details to include in the declarative files. The
files should contain sufficient detail to accurately describe the resources and
enable GitOps tool to construct a concrete execution plan while remaining
abstract enough to avoid overwhelming the high-level intent with low-level
specifics [58].

For example, to define a password length control in a user-facing YAML
file?, checkPasswordLength:true alone might be too vague, while detailing
the exact steps to check the password length, such as which file to inspect
and how to parse the file?, might be excessively verbose. The optimal amount
of information could be to include a field specifying the required length, as
demonstrated in Listing 3.1.

Listing 3.1: Example YAML file for a security control on minimum password
length.

security-controls:
- name: password minimum length
variables:
- length: 12

3.4.3 Software Agent

The pulled automatically and continuously reconciled principles suggest that
we implement software agents in NSCM to continuously apply the latest de-
sired state. Traditionally, GitOps tools such as Flux [59] and Argo CD [60] are
used to deploy applications to Kubernetes environments and are considered a
part of the CD pipeline. These tools install software agents, often referred to
as GitOps operators, in the Kubernetes cluster and run reconciliation loops as
depicted in Figure 3.4. The GitOps operators are named to emphasize their
role in capturing the operational knowledge of human operators responsible

2Relying solely on the password is not a security best practice for authentication;
production systems should utilize frameworks such as public key infrastructure (PKI) to
establish secure communication between services and multi-factor authentication (MFA)
for human users.

30n modern Linux, we can check the password length requirement by inspecting
whether the file /etc/pam.d/common-password has a minlen= option and its value for
the module pam_unix.so.
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Figure 3.4: The reconciliation loop of a Kubernetes GitOps operator [2].
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Figure 3.5: The generalized reconciliation loop of a GitOps operator.

for managing the applications and their configurations [61]. Note that op-
erators in the GitOps context refer to the software agents that implement
the reconciliation loop, not telecommunication operators. Although GitOps
is often related to Kubernetes, the focus of this thesis is to further automate
the management and enforcement of configurations in NSCM. As we are not
deploying applications to a Kubernetes environment, existing GitOps tools
do not fit exactly in this situation.

Nevertheless, we can generalize the reconciliation loop in the Kubernetes
GitOps tools. The tasks of the GitOps operators include fetching the latest
desired state from a Git repository, monitoring the actual state of the system,
comparing the actual and desired state, and reconciling the system state
accordingly. Figure 3.5 shows the generalized flow of a GitOps operator.
Note that the obtaining and reconciliation of system state are not shown in
Figure 3.4 since they are handled by Kubernetes.

From the generalized workflow, we can incorporate existing features in
NSCM to form the complete reconciliation loops for the operators. The first
operator is the network node and policy management operator, which syncs
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Figure 3.6: The reconciliation loop of the network node and policy manage-
ment GitOps operator.
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Figure 3.7: The reconciliation loop of the configuration enforcement GitOps
operator.

the information stored in Git with NSCM. The operator utilizes the CRUD
feature to integrate a GitOps workflow. Figure 3.6 shows the workflow.

The second operator is the configuration enforcement operator, which
leverages Compliance Check and Policy Enforcement to ensure security con-
figurations are in position continuously. Compliance Check monitors the
actual state and compares it with the desired state in the database. Policy
Enforcement applies configurations to the system. Figure 3.7 illustrates the
reconciliation loop of the NSCM configuration enforcement GitOps operator,
where existing features are marked with boxes with emphasized borders. The
loop is rather straightforward as Compliance Check and Policy Enforcement
run based on the information stored in the database, which is kept in sync
with the Git repository through the network node and policy management
operator.
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In conclusion, our NSCM GitOps workflow has two major requirements.
Firstly, we must define a declarative model to describe the resources including
network nodes, controls, policies, and security baselines. Secondly, we need
to implement software agents that continuously apply the latest state and
configurations to the NSCM system and the environment. However, the
primary constraint is that existing GitOps tools do not completely fit our
specific use case, necessitating the development of a customized solution.



Chapter 4

Design and Implementation

In this chapter, we elaborate on the details of the implementation of integrat-
ing the GitOps workflow into the NSCM. Building on the conclusions drawn
in the previous chapter, we recognize the necessity of designing a declarative
model to describe the resources in NSCM and developing customized GitOps
operators to implement the reconciliation loops.

Therefore, this chapter outlines the file format that describes the re-
sources, the steps involved in the reconciliation loop, and the required config-
uration of the GitOps operators to achieve the desired functionalities. Addi-
tionally, we discuss the validation and error handling in the GitOps operators
when invalid or conflicting configuration files are presented.

4.1 YAML File Format

In this section, we provide an overview of the YAML file format used to
describe the desired states of network nodes, security policies, and security
baselines. We select YAML as the file format since NSCM runs on Kuber-
netes, and users of NSCM are typically familiar with YAML. To enhance
understanding, we provide examples for each resource type. The complete
schemas are detailed in Appendix A for reference.

The file format is designed to balance the inclusion of sufficient details to
express user intent and enable the GitOps operators to generate concrete ex-
ecution plans while abstracting away implementation details to reduce noise.

4.1.1 Network Nodes

Network nodes are network elements within the network that are associated
with node types. The most important properties of a network node are its

38
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node type and the OAM interfaces it exposes. The node type determines the
available controls for the network node, while the OAM interface specifies
how the NSCM will interact with and manage the node.

Listing 4.1 shows an example of a YAML file that lists two network nodes.
The first node is a 5G CNF node with an SSH interface, and the second node
is a 4G VNF node that exposes a NETCONF interface. The schema for the
network node YAML file is detailed in Listing A.1 using JSON Schema [62].

Listing 4.1: Example YAML file for network nodes.

network_nodes:
- name: Test 5G CNF 1
description: A 5G CNF that runs in the cloud
node_type:
name: 5G-CNF
version: 1.0.0
interfaces:
- name: 5G CNF SSH
interface_type:
name: 5G CNF SSH
ip_address: <ip_address>
port: 22
- name: Test 4G VNF 1
description: A 4G VNF that runs in the VM
node_type:
name: 4G-VNF
version: 1.0.0
interfaces:
- name: 4G VNF NETCONF over SSH
interface_type:
name: 4G VNF NETCONF over SSH
ip_address: <ip_address>
port: 830

4.1.2 Security Policies

Security policies are sets of security controls designed to achieve specific
security objectives. Each security control comprises one or more security
variables that determine the criteria of such control.

Listing 4.2 shows an example YAML file that defines a Password man-
agement policy with security controls concerning password complexity and
lifetime. The schema for the security policy YAML file is detailed in List-
ing A.2.
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Listing 4.2: Example YAML file for security policies.

security_policies:
- name: Password management policy
controls:
- control: Password complexity control
variables:
- min_length: 12
- special_char: true
- control: Password lifetime control
variables:
- max_age: 90

4.1.3 Security Baselines

Security baselines associate security policies and controls with network nodes.
Users have the flexibility to select controls and policies by their names, and
they can customize values for control variables as needed. In addition, net-
work nodes can be chosen based on their types, names, and labels.

Listing 4.3 illustrates a YAML file containing two security baselines. The
first baseline links the Password management policy with all nodes having
the node type of 5G-CNF or are labeled 5g-core. The second baseline binds
two password-related controls with nodes whose names are equal to MME! or
match the regular expression “Test 4G VNF [0-9]+$, for instance, Test 4G
VNF 1 and Test 4G VNF 15.

In the current implementation, selectors that begin with ~ and end with
$ are treated as regular expressions and matched using the Python module
re module. Selectors not enclosed by these symbols are treated as simple
strings and matched with exact equality.

It should be noted that if multiple selectors are specified in the bindings
block, these selectors form a union relationship. For example, consider the
first security baseline in Listing 4.3, which selects network nodes that are
either of type 5G-CNF or are labeled 5g-core. The same logic applies when
both security_policies and controls are presented in the same baseline.
The security baseline will include all controls under the specified policies
as well as all listed security controls. The schema for the security baseline
YAML file is detailed in Listing A.3.

!The Mobility Management Entity (MME) is a network function in 4G networks that
manages user equipment mobility, including authentication, session setup, and handovers
between base stations.
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Listing 4.3: Example YAML file for security baselines.
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security_baselines:
- name: 5G core CNF password management baseline
bindings:
node_type:
- 5G-CNF
labels:
- bg-core
security_policies:
- policy: Password management policy
- name: 4G VNF password management baseline
bindings:
network _nodes:
- MME
- "Test 4G VNF [0-9]+$
controls:
- control: Password complexity control
variables:
- min_length: 8
- special_char: false
- control: Password lifetime control
variables:
- max_age: 120

4.2 Network Node and Policy Management

Operator

The goal of the network node and policy management operator is to sync
the desired state stored in Git to the running system, which is the NSCM in
this study. The state includes network nodes, security policies, and security
baselines that bind the nodes and the policies.

The operator implements a reconciliation loop comprising three high-level
steps: fetching the desired state from the Git repository and the actual state
from the system, comparing the desired and actual states, and taking action
to eliminate any deviations between them before starting the loop anew. The
operator runs at predefined intervals, such as every 30 seconds, to ensure
continuous reconciliation of the desired and actual states. For simplicity, the
operator is currently implemented as a standalone Python program that runs
in an environment with network access to the NSCM system. Eventually,
it will be integrated as one of the microservices within the NSCM system.
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Figure 4.1 and 4.2 provide detailed illustrations of these steps from different
perspectives. Figure 4.1 shows the flowchart of the reconciliation loop, while
Figure 4.2 elucidates the information flow between components.

4.2.1 Configuring the Operators

To enable the GitOps operators to function, we must provide them with
the location of the NSCM and the repositories, along with the necessary
credentials through environmental variables?. In addition, we specify the
branch and path in a repository where the corresponding files are located.
These configurations are stored in YAML files. Listing 4.4 shows a sample
configuration file. In this example, network nodes, security policies, and
security baselines are stored in different repositories.

Listing 4.4: Example configuration file for NSCM GitOps operators.

nscm:
url: <domain name or IP>
username: ${NSCM_USERNAME}
password: ${NSCM_PASSWORD}
network_node:
repo_url: https://repo.site/username/network-node.git
branch: main
path: /
username: ${NODE_REPO_USERNAME}
password: ${NODE_REPO_PASSWORD}
security_policy:
repo_url: https://repo.site/username/policy.git
branch: main
path: /
username: ${POLICY_REPO_USERNAME}
password: ${POLICY_REPO_PASSWORD}
security_baseline:
repo_url: https://repo.site/username/baseline.git
branch: main
path: /
username: ${BASELINE_REPO_USERNAME}
password: ${BASELINE_REPO_PASSWORD}

2Currently, the credentials are stored in a file that should not be committed in Git,
with each line formatted as <key>=<value>. We then use the command env $(cat
credentials | xargs) python3 nscm_gitops_operator.py to inject the environmen-
tal variables. In a production environment, a proper secret management tool should be
used to manage sensitive information centrally.
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Figure 4.1: NSCM network node and policy management operator reconcil-
iation loop flowchart.
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Figure 4.2: NSCM network node and policy management operator informa-
tion flow. The numbering corresponds to the sequence of events depicted in
Figure 4.1.
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In the example above, the repository setting is configured per resource,
meaning each resource has a distinct repository to store the desired state.
However, users can also opt to place all resources in the same repository
and organize them into different folders. This approach may be more reason-
able as configurations in network_node and security_policy are closely re-
lated to those available in security_baseline. In this setup, the repo_url,
username, and password fields would likely be identical for all the resources.
Thus, we introduce the default block in the operator configuration to reduce
repetition, as shown in Listing 4.5.

It is worth mentioning that users can overwrite values in the default
block by specifying different values in the resource-specific blocks. The flexi-
bility is beneficial when applying special branching strategies or when differ-
ent credentials are required for different parts of the repository. The design
choice provides users with the convenience and flexibility needed to tailor the
configuration to their specific requirements.

Listing 4.5: Example configuration file with default block.

nscm:
url: <domain name or IP>
username: ${NSCM_USERNAME}
password: ${NSCM_PASSWORD}
default:
repo_url: https://repo.site/username/nscm-gitops.git
branch: main
username: ${REPO_USERNAME}
password: ${REPO_PASSWORD}
network_node:
path: nodes/
security_policy:
path: policies/
security_baseline:
path: baselines/

It is important to note that, in the example above, users should place
only deployable YAML files in the specified paths. In practice, however,
repositories might contain other YAML files that are not intended for GitOps
operations. This can be addressed by checking the schema of the YAML files
before deployment or by using a .gitignore-style file to exclude certain file
patterns. While addressing the flexibility issue is beyond the scope of the
thesis, it remains essential when productizing the operators.
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Figure 4.4: NSCM configuration enforcement operator information flow. The
numbering corresponds to the sequence of events depicted in Figure 4.3.

4.3 Configuration Enforcement Operator

The objective of the configuration enforcement operator is to ensure that the
policies and controls defined in security baselines are enforced on the targeted
network nodes. The reconciliation loop of the operator is illustrated in detail
in Figure 4.3, while Figure 4.4 demonstrates the information flow within the
operator.

No additional configurations are necessary for the configuration enforce-
ment operator. It relies on the NSCM location and credentials provided,
which are reused from the settings of the network node and policy manage-
ment operator.
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4.4 GitOps Workflow

With the operators in place, we demonstrate the GitOps workflow within
NSCM. The final component of the workflow is a Git server that offers code
review and pull request functionalities. The Git server can be either self-
hosted or as a service. Popular Git server solutions include GitHub [63],
GitLab [64], Gerrit [65], and Gitea [66]. Our solution is based on GitLab, as
it offers a self-hosted option that is suitable for storing sensitive information
locally during experiments. Additionally, GitLab provides comprehensive
code review and pull request tools and user-friendly interfaces, making it
well-suited for our needs.

In the workflow, users initiate changes by modifying the declarative con-
figuration files and committing them to the Git history. Subsequently, they
create pull requests to provide the rationale behind the changes and begin
a code review process. Once the changes are reviewed and approved, they
are merged into the target branch, typically the main branch. As discussed
earlier, the GitOps operators ensure the latest changes on the main branch
are synchronized with the NSCM database and, consequently, enforced on
the network nodes it manages. Figure 4.5 shows the flowchart of the GitOps

workflow.
Make changes
and commit Request
change
Make changgs Create pull Code review Mergg changes
and commit request A to main branch
pproved
Changes deployed by
GitOps operators

Figure 4.5: NSCM GitOps workflow.

In the event of a network incident caused by recent changes, users might
need to roll back the network configurations to a previous stable state. In
such situations, users can utilize the git revert command to undo the
changes. This can be done either directly on the target branch in case of
emergency or by following the pull request and code review processes il-
lustrated in Figure 4.5 for better control and oversight, ensuring that the
rollback is thoroughly reviewed and validated before it is applied.
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4.5 Validation in the Workflow

Given that resource YAML files are user-provided inputs, there is a probabil-
ity that these files may not adhere to the predefined format or may contain
erroneous content. Therefore, it is essential to validate and check these files
before applying them to NSCM.

Instead of applying changes directly to NSCM and notifying users of er-
rors or warnings as they occur, which could lead to invalid content being
merged into the main branch and potentially create a slow and expensive
remediation process, a better approach is to implement validation in the CI
pipeline of the resource repositories. This allows reviewers to be informed
about the validity of changes while they are still in the pull request stage.
As mentioned previously, our solution, hosted on GitLab, provides compre-
hensive functionalities to build a CI pipeline and perform code reviews. This
ensures that only validated changes are merged to the main branch.

In this section, we outline the checks that can be performed in the CI stage
to validate resource YAML files. Given that the resource CI cannot access the
running NSCM system, all the available checks are static. Additionally, we
discuss errors that can only be identified at runtime and how these situations

are handled.

4.5.1 Validating YAML Files with Schemas

The first step of validation involves checking the files against their respective
schemas. The schemas of the resources are in JSON format and can be
found in Appendix A. We use the PyYAML package [67] to read the YAML
files and the jsonschema package [68] to validate them against their schemas.
Listing 4.6 demonstrates a sample program that can be executed in the CI
pipeline to ensure compliance with these schemas.

This validation step can identify various types of errors in the YAML
files, such as syntax errors, missing required fields, incorrect data types, and
invalid values. If the YAML files contain invalid syntax or do not adhere to
the schema, the program will fail with a detailed error message This allows
for early detection and resolution of the issues.

Listing 4.6: Sample Python script to validate YAML file content.

import json

from jsonschema import validate
import yaml
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yaml_file = "/path/to/yaml/file"
schema_file = "/path/to/schema/file"

# exception 1s raised when yaml_file has syntazxz errors
instance = yaml.safe_load(open(yaml_file, "r"))
schema = json.load(open(schema_file, "r"))

# exception 1is raised when the instance does not adhere
to the schema
validate (instance=instance, schema=schema)

4.5.2 Logical Error Checks

In addition to schema validation, we also check for logical errors in the YAML
files and provide detailed reasons for any failures:

Duplicate network nodes. Since multiple YAML files might define
network nodes, there is a risk of unintentionally duplicating nodes across
different files. We check for uniqueness by verifying that the combination of
the node name and node type is unique across all files.

Duplicate security controls. A policy can contain numerous controls,
making it difficult for users to notice duplicate controls within the same
policy. We ensure uniqueness by checking that each control name is unique
within a policy.

Overlapping policies. In a security baseline, users can specify both
policies and individual controls. However, it is possible that some specified
controls are already included in the specified policies. To address this, we
list all controls within the specified policies and check for any overlaps with
the individually specified controls.

Invalid node selection. In a security baseline, users specify criteria for
selecting network nodes. Nevertheless, these criteria might not correspond
to any network nodes in the system. To validate this, we first list all existing
network nodes in the configurations and then search for nodes based on the
selectors given in the security baseline. If no nodes match the given criteria,
the security baseline is considered invalid.

Conflicting policies. A network node can be bound to multiple base-
lines, and sometimes these baselines may contain the same control with dif-
ferent variable values. These distinct values might not always result in a
conflict. For example, if network node A is bound to security baseline 1,
which specifies the minimum password length of 10, and to security baseline
2, which specifies the minimum password length of 12, there is no contradic-
tion. Security baseline 2 is simply stricter than baseline 1. However, conflicts
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arise in cases where two baselines specify divergent SSH login messages, as
following one baseline would violate the other. Due to the context-dependent
nature and semantics of these controls, it is challenging to automatically de-
termine conflicts. Therefore, we raise warnings about potential conflicts but
leave the final decision to the users.

It is worth noting that the checks for duplicate network nodes, invalid node
selection, and conflicting policies only apply to static nodes defined in the
YAML files. For more dynamic nodes, such as ephemeral containers or pods
in Kubernetes, these checks are more challenging to implement. Further
research and development are required to effectively handle dynamic node
configurations.

4.5.3 Limitations of Static Validation

While static checks are useful to ensure the correctness of the changes and
to gain confidence for the reviewers, they cannot capture all potential errors.
Many of the issues mentioned in this section stem from the fact that the
controls are developed by third parties, such as vendors or MNOs, and we
use them without having direct oversight. In this section, we enumerate
errors that can only be identified in runtime:

Unsupported node type. Controls specified in a security baseline may
not support certain nodes in the same baseline, and this incompatibility can
only be detected when the GitOps operators attempt to deploy the security
baselines to NSCM.

Nonexistent control variables. Control variables specified in the con-
figuration files might not actually exist within the controls. Users will be
notified when the GitOps operators fail to deploy these configurations to
NSCM.

Invalid control variable values. Some control variables have specific
value ranges. For example, the password maximum lifetime control might
have a variable specifying the allowed maximum lifetime in days, which is
required to be a positive integer. However, the CI pipeline cannot validate
these requirements and thus cannot flag invalid values.
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4.5.4 CI Pipeline in Self-Hosted GitLab

To create a validation pipeline in a self-hosted GitLab, we first need to reg-
ister machines® where the CI jobs will be executed. Next, we define the CI
pipeline using the .gitlab-ci.yml file. Listing 4.7 demonstrates a sample
CI definition where schema-test validates the YAML files against their re-
spective schemas and conflict-policy-test examines the policies in the
baseline to identify potential conflicts.

Listing 4.7: Sample .gitlab-ci.yml file for validation in CI pipeline.

stages:
- test

schema-test:
stage: test
image: python:3.12
before_script:
- pip install PyYAML jsonschema
script:
- python3 tests/schema_test.py --node-path nodes/ --
policy-path policies/ --baseline-path baselines/

conflict-policy-test:
stage: test
image: python:3.12
before_script:
- pip imnstall PyYAML

script:
- python3 tests/conflict_policy_test.py --node-path
nodes/ --baseline-path baselines/

Both jobs will be triggered whenever a new commit is made in this ex-
ample. If the tests do not pass, a red cross appears to indicate the failure.
Figure 4.6 shows an example of a failed pipeline (conflict-policy-test job
is omitted in this pipeline for simplicity) in a merge request attempting to
merge branch update-conf into main. By clicking on the failed pipeline, we
can trace the logs and identify the areas where the test failed, as illustrated
in Listing 4.8.

3We use the Docker executor to run CI jobs in separate and isolated containers to ensure
a clean and reproducible environment for each job. Please refer to the documentation for
more details on setting up a Docker executor: https://docs.gitlab.com/runner/e
xecutors/docker.html.
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Figure 4.6: Failed schema validation in a merge request.

Listing 4.8: Sample CI pipeline log for validation.

<setup logs omitted>

$ python3 tests/schema_test.py --node-path nodes/ --
policy-path policies/ --baseline-path baselines/

Validating nodes/bg-cnf-test-nodes.yaml...

YAML syntax error: nodes/b5g-cnf-test-nodes.yaml

<traceback omitted>

Failed

Validating nodes/4g-vnf-test-nodes.yaml...

Schema validation error: nodes/4g-vnf-test-nodes.yaml
<traceback omitted>

Failed

Validating nodes/baseband-test-nodes.yaml...
Passed

Some validations failed

<clean up log omitted>
ERROR: Job failed: exit code 1

Note that tests such as invalid node selection and conflicting policies re-
quire multiple types of resources to be placed under the same repository in
the current implementation. A potential enhancement could involve allowing
the parameters to accept not only local paths but also remote repositories
with paths. However, this would necessitate extra effort such as secret man-
agement of credentials, which is beyond the scope of the proof of concept
workflow we are building.

It is also important to note that the test scripts are currently placed in
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the same repository as the resources, which is not ideal for production-level
systems. A better approach is to package the validation scripts into proper
Python packages that can be downloaded from registries such as PyPI [69].
This way, the scripts can be installed directly as dependencies in the pipeline,
which improves maintainability and scalability.



Chapter 5

Analysis and Evaluation

In this chapter, we highlight the benefits of adopting a GitOps workflow
in telecommunication security operations. We then consolidate the claimed
benefits by comparing the traditional workflow and the proposed GitOps
workflow across several scenarios. Finally, we identify limitations and chal-
lenges in the current implementation and the GitOps workflow in general.

5.1 GitOps Benefits in Security Operations

We evaluate and analyze the benefits of adopting a GitOps workflow in
telecommunication security operations.

5.1.1 Streamlining Change Management Process

In the telecommunication industry, MNOs typically had to navigate a lengthy
out-of-band ticket-based system to approve changes to security configura-
tions. Before adopting the GitOps workflow, information relevant to the
changes, such as content, purpose, responsible person, and timestamp, was
stored externally and not well-integrated with NSCM. Moreover, approved
changes required manual operations to be reflected in NSCM and the net-
work, creating delays and increasing the risk of human errors.

With the GitOps workflow, changes are reviewed and approved using pull
requests and automatically deployed by the GitOps operator. Information
on commits and pull requests is stored centrally within the Git repositories
and well-integrated with the NSCM system by the GitOps operators. This
approach reduces the manual effort required to apply changes and minimizes
the risk of human error.

33
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While GitOps automates the technical aspects of configuration manage-
ment, traditional ticket-based systems remain essential for broader organiza-
tional needs such as planning and knowledge sharing. By integrating GitOps
with the existing systems, MNOs can achieve a comprehensive change man-
agement process that combines the efficiency and automation of GitOps with
the planning and visibility provided by ticketing systems.

5.1.2 Better Visibility and Traceability

The GitOps workflow enhances visibility and traceability by tracking every
change through the Git history. The history includes commit details such
as the content of the change, the author, the timestamp, and the rationale
behind it. Additionally, the pull requests have information such as the re-
view comments and the identities of the reviewers. This record is useful for
troubleshooting, auditing, and ensuring accountability within the system.

5.1.3 Reduced Time to Recovery

The GitOps workflow offers quick rollback to a previous stable state in case
of incidents. With Git repositories storing the entire history of configura-
tions, each commit acts as a complete snapshot of the desired state of the
system. Users can quickly and easily roll back to a previously stable state
using straightforward Git commands, such as git revert. Additionally, the
automation inherent in the GitOps approach minimizes the manual steps
required for rollback, further speeding up the recovery process.

5.1.4 Root Cause Analysis of Incidents

The commit history provides insights into the sequence of changes leading up
to an incident. This facilitates root cause analysis and helps understand the
impact of specific changes. The ability to view detailed commit messages,
diffs, and pull request discussions ensures that users have the context they
need to make informed decisions for incident response and recovery.

5.2 Case studies

In this section, we demonstrate the scenarios that illustrate the advantages
of the proposed solution. We compare the workflow before and after the
adoption of GitOps and examine the capabilities of the GitOps workflow
within telecommunication security operations.
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5.2.1 Updating Security Configurations

As discussed previously, updating security configurations in a telecommunica-
tion network typically involves lengthy change request processes, navigating
multiple inadequately integrated systems, and numerous manual operations.
While the NSCM has automated many trivial tasks, there is still room for
improvement.

By implementing a GitOps workflow, the process is streamlined. Changes
are reviewed within the same system where the desired state is stored and au-
tomatically deployed without human intervention. Figure 5.1 and Figure 5.2
illustrate the traditional and the GitOps workflows, respectively. In the pro-
posed GitOps workflow, operations are automated by the GitOps operators,
and the number of manual operations from the user is reduced from three to
one, thereby minimizing delay and the potential for human error.

5.2.2 Deploying Multiple Experimental Environments

Prior to deploying NSCM into production, users typically create testing or
staging environments to experiment with the system. The GitOps workflow is
advantageous in this scenario because users no longer need to manually con-
figure the network nodes, policies, and baselines whenever they create a new
experimental environment. Instead, they only need to configure the GitOps
operators to fetch the desired Git repositories and deploy them to the target
environments. Figure 5.3 compares traditional and GitOps workflows for de-
ploying multiple experimental environments, with the grey boxes indicating
the newly automated steps in the GitOps workflow. This approach reduces
the hours of manual work required to configure the resources in NSCM.

Furthermore, users can store different environments in the same Git repos-
itory using branches. With proper branching strategies, users can test dif-
ferent configurations in separate environments and cherry-pick commits or
merge branches as needed. This approach facilitates experimentation and
making it easier to manage multiple experimental setups. However, users
should be cautious when cherry-picking commits and merging branches to
avoid overlaps, conflicts, and invalid node selections.

5.2.3 Disaster Recovery

Before the introduction of the GitOps workflow, rolling back to a working
version can be challenging. When unexpected incidents occur after changes
to multiple control variables, manually identifying and reverting the changes
could be difficult. Users might need to examine the change request system
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Figure 5.1: Traditional workflow for updating security configurations.
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Figure 5.2: GitOps workflow for updating security configurations.
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Figure 5.3: Comparison of traditional workflow and GitOps workflow for
deploying experimental environments.

or analyze NSCM logs to determine when and what has been changed to
cause the incident. With the GitOps workflow, users can easily identify the
changes through pull requests and roll back to any previous point in time
using commands such as git revert. Figure 5.4 and Figure 5.5 show the
traditional and the GitOps workflows for disaster recovery, respectively. Note
that the Check Git history step in Figure 5.5 is much more efficient than the
Check ticketing system step in Figure 5.4 as it provides the context of the
sequence of changes.

Moreover, integrating mechanisms that trigger rollbacks automatically in
response to predefined failure conditions can be considered. Immediate action
is taken and recorded in Git as soon as an issue is detected. Such proactive
measures can be helpful in maintaining high availability and reliability of
network services.

5.2.4 Configuration Drift

Without the GitOps workflow, configuration drifts caused by malicious ac-
tors or unintentional human errors cannot be detected and corrected in real
time. Although users can set compliance checks to run periodically, they still
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require manual intervention to address configuration drifts identified in the
compliance check results. With the GitOps workflow, security configurations
are continuously and automatically monitored and managed, which reduces
the risk of configuration drifts in the networks.

5.3 Limitations and Challenges

Although adopting a GitOps workflow provides numerous benefits, we also
recognize limitations and challenges in the workflow. In this section, we list
some limitations and challenges in our GitOps workflow.

5.3.1 GUI Compatibility

Our current solution completely relies on pure Git operations. However,
many network administrators are used to using the NSCM GUI. In our pro-
posed workflow, changes made from the GUI will be over-written by the
GitOps operator to maintain the single source of truth stored in Git reposi-
tories.

The solution could be enhanced by integrating a Git client into the NSCM
and abstracting Git operations from the users. For example, when users make
changes in the NSCM GUI, the system automatically commits the changes
and creates a pull request on behalf of the logged-in user. Moreover, NSCM
could include a GUI to manage the review and approve processes, maintain-
ing network administration processes similar to before while adopting the
GitOps approach in the background.

5.3.2 Expressiveness of Selector

Currently, the node selectors in the security baseline only offer the union
semantic. As a result, more complex selection logic, such as selecting base
stations labeled as 5G and not in the Helsinki region, cannot be expressed in
our current declarative model.

Introducing logical operators in the declarative model could provide a
solution. By designing a new schema to support arbitrary logical expressions,
users would gain the ability to specify more nuanced selection criteria. For
example, combining AND, OR, and NOT operators could allow for complex
configurations, such as selecting nodes that meet multiple intersecting or
exclusive conditions.

Another possible solution is to express boolean logic with disjunctive
normal form (DNF). We can achieve this with nested lists in the YAML files.
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For instance, Listing 5.1 shows a selector that captures base stations labeled
as 5G and not in the Helsinki region plus all 4G VNFs.

Listing 5.1: Example selector in disjunctive normal form (DNF).

selector:
- ["label:5g", "!label:helsinki", "node_type:
base_station"]
- ["label:4g", "node_type:4g_vnf"]

However, this added expressiveness comes with trade-offs. Complex log-
ical expressions can result in convoluted YAML files, which potentially lead
to losing the clarity and simplicity of using a declarative model in the first
place. To address this issue, it is essential to conduct deeper user research
to understand the specific needs and use cases of network administrators.

5.3.3 Sequence of Operations in Security Changes

In security operations, the sequence of operations is crucial for maintaining
the integrity and security of the system. When changing a policy in the net-
work, the order of operations, such as adding-before-removing or removing-
before-adding, can significantly impact network security.

For example, if we are updating firewall rules from a more permissive to
a more restrictive one, the default rule determines the correct sequence to
follow. If the default rule allows all traffic, we should add the new restrictive
rule before removing the old permissive rule to ensure no unintended traffic
is allowed. Conversely, if the default rule denies all traffic, we should remove
the old rule before adding the new rule to avoid conflicts that might create
unexpected behavior.

Our current implementation does not provide a way to specify the or-
der of operations nor guarantee the intermediate state during transitioning.
However, we can coordinate the two operators so that when the Network
Node and Policy Management Operator is updating the resources in NSCM,
the Policy Enforcement Operator waits until the changes are applied before
enforcing the new policies. This delegates the responsibility of ensuring the
correct sequence of operations to the NSCM. An alternative solution is to
already ensure the correct sequence in the operators, but that requires un-
derstanding the semantics of the changes, which is challenging due to the
complexity and dynamic nature of security controls.




Chapter 6

Conclusions

In this chapter, we summarize the findings and discuss how the result would
be useful for NSCM users to improve their workflows. We then propose future
areas that need further research and conclude the thesis.

6.1 Summary of Findings

In this thesis, we identify the challenges in traditional telecommunication
security operations and propose a new workflow based on the GitOps prin-
ciples to address these issues. We develop a declarative model to describe
the resources in NSCM in YAML format, which allows the resources to be
stored in Git for tracking and managing changes to them. Additionally, we
implement GitOps operators where the reconciliation loops continuously en-
sure the actual state in NCSM and the network align with the desired state
stored in the Git repository. To enhance the robustness of the solution,
we also incorporate network nodes, security policies, and security baselines
validation within the CI pipeline.

We evaluate the proposed workflow through case studies, analyzing as-
pects such as automation, visibility, traceability, disaster recovery, and con-
figuration drift correction. While the workflow offers numerous benefits, we
also pinpoint limitations in the current implementation. The study pro-
vides a comprehensive overview of the advantages and challenges associated
with adopting GitOps in telecommunication security network management.
It suggests that the telecommunication industry should consider adopting
GitOps to improve its network security management processes.

61



CHAPTER 6. CONCLUSIONS 62

6.2 Future Work and Improvements

In this section, we list potential future work and improvements that could
be considered if the GitOps operators go into production.

6.2.1 Integration with NSCM

As mentioned in Section 4.2, the current implementation is a standalone
Python program that is not shipped with the NSCM product itself. To
provide a better user experience, the GitOps operator should not require
a separate installation but should be available out-of-the-box with NSCM.
This requires packaging and containerizing the GitOps operators into mi-
croservices included in the NSCM build process.

6.2.2 Scalability and Performance Optimization

Since this work is a proof-of-concept workflow that demonstrates the possibil-
ity of adopting GitOps workflow into telecommunication security operations,
the system has yet to be deployed at scale. The operators are implemented
straightforwardly and have yet to be optimized for performance when man-
aging hundreds or thousands of resources simultaneously. Addressing scala-
bility and performance will be crucial for deploying production-level GitOps
operators.

6.2.3 Flexibility in Repository Structure

As discussed in Section 4.2.1, the current implementation requires users to
place only deployable YAML files in specified folders. In real-world scenar-
ios, users might prefer different folder structures based on their operational
needs and existing practices. To improve usability and prevent accidental
deployment of irrelevant files, the system could be enhanced to support cus-
tomizable repository layouts by incorporating mechanisms to distinguish be-
tween deployable and non-deployable YAML files, possibly through schema
validation or .gitignore-style files.

Another solution could be having a catalog file that lists the files to be
included in the deployment instead of including all files in the specified folder
by default. This way, multiple sets of configurations can exist as separate
catalog files which reuse the same component files. While this approach can
be flexible and powerful, it also introduces complexity when there are large
numbers of configuration files. The optimal choice will depend on the specific
use cases and requirements of the users.
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6.2.4 Secret Management

Currently, the system does not address the secret management of login in-
formation for network nodes. Future improvements could involve integrating
with existing secret management tools or implementing a custom secret man-
agement system to securely handle credentials and other sensitive information
within the GitOps workflow.

6.2.5 Better Node Selector in Security Baseline

The current model supports only basic union semantics for node selection,
limiting the ability to define complex selection logic. Enhancing the node
selector capabilities to support more sophisticated logical expressions, such
as combining AND, OR, and NOT, would provide greater flexibility in defining
security baselines. This enhancement would require careful consideration to
maintain the simplicity and readability of the declarative model.

6.2.6 Compatibility with NSCM GUI

While the current implementation relies heavily on Git operations, many
network administrators are accustomed to using the NSCM GUI. Future
work could integrate GitOps functionalities into the NSCM GUI, allowing
administrators to manage configurations and review changes within a fa-
miliar interface. This could involve developing a GUI that handles commit
operations, pull requests, and code reviews to ensure a smooth transition to
a GitOps workflow without compromising user experience.

6.2.7 Gradual Deployment Strategies

In the current implementation, all approved changes to security configura-
tions are immediately applied across the entire network. However, this ap-
proach carries inherent risks, such as the potential for widespread disruption
if a newly implemented configuration contains errors. A solution to mitigate
the risk could be incorporating a gradual deployment process, such as a ca-
nary deployment, into the workflow. This strategy reduces the risk of global
failures and ensures issues can be identified and addressed before full-scale
deployment.
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Appendix A

NSCM Resource Schemas

Listing A.1: Schema of the network nodes.

{
"$schema": "https://json-schema.org/draft/2020-12/
schema",
"type": "object",
"description": "Schema for network nodes configuration
"properties": {
"network_nodes": {
"type": "array',
"description": "List of network nodes",
"items": {
"type": "object",
"description": "An network node entry",
"properties": {
"name": {
"type": "string",
"description": "Name of the network node"
3,
"description": {
"type": "string",
"description": "Description of the network
node"
},
"node_type": {
"type": "object",
"description": "Type of the network node",
"properties": {
"name": {
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"type": "string",

"description": "Name of the node type"
+,
"version": {

"type": "string",

"description": "Version of the node type

}
3,
"required": [
"name",
"version"
]
3,
"interfaces": {
"type": "array",
"description": "List of OAM interfaces for
the network node",
"items": {
"type": "object",
"description": "An interface entry",
"properties": {
"name": {
"type": "string",
"description": "Name of the interface"
3,
"description": {
"type": "string",
"description": "Description of the
interface"
3,
"interface_type": {
"type": "object",
"description": "Type of the interface

n
b

"properties": {
"name": {
"type": "string",
"description": "Name of the
interface type"
}
},

"required": [
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"name"

]

},

"ip_address": {
"type": "string",

"description": "IP address of the

interface",
"format": "ipv4"
3,
"port": {
"type": "integer",

"description": "Port number of the

interface",
"minimum": 1,
"maximum": 65535
b
T,
"required": [
"name" s
"interface_type",
"ip_address",
"port"

}

},

"required": [
"name",
"node_type",
"interfaces"

}

},

"required": [
"network_nodes"

]

Listing A.2: Schema of the security policies.

"$schema": "https://json-schema.org/draft/2020-12/

schema",




NNt

© 00 J O Ot

10

12
13
14
15
16
17
18
19

20
21
22

23
24
25
26

27
28
29
30

31
32
33

34
35
36

APPENDIX A. NSCM RESOURCE SCHEMAS 74

"type": "object",
"description": "Schema for security policies and
controls configuration",
"properties": {
"security_policies": {
"type": "array',
"description": "List of security policies",
"items": {
"type": "object",
"description": "A security policy entry",
"properties": {
"name": {
"type": "string",
"description": "Name of the security policy"
},
"controls": {
"type": "array',
"description": "List of security controls
within the policy",
"items": {
"type": "object",
"description": "A security control and its
associated variables",
"properties": {
"control": {
"type": "string",
"description": "Name of the security
control"
+,
"variables": {
"type": "array",
"description": "List of variables
associated with the control. Each
variable is a key-value pair.",

"items": {
"type": "object",
"description": "A key-value pair

representing a variable for the
control. The value must be a
primitive type.",
"additionalProperties": {
"type": [
"string",
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"number",
"boolean",
"null"

1,

"description": "The value of the
variable. Must be a primitive
type."

}
X
}
T,
"required": [
"control"
]
b
b
3,
"required": [
"name",
"controls"
]
}
b
3,
"required": [
"security_policies"
]
3
Listing A.3: Schema of the security baselines.
{
"$schema": "https://json-schema.org/draft/2020-12/
schema",
"type": "object",
"description": "Schema for security baselines
configuration",
"properties": {
"security_baselines": {
"type": "array",
"description": "List of security baselines",
"items": {
"type": "object",
"description": "A security baseline entry",
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"properties": {
"name": {
"type": "string",
"description": "Name of the security
baseline"
},
"bindings": {
"type": "object",
"description": "Bindings for the security
baseline",
"properties": {
"node_type": {
"type": "array",
"description": "List of node types",
"items": {
"type": "string"
}
+,
"network nodes": {
"type": "array",
"description": "List of network nodes
their names. Regex patterns are
supported.",

"items": {
"type": "string"
}
+,
"labels": {
"type": "array",
"description": "List of labels",
"items": {
"type": "string"
}
}
},
"any0f": [
{
"required": [
"node_type"
]
},
{

"required": [
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"network_nodes"
]
+,
{
"required": [
"labels"
]
}
]
3,
"security_policies": {
"type": "array",
"description": "List of security policies",
"items": {
"type": "object",
"properties": {
"policy": {
"type": "string",
"description": "Name of the policy"
3
},
"required": [
"policy"
]
}
},
"controls": {
"type": "array',
"description": "List of controls",
"items": {
"type": "object",
"properties": {
"control": {
"type": "string",
"description": "Name of the control"
3,
"variables": {
"type": "array",
"description": "List of variables for
the control",
"items": {
"type": "object",

"additionalProperties": {
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"type": [
"string",
"number",
"boolean",
"null"

T,
"required": [
"control"

]

X

+,

"required": [
"name",
"bindings"

1,

"anyOf": [

{
"required": [
"security_policies"
]
},
{
"required": [
"controls"

3,
"required": [
"security_baselines"

]
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