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Abstract
In Confidential Computing, establishing trust towards Trusted Execution Environments
(TEEs) through remote attestation is an essential procedure, which involves verifying
the hardware and software configuration of an attested TEE based on evidence.
Currently, however, remote attestation mechanisms and related evidence formats for
TEEs are vendor–and TEE model–specific. Standards such as the IETF EAT (Entity
Attestation Token) format are emerging, but existing TEEs from, e.g., AMD and Intel
still use proprietary mechanisms.

This thesis explores a flexible approach for abstracting multi-vendor attestation
evidence verification, where a verifier can acquire the capabilities to verify evidence for
new TEE types via dynamically loaded trusted modules. The solution is implemented
as a prototype based on the VERAISON verification service, which is extended to load
WebAssembly-based modules for verifying, e.g., AMD SEV-SNP attestation reports.
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1 Introduction

In an era where digital interactions support crucial aspects of both personal and
professional life, the protection of data and the integrity of computational environments
have never been more important. As cloud computing and distributed systems continue
to evolve, the concept of Confidential Computing (CC) and use of Trusted Execution
Environments (TEEs) has emerged as a base for securing sensitive computations
in untrusted environments. This distributed nature of modern computing systems
requires robust security mechanisms, with Remote Attestation (RA) emerging as a
critical component that allows verifiers to assess the integrity and authenticity of
remote platforms [1].

There have been several proposed approaches to address attestation verification
challenges across different platforms, though each has its own limitations. Some of
these consist of platform specific verification tools such as the AMD Secure Encrypted
Virtualization - Secure Nested Paging (SEV-SNP) Guest Tool [2] and Intel SGX Quote
Verification Library [3]. Although these tools provide robust verification capabilities
for their respective platforms, they are tightly coupled to specific hardware, which
makes them unsuitable for heterogeneous environments. Additionally, maintaining
multiple platform-specific tools increases operational complexity and introduces
potential security risks due to inconsistent policy enforcement. Another proposed
approach used hardware-based solutions, such as dedicated security processors or
Trusted Platform Modules (TPMs), for attestation verification [4]. Even though these
solutions offer strong security guarantees, they lack flexibility and require specific
hardware configurations, limiting their applicability in cloud environments where
hardware configurations vary.

At the moment, different TEEs have their own attestation mechanisms, which results
in complicated integration challenges in multi-cloud environments [5]. Organizations
using several cloud providers have to maintain independent verification systems for
each TEE they deploy. This not only raises operating costs, but also exposes potential
security vulnerabilities due to varying verification processes between platforms.

This thesis aims to address the challenge of standardizing attestation verification
across diverse TEEs. It investigates the potential of WebAssembly (WASM) as
a portable and hardware-agnostic solution for attestation verification, while also
analyzing the performance trade-offs of this approach.

As a proof-of-concept, our research focuses on building a hardware-independent
system to verify AMD’s SEV-SNP attestation evidence. By leveraging existing
verification tools and open-source frameworks, we create a solution that is both flexible
and extensible. To showcase its practicality, we integrate the system with VERificAtIon
of atteStatiON (VERAISON) [6], an open-source framework for attestation verification

The key contributions of this research include:

• A platform-agnostic approach to verify hardware-specific attestation evidence
without requiring any platform-specific code.

• A portable attestation verification solution for AMD SEV-SNP, which demon-



strates the feasibility of a hardware-agnostic approach.

• Adaptation of existing verification tools into portable WASM modules, estab-
lishing a new approach to platform-independent attestation verification.

• Integration of the developed verification system with the VERAISON framework,
demonstrating real-world applicability.

• Comprehensive analysis of the WebAssembly-based verification system’s per-
formance characteristics, providing insights into its practicality and limitations.

Through this work, we aim to contribute to the ongoing effort to enhance security
and interoperability in multi-platform cloud and edge computing environments, while
providing a practical solution to the challenges of cross-platform attestation verification.
Our research not only addresses current technical challenges but also paves the way
for more unified and efficient attestation verification systems in the future.
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2 Background

Encrypted storage can protect data at rest [7], and cryptographically-secured channels
can protect data in transit [8]. However, protecting data in use has long been a key
challenge in computing security.

2.1 Confidential Computing

The concept of protecting data during use has evolved from early implementations
such as the Dallas Semiconductor DS5002FP secure microprocessor [9] and the IBM
4758 secure coprocessor [10] to modern TEEs. These early systems demonstrated the
feasibility of hardware-based secure computation, establishing fundamental principles
that influence current implementations. Nowadays, this approach is referred to as
CC(Confidential Computing), defined by the Confidential Computing Consortium
as “the protection of data in use by performing computation in a hardware-based,
attested TEE(Trusted Execution Environment)” [11].

2.1.1 Trusted Execution Environments

According to the Confidential Computing Consortium, a TEE is a protected area
within the main processor that keeps code and data isolated, ensuring both their
confidentiality and integrity [12]. TEEs are a fundamental component of Confidential
Computing. They offer a hardware-rooted approach to secure computation by creating
protected enclaves where data remains shielded from the overall system, even in the
presence of compromised or malicious software. This hardware-based isolation forms
a robust barrier, ensuring the confidentiality of sensitive operations and data 1. Their
role covers a wide range of applications such as financial services, healthcare, etc.,
where protecting sensitive information is essential. TEEs facilitate the processing of
sensitive data, by offering a secure execution space in an insecure environment.

2.1.1.1 Features of TEEs

The characteristics of TEEs that support them in improving data security in computer
systems include:

Isolation. TEEs isolate execution environments at the hardware level, protecting
operations within the TEE from the external environment. This isolation is crucial for
maintaining the confidentiality and integrity of processed code and data.

Code and Data Confidentiality. They encrypt data and code, safeguarding against
unauthorized access and breaches. This encryption ensures security even if data is
extracted from the hardware.

1One of the earliest descriptions of a TEE can be found here [13]
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Code and Data Integrity. They validate the integrity of executed code, preventing
tampering and ensuring that only authorized code is executed, hence maintaining the
trustworthiness of the computing process.

Secure Boot. Secure boot mechanisms in TEEs ensure that only verified, unaltered
software is loaded and executed, preventing malware or unauthorized software from
compromising the secure environment.

Attestation. Third parties can verify the integrity and authenticity of the TEE and
the code running in it, through TEE attestation mechanisms, which is crucial for
building trust in secure computing.

Recoverability. Its secure state recovery mechanisms ensure sensitive operations
can safely resume after system interruptions, maintaining both continuity and integrity
of computations.

Programmability. Modern TEEs allow developers to create and run their own
secure applications, moving beyond traditional security use cases.

Modern secure computing relies heavily on these TEE features. They provide
essential security tools for applications that handle sensitive data and operations. TEEs
have proven valuable across many areas—from protecting financial transactions to
safeguarding personal data in the cloud. As security challenges evolve, TEEs continue
to address the complex security needs of our digital world.

2.1.1.2 Implementations of TEEs

The landscape of has evolved rapidly, with major hardware vendors developing distinct
solutions for cloud environments. Currently deployed implementations include AMD’s
SEV-SNP, Intel’s Software Guard Extensions (SGX) and Trust Domain Extensions
(TDX), and ARM’s upcoming Confidential Computing Architecture (CCA). These
technologies have found their way into major cloud platforms—Google Cloud has
integrated AMD SEV-SNP into their Confidential VMs [14], Azure leverages multiple
technologies for their confidential computing offerings, including Intel SGX, AMD
SEV-SNP, and Intel TDX [15]. AWS provides confidential computing through
AMD SEV-SNP and their proprietary Nitro Enclaves [16]. ARM’s CCA remains in
development [17], though it promises interesting capabilities.

Intel SGX. Intel SGX protects applications by using enclaves [18]. These enclaves
are isolated regions within an application’s memory space, letting developers protect
specific parts of their code and data.
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AMD SEV-SNP. AMD SEV-SNP focuses on protecting whole virtual machines. It
uses unique keys to encrypt Virtual Machine (VM) memory and includes secure nested
paging to defend against hypervisor attacks [19]. This approach lets organizations run
existing applications and operating systems securely without changing them.

Intel TDX. Intel created TDX to provide VM-level protection [20]. It uses Trust
Domains i.e. protected virtual machines that work with existing hypervisor technologies
while adding memory encryption and integrity checks. Similar to AMD’s solution,
TDX can run guest systems without modifications.

ARM CCA. ARM’s CCA introduces a new concept called Realms [21]. These
Realms, managed by the Realm Management Extension (RME), can protect either
entire VMs or specific applications, making it flexible for different security needs.

Different implementations provide different features to address secure computation.
While AMD and Intel’s SEV-SNP and TDX protect entire VMs, Intel’s SGX focuses on
application-level isolation. ARM’s CCA supports both approaches. Each design brings
its own strengths: VM-level protection simplifies deployment of existing applications,
while application-level isolation provides finer-grained control.

This variety of approaches has created a complex ecosystem. As organizations
choose TEE technologies based on their specific needs, hardware availability, and
existing infrastructure, they increasingly face the challenge of managing attestation
across multiple platforms. Our work addresses this growing need for cross-platform
attestation verification.

2.2 Attestation

Attestation is a security mechanism in which a prover sends evidence of its state
to a verifier [1]. In trusted computing systems, the prover collects measurements
of its state and provides evidence of these measurements to the verifier to prove
their authenticity [22]. This process is important for establishing trust between
entities. Attestation mechanisms are a foundation for ensuring that a data sensitive
and confidential computing environment complies with established security standards
and configurations.

In CC and TEEs, attestation is essential for secure computations. Before sending
sensitive code or data to a remote TEE, attestation confirms that the target environment
is genuine and in a known-good initial state [23]. This verification confirms that the
TEE runs authentic hardware, is correctly initialized, and uses an acceptable software
configuration. After successful attestation, a client can provision secrets or sensitive
workloads to the TEE [24].
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2.2.1 Attestation Methods

Methods of attestation can be categorized into local and remote attestation. In both
cases, it relies on a hardware root of trust that provides the foundation for establishing
trust in the measurements and proofs.

Local Attestation involves the verification of integrity of a trusted environment to
another trusted environment that is within the same Central Processing Unit (CPU) [25].
This process typically uses symmetric-key cryptography with Message Authentication
Code (MAC), as the environments share access to the same hardware-protected keys.

Remote Attestation refers to scenarios where the verification of a component’s
integrity occurs from a different, external environment or system. This can be done in
three ways:

• Hardware-based remote attestation leverages physical security components like
TPM and processor architectures such as Intel SGX. These hardware modules
provide secure storage and computation capabilities, ensuring a strong root of
trust for the attestation process.

• Software-based remote attestation operates without dedicated hardware compo-
nents. The attestation program executes from memory to validate the system’s
software state. This method usually requires specific environmental conditions,
such as limiting communication to one-hop and ensuring the prover does not
interact with other devices during attestation.

• Hybrid remote attestation combines a minimal hardware trust anchor with
software components. This approach aims to achieve the security benefits
of hardware attestation while maintaining the cost-effectiveness of software
solutions. It implements a small hardware footprint alongside software protocols
to provide the necessary attestation guarantees.

2.2.2 Remote ATtestation procedureS (RATS)

Remote ATtestation procedureS (RATS) is an Internet Engineering Task Force (IETF)
framework that has been developed to provide a general model and terminology for
remote attestation [26]. It specifies three main entities: the attester (which produces
evidence), the verifier (which checks the evidence), and the relying party (which
uses the verification result). It helps in interoperability of different remote attestation
implementations as it provides common terminology and use of entities.

Figure 1 shows the interactions between the attester, verifier, and relying party
and the flow of attestation evidence and results. Key components of the flow include:

• Attester: The entity that generates attestation evidence and sends it to the verifier.

• Verifier: The entity that receives the attestation evidence. It evaluates the
integrity of the evidence, then creates and sends the verification result to the
relying party.
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Figure 1: RATS Architecture Conceptual Data Flow (adapted from [26])

• Relying Party: The entity that receives the verification result and uses it to make
informed decisions regarding trust and access.

• Endorser: The entity that provides endorsements to the verifier. These endorse-
ments are needed to verify the attestation evidence.

• Reference Value Provider: The entity that supplies reference values, which are
benchmarks for evaluating the integrity of the attester’s evidence.

• Verifier Owner: It configures the appraisal policy for the verifier.

• Relying Party Owner: It manages the appraisal policy for the relying party.

As attestation methods evolve, their improvement and incorporation into larger
security architectures will remain critical to protecting sensitive data and ensuring the
integrity of computing systems. Future developments in attestation may provide even
more robust solutions to the issues of verifying trust in increasingly complicated and
distributed computing environments.

2.3 WebAssembly

WASM(WebAssembly) is a binary instruction format for stack-based virtual machines.
It was originally developed by Mozilla, Google, Microsoft, and Apple as an efficient
alternative to JavaScript for performance-critical code [27]. While JavaScript engines
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had already achieved significant performance improvements through Just-in-Time (JIT)
compilation, WebAssembly offers additional advantages: predictable performance
through direct compilation to native code, smaller payload sizes, and faster parsing
compared to JavaScript [28]. Now it is standardizedby the WorldWide WebConsortium
(W3C) and serves as a low-level compilation target for languages like C, C++, Rust,
and Go, enabling their use across different platforms while maintaining consistent
performance characteristics [29].

2.3.1 Features of WebAssembly

WASM provides several features that make it suitable for security applications.

Portability. A key strength of WASM is how easily it runs across different systems.
Once compiled, a WASM binary works the same way whether it is running on Windows,
Linux, or Mac, as long as there is a compatible runtime environment [27, 29]. While
WASM was initially designed for web browsers, initiatives like WebAssembly System
Interface (WASI) have brought it to desktop and server environments [30]. This cross-
platform adaptability makes it a great tool for developing services and applications.

Performance. WASM’s binary format and optimization techniques help it achieve
near-native performance [28]. It offers two compilation methods: Just-in-Time (JIT)
compilation for runtime optimization [31], and Ahead-of-Time (AOT) compilation for
fast startup [32]. With its precise control over memory and execution, WASM handles
computationally intensive tasks effectively.

Dynamic Module Loading. WASM modules can be loaded dynamically [33],
letting systems adapt and expand as needed. This runtime flexibility allows systems to
load and run new modules whenever required.

Language Agnosticism. WASM works as a compilation target for many program-
ming languages like C, C++, and Rust [34]. This lets developers use their preferred
languages and tools when creating WASM modules. Existing libraries and codebases
can be ported to WASM, enabling the reuse of well-tested, secure implementations.

Sandboxing and Isolation. WASM provides robust security through its sand-boxed
execution environment. Modules operate within their own isolated linear memory
space, preventing unauthorized access to other parts of the system [27]. Interactions
between WebAssembly modules and the host environment are strictly controlled and
limited to defined interfaces. When using WASI, the runtime imposes a capability-
based security model, restricting module access to system resources based on explicitly
granted capabilities [35].
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2.4 SNPGuest Tool

The SNPGuest Tool (SNPGuest) is an open-source utility developed by AMD for SEV-
SNP guest owners [2]. It provides a set of functions for interacting with and managing
SEV-SNP enabled virtual machines, including capabilities for attestation report
generation, key management, and critically for our purpose, signature verification.

2.5 Entity Attestation Token

The Entity Attestation Token (EAT) is a standardized format for conveying claims
about a device or entity. EAT extends the CBOR Web Token (CWT) format, and
provides an extensible structure for representing attestation evidence. It supports a
variety of claim types, such as device identifiers, boot measurements, and security
state information, making it appropriate for a wide range of attestation use cases across
platforms and environments.

2.6 EAT Attestation Result

The EAT Attestation Result (EAR) provides a standard way to present attestation
verification results. It structures how evidence is evaluated against endorsements and
verification policies, including key information such as verification status, timing, and
the evidence and endorsements used. Built with flexibility in mind, the EAR supports
additional metadata and custom claims when needed. This standardized format helps
different attestation systems work together, letting relying parties make informed trust
decisions based on consistent and complete verification results.

2.7 VERAISON

The VERAISON project is an open-source attestation verification tool that handles
evidence from different TEE platforms [6]. As an implementation of the RATS
architecture [26], it checks cryptographic signatures, compares claims against refer-
ence values, and evaluates platform-specific properties. Through its plugin system,
VERAISON can handle multiple attestation protocols and formats, making it easy to
add support for new ones.

2.7.1 Key Features

There are several key features that make VERAISON particularly relevant to multi-
platform attestation verification:

• Modular architecture allowing for easy integration of new attestation schemes

• Support for multiple trust anchors and endorsement management

• Flexible policy engine for defining and enforcing attestation rules
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• RESTful Application Programming Interface (API) for seamless integration
with existing systems

These features provide a foundation for developing platform-independent attestation
solutions. Its modular design particularly aligns with our goal of introducing platform-
agnostic verification methods.

2.7.2 Architecture Overview

The architecture of VERAISON is designed to be modular, flexible, and scalable, as
illustrated in Figure 2.

Figure 2: VERAISON’s Architecture Overview (adapted from [36])

Core Services. The core services of VERAISON, i.e. provisioning, verification,
and management, are each exposed through Representational State Transfer (REST)
endpoints:

• Provisioning Service: Handles initial setup and configuration.

• Verification Service: Performs the actual attestation verification.

• Management Service: Oversees system operations and maintenance.

Veraison Trusted Services (VTS). A key element of the architecture is Veraison
Trusted Services (VTS). It allows for the integration of various attestation schemes
through a plugin system. The plugin manager interacts with Attestation Schemes,
which consist of Endorsement Handlers and Evidence Handlers, which are responsible
for handling endorsements and evidences.

Data Store. The Data Store is repsonsible for storing scheme-specific trust-anchors
or endorsements.

18



Communication Protocols. VERAISON uses REST for its external APIs, making it
easy to integrate with other systems. For internal communication, especially between
core and Trusted Services, it relies on the faster gRPC Remote Procedure Call (gRPC)
protocol.

Overall, this design shows VERAISON’s ability to support different attestation
schemes and formats.

2.7.3 Supported Attestation Schemes

Currently VERAISON supports two attestation schemes i.e. Platform Security Archi-
tecture (PSA) attestation and CCA attestation. PSA attestation ensures security for
IoT devices using TrustZone technology and CCA attestation protect cloud workloads.

2.7.4 Extensibility and Integration

The modular design of VERAISON makes it easy to add new attestation schemes
through plugins. Each new plugin needs to implement four core components: First, an
Evidence Handler processes the scheme’s attestation evidence. It extracts and authen-
ticates measurements and claims from the evidence. Second, an Endorsement Handler
manages trust relationships. It verifies endorsements and handles scheme-specific
certificates and trust anchors. Third, a Store Handler connects with VERAISON’s data
store to manage scheme-specific data like trust anchors and endorsements. Finally, the
Verification Process implements the scheme’s validation logic. This includes checking
claims, verifying measurements, and applying policies—all integrated through the
plugin manager. By focusing on these key handlers and processes, VERAISON
can be extended to support new attestation schemes while leveraging the existing
infrastructure.
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3 Problem Statement

In this section, we break down the aims of this work. We start by describing the system
model. Then we define the potential threats the system might face. Finally, we list
what is required from our system.

The key research question this thesis aims to answer is:

Research Question (RQ): How can remote attestation be standardized so that a
single piece of software can verify attestations from different hardware platforms?

3.1 System Model

We develop a multi-platform attestation verification system that extends the capabilities
of VERAISON to support diverse TEEs and attestation evidence formats. We develop
this model with a focus on flexibility, security, and efficiency, addressing the challenges
that come with different types of systems.

The framework of VERAISON is designed for verifying attestation evidence from
various sources. However, its current implementation requires the development and
integration of specific plugins for each new attestation scheme or TEE. This approach,
while functional, faces scalability challenges. To address these challenges, our model
leverages WASM modules for platform-specific logic.

In our model, we introduce an approach where TEE manufacturers can provide
their platform-specific verification logic as WASM modules. These modules are to
be distributed along the evidence to the verifier, eliminating the need for verifiers
to maintain pre-installed, platform-specific verification logic. When a verifier re-
ceives evidence, it also receives the corresponding WASM module provided by the
manufacturer. This module is responsible for runtime execution of platform-specific
validation logic and for converting the evidence to a common structure for unified
processing. With this approach, we create a scalable and adaptable solution for
attestation verification across diverse TEEs and cloud platforms.

3.2 Adversary Model

We consider an adversary who can control the network and attempt to compromise the
inputs of our verifier. However, this adversary has no control over the core hardware
components within the Trusted Computing Base (TCB) of our model, ensuring these
components remain secure. The adversary’s primary goal is to forge valid attestation
evidence or manipulate the validation process to accept invalid attestations, thereby
undermining the system’s security guarantees.

We trust the integrity of the attestation mechanism itself—specifically, the adversary
cannot cause it to produce false or inaccurate measurements or forge valid signatures.
This assumption is essential for ensuring that successful validation of attestation
evidence provides meaningful security guarantees. We assume that the cryptographic
primitives used in the attestation process are computationally secure, preventing the
adversary from forging signatures or finding hash collisions.
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A key aspect of our model is the WASM module used for verification. We
assume the adversary cannot produce a certified WASM module that incorrectly
validates attestation requirements. The sandboxed nature of WASM ensures that even
a potentially compromised TEE manufacturer can only validate attestations for its
own TEE type and cannot interfere with or produce attestation results for different
TEE types. This isolation is crucial for maintaining the security boundaries between
different attestation mechanisms.

3.3 Requirements

Our system has three main requirements. First, Security Requirement (SR) addresses
the critical need for a standardized, secure attestation process across diverse TEEs.
Second, Functional Requirement (FR) ensures our solution effectively operates across
various platforms and attestation formats, fulfilling its role as a vendor-neutral
approach. Finally, the Performance Requirement (PR) is crucial for the system’s
practical implementation, ensuring efficiency without compromising security. These
three categories collectively guide the development of a robust, versatile, and efficient
RA solution suitable for modern multi-cloud and edge computing environments.

SR - Trust Establishment: The system facilitates the establishment of trust
between different entities (e.g., cloud systems, TEEs, and clients) through a
robust attestation mechanism that verifies the security properties of the computing
environments.

This SR addresses the critical need for a standardized, secure attestation process
across diverse TEEs. Our design aims to provide the same security guarantees that are
obtained by validating platform-specific attestation evidence, even though the verifier
does not incorporate any platform-specific validation code. To achieve this, our design
aims to minimize the amount of code for the verifier that needs to be implicitly trusted,
enhancing the overall security of the system. Furthermore, where applicable, the
design adheres to, or is compatible with, emerging standards in RA, ensuring that our
solution remains current and interoperable with evolving industry practices.

FR - Compatibility and Portability: The system is capable of interfacing
with multiple TEEs across various platforms, ensuring consistent attestation
verification.

This FR ensures our solution effectively operates across various platforms and
attestation formats, fulfilling its role as a vendor-neutral approach. To meet this
requirement, our design goals include:

• Supporting multiple attestation schemes without requiring significant modifica-
tions to the core verifier infrastructure.

• Integrating smoothly with existing attestation frameworks, specifically VERAI-
SON in this case.
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• Allowing for easy addition of support for new hardware platforms and attestation
schemes.

These goals contribute to creating a flexible and adaptable system that can evolve
with the ever-changing TEE technologies.

PR - Latency: The attestation must not incur an impracticable level of additional
latency.

This PR establishes that the time taken for the attestation process to complete
in the practical implementation of our model has a similar latency as compared to
the VERAISON framework processing similar evidence. This requirement is also
important in the context of protocol integration e.g. where attestation verification
becomes part of existing security protocols. In cases where attestation is integrated
into the Transport Layer Security (TLS) handshake process, the verification time
directly impacts the overall connection establishment latency. A lengthy attestation
process would extend the protocol setup time and potentially degrade user experience
or system performance.

In pursuing these requirements, we operate under several constraints:

• The need to work within the existing VERAISON framework with minimum
changes.

• Limited access to hardware for testing large number of potential platforms.

• The Proof of Concept (PoC) nature of the implementation, which allows for some
simplifications but requires clear documentation of assumptions and limitations.

These requirements, along with our design goals and constraints, have shaped
our approach to creating a flexible, secure, and efficient multi-platform attestation
verification system.
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4 Design and Architecture

This section presents the design and architecture of a verifier based on the RATS
architecture, incorporating our proposed multi-platform attestation verification solution
which leverages existing technologies such as the open-source verifier VERAISON [6]
andWASM [37], combining them to address the challenges ofmulti-platform attestation
verification. The core innovation lies in the dynamic integration of platform-specific
validation logic through WASM modules, allowing for a extensible and adaptable
verification process.

Attestation verification in VERAISON relies on a plugin architecture where
evidence handling plugins are developed for each supported hardware platform. This
approach faces scalability challenges as the number of platforms increases. It requires
the development, testing, and integration of new plugins for each additional platform,
potentially introducing security risks and increasing the complexity of the verifier.

In the following sections, we will discuss:

• Design decisions and rationale behind them.

• The components, structure, and interfaces of our system.

• Integration with VERAISON’s existing architecture.

4.1 Proposed Design for Multi-Platform Attestation

Our proposed design addresses the limitations of VERAISON for multi-platform
attestation verification by making use of dynamically-loadable modules. VERAISON’s
existing architecture can be seen in Section 2.7.2. Instead of handler plugins for every
hardware platform, we propose a system that uses loadable modules to encapsulate
platform-specific validation and conversion logic. This approach aims to create a more
adaptable framework that can accommodate future developments in TEE technologies
and attestation methods.

4.1.1 System Architecture Overview

Our system architecture can be seen in Figure 3. It consists of three main components
(similar to the RATS architecture [26]): the Attester, the Verifier, and the Relying
Party.

• Attester: The entity being verified. It generates evidence in a proprietary format
specific to its platform. Along with this evidence, the Attester also provides
a certified loadable module to the verifier. This module contains the logic for
authenticating and converting the proprietary evidence format to a standard
format.

• Verifier: It is the core of our system. It receives both the evidence and the
loadable module from the Attester. The Verifier consists of two main parts:
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Figure 3: System Architecture Overview

– The Loadable Module: This component handles the validation and
conversion of the proprietary evidence format. It transforms the evidence
into a standard format that the Verifier can process.

– Evidence Verification and Result Signing: This component takes the
standardized evidence, appraises it with provided endorsements, and signs
the result.

• Relying Party: It receives the verification result from the Verifier. Based on
this result, the Relying Party can make informed decisions about trusting the
Attester by evaluating the result against its predefined policies. Based on this
evaluation, the Relying Party makes informed decisions about whether to trust
the Attester or not, and what level of access to provide.

This architecture allows for great flexibility by encapsulating the platform-specific
logic in the loadable module, and hence, we can support various proprietary evidence
formats without modifying the core Verifier.

4.2 Loadable Module

Our system uses a dynamically loaded module to handle platform-specific evidence
validation and conversion. Before implementing this key component, we evaluated
several technologies based on their impact on security, portability, and performance.

4.2.1 Choice of Technology

We evaluated several plugin technologies: Dynamic SharedObjects (DSO), Hashicorp’s
go-plugins, extended Berkeley Packet Filter (eBPF), and WASM [38, 39, 40, 37]. We
compare four key characteristics to evaluate these technologies:

• Security: The ability to safely execute untrusted code through sandboxing or
isolation.

• Code Portability: The ease of adapting existing code.

• Binary Portability: The capability to execute the same compiled code across
different platforms.

• Performance: The execution efficiency compared to native code.
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DSO (Dynamic Shared Objects) is a library file that multiple running programs can
use at the same time, sharing its code and resources rather than each program needing
its own copy. They offer high performance and are easy to implement [41]. However,
they are tied to specific operating systems and hardware platforms, which limits their
capabilities in heterogeneous environments. Moreover, they lack sandboxing, which is
critical in our design since we need to safely execute verification code provided by
TEE manufacturers without risking the integrity of our verification system.

HashiCorp’s go-plugins provide a mechanism for loading and executing plugins
in separate processes, communicating via gRPC [39]. The plugin only has access to
explicitly provided interfaces and arguments, and not the entire memory space of the
process. The framework provides good code portability within the Go ecosystem but
lacks binary portability across different platforms. They introduce higher overhead
compared to native solutions because of inter-process communication.

eBPF (extended Berkeley Packet Filter) provides strong security features through
its restricted instruction set [42]. It has a slight execution overhead as compared
to native code execution. It offers good binary portability through its platform-
independent bytecode format [43]. However, code portability is limited as existing
code must be significantly modified to work within eBPF’s restricted environment.

WASM (WebAssembly) offers good security properties through sand-boxing and
memory isolation [44, 45]. It has high portability across different platforms due to its
standardized binary format, code portability is good as many languages can compile to
WASM, and it has a slight execution overhead as compared to native code execution,
but it is acceptable for our verification tasks [46].

Feature DSO go-plugin eBPF WASM
Security - + ++ +
Code Portability ++ + - +
Binary Portability - - + ++
Performance ++ - + +

Table 2: Comparison of DSO, go-plugins, eBPF, and WASM features
(Key: ++ (Excellent), + (Good), - (Poor))

As shown in Table 2, WASM meets all of our criteria. It is the best balance
of security, portability, and flexibility for our multi-platform attestation verification
system. Its sand-boxed execution model offers robust security, while its platform-
independent nature ensures our solution can adapt to diverse and evolving hardware
environments with minimal modifications to the core verifier infrastructure.

4.2.2 Structure and Functionality

The inputs/outputs and core functions of the module can be seen in Figure 4
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Figure 4: WASM Module Overview

Each module receives evidence in the proprietary format from the attester and it
then outputs evidence in a standard format i.e. EAT. The module is structured to
perform two primary functions:

• Validation: It verifies the authenticity of the evidence using platform-specific
mechanisms.

• Conversion: The module transforms the authenticated evidence into a standard-
ized format that our verifier can process uniformly.

4.2.3 Interfaces

The WASM module has a simple interface to interact with the verifier. This interface
defines how the module communicates with external systems, handles inputs and
outputs, and accesses required resources. This interface consists of functions the
module provides (exports) and functions it uses from the outside (imports). The
functions exported from the module include validation and conversion functions.
The validation function reads attestation evidence as a file using WASI and returns a
validation result, and the conversion function handles evidence parsing and format
conversion. Whereas, the imports include time-related functions for timestamp
validation and read-only access to certificates required for validation. The module also
requires access to trust anchors such as AMD’s root certificates and endorsements,
which are provided through a read-only interface to prevent unauthorized modifications.

4.2.4 Module Certification

The certification of WASM modules is crucial to our system. Modules are digitally
signed by a trusted endorser e.g. the TEE manufacturer, and the verifier checks the
signature before running any module.

4.3 Modifications to the VERAISON Framework

Our design builds on the existing framework of VERAISON which provides a modular
architecture for verifying attestation evidence from various sources, and has support
for multiple attestation schemes through a plugin system (Section 2.7).

The core VERAISON architecture remains intact in our design. However, we
introduce a key modification to support WASM module in the verification service as
seen in Figure 6.
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Figure 5: VERAISON Architecture Overview (adapted from [36]). Our system is
incorporated into the verification service (shown in green)

Figure 6: Updated Verification Service Architecture

This design allows VERAISON to dynamically load and execute WASM modules
for platform-specific attestation logic. A consistent interface is established between
the verification service and the external system providing the WASM module. This
interface takes the form of a REST endpoint. Through this endpoint, the verification
service receives both the attestation evidence and the corresponding WASM mod-
ule. This design standardizes how evidence and WASM modules are submitted to
VERAISON, and how verification results are returned.

Our design establishes a connection between various attestation formats and a
standardized verification process, resulting in a versatile multi-platform attestation
system. By leveraging WASM modules, the system securely and efficiently manages
proprietary formats, while its integration with VERAISON ensures robust verification
capabilities.
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5 Implementation

As a proof of concept, we integrate AMD SEV-SNP attestation into the VERAISON
framework (see Section 2.7). The implementation process is broken down into several
key phases, each addressing a crucial aspect of the system’s functionality.

The first step is the selective integration of the SNPGuest’s functionality into
VERAISON architecture, specifically focusing on its evidence signature verification
capabilities (Section 2.4). This step is a prerequisite to developing a WASM module to
encapsulate the SEV-SNP evidence signature verification logic along with functions to
convert the proprietary evidence to a EAT format. The next phase involves integrating
our WASM module with the VERAISON framework. This requires developing a
REST endpoint to incorporate the WASM module into the existing architecture of
VERAISON.

Throughout the implementation process, we encountered several challenges,
particularly in areas such as data format conversion, ensuring compatibility between
our WASM module and VERAISON, and navigating through the integration of
continuously updating open source code. The following sections explain each phase
of the implementation, the challenges faced, and the solutions developed.

5.1 System Implementation Overview

Figure 7 shows an overview of our attestation verification system, illustrating the flow
of data and the key components involved in the process.

c

WASM moduleAMD SEV-SNP
Confidential VM Result

(EAR)
Relying
Party

Wasmtime

Veraison

Evidence
(EAT)

Evidence
verification and
result signing

Evidence
validation and

conversion

SEV-SNP evidence
+VCEK/VLEK key 

Reference Values,
Appraisal Policy

Figure 7: System Implementation Overview

Our system architecture integrates several crucial components to facilitate secure
and efficient attestation verification:

• Attester–AMD SEV-SNP Confidential VM. The entity being verified. In our
system, the AMD SEV-SNP confidential VM is the attester. It provides the
SEV-SNP evidence along with the VCEK/VLEK keys, which are essential for
the verification process. It also provides a WASM module to the verifier.

• Verifier–Veraison. It is the core of an attestation verification system. It receives
both the evidence and the WASM module from the Attester. It consists of two
main parts:
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– The loadable Module–WASM Module. This module encapsulates the
platform-specific logic for evidence validation and conversion. It validates
the SEV-SNP evidence and converts it into EAT format.

– Evidence Verification and Result Signing. This component takes the
standardized evidence, appraises it with provided endorsements, and signs
the result.

• Relying Party. It receives the EAR from the Verifier (Section 2.6). Based on
this result, it makes trusted decisions about the attested system.

This demonstrates our system’s ability to handle platform-specific attestation
schemes (in our case, AMD SEV-SNP) while maintaining a standardized verification
process. The use of WASM modules for platform-specific logic ensures extensibility,
allowing easy integration of additional attestation schemes in the future.

5.2 WebAssembly Module Development

The most important step in our implementation is the development of the WASM
module. For this step, first we write the validation and conversion functions and
then compile them to WASM. In our case, we use a pre-existing validation function
extracted from the SNPGuest tool, and write the conversion function from scratch,
and then compile both to WASM. This decision, as discussed in Section 4, enhances
the portability and security of our solution, allowing it to run in various environments
without compromising on performance or isolation.

5.2.1 Validation

The first step in validating SEV-SNP attestation evidence is to check the signature
of the evidence. This is important for ensuring the integrity and authenticity of the
evidence. We utilize capabilities of the SNPGuest tool, adapting its functionality to
work within our system.

SNPGuest Tool Integration. The AMD SNPGuest tool validates SEV-SNP attes-
tation evidence by checking its signatures and certificates. The verification process
takes evidence and certificates as input and returns a result indicating whether the
report’s signature was successfully validated against the certificate’s public key or
not. In our implementation, we use the signature validation function of the SNPGuest
tool to verify the authenticity of the AMD SEV-SNP evidence. We then adapt it to
compile to a WebAssembly module and ensure that the extracted functionality operates
independently of the full SNPGuest environment. To ensure that the SNPGuest
tool compiles to WASM, OpenSSL is also compiled for WebAssembly to provide
cryptographic functionality within the WASM runtime. The certificates required by
SNPGuest are bundled by the attester and sent to the verifier and are stored in the file
system, as this aligns with the original SNPGuest functionality. For this integration
we also make sure that the tool’s functionality works the same way when compiled to
WASM.
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5.2.2 Conversion

After successfully verifying the signature of the AMD SEV-SNP evidence, we process
and structure the evidence data (the structure of which can be seen in [47]). This
conversion is important for ensuring compatibility with the VERAISON framework
and adherence to the EAT format.

The conversion begins with parsing the binary AMD SEV-SNP evidence, which
contains security parameters and measurements of the attested environment. We
develop a parser that extracts specific fields from the evidence. The key fields we
extract include the the family ID, image ID, and measurement data. These elements
are read from specific positions within the binary file. These fields are essential for
establishing the security state and identity of the attested environment.

We map these extracted fields to corresponding EAT claims. This conversion
preserves the information in the evidence reprot while converting it to a standardized
format that can be processed by the VERAISON framework. The structured format
also enables consistent verification policies to be applied across different attestation
technologies.

5.3 Integration with VERAISON

The integration of our WASM module with the VERAISON framework is a critical
step of our implementation. This integration ensures that our validation and conversion
processes fit into the larger attestation verification workflow.

We develop a dedicated REST endpoint which is the primary interface between
our WASM module and the VERAISON existing architecture. This approach not only
maintains the modularity of our solution but also leverages VERAISON’s already
established communication protocols. The REST endpoint facilitates the dynamic
loading and execution of the WASM module.

The choice of WASM runtime is not critical for the core functionality of our
attestation system, as WASM is designed to be portable across many runtimes. For our
implementation, we used Wasmtime [48] due to our team’s familiarity and experience
with it, and also because it provides WASI support which is relevant for our use
case as it provides standardized access to system interfaces, including file systems,
which are necessary for certain operations in our attestation process as discussed
in Section 5.2.1. Our implementation restricts file system access to a single, designated
directory through WASI pre-open directories. This ensures the WASM module can
only access files within its designated workspace, preventing unauthorized access to
the host system. Wasmtime also offers good performance characteristics, which is
important for maintaining efficient attestation processes.

Key aspects of the integration include loading and initializing the WASM module
within the VERAISON framework, configuring necessary WASI capabilities and
establishing the secure execution environment. The module receives raw attestation
evidence from the REST endpoint, validates it, and converts it to the required format.
The processed output then moves to appropriate VERAISON components for further
handling.
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This approach combines our dynamically loadable WASM module with the existing
VERAISON framework, creating an efficient and secure attestation verification system.

31



6 Evaluation

We evaluate our multi-platform attestation verification solution, focusing on the AMD
SEV-SNP implementation. The evaluation examines our PoC implementation against
the requirements and design goals set earlier.

Our assessment covers the requirements outlined in Section 3.3 i.e. Security
Requirement SR, Functional Requirement FR, and Performance Requirement PR.

This thesis primarily focuses on performance requirements, as meeting performance
thresholds is critical for the module’s viability, while ensuring that the security and
functional requirements are met and maintained.

6.1 Performance Requirement Analysis

The system’s performance is evaluated to ensure that the attestation process does
not introduce unacceptable amounts of latency. This is accomplished by calculating
execution time breakdowns for each operation in the attestation process.

6.1.1 Test Cases

We consider three cases to evaluate our PR. These cases represent various operational
scenarios that the system may face in real-world deployments, allowing us to evaluate
its performance, efficiency, and adaptability under varying conditions.
Case 1: First-time Module Execution (Cold Start). This case represents the scenario
when the system enncounters the WASM module for the first time i.e. the module is
not present in any cache. During this execution, Wasmtime must translate the module
into native code and initialize a new instance. This case occurs when an attester sends
the attestation evidence for the first time, and the verifier needs to request the WASM
module from a relying party or external URL, and there is an associated overhead for
downloading and compiling the module.
Case 2: Module Caching (Warm Start). This case represents the scenario when the
system enncounters the WASM module for the first time i.e. the module is not present
in any cache. Wasmtime then converts it to native code and creates a new instance.
This case occurs when an attester sends the attestation evidence for the first time, and
the verifier needs to request the WASM module from a relying party or external URL,
and there is an associated overhead for downloading and compiling the module.
Case 3: Memory Cache - Instance Caching (Hot Start). This case represents the
ideal conditions for repeated attestations. In this case the module instance has already
been built and cached in memory, the system reuses the existing instance from the
cache, and there is no overhead from downloading or compiling the module. This
instance is for high-frequency attestation requests and sustained operation without
system reboots.

We evaluate our system’s performance in these three scenarios. This enables us
to detect potential bottlenecks in first-time executions, evaluate the effectiveness of
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our caching methods, and establish the system’s ability to handle repeated attestations
efficiently. The results of each of these situations will be discussed in the following
sections.

6.1.2 Development Setup

This section outlines the development environment and tools used in implementing
our system.
Hardware and Operating System. The implementation was developed on a virtual
machine running Ubuntu 22.04.4 LTS (Jammy Jellyfish), selected for its stability and
comprehensive development support. The development environment utilized an Intel
Xeon processor (Sandy Bridge architecture) operating at 2.8GHz, providing sufficient
computational capacity for development and testing requirements.
API Testing Tools. Initial API testing was conducted using Postman for its robust
request-response analysis capabilities. As testing requirements evolved, we transitioned
to Python scripts to enable systematic automated testing of the REST API endpoints.

6.1.3 Performance Metrics

To evaluate the effectiveness and efficiency of our system, we measured execution times
across our three test cases by running each test case for an average of 1000 runs, as well
as memory and CPU consumption to determine the system’s load while processing
requests. These measurements help us understand how quickly and efficiently the
system processes requests.

Execution Times. We measure execution times for various operations within the
attestation process. Key operations of the verification process, in our case, includes:

• Creating or getting the WASM module instance: This operation involves either
instantiating a new WASM module (in case of a Cold Start) which requires
compiling the WebAssembly bytecode to native machine code and setting up the
execution environment, loading a cached module from disk (in case of Warm
Start), or reusing an existing instance from memory (in case of Hot Start).

• Signature validation: This step verifies the cryptographic signature attached to
the attestation evidence, ensuring the authenticity and integrity of the evidence.
It involves cryptographic operations to validate that the evidence is generated
by a legitimate TEE and has not been tampered with.

• Other Operations: This involves parsing and analyzing the attestation evidence
data, extracting relevant claims and measurements, and verifying them against
expected values. This includes validating the various measurements of the
evidence and finally creating an attestation result EAR which is sent to the
Relying Party.

Figure 8 shows the breakdown of the total execution times for each of the cases
1-3 The execution time analysis reveals significant differences across our three test
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Figure 8: Total Execution Time Breakdown Across Test Cases

cases. The significant time taken is by ‘Get or Create WASM Instance’ operation and
‘Signature Validation’ operation. The other operations include parsing the request
form, session related operations, conversion of the evidence, and processing the
evidence. We will take a look at some of time taking operations in detail next.

Now, taking a look at the comparison of time taken for Creating or Getting WASM
Instance in Figure 9 across the three cases. Cold Start, has the maximum time for
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Figure 9: Time to Get or Create WASM Instance
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instance creation. This is expected as it involves compiling the module and creating
a new instance from scratch. Warm Start shows a reduction in time compared to
Cold Start. This improvement is due to the cached module file, which eliminates the
need for recompilation in case of a restart. Hot Start shows the least time due to the
reuse of an already-created instance stored in memory, bypassing both compilation
and creation steps. These results highlight the performance benefits of our caching
strategies, particularly the effectiveness of memory caching in minimizing the time
required to obtain a WASM instance.

Next, Figure 10 presents the total time taken for signature validation across our
three test cases.
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Figure 10: Signature Validation Time Across Test Cases

As evident from the Figure 10, Cold Start shows the longest validation time,
likely due to initial setup overheads. Warm Start demonstrates improved performance,
benefiting from cached components. Hot Start exhibits the shortest validation time,
showcasing the cumulative benefits of our caching strategies. This trend underscores
the importance of optimized caching in reducing overall attestation verification times.

Figure 11 shows the detailed breakdown of the signature validation process across
our test cases. It shows the time taken by different sub-operations within the validation
process. We observe that ‘Open attestation report’ consumes the largest proportion of
time in all cases. Notably, the time for getting the keys decreases from Cold Start to
Hot Start. The time taken for signature validation remains in the same bracket.

Finally, we take a look at the signature validation performance between our WASM
implementation and a native implementation of the SNPGuest tool.

Figure 12 shows signature validation times for each of our three test cases in
WASM, along with the time taken by the native implementation. We observe that
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Figure 11: Signature Validation Breakdown Across Test Cases
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Figure 12: WebAssembly vs. Native Signature Validation Performance

there is not a significant difference between the time taken by this operation in WASM
vs. native code which is written in Rust.

Memory Usage. To measure the memory consumption of our system, we utilize
the pidstat command which is reponsible for reporting the statistics of linux asks.
It provides detailed resource utilization of processes. We measure the Resident
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Set Size (RSS), which represents the portion of a process’s memory that is held in
RAM (non-swapped physical memory). The measurements are recorded in kilobytes
throughout the attestation process, and we calculate the average values across multiple
test runs.

Cold Start Warm Start Hot Start0

50k

100k

150k

200k

250k

300k

350k

400k

M
em

or
y 

Us
ag

e 
(k

ilo
by

te
s)

371,008

193,904

71,046

Figure 13: Memory Usage across Test Cases

Figure 13 shows Cold Start that has the highest initial memory usage due to
module compilation and instance creation, and Warm Start which has reduced memory
usage compared to Cold Start, reflecting the benefits of module caching on memory
usage. Hot Start shows the lowest and most stable memory usage, indicating efficient
instance reuse. The memory usage patterns align with our expectations, showing
improved efficiency as we move from cold start to hot start scenarios.

CPU Usage. Again using the pidstat command, we measure the total percentage
of CPU time utilized by our verifier process. This measurement metric shows how
intensively the CPU was being utilized during each second of the attestation verification
process. A lower percentage indicates that the process spent more time waiting for
I/O operations or using cached resources, while a higher percentage suggests more
intensive computational tasks such as compilation and instance creation.

In Figure 14 we can see CPU usage patterns across the three test cases that align
closely with our observations from memory usage (Figure 13). Cold Start shows high
CPU utilization which is expected due to the computational intensity. In Warm Start,
we observe a reduction in CPU usage than in Cold Start. Hot Start shows the most
efficient CPU utilization. This low and stable CPU usage in Hot Start reflects the
effectiveness of instance reuse, eliminating the need for resource-intensive compilation
and creation processes. Overall, the CPU usage data matches with our memory usage
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Figure 14: CPU Usage across Test Cases

chart, showing the significant performance improvements achieved through caching
mechanisms.

Our performance metrics show that the system performs signature validation
reasonably well i.e. the performance in WebAssembly is comparable to native code
implementation, with minimal overhead. These results validate our approach of using
WebAssembly for portability while maintaining performance, and demonstrate that
our implementation satisfies the PR by minimizing overhead, especially in optimized
scenarios. The solution requires optimizations which will further improve the efficiency
of the system.

6.1.4 Performance Requirements Evaluation

The PR to ensure that the attestation process does not incur impractical levels of latency,
is satisfied by the implementation of the system and can be visualized in Section 6.1.3.

Hot Start shows significantly reduced latency compared to Cold Start, indicating
good performance optimization. The breakdown of total execution time in Figure 8
shows that the major processes are completed within acceptable time frames. The
system’s ability to cache and reuse instances (Hot Start) suggests good potential for
handling high volumes of attestation requests with minimal overhead.

The most significant latency occurs in the initial WebAssembly module compilation
in Cold Start, but this is a one-time cost reduced through our caching strategy. Hot
Start’s performance, which used cached instances, shows that our implementation can
handle attestation requests with minimal additional overhead as compared to e.g. the
VERAISON framework processing similar evidence using the native implementation
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(as shown in Figure 12). Also, given that attestation verification would normally occur
along with or as part of a TLS handshake, which generally takes around 300ms to
complete [49, 50], our implementation’s latency falls well within acceptable bounds
as it does not significantly extend the overall connection establishment time.

6.2 Security Requirement Analysis

We evaluate the system’s ability to establish trust between different entities through
a chain of robust attestation mechanisms, starting from the attestation evidence
production to its final validation. The trust establishment is not only dependent on
successful validation of attestation evidence from AMD SEV-SNP, but relies on
trusting the attestation mechanism itself. This trust in the attestation mechanism
ensures that when evidence is successfully validated, it provides meaningful security
guarantees about the attester’s state.

We trust that the attestation mechanism within the TEE cannot be compromised to
produce false measurements or forged signatures. This trust is rooted in the hardware-
backed security properties of AMD SEV-SNP. When attestation evidence is received,
its validation occurs through a WASM module specific to the TEE. The integrity of
this validation process is maintained through the use of certified WASM modules from
trusted manufacturers, ensuring that the validation logic correctly implements the
necessary cryptographic verification steps and properly validates the evidence. The
sandboxed nature of WASM provides additional security guarantees. The integrity
and authenticity of the evidence received by the verifier is validated by the certified
WASM module.

While our current PoC implementation does not include the complete certification
mechanism for WASM modules, the system’s design incorporates these security
requirements. The verifier maintains the integrity of the validation process by ensuring
that only properly certified modules are used for validation, and that these modules
operate within their designated security boundaries.

6.3 Functional Requirements Analysis

The ability to interface with multiple TEEs across different platforms is the primary
functional requirement of the system. We evaluate this through the system’s design
flexibility to potentially support TEE technologies other than our use case and
the integration of the loadable module with an existing verifier, which shows its
compatibility with an existing attestation framework.

Our system design satisfies this requirement by using a loadable module. In our
implementation, a WASM module is dynamically loaded. This method enables cross-
platform compatibility and runtime loading, allowing the system to support various
TEE technologies without platform-specific dependencies. Our implementation shows
compatibility with AMD SEV-SNP attestation, which uses certificate-based validation
and can be encapsulated within a WASM module.

The feasibility of our modular attestation verification method is demonstrated by
the effective integration of our WASM module with an existing verifier. Using We-
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bAssembly technology, we achieved platform independence, robust security isolation,
and smooth runtime adaptation to diverse TEE environments. This implementation
shows that, while preserving security and dependability, our design clearly satisfies
the primary requirement for flexible, cross-platform TEE support.

Our current implementation does not provide the WASM module with network
access, which limits the types of verification that can be performed. For example,
verifying Intel SGX attestation with EPID requires interaction with Intel’s attestation
service, and certificate revocation checking requires access to online services. However,
these limitations could potentially be addressed by having the attester include pre-
verified attestation evidence (such as signed responses from these services) rather than
raw attestation data.

In conclusion, our evaluation demonstrates that the implemented solution satisfies
the established requirements in either design, implementation, or both. The use of
WASM for the verification module proves to be an effective approach in achieving
both portability and security. While there are areas for improvement, particularly in
first-time execution scenarios and extending security features, the overall design and
implementation address the requirements of our work.
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7 Discussion

In this section we take a look at the limitations of our implementation. We will also
talk about the improvements that can be made in the design and implementation, along
with the future work that could address these limitations and expand the capabilities
of our multi-platform attestation verification solution.

7.1 Limitations

This section discusses some of the design and implementation limitations for our
solution, which can be explored in the future as well.

7.1.1 Design Limitations

Limited Access to External Resources. In our design, the module cannot indepen-
dently retrieve revocation lists or certificates from external sources, potentially limiting
its ability to perform up-to-date verifications. This limitation was incorporated into
our design to maintain security in our PoC. Allowing WASM modules unrestricted
network access could introduce significant security risks. A more complete solution
involves implementing a controlled interface that allows the WASM module to re-
quest specific external resources through a well-defined API, maintaining isolation
while enabling necessary external validations. For instance, the host could provide
pre-verified certificate revocation lists to the module, or implement a secure proxy for
specific external attestation services.

Lack of Real-Time Online Validation. The current design does not support online
checks such as certificate revocation status, which is important when dealing with
certificates that have limited validity periods. To partially address this limitation,
we incorporate validity periods in our EAT output. The timestamps included in the
EAT allow the verifier to make time-based decisions, though this does not completely
replace the need for checking current certificate status.

Absence of Encrypted Evidence Support. The design does not currently support
encrypted evidence verification, which impacts scenarios where confidentiality is
needed, such as when a CPU vendor wants to keep certain values restricted during the
attestation process. For example, in some TEE implementations, certain platform-
specific measurements or values in the attestation evidence might need to remain
confidential from intermediate verifiers while still being verifiable. This involves
scenarios where only authorized verifiers with specific cryptographic keys are be able
to access sensitive portions of the attestation data. Our current WebAssembly-based
verification process operates on plain-text evidence, limiting its application in such
scenarios. Supporting encrypted verification requires additional cryptographic key
management mechanisms and modifications to both the module interface and the
verification logic, which were beyond the scope of our PoC.
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7.1.2 Implementation Limitations

Simplified WASM Module. The WASM module implemented in this PoC provides
basic functionality for evidence validation and conversion. It may not cover all possible
edge cases or complex scenarios that could arise in a production environment. Our
solution works well with certificate-based attestation models but it may face challenges
with TEEs that need external API calls or online services, such as Intel SGX with
EPID which requires interaction with Intel’s attestation service, which is not currently
possible within our WASM module’s confined execution environment. Similarly, in
the case of real-time online certificate revocation checking, additional architectural
considerations are required to accommodate external network calls.

Security Measures. Basic security measures have been implemented which include
the use ofWASM’s sandboxing features. However, security audit andpenetration testing
has not been conducted. Also, the current design does not include a mechanism for
verifying the trustworthiness of the WASM module e.g. by a signature. Implementing
such a verification system requires developing a complete Public Key Infrastructure
(PKI) for module signing and verification. This would involve creating a chain of
trust, managing certificates, handling key distribution, and implementing signature
verification protocols—components that are outside the novel part of this research
project which focuses on demonstrating the feasibility of attestation verification through
WASM.

Error Handling and Recovery. While basic error handling is implemented, the PoC
may not cover all possible error scenarios or provide recovery mechanisms for WASM
module integration that are expected in a production-grade system. Our implementation
handles fundamental errors such as invalid signatures and malformed evidence, but
does not fully address scenarios such as mechanisms for logging, monitoring, and
alerting to detect potential security issues or attacks, as well as graceful shutdown
strategies when module execution fails. These aspects, while being important for
production deployment, were considered beyond the scope of this PoC implementation
that focuses on demonstrating the core functionality of the attestation verification
solution.

Cross-Platform Compatibility. While WASM is designed to be platform-independent,
the PoC has primarily been tested on a limited set of operating systems and hardware
configurations. Our solution has been tested for AMD SEV-SNP. The design should
theoretically work on any platform that supports WASM runtime environments, as
WASM’s platform independence is a key feature. However, cross-platform compatibil-
ity may be limited in cases where e.g TEE requires OS-specific system calls or direct
hardware access (like Intel SGX enclaves). Also, TEE technologies with different
attestation models requiring interaction with external services, requires modifications
to our current design.
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These limitations point to areas that require further work and refinement, but despite
the constraints, our PoC demonstrates the fundamental principles of our design and
lays a foundation for continued research and development.

7.2 Future Work

The work presented in this thesis opens several promising research directions and
potential improvements in the field of attestation verification. While the current
implementation focuses on AMD SEV-SNP, the architecture is extensible to support a
wider range of TEE technologies. This extension requires developing and integrating
verification modules for different platforms, ultimately working toward a more gener-
alized framework capable of accommodating new and emerging hardware attestation
schemes.

The current WASM module implementation is ready to evolve into a more
sophisticated WASM component utilizing a WASM Interface Type (WIT) interface.
This transition to the WebAssembly Component Model presents opportunities for
enhanced interoperability and integration capabilities. The adoption of WIT is
positioned to improve the module’s integration with various systems and enhance
overall performance characteristics.

Performance optimization remains an important area for future research. While
the current implementation demonstrates the feasibility of WebAssembly-based
attestation verification, there are clear opportunities to identify and address performance
bottlenecks, particularly in execution speed and memory utilization. Such optimizations
make the solution more practical for resource-constrained environments.

Integration with attested-TLS protocols represents another significant research
direction [51]. Such integration requires careful consideration of performance re-
quirements within TLS handshakes and leads to improved security in authenticated
communications.

Several security enhancements remain to be explored. One key area is building
better ways to handle external resources like revocation lists and certificates—essential
tools for verifying trust. Real-time verification and time-sensitive attestation checks
require research, especially since stale attestation evidence can create security gaps in
fast-changing systems. Another interesting direction is encrypted verification, which
becomes important when dealing with sensitive platform measurements that need to
remain confidential, even during the verification process.

These potential improvements and research directions contribute to making our
attestation verification system more robust, flexible, and widely applicable across
different computing environments. The field continues to evolve, presenting ongoing
opportunities to enhance the effectiveness and accessibility of remote attestation
technologies.

43



8 Related work

8.1 Current Remote Attestation Mechanisms

Remote attestation includes many different approaches, each designed for specific
security, privacy, and operational needs. These mechanisms help establish trust
by letting systems verify the integrity and authenticity of hardware and software
components in connected environments.

8.1.1 Vendor-specific Solutions

Hardware-based attestation has grown considerably since TPMs first appeared in
the early 2000s. TPMs established the basics of remote attestation using hardware-
based root of trust [52], and newer technologies like Intel SGX have built on this
foundation with new attestation methods. Intel’s Enhanced Privacy ID (EPID) service,
as described by Johnson et al. [53] explain how Intel’s Enhanced Privacy ID (EPID)
services work for checking and setting up secure environments. ARM’s PSA offers
another perspective on attestation. Tschofenig et al. [54] explain the PSA attestation
framework in the IETF draft, which aims to standardize security interfaces across
ARM-based IoT devices. AMD’s SEV-SNP Guest Tool [2] provide robust verification
capabilities but are tightly coupled to their respective hardware platforms. These
platform-specific approaches, while secure, create significant integration challenges in
heterogeneous environments.

8.1.2 Cloud-provider Solutions

Major cloud providers have developed their own attestation services to support
confidential computing initiatives. AWS Nitro Enclaves, as described by Amazon Web
Services [55], offers a specialized attestation mechanism for their isolated compute
environments. Similarly, Google Cloud’s Confidential Computing, explained by
Google Cloud [56], provides attestation services for their confidential VMs. These
cloud-specific solutions are robust but they are tied to their respective platforms.

8.2 Standardization Efforts and Cross-Platform Approaches

Previous attempts at hardware-agnostic attestation verification have explored various
approaches. The IETF RATS working group has defined attestation standards that
aim to address cross-platform attestation challenges. Birkholz et al. [26] provide
a comprehensive architecture for remote attestation, establishing a foundation for
interoperable attestation systems. While this architecture defines the necessary
components and protocols, it does not solve the implementation challenges of platform-
specific verifiers.

The fragmented nature of current attestation systems presents significant challenges
in heterogeneous environments. Gu et al. [57] propose UniTEE, a unified attestation
framework that addresses interoperability between different TEE technologies through

44



a microkernel-based design. While their work demonstrates the feasibility of unified
attestation, it relies on native implementations of verification logic for each platform,
requiring separate compilation and deployment processes.

The verifier VERAISON is a framework for attestation verification that implements
the RATS architecture [6]. However, while VERAISON offers a unified API for
verification, it still requires platform-specific verification plugins to be developed and
integrated for each TEE. This integration process introduces significant operational
challenges in practice such as the compilation and maintenance for each platform-
specific verification plugin, creating a substantial operational overhead.

Our approach addresses these limitations by leveraging WASM as a compilation
target for verification plugins, enabling a single binary to run across different platforms
without recompilation. Moreover, since the WASM module is provided by the attester
alongside the evidence, the responsibility for maintaining and updating the verification
logic shifts from the verifier to the attester, significantly reducing the operational
complexity for verification systems.

8.3 WebAssembly in Security Applications

Since its introduction, WASM has proven particularly valuable for security-critical
applications. It has a sandboxed execution environment and near native speed, which
makes it suitable for our attestation verification system. While researching cross-
platform verification options, we discovered crucial research findings that backed our
decision to use WASM.

Security researchers thoroughly studied WASM’s capabilities as a secure com-
pilation target. Lehmann et al. [45] found that WASM offers robust memory safety
guarantees and control-flow integrity methods built in by design. These security
qualities are critical for our verification tool, which must operate in strict isolation
while processing potentially malicious attestation data.

We chose WASM based on its performance. Herrera et al. [44] found that WASM
implementations perform similarly to native code on computational workloads. This
finding was particularly important for our use case, as verification speed has a direct
impact on total system responsiveness.

The practical application of WASM in cryptographic contexts has also been well-
documented. Rossberg [46] successfully implemented portable cryptographic libraries
using WASM, establishing its viability for security-sensitive operations. Similarly,
Konoth et al. [58] extended WASM’s application to secure multi-party computation,
demonstrating its effectiveness in complex cryptographic protocols.

Through our development process, we found that WASM’s combination of security
features and performance characteristics aligns perfectly with the requirements of our
attestation verification system. Its portability across different platforms has allowed
us to create a more flexible and maintainable solution compared to traditional native
implementations.
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Our research builds upon such foundations and leverages WASM and the VERAISON
framework, to create a solution that aims to not only supports multiple TEE technologies
but also offers the flexibility to adapt to emerging attestation schemes.
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9 Conclusion

In this thesis, we addressed the challenge of verifying attestation evidence across
different TEE platforms. Each TEE technology implements its own platform-specific
verification scheme, making it difficult to build unified attestation system that can
operate across different hardware platforms. We addressed this challenge by devel-
oping a hardware-agnostic attestation verification solution using WASM to unify the
verification process across different TEE implementations.

The key innovation in our approach lies in the use of WASM as a portable validation
and conversion module for attestation verification modules. Our implementation
process involved three main steps. We utilized the SNPGuest tool for validation of
AMD SEV-SNP evidence, converted the evidence to EAT, then compiled it to WASM,
in order for it to be portable across different platforms. Finally, we integrated the
resulting WASM module with VERAISON, an open-source verifier, extending its
capabilities beyond its current support for other platform-specific verification solutions.

To assess the effectiveness of our solution, we performed comprehensive per-
formance testing, particularly comparing our WebAssembly-based verifier against
native implementations. We analyzed the execution patterns of various verification
components, revealing interesting behavioral patterns across different scenarios.

While our results show promising performance metrics, we acknowledge the
limitations in our current work. The current implementation focuses on AMD SEV-
SNP, with the WASM module providing only fundamental functionality and we have
not yet implemented a certification mechanism. Although our WebAssembly approach
establishes a solid foundation for extensibility, considerable development effort will
be needed to expand support to other TEE platforms.

Our research yielded several significant insights:

• The practicality of using WASM for attestation verification, offering a balance
between portability and performance.

• Successful integration of AMD SEV-SNP attestation verification into the
VERAISON framework, demonstrating the extensibility of our approach with
an existing verifier.

• Comparable performance between our WebAssembly-based solution and native
implementations, with only marginal overhead in most scenarios.

• The potential for significant reduction in development and maintenance efforts
for multi-platform attestation systems.

This workdemonstrates a promising path forward towardunifying remote attestation
verification across diverse TEE implementations. Our use of WASM and open-source
technologies has established a practical foundation for building more flexible and
interoperable attestation systems. While challenges remain, particularly in expanding
TEE support and fine-tuning performance, our approach represents a meaningful
advancement towards platform-agnostic attestation verification solutions. The results
suggest that hardware-independent attestation verification is not just theoretically
possible, it is practically achievable with current technologies.
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