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The number of households with local area network increased drastically in 
recent years. A typical home network includes multimedia server, which is 
used to share photos, music and video content over a local network. Thus, the 
access to such server from a remote location is an important issue. The new 
emerging technologies, such us home automation, are aimed to increase 
comfort and security of home residents. The ability to control home devices 
and be always aware of a situation at home is a vital part of any home 
automation system. The security of such remote access is another important 
issue.

Until recently, remote access has been widely used for corporate networks in 
form of VPNs. In this thesis, we analyzed several existing solutions to the 
issue: PPTP, IPSec and OpenVPN, among others. We made a conclusion that 
they do not suit specific needs of remote access to a home network. Some of 
them do not support multicast messages that are widely used by UPnP media 
servers and home automation systems; others are complicated to set up and 
require advanced networking knowledge from home users.

The solution we discuss in this thesis, proposes a secure way to access network 
nodes in a home network from a remote location, with support of unicast, 
broadcast and multicast traffic. The solution does not introduce a new protocol, 
but instead reuse IETF approved protocols and standards. The implementation 
of the proposed solution is presented, its feasibility is analyzed and compared 
with existing VPN solutions.
Keywords: VPN, GRE, tunneling, TLS, DHPC, home network, multicast 
Language: English_____________________________________________
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AES Advanced Encryption Standard
AH Authentication Header
BOOT? Bootstrap Protocol
DHCP Dynamic Host Configuration Protocol
DNS Domain Name System
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HG Home Gateway
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HTTP Hyper Text Transfer Protocol
ICMP Internet Control Message Protocol
IETF Internet Engineering Task Force
IKE Internet Key Exchange
IP Internet Protocol
IPSec IP security
IPv4 Internet Protocol version 4
IPv6 Internet Protocol version 6
ISP Internet Service Provider
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L2TP Layer 2 Tunneling Protocol
LAN Local Area Network
MAC address Media Access Control address
NAT Network Address Translation
OS Operating System
OSI Model Open Systems Interconnection Basic Reference Model
PPP Point-to-Point Protocol
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PPTP Point-to-Point Tunneling Protocol
RAC Remote Access Client
RACN Remote Access Client Node
RAS Remote Access Server
RASN Remote Access Server Node
RFC Request For Comments
SSL Secure Socket Layer
TCP Transmission Control Protocol
TLS Transport Layer Security
UDP User Datagram Protocol
UPnP Universal Plug and Play
VPN Virtual Private Network

B byte; 8 bits (b)
KB kilobyte; 1 024 (210) bytes
MB megabyte; 1 024 (210) kilobytes, 1 048 576 (220) bytes
GB gigabyte; 1 024 (210) megabytes, 1 073 741 824 (230) 

bytes
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Chapter 1 

Introduction

1.1 Background

Until recently, Local Area Networks (LAN) in households' were primarily 
the realm of technophiles - most of the families did not need more than one 
computer to deal with everyday needs. The rapid grow of the Internet in the 
last 10 years, provided great number of the personalized application, such as 
online shopping, social networking, instant messaging or multiplayer 
computer games. For many families, one computer is no longer enough and in 
a household with multiple computers, a home network often becomes a 
necessity rather than a technical toy. [1]

Several years ago, home networks mostly provided home computers with 
shared access to the Internet. But nowadays, we can find the multitude of 
different devices, including personal computers, laptops, peripherals devices 
(printers, scanners etc.), home entertainment systems and digital video 
recorders, that communicate with each other and provide various functionality 
to home users. We can share photos, videos and music files among all devices 
in the home network through media server; program Digital Video Recorder 
to save favorite TV show; be aware of what is going on with wireless 
cameras, control other PCs remotely, etc. We should also consider a new 
emerging trend - home automation systems (HAS). [2]

Home automation is aimed at increasing the comfort and the security of home 
residents. [3] Home automation offers a multitude of possibilities for control 
and maintenance, for example:

Further, we will call them home networks.i
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• Video surveillance;
• Lock status checking and remote opening;
• Measuring, logging and displaying the consumption of resources 

(electricity, water etc.);
• General alarm system which uses data from multiple sensors in the 

household (motion detectors etc.);
• Remote switching of appliances (stoves, car heaters, coffee makers 

etc.).

Needles to say, setting up a HAS2 increases a functionality of the home 
network many times.

1.2 Problem statement

Remote access to a home network is an important issue for many 
homeowners. It is very convenient to have access to home computers and 
media files from any computer connected to the Internet. It is also very 
important issue for home automation, because homeowners can be outside of 
the home network for lengthy periods while still wanting to receive 
information about events at home and control different home automation 
services from a remote location. The security of such remote access is a vital 
issue. If a malicious person gets access to a home network, consequences can 
be dramatic. [4]

There are various remote access solutions available for corporate 
environments. Virtual Private Networks (VPN) became a de-facto standard 
for many international companies. With VPNs, it is possible to establish a 
virtual3 communication network over an existing insecure network4. The 
main concept on which VPN bestows is tunneling. Tunneling is an 
encapsulation of the payload protocol within a delivery protocol. There is a 
multitude of remote access solutions for corporate networks based on 
tunneling. [5]

Nevertheless, home networks are quite specific. They are usually maintained 
by persons without network administration skills. They have quite limited

2 The automation systems available now are quite limited, but we can be sure that in the 
next several years they will provide more functionality.
3 Virtual - because there is usually no direct physical connection between nodes of such 
network.
4 Usually corporate VPNs are built over the Internet [5],

2
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amount of nodes (in comparison to corporate networks) and usually have 
several UPnP-enabled media devices5. UPnP is a set of protocols that allows 
devices in the LAN to communicate with each other without the need to be 
manually configured. The main goal of this technology is to simplify the 
implementation of a home network. UPnP is also considered as a “silver 
bullet” for home automation systems [6]. Thus, we may assume that with the 
development of a home automation technologies the amount of UPnP enabled 
nodes in a home network will increase drastically. UPnP utilizes multicast for 
message exchange; such messages can reach only locally connected nodes in 
the IPv4 home network6. [7]

Different VPNs solutions for corporate environment are discussed in this 
thesis, but, unfortunately, most of found unusable for remote access to a home 
network. Typically, corporate VPNs are quite complicated to configure and 
administer, require purchasing of expensive hardware equipment or do not 
support multicast.

The main objective of this thesis is to design and develop a remote access 
solution that can safely and easily be used to provide access to home 
networks.

1.3 Scope

The solution concentrates on the physical and network layers (i.e. IP layer). 
One of the main objectives is secure tunneling of TCP/UDP messages and the 
emulation of the seamless presence of the remote node in a home network.

Network Address Translation (NAT) issues are left out of the scope in this 
thesis. Therefore, this solution requires that the server component should have 
a public IP address in order to be accessed by clients. When this is not the 
case, proper port mappings should be in place in NAT boxes behind which the 
server component resides.

The implementation part of the work was dedicated mostly to the server 
component of the solution. The implementation details of the server

5 Typically, among them, we can find a UPnP multimedia server that share photos, music 
and videos over the local network.
6 However, several technologies, that make multicast over the Internet possible, exist. Most 
of them use encapsulation of multicast data in unicast packets that are sent over the Internet, 
for example MBONE [54],

3
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component are extensively covered in this thesis. A client component for 
Linux is also developed, but only for the testing purposes. Client 
implementation is briefly covered in this thesis, since it is still “work in 
progress”.

1A Organization of the Thesis

The thesis begins by explaining the concept of tunneling and covering some 
existing solutions in Chapter 2. Chapter 3 discusses the requirements for the 
remote access system to a home network. Chapter 4 describes the system 
architecture of our Remote Access solution. This is followed by a discussion 
on the chosen technologies, server and client implementation details in 
Chapter 5.

Chapter 6 is dedicated for the evaluation of the developed Remote Access 
solution. It begins with the performance evaluation of the implementation and 
the discussion of the findings. Then, we point out implementation limitations 
and evaluate the solution accordingly to the specified requirements.

Chapter 7 finalizes the thesis with our conclusions and ideas for a future 
work.

4



Chapter 2 

Existing Solutions

In this chapter, we introduce the underlying technology of any VPN solution
- tunneling. We also discuss some of the existing solution to the problem 
statement listed in the Section 1.2.

2.1 Introduction to Tunneling

The idea of tunneling is quite old. In October of 1994 Network Work Group 
submitted RFC 1701 - The General Routing Encapsulation [8] and RFC 1702
- Generic Routing Encapsulation over IPv4 networks [9] that provided a 
standard for tunneling data. Nevertheless, those documents did not define a 
new protocol. Instead, they proposed how to encapsulate the data of one 
protocol in another one and how it can be used as the basis for other 
protocols.

The concept of a Generic Routing Encapsulation is quite simple. An original 
packet is encapsulated in a payload of a new packet. On top of that, new 
protocol and delivery headers are added. No encryption is done. The process 
is presented schematically in the Figure 2.1. [5]

GRE principles are widely used in tunneling. The tunneling typically includes 
two endpoints that wish to communicate securely through an untrusted 
network. One endpoint encapsulates and/or encrypts a packet, destined for 
another endpoint, into a new packet that can be routed through the global 
network. When the tunneled packet reaches an endpoint, original packet is 
decapsulated and decrypted.
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Tunnel information

Header Header

Header

Figure 2.1: A general concept of encapsulation.

There are three protocols involved in the process [10]:

• passenger protocol - a protocol of tan original packet that need to be 
tunneled;

• encapsulating protocol - a protocol into which original packet is 
encapsulated, for example TCP/UDP;

• carrier protocol - a protocol that is used to deliver the tunneled packet 
to an endpoint. For example, if the tunnel is made over the Internet, the 
carrier protocol is IP.

Tunneling is possible on the different layers of Open Systems Interconnection 
Basic Reference (OSI) model. Typically, the level of a passenger protocol is 
on the same or lover level than the carrier protocol. For example, a tunnel 
implemented in the Network layer, can encapsulate in its payload packets of 
the Network layer (IP) and Data Link layer (Ethemet/PPP).

2.2 Point-to-Point Tunneling Protocol

The most well-know technology that utilizes Layer 2 tunneling (encapsulating 
packets on the Data Link layer) is Point-to-Point Tunneling Protocol (PPTP).

Created in 1996, PPTP protocol is one of the first VPN solutions. The 
protocol specification is published in RFC 2637 - Point-to-Point Tunneling 
Protocol [11]. It is also one of the widely distributed solutions, because 
Microsoft included a PPTP client in its operation systems starting from 
Windows 95 OSR2. Client implementations also exist for the great variety of 
mobile devices (Palm, Windows Mobile, Apple iPhone, BlackBerry).

6
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PPTP was designed to tunnel PPP7 frames over an IP carrier network. PPTP 
protocol encrypts and encapsulates PPP packets into IP datagrams that are 
transferred over the Internet to the PPTP server. The server decapsulate and 
decrypts the PPP packet from the received IP datagram. PPTP supports 
TCP/IP, IPX and NetBEUI as passenger protocols. Packet format is illustrated 
on the Figure 2.2. [12]

TCP header

IP header

PPP header

GRE header

IP header

Figure 2.2: PPTP packet format.

The recent research [10] claims that: “PPTP is inherently insecure because 
there are too many unauthenticated control packets that are readily spoofed”, 
and suggests to replace PPTP with L2TP technology based on IPSec.

2.3 IPSec

IPSec (IP security) is a suit of three protocols used for securing Internet 
Protocol (IP) communications by authenticating and/or encrypting each IP 
packet in a data stream. Two of the protocols, Encapsulating Security Payload 
(ESP) and Authentication Header (AH), provide authentication and data 
integrity features. ESP can also be used for the data encryption. The third 
IPSec protocol, Internet Key Exchange (IKE), is used for peer authentication 
and key exchange processes. [10]

IPSec was developed as an Internet Security Standard on Layer 3, and has 
been standardized by the Internet Engineering Task Force (IETF) since 1995 
[5], The latest specification was produced in December of 2005 in RFC 4301 
- Security Architecture for the Internet Protocol [13]. IPSec implementation is

7 PPP protocol is widely used by ISPs to provide dial-up access to the Internet. Please note 
that most of the home LANs are build using Ethernet technology.

7
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a mandatory part of IPv6 [14], but nowadays it is commonly used to secure 
IPv4 traffic.

With IPSec, it is possible to encapsulate any traffic on Network or Transport 
layers. There are two modes of IPSec operations:

• Tunnel mode;
• Transport mode.

In tunnel mode, the whole IP packet (headers and payload) is encrypted and 
encapsulated into a new packet, and then forwarded to another end of a 
tunnel. The IPSec enabled receiver decapsulates and decrypts incoming 
packets, transforms them into IP datagrams and delivers to a local destination 
in a usual manner. IPSec tunnel mode is widely used for network-to-network 
communications to establish a secure tunnel between IPSec enabled routers. 
In tunnel mode, the IP addresses of a sender and a recipient are protected 
from eavesdropping as well as other data.

In transport mode, only the payload of the IP packet (TCP/UDP/ICPM packet 
etc.) is encrypted and encapsulated. This approach slightly reduces an 
overhead caused by tunneling, but IP addresses become vulnerable. Thus, an 
attacker can identify who is communicating with whom. Transport mode is 
used for host-to-host communications. The IPSec packet format is presented 
in the Figure 2.3.

Data

TCP/UDP header Data

IP header TCP/UDP header

ESP/AH header ESP/AH header

IP header IP header

Tunnel mode Transport mode

Figure 2.3: IPSec packet format.

The biggest drawback for a home user is that current specification of IPSec 
does not support broadcast and multicast traffic. However, Multicast Security 
Working Group of IETF is currently working under some drafts that aiming at 
adding of multicast support to IPSec. [5]

8
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The complex structure of IPSec and modifications in a operating system 
kernel (IPSec works from kernel space) create many possible security holes. 
In comparison to other solutions, IPSec produces quite high amount of traffic 
overhead. Moreover, it is hard to find clean and simple documentation about 
IPSec that is targeted to end users. [10]

Another serious drawback of IPSec is its inability to function behind NATs. A 
source address of a packet is hashed while forming the AH header. If a NAT 
node changes this source address, an IPSec server on another end of the 
tunnel calculates a different hash while integrity checking for a packet 
integrity. Thus, an incoming packet is dropped, because IPSec assumes it has 
been tampered with. A solution to this problem is to use ESP header only.

Despite the drawbacks we listed, IPSec is quite widely used for corporate 
VPNs and available almost for every platform. Some of the router 
manufacturers produce models for corporate networks with a built in IPSec 
server.

2.4 Open VPN

OpenVPN is a relatively new8 open source VPN solution mainly designed for 
point-to-point connections. It supports both Network and Data Link layers 
encapsulation. The OpenVPN protocol is not standardized by IETF.

Originally designed for Linux, OpenVPN uses virtual network interfaces9 to 
route traffic to a remote server/client. Every application that is capable of 
using a real network interface can also use the virtual interface. Applications 
can read from and write to this interface. Any packet, written to the OpenVPN 
interface, is encrypted and then sent through the Internet to the other end of 
the tunnel. By default, tunneling is done over UDP, but TCP is also supported 
[5]. The recipient decrypts the packet and sends them through the OpenVPN 
interface to the destination. OpenVPN has two authentication modes [15]:

• A static key, when pre-shared key is generated and shared between 
both OpenVPN peers before a tunnel is created. A static key contains 4 
independent keys: HMAC send, HMAC receive, encrypt, decrypt;

h The first public version OpenVPN 0.90 was released in may of 2001.
9 For more details about TUN/TAP please refer to the Section 5.1.8.

9
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• SSL, when peer certificates are used for bidirectional authentication 
(each side of a tunnel should present its certificate) and key exchange.

In the first mode, both hosts use the relevant parts of a pre-shared static key to 
encrypt and decrypt messages that are sent through a tunnel. In the second 
mode, an SSL session is established when authentication is successful. Before 
sending data to a tunnel, OpenVPN multiplexes SSL session data with 
encrypted packet that should be tunneled. Since SSL is designed to operate 
over a reliable transport, but OpenVPN by default runs over UDP, an 
additional reliability layer is provided by the implementation. The packet 
format can be seen in Figure 2.410.

Data

Custom OpenVPN header 

Original TCP/UDP header

Original IP header

Original Ethernet header 
(optional)

TLS header 

Reliability layer header 

TCP/UDP header 

IP header

Figure 2.4: OpenVPN packet format.

When compared against IPSec VPN technology, OpenVPN has serious 
advantage, as it traverses most of firewalls and NATs. OpenVPN server 
multiplexes all communications over a single TCP/UDP port, which should 
be manually opened on a network firewall, to allow incoming connections.

There are two types of tunnels that can be established with OpenVPN [16]:

• Routed IP tunnels;
• Bridged Ethernet tunnels.

10 We may not be sure that the figure is absolutely correct. There is no official 
documentation regarding protocol stack or packet format, hence, we can only assume it by 
analyzing OpenVPN implementation. Custom OpenVPN header usually contains HMAC, 
IV and sequence number of the packet.

10
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The Routed IP Tunnel mode utilizes a TUN interface and cannot provide 
VPN clients with IP addresses from the address space of a network to which 
remote connection is established. Thus, when a client connects to remote 
network, it uses its own separate subnet. The routing tables on both the 
OpenVPN client and the server are set up in such way that IP datagrams are 
seamlessly tunneled between them.

An Ethernet Bridging involves a combination of an Ethernet interface with 
one or more virtual TAP interfaces to establish a virtual Ethernet LAN 
running on a single subnet. When a client connects to a remote network 
through a Bridged Ethernet tunnel, it gets an IP address from an address space 
of a remote network. After that, a client is able to interact with nodes in a 
remote network, as if they were connected locally. [17]

The functionality of bridging and routing is quite similar. The major 
difference is that with Bridged OpenVPN it is possible to tunnel any protocol 
that can function over Ethernet, including IPv4, IPv6, IPX, AppleTalk etc. 
The tunneling of broadcast and multicast traffic is also supported. Routed 
OpenVPN supports only IPv4 and IPv611. In addition, broadcast messages 
from a remote network will never reach connected clients. On the other hand, 
Routed OpenVPN is more efficient and scalable than Bridged one. [18]

As we can see, only Bridged OpenVPN supports unicast, multicast and 
broadcast traffic, which makes it suitable for homeowner needs. Additionally 
it is possible to configure the OpenVPN server in such a way that it will 
assign IP addresses to connected clients from the address range on the home 
network. There are two ways to do this.

The easiest way is to use the server-bridge directive to set address range from 
home network that will be used for connected clients. However, this range 
must be separate from the DHCP server range used on a home subnet. For 
example, server-bridge may use all addresses between 192.168.1.200 and 
192.168.1.254, but DHCP server must be manually configured to lease 
addresses in range 1-199. In such scenario, the IP addresses of a client never 
appears in the lease list of a DHCP server. [17]

With the second method, the OpenVPN server can be configured to negotiate 
IP leases with an existing DHCP server in a home network. However, in some 
cases, to achieve this, the DHCP server should be configured to differentiate 
between local clients and VPN clients (i.e. remote clients) to avoid

11 Only when TUN drivers on both ends of the tunnel support it explicitly.

11
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misconfiguration (e.g. instructing remote clients to use a local default 
gateway). Note that not all DHCP severs can be configured in such a way.

It is easy to notice, that both approaches require a homeowner to have 
network administration skills and provide seamless presence with some 
limitations. Another unsolved issue of OpenVPN is address clashes. Imagine 
that the client connected to the subnet 192.168.1.0/24 connects to a home 
LAN that has the same subnet. In such case, OpenVPN does not know how to 
route traffic between them. The documentation [17] suggests using unique 
numbering for home LAN subnets.

12



Chapter 3 

Requirements

In following sections, we present requirements for our remote access solution. 
The research is part of the Tekes Smart Home Systems project. Some of the 
requirements are also based on the purpose of the project.

3.1 Deployment Simplicity

A typical homeowner usually does not have any network administration 
skills. A home network is configured once and most likely will not be 
changed later. A new devices that connect to a network configure themselves 
automatically with use of DHPC and UPnP technologies.

Thus, a proposed system should work without any modification to a current 
home network topology. No changes to a home gateway that may require 
advanced technical knowledge from a homeowner (i.e modifications of the 
DHCP server configuration) should be needed. The ideal solution should 
work according to the principle of “plug and play”. Hence, it can be an 
additional node that simply connects to a home network and provides remote 
access, while reqiuring minimal attention from the homeowner.

3.2 Reuse of Existing Protocols

Usually, any newly created protocol is considered by Internet Engineering 
Task Force (IETF)12, with certain amount of skepticism. The more solution

12 A community that develops and promotes the Internet standards
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looks “general” the more easily it can be adopted. In most cases, creation or 
use of proprietary protocols can be avoided at minimal costs, by adopting 
ideas and practices of existing protocols. Thus, the Remote Access solution13 
should reuse as much existing and approved IETF protocols as possible. The 
creation of any proprietary protocols is discouraged.

3.3 Seamless Presence

As a rule, nodes in a home typically have an IP address that has been 
allocated from the private IPv4 address space. Thus, in such a way, they form 
a local area network.

In order to provide better compatibility with the application and protocols that 
are in use in a home LAN, a network node (the remote node) that connects 
remotely should “seamlessly” present in a home network. By “seamless” 
presence, we mean the following:

• A remote node must have IP address from an address space of a home 
network, thus it must be a part of LAN;

• Any node in a home network can access remote node it the same way it 
accesses LAN nodes;

• A remote node can access any node in the home LAN;
• Any type of traffic (unicast, broadcast, multicast) is supported between 

a remote node and a home node;
• Any protocol that runs on top of IPv4 (TCP, UPD, ICPM etc.) is 

supported between a remote node and a home node.

3.4 Secure Tunneling

A home network usually connected to the Internet, a remote node also 
typically has access to the global network. Thus, a channel between a remote 
node and a home network can be done over the Internet. The tunneling of the 
“Data link layer” packets is ambiguous in such usage scenario, hence, only IP 
packets can be sent through a tunnel. [19]

13 At the moment, a solution we designed does not have a name. Thus, in this thesis, we 
would refer to it using capital letters - Remote Access.
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However, the data on such tunnel can be easily eavesdropped on and 
tampered with, as it is transmitted in a plain format. A harm of any malicious 
actions can be very substantial. Thus, a tunnel should be secure. For the 
encryption of tunnel traffic, a lightweight cryptographic protocol must be 
used. A protocol also should be accepted by IETF and be able to traverse 
most of firewalls and NAT boxes.

3.5 Client - Server Components

A tunnel over the Internet is done between two endpoints, one is the Server 
and another is the Client.

The Server is a software component of a proposed solution, which resides in a 
home network. A home network should provide its nodes with access to the 
Internet. The Server component must run on a router with OpenWRT 
firmware, and thus can be plugged to a network as a usual node. OpenWRT is 
Linux distribution for embedded devices, thus, the Server component may 
also run on normal Linux PC. The Server responsibilities are:

• To present remote nodes as members of a home network;
• To tunnel any type of traffic (unicast, broadcast, multicast) between 

nodes in a home network and remote nodes.

The Client is a software component of a solution, which is used to access 
home network nodes from a remote location. A node on which the Client runs 
should have an access to the Internet. Clients must be able to encapsulate 
transmitted packets without having to implement a TCP/UDP/IP stack in user 
space. The client should run on:

• Nokia smartphone;
• Linux PC.

For authentication and security purposes, both the Client and the Server 
should have certificates and public/private key pairs. Certificates must be 
signed with a self-signed root certificate, which is generated for each home 
network. In addition, Server and Client application shout run from an 
userspace. This requirement allows an implementation to be ported to another 
operating system, other than Linux. Additionally, an implementation in 
userspace provides an additional security buffer that exists between an user 
and a kemelspace.
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Chapter 4

Remote Access Architecture

The Remote Access solution we are going to discuss further was designed and 
implemented by the author of this thesis'4 at Data Communications Software 
Laboratory of Helsinki University of Technology, in Espoo, Finland.

In this chapter, we introduce an architecture from the high-level point of view. 
The next chapter, Chapter 5, provides a more detailed view on the actual 
implementation and problems we have faced.

4.1 Remote Access Components

There are several components in a home network:

• Home Gateway (HG): router with the Internet connectivity, NAT 
functionality and optionally firewall functionalities;

• Remote Access Server (RAS): a software necessary to make a remote 
access possible. The RAS should have a SSL certificate, and a 
public/private key pair. This certificate can be self signed;

• Remote Access Server Node (RASN): a device that includes a software 
necessary to make the remote access possible. We assume that it is 
separate device in the home network on which RAS runs. It can be 
either OpenWRT enabled router or Linux PC;

• Home Network Node (HNN): Any other device in a home network; 14

14 This would never have happened without a great multitude of help from Gabor Fekete, 
Jukka Manner and Mikael Latvala.
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• DHCP Server: A device in a home network allocating IPv4 addresses 
to HNNs. This role can be played by RASN, HG or by any other node 
in the home network.

Solution also includes:

• Remote Access Client Node (RACN): Node that runs RAC to access a 
home network. A number of connected RACNs is in a theory 
unlimited, yet, some practical upper bound is defined by the RAS 
hardware and software. For example, there cannot be more than 254 
devices connected to a home network with subnet mask /24;

• Remote Access Client (RAC): A software on the RACN that 
communicates with RAS and makes a remote access possible. The 
RAC should have a SSL certificate, and a public/private key pair.

A Network topology is presented in the figure below.

Figure 4.1: A network topology of the Remote Access solution.

4.2 Protocol Stack

The designed Remote Access solution does not require a new custom header 
for packets. Instead, it uses a general packet encapsulation principles 
explained in RFC 1702 - Generic Routing Encapsulation over IPv4 networks 
[9]. A motivation for this was the requirement to make as few changes to the 
existing protocols as possible. Thus, making the whole solution very general 
and facilitating easier adaptation of the Remote Access solution.

The protocol itself has only one limitation, the data inside of a tunnel can be 
only IP datagrams. Thus, it is the responsibility of the RAC and the RAS not
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to let an Ethernet frames to go through a tunnel. The protocol stack is 
presented in the Figure 4.2.

Original
packet

Tunnel
headers

Application

TCP/UDP/ICMP

IP

TLS

TCP

IP

Ethernet

Figure 4.2: Remote Access protocol stack.

4.3 Communications Overview

The main component of a system architecture is the RAS. When it starts, it 
begins to listen for incoming connections. Whenever RAC connects, a 
standard TLS handshake is initiated. On success, a secure tunnel between 
RAC and RAS is established.

After that, in order to obtain IP from an address space of a home network, 
RACN should send DHCP Discover IP datagrams through a tunnel. RAS 
decapsulates an incoming IP datagram from the tunnel, sends it to a home 
network, and waits for reply from the DHCP server. Whenever a reply comes, 
RAS sends a corresponding IP datagram through a tunnel to the RACN. 
When DHCP communication stage is over, RACN successfully obtains an IP 
address from an address range of a home network and RAS is aware of this IP 
address.

When RACN wants to access any node in a network, it sends IP datagrams 
through a tunnel. RAS get them from a tunnel and forwards them to a home 
network. The reply packets, sent by HNNs are captured by RAS, processed 
and sent through a tunnel back to a corresponding RACN. In such way, RAS 
acts as an agent in a home network, emulating a local presence of RACNs.

Besides unicast messages destined to the RACNs, RAS also captures all 
broadcast and multicast traffic generated in a home network and tunnels it to 
RACNs. Whenever RACN receives such traffic, reply to a home network can

18
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be sent through a tunnel. A general message flow is presented in the Figure 
4.3.

Figure 4.3: The Remote Access solution basic communications.

The communication trough a protocol stack is presented in the Figure 4.4. To 
clarify it, we should agree that:

• Flome Address refers to any IP address from an address space of a 
home LAN;

• Internet Address is an Internet IP address that is assigned by 
ISP/network operator to a node. Using this address, a node can contact 
another node over the Internet.

The applications at RACN are unaware of a tunnel. Thus, they act as if RACN 
presents in a home network while sending out a packet. In the IP header, a 
packet’s source IP address will be RACN’s Home Address and a destination 
IP address will be a Home Address of HNN that RACN tries to reach. Before
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sending a packet through a tunnel, RAC encrypts and encapsulates an IP 
datagram. A resulting packet, which goes through the Internet, has a source 
IP address equal to an Internet Address of RACN and a destination IP 
address is an Internet Address of the RASN. RAS receives a tunneled packet, 
decrypts and decapsulates an original IP datagram send by an application on 
RACN, and then forwards it to a home network. A packet, which is received 
by HNN, does not indicate a fact that it has been sent from a remote location. 
In such way, application on«HNN thinks that RACN is just another node in a 
home network.

HNN

RACN

Application

TCP/UDP/ICMP

Src: RACN Home Address 
Dst: HNN Home Address

TLS

TCP

.p Src: RACN Internet Address 
Dst: RASN Internet Address

Ethernet

Application

TCP/UDP/ICMP

Src: RACN Home Address 
Dst: HNN Home Address

Src: RACN Home Address 
Dst: HNN Home Address

TLS

TCP

ip Src: RACN Internet Address 
Dst: RASN Internet Address

Ethernet

A

RASN

Figure 4.4: Communications through protocol stack.
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Chapter 5

Remote Access Implementation

In this chapter, we present our implementation of the RAS functionality. We 
begin by describing the technologies we have chosen for the implementation 
in Section 5.1. The details of RAS implementation are discussed in Section 
5.2. The overview of the Remote Access client is done in Section 5.3.

According to the project requirements, Linux was chosen as a software 
platform. The idea was to do the development work on PC and then port RAS 
implementation to OpenWRT router.

5.1 Chosen Technologies

In this section, we discuss the technologies that were selected for the RAS 
implementation.

5.1.1 Transport Layer Security

As we mentioned before, there should be a secure tunnel between RACN and 
a home network. For securing the communications, we decided to choose 
Transport Layer Security (TLS). TLS15 is a cryptographic protocol that 
provides an endpoint authentication and secure communications over the 
Internet. Version 1.0 of the protocol was described in 1999 in RFC 2246 [20] 
and shortly afterwards became widely adopted by many applications.

15 TLS has been previously known as SSL, version 1.0 of TLS is equal to SSL 3.1 [44].
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TLS operates between application and transport layers. In other words, below 
such protocols as HTTP and FTP, but above TCP. It can be used to secure any 
protocol that uses a reliable transport. The most popular example is a 
combination of TLS and HTTP that forms HTTPS, used to secure World 
Wide Web pages for applications such as an electronic commerce. As we can 
see from Section 2.4, OpenVPN uses TLS to tunnel an entire network stack, 
thus creating a Virtual Private Network. TLS is also being used by many SIP 
applications to provide authentication and encryption. One of the other 
reasons we chose TLS, is that TLS traffic is usually not blocked by firewalls. 
Thus, allowing a secure remote access from any network.

Instead of a commonly used server side authentication (when only the 
server’s identity is ensured and clients remain unauthenticated), we decided to 
use a mutual authentication. With a mutual authentication both endpoints - a 
server and a client have to identify themselves. A mutual authentication 
requires a public key infrastructure (PKI) deployment to clients.

In this thesis, we are not going to consider PKI deployment issues. For our 
proof-of-concept implementation, we generated a self-signed certificate that is 
used as a certificate authority (CA). Then, using a CA certificate, we created 
server and client certificates and then transferred them to tunnel endpoints.

5.1.2 OpenSSL

OpenSSL16 is an open source implementation of SSL (v.2/3) and TLS (v. 1.0) 
protocols. Written in C, this library implements not only basic cryptography 
functions but also provides the huge variety of utility functions. The versions 
are available for most of the operation systems, including Windows, Mac OS 
and Linux. For our implementation, we have used the latest version available 
- 0.9.8g.

5.1.3 OpenWRT

As it is stated in the Chapter 3 Requirements, RAS should run on OpenWRT 
enabled routers as well as on Linux PCs. OpenWRT17 is an open source 
Linux distribution for embedded devices. It has started as an attempt to run 
Linux on Linksys WRT54G series routers, but since then dramatically 
evolved, and now supports other chipsets and manufacturers, including

16 Official webpage is available at http://www.openssl.org/.
17 Official webpage is available http://openwrt.org/.
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Netgear, D-Link, Asus, and many others. One of the substantial features of 
OpenWRT is that it is not just a simple Linux-based firmware, but rather a 
full featured Linux distribution for embedded devices. It runs the same 
kernel18 we can find in the most popular desktop distribution. [21]

Another advantage is that OpenWRT is not a static firmware; it provides a 
fully writable file system with package management tools. This allows users 
to configure their routers accordingly to their needs and install custom 
packages. The most of usual Linux tools such as iptables, nano and tcpdump 
are available in the form of backports. Any other application can be relatively 
easily ported, packaged and deployed to OpenWRT.

There is a large and an active community of OpenWRT users and developers; 
hence getting help is fairly easy. On top of that, OpenSSL package already 
exists for OpenWRT. Thus, the development of RAS can be done in C on a 
Linux PC and then ported (compiled and packaged) to OpenWRT. For our 
implementation, we used ASUS WL-500g router, flashed with the latest 
available firmware - OpenWRT Kamikaze 7.09.

5.1.4 Dynamic Host Configuration Protocol

Due to the requirement that the solution should reuse existing protocols as 
much as possible, we decided to use Dynamic Host Configuration Protocol 
(DHCP) in order to assign a home IP addresses to the connected remote 
clients.

A DHCP provides configuration parameters to Internet hosts, such as IP 
addresses, subnet masks, a default gateway, and other IP parameters [22]. 
DHCP emerged as a standard protocol in 1993 as the successor of BOOTP 
protocol. The initial version of the protocol is defined in RFC 1531 - Dynamic 
Host Configuration Protocol [23]. The current version of DHCP, released in 
1997, is explained in RCF 2131 [24]. There is also the proposal of a standard 
for IPv6 networks that can be found in RFC 3315 - Dynamic Host 
Configuration Protocol for IPv6 (DHCPv6) [25]. DHCP operations consist of 
four basic phases: IP discovery, IP lease offer, IP request, and IP lease 
acknowledgment.

• DHCP DISCOVERY. When a client (any network aware device) 
connects to a new network, it sends a broadcast DHCP DISCOVERY

18 Or just a bit lover one. For some routers OpenWRT uses kernel 2.4.
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message requesting necessary information from a DHCP server. A 
client can also request last-know IP address and if such an address is 
still valid and available in a network DHCP server may grant a request. 
If a requested IP address is not valid, the DHCP server may deny 
request, thus making a client to ask for a new one, or simply to ignore 
it.

• DHCP Offer. When the DHCP server receives a request for an address 
from a client, it chooses an address from a pool of available addresses 
and sends a DHCP OFFER message to a client. This message contains 
an address the DHCP server is willing to lease, a lease duration, a 
gateway address, a subnet mask and an address of the DHCP server.

• DHCP Request. When a DHCP client receives an offer, it must 
confirm to the DHCP server that a leased IP address is going to be 
accepted. Thus, it sends a broadcasts DHCP REQUEST message 
containing an offered IP address.

• DHCP Acknowledgement. When the DHCP server receives DHCP 
REQUEST, it resends configuration parameters to a client with DHCP 
ACK message. At this point address allocation is done and a client may 
configure its network interface with acquired parameters.

DHCP server DHCP client

_DHCP DISCOVERY_ 
broadcast

_DHCP OFFER 
unicast

_DHCP REQUEST_ 
broadcast

DHCPACK_
unicast

Figure 5.1: Scheme of typical DHCP session.

5.1.5 Linux Packet Filtering

A packet filter is software that analyzes the passing packets and performs 
certain operations on them according to well-defined rules and instructions. A 
packet filter might let packet to go through (do ACCEPT), completely discard
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it (do DROP) or do some more complicated actions. In Linux, a packet filer is 
built into a kernel19. In modem Linux kernels, a packet filter consists of four 
tables:

• Mangle table, used for mangling packets;
• Nat table, used for used for Network Address Translation;
• Raw table, used to disable handling of a packet by connection tracking 

system;
• Filter table, used for filtering packets.

Each of them also contains the list of mies, called a chain. There are 5 
different chains:

• PREROUTING;
• INPUT;
• FILTER;
• OUTPUT;
• POSTROUTING.

The Figure 5.2 illustrates how a packet traverses the tables and mies of a 
Linux packet filter. An incoming packet always appears first on the routing 
decision. If it is not destined to a local machine, it is routed through a 
FORWARD chain. Otherwise, it should go through the INPUT chain to a 
local machine. A packet sent from a local machine will go through the 
OUTPUT chain.

One of the reasons Linux is selected as a development platform is because it 
provides extensive tools for configuring kernel packet filtering. One of such 
tools is Netfilter. Netfilter is a framework that provides the set of hooks 
within the Linux 2.4.x and 2.6.x kernels for intercepting and manipulating 
network packets [26]. The software commonly associated with Netfilter is 
iptables.

iptables is a userspace command line program used to configure Linux IPv4 
packet filtering mleset [27]. With iptables, it is possible to add, remove and 
modifying mies in a packet filtering table.

19 Starting from kernel 1.1 [45],
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Figure 5.2: Linux packet filter.

5.1.6 Userspace Packet Queuing

Besides iptables, the Netfilter, discussed in the previous section, also provides 
a userspace queuing mechanism. The packets, traversing filtering chains, can 
be queued to userspace and then passed back to the kernel for further 
processing. It is also possible to modify queued packets before forwarding 
them back to the kernel, or specify a verdict for the packets, such as ACCEPT 
or DROP.

The Linux kernel has a module called a queue handler, used by the Netfilter 
to perform passing packets to and from userspace. A standard queue handler
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for IPv4 is an ip queue20. When a queue handler module is loaded, IP packets 
can be queued to a userspace with an iptables QUEUE target. For instance, 
the following command:

iptables -A OUTPUT -p icmp -j QUEUE

queues all locally generated IPCM packets to an ip queue module. A queue 
handler module will try to deliver captured packets to a userspace applications 
[28], The captured packets will be dropped if there is no application waiting. 
An application can implement a queue handler via libipq library.

5.1.7 Raw Sockets

A raw socket is software interface that can be used by a userspace application 
to create custom packets and to send or receive them to or from a network. 
Data, sent on a raw socket, bypass a network stack21 and is written directly to 
a network interface device driver. [29]

There are two kinds of raw sockets:

• IP layer raw sockets;
• Packet raw sockets.

The first type is used to send out IP datagrams. The Linux kernel will attach a 
missing Ethernet header, before writing it to a network interface device 
driver. The second type is used to send or receive full Ethernet frames or IP 
datagrams.

5.1.8 Virtual Network Kernel Drivers
TUN and TAP22 are virtual23 network kernel drivers that provide apacket 
reception and transmission for userspace programs. TAP is a Virtual Ethernet 
network device that operates with Layer 2 packets such as Ethernet frames. 
TUN is a Virtual Point-to-Point network device that operates on Layer 3 
packets such as IP packets. Drivers provide userspace applications with 
virtual interfaces tunX/tapX and character devices /dev/tunX and /dev/tapX24.

20 It is an experimental module provided with kernels 2.4 and 2.6.
21 The kernel never processes any contents of the packet sent with raw socket.
22 The homepage is available at http://vtun.sourceforge.net/.
23 They implement network devices that are supported entirely in software.
24 X is any numerical value used to unify an interface.
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When the application program opens a /dev/tunX or a /dev/tapX device file, a 
driver creates and registers the corresponding virtual interfaces. When an 
userspace application writes an IP datagram or an Ethernet frame to a 
character device, the kernel will receive this frame from a corresponding 
virtual interface. Thus, a TUN/TAP device delivers packets to a network 
stack, emulating reception from an external source. When the kernel writes to 
an interface, the data can be read by an application. When an application 
closes a device file, a driver automatically deletes a virtual device and all 
routes corresponding to it. [30]

5.1.9 IP Aliasing

IP alias is a “virtual” IP address that a network interface can have in addition 
to a real one25. IP Alias can be found in Linux kernels 2.0.x and 2.2.x, and 
available as a compile-time option in 2.4.x [31].

The Linux command line tool ifconfig, which is used to configure all aspects 
of a network interfaces (address, protocol, netmask, etc.) can be used to create 
IP aliases. For example, let us assume that the PC has one Ethernet interface, 
ethO, with the address 192.168.1.10 and a netmask 255.255.255.0. To create 
an IP alias we can execute the following command:

ifconfig ethO:1 192.168.1.20/32

This command tells to the kernel to bind IP 192.168.1.20 with a netmask 
255.255.255.255 to the Ethernet interface ethO using the alias eth0:l. A 
network node can be accessed on its alias IP addresses just as if they were 
normal addresses.

5.1.10 Concurrency

It goes without saying that a server application serving some amount of 
clients must be concurrent. Thus, we decided to use the most commonly used 
library on Unix-like POSIX systems - pthread [32], It provides an easy to use 
API for creating and manipulating threads.

25 As far as we know, there are no limitations for the number of IP aliases assigned to the 
same network interface.
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5.2 Remote Access Server

5.2.1 Overview

The main components of the RAS are:

• Server socket, which is used to listen for the incoming connections on 
port 443 and to tunnel the data;

• Client socket, which is created per each connected client to handle the 
connection;

• TLS module, which deals with the encryption of the data;
• Remote Node Descriptor (RND) table, which is used to store all 

relevant information about connected RACs;
• “Write to a home network” module, that utilizes RAW sockets;
• “Read from a home network” module, that uses IP aliases and a packet 

queuing;
• Virtual Ethernet Interface, which is invoked only in case RAS has to 

use an internal DHCP server running inside the RAS Node.

Internet Home networkRASN

External 
> DHCP

Internal
DHCP

Virtual Eth 
interfaces

Client
sockets

Server
socket

Write to a home network

packet raw socket

IPv4 raw socket

Read from a home network

Packet queuing

IP aliases

Figure 5.3: Remote Access Server structure.

Before proceeding further, we should introduce a RND table that is used to 
store information about connected nodes. One record in a RND table contains 
the following fields: •

• Accept socket descriptor;
• SSL socket descriptor;
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• DHCP transaction ID;
• Allocated IP address;
• MAC address;
• Timer value.

As a basis for the implementation of a RND table, we decided to use a linked 
list structure. Thus, each element in a structure has pointers to the previous 
and next elements in the list. Such kind of structure allowed us to have a 
dynamic table that consume very little amount of operation memory. In 
addition, with linked list structure we do not have to care much about the 
maintenance of the table. For example when an element is deleted, we only 
need to link its neighbor element to each other. RND implementation 
structure is presented in the following code snippet.

struct RND_record 
{

SSL * s s1; 
int asock; 
u_int32_t DHCPtrlD; 
u_int8_t CNIP[4]; 
u_int8_t CNMAC[6]; 
int timeout; 
struct dlist list;

};

5.2.2 Connection Initiation

RAS has one listening server socket on port 443 for the incoming connections 
from the RACs. When the RAC connects to the RAS, an incoming TCP 
connection is acknowledged and associated with an immediately created 
socket (accept socket). After that, RAS tries to establish a secure connection. 
It creates an SSL descriptor allocated to a newly created socket and runs an 
SSL handshake, followed by a mutual authentication procedure.

On success, we can assume that a legitimate RAC is connected, thus, an RND 
record is created in the RND table. The accepted socket and the SSL 
connection descriptors are added to the RND record. Whenever RAS notices 
an activity on an accepted socket, it looks for a corresponding SSL descriptor 
in the RND table and reads the data from an active tunnel. One of the first 
messages that should be sent through a tunnel by the RAC is a DHCP 
Discover message.
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5.2.3 Acquiring IP Address Using DHCP

In this section, we discuss issues we have to overcome in order to make 
RACN to obtain IP address via DHPC server in a home network.

5.2.3.1 External DHCP Server

In the initial setup, we decided that RAS will be a separate box in a home 
network and it will utilize the functionality of the external DHCP server that 
runs on a different node. We also decided to use IPv4 raw socket to send out 
incoming DHCP messages. Unfortunately, for our implementation, the kernel 
modifies a source IP address field when it is 0.0.0.0. It replaces zeroed IP 
address with current IP address that a system has. DHCP Discover message 
has a source IP address set to 0.0.0.0. As a result, a DHCP message 
forwarded to a home network appears to be malformed for the external DHCP 
server.

As we know from Section 5.1.7, along with a IPv4 raw socket we can also 
utilize the functionality of an Ethernet layer raw socket26 27. Thus, as an 
overcome to this issue, we decided to use a packet raw socket, with which we 
can fully control a message generation procedure [33]. We can create such a 
socket as follows:

sockraweth = socket ( AF_PACKET, SOCK_RAW, ETH_P_ALL );

When a DHCP Discover message arrives from RAC, RAS parses such 
message and stores the DHCP trans actionID11 and the MAC address of a 
client in the RND table. After that, RAS appends to the received IP packet a 
custom Ethernet header. A source MAC address in such header is the address 
of a physical interface of RASN and a destination MAC address is a 
broadcast28. The created packet is sent over a packet raw socket.

Since a destination MAC address of a sent packet is broadcast, the external 
DHCP sever can pick up a DHCP Offer and send a reply back to MAC 
address of a sender (which is MAC address of a physical interface where RAS 
is running or, accordingly to our notation, MAC of RASN). A reply from the 
server will be captured with an iptables packet queue. RAS then checks the 
transactionID of a captured packet and looks for the same one in the RND

26 Also known as a packet socket.
27 A unique identified for the DHCP session.
28 All bits are equal to 1, or in hexadecimal notation ff.ff.ff.ff.ff.ff.
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table. If a match is found, the DHCP Offer is sent through the corresponding 
TLS tunnel; if not it is returned back to a packet filter for further processing. 
The same operation repeats for the DHCP Request - DHCP Ack packet 
exchange, or any other DHCP message coming from RAC. When the DHCP 
Ack is received, RAS creates an alias using the leased IP and also adds it to 
the client’s RND record.

For the DHCP phase, no ARP is needed. The typical DHCP Discover 
message is sent as a broadcast. The DHCP Offer will be sent directly to 
RASN, which will store an IP to MAC binding for the future use. The DHCP 
Request will be sent without ARP since a binding is already cached, same 
with the DHCP Ack.

External DHCP server RAS RAC

T
I
i

*

Attach Ethernet header 
Src: RASN MAC 
Dst: broadcast 

and send it to the network

■* DHCP Discover

DHCP Offer----------------------> Forward IP datagram 
through the tunnel

Attach Ethernet header 
Src: RASN MAC 
Dst: broadcast 

and send it to the networkI------------------------------

DHCP Request

DHCP Ack--------------------- >
Forward IP datagram 

through the tunnel

i
i

Figure 5.4: Acquiring IP address using an external DHCP server.

32



CHAPTER 5. REMOTE ACCESS IMPLEMENTATION

5.2.3.2 Internal DHCP Server
According to the “Deployment Simplicity” requirement29, an ideal solution 
for the system would be a physical node that simply connects to a network 
and provides remote access. The router with OpenWRT software and installed 
RAS can be such a node. However, OpenWRT is very powerful platform that 
provides all features typical home router has. Thus, a RASN can replace HG, 
becoming a central device in a home network. In that case, RAC should get 
the IP lease from the DHCP server built into RASN. Unfortunately, the 
mechanism described in the previous section does not work for the scenario 
with an internal OpenWRT DHCP server - the DHCP packets are 
successfully forwarded with a packet raw socket, but OpenWRT DHCP 
server never replies. We have two assumptions for the cause of this problem. 
The first one is that OpenWRT DHCP server did not reply because the source 
MAC address of the forwarded DHCP Discover message was the same as the 
address of the interface on which the DHCP server is listening on. We tried to 
change the source MAC address of the outgoing packet to some randomly 
generated value, but still did not obtain any kind of response. The second, and 
most probable assumption, is that packets sent through the raw socket went 
directly to the network interface driver bypassing any kernel processing 
stages. Thus, an OpenWRT DHCP server never received a DHCP Dicovery 
packet.

Due to this issue, we had to come with another solution. In order to solve this 
problem, we decided to utilize virtual Ethernet interface described in Section 
5.1.8. When an internal OpenWRT DHCP server is running, the DHCP 
Discover messages, arriving through a tunnel, are processed as follows. RAS 
generates an Ethernet frame by appending MAC headers (Source: Virtual 
interface MAC, Destination: broadcast) to the received IP packet and writes it 
to the Virtual TAP interface (/dev/ram-tap). The data, written to such device, 
appears in an associated virtual Ethernet interface. Hence, an internal DHCP 
server receives it.

RAS receives the DHCP Offer that is sent back to the virtual interface by 
reading data from the corresponding /dev/ram-tap device file. The incoming 
packet is an Ethernet frame, thus RAS removes the Ethernet header and 
forwards the IP datagram through a proper TLS connection. The same 
procedure is executed for any DHCP message between RAC and RAS. The 
usage of the RND table and the creation of IP aliases is done in the same way 
as described in the previous section.

29 Listed in Section 3.1.
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Internal DHCP server
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RAS
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RAC

--------- 1---------

DHCP Discover

Attach Ethernet header 
Src: TAP MAC 
Dst: broadcast 

and write to /dev/rat-tap

DHCP Offer

Attach Ethernet header 
Src: TAP MAC 
Dst: broadcast 

and write to /dev/rat-tap

DHCP Ack

Remove Ethernet header 
and forward through the tunne^

DHCP Request

Remove Ethernet header 
and forward through the tunnel

Figure 5.5: Acquiring IP address using an internal DHCP server.

5.2.3.3 Forcing Broadcast DHCP Replies

Typically, the replies from DHCP server are sent as unicast messages. 
However, since our Remote Access solution uses raw sockets to send packet 
to a home network, it would be impossible for RAS to capture a reply from 
DHCP server30. Any DCHP Offer message is sent back to the MAC address 
of a client that is stored in the payload of a BOOTP protocol. Even though the 
header of the Ethernet frame, which is forwarded by RAS to the DHCP 
server, contains the MAC address of RASN, the reply is sent to the RACN 
MAC address. Thus, a packet will be lost, since there are no devices in a 
home network with the MAC address of RACN.

30 To configure an alias we need an IP address, which is obtained during DHCP 
negotiations. However, DHCP negotiations cannot be complete because RAS will never 
capture the DHCP Offer.
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Fortunately, it is possible to make the DHCP server send replies as broadcast 
messages, which can reach RASN. RFC 2131 [24] states that any DHCP 
message should have two octet field flags. All bits of this field except the first 
one are reserved for future use. They must be set to zero by clients and 
ignored by servers and relay agents. However, the first bit is defined as a 
broadcast flag. When fields Relay agent IP address and Client IP address is 
zero 31, and the broadcast flag bit is set; then the DHCP server sends 
DHCPOFFER and DHCPACK messages as broadcast.

Before sending out the DHCP Request from a client, RAS ensures this flag is 
set to broadcast by modifying the packet accordingly32. With this approach, 
RASN can easily capture the replies from DHCP server as it listens for all 
broadcast messages in a network. The transactionID of a captured packet then 
compared with the transactionID of the DHCP sessions stared by clients, 
using the RND table. Whenever a match is found, a message is forwarded to 
the corresponding node.

5.2.3.4 Loopback Connection

During the implementation stage, we decided to consider the scenario when a 
client connects to the RASN, while both of them reside in the same network33. 
Unfortunately, one issue appears when clients try to obtain an IP address 
using default DHCP Requests. The problem is caused by the fact that, 
typically a DHCP server leases IP addresses using the MAC address of the 
connecting clients as their identifier. Thus, only one IP address can be issued 
for each connected client.

However, RFC 1533 - DHCP Options and BOOTP Vendor Extensions [34] 
states that clients can use DHCP Option 61 to specify unique Client-identifier. 
The DHCP server will use this value to index its database of address binding. 
It is expected that the value of this option field contains hardware type and 
MAC address, but it is not required, any random number is enough. Thus, one 
of our recommendations for the RAC development is to use a Client-identifier 
option whenever possible. For example, when a client physically resides in 
the same LAN as the RASN, it should include a forged MAC address in a 
Client-identifier field of a DHCP Discover message. The MAC address of the 
interface client uses to connect to the LAN should be ignored.

31 This parameter is used only when client is in BOUND, RENEW or REBINDING state 
and can respond to ARP requests [24],
32 This operation requires UPD checksum recalculation.
33 There may be various reasons to do so, for example hide the real IP of RACN.

35



CHAPTER 5. REMOTE ACCESS IMPLEMENTATION

5.2.4 Sending to a Home Network

The IP datagrams received from a tunnel are sent to a home network with a 
IPv4 raw socket. The socket for sending out an IPv4 data can be created as 
follows:

sockrawip = socket(AF_INET, SOCK_RAW, IPPROTO_RAW);

The raw sockets allow new IPv4 protocols to be implemented in a userspace. 
In contrary, our implementation tries to keep the incoming34 IP packet as 
intact as possible. Typically, packets sent on a raw socket include a 
TCP/UDP/ICMP header but not an IP header. To send packets that include an 
IP header, an IPHDRINCL option must be set for the socket. Nevertheless, 
IPPROTORAW protocol implies an enabled by default IP HDRINCL and is 
able to send any IP protocol that is specified in the passed header. [35]

Sending of broadcast messages over an IPv4 raw socket is also not supported 
by default. We can enable broadcast sending with SOBROADCAST socket 
option, as follows:

setsockopt(sockrawip, SOL_SOCKET,
SO_BROADCAST, &setsocoptparam, sizeof (int));

HNN RASN RAS RAC

(T
ARP: who has HNN IP

ARP reply to RASN —>
Attach Ethernet header 
and send to the network

iiii

Forward the IP packet 
using IPv4 raw socket

Send IP packet

Figure 5.6: Sending to a home network.

To particularly send data on a raw socket, we are going to use the sendto 
function, which takes a packet destination IP address as the one of its 
parameters. As a result, kernel leaves the IP header intact, and in addition

’4 From a tunnel.
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adds proper Ethernet header before sending the data to a home network. 
When sending the packet out, the kernel also runs the ARP protocol to find 
the MAC address of the destination IP address. Thus, packet reaches the 
destination. The sequence diagram is presented in the Figure 5.6.

5.2.5 Reading from a Home Network

As we know from the Section 5.1.5, the latest35 Linux kernel contains 4 tables 
and 5 chains for packet filtering. Unfortunately, some of the routers do not 
support the latest36 OpenWRT version and thus can run only Linux kernel 
2.4. The kernel 2.4 does not have a raw table, thus we had to take into account 
this limitation in order to widen the supported hardware base. All used 
queuing rules are presented in the Figure 5.7; more details are discussed in the 
following subsections.

Network

Capture incoming 
packets for RACN IP

Capture multicast and 
broadcast

routing
decision

routing
decisionrouting

decision

Capture locally 
generated packets 

for RACN IP, broadcast 
and multicast

Network

mangle
FORWARD

filter
INPUT

filter
FORWARD

mangle
PREROUTING

mangle
INPUT

filter
OUTPUT

nat
PREROUTING

nat
POSTROUTING

mangle
POSTROUTING

mangle
OUTPUT

Remote Access 
Manager

Figure 5.7: Packet queuing rules.
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Kamikaze 7.06.
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5.2.5.1 Unicast Traffic

For the capturing of unicast traffic, we have used two rules. The one of them 
is:

iptables -t mangle -A INPUT -d [IP of the RACN] -j QUEUE

This rule captures all packets that appear on the RASN network interface and 
are destined for the RACN IP address. A packet sent by a HNN to the RACN 
has a destination IP address of a previously created alias. The MAC address 
of such an alias is equal to the hardware address of the RASN network 
interface. Thus, the unicast packet sent to RACN will always reach RASN.

Another queuing rule is:

iptables -t mangle -A POSTROUTING -d [IP of the RACN] -j 
QUEUE

The rule is needed to capture unicast traffic for the RACN, which is generated 
by the RASN itself37. For example, when RACN needs to access HTTP server 
that runs on RASN. Such packet will newer appear in the INPUT chain, but 
has to be captured as well. Please note, that this rule should be replaced with - 
t raw -A OUTPUT when all devices would support Linux kernel 2.6.

For all queued packets, RAS sets the verdict to NF DROP - thus dropping 
them from further processing. Then it makes a look up in the RND table for 
the SSL descriptor corresponding to the destination IP address of the packet 
and forwards it through secure tunnel to RAC.

Send packet Queue IP packet and drop 
from the further processing

Forward IP packet

RASN

Figure 5.8: Reading from a home network, unicast.

37 It is more logical to capture locally generated packets at -t mangle -A OUTPUT, but it is 
generally recommended to “do not filter in this chain since it can have side effects” [48],
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5.2.5.2 Broadcast and Multicast Traffic

For an incoming broadcast and multicast traffic, we used those two rules:

iptables -t mangle -A PREROUTING -m pkttype --pkt-type 
broadcast -j QUEUE

iptables -t mangle -A PREROUTING -m pkttype --pkt-type 
multicast -j QUEUE

Is it is processed almost in the same way as unicast traffic with only two 
differences. RAS leaves the captured traffic for the further processing by 
setting NF ACCEPT verdict. After that, RAS sends it to all active RACs 
without any changes. It is the responsibility of the RACN to handle multicast 
and broadcast properly.

To capture broadcast and multicast messages generated on RASN we used the 
following rules:

iptables -t mangle -A POSTROUTING -m pkttype --pkt-type 
broadcast -j QUEUE

iptables -t mangle -A POSTROUTING -m pkttype --pkt-type 
multicast -j QUEUE

HNN RASN RAS RN Other HNNs

Send broadcastcast/multicast Queue IP packet and leave 
from the further processing

Forward IP packet

Forward IP packet

Figure 5.9: Reading from a home network, broadcast or multicast.

5.2.6 Miscellaneous

One of the issues we encountered during the testing of RAS implementation, 
is that sometimes a client does not send a proper disconnection signal and 
thus tunnel connection remains to be open but useless. The issue is mainly 
caused by the current OpenSSL implementation. OpenSSL assumes that a
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disconnection happens only if the one side of the connection sends the close 
notify shutdown alert to a peer. When the peer (RAS in our case) receives 
shutdown message it closes the corresponding connection. Unfortunately, the 
implementation of a client for Symbian did not send the proper shutdown 
message from time to time. Besides, we should consider a scenario when a 
client suddenly loses connectivity. For example, when a user drops the phone 
to water, or some other extreme situation happens.

Thus, we decided to implement a disconnection timer mechanism. In our 
implementation, each connected RAC has a timeout variable in the 
corresponding RND record. A value assigned to the timeout variable 
constantly decreases in the separate timeout thread. On each successful data 
transaction over the SSL tunnel38, the timer value is reset. When the timeout 
value becomes zero, RAS assumes that the RAC has disconnected and thus, 
closes the tunnel and performs a cleanup procedure. We stored the MAC 
address of a connected client in RDN as well. Whenever a new client is 
connected, its MAC address is compared with all MACs that the RND table 
has. If a search gives positive result, it means that the client did not disconnect 
properly last time. Thus, the cleanup of the old connection is started.

Another issue we encountered was caused by our assumption that that 
OpenSSL library is thread-safe. This resulted in unpredictable behavior and 
random crashes of the multithreaded RAS. OpenSSL uses many data 
structures and it must be guaranteed that only one thread accesses them at a 
time. Designed to be used on multiple platforms, OpenSSL does not have a 
built in threading function because their implementation should vary from one 
platform to another. It is assumed that application programmers will perform 
the necessary steps to initialize the platform specific multithreading settings 
of the OpenSSL library. For our implementation, we have used functions 
from a book Network Security with OpenSSL [36] listed in Example 4-2: 
Extensions to the library to support the dynamic locking mechanism.

5.2.7 Porting to OpenWRT

A porting to OpenWRT was a rather easy task. We followed extensive 
instructions provided at the openwrt.org website and succeeded in running 
RAS on ASUS WL-500Gp router in less than two days. Almost no 
modifications to the code was required, the biggest task was to create proper 
make file and install all dependencies.

38 Only unicast traffic is counted, broadcast and multicast through a tunnel is ignored.
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Since RAS uses the OpenSSL library, we had to install libopenssl_0.9.8e- 
lmipsel package to the OpenWRT ASUS router. Besides that, RAS depends 
on several kernel modules that must be included to a firmware:

• iptables-mod-extra;
• kmod-ipt-extra;
• kmod-ipt-queue;
• kmod-tun.

We encountered only one problem when we ported RAS to OpenWRT. 
Condition variables did not work at all and a thread termination did not work 
correctly. We believe the issue was caused by some errors in the 
implementation of the pthread library for OpenWRT. Nevertheless, some 
minor changes to the code fixed the problem.

5.3 Remote Access Client

As we mentioned in Chapter 1, the main objective of this thesis is design and 
implementation of the RAS. However, for testing purposes we developed a 
client application for Linux. It is far from complete, and has some serious 
limitations.

5.3.1 Overview

The Remote Access Client consists of:

• Client socket, used for the delivering of data to RAS;
• TLS module, that deals with the encryption of the data;
• Virtual Ethernet Interface, used to emulate the real connection to a 

home network;
• dhclient application, which deals with DHCP negotiation on behalf of 

a client;
• Routing table, used to route all application traffic to a tunnel and vice 

versa.

The main component of our Remote Access Client implementation is the 
Virtual Ethernet Interface - tapO. Any IP datagram that appears from a tunnel 
is transformed to the Ethernet frame and written to the tapO interface by RAC. 
Any data that appears on the virtual interface is picked up by RAC,
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transformed to IP datagram and forwarded to a home network through a 
tunnel.

InternetRACN

Client
socket

dhclient

Virtual Eth 
interface

> Routing table

Application

Figure 5.10: Remote Access Client structure.

When a client connects to RAS over TCP, it initiates standard TLS handshake 
and tries to establish a secure connection. When it is finished, a client need to 
obtain an IP with DHCP. For the needs of our implementation, we decided 
not to implement a DHCP functionality, but to reuse an open source DHCP 
client available in any modem Linux distribution - dhclient. When the TLS 
tunnel is set up, RAC runs dhclient on the virtual interface. When the DHCP 
negotiations are finished, a dhclient assigns the leased IP address from the 
range of a home network to the virtual network interface.

The packets from any application that are sent to any Home Network Node 
are routed by the kernel to the virtual interface. The routing mies are 
discussed in the next section.

5.3.2 Routing

As we mentioned before, a client implementation was done for testing 
purposes. That is why we decided to solve a packet routing issue in the 
simplest way - by routing all application traffic of RACN through a tunnel.

To explain implemented routing mies, we should assume that we have RACN 
connected via an Ethernet interface to LAN 192.168.1.1/24. RACN has an IP 
address 192.168.1.100. The address range of a home network where RASN 
resides is, however, 192.168.0.1/24. The public IP of RASN is 1.2.3.4. In 
such case, the default routing table of RACN is:
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192.168.1.0/24 dev ethO proto kernel scope link src
192.168.1.100
default via 192.168.1.1 dev ethO

When RAC is connected to RAS, and DHCP negotiations are finished, the 
routing table becomes:

192.168.1.0/24 dev ethO proto kernel scope link src
192.168.1.100
192.168.0. 0/24 dev tunO proto kernel scope link src
192.168.0. 2
default via 192.168.0.1 dev tunO 
default via 192.168.1.1 dev ethO

As we can see, there are two default routes, and it is hard to predict which of 
the kernel will chose to route packets. Thus, we have to delete a default route 
for the Ethernet interface, with the command:

ip r del default via 192.168.1.1 dev ethO

However, when we do this, the connectivity to RASN is lost. A tunnel is done 
over the Internet, and removing a route for the Ethernet interface, will redirect 
all packets to the tunO interface, which is connected to the Internet only 
through a tunnel. Thus, we should add the rule that will forward all traffic to 
RASN via the Ethernet interface:

ip r add 1.2.3.4/32 via 192.168.1.1

After that, all packets, except the tunnel connection, are router through the 
tunnel to a home network. The final routing table looks like:

212.213.221.60 via 192.168.1.1 dev ethO
192.168.1.0/24 dev ethO proto kernel scope link src
192.168.1.100
192.168.0. 0/24 dev tunO proto kernel scope link src
192.168.0. 2
default via 192.168.0.1 dev tunO
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Analysis

The aim of this chapter is the analysis of our Remote Access solution. We 
measured traffic overhead and the performance of the Remote Access solution 
implementation and then compared the results with similar solutions. This is 
followed by a discussion of the Remote Access Server implementation 
limitations. In the rest of this chapter, we evaluated the proposed solution 
according to initial requirements to the system.

6.1 Implementation Metrics

6.1.1 Methodology

This section describes four testbeds used to gather performance metrics of the 
RAS implementation, which was introduced in the previous chapter.

The test equipment included:

• HP laptop (Intel Celeron M440, 1.86 GHz, 1GB RAM) with Linux 
Ubuntu 8.04

• IBM T41 laptop (Intel Pentium M 1.6 GHz, 1GB RAM) with Linux 
Ubuntu 8.04

• IBM T40 laptop (Intel Pentium M 1.6 GHz, 1GB RAM) with Linux 
Ubuntu 8.04

• ASUS WL-500G Premium router with ASUS firmware vl .9.7.5
• ASUS WL-500G Premium router with OpenWRT firmware v. 7.0939

39 Further, we will call first device - ASUS router and second one - OpenWRT router.
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According to the OpenWRT “Table of hardware” page [37], ASUS router 
has Broadcom 4704 chip that runs on 266MHz, 8Mb flash and 32MB of 
RAM memory.

The RAS implementation can be evaluated by such metrics as a performance 
and traffic overhead. As a reference test, we decided to use a file download 
over HTTP. We installed Apache 2.2.8-1 web server to IBM T41 laptop. As a 
test file, we used a 100 000 000 bytes archive, test.rar that has been stored at 
/var/www folder. Thus, the file could be downloaded using wget command. 
The output of the wget allows us to measure the speed of the download 
process. For measuring of the traffic overhead, we run iptraf utility on a client 
laptop.

During the evaluation, we used RAC application. We should mention that a 
client application was developed for Linux and for the testing purposes only. 
It is not a finished product. Thus, the results we are going to discuss further 
may differ for client implementations for other operating systems. The details 
of the RAC implementation are discussed in Section 5.3.

The solution works for both wireless and wired connections. However, during 
testing we used only wired connections for all links in a home network. 
RACN was also connected with a cable to the Internet router, because wired 
communications are more reliable and our two test laptops had old models of 
wireless cards that support speeds only up to 500 KB/s. For all testbeds, T41 
laptop was a server and T40 laptop acted as a client; ASUS router always had 
a static public IP. To achieve reliable results, each test was repeated three 
times. After that, the average result of the three tests was calculated.

6.1.2 Testbeds

To evaluate Remote Access solution implementation, we created four 
testbeds:

• Testbed 1 - Local Access. For the first testbed, we used ASUS router 
and two laptops (IBM T41 and T40) connected in the same network. 
With this testbed, our intention was to measure parameters of a file 
download that can happen in the home network, without any remote 
access solutions. The results of this testbed can be used as a reference 
for our Remote Access solution.
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IBM T41 
192.168.1.150

ASUS router 
.192.168.1.1

Home Network 
192.168.1.0/24 Internet

IBM T40
192.168.1.5

Figure 6.1: Testbed 1 - Local access.

• Testbed 2 - Remote access through RAS on Linux PC. For the second 
testbed, we run RAS on HP laptop. We created port mapping rule on 
ASUS router that forwarded all incoming packets on port 443 to HP 
laptop.

IBM T41 
192.168.1.150

ASUS router 
,192.168.1.1

Home Network 
192.168.1.0/24 Internet

IBM T40 + RAC
192.168.1.100

Remote Access tunnelHP + RAS
192.168.1.5

Figure 6.2: Testbed 2 - Remote access through RAS on Linux PC.

• Testbed 3 - Remote access through RAS on OpenWRT box. For the 
third testbed we replaced HP laptop with OpenWRT box. We installed 
and executed RAS on it. With this test we intended to see how well our 
solution works on an embedded device.
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IBM T41 
192.168.1.150
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Home Network 
192.168.1.0/24 Internet

IBM T40 + RAC
....► 192.168.1.100

OpenWRT + RAS 
192.168.1.5

Remote Access tunnel

Figure 6.3: Testbed 3 - Remote access through RAS on OpenWRT box.

• Testbed 4 - Remote access through Open VPN on Linux PC. For the 
last testbed we installed OpenVPN 2.1RC7 on HP and T40 laptops. 
We configured T40 laptop to be a client and HP laptop to serve as 
Bridged Ethernet server and operate over TCP. With such settings, 
OpenVPN solution is quite close to the remote access solution 
discussed in this thesis. Thus, the results of the testbed 2 may be 
compared with the results of this testbed. The server and client 
configuration files can be found in Appendix A.

IBM T41 
192.168.1.150

ASUS router 
,192.168.1.1

Home Network 
192.168.1.0/24 Internet

IBM T40 + OpenVPN 
► 192.168.1.100

Remote Access tunnelHP + OpenVPN 
192.168.1.5

Figure 6.4: Testbed 4 - Remote access through OpenVPN on Linux PC.
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6.1.3 Traffic Overhead

The results obtained with the iptraf utility are presented in the following table. 
Each row corresponds to a testbed. “In” stands for the incoming data, or the 
data received by a client. “Out” stands for outgoing data, the data sent by a 
client.

Packets (out) Bytes (out) Packets (in) Bytes (in)
Testbed 1 32247 1682690 64981 97439247
Testbed 2 33244 1728804 69746 103621315
Testbed 3 35449 1843464 69222 103484019
Testbed 4 37923 1994832 75756 103939627

As we can see from the table, the results of the testbed 2 and 3 are very 
similar. This means, the traffic overhead does not depend on the RAS 
hardware. Both Linux PC and OpenWRT box gave the same results. The 
amount of sent and received packets per each testbed is presented in the 
Figure 6.5.
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Figure 6.5: Transmitted packets per testbed.

Clearly, the amount of packets generated while using RAS (testbed 2 and 3) 
only 5.6% and 7.1% (respectively) higher than amount of packets generated 
during local file download. However, for OpenVPN this parameter is 15%.
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The data presented in the Figure 6.6, shows us that the actual traffic overhead 
is almost the same for both remote access solutions - RAS and OpenVPN. In 
comparison with file transfer between home nodes, traffic overhead caused by 
remote access is approximately equal to 5.9%.
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Figure 6.6: Transmitted bytes per testbed.

6.1.4 Data Throughput
As we can clearly from results, presented in the Figure 6.7, the data 
throughput for a local host-to-host connection is 1.66 times higher than 
throughput of our solution running on Linux PC. However, we believe this is 
a very good result. For testbed 2, the data was transferred over the Internet, 
passing several hops and at least one NAT - ASUS router in a home network. 
Thus, we may assume that lower throughput is mainly caused by network 
factors, while performance of the RAS implementation was not a bottleneck 
here.

For the RAS running on the OpenWRT box the results are not so promising. 
Measurements for testbed 3 gave us approximate speed in 527 KB/s, which is 
more than 10 times slower than testbed 2. Nevertheless, we should remember 
that our implementation was running on an embedded device with quite 
limited computing power. If we would compare processor speeds, we would 
find than CPU of ASUS WL-500G Premium router is almost seven times 
slower that the CPU of HP laptop. We should also remember that architecture 
of those CPUs is quite different. On top of that, router has the significantly
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smaller amount of an operating memory. Summing up, 527 KB/s is quite 
good result for the embedded userspace VPN solution.

Testbed 4

Testbed 3 ■ 527

Testbed 2

Testbed 1

2950

5990

9950

2000 4000 6000 8000 10000

Figure 6.7: Maximum data throughput (KB/s).

The testbed 4 was made to compare our implementation to the Open VPN. 
Both systems have been running on the same hardware and tunneling data 
over TLS connection. As we can see from the results (first and third bars in 
Figure 6.7), RAS is two times faster than OpenVPN. We assume this is an 
excellent result. However, we should remember that OpenVPN 
implementation has significantly higher amount of the computations40.

6.2 Remote Access Server limitations

6.2.1 Reliance on Raw Sockets

Raw sockets are very essential part of the RAS implementation, as they allow 
to create and modify IP packets and an Ethernet frames that should be sent to 
a home network. However, the Linux man page of the raw socket [35] claims: 
“raw sockets are generally rather unportable and should be avoided in 

programs intended to be portable Thus, whenever RAS should be ported to 
platform different that Linux, an issue caused by the different implementation 
of the raw sockets may arise.

40 We base this assumption mainly on the size of OpenVPN implementation.
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6.2.2 Root Privileges

One of the other downsides of raw sockets is that they require root access for 
creation. The file descriptor for the Virtual Ethernet Interface also can be 
created only with root access.

This is not a problem for a development stage, but rarely acceptable for a 
production use. For everyday use, granting of a root access is a huge security 
risk. A root access should be given only when absolutely necessary and when 
an operation is complete, it should be dropped. Unfortunately, our Linux 
implementation cannot drop root privileges after raw sockets and virtual 
interfaces are initiated. However, this is not a problem for OpenWRT RAS 
implementation, as a root is the default and, in most cases, the only one user 
in the system.

6.2.3 Firewalls and NATs

RAS is designed to use port 443, which is usually not blocked by most of 
firewalls. A traffic generated by the tunneling is encrypted with TLS, thus a 
firewall will not consider it as a security thread. We have tested the 
connectivity, by running RAS in a network where firewall allowed incoming 
connections on port 80 and 443 only. The test was succesfull.

NAT issues were not in the scope of this thesis. We assumed that home 
network has a static Internet IP address. We also assumed that if NAT exist in 
a home network, the proper port mapping should be made, that will redirect 
all incoming packets on port 443 to RASN. In cases when home network does 
not have static Internet IP, or there are several NATs in the ISP network, RAS 
may become unreachable.

6.2.4 Internet Access Through a Home Network

Whenever a client connects to a home network, it is granted the same 
privileges as any other node in a network. Thus, in most cases client will have 
access to the Internet through a tunnel. This issue was not specified in the 
requirements; nevertheless, we believe it might be considered as asecurity 
risk.

We have not implemented any functionality that blocks any packets going 
outside of a home network from the connected client. However, we should 
notice that in the scenario when RAS is acting as HG, RACN would not have
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the Internet access. The reason for this is the usage of raw sockets. A packet 
sent on a raw socket is written directly to a network interface, and thus bypass 
MASQUERADE rule that is supposed to do Network Address Translation for 
a packet.

For example, if the RACN connected to a home network sends a packet to 
www.google.com through a tunnel. A destination IP of such packet is the IP 
address of the Google server, but the source IP address is the IP address of a 
client in a home network. Thus, a reply will never reach a home network, 
since an IP address of a client in a home network is likely to be private. In 
scenarios where RASN is a node in a home network separate from a home 
gateway, packets sent to the Internet are NATed by HG.

6.2.5 Address Collision

Address collision issue for the Linux client is not solved. We were unable to 
set up correct routing on a client in a scenario, where a RACN establishes a 
connection to a home network from a network, which has the same address 
range. However, due to routing implementation in Symbian OS, the address 
collision problem does not exist for the S60 client.

6.2.6 Ambiguous Broadcast and Multicast Queuing

Broadcast and multicast traffic is queued as soon as RAS starts. Thus, RAS 
processes such kinds of traffic even when no clients are connected. We had to 
implement it like this, because, as far as we aware, there is no simple way for 
application to detect which rules are set up and which are not. Moreover, if 
the same rule is set several times, it is not being overwritten in a packet 
filtering table. Iptables simply stacks them one after another.

6.2.7 TCP Transport for Tunneling

The current implementation supports tunneling of IP datagrams only over 
TLS tunnel that uses TCP as a transport protocol. The test we made proved 
that TCP based tunnel works quite well, however we should remember about 
the drawbacks of such approach.

By tunneling UDP traffic over a TCP tunnel we lose all advantages of UDP 
based protocols, such as speed and efficiency, for an application that do not 
need guaranteed delivery. We should also remember that the number of 
applications that use datagram transport emerged over recent years [38]. The
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most of a real-time streaming protocols use UDP as a transport, because for a 
time-sensitive application, dropped packets are preferable to delayed packets 
[39]. Thus, a video streaming from a home network over a TCP tunnel would 
not work so well.

To solve this issue, Datagram Transport Layer Security (DTLS) can be used. 
The protocol, defined in RFC 4347 [40], provides a communication security 
over UDP transport. DTLS is based on the TLS protocol, thus it provides an 
equivalent security features.

However, the applications that use DLTS do not suffer from TCP-related 
problems, but have to deal with packet losses and reordering. In addition, 
DTLS application have to deal with fragmentation issues, that occur when an 
IP datagram have to pass through a network whose MTU is smaller than the 
size of the IP datagram. DTLS RFC [40] clearly says: "In order to avoid IP 
fragmentation, DTLS implementations should determine the MTU and send 
records smaller than the MTU". DTLS implementation is included in the 
OpenSSL library from version 0.9.8.

6.3 Evaluation

As it was mentioned in the Chapter 3, the Remote Access solution was 
developed according to the specified requirements. The implementation that 
we made fulfills most of them.

No changes to an existing home network topology need to be made. A 
homeowner does not have to modify the configuration of the DHCP server or 
firewall settings. However, proper port forwarding on a home gateway should 
be in place, to make remote connections possible. The automation of this 
configuration should be done in further implementations.

For our solution, we did not create any custom protocols. Clients use DHCP 
to obtain IP addresses. A tunneling is done accordingly to GRE. TCP is used 
as a transport protocol for a tunnel, an encryption is done with TLS.

A seamless presence of RACN in a home network is completely emulated. It 
gets IP address from the DHCP server in a home network. RACN can reach 
any node in a home network and vice versa. Unicast, multicast and broadcast 
traffic is supported.
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It is hard to compare the designed and the implemented Remote Access 
solution to PPTP and IPSec technologies discussed in the Chapter 2. PPTP is 
designed for a tunneling of PPP traffic, and IPSec does not support multicast 
and broadcast messages. Thus, these two technologies, renders them unusable 
for a home network remote access.

Only OpenVPN can be considered as a closest competitor. It supports all 
kinds of traffic that can originate in a home network and provides remote 
nodes with a seamless presence (in one of the operating modes). However, 
enabling this feature requires user to modify the configuration of the DHCP 
server that is not acceptable in some cases. In addition, OpenVPN suffers 
from the same issues as our implementation such as address collision between 
home and visiting networks, and root privileges for a server/client application. 
Besides that, OpenVPN uses a custom protocol that is not standardized by 
IEFT.

The results of the test that we made, indicates that RAS implementation for 
PC is twice faster than OpenVPN on the same hardware41. However, we 
should notice in some networks, a connection speed becomes a bottleneck. 
When bandwidth does not exceed 2 MB/s, there would be no differences in 
performance between the solutions. The implementation performance for the 
OpenWRT, from our point of view is acceptable, considering the computing 
power of a router.

Unfortunately, we did not have possibility to evaluate IPSec performance on 
PC and on OpenWRT router. However, by analyzing researches [41], [42] in 
this subject, we may assume that IPSec performance and traffic overhead 
slightly higher than OpenVPN characteristics.

41 While using TCP as a transport protocol in Bridged Ethernet mode.
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Conclusions and Future Work

With a growth of home automation technologies and a widespread use of 
UPnP, a seamless and a secure remote access to a home network will become 
a vital issue for homeowners. The current remote access solutions for 
corporate networks either do not fulfill the needs of homeowners (do not 
support multicast used by UPnP, no seamless remote node presence in a home 
network, etc.), require expensive proprietary equipment or too complicated to 
set up and ambiguous to be used in a home environment.

The solution discussed in this thesis was designed to provide remote access to 
a home network from any node that is connected to the Internet. It does not 
propose any new custom protocol, but instead uses DHCP, TLS, packet 
filtering, raw sockets, virtual Ethernet interfaces and a concept of GRE. Thus, 
the standardization of the solution by IETF should not be time consuming.

With the designed solution, remote nodes not only can securely access any 
device in a private home network, but also are visible for home network nodes 
as locally connected ones. Furthermore, broadcast and, what is more 
important, multicast messages can be sent and received by a remote node.

Through our tests in Chapter 6, we have proven that with a broadband 
connection, our implementation for Linux PC performs almost two times 
faster than OpenVPN on the same hardware. A traffic overhead caused by a 
tunneling is on a same level with OpenVPN solution. The porting of the 
server implementation to OpenWRT router was successful. The test showed a 
sufficient performance on an embedded device.

However, there are limitations. The main problem is that users have to have a 
root privileges to run the remote access software. In addition, a client
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application should run only in a network that has a different address space 
from a home network. It is also important to notice that the usage of TLS over 
TCP for tunneling limits the advantages of applications that utilize UDP or 
other non-reliable protocols.

Even though, the designed solution already now can be used to provide a 
secure remote access, the implementation is far from ready. The following is a 
list of the features that should be implemented for a more complete solution:

• The application should be able to drop root privileges after startup, 
when raw sockets and virtual interfaces are created;

• In case RAS runs under NAT, make a portmapping procedure 
automatic;

• Implement policy for the control of a access to the Internet through a 
home network by a remote node;

• In addition, the most important is to implement the support of DTLS. 
The TLS/TCP part of the implementation should be used only when 
UDP traffic is blocked in a network of remote node.

Finally, a lot more experiments should be done in different environments. In 
addition, scalability and stability tests should also be performed.
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APPENDIX A. OpenVPN configuration files used during the testing

Server configuration file

port 443 
proto top 
dev tap
dev-node tap-bridge
ca ca.crt
cert server, cti
key server.key
dh dh 1024.pern
ifconfig-pool-persist ipp.txt
server-bridge 192.168.10.150 255.255.255.0 192.168.10.228 192.168.10.254
keepalive 10 120
persist-key
persist-tun
verb 3

Client configuration file

client 
dev tap 
proto tcp
remote 1.2.3.4 443
resolv-retry infinite
nobind
persist-key
persist-tun
ca ca.crt
cert client.crt
key client.key
comp-lzo
verb 3
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