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An essential part in streamlining internal business processes and optimizing cost structures can recently be 
observed in the transition from paper based to electronic business communication. Initiated with the introduc
tion of electronic invoice delivery from the sender’s to the recipient’s enterprise resource processing system, 
this trend continues, and now consumer bills have also moved into the focus of attention. While electronic 
consumer bills have been widely adopted in some markets, other markets are still reluctant to transition. In 
Germany, the recent years have experienced a push towards electronic billing, mainly from telecommunica
tions service providers. However, consumer interest in the solutions remains low, and the adoption rates fall 
short of the ones experienced in other countries.
This thesis investigates the problems for the adoption of electronic consumer billing solutions in Germany 
and provides new empirical evidence for managerial challenges in achieving market adoption in nascent 
industries, where a multitude of challenging market conditions coexist within the business ecosystem. Based 
on case studies of market participants, the current state of the German electronic consumer billing market is 
analyzed, identifying the country-specific key challenges for growth. The enabling technologies and solutions 
are reviewed and their significance to electronic consumer billing assessed. A market analysis, based both on 
a comprehensive market study and on a multiple-case study involving nine companies from various related 
fields is conducted. Consecutively, a group of scenarios for the development of the industry is generated and 
evaluated.
On this basis, strategies for deploying and marketing electronic consumer billing solutions are developed. A 
major managerial challenge consisting of the “double chasm”, an interdependence of the electronic billing 
adoption life cycles of both consumers and billers is identified. In a bottom-up approach starting from the 
consumer, a framework for developing a detailed billing strategy with the aim of maximizing consumer ben
efits to drive adoption is introduced, and its implications for billers and service providers assessed. Based on 
this approach, both billers and service providers are advised to build their strategy on maximizing consumer 
benefits and to optimize their solutions to deliver an added value to the consumer, rather than minimizing 
cost.
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Liiketoimintaosapuolten välisessä kommunikaatiossa on enenevässä määrin siirrytty paperiin perustuvien 
järjestelmien käytöstä sähköiseen asiointiin. Tämä muutos on ollut tärkeä tekijä yritysten sisäisten prosessien 
modernisoinnissa ja kustannusrakenteiden optimoinnissa. Laskujen sähköisellä välityksellä laskuttajalta suo
raan vastaanottajan taloushallinnon ohjelmistoon alkanut kehitys jatkuu sähköisellä kuluttajalaskutuksella. 
Vaikka sähköiset kuluttajalaskut ovat joillakin markkinoilla jo hyvin yleisiä, vastustavat toiset vielä kehi
tystä. Saksassa erityisessti tietoliikenteen palveluntarjoajat ovat viime vuosina ottaneet käyttöön sähköisiä 
kuluttajalaskutusjärjestelmiä. Kuluttajien kiinnostus kyseisiin ratkaisuihin on kuitenkin ollut vähäistä, ja 
käyttöönottoaste on pienempi kuin muissa maissa.
Tässä työssä tutkitaan sähköisten kuluttajalaskutusratkaisujen käyttöönoton ongelmat saksassa ja esitetään 
uutta aineistoa johtamiseen liittyvistä haasteista, jotka koskevat tuotteiden ja palveluiden käyttöönoton 
edistämistä useiden erilaisten tekijöiden vaikeuttamilla markkinoilla. Esimerkkitapausten avulla analysoidaan 
sähköisen kuluttajalaskutuksen nykytilannetta Saksassa ja tunnistetaan maakohtaiset haasteet kasvulle. 
Lisäksi esitellään mahdollistavia teknologioita sekä arvoidaan niiden merkityksellisyyttä kuluttajalaskutuk
sen kannalta. Työssä laaditaan myös markkina-analyysi, joka perustuu kattavaan markkinatutkimukseen ja 
yhdeksään aihepiiriin liittyvään esimerkkiyritykseen. Tämän pohjalta kehitetään ja arvioidaan markkinoiden 
tulevaisuudenkehitystä koskevia skenaarioita.
Näiden tulosten perusteella kehitetään strategioita sähköisten kuluttajalaskutusratkaisujen käyttöönottoon ja 
markkinointiin. Eräs merkittävä johtamishaaste muodostuu “double chasm"-ilmiöstä, jonka mukaan kulut
tajien ja laskuttajien käyttöönottokierrot sähköisessä laskutuksessa riippuvat toisistaan. Esitetään kulutta
jien näkökulmaan perustuva viitekehys, jonka puitteissa voidaan kehittää yksityiskohtainen laskutusstrate- 
gia siten, että kuluttajien lisäarvo maksimoituu ja käyttöönotto nopeutuu. Tämän lähestymistavan perusteella 
voidaan suositella sekä laskuttajille että palveluntarjoajille strategiaa, joka pohjautuu kuluttajien lisäarvon 
maksimointiin yrityksen sisäisten kustannussäästöjen sijaan.

Avainsanat: Sähköinen laskutus, ЕБРР, kuluttajalaskutus, palveluntarjoaja, laskut-
taja, markkinoillepääsy, strategia, skenaario, markkinaanalyysi



TEKNISKA HOGSKOLAN

Referat om Diplomarbete

Utfört av: Johan Henrik Hacklin

Arbetets namn: Scenariebaserad utveckling av inträdesstrategier:

elektroniska fakturor till privatkunder i Tyskland

Datum: 15 januari 2007 Sidoantal: 111

Avdelning: Avdelning för elektro- och telekommunikationsteknik

Professur: S-38/TU-91 Telecommunications Management

Övervakare: Prof. Heikki Hämmäinen

Handledare: DI Jari Annala

En viktig andel i effektiviseringen av intema affârsprosesser och optimeringen av kostnadsstrukturer inom 
de senaste åren tillkommer övergången från pappersbaserad till elektronisk affärskommunikation. Utgående 
ifrån förmedlingen av elektroniska fakturor från utställaren direkt till mottagarens datorsystem fortsätter den
na trend nu med elektroniska fakturor till privatkunder. Medan elektroniska fakturor till privatkunder har 
accepterats i vissa marknader, har andra marknader ännu motstått lösningarna. I Tyskland har leverantörer av 
telekommunikationstjänster inom de senaste åren lanserat lösningar för elektroniska fakturor till egna kunder. 
Emellertid är intresset bland konsumenterna för lösningarna förfarande litet och ¡bruktagandet av tjänsterna 
är betydligt mindre än i andra länder.
Denna avhandling presenterar nytt empiriskt stöd i samband med utmaningar för affärsledningen vid ibrukta- 
gandet av produkter och lösningar inom nya industrisektorer och marknader, i vilka särskilda omständigheter 
kan försvåra utvecklingsmöjligheterna. Dessutom utvidgas teorin om “technology adoption life cycles”, den 
teknologiska marknadsutvecklingen. Baserande på fallstudier bland marknadsdeltagande företag analyseras 
den nuvarande situationen inom marknaden för elektroniska fakturor till konsumenter i Tyskland och de 
största utmaningarna för tillväxt identifieras. Avhandlingen klarlägger teknologier som möjliggjör elektro
nisk fakturering, granskar existerande lösningsmodeller och bestämmer deras betydelse för elektronisk faktu
rering. En marknadsanalys som baserar på en omfattande marknadsstudie och en analys av nio fallstudier av 
olika relaterade företag utförs. Utgående från en komparativ analys av dessa fallstudier genereras och bedöms 
scenarier för marknadens utveckling.
På basen av ovanstådene studier lägger avhandlingen fram strategier för lansering och marknadsföring av 
lösningar för elektronisk fakturering till konsumenter. Med “double chasm” fenomenet identifieras en bety
delsefull utmaning för affärsledningen. Detta fenomen beskriver ett ömsesidigt beroende mellan “adoption 
life cycle”-kurvorna av konsumenter och fakturautställare för elektroniska fakturor till privatkunder. Utgående 
ifrån konsumenterna utarbetas ett ramverk för utvecklingen av en detaljerad strategi för faktureringslösningar, 
med syftet att maximera konsumentfördelarna vilka främjar ibruktagandet av lösningarna. Sedan disku
teras vad detta innebär för fakturautsällare och tjänsteleverantörer. På basen av detta tillvägagångssätt re
kommenderas fakturautställare och tjänsteleverantörer att basera strategiutvecklingen på att maximera kon
sumentfördelarna i stället för att minimera kostnader, och att därmed optimera lösningarna för att skapa 
mervärde från konsumentens perspektiv.
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Ein wesentlicher Anteil an der Rationalisierung interner Geschäftsprozesse und der Optimierung von Ko
stenstrukturen in der näheren Vergangenheit ist dem Übergang der Geschäftskommunikation vom Papier 
zum elektronischen Medium zuzuschreiben. Ausgehend von der Einführung von elektronischer Rech
nungsübermittlung vom Rechnungssteller direkt in das Warenwirtschaftssystem des Empfängers, setzt sich 
dieser Trend auch bei Verbraucherrechnungen fort. Während elektronische Verbraucherrechnungen sich in 
bestimmten Märkten bereits weitgehend haben etablieren können, erweist sich die Erschlie§ung von anderen 
Märkten als ausgesprochen schwierig. In Deutschland konnte in den letzten Jahren ein erhöhtes Bestreben 
um Einführung zu elektronischen Verbraucherrechnungen bei Telekommunikationsdienstleistem beobachtet 
werden, jedoch verbleibt das Interesse an diesen Leistungen seitens der Verbraucher gering, und die Diffusion 
jener Lösungen haben die Erfahrungen aus anderen Märkten nicht bestätigen können.
Diese Arbeit trägt zum Verständnis der unternehmerischen Herausfordemngen bei der Vermarktung von Pro
dukten in entstehenden Industrien bei, welche sich durch eine Vielfalt von wachstumshemmenden Faktoren 
auszeichnen. Aufbauend auf Fallbeispielen von Marktteilnehmern werden der Ist-Zustand des Marktes für 
Verbraucherrechnungen in Deutschland analysiert, und die landesspezifischen Herausfordemngen für das 
Wachstum identifiziert. Die technologischen Voraussetzungen und Lösungswege werden erörtert und ihre 
Bedeutung für elektronische Verbraucherrechnungen bewertet. Eine umfangreiche Studie der Gegebenheiten 
des Marktes und eine Fallstudie, welche neun Unternehmen aus verschiedenen rechnungsnahen Bereichen 
umfasst, werden zu einer umfangreichen Marktanalyse verwendet. Darauf aufbauend werden Szenarien für 
die Industrieentwicklung erzeugt und beurteilt.
Aus diesen Erkenntnissen werden Strategien für den Einsatz und die Vermarktung von Lösungen für elek
tronische Verbraucherrechnungen entwickelt. Mit dem “double chasm’’, einer gegenseitigen Abhängigkeit 
der Adoptionszyklen für elektronische Verbraucherrechnungen sowohl von Verbrauchern als auch von Rech
nungssteilem, wird eine entscheidende Herausforderung für das Management artikuliert. Eine verbraucher
orientierte Entwicklung einer detaillierten Strategie für die Rechnungsstellung, welche durch Maximierung 
des Mehrwertes für den Verbraucher die Anwendung antreibt wird vorgestellt und deren Auswirkungen für 
Rechnungssteller und Dienstleister analysiert. Schlussfolgernd wird Rechnungsstellem und Dienstleistern 
eine strategische Herangehensweise nahegelegt, die den Schwerpunkt statt der Minderung der internen Ko
stenstruktur auf die Steigerung des Mehrwertes für Verbraucher setzt.
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Chapter 1

Introduction

1.1 Background

1.1.1 Electronic Invoicing
The market for electronic invoicing is growing quickly. In Finland, the total annual volume 
of invoices and bills being sent in any format is around 320 million. The share of mid-sized 
and large firms (5 employees or more) sending invoices electronically was projected to reach 
63%, growing from 39% in 2005 [1]. Although technological solutions exist for a broad 
variety of scenarios for sending and receivin, the breakthrough of electronic invoicing as a 
mainstream technology is still at its early stage. Providers of electronic transactions are still 
working on communicating the advantages of electronic invoicing to potential customers.

While the market in Finland and in the other - rather small economies in Scandinavia 
shows a positive development in the adoption of electronic invoicing, the situation in Eu
rope’s largest economy appears to be rather bleak. In Germany, the general adoption rate of 
electronic invoicing still has to be regarded as very low. Although one third of the firms with 
an annual turnover of 50 million € or more currently send out invoices electronically, the re
maining two thirds express no interest in introducing electronic invoicing into their business 
practices in the near future [2]. Furthermore, more than 60% of the invoices already being 
delivered electronically are delivered through dedicated Electronic Data Interchange (EDI) 
connections. As most firms use in-house solutions, the proliferation of common standards 
and conventions is low.

In general, the managerial awareness about cost saving opportunities and other advan
tages to the business workflow offered by the implementation of electronic invoicing can 
be seen as rather humble. The difference between EDI solutions and electronic invoicing 
remains unclear to a majority of relevant stakeholders. Nevertheless, the market offers an 
immense growth potential with increasing revenues for operators and significant cost savings 
for invoice senders, implying a radical emergence of new market entrants.

1.1.2 Consumer Billing
Although a large percentage of bills sent in Finland consists of business-to-consumer (B2C) 
bills, hardly any of these bills are currently sent electronically. The solutions offered are still 
scarce and incomplete, and the consumer adoption of electronic bill reception only constitutes 
a fraction of the market.
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In Germany, the challenge can be regarded as even greater, based on several obstacles spe
cific to the nature of the German market. Currently, only 20% of German consumers would 
like to receive bills over the Internet in the future [3]. The penetration of online banking 
services still counts for less than 15%, due to the relatively complex and heterogeneous, but 
nevertheless well established and accepted banking infrastructure. So far, online banking ser
vices play a rather insignificant role in the consumer billing market. Over 80% of consumer 
contracts in Germany are charged for through direct debit contracts. Direct debit relation
ships between companies and consumers are very easy to establish and require no visible 
involvement of the consumer’s bank. The high diffusion of direct debit contracts precipitates 
a revaluation of the billing paradigm. This involves asking the following questions:

• If the bill is not needed to inform the customer of a pending payment, what purpose 
does it serve?

• What is the value of a bill to the customer on the one hand and to the biller on the 
other?

• Based on that, what is the added value of an electronic bill?

On the one hand, the consumer bill is recognized to offer great possibilities for marketing 
and cost savings [4, 5]. However, on the other hand a lot of potential value is lost due to 
inefficient utilization of the channel.

Another issue that requires attention when moving from business customers to consumers 
as a target group is the importance of consumer behavior aspects. Identifying the patterns of 
consumer behavior and taking these into account when developing strategies becomes an 
inevitable factor for success.

Especially on the U.S. billing market, Electronic Bill Presentment and Payment (ЕБРР) 
services are said to be a “must have ” [6], and the consolidated EBPP model is projected to be 
the most likely to succeed [7]. However, the dominance of direct debit transactions (see sec
tion 4.4) in Germany raises the question what the incentive for consumers and billers would 
be to push for a consolidated model. Furthermore, driving adoption of a consolidated service 
faces a classic chicken-and-egg problem, i.e. whether participating billers or participating 
consumers are more important for driving adoption [8].

1.1.3 The German Billing Market Environment
One major aspect of this thesis is to identify the specific characteristics of the German market 
environment in order to establish strategies for successful market participation in the German 
electronic consumer billing realm. In this context it is vital to determine the major stakehold
ers for both the competitive field and possible cooperations. Especially the role of players in 
the traditional billing market, i.e. postal service providers, financial service providers, bulk 
billers, as well as possible new entrants and future stakeholders, such as IT service providers, 
has to be explored.

Furthermore, the importance of jurisdictional and legal obligations, requirements and re
strictions has to be assessed. Germany is known to be a highly challenging country in terms 
of its decentralized structure as well as its complex and intransparent legal system. In fact, 
many foreign players have failed to enter the German market by simply attempting to transfer 
their existing business model into a however highly different societal, economic, and cultural 
environment [110].1 The continuous introduction and adoption of EU-wide regulations and 
the consequential legal positions of all parties have to be investigated.

•The finnish telecommunications companies Elisa and Jippii (now Saunalahti) provide good examples of this.
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1.1.4 Enabling Technologies
The technological backend for electronic bill transmission is quite solid already today. In 
business-to-business invoicing, where software for Enterprise Resource Planning (ERP) and 
financial administration is prominent, providers of electronic invoicing solutions merely cre
ate a delivery network interconnecting the different front-end solutions. In this market, the 
reliability of the solution is of uttermost importance to the customers. However, when mov
ing to consumer markets, a complete solution has to incorporate a solid front-end that can 
attract customers. Presentation, interaction with the user and ease of use can become more 
important than the reliability of the underlying backend.

Several technological solutions are conceivable. These include incorporation of electronic 
billing in Internet banking services (see section 3.4.2), separate consolidator services, email 
billing or completely new concepts for the consumer reception channel.

1.1.5 Paradigm Shifts
An additional dimension is given to the subject by several uncertain factors. First, the purpose 
of the bill and the resulting value to the customer needs to be assessed. Second, the role of 
the logistics provider for electronic consumer billing shifts from conventional postal services 
to electronic channels. While installed base can be taken for granted in postal service and tra
ditional logistics (i.e. mail can be delivered to any existing address), installed base becomes a 
distinctive asset in electronic billing solutions. Third, emerging technological trends open the 
door for new delivery channels. Lastly, other, previously irrelevant players, such as operators 
and service providers might enter this market pioneering for new revenue streams.

1.1.6 Case: Itella
The information logistics group of Finland Post, Itella gives an illustrating example to the 
theories developed in this thesis. Itella was launched as a common name for solutions in 
information logistics offered by Finland Post in 2005. Electronic commerce transactions 
services form an integral part of Itella’s portfolio. As such, the emerging market for electronic 
consumer billing is highly interesting for Itella and the German market is of obvious interest 
simply due to its size. However, a thorough long-term solution to how the German market 
should be approached to create the largest possible impact and guarantee a strong position 
in the future is still missing. The challenge is to combine the knowledge and experience in 
electronic business-to-business invoicing and consumer billing with the specific issues of the 
market environment in Germany resulting in a strategy and roadmap for the future.

1.1.7 Key Questions
The B2C market for electronic billing offers a great deal of possibilities for both billers and 
service providers. The value of the marketing channel is too promising to remain unexploited. 
In the case of the German market, the low degree of market penetration of electronic billing 
services gives an early mover the possibility to actively participate in shaping the emerging 
market and thereby to establish a position as a strong incumbent in the future. However, 
entering a market that is yet unexplored and underdeveloped raises numerous questions.

Both advanced aggressively into the German market but failed to gain a foothold and eventually withdrew from 
the market [111, 112, 113]. Another good example is the U.S. retailer Wal-Mart, which failed to address cultural 
differences between the U.S. and Germany and recently sold all its German stores after having struggled in the 
market for nine years [114].
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• What are the possible deployment scenarios for an electronic billing solution in Ger
many?

• Which ones are most likely to succeed?

• What are the critical resources to hold stake in such a scenario?

• Who are the key players or potential competition and how should they be dealt with 
and approached?

1.2 Problem Definition
Solutions for electronic invoicing in the consumer market have emerged in several countries 
in Europe and North America. Although Germany as the world’s third largest economy offers 
huge market potential due to very high invoicing and billing volumes, the German market is 
highly challenging and slow to adopt innovations in the area of electronic commerce. The 
field of electronic invoicing and billing has only been loosely covered in prior studies in 
general - the German market in particular is almost completely uncovered.

Previous studies have mostly analyzed solutions and general benefits of electronic invoic
ing and billing, primarily focusing on the former [9, 10, 11, 12, 13, 14]. Some studies have 
investigated the deployment of solutions in specific markets such as the U.K. [15] or Germany 
[16]. Yet, so far, strategic analyses of the market, and in particular of the specific challenges 
in Germany have not been conducted.

This study aims at creating a general overview of the German market for electronic con
sumer billing and assessing how the market will evolve within the near future. A special 
focus will be on strategies for successful deployment and the marketing of solutions to billers 
and consumers.

Based on this objective and background and incorporating the problem definitions of 
sections 1.1.2 and 1.1.7, the key research questions of this thesis can be formulated as follows:

Qi. What is the current state of electronic consumer billing in Germany?

Q2. What are the challenges that electronic consumer billing faces in Germany?

Q3. How is the market likely to develop and how should service providers and billers ap
proach electronic consumer billing?

1.3 Objectives
The goal of this study is the initial interest in exploring market possibilities for electronic 
consumer billing solutions in Germany. The research objective can thus be split into three 
main phases: fundamentals, possibilities and choices. The first objective is to build a solid 
understanding of the German market environment and technological solutions for electronic 
consumer billing.

Based on this background, the second objective is to develop a set of industry scenarios 
describing possible development directions of the electronic consumer billing realm. These 
scenarios and their influence on the competitive structure of the industry will be analyzed.

The main contribution of this thesis should then be to create a set of strategic recom
mendations for both billers and service providers for how the market should be approached. 
For billers the focus is on identifying how the benefits of electronic consumer billing can
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be maximally leveraged. For service providers, on the other hand, the focus is on strategies 
for establishing a strong position in the market by selling their solutions to the mainstream 
billing market.

1.4 Research Methodology and Structure
This Master’s Thesis consists of three main parts. The first part comprises an overview of 
the technologies for electronic consumer billing, case studies of existing solutions and an 
analysis of the German market environment. In the second part, the findings are combined 
into a set of possible business environment scenarios, which are then critically evaluated. 
The last part assesses the implications of these scenarios to the market and creates strategic 
recommendations for market participants.

Introduction

Research Frameworks

Billers Service ProvidersConsumers

Industry Survey

German Market

Solutions

Technologies

Strategy for 
Service Providers

Industry'
Scenarios

Conclusion

The Doul

Implications

Strategy for 
Billers

Figure 1.1: The structure of this thesis

The goal of the first part is to create a solid understanding of the market environment 
that is needed as a basis for the second part. As prior studies on the subject are scarce, 
analyzing the strategic opportunities of the electronic consumer billing market in Germany 
requires explorative research. The research is based partly on a review of relevant literature 
and on case studies of existing solutions for electronic consumer billing both by Itella and by
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other service providers. The German industry’s attitude towards electronic consumer billing 
is studied in an industry survey, interviewing experts from companies in the German market.

Based on the findings in the first part of the study, a set of possible business environment 
scenarios is developed in the second part. These are then analyzed and evaluated leading to 
conclusive strategic recommendations in the third part.

This thesis begins with an overview of the research approach and methodologies that 
have been chosen to approach the subject and the motivation for the choices in chapter 2. An 
analysis of existing solutions and technologies for electronic consumer billing is introduced 
in chapter 3. The possibilities and challenges of the German market environment, includ
ing current market situation and legal restrictions are described in chapter 4, together with 
market participants’ general assessment of electronic billing for consumers obtained from 
the interviews. Chapter 5 introduces and examines industry scenarios for the electronic con
sumer billing market in Germany. The implications of these findings for billers and service 
providers are then discussed in chapter 6, followed by a conclusive summary in chapter 7. 
The structure of this thesis is shown in figure 1.1.

1.5 Scope
This study attempts to approach the research subject from a neutral standpoint. The strategies 
developed aim to maximize the usefulness and success of electronic consumer billing to both 
businesses and consumers. The businesses considered in this thesis are the ones that are 
found to be most likely to consider electronic consumer billing within the near future or that 
are otherwise relevant to the subject. As such, the strategic recommendations are not limited 
to the reference case Itella (see section 1.1.6) but should be regarded as generally valid. This 
study focuses on the German market, and other markets are considered simply as a reference. 
The technological implementation of solutions and strategies remain outside of the scope of 
this thesis, but relevant technologies are outlined to facilitate the understanding of the subject 
to the reader. Considering the invoice and billing realm, the strategic recommendations given 
in this thesis are limited to bills sent from businesses to consumers, as defined in section 1.6.

1.6 Terminology
A general distinction is made in this thesis between the term invoice and the term bill. Both 
are considered a formal request for payment, usually presented as a list of charges for ser
vices rendered which is sent to the commercial account to whom the move is charged. Service 
providers often differentiate between Electronic Invoice Presentment and Payment (EIPP) so
lutions for business-to-business invoices and EBPP solutions for business-to-consumer bills.2 
The same differentiation is adopted in this thesis, i.e. when referring to an invoice, a payment 
request where both sender and recipient are businesses is depicted, while a bill describes a 
payment request where the sender is a business and the recipient is a consumer.

- see for example http : //www. sap. com or http : //www. shilling. org (Referenced 2.11.2006)
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Chapter 2

Research Frameworks

2.1 Structural Analysis of Industries
Describing and evaluating market possibilities requires a solid analysis of the market struc
ture providing the groundwork for further analysis. The most prominent framework for the 
structural analysis of industries is the analysis of the five forces driving industry competition 
developed by Michael E. Porter [17]. The framework delivers a thorough description of the 
competitive field by describing the five structural determinants of the intensity of competi
tion in an industry. As shown in Figure 2.1 these are the threat of new entrants, the threat 
of substitute products or services, the bargaining power of suppliers, the bargaining power of 
buyers and the rivalry among exiting firms.

Threat of new

Bargaining 
power of 
suppliers

Bargaining 
power ofIndustry

Competitors

Threat of substitute 
products or services

Suppliers

Substitutes

Potential
Entrants

Figure 2.1 : Forces Driving Industry Competition

The importance of the five forces framework for this thesis lies in its applicability as 
a basis for more detailed analysis of a market. The results of the analysis are on the one
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hand used to determine the factors of uncertainty necessary for the development of industry 
scenarios (see section 2.2) and on the other hand transferred to analyze specific problems 
for the electronic consumer billing market in Germany that originate from the chasm in the 
technology adoption lifecycle model (see section 2.3).

The five forces analysis of the German electronic consumer billing market is executed in 
section 5.2.

2.2 Industry Scenarios
When dealing with emerging markets, several uncertainties circumvent the establishment of 
a single reliable scenario of the future development. To help the decision-making process, 
Porter developed a framework for developing and analyzing industry scenarios allowing the 
formulation of competitive strategy in the light of these uncertainties [18].

An industry scenario is a discrete, internally consistent view of how an industry will 
look in the future, which can be used to confine the probable range of feasible outcomes 
[17]. Scenarios are not forecasts but possible and credible future structures with important 
implications for competition that allow a firm to move away from dangerous, single-point 
forecasts of the future [18]. Constructing these scenarios requires an iterative process as 
shown in Figure 2.2.

Identify the uncertainties that may affect industry structure

Determine the causal factors driving them

Make a range of plausible assumptions about each 
important causal factor

Combine assumptions about individual factors into 
internally consistent scenarios

Analyze the industry structure that would prevail 
under each scenario

Determine the sources of competitive advantage 
under each scenario

Predict competitor behavior under each scenario

Figure 2.2: The Process of Constructing Industry Scenarios

The electronic consumer billing market in Germany is an emerging market at an early 
stage. The market development is still defined by uncertainty in many aspects. Porter’s 
framework for scenario analysis will be used to identify the most likely directions of de
velopment (see section 5.3) in order to determine the implications for market entry and the 
fortification strategies (see chapter 6).
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2.3 Technology Adoption Life Cycle
The adoption rate of a new innovation or idea follows a simple bell curve that was first 
identified by Everett M. Rogers [19]. This framework divides the market into five target 
groups composed of innovators, early adopters, early majority, late majority and laggards. 
Each segment has its own, distinctive criterions for accepting an innovation and has to be 
targeted differently.

Building on this theory, Geoffrey A. Moore analyzed the adoption of disruptive high- 
technology products and the problems combined with crossing from one market group to the 
next [20]. Moore identified gaps between all of these target groups that can become pitfalls 
for unwary companies when trying to market their products. The most important gap is a 
large chasm between the early adopters and early majority that has to be crossed in order 
for a disruptive high-technology product to be accepted by mainstream customers. Moore's 
version of the technology adoption life cycle is depicted in Figure 2.3.

a.c
U
о
-e

Figure 2.3: The revised technology adoption life cycle

The problems behind the chasm are the different issues comprising the buying decision 
for early adopters and early majority and the resulting non-rcferenceability between the two 
groups. Moore suggests a strategic approach that has been proven successful for crossing the 
chasm [20].

This thesis incorporates the chasm theory to identify the difficulties that electronic con
sumer billing products face in Germany. The strategic approach suggested by Moore directly 
influences the introduced strategic suggestions for billers and service providers.

2.4 Industry Survey
Determining the factors of uncertainty exclusively using the five forces framework is insuf
ficient for a successful restriction of possible scenarios. A small-scale, qualitative industry 
survey is used to gain empirical insight in the industry’s perception of the future of electronic 
consumer billing, from the point of view of billers, service providers and banks.

The survey is conducted in the form of semi-structured interviews with company repre
sentatives from billing departments or related positions. The interviews use a loose version
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of the “Standardized Open-Ended Interview” approach [21], i.e. a basic set of questions and 
topics to be discussed is prepared and these topics are addressed according to the interviewed 
party.

The survey results can be regarded as an empirical basis for the research presented in this 
thesis [22]. The evaluation of the interviews is performed as a qualitative analysis and similar 
results are grouped.

Case Study Research

The process of theory building from case study research has often appeared as a subject of 
literature. Glaser and Strauss described how to build theories through continuous comparison 
of data in their work on grounded theory [23, 24]. A typology for the design of case study 
research has been described by Yin [25,26], who has defined case study research as a research 
strategy. Techniques for the analysis of qualitative research data have been introduced by 
Miles and Huberman [27], whose ideas include the incorporation of tables and graphs to 
display data within its context.

These frameworks, among others, and the resulting process of building theory from case 
study research were summed up in one table by Eisenhardt [28] as presented in table 2.1.

Due to the limitations in the scope of this study (see Section 1.5), the data collected in 
the industry survey does not provide enough information for quantitative evaluation. Instead, 
the data will be processed and evaluated according to the case study research framework in 
Section 4.6.
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Table 2.1 : The process of theory building from case study research

Step Activity Reason

Getting Started Definition of research question 
Possibly a priory constructs

Neither theory nor hypotheses

Focuses efforts
Provides better grounding of 
construct measures
Retains theoretical flexibility

Selecting Cases Specified population

Theoretical, not random, sam
pling

Constrains extraneous variation 
and sharpens external validity 
Focuses efforts on theoretically 
useful cases - i.e. those that 
replicate or extend theory by fill
ing conceptual categories

Crafting Instruments 
and Protocols

Multiple data collection methods

Qualitative and quantitative data 
combined
Multiple investigators

Strengthens grounding of theory 
by triangulation of evidence 
Synergistic view of evidence

Fosters divergent perspectives 
and strengthens grounding

Entering the Field Overlap data collection and anal
ysis, including field notes

Flexible and opportunistic data 
collection methods

Speeds analyses and reveals 
helpful adjustments to data col
lection
Allows investigators to take ad
vantage of emergent themes and 
unique case features

Analyzing Data Within-case analysis

Cross-case pattem search using 
divergent techniques

Gains familiarity with data and 
preliminary theory generation 
Forces investigators to look be
yond initial impressions and see 
evidence through multiple lenses

Shaping Hypotheses Interactive tabulation of evidence 
for each construct
Replication, not sampling, logic 
across cases
Search evidence for “why” be
hind relationships

Sharpens constmct definition, 
validity and measurability 
Confirms, extends and sharpens 
theory
Builds internal validity

Enfolding Literature Comparison with conflicting lit
erature

Comparison with similar litera
ture

Builds internal validity, raises 
theoretical level, and sharpens 
construct definitions
Sharpens generalizability, im
proves construct definition, and 
raises theoretical level

Reaching Closure Theoretical saturation when pos
sible

Ends process when marginal im
provement becomes small
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Chapter 3

Technologies and Current 
Solutions

3.1 Introduction
In order to strategically approach electronic consumer billing, first, a basic understanding 
of the subject is needed to be built. Electronic billing and invoicing are not clearly defined 
technologies, but rather represent a shift of paradigm.

Definition In its essence, electronic billing/invoicing means delivering and presenting bills/ 
invoices to the recipient using a digital medium, effectively liquidating the need for a 
physical representation and transportation of the bill/ invoice [115].

Even though this plain definition does not comment on the actual medium or channel 
used, common practices have emerged. As such, business invoices are usually transmitted 
either through dedicated corporate networks, or, if the Internet is used, over secured VPN 
connections. Consumer billing systems on the other hand, have to make use of media chan
nels that are widely used by consumers. Therefore, electronic consumer billing usually im
plies sending bills to the consumer over the Internet [29]. We can summarize this in a more 
detailed definition:

Definition We define electronic consumer billing as the delivery and presentment of bills 
from the biller to the consumer using the Internet as medium and delivery channel.

This chapter will first examine the technological requirements needed to implement elec
tronic consumer billing (section 3.2). We then briefly examine electronic invoicing (sec
tion 3.3) before looking at the different functional models of implementation of electronic 
consumer billing systems, discussing advantages and disadvantages (section 3.4). Finally, 
two existing electronic consumer billing solutions are introduced and briefly examined, both 
from a technological perspective and considering the general usefulness and success (section 
3.4.2).

3.2 Technologies
The technological transition from traditional paper based billing to electronic billing can be 
clarified using a simplified metaphor. Traditionally, the bill is printed on paper, sealed in an
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envelope and delivered by the mailman. In this metaphor, the mailman is in charge of data 
delivery, the paper and the printer handle the formatting and presentation of the bill while the 
envelope takes care of security. When the bill is delivered electronically, these three elements 
of bill delivery need to be replaced by electronic solutions.

Due to the flexible definition of electronic billing (see section 3.1), a wealth of avail
able technologies can be used to implement an electronic consumer billing solution. Dif
ferent technologies and protocols are available for each of the three elements in the billing 
metaphor. The transmission of bills from billers to service providers tends to rely on proto
cols offering high reliability and security, while delivery from either biller or service provider 
is constrained to technologies that are accessible to and usable by the consumer.

This section gives a compact overview of some of the technologies available for the deliv
ery and reception of electronic invoices and bills, including data delivery (see section 3.2.1), 
data presentation (see section 3.2.2) and data security (see section 3.2.3). This section should 
not be seen as a directory of all available technology and protocols. It is merely an outline 
of the most prominent ones, and the ones relevant for the implementation cases presented in 
section 3.4.2.

The presentation of a rather broad selection of technologies should also underline that 
the technological implementation is one of the smaller obstacles when establishing electronic 
consumer billing services.

3.2.1 Data Transmission
The majority of worldwide data transmission, and all data transmission in the Internet uses the 
Internet Protocol (IP). The IP suite is a set of protocols that allow computers to communicate 
with each other platform-independently over the Internet using packet-based data transfer. In 
essence, the IP suite is what makes the Internet work. The IP suite is packet-based, meaning 
that all data is divided into smaller chunks of data, which are then sent through the network 
as packets [30].

The most common protocol combination for Internet use is the combination between the 
Transmission Control Protocol (TCP) in the transport layer and the Internet Protocol (IP) in 
the network layer [31].1 The TCP/IP bundle is the underlying communication base for most 
Internet related communication protocols and applications, such as HTTP (see section 3.2.1), 
FTP (see section 3.2.1), e-mail (SMTP - see section 3.2.1, POP3, IMAP) or remote login 
connections (such as telnet or SSH - see section 3.2.3) [30, 32].

In the TCP/IP bundle, the Internet Protocol handles packetization and a addressing. IP 
is designed as a best effort protocol, i.e. the protocol is designed to attempt to deliver every 
packet as intended, and packets will not be discarded at random. However, it does not guaran
tee successful delivery of a datagram to its destination. TCP, on the other hand is responsible 
of end-to-end transfer of data. TCP is connection-oriented, i.e. the two applications commu
nicating with each other must establish a unique TCP connection, which they will then use 
to transmit data. Data integrity and delivery guarantee are also provided by TCP [30]. In 
the following, some of the application layer protocols of the IP suite that are of relevance to 
electronic billing applications will be outlined.

File Transfer Protocol

The File Transfer Protocol (FTP) is an open standard transfer protocol used to transfer files 
between two computers over a TCP/IP network. An FTP transfer involves two computers: 1

1 Due to the predominance of this protocol bundle, the IP suite is often referred to as the TCP/IP suite.
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a server and a client. The client establishes the connection to the server and can then send 
commands to the server, such as the command to upload a file or download a certain file from 
the server computer [116, 30].

Overall, FTP is the Internet standard for file transfer and provides a simple reliable means 
to transfer files from one computer to another regardless of their size (FTP provides among 
others the functionality to resume a previously interrupted file transfer). However, there are 
some issues that have to be noted with regards to FTP. FTP does not provide any security 
features, passwords are transmitted in clear text and the connection is overall vulnerable to 
unauthorized access. As such it is not advisable to use FTP without any additional security 
measures such as a Virtual Private Network (VPN) or an SSH tunnel (for more on security, 
see section 3.2.3). The FTP protocol also encounters some obstacles - though not insuperable 
- when the client is behind a firewall [30, 117].

FTP is commonly used in electronic invoicing and billing systems to transfer invoice or 
bill data from the sender to the service provider or billing portal (see sections 3.3 and 3.4.2).

HyperText Transfer Protocol

When entering the consumer communication realm and thus the World Wide Web (WWW), 
the means of transfer of data from one computer to the other loses importance, while pre
sentation aspects come to the fore. The WWW was built around hypertext,2 and the pro
tocol most widely used for the retrieval of hypertext documents is the HyperText Transfer 
Protocol (HTTP).

The HyperText Transfer Protocol was developed by the World Wide Web Consortium 
(W3C) as a protocol for distributed, collaborative, hypermedia information systems [118]. 
HTTP is an application layer protocol, and is based on request/response interaction between 
a client and a server. The originating client, referred to as user-agent, initiates the request 
by opening a TCP connection to the server (by default on port 80) and transmitting the re
quest message. The response sent by the server includes communications specific informa
tion (about the server and the document) as well as a message body including the requested 
document. The markup of a simple HTTP/1.1 (the latest and last version of the protocol) 
conversation using the command line user-agent curl3 is depicted in Figure B.l of Appendix 
B.

All WWW-based electronic consumer billing applications (such as the Netposti solution 
presented in section 3.4.2), regardless of the billing model (see section 3.4.1), use HTTP for 
transferring the bill to the consumer.

Electronic Data Interchange

Electronic Data Interchange (EDI) is not a technology or protocol standard as such but rather 
defines a technology paradigm and an application of information technology. Most commu
nication between firms encompasses the transfer of structurally similar information between 
business partners, such as orders, invoices, confirmation and other business specific data [34]. 
Traditionally, the information was shipped as paper documents. With the emergence of digital 
communications networks the data might have been sent by email or other means. However, 
in most cases, a significant time had to be spent to process the documents. EDI is the trans
portation of business information electronically between and within firms, including agents

2The concept of hypertext describes a user-interface paradigm for electronically displayed content. One of the 
earliest definition of hypertext originates from the 1970s and defines hypertext as textual media which “branch or 
performs upon request” [33]. Hypertexts are the fundament of the WWW.

3Available at http://curl.haxx. se (Referenced 2.11.2006)
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and intermediaries. EDI messages are structured and computer-processable, enabling the di
rect communication between computers, thus minimizing the need for human control of data 
exchange.4 As a result of incorporating EDI services in the business processes, overhead 
costs are lowered and the processes become faster and more accurate [34, 35, 36].

Different standards for the structure of EDI messages have been developed, and standard 
EDI data sets defined for a variety of business purposes. One of the first and a widely used 
standard is American National Standards Institute (ANSI) X. 12 [35]. The standard defines 
message formats for a wide variety of industries and business purposes ranging from Student 
Educational Records or Laboratory Reporting to Purchase Orders, Order Status Reports and 
Invoices [37, 38].

Another widely adopted standard is United Nations Rules for Electronic Data Interchange 
for Administration, Commerce and Transport (UN/EDIFACT). The UN/EDIFACT standard 
defines a common dictionary for data and a set of syntax rules. Using UN/EDIFACT, the 
development of standards in different countries and for different industries can be based on 
common building blocks [34]. As with ANSI X.12, a wide variety of data formats for differ
ent industries and purposes are listed in the UN/EDIFACT directories [119].

EDI messaging is of importance primarily to high volume electronic invoicing applica
tions. However, the EDI message standards could also be implemented for the transfer of 
electronic consumer bills from the sender to a billing service provider (especially when both 
parties have already established an EDI relationship for other business communications), who 
then processes, converts and forwards bills to the consumer (e.g. via a portal).

Other Relevant Transmission Protocols

SMTP/MIME The Simple Mail Transfer Protocol (SMTP) is used to deliver electronic 
mail messages over the Internet. The SMTP specification and functionality are rather simple. 
An SMTP client opens a TCP connection to an SMTP server, the message recipient’s and 
the sender’s addresses are transmitted, followed by the message body. To transmit messages 
using SMTP, both client and server have to be connected to a common network. In the 
Internet, where most users are not permanently connected, this means that intermediary mail 
servers have to be used to collect and hold received mail for a user until he connects to 
the network. SMTP is a push-protocol, i.e. it only describes mechanisms for sending a 
message from one computer to another. To collect the messages from such an intermediary 
mail server, other protocols, such as POP3 or IMAP have to be used. SMTP is entirely text- 
based, which among other things also implies that there is no security functionality included 
in the specification [30, 120]. To extend the functionality of the SMTP protocol a number 
of extensions have been developed, such as the SMTP-AUTH extension to provide sender 
authentication [121].

Due to the confinement of the SMTP protocol to only ASCII5 characters, the Multipur
pose Internet Mail Extensions (MIME) standard was developed to extend the functionality 
of electronic mails. MIME defines mechanisms to send other types of data in electronic 
mails over the SMTP protocol using character encodings other than ASCII. This enables

4As such, EDI does not define the communication channel, documents can therefore also be transfered in elec
tronic form on a physical medium such as a magnetic tapes or optical disks. However; the maximum benefits of 
the incorporation of EDI will only be reached when the system enables the data to transmitted directly from one 
computer to another over a communications network [34].

5American Standard Code for Information Exchange (ASCII) is a character encoding standard based on the 
english alphabet. ASCII encompasses 95 printable characters, including the Latin alphabet in large and small caps, 
some punctuation marks and other special characters and a set of control characters. The ASCII character set does 
not include any diacritic marks required for many non-english languages.
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the transmission of data of almost any file type over SMTP electronic mail [122]. In 2002, 
the Network Working Group published an RFC document defining a protocol for the secure 
peer-to-peer transmission of EDI content over the Internet using among others SMTP, MIME 
and Pretty Good Privacy (PGP) encryption and message signing (see section 3.2.3) [123].

In electronic billing, using SMTP with MIME is an alternative to FTP and EDI based 
transfer of the bill from the sender to a service provider or in case of email billing (see 
section 3.4.1) even for the entire bill delivery.

X.400 When considering EDI applications (including invoicing and billing methods), an
other protocol with functionality similar to SMTP should be mentioned. The X.400 standards 
are an Open Systems Interconnection (OSI) standard for the exchange of messages, which are 
published by the International Standards Organization (ISO) in cooperation with the Interna
tional Telecommunications Union (ITU).6 Due to the built in security functions of X.400, it 
is well suited for business communications. Yet, due to several reasons (e.g. the relatively 
complicated addressing scheme used), SMTP was established as the de-facto standard for 
Internet mail transfer. X.400 is therefore merely used for in-house mail transmissions on cor
porate networks. However, the X.400 standards are widely established for EDI applications 
[39, 40].

3.2.2 File Formats
The choice of file formats usually depends on the document purpose. For automated business 
communications, it is important to choose a format that can be processed by all parties, and 
that optimizes the data traffic. When addressing the consumer, the focus lies on the visual 
representation of the data. A wealth of file formats for all kinds of documents and purposes 
have been defined. This section introduces a few of the relevant formats for business com
munications, especially considering the electronic consumer billing applications introduced 
in section 3.4.2.

XML

The Extensible Markup Language (XML) is a general-purpose markup language developed 
by the W3C. XML is a meta-language, i.e. it does not describe a document type itself, but 
defines how a document type is to be described. An XML file is a text-based document, which 
holds the information in a tree-based structure. The contents are marked up, i.e. they are 
encompassed between tags to identify their semantics within the document. The definition of 
the XML scheme, i.e. the grammar rules for creating the document is defined in a Document 
Type Definition (DTD) document. The DTD specifies how and where certain elements (tags) 
can be used in the document.7 The advantage of DTDs is that one XML document can 
include several document types through the declaration of namespaces, which dramatically 
increases the usage scenarios for XML documents [124, 125].8 XML defines very strict mies 
for markup. Therefore XML documents can easily be parsed and interpreted by computer 
programs. Due to its ease of creation and use for both computers and humans, XML has

6The X.400 standards are, in fact, a set of standards for which the X.400 document is the basis. The documents 
range from X.400 to X.440.

7e.g. when creating a database file for a library, it would not make sense to have a <booktitle> element outside 
of a <book> element.

8A simple example: An XML document describing a bill for a book order, document types for both a bill 
document and a book document could be used to clarify and distinguish the content.

Scenario-based Development of Market Entry Strategies. The Case of Electronic Consumer Billing in Germany.



18 CHAPTER 3. TECHNOLOGIES AND CURRENT SOLUTIONS

rapidly gained importance for Internet applications and is widely used [41]. A sample XML 
document can be found in Appendix B.l.

Since XML became a W3C recommendation in 1998, continuous efforts have been made 
by different groups to use XML as the document language for EDI transactions. Widely used 
standards include RosettaNet9 XML for EDI, ebXML10 * or ODETTE11, but there are numerous 
different standards available and in use [126, 127, 128]. The simplicity of XML enables 
rather effortless and automated conversions between different document types, significantly 
reducing problems that occur when trading partners employ different systems or standards 
[129,41,42].

Due to its versatility while remaining very simple and human-readable, XML is very well 
suited for electronic billing applications, and can be used throughout the entire bill delivery, 
all the way from the biller to the receiving consumer.

HTML/XHTML

HyperText Markup Language (HTML) is the de-facto standard for displaying content on the 
WWW. HTML allows the creation of interlinked documents incorporating different graph
ical elements such as tables and images. HTML is an ISO standard and maintained by the 
W3C [130]. HTML is a text-based markup language and builds on the same principles for 
data markup as XML. However, since HTML was developed well before the introduction of 
XML, it is not XML compliant. Therefore, the W3C developed Extensible HTML (XHTML), 
to add the advantages of XML to the HTML language. XHTML is an application (or DTD) 
of XML [131]. An HTML document is interpreted by a browser, which displays the con
tent according to its capabilities. Therefore, HTML documents are displayed differently in 
different browsers.12

When presenting electronic consumer bills on (consolidated) bill portal websites, HTML 
is the obvious choice. All web-browsers display HTML documents and since HTML docu
ments are text-based, their file-size is small.

Finvoice

In Finland, the Finnish Bankers’ Association (FBA) recommends the use of Finvoice, a na
tional standard for electronic invoices and bills [133]. Finvoice is based on and fully compli
ant with the XML standard, enabling flexible processing of the bill data. The recommendation 
of the FBA envisions using Finvoice data in conjunction with SOAP13 and ebXML.

EPL

Since billing was traditionally bound to the print medium, a variety of formats exist that were 
designed specifically for that purpose. A commonly used format in Finland is the Electronic

9RosettaNet is a non-profit standards organization for collaborative commerce.
'”Electronic Business using XML (ebXML) is a suite of specifications for conducting business over the Internet.
'1 Organisation for Data Exchange by Tele Transmission in Europe (ODETTE) has been created to improve logis

tics and engineering processes between trading partners in the automotive industry
12Recently, the W3C has tried to reverse the development that has led to the common use of HTML to create doc

uments that include both the information content and the presentational specifications. The W3C now recommends 
using XHTML to create logically structured content. That content should then be presented using Cascading Style 
Sheets (CSS), a simple mechanism to adding rather complex styles to Web documents. CSS allows the definition 
of different styles for different media, facilitating the optimization of content for different uses, such as printing or 
mobile access [132].

13The Simple Object Access Protocol (SOAP), a W3C recommendation, is a lightweight, XML based protocol 
for exchange of information in a decentralized, distributed environment [134].
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Post Letter (EPL), developed by the Finland Post [135]. EPL, or eLetter, is a semi-structured 
document format, in which the content is structured according to specific channels in a tem
plate. The information is marked up for easy printing of the bill. However, the structure and 
content of the document are not linked. The printed output of specific channels depends on 
the template, and the EPL document only defines the content of the printing channels, while 
the template gives printing instructions. The structure of the document is not linked to the 
channels, and documents can make use of the channels as needed. Therefore, EPL docu
ments cannot easily be interpreted or parsed to extract the information for conversion into a 
more flexible format, such as XML. A specific content field in one EPL document can have 
completely different semantics in another, due to different layout.

The difficulty of using legacy formats is further addressed in section 3.4.2, where we look 
at an electronic consumer billing implementation.

PDF

Adobe Portable Document Format (PDF) is a fixed-layout document format that enables a 
document to be displayed identically on all devices and platforms, including when printed on 
paper. PDF documents include the text, fonts, images and vector graphics all in one single 
file, facilitating the use as a common standard for sharing documents. Although PDF is 
patented by Adobe Systems Inc., it is considered an open standard and there are numerous 
software applications for displaying and creating PDF documents. The format has therefore 
become widespread for sharing and publishing documents over the Internet [136].

For electronic billing applications, PDF is the most obvious choice for delivering a bill to 
the consumer, that is (or can be) identical to a traditional paper bill, and is easily printed and 
archived.

3.2.3 Security
Conducting business over a public network requires security measures to avoid that confiden
tial data gets compromised. A secure transaction must ensure confidentiality of messages, 
authentication of peers, data integrity of messages, non-repudiation of actions and selective 
application of services [43]. Security functionality is not included in the features of a TCP/IP 
network. Application and case specific protocols and systems for ensuring security thus have 
to be used. Numerous protocols, protocol extensions and other systems for securing data 
transmission have been developed, varying in their location with respect to the ТСРЯР stack 
|44]. This section briefly introduces the ones that are most relevant to electronic invoicing 
and billing.

Application Layer Security

Security implementations in the application layer do not secure the data transfer as such, but 
instead encrypt the data such that the information is not compromised even if the data is. This 
requires both the sender and the recipient of data to agree on a common encryption method. 
The sender encrypts the data before sending it. The information can then only be accessed 
with the right key, which only the recipient possesses [45].

Public Key Infrastructure (PKI) The Public Key Infrastructure (PKI) is not a protocol 
but an algorithm principle. PKI systems allow both ends of the transmission to authenticate 
each other and to securely transfer information between each other. Public key encryption
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uses asymmetric cryptography. When communication is encrypted using a PKI, both com
municating parties have two keys each, a public key and a private key. Data encrypted using 
a user’s public key can only be decrypted using the same user’s private key and vice versa. 
The public key is made publicly available, and as long as a user keeps his private key safely 
stored, data intended for that very user can only be decrypted by himself. Since the public 
key of a user has to be made publicly available to all users, the authenticity of a public key 
also needs to be guaranteed. This requires a trusted third party. In commercial applications 
such as web-based electronic commerce, this is handled by certificate authorities, which are 
publicly known to be trustworthy. Other implementations such as the web of trust14 exist, but 
are rarely used for commercial applications [45, 46, 44].

The ITU Telecommunication Standardization Sector (ITU-T) has published an interna
tional standard for PKIs as X.509. The X.509 standard among others defines standard formats 
for key certificates and validation algorithms [137].

Qualified Electronic Signature (QES) Very often, it is required to simply guarantee the 
authenticity and integrity of an electronic document for archiving and accounting purposes, 
or for a variety of other purposes, such as contract signing. Especially for Value Added 
Tax (VAT) deduction purposes, the proof of originality of a document can be connected to 
large deducted sums, in which case a fraudulent document would cause significant losses 
to the tax authorities. The authenticity and integrity of a document can be verified through 
the use of Qualified Electronic Signatures (QESs), which are required by law for electronic 
documents in Germany {see section 4.5).

The technological implementation of QESs is usually based on public key algorithms 
although the algorithms used are generally computationally less expensive than algorithms 
indented for confidentiality. The content and creation date of the document are used to create 
a signature, which is attached to the document. The certification is handled by accredited 
trust centers. The trust centers supply the sender with a private key (usually delivered on an 
electronic chip card) and an interface for the recipient of a document to verify the authenticity 
by accessing the public key [47].

So far, the implementation of QESs as required by the German Signature Law [48] is 
rather expensive and complicated and therefore not well suited for the use by individuals 
[47]. The legal implications of the signature law are addressed in section 4.5

Transport Layer Security

In contrast to application layer security mechanisms, transport layer security mechanisms 
secure the transmission channels for data, allowing applications to securely transmit unen
crypted data.

SSL/TLS The Secure Socket Layer (SSL) protocol was originally developed to provide 
secure HTTP connections for WWW transactions. The SSL protocol was later adopted by 
the Internet Engineering Task Force (IETF) as Transport Layer Security (TLS) [138]. The 
SSL/TLS protocols provide mechanisms for endpoint authentication and confidentiality. Al
though SSL/TLS can add security to any application layer protocol that works on top of TCP, 
it is mostly used for secure HTTP connections (HTTPS). SSL/TLS uses a PKI. When an

14In a web of trust, every user has an established mutual trust relationship with at least one other user. This trusted 
user can guarantee the authenticity of the user to an outside user. However, this web is based on mutual trust and 
sincerity of all participants, which can not always be guaranteed. A web of trust is thus not suited to secure business 
transactions.
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SSL/TLS connection is established, the peers negotiate which algorithms are supported and 
used. Then, the peers exchange public keys and the authenticity is verified using certificates 
which are issued by certificate authorities. SSL/TLS, and specifically HTTPS has become 
the de-facto standard for secure WWW-based electronic commerce [45].

SSH The SSH protocol is a client-server model protocol primarily intended for secure re
mote logins, replacing such insecure protocols as telnet. Using SSH, a secure connection to 
a remote server can be established, allowing access to the server’s command line interface. 
SSH provides strong encryption algorithms to ensure authentication, confidentiality and data 
integrity for the connection. However, the real benefit of SSH is not only the capability for 
secure remote logins. In addition, SSH can use the existing secure connection to tunnel TCP 
connections. This means that all outgoing TCP connections on a specified TCP port on the 
client machine arc forwarded to the server, where they are forwarded to a specified TCP port 
of a host on the server’s network (or a TCP port on the server itself). Tunneling also works in 
the reverse direction [49]. A simple usage example of TCP tunneling over an SSH connection 
is shown in Figure 3.1.

SSH Server

SSH Connection 
with TCP Tunnel

Public
Network

Public
Network

HTTP Server 
with IP based 
access policy

SSH Client

HTTP Proxy 
Server with 
access right

Private Network

Example: An HTTP server with IP-address based access restriction needs to be accessed. In order to 
gain access to the WWW server, a WWW proxy server has to be used. The access to the WWW proxy 
server has also been restricted to connections from within the local private network.

An SSH connection is established, which forwards incoming local connections on TCP port 8080 to 
TCP port 80 at the WWW proxy server. Now, in order to access the restricted HTTP server, the WWW 
browser is configured to use the WWW proxy server at the localhost on TCP port 8080. The HTTP 
connection is forwarded through the SSH tunnel to the WWW proxy, which forwards it to the HTTP 
server.

Figure 3.1: Tunneling a TCP connection to an HTTP proxy server using SSH

For electronic billing applications, SSH tunneling provides a simple and easily imple
mented security mechanism for transmitting bill data from the biller to a service provider or 
the billing portal using an otherwise insecure data transfer protocol such as FTP. An SSH 
tunnel can be regarded as a very simple VPN.

Virtual Private Networks

Especially in business applications, the deployment of distinct security mechanisms for all 
applications used within a company is impractical. Thus, when working in an office environ-
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ment, it is common to deploy a private network that is physically bound to the office premises. 
This obviously increases the overall security and makes the need for additional security mea
sures for in-house communications obsolete. However, the deployment of a private network 
also restricts access from external locations. To access the companies network. Virtual Private 
Networks (VPNs) are used. A VPN enables a computer to connect to the business network as 
if connected locally through the use of tunneling mechanisms. A virtual pipe is established 
between the external computer, and data can securely traverse the insecure public network 
(generally, the Internet) through that information tunnel. VPN technology can also be used 
for business-to-business applications. This enables the secure transmission of confidential 
data between businesses regardless of the applications or interfaces accessed [50, 45].

Different protocol solutions exist for establishing a secure tunnel for a VPN, three of 
which are widely used: the Point-to-Point Tunneling Protocol (PPTP) (using TCP) and the 
Layer 2 Tunneling Protocol (L2TP) (using UDP) for secure Point-to-Point Protocol (PPP) 
connections, and IP Security Protocol (IPsec), which adds security functionality to the IP 
network itself, allowing both TCP and UDP connections.15

3.3 Electronic Business-to-Business Invoicing
Initially, Electronic Data Interchange applications were developed to facilitate and accelerate 
business interaction with subcontractors. Hence, the standards focused on relevant messages 
such as orders, order confirmations, etc. The business value of EDI communication has been 
proven to be significant [36]. However, for many businesses whose business communications 
primarily consists of incoming and/or outgoing invoices from and to different business part
ners, EDI systems are not suitable solutions. EDI implementations are rather costly and com
plicated [51]. Furthermore, the standards developed for EDI messaging (see section 3.2.1) 
provide unnecessary capabilities for simple invoice communications. For invoice sending and 
reception, a less complex system with a tight integration into the companies’ ERP systems is 
needed. This section uses the electronic invoice services and the service network provided by 
Itella in Finland to shortly illustrate the principles of electronic invoicing.

Electronic Invoicing Operator Networks

One of the problems with EDI is that traditionally, an EDI connection is a proprietary network 
connection including agreed message standards between only two business partners [52]. 
Therefore, cooperative EDI systems have to be negotiated and established for all business 
partners with whom a company wishes to automate messaging. The complexity of such a 
network grows rapidly with a growing number of business partners.16 Furthermore, most 
ERP systems offer only one method to import and export data, usually bound to a specific 
message format [53]. In order to send invoices to, and receive from all business partners, 
format conversions would be required. To optimize invoice processing for both incoming 
and outgoing invoices, an independent operator is recommended to handle message delivery. 
Then, a single connection to the operator is sufficient to enable sending and reception of 
invoices to and from all companies the operator is connected to. Building on cooperation 
between service providers, banks and invoice senders to create a national service network, 
this invoicing model has proven to be largely successful in Finland, with an estimated 50%

15For more information on the different VPN technologies see [50, 32, 45,46].
16e.g. for n companies all interacting with each other, a total of EDI connections would need to be estab

lished.
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of business-to-business invoiced transmitted electronically in 2005 [54], largely replacing the 
traditional invoice delivery network using postal services. Itella (see section 1.1.6) as an 
electronic invoicing service provider is an operator in this model. The success of such an 
invoicing network in Finland has been facilitated by the establishment of common standards 
by the elnvoice consortium for all Nordic countries and the Finnish elnvoice Forum17

In addition to handling simple invoice delivery services, an electronic invoicing operator 
also handles conversion of message formats and control of data. The incorporation of an op
erator’s services provides a company with one single interface to send all invoices, regardless 
of the degree of automation of the recipient [53]. The technologies and protocols used for the 
transmission of invoices depends on the service contract between the service provider and the 
client (invoice sender or recipient), i.e. they are negotiated with the service contract.

Invoice Sender 
ERP System

Itella Electronic 
Invoice Service 

Network

Printing
Paper Invoices 

to SMEs and Consumers

EDI based invoices 
to customers of

Itellas EDI solutions

Electronic invoices 
to other Itella 

customers

Connections to 
(Online) Banks 

(Batch Transfer)

Electronic invoices 
to other service 

providers' customers

Example: The sender is a high volume biller and an EDI customer. The invoice is transmitted from the 
sender’s ERP system to the operator’s server using a VPN-secured connection. The invoice is formatted 
as an EDI message and is transmitted using X.400. The recipient of the invoice is small business that 
does not have the necessary resources to implement EDI or VPN infrastructure. The operator converts 
the EDI message to the Finvoice format and places it on an FTP server only accessible to the internal 
network. The recipient collects incoming invoices from the operator’s server on a regular basis using 
FTP, through an SSH tunnel.

Figure 3.2: Sending and reception of electronic invoices through Itella’s service network

The invoice delivery network for customers of Itella from the perspective of both invoice 
senders and recipients along with an example of the use of different technologies according 
to the customer’s requirements is shown in Figure 3.2.

17The elnvoice Forum is a collaboration and information exchange for all businesses involved in electronic in
voicing in Finland, and is operated by the Finnish Information Society Development Centre (TIEKE).
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3.4 Electronic Consumer Billing
While an optimal electronic business-to-business invoicing solution seamlessly delivers in
voices from the sender’s ERP system to the recipient’s ERP system, the paradigm is different 
for electronic consumer billing. Consumers do not have automated systems. Therefore, the 
presentation of the bill is an essential part of a billing solution. Also, time saving factors are 
not as important as ease-of-use and an overall appealing visual presentation.

Different models have been conceived for the delivery of bills to consumers over the 
Internet. This section introduces these models and discusses the specific advantages and 
disadvantages of these.

3.4.1 Electronic Bill Presentment and Payment
Especially in the U.S. market, electronic consumer billing systems are often referred to as 
Electronic Bill Presentment and Payment (EBPP) systems. However, the term EBPP refers 
to a special form of electronic consumer billing that incorporates a direct electronic payment 
mechanism to the bill reception. This solution is of special interest for the North American 
market, where consumers still regularly pay bills by sending checks to the biller via traditional 
mail [55, 6]. The incorporation of payment mechanisms into the electronic reception of bills 
is convenient for consumers and speeds up the payment process for billers. A solution similar 
to EBPP exists for business invoices, and is referred to as Electronic Invoice Presentment and 
Payment (EIPP).

In Germany, the need for an integrated payment in electronic consumer billing solutions is 
small. The market is dominated by direct debit payments and regular credit transfers, which 
are unproblematic to the consumers (see section 4.4). The most common electronic consumer 
billing models that are introduced in this section have been developed with complete EBPP 
systems in mind. Nevertheless, their principles and validity remain even when the payment 
mechanisms are detached.

Three basic models for Electronic Bill Presentment and Payment are commonly defined, 
the biller direct model, thin consolidation and thick consolidation [9, 13, 56].

Biller Direct Model

The most common billing model (among the few electronic consumer billing solutions) in 
Germany at the moment is the biller direct solution. In this model, the biller presents the 
bill on his own billing portal site. The consumer then collects his bill from the biller portal, 
usually as a PDF file. The notification of a new bill is usually handled via e-mail, yet often the 
consumer is required to collect his bills on his own initiative and is not specifically notified 
of a new bill. The principle of the biller direct model is depicted in figure 3.3.

The main advantage of the biller direct model to the biller is that he is in direct control 
of the customer data and of the bill presentment and can thus maximize his brand leverage. 
The biller direct model also offers the possibility of integrating direct marketing and cross 
selling campaigns directly into the bill portal. Most of the billing value chain (see section
6.3.1) is controlled in-house, or by one service provider. The biller direct model can easily 
be incorporated into a complete customer self-care center (see section 4.7.2).

The disadvantages of the biller direct model mainly affect the consumer. The biller direct 
model requires a radical change of habits from the consumer. Bills now have to be actively 
collected one by one at the biller’s site as opposed to receiving all bills at a central loca
tion (the traditional mailbox). For the biller, the in-house implementation of a biller direct
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Figure 3.3: Three billers sending bills to two consumers using the biller direct model

application is cost-intensive (some estimates for high-volume billers in the U.S. market cite 
first-year expenditures of over $500.000 [11, 57, 9]), thus limiting this implementation model 
to very high volume billers, who can expect significant cost savings over time. This can 
be circumvented by outsourcing the electronic billing portal to an electronic billing service 
provider.

Thick Consolidator Model

In the consolidated approach shown in figure 3.4, an electronic billing service provider acts as 
an intermediary. All participating billers transmit their outgoing bills to the service provider, 
either in a presentational format or simply in a structural format. The consolidator aggregates 
the bills according to the recipient. Consumers can then access all participating billers’ bills 
at the consolidator’s portal site. The consolidation of the entire bill data is referred to as thick 
consolidation.

The advantage of the thick consolidation model to billers is that no infrastructure on the 
biller’s side is required to implement electronic consumer billing. All outgoing bills can be 
transmitted to the billing service provider who handles the presentation of the bill on his portal 
site. This also opens the possibility for consumers to select how they wish to receive their bill. 
The service provider can handle channeling to print or electronic delivery channels. The thick 
consolidation is of interest to smaller billers who could not carry the high investment costs 
of a biller direct model. To consumers, the advantage is a service that offers equal or higher 
value than the traditional mailbox, as all incoming bills are centralized in one location. For 
true ЕБРР solutions, the thick consolidation model can also offer a wider range of payment 
systems the consumer can choose from, than a biller could have afforded to implement in a 
biller direct portal. The consolidated model is also of interest to banks, as it could help thrive 
the use of other online banking services, thus maintaining the customer relationship.

To billers, the disadvantage of thick consolidation is that the direct control over the pre
sentment of the bill and the context of presentation is lost. The representation of the biller’s 
brand, direct marketing and cross-selling opportunities are lost. To consumers, possible thick 
consolidation business models of service providers could signify that they will be charged for 
receiving bills electronically. U.S. consolidators charge an average of $4—$ 12 per month [9].
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Figure 3.4: Two billers sending bills to two consumers using the thick consolidation model

Thin Consolidator Model

The thin consolidator model represents a compromise between the two previously introduced 
models. In this model, illustrated in figure 3.5, the biller only sends a summary of the billing 
data to a consolidation service provider. The consumer can access the summaries of all 
participating billers’ bills at the consolidator’s site but is redirected to the billers’ own billing 
portals in order to review the complete details of the bills.

The advantage of thin consolidation to the biller is that the customer relationship is main
tained. To review the entire bill, the user still has to access the biller’s own portal, giving the 
biller the possibility to provide online customer service and to implement cross selling. Most 
importantly, the biller remains in full control of the customer data and customer relationship. 
As with thick consolidation, the consumer benefits from being able to access all bills at a 
central location. Additionally, the personal information of the consumer is still controlled by 
the biller, an entity with which the consumer already has an established trust relationship. 
Overall, this increases perceived security and confidentiality of the solution.

The disadvantage to billers is that - especially when payment is not included in the so
lution - the consumer is not necessarily interested in accessing his entire bill data, reviewing 
the billed amount could suffice. In that case, the customer relationship and cross-selling pos
sibilities suffer. Thin consolidation also requires a high level of cooperation between billers 
and service providers and standardized billing systems with flexible APIs.

Alternative Models

A number of extensions to the three basic models exist. These include, among others:

Total bill consolidation In this model, the biller continues to send traditional paper 
bills. The consumer redirects the bills to the consolidator’s mailing address where they 
are scanned and transformed into an electronic format.

Screen scraping The consumer provides his account access data to the screen scrap-
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Figure 3.5: Two billers sending bills to two consumers using the thin consolidation model

ing service provider, who accesses all accounts and aggregates the data on his website. 
This problem raises security issues as the bills are in fact received and handled by a 
third party. In addition, the consumer may be in breach of his service agreement with 
the biller when he shares his account access data with a third party.

Consumer consolidation In the consumer consolidation model, all bills are aggre
gated by a standalone software application running on the consumer’s machine. The 
consumer can access his bills offline.

E-mail consolidation In this model, the consumer’s e-mail inbox is the consolidator. 
The bills are transmitted to the consumer in a rich format such as HTML or PDF that 
provides some kind of interactivity. This method can also be used in conjunction with 
a biller direct or consolidated system.

3.4.2 Electronic Consumer Billing Implementations
Having discussed both enabling technologies and electronic consumer billing models, two 
electronic consumer billing solutions from Finland and Norway are now examined.

Netposti

With its Netposti service,18 the Finland Post offers a thick consolidation service for electronic 
consumer bills. The service currently enables the reception of documents from about 100 par
ticipating companies, and is not limited to bills but also encompasses e.g. payroll documents. 
All documents are stored and accessible through the service for three years after reception. 
Users can authenticate themselves when logging in either using a dedicated user account or 
using their online banking applications authentication method.

I8see http : //www .netposti.fi (Referenced 2.11.2006)
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Figure 3.6: The user’s billing inbox in the Netposti consolidation service

The visual service structure is reminiscent of common web-based email clients. The user 
can review his incoming bills and documents in his billing inbox. A screenshot of the Netposti 
inbox is shown in figure 3.6. Bills can be organized in a number of preset folders (Incoming 
bills, paid bills) and user created folders.

Selecting a bill in the inbox opens up a visual representation of the bill (see figure 3.9). 
The bill presentment is based on the layout of a traditional paper bill. Netposti does not 
incorporate a direct payment mechanism. Nevertheless, the bill presentment page includes 
a numeral representation of the payment barcode, which can be found on all Finnish bills 
and can be used at payment terminals to pay a bill (see figure 3.7).19 The user can copy this 
number code to his computer’s clipboard and use one of a number of links pointing to the 
most common online banking services to access his own banks online services, where he can 
use the number from the clipboard to automatically generate a new payment order. This order 
includes all necessary information and only needs to be accepted and verified using the banks 
authentication method.

The technological implementation of the Netposti service (see figure 3.8) is simple and 
straightforward. The bills are transmitted to the Netposti service in FPL (eLetter/eKiije) 
format (see section 3.2.2). The data is delivered e.g. using an FTP connection and VPN 
security, but the details of the delivery methods used are negotiated between the biller and 
Netposti. The data is then processed in a parser within the Netposti system. Based on the 
identity of the bill recipient, the system queries a database to determine whether the recipient 
is registered in the Netposti service and wishes to receive bills online. If the recipient does

l9The implementation of this service however is up to the biller to be executed, and is therefore not necessarily 
present on all bills.
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not wish to receive the bill electronically, the EPL bill file can be used to create a print version 
to be shipped. Otherwise, the parser continues to extract all data from the bill. The extracted 
data is then assembled into an XML file using a Netposti-specific DTD. This XML data 
is then forwarded to the Netposti HTTP server running J2EE.20 The HTTP server uses the 
Netposti XML data to generate an HTML representation of the bill. The user can access the 
Netposti service over a secure HTTP connection using SSL.

The general problem in the Netposti service is the use of the legacy format EPL to gen
erate bills and transmit them from biller to the service. As mentioned in section 3.2.2, the 
EPL format is optimized for traditional printing solutions, where the content semantics are 
not important. Therefore, the entire parser engine has to be programmed to extract data from 
specific locations (data row and column) in the EPL document, based on the template the 
biller used for printing. This makes it very difficult to extract content with guaranteed seman
tics to use for dynamic creation of content. Since the EPL format does not define data fields 
that can be read by a parser, the parser can only process the data blindly. In Netposti, the 
visual representation of the bill in the HTML output is similar to the print visuals of the bill. 
Implementing any other representation of bills would require extensive programming efforts 
for every single participating biller.

Using a structured format like XML when the bill is created in the biller’s system would 
enable a wealth of possibilities for dynamic content. However, the EPL format has emerged 
as a de-facto standard for billing in Finland. The need for modem open standards is addressed 
in chapter 6 (see e.g. section 6.4.3).

eFaktura

Among the most complete thick consolidation ЕБРР services currently available in Europe 
is the Norwegian eFaktura service [139, 140]. eFaktura is operated by BBS, an IT service 
provider owned by a group of Norwegian banks. The service allows billers to send their 
bills electronically directly to the consumer’s online bank. The bill reception is completely 
integrated into participating banks’ online services. The consumer can view the bills from 
within his bank’s online service and directly accept them for payment or deny them.

The eFaktura service enables the transmission of the bill data and the presentment and 
payment of bills. The actual implementation is left for the bank to execute.

There were more than 500.000 users receiving bills electronically through the eFaktura 
service in April 2006, which is a remarkable adoption rate considering that the population of 
Norway is below 5 million. An estimated 34% of consumers use the service, with 7% han
dling most of their bills this way [3]. The success can be attributed to excessive marketing 
efforts including television advertising and a convincing added-value proposition to the con
sumer, especially due to the seamless integration into the consumer’s bank’s online platform, 
a service that consumers have already learnt to use and trust. The number of users of the 
eFaktura service rapidly increased when the service introduced the functionality of entering 
a direct debit contract with a biller at the press of a button in the online banking interface [3].

3.5 Summary
The technological implementation of electronic consumer billing is a rather small challenge 
due to the variety of possibilities for both formatting, transmitting and presenting bills. The

zoJava 2 Enterprise Edition (now called Java EE), is a platform for running server-side Java applications, developed 
by Sun Microsystems. For more information, see http://java.sun.com/javaee/ (Referenced 2.11.2006).
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entire bill delivery process from biller to consumer can be secured to ensure confidentiality 
of the bill content. Electronic consumer billing offers benefits to both billers and consumers 
[9, 58, 8, 6, 59, 11, 5, 60, 61, 62, 15]. To the biller, the main selling points are:

Cost savings When bills are being sent electronically, the biller saves on printing and ship- 
21ping/1

Process optimization Migrating from sending paper bills towards delivering bills elec
tronically is part of overall process optimization efforts.2 22

Customer relationship The electronic billing channel is an effective tool for maintaining 
and strengthening the customer relationship.

Direct marketing Using the customer data and profile generated from bills can be a very 
effective tool for direct marketing and cross selling. The electronic billing channel in 
general can be used as a modem interactive marketing channel to the customers.

Lowering DSO Faster reception of bills by the customers and possible integrated payment
functionalities of the electronic billing solution shorten the overall transaction time 
between product delivery and revenue collection.

Due to the obvious advantages that electronic consumer billing offers to billers, it seems 
inevitable that consumer bills will in the long run be transmitted electronically. To consumers, 
the advantages are a little more difficult to define. Some of the marketed advantages are:

No more paper Consumers do not need to handle, organize and archive the paper bills as 
bills are being sent electronically.

Independence of location With electronic bills, consumers are guaranteed to receive their 
bills even when they are not at home. The only requirement is access to the Internet, 
which is becoming increasingly ubiquitous.

Easy payment When a true ЕБРР solution can be offered to the consumers, bills can be 
paid at the click of at button.

2lThe cost for sending paper bills is estimated somewhere between 60 cents and $2 (U.S.), whereas e.g. EBPP 
based bills cost an average of 10-50 cents [63], although the participants in the industry survey claimed that these 
values are often exaggerated.

22In Germany, the average duration from bill generation to payment is 12 days [13].
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Chapter 4

The German Market Environment

4.1 Introduction
Electronic consumer billing has been predicted to become a success and a widely adopted 
technology for several years [8]. Nevertheless, it has so far not been able to live up to its 
promises. Germany, in particular, is severely lacking behind in the deployment of electronic 
consumer billing solutions. Currently, only a few high volume telecommunications billers 
operate biller direct solutions. Payment integration, thus creating a tme ЕБРР solution, cur
rently seems highly unlikely. At the same time, the German market due to its sheer size and 
thus high billing volumes is a prime candidate for exploiting the advantages of the electronic 
billing channel.

Having introduced the technology and billing models that enable electronic consumer 
billing, we now turn towards the German marketplace. This section focuses on analyzing the 
reasons for low adoption rates and the problems of electronic consumer billing in Germany.

First, the specific characteristics that shape the German marketplace are examined, begin
ning with looking at the German market structure, with a focus on possible key players for 
electronic consumer billing (see section 4.2). This includes billers and other important mar
ket participants. Next, the conditions that support the deployment and adoption of electronic 
consumer billing solutions, such as technology adoption and Internet affinity are explored 
(see section 4.3). Then, the payment solutions available in Germany are looked into (see 
section 4.4), before exploring the legal aspects of consumer billing in Germany (see section 
4.5).

Finally, the last sections focus on the industry survey performed as a part of this research, 
detailing the execution and introducing the results of the survey (see sections 4.6 and 4.7).

4.2 Market Structure
The federal republic of Germany (Bundesrepublik Deutschland) is the largest European coun
try by population, with more than 80 million inhabitants.1 The gross domestic product of 
2005 was 2.244 billion €, making Germany the world’s third largest economy [141]. The 
market size and total volume of bills being sent make the entire German market a prime tar
get for electronic consumer billing services. However, especially during the emergent phase

'The current United Nations population estimate places Germany on rank 14 of the worlds largest populations.
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of the market, some participants require a more detailed analysis to identify their state in the 
market and their likely relation towards electronic billing services.

4.2.1 Postal Services
As electronic billing, when completely implemented, effectively eliminates the postal service 
provider in the billing chain, the postal services market needs to be assessed, in order to 
evaluate how they are likely to respond to an emerging threat.

The German postal service market is moving towards liberalization. Although the Ger
man postal service market has not been fully liberalized yet, as in other member states of 
the European Union (EU) such as Finland, Sweden and Estonia, the German Postal Service 
market is to be liberalized ahead of the schedule defined in the Directive of the EU [64]. So 
far, Germany has opened up the market for direct mail batches above 50 items and outgo
ing cross border mail. However, the competition in the German market is still only marginal, 
with all competitors’ market share estimated around 3-5% [65]. By the end of 2007 the exclu
sive license for items under 50 grams weight that has been awarded to Deutsche Post World 
Net (DPWN) will expire [142].

The only major player in the German postal service market remains DPWN. DPWN is 
not only the market leader in Germany but has also expanded rapidly into other countries and 
sectors. In 2004, DPWN was the world’s largest logistics services provider by revenue [143]. 
DPWN has also secured positions in addressed mail markets in total in eight member states 
of the EU [65]. The German market is highly interesting to international entrants who are 
eagerly awaiting the full liberalization. The largest competitor to DPWN in the postal service 
market in Germany is the Dutch TNT. Other global players in the market include British 
Royal Mail, French La Poste and even the Swiss Schweizer Post [142].

With regards to electronic billing services, the German postal services market is yet un
likely to push forward or even move towards electronic delivery channels. Although DPWN 
is offering electronic invoicing services in cooperation with SAP, their focus seems to be on 
traditional logistics services.

4.2.2 Telecommunications Services
The most likely businesses to adopt electronic billing services are telecommunications com
panies. They have a very frequent billing relationship with their customers and often have 
established online platforms for customer services. Telecommunications companies usually 
have automated billing systems, which makes the transition internally seamless.

In 1998, the German telecommunications market was liberalized. Until then, fixed line 
telephony was controlled by the state owned monopoly for postal and telecommunications 
service (now DPWN and DTAG). Since then, sales profits have grown from 44,2 billion € to 
66,8 billion € in 2004. The fastest growing segment is fixed line subscriptions, mostly due to 
the availability and demand of broadband connections. The telecommunications sector makes 
up for about 1,6% of the German gross domestic product [144]. Since the liberalization in 
1998, the prices for telecommunication services have plunged [145, 146], thus reducing the 
margins.

Fixed-line Telephony

The fixed line telephony market is still dominated by the former monopolist Deutsche Telekom 
AG & Co. K. G. (DTAG) and its fixed line operator Т-Com. Т-Com participated in the in
dustry survey carried out in conjunction with this thesis (see section 4.6.1). In the end of
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2002, there were about 54 million registered fixed line telephone subscriptions in Germany, 
of which only 2,35 million were not subscribed with T-Com.

However, competition is increasing, and the connection prices are shrinking. The share of 
profit accumulated by variable connection costs (costs per connection minutes) is decreasing. 
Fixed rates such as monthly fees now account for more than two thirds of the total profit of 
fixed line operators [146].2 Many operators now offer bundled services for Internet access 
over Digital Subscriber Line (DSL) and voice telephony, often with a fiatrate pricing model.3 
Such operators are for example Arcor, HanseNet, Versatel or Tiscali. Versatel and Tiscali 
participated in the industry survey carried out as part of this thesis (see sections 4.6.1 and
4.6.1).

Mobile Telephony

There are four Mobile Network Operators (MNOs) in Germany. Т-Mobile has the largest mar
ket share with 37,3% of the German customers. Т-Mobile is a part of DTAG. Т-Mobile par
ticipated in the industry survey performed as part of this thesis (see section 4.6.1). Vodafone 
D2 GmbH has an only slightly smaller market share with 36,8 % of the German customers. 
Vodafone is a part of Vodafone Group Pic, one of the largest Mobile Network Operators in 
the world. The remaining market is shared by E-Plus (owned by the Dutch KPN) and 02 
(owned by the Spanish Telefonica).

In addition to the MNOs, there are several Mobile Virtual Network Operators (MVNOs) 
on the German market.4 Branded services are being offered by a variety of businesses, both 
from the telecommunications and other sectors, such as retailers [147, 148].

The price level for mobile voice and data connections in Germany is still relatively high 
when compared to other European markets. The rivalry among the large competitors (MNOs) 
is not as intensive as in other European countries. While the price of Internet access dropped 
by roughly 30% since 2000, the price for mobile connectivity actually rose by around 4%. 
However, the Average Return Per User (ARPU) in Germany is significantly lower than in 
other European markets. This is partly due to the high number of prepaid customers, but also 
related to the intransparent pricing system [67].

Internet Connectivity

The broadband connections market in Germany is growing rapidly.5 By the end of 2005, 
about 10 million broadband access subscriptions were registered in Germany, which corre
sponds to an estimated 27% of German households having broadband Internet access [144]. 
Yet, even though the broadband sector in Germany registered a growth rate of over 45% in 
2004, Germany is still lagging well behind other European markets such as e.g. France, 
where more than 90% of households have high-speed Internet access [149].

Especially the DSL market is still dominated by DTAG, and their ISP daughter T-Online, 
who own most of the telecommunications connections to the local loop. Since 2004, com
peting DSL operators who do not own the necessary infrastructure to provide DSL access

2 Estimate for 2005
3 Flatrate — the customer has one fixed fee that covers all service usage, regardless of the amount of usage.
4In contrast to a MNO, who owns a mobile spectrum license and operates the network infrastructure, a MVNO 

markets branded mobile services by providing access to a MNO network. The MVNO purchases “Minutes of Use” 
from one or more MNOs and sells these to the customers [66, 67]

5The most prominent broadband access technologies in Germany are DSL, Cable Modem, Power-line or Satellite 
connections [ 144].
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independently of DTAG can purchase the local loop connection from DTAG using a ser
vice called T-DSL Resale [150, 144]. In 2005, there were more than 60 Internet Service 
Providerss (ISPs) in addition to Т-Online, most of which are regional service providers with 
an own connection infrastructure in a limited area [144].

Overall, the German telecommunications sector could largely benefit from the cost sav
ings that electronic billing solutions offer. In addition, positioning electronic billing as a 
customer-oriented, added value service could allow innovative providers of telecommunica
tions services to gain a competitive advantage over competitors who focus mainly on com
peting by price. However, as current adoption rates point out {see section 4.7), clear strategic 
guidelines are needed.

4.2.3 Other High-Volume Billers
Insurance

The insurance sector in Germany is growing slowly. The estimated growth rate of the mem
bers of the German Insurance Association GDV (encompassing about 97% of the market) 
for 2005 is 1.4%. The growth is merely attributed to an increase in personal insurances, 
especially private health insurance, whereas casualty, property and accident insurances are 
continuously on the decline [151]. The gross premium income of all GDV members in 2005 
amounted to 154 billion € [152].

The insurance market in general, and the German insurance market in particular, are 
under very close supervision. One of the most important aspects of the regulation of the 
insurance sector is the protection of the consumer. This protection includes, but is not limited 
to, protection of privacy and of the financial interests of the individual. The main supervisory 
role is adopted by the Federal Financial Supervisory Authority (BAFin) [153].

Although the insurance sector seems like a feasible candidate for electronic billing ser
vices due to frequent communication between insurances and consumers, the strict consumer 
protection laws in conjunction with the perceived security risks of Internet-based transactions 
by both consumers and businesses, it is very unlikely that insurances will play an important 
role in the German electronic consumer billing market. This assessment is underlined by the 
industry survey results (see section 4.7).

Energy

Another sector with a high volume of outgoing consumer bills is the energy sector, including 
electricity and gas. The electricity market is highly concentrated and vertically structured 
into pan-regional networks, regional providers and local distributors. These local distribu
tors are small, usually city or rural district bound companies that distribute electricity to the 
consumer and handle billing. Consumers can choose between different energy providers and 
distributors, yet the local distributors are usually constant (market shares of over 90%). The 
gas supply market is dominated by large incumbents. Both electricity and gas are regulated 
by the Bundesnetzagentur. The energy market in general suffers from high energy prices
[144].

The total volume of outgoing consumer bills from the energy sector on Germany is well 
fit for implementing electronic delivery channels, yet the decentralized nature of the industry 
and the proliferation of small regional providers make the investment needed in relation to 
the bills sent significantly higher than in other sectors. Nevertheless, the energy sector could 
be an interesting target market for the future (see section 6.6).
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4.2.4 Banks
As bills are an integral part in the payment process of most commercial transactions, another 
group that always has to be considered when analyzing the market are banks. Banks could be 
involved in the electronic billing processes in many ways, but most likely by incorporating 
electronic bill reception into their online banking services as presented in section 3.4.2.

The German banking market differs significantly from other international markets. One 
of the major differences is the high involvement of the state in the market. About 45% of 
the banking market is covered by publicly owned institutes.6 The banking market structure 
is made up by three pillars, private banks, mutual savings banks and publicly owned banks 
[68]. The largest financial institutions by total assets in 2005 were Deutsche Bank AG, HVB 
Group, Dresdner Bank AG and Commerzbank AG (all private banks), followed by Landes
bank Baden-Württemberg (a public institution) and DZ Bank AG (DZ Bank owns several 
mutual savings banks) [69]. The estimated market share of the Top 5 banks is 20-25% [70]. 
However, the German banking market is a very heterogeneous market. There are almost 2400 
banks in Germany. For comparison, e.g. in the United Kingdom there are less than 500 banks 
[70].

The consumer market is dominated by savings banks (Sparkassen) and mutual savings 
banks (Volksbanken). In 2005, the market share of private banks was 26%, while savings 
banks made up for 29% and mutual savings banks 19% of the market [154]. Savings and 
mutual savings banks are usually small regional (city or county specific) banking institutions, 
explaining the high number of overall banks in Germany.

The high involvement of the state (especially through the state specific Landesbanken) 
keeps the margins in the banking market low [68]. While the average profit margins per 
capita in the U.S. is c.a. 50%, the margins of banks in Germany are only roughly 25% 
[70]. Even though the market is highly complex and heterogeneous, the technological level 
of German banks is rather high. Credit transfers are highly automated, 75% of all transfers 
are completely electronic, compared to UK 35%, or France 16% [70].

The low margins in the German banking sector increase the need for a very strong busi
ness model that guarantees fast revenues and success if banks are to engage in the electronic 
billing market. The involvement of banks in the electronic consumer billing market in Ger
many is further assessed in the industry survey (see section 4.6).

4.3 Internet Access and Technology Adoption
One of the basic requirements for a successful electronic billing service is internet connectiv
ity among the target users. Although Germany is often perceived as being a laggard when it 
comes to adoption of new technologies, this is - at least with regards to Internet usage - not 
the case anymore.7 While in 2000, only 27% of German homes had access to the Internet, 
in 2005 54% of the German population regularly used the Internet [73, 74]. The share of 
broadband connections is also rising quickly. Almost 70% of the participants of an online 
survey performed by the University of Karlsruhe in early 2006 stated that they had broad
band Internet access at home [75]. The development of purchases of goods or services online 
is similarly positive. The share of Germans having purchased goods or services online was 
clearly above EU average, surpassed only by Sweden, Norway and the United Kingdom [76].

6measured by total assets
7The general hesitation of the German public with regards to the adoption of new technologies is today addressed 

mainly at genetic engineering and other areas of biotechnology, while information- and communications technolo
gies have earned a general acceptance as being part of day-to-day life [71, 72].

Scenario-based Development of Market Entry Strategies. The Case of Electronic Consumer Billing in Germany.



38 CHAPTER 4. THE GERMAN MARKET ENVIRONMENT

In the online survey mentioned above, an overwhelming 97% of participants stated that they 
have purchased goods online [75].

However, Germans are still wary of Internet commerce, and the Internet has a reputation 
of being insecure. Although the share of consumers who were subject to fraud or identity 
theft is well below EU average [77] the German public views the online marketplace as a 
somewhat dangerous space. About one fourth of German Internet users refuse to shop online 
for this very reason [78]. Regular news updates about the dangers of the Internet increase the 
public awareness and hesitation [79].

When marketing electronic billing solutions to consumers, special attention should be 
given to addressing consumers security concerns. This is further elaborated in section 6.2.1.

4.4 Payment
Most models for electronic consumer billing emerged as Electronic Bill Presentment and 
Payment (EBPP) solutions, with the payment aspect being an important advantage and sell
ing point to consumers. So far, the German electronic consumer billing market shows no sign 
of development towards payment integration [16]. This is mostly attributed to the well func
tioning credit transfer system, which is convenient to consumers and reduces risks of omitted 
payment for billers. In Germany, the vast majority of retail payments consists of credit trans
fers and direct debits [80]. Although a variety of online payment systems are available, their 
usage rates remain relatively low. A general problem with online payment is the insecurity 
and more importantly, the perceived security risks of online payments, which increase barri
ers to adoption (see sections 4.3 and 6.2.1). Although methods to increase security of online 
payments are being developed, e.g. using electronic signatures to secure electronic payments 
is still a rather complicated concept considering end-user applications (see sections 3.2.3 and 
4.5) [81].

Credit transfers and direct debit transfers are the most common payment methods for 
non-cash payments in Germany due to their ease of commissioning. A German bank ac
count and the engagement in a direct debit contract is often a prerequisite for subscriptions of 
telecommunications services such as telephony or internet access. However, credit transfer 
and direct debit are slow payment methods [82], in that the notification of successful pay
ment or a guarantee of payment is not immediate. These methods are thus not well suited for 
smaller payments or one-time payments as for web-based retailing or content sales. Credit 
cards fit this purpose well; however, they are not as widespread as in other international mar
kets. A variety of online payment systems are available to fill this void, including PayPal, 
Click&Buy, and giropay. These systems all involve an online payment service provider who 
acts as an intermediary between payer and payment recipient, guaranteeing that the payment 
will be received, thus enabling instant completion of transaction. For a detailed review of the 
most prominent available payment systems in Germany and their functionality, see appendix 
C.

4.5 Legal Aspects of Consumer Billing
A big challenge for service providers and billers when opting for possible electronic con
sumer billing solutions in Germany is assessing the legal conditions and requirements for 
billing. Especially bill validity and consumer rights require thorough investigation. A de
tailed analysis of the legal conditions for electronic consumer billing exceeds the scope of
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this thesis. In this section we therefore settle for looking at the general legal aspects of elec
tronic consumer billing in Germany, leaving a precise assessment to future legal research.

4.5.1 The Bill Paradigm
When looking at electronic consumer billing, we first need to analyze the significance of a 
consumer bill, and identify its purpose. The traditional purpose of a bill is to state outstanding 
payments for a received service or goods. This is also the common purpose in business trans
actions. However, especially for e-commerce, delivering goods or a service before receiving 
payment is seen as a high risk and usually not agreed to. Additionally, the German market is 
clearly dominated by direct debit transfers, making the bill as a payment instruction obsolete.

In business transactions, the bill is additionally used to ensure that businesses are re
imbursed the Value Added Taxes (VAT) for purchased goods. The German VAT laws and 
conventions are rather complex and will not be further discussed here.

For the consumer, the bill of a direct debit transaction is usually a reference document 
of the payment, which details what was withdrawn from his account and why. However, 
often the bank statement is the first reference point for consumers. The bill usually is only 
significant when the consumer wishes to dispute or neglect the payment as a basis of the 
dispute settlement negotiation. Another use for the bill document is tax reduction. The 
complex tax laws in Germany make various tax reductions possible for individuals. In order 
to qualify for tax reduction, consumers must present the authorities with a legally binding bill 
statement of the expense (see section 4.5.2) [83].

As of 2004, business are required to issue bills for all nongratuitous goods or services 
provided or delivered to any party, business or individual. The payment does not have to be 
taxable. The bill is required to specify the type services or goods and the amount or scope 
provided. Additionally, the bill has to include the biller's name and contact address including 
the biller’s tax number, the contact address of the recipient, the issue date of the bill and the 
payment or delivery date, a consecutively numbered bill identifier, the payable amount and 
the taxable amount if applicable. The biller is required to archive the bill for a period of 10 
years after issuing [155, 84].

4.5.2 Electronic Signatures
In 1999, the European Parliament agreed on a community framework for electronic signa
tures, giving electronic documents legal validity and enabling paperless business transactions 
[156].8 The German Bundestag adopted this framework in 2001 as the Signature Law (Sig
naturgesetz or SigG) [48].

The Signature Law defines a Qualified Electronic Signature (QES) as “data in electronic 
format, which is attached or logically added to an electronic document with the purpose of 
authenticating that document”.9 A QES is a unique key that is only assigned to, unambigu
ously identifies, and can only be generated by the proprietor of the key, and that can be used 
to prove the integrity of data signed with it. Furthermore, a QES has to be generated using a 
certificate, which is valid at the time of generation, and has to be generated with an authentic, 
stand-alone signature generation unit. From a technological perspective, the QES authenti
cation scheme is based on Public Key Infrastructure (PKI) encryption and authentication (see 
section 3.2.3). Certificates arc issued by accredited certificate agencies (cither an institution

8A similar act was passed in the U.S. in 2001 [157, 62].
9free translation from the German original
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or an individual). The enforcement and implementation of the Signature Law is carried out 
by the telecommunications supervision agency Bundesnetzagentur [48].

According to the German VAT law [85], an electronically transmitted bill is only legally 
valid if either

(a.) the bill is provided with a Qualified Electronic Signature (QES) or a Qualified Elec
tronic Signature (QES) with provider accreditation according to the Signature Law 
[48].

or

(b.) the bill is transmitted using Electronic Data Interchange (EDI) utilizing technology that 
will prove the authenticity, integrity and non-reputability of the bill.

The difference between the two signatures described in (a.) is that the latter one has been 
issued by a certification agency (trust center), that has been accredited by the supervisions 
authority (Bundesnetzagentur) [85].

The Signature Law and the VAT law apply to both business invoices and consumer bills 
[83, 158].

4.5.3 Implications for Consumers
To the consumer, the most important fact to notice is that the Signature Law applies to con
sumers as well as businesses, i.e. if the received bill is to be used for any legal purpose, an 
electronically transmitted document will not be accepted unless it is signed with a QES.

In practice, the recipient should receive two files, the bill in the format it is being trans
mitted, and the QES file. In order to verify the bill document and electronic signature, the 
files have to be processed by a verification service, such as e.g. Itella’s eVerify.10 In most 
cases, both files are uploaded to the server where they are processed to validate signature and 
bill document. The output is presented in a resulting log file. All three files, the bill, the QES 
and the log file together yield a legally valid document. The bill recipient has to store and 
archive all three files in order to retain the bill’s validity.

Most electronic consumer billing solutions currently do not digitally sign bills (see sec
tion 4.6). Therefore, the electronic consumer bill currently available is not a legally authori
tative substitute for paper bills. However, billers hardly advertise this to consumers when the 
consumers agree to switch.

4.6 Industry Survey
So far, this thesis has analyzed the technologies that enable electronic consumer billing ser
vices and looked at models for deployment and case examples of electronic consumer billing 
solutions. The German marketplace has also been analyzed and an assessment of the spe
cial characteristics of the German market environment has been made. However, deploying 
electronic consumer billing solutions (from the service provider’s point of view) involves 
marketing and selling these solutions to both billers and consumers. Therefore, a study of 
how billers approach the subject and how consumers react to it is needed. For billers, the 
advantages and benefits promised by the migration towards electronic bills are convincing. 
Nevertheless, decisions are often influenced by other, irrational or hidden factors [86]. For

10see https : //www.signature-verification.de/everify/ (Referenced 1.10.2006)
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consumers on the other hand, paper billing is a well functioning process and electronic bills 
bring both advantages and disadvantages. Simply analyzing technologies, solutions and the 
market environment will not help in understanding possible customers and other market par
ticipants.

To assess the attitude of both billers and consumers towards electronic consumer bills, 
a survey was performed following the process of theory building from research [28], as de
scribed in section 2.4 and specifically table 2.1. The goal of this survey was to seek answers 
to the following questions:

What is the billers’ attitude towards electronic consumer billing?

How do consumers view electronic consumer billing?

A representative investigation of the second answer would require extensive market re
search, exceeding the scope of this thesis. The second question was therefore rephrased as 
follows:

How do billers perceive the attitude of consumers towards electronic billing and what
is the attitude of billers towards consumers?

The survey docs not focus on finding absolute answers to these questions, but rather on 
detecting tendencies within the market. The detected tendencies are used as an inductive basis 
for the industry scenarios developed in chapter 5. The execution and results of the survey are 
detailed in this section.

4.6.1 Participating Companies

Having defined the research goal and formulated research question for the survey, possible 
participants were approached, in an effort to reach a versatile group of businesses that repre
sent different stakeholders in the market.

So far, the largest push towards electronic consumer billing has come from telecommu
nications service providers that are high volume billers. With regards to future development, 
the perspective of other billers and banks is of interest. Additionally, the point of view of 
companies not yet directly involved in electronic consumer billing but with possible future 
relevance should be considered.

The industry survey involved nine interviews with representatives of different businesses 
from several industry sectors. The industry areas covered are telecommunications (including 
high volume billers), content providers, insurance and banks. Additionally, some providers of 
electronic invoicing and billing services and other relevant services participated in the survey.

Biller 1 (Versatel Deutschland)

Biller 1 is a German telecommunications service provider for both voice and data connectiv
ity. Biller 1 offers services to both businesses and consumers and is the third largest provider 
of Public Switched Telephone Network (PSTN) telephony services with more than 30.000 
km of fiber network throughout Germany. In 2005, biller 1 achieved an estimated turnover 
of €560 million [159], and in the first quarter of 2006 biller 1 had over 560.000 business and 
private customers.
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Biller 2 (Tiscali GmbH)

Biller 2 is the German branch of an Italian telecommunications giant, which is one of the 
leading telecommunications companies in Europe with a total of more than 7 million cus
tomers. Biller 2 possesses one of the most interconnected IP networks in the world. In 
Germany, Biller 2 offers data, voice and content services to both businesses and consumers 
[160]. In the first quarter of 2006, the German customers of Asynchronous Digital Subscriber 
Line (ADSL) and Dial-Up services amounted to 13% of all European customers [161].

Biller 3 (Т-Mobile Deutschland GmbH)

Biller 3 is the largest of the four German MNOs, with a market share of 37% of German 
mobile telephone customers in 2005 [162].11 Biller 3 is the German subsidiary of the mobile 
communications subsidiary of DTAG. The product offerings of biller 3 comprise Global Sys
tem for Mobile Communication (GSM), General Packet Radio Service (GPRS), Universal 
Mobile Telecommunications System (UMTS), High-Speed Downlink Packet Access (HS- 
DPA), Enhanced Data rates for Global Evolution (EDGE) and Wireless Local Area Network 
(W-LAN) services alongside content offerings for the connections [163, 164].11 12

Biller 4 (T-Com)

Biller 4 is the fixed network provider of DTAG and with the new group structure introduced 
in early 2005 biller 4 encompasses the entire Broadband/Fixed Network (BBFN) business 
segment of Deutsche Telekom in Germany [150]. To almost half of all German homes, the 
telephony (both analog and ISDN) service offered by biller 4 is the only available service. 
In total, there are more than 70 independent providers of telephony and DSL services in 
Germany. DTAG owns around 200.000 km of the total 310.000 km of fiber-optical cables 
in Germany. Biller 4 is still affected by the regulations for the former telecommunications 
monopoly in Germany, since it is a direct remnant of that monopoly [144]. Although biller 
4 is still the largest provider of voice services, it only amounts for less than 50% of all voice 
connections in Germany [165]. Biller 4 is currently developing and deploying Very high 
bit-rate Digital Subscriber Line (VDSL) and IP Television (IPTV) services in Germany.

Biller 5 (Lycos Europe)

Biller 5 is a service provider for Internet access and premium content services. Biller 5 oper
ates in 8 European countries with largely the same services offerings and serves an estimated 
average of 28 million customers per month. Since July 2004, the stock majority is held by a 
subsidiary of the Spanish telecommunications enterprise Terra Networks S.A. 13 [166, 167].

11 The german MNO market is dominated by two almost equal players, Т-Mobile and Vodafone. Both currently 
have a market share of around 37%, although Т-Mobile currently leads the market by about 0.5%. The other two 
operators E-Plus and 02 divide the remaining market rather evenly. There are 81 million mobile phone subscribers 
in Germany (both prepaid and postpaid). 52 million of which subscribe directly through one of the four MNOs while 
18 million users have subscriptions with an MVNO [148].

12Among other services, Т-Mobile offered a mobile TV service for UMTS customers streaming games during the 
2006 FIFA™World Cup football tournament in Germany.

13Although a license relationship for the rights of usage of the brand name Lycos remains, Lycos Europe and 
Lycos Inc. are independent companies.
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Biller 6 (Zurich Group)

Biller 6 is the German subsidiary of a Swiss insurance-based financial services provider, 
whose core business is General Insurance and Life Insurance. Biller 6 operates through six 
different insurance companies in Germany and is one of the financially strongest insurance 
providers in the market [168, 169].

Service Provider 1 (acoreus AG)

Service provider I provides services for business process outsourcing specializing in cus
tomer management, invoicing and payment. Focusing on businesses with mass transactions, 
service provider 1 serves more than 20 Million end customers for their clients. The target 
market of service provider I encompasses among others businesses from the telecommuni
cations, utility, insurance, finance and logistics sectors [170]. Additionally, service provider 
1 acts as a collection agency for businesses through a joint venture with Creditreform AG, an 
established collection and credit protection agency in Germany [171, 172, 173].

Service Provider 2 (paybox solutions AG)

Service Provider 2 provides mobile payments enterprise solutions, i.e. software-solutions for 
mobile payments and transactions. The company focus lies on “converging media, payment 
and mobile phone trends to simplify people’s commercial, financial and payment habits” 
[174,175]. The payment-aspect of the services offerings defines a clear interface to electronic 
bill presentment, however; the business of service provider 2 is at the moment only indirectly 
related to billing, and focuses mainly on markets outside Germany. Service Provider 2 will 
therefore be considered in the chapter summary {see section 4.8).

Bank 1 (DSGV)

Bank 1 represents the umbrella organization of the Sparkassen-Finanzgruppe, a banking or
ganization including over 450 savings banks, 11 Landesbanken (state banks), 11 Landesbaus
parkassen (state building and loan associations), 12 public insurance companies and several 
more financial service providers [176]. With a consolidated volume of business worth 3,200 
billion €, the Sparkassen-Finanzgruppe is the largest financial service provider in Germany 
and one of the largest in the world [177]. The Sparkasse savings banks in Germany main
tained more than 40 million accounts in 2004.14

The interviewee from bank 1 who participated in the survey has also been involved in 
the development of the online payment system giropay,15 (see section 4.4 and appendix 
C.5) a cooperative effort of the Sparkasse-Finanzgruppe, Postbank,16 and the Information 
Technology (IT) service providers of Volksbanken Raiffeisenbanken,17 providing a payment 
solution based on the customer’s online banking service that integrates into an existing online 
shop.

l4The Deutsche Bundesbank (the federal bank of Germany) estimates that there were about 85 million deposit 
accounts in 2004, which would give the Sparkassen-Finanzgruppe a market share of almost 50% [178].

15see http://www.giropay.de (Referenced 2.11.2006)
16Postbank AG is one of the largest private banks in Germany. The majority shareholder (51% of shares) in the 

publicly traded Postbank AG is DPWN - see http : //www. postbank. de (Referenced 2.11.2006).
17 Volksbanken Raiffeisenbanken is an organization consisting of about 1300 mutual savings banks, with more 

than 15 million members at the end of 2005 - see http : / /www. bvr. de (Referenced 2.11.2006).
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4.6.2 Mode of Execution
The survey was executed as an individual work with a focus on qualitative data, due to the 
limited availability of quantitative results. It was carried out in the form of individual inter
views with the representatives of the participating companies. The interviews were conducted 
either face-to-face or over the telephone.

The interviews were based on a predetermined questionnaire, but were adapted to the 
interviewee as applicable and useful. In some cases following the questionnaire was possible 
in a rather detailed way, whereas other cases required and facilitated a rather free conversation 
in which the topics of conversation were influenced in alignment to the survey goal. The 
initial structure of the survey questionnaire can be found in appendix A.

The resulting data was then analyzed. First, the collected information was grouped and 
ordered within the cases. Then, a cross-case analysis was performed in order to obtain com
parable results. These results are presented in the following section.

4.7 Survey Results

4.7.1 Current Billing Approach
Deployment Patterns

The deployment of electronic billing solutions of the participating billers shows a division 
into two different patterns as presented in table 4.1. The first pattern describes companies 
that enter the market offering their customers only electronic bills. Their customers therefore 
do not need to be convinced to convert to electronic bills as the billing solution is part of the 
initial service agreement. This is the case with Billers 2 and 5, although Biller 5 represents 
another exception as their services only require customers to commit to single transactions. 
Therefore, their bills are merely transaction receipts. Companies that limit their outgoing 
bills to only electronic bills do not need to consider how to convince their customers to adopt 
electronic billing. The success of deployment and adoption rate of the solutions are thus not 
confined by the perception of electronic billing; an inferior billing solution only has very 
limited influence on the buying decision of a potential customer.

The second deployment pattern is characterized by a transition. The companies following 
this deployment pattern already have existing billing relationships to their customers. Switch
ing from paper bills to electronic bills involves the effort to convince customers to switch on 
their own initiative in order for the biller to benefit from the advantages of an electronic 
billing system and to achieve break-even. The most common marketing schemes consist of 
one-time granted service credit or discount offers.

The strategies developed and evaluated in chapters 5 and 6 will focus on the second 
deployment pattern due to the increased efforts necessary to convince an existing customer 
base to accept a disruptive innovation that forces the customers to change their habits.

Current Billing

The current billing solutions of all participating billers are summarized in table 4.2. All 
billers that participated in the survey offered consumers some kind electronic billing solution 
(with the exception of biller 6, who did not offer, and did at the time of the survey not 
consider offering electronic consumer billing to customers). Two of the six billers (billers 3 
and 4) even offered a comprehensive, legally binding electronic bill with an attached QES 
for both consumers and businesses, while the other billers limited consumer bills to a simple
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Table 4.1 : Deployment patterns for electronic consumer billing solutions

Pattern 1:
e-billing at market entry

Pattern 2:
Switch from paper billing to e-billing

The electronic consumer billing solution An electronic consumer billing solution
■r is adopted at market entry and customers is adopted alongside the existing paper
jU receive only electronic bills from that billing solution. The paper billing solu-
cd
:3 moment on. tion is then - usually gradually - replaced
ЛU by the electronic bill.

D
о The adoption problems are limited, the The adoption and success of the solution
S customers accept the electronic bill as is directly coupled to the acceptance of
CT
V part of the service or purchasing agree- the electronic bill by the consumer. Con-
cо ment. vincing the consumers to convert from
и their habits of receiving paper bills to an 

electronic billing solutions is very chal
lenging.

Due to relatively easy deployment of electronic consumer billing solutions when
following pattern I, this thesis and the strategic suggestion (see chapter 6) focuses 
on the challenges of deployment pattern 2.

PDF or email document and showed no intent of adding digital signatures to the solution. 
All electronic billing solutions deployed by the companies participating in the survey were 
implementations of the biller direct model as described in section 3.4.1.

Additional offerings to customers included customization of reception for customers, e.g. 
direct reception of the bill and the digital signature via email instead of manual pick-up from 
the billers billing portal site (biller 3). Consumers were also allowed to choose between 
different file formats, such as PDF or CSV for detailed listings (biller 1).

An interesting aspect of all participating companies’ billing solutions was that the billing 
solutions offered to consumers were widely the same ones provided to business-to-business 
invoice recipients (except for the attachment of a digital signature), i.e. there was no dis
tinction between a business and a consumer as a bill/invoice recipient. In some cases the 
billing solution for a business customer could be customized according to specific customer 
requirements. Biller 2 did not offer electronic invoicing to business customers.

Motivation for Deployment

The main motivation for the deployment of an electronic consumer billing solution was cost 
savings. All participating companies stated this as the primary incentive for a migration from 
paper to electronic billing. For one biller, an additional incentive was gained from a good 
offer from the service provider, requiring a low initial investment and offering relatively fast 
break even. Another biller stated that the electronic billing solution was deployed as part of 
a general objective of being a precursor of technology.

In general, the initiative for deploying electronic consumer billing solutions came from 
the billing department and was coupled with high expectations for the adoption by consumers.

An interesting dichotomy in the additional motivation for deploying electronic billing
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Table 4.2: Participating billers’ current billing solutions

Biller 1 2 3 4 5 6

Sector telco telco telco telco telco / insurance
content

El. consumer billing yes yes yes yes no 0 no
Paper no no yes yes no" yes
Digital Signature no no yes yes n/a n/a
Customer self-care b yes yes yes yes n/a n/a
Plans? c n/a n/a n/a n/a no
Consolidation d no no yes no yes no

"Customers receive electronic receipts instead of legally binding bills.
'’Integration of the electronic consumer billing solution into a customer self-care portal. 
‘ Existing plans for deployment of an electronic consumer billing solution 
''Would participate in a consolidated service if it met the requirements.

solutions and its implications are shown in table 4.3.18 Two different approaches towards 
the positioning of electronic consumer bills were found. From a bottom-up perspective and 
the consumers’ point of view, these can be described as the added-value orientation and the 
customer relationship orientation. The first one describes the effort to design the electronic 
billing services with the goal of delivering the consumer a service with maximum value. This 
includes offering the consumer maximum flexibility in choosing billing options and services. 
The second one focuses on strengthening the customer relationship, using the electronic bill 
as a linking tool. In this approach, the focus lies on maximizing the output of this channel 
while minimizing overall costs of the customer relationship. This includes incorporating the 
electronic billing solution into a customer self care portal, where the customer can adminis
trate his account data and services. A biller’s approach was discovered to have a significant 
influence on the considered billing models, the services approach and the future services 
development. Most significantly, billers that followed the customer relationship orientation 
could not imagine surrendering the strong relationship to the customer that the biller direct 
solution provides in favor of a consolidated billing model that would offer their customers a 
greater service value.

Advantages and Disadvantages

Advantages In analogy to the main motivation for deploying electronic consumer billing 
solutions, a consensus was detected with regards to the advantages of such solutions. All 
participating companies stated that the main advantage of electronic consumer billing is cost 
savings. These result from lowered production cost, mainly due to the dropout of shipping 
costs. Additional advantages were seen in overall speed and process optimization and in
creased efficiency of the billing process. Only one biller mentioned reduced Days Sales 
Outstanding (DSO) as an advantage of an integrated payment solution.

From the service providers’ point of view, electronic bills offer significant advantages 
over paper based bills especially for more complex, threshold-based, and flexible billing pro-

18In this context, dichotomy is chosen to depict two opposing views, albeit not being completely contradictory.
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Table 4.3: Additional motivation for the deployment of electronic consumer billing solutions

Added value orientation Customer relationship orientation

• Electronic bill presentment • Electronic bill presentment
as an added-value alternative as customer relationship and
to paper bills -guaranteed re- marketing channel
ception is essential • Strengthening the marketing

• Offering customers added- relationship by delivering the
value services through flex- bill to a comprehensive Cus-
ible bill presentment solu- tomer Self Care Portal
tions • Will not surrender their cus-

• Technology leadership tomer relationship to provide
• Will consider sending bills added-value to the customer

through consolidating ser- (i.e. consolidation)
vice

cesses, making bill handling simpler for both biller and consumer.19
From the consumers’ point of view, the advantages offered by electronic billing solutions 

were not seen as manifold. The aspect of quick and easy cost analyses, enabling comprehen
sive personal financial administration the consumer were mentioned by a number of billers 
alongside the benefits of decreasing paper handling.

Disadvantages While one biller did not see any disadvantages in electronic consumer 
billing, the majority of participating companies mentioned low consumer interest, demand, 
and acceptance as the major disadvantages of such solutions. Of all billers who had de
ployed an electronic consumer billing systems according to deployment pattern 2 (see table
4.1), none had reached their initial adoption goals. The general consensus was that there is 
currently no real billing problem for consumers that would justify the migration to a new 
solution. Therefore, high marketing efforts are needed in order to drive adoption. Another 
disadvantage seen by billers was the difficulty of implementing the high security require
ments while maintaining a high level of service quality. One biller mentioned the low level 
of acceptance of electronic commerce in Germany, and the reservation of consumers towards 
conducting personal and possibly confidential transactions over the Internet.

From the service providers’ point of view, the legal validity of electronic bills was seen 
as a challenge. The complicated signature mechanisms are a significant barrier to adoption. 
Additionally, the promotional aspect of electronic documents, especially when they are not 
confined to a portal environment (such as a biller direct solution) is difficult. The attachment 
of marketing brochures as with paper based bills is impractical, and while hyperlinks offer 
some possibility, they lose their promotional force and if they are not accessed within a certain 
timeframe.

l9Many billers prefer sending bills under a total payable amount of 10€, due to the much higher probability of a 
successful direct debit payment. Although the bill creation and shipping are fixed costs, the relative cost of such a 
bill is significantly higher than that of a bill with a larger payable amount.
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Complete outsourcing of electronic billing solutions is challenging, as integrating a third 
party into the business workflow creates serious non-disclosure and auditing issues.

4.7.2 Market Prospect and Potential
External Factors

When asked to evaluate the external factors, i.e. factors that are not directly influenced by 
billers or service providers, that have the largest impact on the development of electronic con
sumer billing in Germany, a majority of all participating companies mentioned both the com
plicated VAT legislation and overall technology- and Internet acceptance by consumers. The 
VAT laws and the Signature Law (see section 4.5) were perceived as big obstacles for elec
tronic consumer billing, especially since the ambiguous nature of the directive has spawned 
a wealth of different implementations, making the adoption for consumers inherently diffi
cult. The consumer infrastructure, especially regarding Internet connectivity and connection 
speeds was also seen as an important external factor. The acceptance of electronic billing 
services is also largely driven by the security concerns and the perceived security of Internet 
transactions by the public.

The very strict consumer protection regulations and the influence of consumer protection 
organizations were also mentioned as considerable external factors.

Consolidation Prospect

As described in section 4.7.1 and table 4.3, there are two different approaches to electronic 
consumer billing. These approaches lead to different viewpoints on consolidation.

Of the six billers who participated in the survey, only two billers saw a consolidated 
billing model as an option (see table 4.2). The opinion towards a consolidated billing model 
largely correlate with the dichotomy of the billing approach described earlier (see table 4.3). 
While all billers agreed that a consolidated billing model would be the superior model with re
gards to advantages for the consumer, billers with a customer relationship orientation would 
not surrender their customer relationship in exchange for a more consumer friendly and 
higher value solution, unless it became inevitable due to very high demand from consumers. 
Billers would also in no case allow a consolidator (or the consolidator’s other customers) to 
benefit from the customer relationship of the biller.

On the other hand, billers following a value-added approach towards billing are more 
likely to join a consolidated effort as a means to create a competitive advantage by increasing 
customer satisfaction. Customer satisfaction was seen as significantly more important than 
the customer relationship benefits offered by biller direct solutions. The most important issue 
in electronic billing was stated to be the guaranteed reception of bills, in any way the cus
tomer prefers. One biller is currently developing a thin consolidation solution.20 The billers 
who would consider bill consolidation saw high security standards as the most important 
requirement for participating in such a solution.

Most billers did not expect a consolidated model to emerge within the next years, due to 
the discrepancies of different parties and a general lack of interest in cooperation with com
petitors. A comprehensive cooperative billing network would require significant investments 
and commitments from different parties and common standards (such as a unique and guar
anteed electronic billing address for consumers) which seem very unlikely at this moment.

20DTAG is currently developing a thin consolidation solution for bills from all DTAG owned businesses. Con
sumers can access all their bills using a service called “Netzausweis”.
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Only one biller stated that consolidation would not be considered for reasons independent 
of the billing approach. According to that biller, sector specific regulation and legislation do 
not allow such solutions.21 A contrary development was not expected at least within the next 
decade.

Using the Delivery Channel for Other Content

Most participating companies saw the possibility of utilizing the billing channel to deliver in
formation other than bills. In analogy to previous results, billers with a customer relationship 
approach to billing saw great potential in using the billing channel for marketing purposes. 
This further integrates electronic billing into the notion of a customer self care portal. On the 
other hand, billers with an added-value approach considered the channel more useful for im
portant customer communication and generally for content that the user has asked to receive. 
According to these billers, the focus has to remain on customers, not on marketing.

The attitude towards sending other non-marketing content, such as contracts and agree
ments over the billing channel was rather negative. The security challenges and legal issues 
were perceived as too great to make such a use of the billing channel feasible. Again, one 
biller cited sector specific legislation as an obstacle.

Involvement of Banks

The involvement of banks in electronic consumer billing and a development towards inte
grated and complete EBPP solutions (such as the Norwegian eFaktura model described in 
section 3.4.2) was generally seen as interesting but highly complicated and unlikely. The 
advantages would be a complete financial service provided to consumers in the trusted envi
ronment of their online bank. Complete EBPP solutions would further increase optimization 
benefits for billers. However, legal concerns and corporate policy issues also arise especially 
when a network is to be established in a market that is as heterogeneous as the German bank
ing market (see section 4.2.4).

Here it is interesting to notice that while billers and service providers considered it un
likely that banks will get involved into the electronic billing market, the bank that participated 
in the survey stated that the electronic billing market is highly attractive and is being closely 
watched.

4.7.3 Billers’ Assessment of Consumers
Importance

The assessment of consumer importance in the development and deployment of electronic 
consumer bills correlates with the billing approach. In the customer relationship approach, 
the benefits for the biller weigh heavier than possible advantages or disadvantages to the 
consumer. The focus lies on cost savings and strengthening the consumer relationship. The 
direct or perceived benefits to the consumer are perceived as less important for billing and 
can be circumvented by increased marketing efforts.

The added-value orientation on the other hand focuses mainly on customer satisfaction. 
Billers with that approach preluded the deployment of their electronic billing solutions with

2lIn the insurance sector, the privacy legislation (§203 StGB) requires strict non-disclosure of customer informa
tion, which could not be implemented to a satisfactory degree with current technology. Here, it is less a lacking 
degree of security mechanisms, than the exorbitant fines that insurance businesses could face if security was com
promises that deter such considerations.
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usability tests and continue to iteratively enhance their solutions to provide higher value to 
customers. The consensus among this group was that there is generally no billing problem for 
consumers that can be solved by electronic consumer bills. Driving adoption of the systems 
therefore requires convincing consumers of the benefits of such a solution and offering max
imum flexibility in the solutions. However, billers agreed that consumers currently do not 
significantly influence the market. Consumers have to emancipate themselves with regards to 
electronic billing before they can be considered a powerful factor. Before they know what can 
be offered they cannot require it. Billers who deployed their electronic billing solutions ac
cording to pattern 1 (see table 4.1) were not concerned with the customer acceptance of their 
solutions as the electronic bill was part of the initial service agreement with the customer.

From the service providers’ perspective, the consumer is the main driver in the billing 
process. The important issue is that a bill is usually coupled with a payment request. In order 
for the biller to receive the payment, the consumer has to understand and accept the bill. If 
the bill is not accepted, then billers face missing income and an increasing DSO.

Consumer Interest

Consumer interest in electronic billing solutions is generally perceived as low. Consumers 
accept the services to some extent, but there is still a majority of consumers who demand 
to receive a paper bill. There is interest in a working, easy-to-use solution, once it has been 
discovered by consumers. Nevertheless, discounts are still the main incentive for electronic 
billing adoption, and consumers do not themselves “ask” to receive their bills electronically. 
Current systems are too complicated, and so far, no real added-value solution has emerged.

“The German Consumer”

All participating companies were asked to assess the characteristics of the German consumer. 
Due to a lack of international references, most participants pointed out that their views were 
shaped by subjective impressions. Nevertheless, a coinciding tendency could be seen.

The German consumer is used to high quality services and solutions and expects good 
service. At the same time, consumers are cost-sensitive and expect low pricing. With regards 
to high-technology products, the benefits have to be very clear to the consumer or he will not 
invest his money.

All participants pointed out that consumers in Germany act reserved with regards to elec
tronic commerce, and that the German consumers' perception of security risks in Internet 
based transaction exceed the actual technological risks. This is partly owned to the fact that 
Germans in general value their privacy and are cautious to not reveal any personal informa
tion.

4.7.4 Additional Observations
Integration of Payment

Regarding the integration of payment into electronic billing solution, effectively creating 
comprehensive EBPP solutions, the majority of participants stated that such a service is not 
needed, at least at the moment. High volume telecommunications billers especially had con
cerns regarding the reliability of such solutions. If a reliable solution existed, billers would 
consider its usefulness, but there were no incentives to push for the development of this kind 
of solution.
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E-mail Billing

The prospect of sending bills exclusively by electronic mail was generally regarded as un
likely. The general problem of the electronic mail channel is that reception and integrity of 
the recipient cannot be guaranteed. The wealth of free and low quality email services and the 
diversity of different e-mail client applications makes the implementation of security - while 
maintaining the needed level of ease-of-use - extremely difficult. Electronic mail was gen
erally regarded as a notification medium, which is used in conjunction with the portal-based 
billing solution.

Increasing Acceptance

The question how the acceptance and adoption of electronic consumer billing could be in
creased evoked ambiguous responses. A major barrier to adoption was seen in the generally 
low adoption of internet based services, and underdeveloped Internet infrastructure in Ger
many (as perceived by the participants). Increasing the electronic consumer billing service 
offerings and focusing on developing solutions that offer the consumers an added-value ser
vice was mentioned by some of the participants. One biller saw the need for a centralized 
billing infrastructure.

SMEs

For Small and Medium-sized Enterprises (SMEs), electronic consumer billing was not ex
pected to gain significance within the next 3-5 years. The main reason was seen in the manual 
processes that most SMEs use for billing. The high investment costs could not be justified 
for the low cost savings. Possibilities were seen in creating interfaces for the most common 
ERP applications used by SMEs. As larger enterprises complete their migration to electronic 
invoicing, SMEs will have to adopt these processes for their business invoices. This could 
then open up possibilities for electronic consumer billing solutions for SMEs.

Significant Sectors and Players

All billers regarded both Deutsche Post World Net (DPWN) and Deutsche Telekom AG & Co. 
K. G. (DTAG) as being capable of establishing a comprehensive and largely accepted elec
tronic consumer billing service. Both companies were seen as having the internal processes 
and know-how necessary. However, both companies would also have to deal with anti-trust 
issues as they could establish a quasi-monopoly. Additionally, both players emerged from 
monopolies and are still partial monopolists, and therefore under close supervision by anti
trust observers. Furthermore, DPWN is striving to extend the letter monopoly and is seen as 
unlikely of cannibalizing its own business. There could also be general confidence issues for 
consumers when trusting their personal finance data with these large incumbent corporations. 
One biller saw the entrance of the public administration as a service operator as a possible 
recipe for success, yet described the incentive for the public administration as too small.

The sectors where electronic billing will have the most traction are perceived to be any 
high volume biller markets, but the main focus will remain on telecommunications billers. 
The insurance sector seems the most unlikely to move towards electronic billing in the next 
years. Several billers saw a possibility in the German energy sector.
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4.8 Summary
Overall, the electronic consumer billing market in Germany appears to still be in a very early 
emergent phase. This is underlined by very different approaches and perspectives towards 
electronic consumer billing observed in the survey. While expectations of benefits to billers 
are resembling, the deployment and realization of electronic consumer billing solutions ap
pears to be unclear. Billers are uncertain how to leverage the benefits of electronic consumer 
billing.

The dichotomy of approaches for electronic consumer billing detected (see table 4.3) 
seems to correlate with observations from a study of the British utility sector dating half a 
decade back. It was observed that while some billers tried to maintain their customer rela
tionships by gradually introducing consumers to the benefits of electronic billing, others saw 
the possibility to “lock consumers in” to their system to strengthen the customer relationship
[15]. Comparing the results of the study with the industry survey performed here, Germany 
appears to lag behind the U.K. market.

The necessity and possibility of an integrated EBPP solution in Germany are very low. 
This is generally attributed to a well functioning payment infrastructure. Mobile payments 
are sometimes seen as a possibility for creating a new payment paradigm [87, 88]. However, 
the strong foothold of existing payment infrastructure significantly decreases the necessity for 
mobile payments. This notion was underlined in interview with the representative of Paybox 
as part of the industry survey. Paybox is a service provider for mobile commerce, with a 
focus on foreign markets.

The evaluation and discussion of the results of the industry survey are performed largely 
following the process suggested by Eisenhardt (see table 2.1). However, the last three steps 
in the case study research are conducted in conjunction with the development of scenarios 
and the assessment of implications for the market in chapters 5 and 6. These chapters focus 
on developing strategies for driving the adoption of electronic consumer billing.
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Chapter 5

Business Environment Scenarios

5.1 Introduction
The previous chapters have assessed both technological backgrounds and the market structure 
and subjective tendencies of billers. In order for this background to be useful, a layer of 
abstraction on which strategies can be developed needs to be created. The main abstractions 
to define are:

The current competitive environment of the electronic consumer billing market in Ger
many,

and

Possible directions for future market development.

This chapter will leverage the background knowledge and market intelligence gained 
from the analysis of technologies and solutions (see chapter 3) and the market analysis and 
industry survey of the German electronic consumer billing environment (see chapter 4). The 
information is used to analyze the current competitive structure of the electronic consumer 
billing market and to develop a set of possible industry scenarios, which are then used to 
develop strategies in chapter 6.

5.2 Five Forces Analysis
This section summarizes the five competitive forces of competitive structure according to the 
framework introduced by Porter [17]. The findings are summarized in figure 5.1.

5.2.1 Threat of New Entrants
The barriers to market entry for service providers are relatively low. The investment costs 
required mainly consist of the development costs for the product solution and marketing 
expenses to attract customers and establish a brand name and reputation. The market is 
unregulated, therefore entrants are not facing any regulatory constraints.1 One of the main

1 The only entry barriers due to government policy concern the upfront investment in order to asses legal restric
tions and obligations for a specific solution. Possible anti-trust issues need to be considered by large incumbents 
seeking to enter the billing market.
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Bargaining 
Power of 
Buyers

Threat of 
New 

Entrants

Threat of 
Substitute 
Products

Bargaining 
Power of 
Suppliers

Intensity of 
Rivalry

• Many competitors
• Low saturation
• Low differentiation of products 

and service providers.
• Competition with in-house 

solutions

• The market is open to new 
entrants

• The technological implemen
tation is rather simple

• Winning the customers' trust is 
the biggest challenge

Suppliers to service providers are 
insignificant.

Service providers as suppliers to

• intense competition
• offering a high-value, low cost 

solution is key.

• The largest threat comes from 
the continuous survival of the 
paper bill.

• The threat from a complete 
consolidated EBPP solution is 
low.

• Within the next years, mobile 
services will have an influence.

• Electronic billing is a cost 
savings consideration, 
irrelevant for the sold products. 
On the other hand, switching 
costs are high. However, buyers 
focus on a single supplier for 
all services.

• Consumers have potentially 
high bargaining power yet no 
motivation to exert it due to the 
low importance of the billing 
solution in the whole product.

Figure 5.1: Competitive forces for the German Electronic Consumer Billing Market

assets a new entrant has to develop in order to successfully compete is the customers’ trust 
in the services offered and their quality [89]. Due to the low saturation of the large market, 
expected reactions by incumbents are marginal. The highest entry barrier is related to the 
high switching costs for billers, due to the relatively high one-time investment costs involved 
in the deployment of an electronic billing solution. The sales focus thus lies on billers who 
have not implemented electronic billing.

The entry barriers defined through government policy may change rapidly if the German 
government chooses to interfere by regulating the market. However, it is not only a matter 
of government policy. Industry organizations or cooperative consortia could significantly 
alter the competitive structure by moving towards the establishment of common standards for 
billing and invoicing.

Overall, this implies that the threat of entry is high, and increasing market entry of differ
entiating incumbents and small, unknown companies is probable.

5.2.2 Intensity of Rivalry Among Existing Competitors
There are several aspects attributing to a rather high intensity of rivalry. The electronic billing 
market in general and electronic consumer billing market in Germany in particular is still in its 
early development phase. One of the indicators of this development is the still large amount 
of service providers [90]. So far, the market is not saturated and a significant shakeout of
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competitors has not occurred [91]. None of the market participants have been able to establish 
a market leadership. Service providers face intense competition from larger billers’ in-house 
implementations [89]. Even though the market potential is huge, the competition inevitably 
lowers profit.

The switching costs for companies who have already deployed an electronic billing solu
tion are very high, compared to the possible benefits gained by a new solution. The product 
offerings are relatively undifferentiated, and the solutions of service providers are rather sim
ilar. The competition is therefore very price-focused. As electronic billing solutions replace 
the existing paper based transactions, incumbents in the replaced markets - especially DPWN 
may be pressured to quickly establish themselves as a service provider for electronic billing.

5.2.3 Pressure from Substitute Products
Although in its essence, electronic bills are the substitute product to paper bills, conversely 
paper bills can be seen as the biggest substitute threat for electronic billing solutions. The 
overall benefits of electronic billing solutions to both billers and consumers are still limited 
and intransparent. The major criteria for deploying electronic billing solutions increasingly 
lose strength as the volume of outgoing bills decreases. For consumers, a winning argument 
still has to be found, providing real added value.

From the perspective of the paper bill, the electronic bill already exerts pressure. How
ever, in order to completely substitute the paper bill, the pressure needs to be intensified and 
thus solutions and benefits optimized.

In the future, mobility aspects may exert pressure on current product implementations. 
With increasing quality of mobile services and decreasing price points for using them, mobile 
reception of bills will gain importance [89].

5.2.4 Bargaining Power of Buyers
Electronic billing solutions represent a mainly insignificant part of the buyers’ products. The 
buyers therefore are in an excellent position to dictate the price level. This price is mainly 
defined by the cost savings that a solution offers. As long as a solution cannot be provided 
below this price level, buyers have no justification to invest. Especially for low-volume billers 
- such as SMEs, this is the major barrier to investment.

However, once a solution has been deployed, billers face significant switching costs if 
they wish to implement another service provider’s solution. This means that once an elec
tronic billing solution has been implemented, the billers face a lock-in situation where the 
switching costs are higher then the expected savings increase from a new solution.

Further down the value chain, the consumer is in the buyer’s position. Therefore, the 
consumer can to some extent exert power on companies switching from paper billing to elec
tronic billing solutions. However, so far the consumers have accepted electronic bills when 
no other option was left or a compensation was offered, and billing is mostly only a small 
factor in a whole product. Thus, companies currently do not fear churn due to inferior billing 
solutions.

5.2.5 Bargaining Power of Suppliers

From the service providers’ point of view, there are few suppliers with bargaining power. The 
data transmitting telecommunications providers have an influence on the electronic billing
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solutions price level, but on the other hand, the increasing commoditization of telecommuni
cations infrastructure and the low switching costs when using another data network weaken 
the bargaining position of telecommunications providers.

Looking at the value chain in the opposite direction, the electronic billing providers are 
themselves in the position of suppliers for the billers. Their bargaining power is again re
stricted due to the intense competition and the limited benefits for billers. However, billers 
have the tendency to focus all their outsourcing activities on one single service provider. 
Therefore, service providers with a larger product and solutions palette have a bargaining 
advantage [89].

5.3 Scenarios
The structural analysis of the German electronic billing market shows the existence of several 
uncertainties concerning the future of the market. In order to develop realistic strategies for 
the future, these uncertainties have to be identified and their possible influence on the devel
opment of the market assessed. In the following, this is attempted using Porter’s framework 
for developing competitive strategy under uncertainty (see section 2.2) [18].

The evolution of industries generally follows a distinct path. First, in the emergent phase, 
the number of firms in the industry grows at a very fast rate. Then, as the industry matures, 
the growth rate declines sharply until it finally levels off [17, 94]. Currently, electronic con
sumer billing service providers are entering the market at a high rate [90]. Together with 
the fact that electronic billing solutions overall are a relatively new industry, this can be seen 
as an indicator that the electronic consumer billing market in Germany is in its emergent or 
introductory phase. In this phase the market is among other factors characterized by varying 
product quality, many different product variations, a general lack of standards and high risks, 
resulting in technological and strategic uncertainty [17]. A dominant design has yet to be 
found [95].

5.3.1 Identifying Industry Uncertainties
Following the framework for developing industry scenarios as suggested by Porter [18], the 
first step is to identify industry uncertainties. Applying the technological background, the 
market overview knowledge and the insights gained from the industry survey, these uncer
tainties can be identified. Table 5.1 lists industry uncertainties for the German electronic 
consumer billing market, grouped by competitive forces.

Determining the Scenario Variables

The uncertainties identified in table 5.1 present a wealth of possibilities for future develop
ment, and must therefore be distilled into a set of scenario variables. As the results of the 
industry survey indicate (see sections 4.7.2 and 4.7.4), the market entry of large players, such 
as banks or incumbent corporations is currently unlikely. The involvement of the public ad
ministration is also not an issue of consideration. Current billing practices are not a problem 
for the public administration that would require intervention.

Technological advances and the establishment of standards would most likely not notably 
change the competitive environment. Mobile services, for example, still require the same 
billing back-end solutions as web-based billing.

Based on these considerations, the scenario variables can now be grouped by importance, 
as listed in table 5.2.
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Table 5.1 : Uncertain elements of structure in the German electronic consumer billing market

Entry Barriers

Will proprietary standards emerge? ... or a dominant design?
Will international standards be adopted?
Will national standards be developed?
Will the public administration get involved to ...

... establish a solution?

... establish standards?
Will the signature law be changed for consumers?
Will the influence of the Single Euro Payments Area (SEPA) project weaken the
position of direct debit transactions? a
How difficult will it be to market platforms to billers?

Buyers

Billers:
Which type of solution will be preferred (consolidation or biller direct)?
Will the interest of other sectors increase?
How high will biller interest be?

Consumers:
Will consumers be willing to pay for a service?
Will consumers emancipate themselves with regards to the possibilities for 
electronic consumer billing?
Will general consumer interest grow?
Will the trust in security of electronic commerce grow?

Rivalry

Will consolidation service providers from foreign markets bring their solutions to 
Germany?
Will major market incumbents (including major players from other sectors) try to 
establish a consolidation platform?
Will the electronic consumer billing market continue to grow?
How will the postal service providers fight back?

Substitutes

Will mobile service providers push for a mobile solution?
Will banks get involved, and possibly incorporate electronic billing solutions into 
online banking?
Will the public administration get involved and establish a solution?

Suppliers

Low importance and relatively constant.

"SEPA is a project of the EU with the aim of harmonizing the European funds transfer system (see section 6.6) 
[92,93].
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Table 5.2: Scenario variables in electronic consumer billing in Germany

Most important scenario variables:

Level of consumer influence 
Level of biller interest 
Prevailing service model

Less important scenario variables:

Degree of market fragmentation, i.e. existence of market leaders 
Degree of involvement of banks 
Degree of involvement of market giants 
Availability of standards

Causal Factors

Having determined the most important scenario variables, the factors they are influenced by, 
both from within the industry and external to the industry, are now assessed. These factors 
are detailed in table 5.3.

Range of Assumptions

Three scenario variables remain. The level of consumer influence consists of both consumers’ 
interest in electronic billing solutions, the demand level of consumers regarding possible solu
tions and the importance billers place on meeting these demands. Biller interest denominates 
the overall cross-sector interest of billers to deploy electronic consumer billing solutions and 
the willingness to invest money on ensuring the successful adoption. Lastly, the prevailing 
billing model denotes the model that the majority of billers will adopt. This range of the 
assumptions used for the scenario variables is shown in table 5.4.

The range of assumptions for biller interest can be condensed into low interest and high 
interest, describing the tendency of biller interest. Alternatively, the range could be referred 
to as stagnating and growing, but the former one is used here due to its simplicity. The actual 
difference between thick consolidation and thin consolidation billing models is in this context 
regarded as marginal. Both models are thus summed up under the same assumption.

5.3.2 Consistency of Assumptions
Now, the different variables need to combined and the consistency of the resulting combi
nations analyzed. First, consumer influence and biller interest are connected. The possible 
combinations are shown in table 5.5. The two extreme combinations can be ruled out, as it 
seems very improbable that consumers will develop a high interest without growing biller 
interest. At the same time, high biller interest in electronic consumer billing, means a grow
ing number of deployed solutions, which by default affects more consumers, thus increasing 
their influence.
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Table 5.3: Causal factors determining the uncertainties in electronic consumer billing

Scenario Variable Causal Factors

Level of consumer influence External

Trust in e-commerce security
Interest in the solutions
Emancipation about possible solutions
Internal

Development of a “killer application”
True added value solutions
Improvement of signature applications 
Marketing activities to promote security stan
dards

Level of biller interest External

Changes in legal billing requirements
Internal

Increased interest from other sectors (than 
telecommunications)
Pricing structures and value propositions

Billing model External

Decreasing importance of direct debit
Inlluence of SEPA
Internal

Marketing activities

Table 5.4: Range of assumptions in electronic consumer billing industry scenarios

Scenario Variables Assumptions

Level of consumer influence Low Medium High

Level of biller interest Low High

Consolidation Yes No
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This leaves four consistent combinations. These are now applied to the last scenario 
variable, yielding eight combinations. Again, extreme combinations can be ruled out. Con
solidated billing services in an environment characterized by low interest of both billers and 
consumers are too unlikely to occur to have an influence on the considerations. On the other 
hand, in an environment where both consumers and billers push for a maximum-value elec
tronic billing solution, the only model capable of meeting needs and expectations is a consol
idated one. This yields five internally consistent scenarios, as shown in table 5.6.

Table 5.5: Consistency of consumer influence and biller interest

Consumer Influence

Low Medium High

Lo
w X

H
ig

h X

Table 5.6: Consistency of consumer influence / biller interest and the electronic billing model

Consumer Influence / Biller Interest

Low / Low Med / Low Med / High High / High

о
Z © d> X

C/3

£ X X ©
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5.3.3 Analyzing the Scenarios
The characteristics of the resulting industry scenarios are summarized in table 5.7, grouped by 
the billers’ perspective, consumer interest and influence, and the prevalent solutions. Follow
ing Porter’s framework, the scenarios can now be analyzed on a more abstract level, focusing 
on future industry structure, structural attractiveness and the specific sources of competitive 
advantage under each scenario [18]. The results of the abstract analysis are listed in the 
following paragraphs and tables 5.8 -5.12.

Scenario 1 - “No-Value Service”

In this scenario, electronic consumer billing is used only by high volume billers in the 
telecommunications sector to optimize their internal processes and in an effort to save costs 
in their billing value chain. Billing solutions are exclusively based on the biller direct model. 
The electronic billing solutions offered to consumers are inferior, and no replacement for pa
per billing. Electronic signatures are only infrequently offered to consumers and the process 
is very complex. The services are hardly used by consumers, who mostly accept electronic 
billing as part of new service agreements or in exchange for discounts.

The market is growing very slowly or stagnating, and a changing market development 
will not occur on its own. New service providers, continuously enter the market. Services 
offerings are undifferentiated, yet incompatible between service providers. The result of 
a long sojourn time in this market state will probably be a very chaotic and unattractive 
competitive landscape, where big service providers whose survival does not solely depend on 
the success of electronic consumer billing prevail.

In its essence, this is the current situation in the German electronic consumer market. 
The industry structure, structural attractiveness and possible sources of competitive advantage 
under this scenario are assessed in table 5.8.

Table 5.8: Analysis of Scenario 1 — “No-value” service

Future Industry Structure Same as currently (see section 5.2), growth is slow 
and uncertain.

Structural Attractiveness

The market is relatively attractive due to its sheer 
size and low diffusion of electronic billing solutions 
[3], but at the same time risky and uncertain. Time- 
frames are hard to project.

Sources of Competitive 
Advantage

• Convincing case references (“success stories”)
• Offering fast break-even
• Being the main service provider for all messag

ing related outsourcing of the customer

Scenario 2 - “Slow Adoption”

This scenario is characterized by slow service adoption. Billers slowly continue to deploy 
electronic billing solutions, but consumers are still reluctant to adopt the services. However,
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as more consumers are affected by the new service, the overall influence of consumers in
creases and slowly forces billers to adapt their services. The legal validity of electronic bills 
becomes more important to consumers and the overall value of the solutions to consumers 
grows. First signs of interest in electronic consumer billing appear from sectors other than 
the telecommunications industry.

The industry structure, structural attractiveness and possible sources of competitive ad
vantage under this scenario are assessed in table 5.9.

Table 5.9: Analysis of Scenario 2 - Slow adoption

Future Industry Structure

Rivalry among competitors increases, causing a 
shakeout of smaller service providers as they can
not withstand the fierce price-centered competition. 
Product diversity is low.
A group of major players emerges, shifting entry 
barriers upwards.
The bargaining power of buyers grows as they de
mand more value for less price.

Structural Attractiveness
Mediocre at best, profitability requires process and 
cost optimization from service providers, and large 
volume biller customers.

Sources of Competitive 
Advantage

• Offering comprehensive “off-the-shelf’ solu
tions with direct and seamless integration into 
the most common systems at an attractive price- 
point

• Modular product design

Scenario 3 - “Growing Interest”

Eventually, the interest of both billers and consumers grows. Billers push for the adoption 
of electronic bills by consumers in an effort to fully leverage the systems’ cost savings and 
process optimization benefits. Gradually, billers see the marketing value of a solid quality 
billing service.

The biller direct model is interpreted in more flexible ways, the solutions’ usability and 
ease-of-use gain importance, as the increasing customer support and feedback processing 
expenses (related to the billing solutions) from call centers and other departments decrease 
the net savings achieved by the electronic billing solutions.

Consumers begin to notice the benefits of solutions and start to emancipate themselves 
with regards to the possibilities of these services. Consumer expectations are formed and 
stabilized. This forces billers to react.

Table 5.10 details industry structure, structural attractiveness and possible sources of com
petitive advantage under this scenario.
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Table 5.10: Analysis of Scenario 3 - Growing interest

Future Industry Structure

Rivalry increases, a shakeout occurs (see table 5.9), 
differentiation grows.
Competition shifts away from price-centered to
wards service value and service uniqueness.
Buyers demand services that promise quick adop
tion and increased customer satisfaction.

Structural Attractiveness

Increasing; high biller and relatively high consumer 
interest, but possible benefits from cooperative net
works are not recognized, therefore the focus is on 
standalone portal solutions.

Sources of Competitive 
Advantage

• Unique product differentiation
• Focusing on industry sector (niche-) specific so

lutions with compatibility to general solutions
• Modular product design
• Introducing features that benefit the consumer, 

thus increasing adoption rates and promise faster 
break-even for billers

Scenario 4 - “Growing Value'’’’

Scenario 4 is essentially similar to scenario 3, with the significant difference of increasing 
interest in consolidated billing models. Consolidation providers appear on the market and 
consumers start to request to receive bills within these consolidation services. This increases 
the importance of common standards and practices and forces billers and service providers to 
cooperate among each other.

The industry structure, structural attractiveness and possible sources of competitive ad
vantage under this scenario are assessed in table 5.11.

Scenario 5 - “Full-Value Service”

This scenario is characterized by the emergence of a true, added value, networked solution 
for electronic consumer billing. Billers realize that the customer relationship value of a biller 
direct model within a customer self care center is not as valuable as overall customer sat
isfaction, which in the long run can not be achieved with a billing model that is inferior to 
traditional paper bills.

A complete billing network emerges, consumers can choose between consolidators, and 
the billing service providers take care of routing the bill to the correct consolidator. The intro
duction of consolidation leads to a division of service providers’ business into two separate 
parts, i.e. presentment of bills and bill delivery. New business models for consolidation have 
to be developed, influenced by progress of the WWW (see section 6.6) [179].

This is the only scenario that presents a truly disruptive outcome. Especially the aspect 
of a cooperative consolidation network and service roaming adds a new dimension of com
plexity compared to the other scenarios. It is worth noticing, that even if consumer influence
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Table 5.11: Analysis of Scenario 4 - Growing value

Future Industry Structure

Comparable industry structure to scenario 3 (see ta
ble 5.10).
The increasing importance of usability aspects as 
consumer interest and influence grow introduces 
new supplier relationships (visual design, etc.) - 
unless developed in-house. The bargaining power 
of suppliers grows. The separation of bill delivery 
and bill presentment in a consolidated model also 
influences supplier relationships.

Structural
Attractiveness

As the quality and the value of the services to the 
consumer increase, consumer demand for solutions 
and thus biller demand for solutions grow. Attrac
tiveness is high.

Sources of Competitive 
Advantage

• Developing closer to the consumer
• Offering solutions that facilitate consumer adop

tion

is high under this scenario, this does not imply that all consumers are interested in electronic 
bills. Rather, the consumer interest among the target consumers (see section 6.3) for elec
tronic billing is high.

Table 5.12 details industry structure, structural attractiveness and possible sources of com
petitive advantage under this scenario.

5.4 From Scenarios to Strategy

The result of the development of scenarios is a set of scenarios with a sequential connection,
i.e. the scenarios are not exclusive but may occur in sequences, although not all scenarios nec
essarily have to occur. The validity of these scenarios is a timeframe of 3-5 years, due to the 
high level of uncertainty and the still immature nature of the industry. While it seems rather 
certain that electronic consumer billing in Germany will continue to grow, the steepness of 
the growth curve is subject to the occurrence and duration of certain scenarios. Overall, the 
growth rate increases when moving from scenario 1 to scenario 5. At the same time, the 
business of service providers shifts closer to consumers. The consolidated models require the 
establishment of common practices or standards and a billing network infrastructure. There
fore, the sequence of scenarios also moves the business activities of service providers from 
isolation (in the sense that service development and operations are carried out independently) 
towards collaboration. The group of target billers for the deployment of electronic consumer 
billing solutions grows from only senders of very high volume regular-interval bills to even 
one-time transactions. The overall shift towards collaboration also means that the required 
flexibility, degree of cooperation and willingness to adopt and develop open standards, grows 
from scenario 1 to 5.
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Table 5.12: Analysis of Scenario 5 — “Full-value" service

Future Industry Structure

Cooperation and open standards are required. Net
working effects increase entry barriers.
Rivalry is based on complete solutions, where one 
billing service provider handles all delivery chan
nels.
Cooperation between bill delivery and consolida
tion influences supplier relationships and the bar
gaining power of suppliers.

Structural Attractiveness

The structural attractiveness is high. The billing 
channel evolves into a complete document commu
nication channel. The marketing value of the billing 
channel grows. In order to take advantage of the 
market potential, consolidation business plans have 
to be developed.

Sources of Competitive 
Advantage

• Comprehensive collaboration, good and potent 
partners

• Understanding and addressing both biller and 
consumer needs

• Unique business model, product differentiation
• Developing versatile APIs
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5.4.1 Attaching Occurrence Probabilities
Especially when approaching the scenarios from a sequential perspective, not all scenarios 
are equally likely to appear. Scenario 2 only presents a very small change from the current 
industry state, and if a change is to occur, it seems more likely that the industry will directly 
move towards scenario 3. It also is less likely that consumer influence grows unless billers 
show a firm determination to migrate towards electronic billing. Scenario 5 on the other hand 
presents a very idealistic industry structure and is very unlikely that the industry will move 
towards a completely consolidated service model within the next 5 years. The most likely 
scenarios are scenarios 1, 3, and 4.

5.4.2 A Threshold-based Strategy
In order to create successful strategies now, that the scenarios have been constructed and 
assessed, a choice of strategic approach is needed. Porter distinguishes between five such 
basic approaches [18]:

1. Bet on the most probable scenario.

2. Bet on the “best” scenario.

3. Hedge (prepare for all possible outcomes).

4. Preserve flexibility for later adaptation.

5. Influence the odds that a certain scenario occurs.

For the scenarios that have been constructed here, especially option 5 is an interesting 
choice. The industry development in the emerging electronic consumer billing market and the 
occurring scenario depend largely on the interest and influence of consumers and billers. Thus 
addressing the solutions to target groups when developing solutions and directly influencing 
the development of these two groups will in turn have a direct influence on how the market 
develops.

Nevertheless, a mix of different strategy approaches may well be the best fit. While 
actively trying to influence biller and consumer behavior, it is still advisable — especially for 
smaller service providers - to prepare for the event that the influencing efforts do not have the 
desired effect. A combination of approaches 3-5 is then the most feasible choice. This implies 
that the strategy focuses on one scenario until a certain threshold is reached, at which point 
the strategy must change. In the case of the German electronic consumer billing market, the 
factors determining this threshold are the independent scenario variables identified in section 
5.3.1: biller interest and consumer influence. The concept of such a threshold-based strategy 
is depicted in figure 5.2.

The strategy involves preparing for a future strategy change while executing a strategy 
focused on the current or most probable scenario. In our case, the current industry structure 
and market characteristics are congruent with scenario 1 (see table 5.8). When the combina
tion of the two independent scenario variables crosses the first threshold, this should be seen 
as an indication that the industry is about to transform to a state resembling scenario 3 (see 
table 5.10). By closely observing the threshold indicators, the scenario can be adapted and 
optimized for the upcoming development. A second threshold can be defined as an indicator 
of a subsequent industry transformation towards later and less probable scenarios.

Johan Hacklin. Master’s Thesis. January 15, 2007.



5.5. SUMMARY 69
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Figure 5.2: A threshold-based strategy incorporating multiple scenarios

5.4.3 Strategic Choices
When deciding on a firm’s approach for coping with uncertainty, a number of factors have to 
be taken into consideration. The choice of strategy involves assessing the importance of these 
factors and deciding their influence on the strategy that is being developed. Porter defines the 
following factors [18]:

• First-mover advantage

e Initial competitive position 

e Cost or resources required

• Risk

• Competitors’ expected choices

Focusing on scenario 3 as the most likely and proximate one, these factors determine the 
actual strategic implications.

5.5 Summary
The propagation of electronic billing and ЕБРР solutions has been predicted to be on the 
verge of exponential growth in most international markets for quite a while [15, 96]. How
ever, the development and adoption rate differ greatly between separate markets [3], influ
enced by different factors from in- and outside of the billing industry. The development of
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the German electronic consumer billing market largely has been identified to depend on two 
determinable factors, namely biller interest in deploying electronic billing solutions and con
sumer influence on the deployment (see section 5.3.1). These factors could then be used to 
project a set of possible scenarios for the development of the industry structure (see table 
5.7).

While the construction of these industry scenarios provides a groundwork for dealing 
with the uncertainty of the current electronic consumer billing market in Germany, a large 
challenge when crafting strategies to adopt to the potential scenarios remains in assessing 
the timeframe of development. In order to create reasonable projections, very close obser
vation of the scenario variables is needed, i.e. a close relationship to billers and continuous 
observation of the consumer space.
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Chapter 6

Strategic Implications

6.1 Introduction
The projected benefits of electronic consumer billing are manifold. For billers, the migration 
from paper based to electronic billing promises cost savings from saved shipping and call 
center expenses and strengthening of the customer relationship. For the consumer, electronic 
bill presentment (and payment) promises better usability and transaction transparency. How
ever, the adoption rates of electronic billing systems in Germany are poor, and the perceived 
ease-of-use and usefulness to the consumer even worse [57, 16]. An apparent observation 
is that the mere existence of an electronic billing service by a biller in no way implies that 
consumers will flock to adopting it [58].

One of the problems is that some important interconnections between service aspects and 
service partners have not been recognized. As such, most billers do not see a direct link 
between billing and profit, even though by placing customer satisfaction as an intermediary 
between the two subjects, the interconnection should be largely obvious. Thus, by deploying 
solutions that increase customer satisfaction, billers will eventually see their investment pay 
off.

This chapter will examine and discuss the implication of the scenarios developed in chap
ter 5 on the grounds of the technological background and market characteristics detailed in 
chapters 3 and 4. The resulting strategic implications and the resulting recommendations are 
assessed in a bottom-up approach starting from the consumer (see section 6.2) and continuing 
with billers (see section 6.3) before concluding with service providers (see section 6.4).

6.2 Consumers
As discussed in chapter 3, the technological implementation of electronic billing systems and 
EBPP solutions is merely a choice of the best-fit compilation. The biggest challenge for elec
tronic consumer billing solutions remains in convincing the consumer of the benefits such a 
solution can offer (see section 4.7.1). However, the advantages of electronic billing to the 
consumer depend primarily on the features of a biller’s individual solution. These in turn 
depend on the electronic billing approach of that individual biller. And since the cost savings 
of a migration from paper to electronic bills depend on the adoption of the electronic bill 
by the consumer, consequentially, the direct value of an electronic billing solution to a biller 
depends on how the biller positions the solution with respect to the consumer. Thus, even
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though migration to electronic billing is initially not a consideration of marketing, product 
development or any other directly end-customer related process, the deployment of an elec
tronic billing solution is to the major part a question of marketing directly to the consumer 
[62].

6.2.1 Consumer Expectations and Interest
An electronic consumer billing solution must meet a minimal set of consumer expectations 
to succeed [9]. This set consists of:

Convenience Traditional paper billing is not regarded as overly burdensome by most con
sumers. Electronic billing systems have to offer at least the same level of convenience. 
Time/cost savings The costs to the consumer must not increase if a solution is to be adopted 
successfully.
Control over payments * The consumer remains in control over when and how he pays the 
bill.
Universal payment options * The consumer must be offered to pay an outstanding bill using 
the (electronic) payment system he prefers.
Privacy and security Consumers must be confident that the system is secure and that it will 
protect their privacy and accounts from unauthorized access.
Reliability Consumers must trust the accuracy and reliability of the system.
Dispute resolution The solution must offer the consumer access to customer service or other 
contacts and or methods in case of any questionable bill content.

* If a payment mechanism is incorporated into the solution.

A recurring explanation for the low consumer interest in electronic billing is that the 
concept is too technology-oriented for the average consumer. On the other hand, by far more 
complex technologies than an electronic bill have been adopted at extremely fast paces in 
spite of their complexity [61].1 In contrast to electronic billing, these technologies have been 
able to spawn consumers’ interest, which to a large part has to be attributed to successful 
marketing efforts.

Consumer interest for electronic consumer billing solutions can be described as a sum of 
different factors. Part of a biller’s electronic billing approach has to be to focus marketing 
on these factors in order to positively influence consumers’ perception of the services and 
nurture consumer interest. These factors to some extent correlate with the expectations the 
consumer places in a solution. Some of the factors to be considered are:

Direct advantages to the user The billing application has to bring added value to the con
sumer. Therefore, a primary target user needs to be chosen, and the billing application 
should be optimized to address the target user’s needs and to maximize the benefits 
gained from using it. Billers also need to be aware that only a fraction of all customers 
will show interest in electronic billing solutions. If the potential advantages that the 
user sees in the solution are sufficient, concerns with disadvantages will weigh less 
heavy on total consumer interest.

Security concerns As discussed in section 4.3, German consumers are especially concerned 
with security issues regarding online transactions involving private data. Marketing 
should focus on stressing the state-of-the-art security implementations and the mini
mal risks involved in receiving bills online. The guarantee of privacy and consumer 
protection aspects should be assessed.

'e.g. the majority of current video games, or DVD burners
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Disparity of bill reception The obvious downside to the consumer when receiving bills on
line is, that at this point the consumer has to accept that he will not be able to receive all 
bills in the same location. Unless all billers adopt the exact same solution at the same 
time, bill reception will take place at the physical mailbox, different biller direct portals 
and possible consolidation services. Marketing efforts should focus on minimizing the 
impact of this factor.

Other factors outside of the scope influenced by marketing, that define consumer interest 
and in particular the size of the target customer segment are the rate of internet adoption, the 
overall trust in e-commerce services, increasing adoption of online-banking services, and the 
overall familiarization with online media (see section 4.7.2).

6.2.2 Approaching Consumer Markets
The efficiency in driving the adoption of concepts that introduce electronic billing as the only 
billing option in connection with a new product or service is questionable. Such an approach 
will only be fruitful if the target customer for the new product or service also is largely the 
target customer for electronic bill reception. Similarly, using discounts or additional service 
credit as the primary method of driving the adoption by consumers is unlikely to produce the 
desired impact. The essential necessity when approaching the target customer is creating a 
reason for the customer to opt for the electronic reception of bills. Helping the bill sender 
reduce costs and speeding up the transaction are hardly enough to make a convincing case 
[60]. Interestingly, the industry survey disclosed that many billers themselves have difficulties 
in determining the advantages and benefits that electronic billing offers to the consumer (see 
section 4.7.1). Successful marketing campaigns to raise adoption are inherently difficult on 
this background.

An electronic billing approach that has proven to be successful involves offering the con
sumer full flexibility and customization choices of billing. In this approach, the user can 
freely and in a non-excluding manner choose whether he wishes to receive electronic and/or 
paper bills [62]. This offers the user the possibility to try out electronic bills and recognize 
the benefits himself, leading to pull-based instead of a push-based adoption.

6.3 Billers
It is important for billers to realize that the migration from paper based billing to electronic 
billing systems is different from other internal process reforms, such as deploying a new ERP 
or Customer Relationship Management (CRM) system. The primary difference is that the 
electronic billing solution - although it is generally considered and deployed in an effort to 
reduce costs and streamline the billing process - in contrast to other internal systems will be 
in direct contact with the customer and affect the customer relationship.

Therefore, in order to drive adoption and fully leverage the power of an electronic con
sumer invoicing system, the conception of a complete electronic billing strategy is needed. 
This strategy should answer a set of general questions about the backgrounds for the deploy
ment:

• Why do we deploy electronic bills?

• What are our expectations towards adoption, overall cost-savings and the impact on 
the customer relationship?
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• When do we expect the electronic billing project to achieve break-even, when do we 
expect significant cost savings?

• Who are our initial target customers for electronic billing?

• Why should our customers adopt electronic billing, what is the added-value proposi
tion ?

• How do we want to drive adoption?

Not only the technological implementation and the process streamlining within the biller’s 
existing infrastructure requires an investment. Successfully driving the adoption of electronic 
consumer billing without stepping on the customers’ feet is a long-term commitment (see 
section 6.2).

6.3.1 The Billing Value Chain
A good starting point when considering migration towards electronic billing is the own billing 
value chain [9], depicted in figure 6.1.

Figure 6.1 : The billing value chain

Looking at the billing value chain, the major bottlenecks should be identified. Streamlin
ing the billing process does not only involve the decision between paper based and electronic 
billing, but has to consider the entire chain. The bottlenecks should be weighted and pri
oritized to define the motivation for deploying electronic billing, and the expectations and 
requirements that the solution needs to fulfill.

6.3.2 Billing Model
Once the billing value chain has been analyzed, the next step is to compare the different 
billing models (see section 3.4.1), and to decide which model is the most fitting to meet the 
expectations of the biller. Needless to say, bottlenecks that lie before bill delivery in the value 
chain, should not influence the choice of billing model, but instead initiate process revisions 
in earlier stages.

Choosing a billing model implicates deciding on how much control over the user interface 
and bill / user data the biller can afford to give up. The trade-off is that the more control the 
biller surrenders, the higher the perceived usefulness of the billing system to the consumer
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Figure 6.2: Choosing an electronic billing model

will be. The perceived usefulness in turn influences the consumers’ interest and motivation 
to adopt the electronic bills. This relationship is shown in figure 6.2.

Another decision concerning the billing model involves the immediacy of bill reception. 
Considering e-mail billing vs. web-based bill presentation, e-mail bills are almost instantly 
received (or, assuming that the consumer checks his e-mail inbox at least on a daily basis, 
on the same day), while the collection of an electronic bill from the biller’s portal site can be 
postponed until the consumer has the time to handle his incoming bill. On the other hand, web 
based billing offers increased flexibility concerning rich content and cross selling. Security 
and privacy are also easier to implement for web-based bill presentment systems.

If a bottleneck has been identified in the payment of received bills, the biller should at 
this point also consider incorporating a flexible payment mechanism into the electronic billing 
solution or deploying a true ЕБРР solution.

6.3.3 Creating a Billing Strategy
The assessment of the billing value chain and of the billing model has addressed the basic 
questions of motivation and expectations. Now, a deployment strategy has to be developed, 
involving the creation of a target user profile and the identification of the user’s needs. A 
feasible initial target user group are technology-oriented and Internet-savvy consumers (who 
also often make up an excellent beta testing community). However, this user profile should 
be seen merely as an example rather than as a general rule. The more important aspect is
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to develop an electronic billing solution that offers this target user an added value compared 
to traditional paper bills, answering why the target user should adopt the service. Once the 
added value proposition to the target customer has been conceived, a marketing strategy to 
drive adoption should be developed.

The Make-or-Buy Decision

An essential decision is how to implement the solution, i.e. whether to contract a service 
provider to operate the entire electronic billing solution or to develop the solution in-house. 
This make-or-buy decision is a trade-off between how much of the billing value chain a biller 
can afford to outsource (both financially and strategically), and what advantages and disad
vantages the choice will bring [97, 98]. Outsourcing is not necessarily always the best and 
only option. However, billers need to be aware of the overall expenses involved in conceiving, 
developing, testing, deploying and maintaining a billing portal.

Lastly, the decisions made up to this point should allow billers to assess the time frame 
of break even and of significant cost-savings. These can only be made, after the strategy for 
driving adoption of the services has been finalized.

6.4 Service Providers
The findings discussed in the previous sections suggest that the deployment of an electronic 
billing system requires a rollout strategy including a detailed marketing plan. The difficulties 
in developing a strategy for a service that lies outside of most billers’ core competencies open 
up the opportunity for service providers to extend their services beyond the technological im
plementation. The role of the service provider thus shifts from a mere technology provider to 
a technology enabler, offering the biller know-how in both billing strategy and billing tech
nology [62]. This section will focus on strategic recommendations for electronic consumer 
billing service providers in a market of growing biller and consumer interest, dominated by 
biller direct model implementations.

6.4.1 Biller Expectations
Analog to section 6.2.1, when marketing electronic billing services to billers, service providers 
need to address and meet the expectations that billers place in such a service [9]:

Cost reductions As the results of the industry survey indicate, the primary motivation for 
deploying an electronic billing system is reducing cost and streamlining processes (see section
4.7.1). An electronic billing system therefore must offer maximal cost advantages over tradi
tional paper based billing to the biller.
Dispute resolution mechanism Currently, ineffective dispute resolution mechanisms are a 
noticeable problem to billers, increasing the DSO (see section 4.7.3). One of the promises of 
electronic billing (especially, but not limited to systems incorporating payment mechanisms) is 
the ability to solve an increasing number of disputes in automated systems.
Reliable delivery Electronic billing systems must offer the same or higher delivery reliability 
of paper based billing (see section 4.7.4). As such, e.g. self-contained email billing is problem
atic due to recipient identification issues.
Direct marketing advantages The flexibility and automation level coupled with the large 
CRM databases of billers open up versatile possibilities for direct marketing and cross selling. 
Albeit somewhat controversial, this is among the prime interests of the billers (see section 4.7.2).
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Control over customer data Connected to direct marketing advantages of electronic billing, 
the survey showed that most billers want to stay in complete and solitary control over their 
customer relationship and customer data (.see section 4.7.2).

Broad distribution Investment break-even requires a critical mass of adoption. Electronic 
billing systems must offer the promise of relatively fast adoption and a broad distribution (see 
section 4.7.1). Successfully meeting this expectations requires consideration of the double chasm 
(see section 6.5).

6.4.2 Driving Adoption in a Slow Market
The market described by scenarios 1 and 2 (see section 5.3.3, and tables 5.8 and 5.9) is 
characterized by hesitation towards adoption from both billers and consumers. The increasing 
rivalry and stagnating biller interest could eventually lead to a shakeout effect, leaving only 
bigger service providers in the marketplace. This effect will gain force the slower the growth 
rate of the interest is. In order to stay competitive, service providers need a modular service 
design, which enables service providers to offer billers comprehensive and flexible “off-the- 
shelf’ solutions with easily recognizable investment and break-even details.

Following the strategic direction recommended in section 5.4, i.e. trying to influence the 
market to develop along a desired trend, the focus should be driving adoption. Influencing 
billers involves creating strong reference cases, i.e. success stories of electronic billing.

Many billers prefer conducting business in all billing needs with a single strong partner. 
Offering complete billing solutions, including paper billing, electronic business invoicing, 
and electronic consumer billing may help attracting customers.

6.4.3 Differentiation and Networking
In a market environment of growing interest from both billers and consumers, a differenti
ated services offering becomes the primary source of competitive advantage. When moving 
towards consolidated bill presentment, collaboration networks and open standards/APIs gain 
importance [99]. As described in the next section (6.5), the focus on an niche sector and the 
optimization of services to the specific needs can offer a significant competitive advantages 
in crossing the chasm to mainstream adoption.

The general spread of electronic consumer billing solutions has been very slow, falling 
short of initial industry projections. One key reason is the general lack of cooperation among 
potential market participants (see section 4.7). Although providers and billers can mitigate 
this problem by intensifying their research and development efforts, electronic consumer 
billing will in the long run only prevail if standards are developed and adopted, which allow 
flexible solutions and networking [57, 100]. As outlined in section 3.4.2, legacy technologies 
and standards can hamper the development of value added services. Service providers should 
try to push for more flexible technology standards such as XML, and move away from media 
specific ones like FPL.

6.5 The Double Chasm
As suggested by Moore (see section 2.3), when marketing disruptive products to mainstream 
markets, the successful advancement from an early adopter clientele to mainstream customers 
poses a great challenge to any company [20]. The Technology Acceptance Model (TAM) de
veloped by Davis is one of the most widely used models to describe adoption of Information 
Technology. The adoption is influenced by usefulness and ease-of-use. Both Moore’s and
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Davis’ theories focus on marketing and selling to business customers. However, the exten
sion of the TAM into consumer markets has been shown [101, 10], suggesting that the chasm 
theory would retain its validity even in consumer markets. The industry survey of market 
participants (see section 4.6) indicates that the German electronic consumer billing market is 
facing a double chasm.

6.5.1 The Two Adoption Life Cycles

Adoption of electronic consumer billing by consumers

Adoption of electronic consumer billing systems by billers

Figure 6.3: The double chasm in the technology adoption life cycle model

The first chasm appears in the adoption of electronic billing solutions by billers, the B2B- 
chasmr This chasm lies between the early adopters and the early majority. Significant mar
keting effort has to be made by service providers in order to cross this hurdle.

The existence of the B2B-chasm as such should not surprise anyone. The peculiarity in 
the electronic consumer billing market is the existence of another, different chasm that di
rectly influences the gravity of the B2B-chasm. Each biller deploying an electronic consumer 
invoicing solution faces an individual adoption life cycle. Having established that the chasm 
theory extends into the consumer market, we can assume that a B2C-chasm exists.2 In order 
for electronic consumer billing to generate enough momentum to successfully cross the B2B- 
chasm and advance into mainstream markets, the B2C-chasm(s) have to be crossed. The two 
adoption life cycle chasms are visualized in figure 6.3.

In practice, this means that in order for billers to see electronic consumer billing as a 
worthwhile investment, they require enough success stories as reference cases. Billers are not 
willing to invest their money in prototypical solutions whose success cannot be guaranteed 
[90]. However, in order for these success stories to exist, a significant amount of billers have 
to have found ways to drive adoption of their own electronic consumer billing systems.

The double chasm fortifies the notion that service providers have to incorporate the con
sumer into their product and services development. Marketing these services to billers marks

2ln this context, business-to-business (B2B) does not describe the billing solution but characterizes the two 
involved parties, i.e. the service provider as seller and the biller as buyer, which both are businesses. The B2C- 
chasm analogy follows the same terminology.
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a dilemma. Business process outsourcing service providers (such as providers of electronic 
billing) are traditionally purely business-oriented, and the expectations that are placed in them 
are formed by that legacy. Now, service providers have to market consumer-oriented services 
to businesses and convince the businesses that they can only achieve significant cost savings 
if they consider the consumer.

6.5.2 Strategies for Crossing the Double Chasm
As suggested by Moore, a good approach when attempting to cross the chasm and attracting 
pragmatist customers from the early majority is to focus on a well defined and limited point- 
of-attack [20]. This implies targeting a very specific niche market within the early majority 
of adopters and fortifying the market position within that segment. Then, that beachhead can 
be used as a reference from which to advance into adjacent market segments.3

When approaching the double chasm from the service providers’ point of view, this ba
sic strategic concept can be applied in a straightforward way. Service providers should, just 
as Moore suggests, target a specific market niche first. This implies optimizing the elec
tronic consumer billing solution to perfectly match the specific needs of that market segment. 
Implementing a modular service architecture will help expanding and altering the services 
to fit other segments later. Following such a strategy will help service providers cross the 
B2B-chasm.

However, in order to successfully cross the B2B-chasm, the individual B2C-chasm of the 
customer, i.e. the biller also needs to generate sufficient momentum in order to spur adoption 
of the billing services by a majority of consumers. In principle, crossing the B2C-chasm is 
the billers’ problem. Yet, as we have established earlier, the service provider will not be able 
to successfully advance to the early majority market unless enough billers are successful in 
driving adoption of their services in a consumer oriented manner. The bottom line is, that 
service providers should not only target a specific niche market within billers and optimize 
services accordingly. They also need to create a billing strategy including a target consumer 
market niche within the niche market of billers. An electronic consumer billing solution 
needs to be optimized on both sender and recipient sides if the double chasm is to be crossed.

Furthermore, service providers should actively seek cooperation partners in banks, public 
administration and consumer protection organizations in order to work on quality standards, 
showing the consumers that the services are secure and trustworthy.

6.6 Future Outlook
When assessing the future of electronic consumer billing in Germany, a number of uncertain 
and indeterminable factors outside of the scope of the scenarios remains. This thesis suggests 
taking a niche market approach to drive the adoption of electronic billing systems by billers. 
However, a suitable niche market still needs to be identified. A sector that could make for an 
interesting target is the German utility sector, particularly medium sized, regionally bound 
suppliers of electricity, gas and potable water. Due to the relatively small size and thus 
limited billing volume of regional suppliers, they are currently not the primary target for 
a general electronic consumer billing system (see section 4.2.3). Developing and marketing 
applications that fit the needs of utility companies could help advance electronic consumer

’Moore makes use of an analogy he calls the D-Day strategy, referring to the invasion of the Normandy by the 
allied forces in 1944. In order to launch a successful invasion, the allied forces had to first secure a beachhead on the 
coast that could be used as a basis for further expansion of the invasion.
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billing services to the mainstream market. Traditionally, utility bills are not paid using direct 
debit to an equally high extend as e.g. telephony bills. Therefore, if a complete EBPP system 
were to be developed, the utility sector would benefit from such a solution.

The German payment infrastructure could also face a radical change with the harmo
nization of the European funds transfer systems in the Single Euro Payments Area (SEPA) 
project. This harmonization could make the direct debit system more complicated than cur
rently, making direct debit less attractive for consumers [92,93]. The result could be a sudden 
demand for complete EBPP solutions.

The “Modern Web” Paradigm

The development of billing portals and user interfaces should be closely tied to the devel
opment of web technology in general. Especially when attracting early adopters to sign up 
for electronic billing, deploying state-of-the-art technology will present a good selling point. 
Since the burst of the Internet-bubble after 2001, websites are moving towards more dynamic 
content, harnessing collective intelligence, embracing standards and interaction and creating 
rich user experiences. This phenomenon is commonly called Web 2.0 [179]. Embracing and 
leveraging these principles will help service providers create efficient applications that appeal 
both to billers and consumers.

The Open-API concepts that were propagated throughout the Internet with the increasing 
spread of Web 2.0 applications could help the development of consolidated billing services. 
Letting the user decide in which context his personal information is shown and authorizing 
third party applications to access data can enable rich and flexible consolidation solutions.

Currently, electronic consumer billing solutions are largely based on the notion that con
sumers have to assume responsibility in collecting their own bills. This is a significant change 
from the mode of usage of paper based bills [62]. This approach will need general rethinking. 
Following the Web 2.0 mindset that allows users to receive and access information where they 
want it, when they want it, and how they want it, new solutions for the delivery of electronic 
consumer bills may need to be conceived. Really Simple Syndication (RSS) based XML 
feeds could be an interesting approach.

Concept: White-Label Consolidation

A possible application of these Open-API concepts can be summarized as white-label con
solidation. In this approach, consumers receive and view their bills at the sending biller’s 
site. However, given that the underlying billing infrastructure permits it, the consumer has 
direct access to all other billers’ bills at that same site. The billers obviously need some level 
of cooperation. This can either result from all billers using a single service provider’s billing 
solution or a service provider network standard. All participating billers become thin consol
idators. Other billers’ bills can be summarized in a small field on the portal site, providing 
direct access to the originating billers site where the bill can be accessed and reviewed. This 
approach ensures that a single bill is always viewed within the originating billers context, per
petuating brand identity and possible customer self care center applications. Nevertheless, the 
consumer benefits from fast access to all his bills.

Electronic Commerce

Electronic consumer billing will gain additional momentum with the overall increasing use of 
electronic commerce applications. As consumers migrate more day-to-day business online, 
receiving a legally binding bill document may become more and more important. Especially
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for service providers that do not establish a physical contact to the customer, the cost savings 
of the electronic billing channel in contrast to paper based billing will be of advantage. For 
online-retailers such as bookstores and electronics retailers, the additional weight and printing 
overhead will hardly influence the overall cost structure.

6.7 Summary
This chapter has suggested a bottom-up approach for creating strategies for electronic billing. 
The relationship between consumers, billers, and billing service providers and the strategic 
implications of the market relationships are summarized in figure 6.4.

• Process Streamlining
• Diiw't Marl:Atino

Providers

Figure 6.4: The relationship between consumers, billers and service providers in electronic 
billing

When discussing strategies, it is important to keep in mind that strategy is not operational 
efficiency. Strategy is about activities, and choosing the right set of activities at the right time 
in order to get a sustainable competitive advantage. To establish and maintain a distinctive 
strategic positioning, Porter introduced the six principles of strategic positioning [102, 103]:

• The right goal

• Value proposition

• Distinctive value chain

• Trade-offs

• Compatibility
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• Continuity

To successfully transition from paper based to electronic consumer billing in Germany, 
this chapter has suggested a bottom-up strategy approach for developing deployment strate
gies for billers, and service strategies for service providers. This approach should clarify the 
link between billing and profit to billers (see section 6.1), and establish a connection between 
solution sales and consumer satisfaction to service providers.

A bulk of consumer billing solutions with low diffusion among competitors currently 
characterizes the German market (see section 5.2). Creating a value proposition consisting 
of a unique set of benefits will be crucial to long-term growth. The previous chapters intro
duced several trade-offs involved in creating a billing strategy, such as the trade-off between 
security and usability (see section 4.7.1) or the trade-offs between interface and data con
trol and the perceived usefulness (see section 6.3.2). The lack of compatibility between the 
process optimization and cost savings motivation for deploying electronic consumer billing 
solutions and the recess in the customer relationship between biller and consumer are stalling 
the proliferation of electronic consumer billing. A clear decision of positioning is required 
for creating a sustainable competitive advantage.

Elaborating on billing strategies before rollout minimizes the long-term efforts required 
by billers, and allows service providers to market solutions with larger impact.
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Chapter 7

Conclusion

7.1 Introduction
Aiming at the development of marketing, deployment and adoption strategies for billers and 
service providers in the German electronic consumer billing market, this thesis began by ana
lyzing the technologies that enable the creation, delivery and reception of electronic consumer 
bills and the applications of these technologies (see chapter 3).

Approaching the German case, we proceeded to study the German market environment 
(see chapter 4), starting with identifying important sectors for billing and relevant key players 
in the marketplace (see section 4.2). After that, the specific characteristics of the German 
market environment, such as technology adoption, payment solutions and legal conditions for 
billing were studied (see sections 4.3, 4.4, and 4.5). In order to evaluate market sentiments, 
including billers’ standpoints and their assessment of consumers, an industry survey was 
conducted (see section 4.6).

Building on the knowledge of the market, the technologies, and the solutions for elec
tronic consumer billing, the industry structure was then analyzed (see chapter 5). First, the 
five forces of competitive structure were identified (see section 5.2). To project possible fu
ture developments in the uncertain environment of the emerging market, a set of industry 
scenarios was then conceived (see section 5.3) and evaluated.

Then, the implications of the results of the industry analysis and scenario generation were 
examined (see chapter 6). In a suggested bottom-up approach starting from the consumer, 
recommendations for strategy were introduced for both billers and service providers, aiming 
at driving the deployment of electronic billing solutions, and the adoption of these services by 
consumers (see sections 6.2, 6.3, and 6.4). The existence of a Double Chasm was observed, 
and the implications of this phenomenon were discussed (see section 6.5). Finally, a general 
assessment of the future development of the market, solutions, and services was given (see 
section 6.6).

7.2 Key Findings

The migration from paper based to electronic invoices in business-to-business environment 
focuses on cost savings and process optimization. Driving adoption is merely a small clause 
in negotiations with business partners. To the consumer, the electronic bill introduces a dis
ruptive change to the way an individual receives his bill, and as such is a radical interference
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in the customer relationship of a biller. In order to successfully drive adoption of electronic 
consumer billing, an electronic billing strategy is needed. Driving the overall adoption of 
the electronic consumer depends on how the different parties in the billing value chain (see 
section 6.3.1) prepare for and implement their responsibilities within the billing strategy.

The key findings of this thesis, with regard to the research questions Qi, Q2, and Q3 can 
be summarized as follows.

The State of the Market (Qi)

Electronic consumer billing in Germany is still in a nascent phase. Key players remain yet 
to be defined and participants in the market have not positioned themselves. The market is 
characterized by uncertainty regarding solutions, adoption and the future development.

Currently, electronic consumer billing services are being offered mostly by high volume 
billers in the telecommunications sector. The solutions are based on the biller direct model 
and currently offer very low value to the consumers who are accordingly reluctant to adopt 
the services. Most billers do not fully leverage electronic consumer billing neither from the 
cost savings perspective nor for improving the customer relationship. For smaller volume 
billers, migrating to electronic billing is very risky as the adoption of the systems is hard to 
project.

Overall, the market offers great possibilities for successful market entry and participation. 
However, the uncertainty makes the market very risky.

The Challenges for Electronic Consumer Billing (Q2)

The initiative for deploying electronic consumer billing solutions in most cases originates 
from internal process optimization efforts, and is primarily seen as a cost savings procedure. 
The serious disruption of the customer relationship caused by the switch of delivery medium 
is often not recognized and compensated when the systems are deployed. Unless the solutions 
are enhanced to deliver the consumer an added value solution, the adoption will not advance.

The environmental characteristics of the market and the legal requirements for electronic 
billing present service providers and billers with more challenges. Although Internet adop
tion is growing quickly, the consumers’ willingness to participate in electronic transactions 
such as electronic billing is still low. Furthermore, implementing a legally valid bill docu
ment with a Qualified Electronic Signature (QES) while maintaining the ease-of-use of the 
billing service is difficult. The market is dominated by direct debit payments, and currently 
a need to implement complete Electronic Bill Presentment and Payment (EBPP) systems is 
not perceived.

Electronic consumer billing solutions in Germany face a double chasm (see section 6.5). 
When marketing and selling electronic billing solutions to billers, service providers need 
reference cases of successful solution deployments in order to attract more billers. However, 
unless billers succeed in driving the adoption of their billing solutions by consumers, service 
providers will have difficulty in marketing the benefits of their solutions.

Strategic Recommendations (Q3)

Successful adoption of electronic consumer billing requires a bottom-up approach starting 
from the consumer. A comprehensive billing strategy is needed, which positions the elec
tronic consumer billing plans of a biller between the consumer and the process optimization 
efforts and defines the benefits to both the target customers as well as the expected timeframe 
and magnitude of cost savings benefits to the biller (see section 6.3).
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For service providers, this implies that their services development has to move closer to 
the consumer. At the same time, service providers should support billers in the creation of 
a billing strategy in order to guarantee that successful reference cases exist. The suggested 
approach for billers is to target a niche market and develop solutions that help billers in that 
niche maximize the leverage of electronic billing deployment (see section 6.4).

7.3 Assessment of Results
Reliability and Validity

The conclusions gained from this study can be regarded as rather reliable. Nevertheless, the 
research conducted provides some sources of possible errors. Due to the limited number 
of participants in the industry survey, the results should be generalized with caution. Nev
ertheless, the survey included very large market incumbents, which should be regarded to 
significantly increase the relevance of these results. In any case, the insights were gained 
from the subjective assessments of individuals from the respective companies, therefore a 
certain level of subjectiveness remains.

The discussion of the legal requirements should be read with some caution. The German 
legal environment is inherently complex and a detailed assessment of the legal situation re
quires a legal research background. Nevertheless, the tendencies identified in section 4.5 can 
be seen as reliable.

Developing scenarios in an uncertain industry environment will to some extent always 
be shaped by subjective impressions. Nevertheless, the frameworks developed by Porter 
leave only little room for interpretation. It can therefore be assumed that other studies would 
essentially return similar results.

As stated earlier, the results of the industry survey should only be generalized with cau
tion. Nevertheless, the general attitude that billers have towards the effect of an electronic 
billing solution on the customer relationship can be observed in the billing approaches that 
have been introduced on the German market. The conclusions from these observations were 
made cautiously, focusing on the major tendencies. These conclusions were then incorporated 
into scenarios and strategy. Therefore, a general validity of the strategic recommendations 
introduced can be assumed.

Relevance

Electronic consumer billing in general has thus far been subject to only a limited number of 
studies. These studies are usually concerned mainly with the different billing models, the 
technologies necessary or the process of system integration, and mostly discuss ЕБРР solu
tions in the North American market. Generally, business invoicing is a more frequent subject 
of research. So far, only very few studies have directly discussed the German electronic con
sumer billing market. This study has attempted to assess the particularities of the German 
market and develop strategic recommendations for market participants. The work should 
contribute to a better understanding of the characteristics and challenges in the German mar
ket.

Although the scope of this work is explicitly restricted to the German electronic consumer 
billing market, the managerial challenge identified in the double chasm and the strategic 
recommendations given to cope with its implications could be used as a basis for developing 
strategies in similar markets. Such markets are characterized by complicated structures and a 
multitude of coexisting factors that obstruct the marketing efforts of a product or service.

Scenario-based Development of Market Entry Strategies. The Case of Electronic Consumer Billing in Germany.



86 CHAPTER 7. CONCLUSION

7.4 Further Research
To further validate the assumptions made about consumers attitudes towards electronic billing 
solutions, a large scale market research, which would have exceeded the scope of this study 
would be of interest.

Furthermore, this thesis introduced only a set of recommendations for creating strategies. 
The next step from the service providers’ point of view would be the development of an ab
stract construct for creating concrete business plans for providing electronic consumer billing 
services to billers. Also, a concept for building a business around consolidation (thin or thick) 
has yet to be developed, defining - among others, cost structures and sources of income.

An interesting research subject in general would be the assessment of correlation between 
the adoption of electronic invoicing systems by billers, and the deployment of electronic 
consumer billing solutions by the same billers. Especially in biller direct model dominated 
markets, a correlation can be imagined. After all, they are from a business model perspec
tive two completely different solutions, due to the complete disparity of transaction partners. 
While business invoice recipients seek to maximize automation and process streamlining, 
consumers focus on a visually pleasing and easy to use all-in-one solution.

As suggested in section 7.3, the managerial challenges involved in the double chasm and 
the strategic approach suggested in this thesis could provide for a suitable basis for developing 
strategics in similar markets. An interesting research subject is presented in the identification 
of such markets and the assessment of validity of the double chasm theory for these. Such 
markets could e.g. exist in other large European economies such as France.

7.5 Summary
The direction of development of billing in all international markets is clear. Consumers will 
have to get used to the fact that sooner or later they will receive the majority of bills elec
tronically. The migration towards electronic bill delivery seems inevitable, yet the question 
is "how and when?" Germany may be lagging behind in international comparison, but is not 
protected from this transformation. However, electronic billing in Germany will at the current 
rate of progress not develop into a thriving market by itself. Initiative is needed, especially 
with regards to driving consumer adoption.

The good news for service providers like Itella is, that so far, no solid competitive land
scape has emerged, and there are no omnipotent key players in the market. By entering the 
market with a differentiated services offering and a clear strategic approach, service providers 
can still influence and induce the development to their beneficiary outcome. Billers, on the 
other hand, should not capitulate in light of the disastrous adoption rates to date, but clarify 
their billing strategies. However, for all market participants, it is vital to recognize that, at 
the bottom line, the most important stakeholder in the market is the consumer who adopts the 
service.
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Appendix A

Industry Survey Structure

General
• Is your company interested in electronic consumer billing?

- Are you offering electronic billing services to your private customers?
- If yes, what kind of experiences have you had with electronic consumer billing?

• What are your expectations towards electronic consumer billing?

• What are the advantages and disadvantages of electronic consumer billing?

• What are the possibilities and challenges of electronic consumer billing?

• Can you imagine the electronic billing channel being used to deliver other kinds of 
information and documents, besides bills?

• Banks

- Are banks interested in electronic consumer billing?
- What are the challenges for banks?
- Where do you see advantages and disadvantages for banks?

• Which external factors have the largest influence on the development of electronic 
consumer billing?

Solutions
• Which model is most likely to succeed on the German market?

- Would you also consider sending bills through a consolidated billing service?
* What are the requirements for such a service?

- What are your general requirements for an electronic consumer billing solution?
- How important is the representation of your brand in an electronic consumer 

billing solution?

- Are there other models (besides biller direct and thin/thick consolidation) that 
you would consider?
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• Payment

- How large is the share of your consumer bills that is not paid using direct debit?
- Is an integrated payment solution, and thus a “true” ЕБРР solution likely to be 

successful?

Consumer
• How important is it to consider the consumer when deploying electronic consumer 

billing solutions?

• Do you think that consumers are generally interested in receiving their bills electroni
cally?

• How can the introduction and the consumer acceptance of electronic consumer billing 
solutions be accelerated?

• Do you think consumers will accept different billing systems for different billers in the 
long run? Will they have a choice?

• Is customer chum due to an inferior billing solution a real risk?

Perspectives
• What is your assessment of the future of electronic consumer billing in Germany?

• Will electronic consumer bills be important for Small and Medium-sized Enterprises?

• Will bills be delivered on paper in the future?

• Which new technologies and innovation do you think could influence the development 
of electronic consumer billing?

• Which role will the postal services play in the future of electronic consumer billing?

• Which industries or market segments will push for electronic billing solutions?

• Who will benefit the most from electronic consumer bills?
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Appendix В

Technologies

B.l XML document example
This XML document describes a simple Purchase Order1.

<?xml version="l.0" encoding="IS0-8859-l" standalone="yes"?>

<!DOCTYPE Order [

< ! —

A DTD for a real on-line order system wouldn’t look very much like 
this, though it would be natural for such systems to use valid XML.

Note also that when this is processed, the DTD is discarded by DOM. 
In this case, that means that the default namespace for the "Order" 
will also be discarded.

To let successive nodes in a series of XML processors work without 
losing data, you need to work around that "DTD Discarding" problem. 
One way is not to use DTDs. A better alternative would be to stick 
to a single external DTD and re-insert it in each processing stage.

That is, the DOCTYPE declaration would have no internal subset and 
would look like "<!D0CTYPE Order SYSTEM ’http://www....’>".

—>

<!ELEMENT Order (Customer,Manifest.Receipt)>
<!ATTLIST Order xmlns CDATA #FIXED "http://www.example.com/myschema.xml">

<!ELEMENT Customer (Neune, Cardnum)>
<!ELEMENT Name (#PCDATA)>
<!ELEMENT Cardnum (#PCDATA)>

'The XML source code was taken directly from http://java.sun.com/developer/earlyAccess/xml/ 
examples/samples/book-order .xml (Referenced 2.11.2006)
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<! ELEMENT Manifest (Item*)>

<!ELEMENT Item (ID,Title,Quantity,UnitPrice)> 
<!ELEMENT ID (#PCDATA)>
<!ELEMENT Title (#PCDATA)>
<!ELEMENT Quantity (#PCDATA)>
<!ELEMENT UnitPrice (#PCDATA)>

<!ELEMENT Receipt (Subtotal,Tax,Total)>
<!ELEMENT Subtotal (#PCDATA)>
<!ELEMENT Tax (#PCDATA)>
<!ELEMENT Total (#PCDATA)>

]>

<0rder>
<Customer>

<Name>Bill Buckram</NEune>
<Cardnum>234 234 234 234</Cardnum>

</Customer>
<Manifest>

<Item>
<ID>209</ID>
<Title>

Duke: A Biography of the Java Evangelist 
</Title>
<Quantity>l</Quantity>
<UnitPrice>$10.75</UnitPrice>

</Item>
<Item>

<ID>208</ID>
<Title>

100У, Pure: Maying Cross Platform Deployment a Reality 
</Title>
<Quantity>1</Quantitу>
<UnitPrice>$10.75</UnitPrice>

</Item>
<Item>

<ID>204</ID>
<Title>

Making the Transition from C++ to the Java(tm) Language 
</Title>
<Quantity>l</Quantity>
<UnitPrice>$10.75</UnitPrice>

</Item>
<Item>

<ID>202</ID>
<Title>Web Servers for Fun and Profit</Title>
<Quantity>1</Quantity>
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<UnitPrice>$10.75</UnitPrice>
</Item>
<Item>

<ID>210</ID>
<Title>

I Think Not: Dukes Likeness to the Federation Insignia 
</Title>
<Quantity>1</Quantity>
<UnitPrice>$10.75</UnitPrice>

</Item>
</Manifest>
<Eeceipt>

<Subtotal>$53.75</Subtotal>
<Tax>$4.43</Tax>
<Total>$58.18</Total>

</Receipt>
</0rder>
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В.2 HTTP conversation example
У, curl -v http : //users. tkk. f i/u/jhacklin/test
* About to connectO to users.tkk.fi port 80
* Trying 130.233.240.8... * connected
* Connected to users.tkk.fi (130.233.240.8) port 80

________________ The request message sent out by the user-agent:_____________
> GET /u/jhacklin/test HTTP/1.1
User-Agent : curl/7.13.1 (powerpc-apple-darwin8.0) libcurl/7.13.1
0penSSL/0.9.7i zlib/1.2.3
Host : users.tkk.fi
Pragma : no-cache
Accept: */*

____________________The response message from the server:_________________
< HTTP/1.1 200 OK

< Date: Wed, 16 Aug 2006 14:58:26 GMT
< Server : Apache/1.3.33 (Unix)
< Last-Modified: Wed, 16 Aug 2006 14:57:04 GMT
< ETag: "27facc-12e-44e33240;427b6f29"
< Accept-Ranges: bytes
< Content-Length : 302
< Content-Type : text/plain

_______________The message body of the response from the server:____________
<?xml version®"1.0" encoding”"iso-8859-1"?>
<!D0CTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 
Transitional//EN" "DTD/xhtml1-transitional.dtd">
<html xml :lang”"en" lang”"en" xmlns="http://www.w3.org/1999/xhtml">
<head>
<title>Hello World</title>
</head>
<body>
<p>Body of page.</p>
</body>
</html>_____________________________________________________________________________

* Connection #0 to host users.tkk.fi left intact
* Closing connection #0

Figure B.l: A simple HTTP/1.1 conversation using a command line user-agent
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Appendix C

Payment Solutions

C.l Bank Credit Transfer and Direct Debit
Credit transfer and direct debit are the most common payment methods in Germany. Credit 
transfers are easy to commission and will usually arrive on the recipient's account within 2-3 
bank days. They can either be commissioned by filling out a form at the payer’s own bank 
office or in the online banking application of the sender [75, 87].

Recurring funds transfers (regardless of the respective transferable sums) can be autho
rized to be directly withdrawn from the payer’s bank account. The payer has to authorize the 
payee to automatically withdraw a specified or unspecified amount from the payers account 
on a single occasion (“Abbuchungsauftrag”) or on a regular occasion (“Lastschrifteinzugs
ermächtigung”). The authorization can be any formally signed document, including a con
tract accepted online e.g. by checking a check-box field in a web-form. Direct debit transfers 
are commonly used for online purchases, as they do not require anything more from the payer 
than a regular German bank account. The process of purchasing goods or services online us
ing direct debit is shown in figure C. 1. Direct debit contracts are usually a requirement for 
service contracts with mobile carriers or ISPs, who do not engage in a contract unless the 
customer will authorize direct debits. For one-time payments, the seller or service provider 
will usually wait until the payment has been received before shipping goods or providing ser
vices. Often, when purchasing from the same store again, a trust relationship is established, 
and the transaction will be completed before the payment has been received [82].

Credit transfers are irrevocable unless they are invalid. A valid credit transfer requires 
the sender’s bank account number, the recipient’s name, bank account number and bank 
identification code, and the transferable amount and date of transfer. Once a valid credit 
transfer has been registered by the sender’s bank, it cannot be canceled. Direct debit transfers 
can be revoked by the payer, in which case the entire transaction is reversed.

The obvious disadvantage of credit transfers and direct debit transfers is that payments 
are not instant as e.g. with credit cards where available credit is checked and confirmed 
immediately. This significantly slows down the overall process of purchasing online.

C.2 Credit Cards
Credit card payments are not as common in Germany as in other regions, such as the U.S. 
or Scandinavia [80]. Although credit cards are perhaps the simplest way to purchase goods
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Customer’s Vendor’s
Bank Bank

1. The customer places his order, enters his bank account information and authorizes the 
vendor to collect the payment through direct debit

2. The vendor informs his bank about the direct debit order
3. The vendor’s bank forwards the direct debit order to the customer’s bank, which then 

transfers the money to the vendor’s bank account if the customer’s account has the 
required credit

4. The vendor is informed of the reception of payment, usually by checking his account 
statement

The whole process usually takes between 1 and 3 working days.

Figure C.l: Simplified workflow of an online purchase using direct debit
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online, other methods, especially credit transfers and direct debit payments, are preferred. 
The propagation of credit card accounts is rather low. In 2005, there were about 22 million 
registered credit cards in Germany [180].

Consumers often perceive credit card fraud as a security risk. Completing a transaction 
requires only the card owner, credit card number, expiration date, and in some cases the 
Credit Card Verification (CCV) code. Consumers are therefore wary of entering that data on 
a website [75]. Nevertheless, consumers are not liable in cases of unauthorized credit card 
withdrawals. Consumers can revoke a payment unless the credit card issuer can prove that 
the consumer did engage in a contractual agreement with the payment recipient. Unless the 
card issuer can prove this, all liability has to be assumed by the issuer. If the card issuer can 
prove that the authorization was forged by the payment recipient, the recipient has to assume 
liability. In any case, a credit card owner is by law completely protected against fraudulent 
use of his credit card [104, 105].

C.3 Paypal
An internationally used system for transferring funds online is PayPal. PayPal, which since 
2002 is owned and operated by eBay, is an online payment system with widespread adoption 
with online shops. Due to the ease of use and low requirements for receiving payments, it is 
also popular for web based donations and fund raising.

The process of purchasing goods or services online using PayPal is depicted in figure 
C.2. To pay using PayPal, the user has to register with the service, which includes choosing a 
payment method for transferring funds to PayPal. In Germany, the available payment systems 
include direct debit, credit card and giropay (see section C.5). A user account will be created 
which can now be used to pay using PayPal. When a payment is made, the user creates and 
accepts the transaction to the recipient, who is identified using his email address. In case of 
purchases in online-stores, the transaction data is usually filled-in by the system, such that 
the user only has to accept the payment [106].

During the payment transaction, PayPal acts as an intermediary to ensure that the payment 
is registered and received. The recipient’s email address does not have to be registered with 
PayPal, but to receive the payment the recipient will need to register. PayPal then charges 
the payer the paid amount plus a small provision (usually 1 % of the paid amount) using the 
payment method selected at registration [181].

The advantage of PayPal is the one-click payment method and immediate notification of 
received payment, which overall increases the speed of Internet-based trade.

C.4 Firstgate Click&Buy
The Click&Buy payment system provided by Firstgate is the market leader for online pay
ments in Germany, currently expanding in other markets. The payment process for an online 
purchase using Click&Buy is shown in figure C.3.

Click&Buy is especially used for smaller payments of Internet content services. To pay 
using Click&Buy, the user has to register with the service. In this context, he selects a pay
ment method that is to be used. Among the available payment methods are direct debit, credit 
card, billing (i.e. the user will receive a payable bill from Click&Buy) or prepaid (i.e. the 
user transfers money to his Click&Buy account which he can then use to make purchases).

When a purchase is made, Click&Buy acts as a creditor and guarantees the payments to 
the seller. All the buyer’s purchases are then charged on a monthly basis using the method
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Bank

A. Customer registers with PayPal, selects his payment method (and purchases prepaid 
credit) and enters his account data

1. Customer places order at vendor's online store and chooses PayPal as payment method
2. The vendor’s store redirects the customer to the PayPal website
3. The customer reviews the order and sends the payment to the vendor through PayPal
4. PayPal informs the vendor of the received payment, either through the vendor’s PayPal 

account or - if the vendor is not registered with PayPal yet - by email.
5. PayPal charges the customer’s bank account (direct debit), credit card, prepaid account 

or other method chosen with the paid amount

VI. The vendor collects the incoming money from PayPal to his bank or credit card ac
count.

The numbering in this and similar figures denotes the chronology of the process steps as follows: 
Numbers denote the main payment transaction steps, tetters denote actions that take place independently 
and prior to the actual payment transaction. Roman numerals denote events that take place independently 
and after the transaction.

Figure C.2: Simplified workflow of an online purchase using PayPal
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Customer's Vendor's
Bank Bank

A. Customer registers with Firstgate Click&Buy, selects payment method and enters his 
account data.

B. The customer’s payment method is authorized with the customer’s bank (or other 
financial provider such as credit card company)

1. Customer places order at vendor’s online store and chooses Click&Buy as payment 
method

2. The vendor’s store redirects the customer to the Firstgate website
3. The customer reviews the order and confirms the payment through Click&Buy
4. Firstgate confirms the payment to the vendor and the customer is redirected to the 

vendor’s site

V. Firstgate collects all payments and charges the customer’s bank account (or other pay
ment account such as credit card - see Item A) on a monthly basis

VI. Firstgate transfers all accumulated sales profits (with the deduction of a transaction 
provision) to the vendor’s account on a monthly basis

Figure C.3: Simplified workflow of an online purchase using Firstgate Click&Buy
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chosen. The vendor receives his sales income on a monthly basis. The Click&Buy service 
charge is carried by the vendor (as opposed to PayPal, which charges the buyer).

The advantages of Click&Buy are fast and immediate payments. The user can make 
purchases without a credit card and does not have to engage in direct debit contracts with all 
vendors he purchases goods or services from [182, 107].

C.5 Giropay
Giropay is a relatively new online payment solution developed and pioneered by a group of 
banks that integrates direct credit transfers into a vendor’s online store. The buyer does not 
need to register with the giropay service, but in order to pay using giropay, the buyer’s bank 
has to participate in the payment network. The payment process using giropay is illustrated 
in figure C.4.

Customer's
Bank

1. Customer places order at vendor’s online store, and chooses giropay as payment 
method

2. The vendor’s store redirects the customer to the customer’s bank’s giropay implemen
tation

3. The customer logs into his online banking account, confirms and authorizes the pay
ment

4. The customer’s bank confirms the receipt of the payment to the vendor

V. The payment is transferred to the vendor’s bank account

Steps 1-4 take place instantly. Step V is commissioned instantly but may take a few days 
depending on the customer’s bank and the vendor’s bank

Figure C.4: Simplified workflow of an online purchase using giropay

Customers are directed from a retailer’s website to their own bank’s Internet banking
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presence, where, after entering their account number and authorization, a remittance slip is 
completed automatically with all relevant transaction information. The customer only needs 
to confirm the payment with the bank’s authorization method. The retailer, who bears the 
costs for this service, immediately receives a guarantee of payment and can ship the goods 
instantly [108, 183, 184].

The advantages of giropay are instant credit transfer based payments and, additionally, the 
possibility for consumers to pay services directly in the trusted environment of their bank’s 
online service.

C.6 Other Solutions

T-Pay
Customers of the fixed line telephony operator Т-Com and ISP Т-Online can use a payment 
solution called T-Pay for online purchases. T-Pay payments are available for all Т-Com and 
Т-Online customers at participating vendors’ stores. With T-Pay, DTAG acts as a payment 
intermediary and guarantees the payment to the vendor. The payer is then charged through 
the Т-Com telephone bill. Alternatively, the customer can buy prepaid credit for T-Pay pay
ments, authorize payments by telephone (in which case a prior registration with T-Pay is not 
necessary), or use direct debit and credit card payments. In any case, the payment is in
stantly registered and guaranteed by T-Pay and the vendor can deliver the purchased goods or 
services directly [185].

Mobile Payments
A payment method that was projected to be vastly successful, but so far has failed to live up 
to this promise is payment using a mobile phone. With this method, the payment transaction 
is authorized via mobile phone. A common process for the payments involves a robot calling 
the payer, who enters an authorization code to validate the payment [109]. Paybox, who 
participated in the industry survey (see section 4.6), is a mobile payment operator, albeit 
focusing on markets outside Germany. As with many other technologies, a common standard 
or common practices have not been established for mobile payments, which have not been 
able to generate enough momentum to spur adoption [87].
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