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New value-added services are deployed all the time as a result of increased 
competition between telecommunication network operators and service providers. 
Most new services are created using computers. The intelligent network concept 
also makes it possible to create and manage new telecommunication services from 
one centralized computer site, regardless of which telephone networks the services 
reside in.

The use of computers in telecommunication systems also makes it fairly simple to 
interconnect telecommunication networks and customer information systems. This 
is an entirely new aspect to the telecommunication services, since the network 
operators have never before allowed this kind of interoperability. By creating 
easy-to-use graphical service platforms, the service providers and end-users are 
able to create new as well as manage existing telecommunication services 
themselves. The service requirements naturally depend much on the customer in 
question.

In this thesis different ways of interconnecting conventional as well as the latest 
state-of-the-art telecommunication systems with computer systems belonging to 
end-users are examined. Different types of customers are discussed and the 
requirements of each customer group are determined separately. The various 
security risks involved in opening up the service creation environments for end- 
users are also examined.___________________________________________________
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Verkko-operattoreiden ja palveluntaijoajien välisen lisääntyneen kilpailun 
ansiosta uusia lisäarvopalvelulta kehitetään jatkuvasti. Suurin osa näistä 
kehitetään tietokoneiden avulla. Älyverkkokonsepti antaa myös mahdollisuuden 
kehittää ja hallita uusia telepalveluita yhdestä keskitetystä tietokonejärjestelmästä, 
riippumatta siitä, missä puhelinverkossa telepalvelu sijaitsee.

Tietokoneiden lisääntynyt käyttö telepalveluiden kehittämisessä tekee myös 
televerkkopalveluiden ja asiakkaiden tietojärjestelmien yhteenliittämisen entistä 
helpommaksi. Tämä on aivan uutta, sillä perinteisesti verkko-operaattorit eivät ole 
sallineet tämän kaltaista yhteenliittämistä. Kehittämällä uusia helppokäyttöisiä 
graafisia tietokonekäyttöliittymiä, asiakkaat voivat itse rakentaa uusia 
telepalveluita ja hallita jo olemassa olevia palveluita. Palvelutarpeet vaihtelevat 
tietenkin asiakkaasta riippuen.

Tässä tutkielmassa tarkastellaan erilaisia tapoja liittää yhteen sekä perinteisiä että 
uusimpia telepalveluita asiakkaiden tietokonejärjestelmien kanssa. Eri 
asiakasryhmiä ja niiden erityistarpeita tutkitaan ja sopivimmat ratkaisut käydään 
läpi asiakasryhmittäin. Tässä tutkielmassa tutkitaan myös tarkasti millaisia 
tietoturvariskejä sisältyy palvelunluomisympäristön avaamisessa asiakkaille._____
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På grund av den ökade konkurrensen mellan teleoperatörer och tjänsteerbjudare 
(service providers) utvecklas nya värdeförädlade telekommunikationstjänster i en 
ständigt ökande takt. En stor del av dessa nya tjänster skapas med hjälp av datorer. 
Det intelligenta nätverk-konceptet erbjuder också möjligheter att skapa nya såväl 
som manövrera existerande teletjänster från en centraliserad datorplattform, 
oberoende av vilket telefonnät tjänsterna är belägna i.

Datorernas ökade roll inom telekommunikation gör det också relativt enkelt att 
sammankoppla telekommunikationsnätverk och kundinformationssystem. Detta är 
en helt ny aspekt för teletjänsterna, emedan teleoperatörer aldrig förr har tillåtit 
dylika sammankopplingar. Genom att skapa lättanvända grafiska 
användargränssnitt kan man tillåta kunder att själva skapa nya såväl som 
manövrera existerande telekommunikationstjänster. Behovet av tjänstemanöv- 
reringar beror givetvis på kunden ifråga.

I detta arbete analyseras olika metoder att sammankoppla såväl konventionella 
som nya telekommunikationssystem med olika kunders datorsystem. Olika 
kundkategorier diskuteras och de varierande behoven diskuteras skilt för varje 
kundtyp. Datasäkerhetsriskema förknippade med ett öppnande av 
tjänsteuppbyggnads och -manövreringssystemen diskuteras också.
NYCKELORD: IN, AIN, intelligenta nätverk, VANS, värdeförädlade tjänster, 
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1 Preface

The pace of the telecommunications market growth is increasing and new services are 

deployed in different comers of the world every day. Competition is intensifying and 

tariffs are falling, especially in mobile communications. One reason for this rapid 
growth is the deregulation of conventional telecommunication company (telco) 
monopolies. A few years ago most countries typically had one state owned telephone 
company which was responsible for all kinds of telecommunications services; local 

phone calls, long distance calls, international calls, cellular networks, cabling, 
manufacturing of telephones, all sorts of service provision, etc.

New competitors are now entering the market and many of them are multinational 

companies, when previously competition used to be national. Some countries try to stall 

excessive deregulation, because of fear of foreign companies. Everybody knows that 

open competition has its advantages, since it increases the pace of new product 

development and usually leads to better value-for-money for the end-customers. This 
does not, however, necessarily mean that governments are willing to open their 
telecommunication markets and thus support foreign companies, which might even be 
state owned by another country.

Another interesting trend is the integration of computer technology, television, 
multimedia and telephone services. These used to be separate media but now customers 
demand multimedia-like services from telephones, TV’s and computers.

The threshold for newcomers to enter the telecommunications market has become lower 

all the time. Nowadays, it is not so complicated for a, so called, service provider (SP) to 

set up its own business. The SP usually rents network bandwidth from a fixed line or 
mobile network operator (NO) and after that, it is able to provide various value-added 
services, such as call rerouting or callback services, with the help of some simple 
inexpensive computers. If the service is good or unique enough and becomes popular, 

the revenues can become very high in a short period of time.

This is a typical example of how to interconnect telecommunication networks and 
computer networks. There are numerous other possibilities and the characteristics of the 
service naturally depend on the target group in question. Normal private customers have
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very different needs compared to SP’s, resellers, local companies, global companies, 
etc.

There are hundreds of millions of phones in the world today and more and more value 

added network services (VANS) are deployed all the time. The main problem is how to 

manage all the services. Usually, the end-user is left with one user interface, the 
telephone itself. The telephone, especially a mobile phone is quite handy since it can be 
used at any time and almost anywhere, but as an operations and management interface it 
is very limited. In this study other alternatives in forms of more user friendly interfaces 
for managing VANS are considered.

The benefits and drawbacks of different interfaces and how the demands of different 
customer groups are met will be examined as well. Obviously, it is not possible to build 
entirely new product lines for each customer, but some larger customers have some 
specific demands that have to be satisfied. This means there must be some compromises 
made between customization and mass-customization.

In this study the different customer needs and how they are as well as how they will be 

taken into account by different SP’s and telcos will be resolved. After that, the current 
and future equipment and situation of various types of customers will be discussed. The 
infrastructure and current situation of telecommunication networks and customer 
information systems and by what means new networks and services can be created and 
interconnected will then be determined.

Finally, the technical aspects involved in service creation and provision will be 
examined and three examples of new value-added services and some methods how to 
implement them will be presented.

Mobile telecommunication is the fastest growing part of the telecommunication market 
and might be considered the most interesting by most people. Mobile phones give 

people in countries without existing telephone infrastructure totally new means of 
communicating. In places where people until recently were forced to use conventional 
mail or public telephone booths, they can now buy their own cellular phone and keep in 
touch with family, relatives and friends on a more regular basis.

Since the mobile telecommunication is expanding with such a great speed all over the 

world, more and more new players are entering the market which in turn makes it 
flourish even more.
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The emphasis of this study will lie on mobile telecommunications since it is the part of 

the telecommunications which is offering the perhaps most complex forms of computer 
and telecom interconnections.

This study was made using literature studies, seminars, statistics, personal interviews 
and by participating in a project at Telecom Finland Ltd. The project aims at building a 

personal computer (PC) based service platform, enabling different types of end-users to 
alter the settings of subscribed telecommunication services. The first pilot version of the 
platform was launched in May 1996. A patent application for the platform was filed in 
May 1996 as part of the project.

When working on this study, a thought to interconnect a small portable video game with 

the GSM mobile network occurred. This resulted in a second patent application (filed in 
June 1996) and concerned the MobyPlay™ game terminal described in this study.

When choosing the literature for this thesis, much emphasis was laid on the freshness of 

the material. Since the telecommunications evolution has been so rapid in recent years, 

material more than a few years old could be out of date.

The reliability of each source was also determined very carefully. Mobile 
telecommunication has developed faster in the Nordic countries than in most other 
places and therefore old VANS might be considered new in other parts of the world.

Finally, the objectivity of the source was considered with great care, since many 
telecommunication magazines and books are sponsored by some certain NO, SP or telco 
vendor who naturally wants to promote its own products in a somewhat subjective 
manner.

The thesis should provide a quite objective study of the technical possibilities and 

business opportunities offered by interconnecting telecommunications and customer

information systems. It should also give the reader a better view of what the future 
might hold for the ever-changing telecommunications market.
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2 Customer Needs

The telephone was invented in 1876 by Alexander Graham Bell (1847-1922) and for 
several decades the telephone provided merely one type of service, voice transmission 

from one place to another. Even now, 120 years after the telephone was invented, most 

people still use the telephone just to talk to another person at a distant place. This should 

come as no surprise, since talking is the most natural way for people to communicate 

with each other. [1]

New technology, however, allows more and more services to be easily implemented as 

part of the telephone or telecommunications package and with the deployment of new 

services the customer demands have naturally increased as well. Digital technology 
makes it possible to implement and modify new services even easier than before. These 
additional services are usually called value-added services (VANS) since they add to the 
value-for-money for the customers. Typical VANS are, for example, call diversion, call 

waiting, wake-up calls, call transfer, music on hold, etc.

2.1 Different Customer Types

There are currently about 574 million telephones throughout the world and an enormous 
amount of exchanges interconnecting them. This is why the telecommunication 

networks are called the largest machine in the world. [2]

For a starting company, the most important tool is probably the telephone. With the help 
of a telephone, people can get in touch with the company and it can take care of 
customers and business associates. Twenty years ago this might have been enough, but 
at the present most companies do not manage without fax machines, e-mail and cellular 

phones. The typical white collar worker spends a great deal of his time outside the 
office and the efficiency of his work is jeopardized if he cannot be reached.

The deregulation of national telecom monopolies has caused a tremendous increase of 
growth regarding telecom services. Most of the new products are aimed at the mass 

markets, but the development is moving towards customized products. [3]

Every subscriber is, of course, different from the other and they all have different 
expectations and demands regarding telecommunications services. It is, however, 
possible to distinguish four main categories of customers; SP’s, resellers, large
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customers and ordinary customers. The different customers will be examined from a 
NO’s point of view in this study and therefore, other NO’s are considered SP’s in this 
case. Content providers are considered a sub-category of service providers.

2.1.1 Ordinary Customer

There is, of course, no such thing as an ordinary customer. The needs of one customer 
are almost always in some way different from the needs of another one. The expression 
“ordinary customer” usually refers to a typical private end-user, who only requires 

services for himself or herself (from here on “he” should be interpreted as “he or she”). 

The telecommunication services offered to ordinary customers are usually connected to 
only one specific telephone extension.

2.1.2 Large Customer or Company Customer

Large customers are companies which can be regarded as large groups of end-users. 

Sometimes ordinary mass market services might be satisfactory but usually the large 
customers require more, or at least, a better price in the form of volume discounts.

2.1.3 Service Provider

A service provider is usually a company who provides additional value-added services 
for other customers. The SP does not necessarily have a network of its own, but operates 

with network components, which it has leased from one or several NO’s. A typical SP 

service could, for example, make a deal with a NO and agree to pay for 2 million 

minutes of long distance calls to a specific NO every month. The NO might give the SP

a 30% discount and after this the SP offers long distance calls at a 20% discount to end-
users.

A content provider (CP) is an SP who provides new contents to existing services. One 

example of a CP is the Finnish Alexpress news service, which provides news headlines 

as GSM SMS-messages three times a day. The subscriber can then read the headlines on 
his mobile phone and call a premium rate phone number, in order to hear the full news 
story. In this case, Alexpress is only a CP, because the actual delivery of the information 
(i.e., the contents) happens using already existing services of SP’s and NO’s. [4]
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2.1.4 Reseller

A reseller is a person or company which sells various kinds of telecommunication 
products. The reseller needs efficient tools which he can use to communicate with the 
NO’s and SP’s. He might also want to activate or deliver the products by himself. For 

him it is important that the customer gets a product which is as customized as possible 

as quickly as possible

2.2 Customer Needs and Product Development

Until recently, tariffs were the primary differentiator between telecom services. Today 

NO’s increasingly use value-added services, such as call handling features, as a means 
of differentiating their products. It is also worth noticing that the development of new 
products is usually not a result of user demands anymore, but a result of increased 
competition.

Some people even claim that it is vitally important for the telecom market that the users’ 

demands and opinions are not taken into account. The reason for this is not that the 
NO’s and SP’s do not want to satisfy the needs of their customers. The thought behind 
this statement is that the customers often have difficulties telling what they want. Even 
more often, the customers cannot predict which services they are willing to pay for. A 
good example of this is “The vegetarian fast food”-survey made in the USA some years 

ago.

People were asked whether or not they think it would be a good idea to start a chain of 
vegetarian fast food restaurants. Most of the people liked the idea and supported it, and 
as a result of this many vegetarian fast food restaurants were opened around the country. 

The chain soon went bankrupt, since people continued eating greasy, unhealthy 

hamburgers although they knew vegetarian food would be healthier. Thus, although 

they liked the new food chain idea they were not willing to buy its products themselves. 

[5]

Another example of customers not being able to predict what they need is a survey 

conducted in the United Kingdom at the beginning of the 1970’s. People were asked if 

they would use automatic teller machines (ATM’s) if such were made available. Only 
1% of the persons that took part in the survey stated they would use such machines. 
When ATM’s were made available to the public, they instantly became very popular
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although the survey had predicted otherwise. |6]

As stated before, VANS are services that add value to a service. One can think that the 

basic mobile telephone service for the ordinary customer is voice transmission. Hence, 
services like call diversion and voice mail (VMS) are VANS. Usually, the most basic 
VANS are free of charge and others are available against a flat rate or monthly fee. This 
is one way of cost management. It would, of course, be possible for the NO to provide 
all possible VANS free of charge, but this way call charges would increase 

considerably. This would also mean that customers, who do not need certain VANS 

would indirectly be forced to pay for them.

It may come as a surprise to some people that this form of cost management is extremely 
difficult for certain customers to comprehend. It sounds natural that those who want 
more services should also have to pay for them. Usually, however, customers expect 
more services to be made available free of charge all the time. In fact, they usually 

expect to pay less than they pay now, regardless of the new services. [7]

If a company with a high telephone penetration is asked how much more they would be 

willing to pay, in order to obtain new and more efficient telecommunications services, 
they usually answer “nothing” and state that they, on the contrary, would like the new 

functionality to decrease their telecom costs. This is the typical first reaction, but the 
customer might eventually notice that although the new service costs a little, the money 
might be gained elsewhere and the final result might be more cost efficient than the 
current one.

New value-added services are developed by NO’s, SP’s, equipment manufacturers, 

software vendors, etc. The basic VANS are usually located within the exchanges and 
are, thus, quite expensive and difficult to manage. The services located inside the 
exchanges are usually aimed at the mass markets. More differentiated VANS are usually 
located in intelligent networks. The push for new basic VANS usually comes from 

NO’s, SP’s and the hardware (exchange) manufacturers themselves. This means that the 

exchange software is either based on the NO’s and SP’s expectations of future user 

demands or the vendor’s idea of what services will succeed in the global market. 
Exchange and switching center software updates are usually not very frequent, and 
lately the price for new services has risen considerably.

IN services are usually more custom-made and are created by IN software vendors, 

NO’s or SP’s themselves. Although the basic IN is created by a certain software vendor
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it usually contains programming tools which enable SP’s and NO’s to modify existing 
services or to create entirely new ones. Different service creation tools are described in 

more detail in Chapter 4. [3]

2.2.1 Ordinary Customer Services

It is impossible to say which was the first value-added service, because it depends on 

the definition of “value-added services.” It is possible to say the first VANS was the 

telephone operator, but among the first more technical services aimed at the ordinary 

customer were the time inquiry and wake-up call services.

When talking about older and newer VANS, one usually stumbles over the terms POTS 

(plain old telephone services) and PANS (pretty advanced new services). Time inquiry 

and wake-up call services can well be considered POTS. Typical PANS are, for 
instance, call diversions, voice mail, calling line identification, call waiting, call barring 
and conference calling.

VANS for ordinary customers are usually results of mass customization. This means 

that the NO’s and SP’s have created a wide range of VANS, all intended for the mass 

market. Some of the services are free of charge and some cost the customer something 
extra, either in the form of a monthly fee or depending on the amount of usage. This 
way a set of services can be customized individually for each customer depending on 
his needs, although no new services have to be invented nor even modified. All the NO 
or SP has to do is activate the service and charge the customer.

A study conducted by Ovum Ltd predicts the most popular VANS up to the year 2000 in 
subscriber terms will be billing and accounting, messaging and call handling services. 
Towards the end of the period Ovum predicts services such as billing, voice mail and 

some call handling features will be bundled into the basic subscription. This means the 

subscriber figures will not necessarily correlate with revenue generation.

The same study expects the number of subscribers for billing and accounting services to 
grow from 4 million in 1994 to 35 million by the end of the century in Europe and from 
7 million to 49 million in the USA. Most of these VANS are expected to be provided 
free of charge towards the end of the period.
The highest revenue generator will probably be voice mail, with an expected growth 

from USD 500 million in 1994 to USD 8.6 billion by 2000 in Europe and from USD
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600 million to USD 7 billion in the USA. Other major revenue generators include 
mobile data, call handling and SMS services. Mobile data services are expected to 

generate USD 917 million in Europe and up to USD 1.3 billion in the USA in 2000. 
SMS revenues are expected to rise to USD 974 million in Europe and 919 million in the 
USA by 2000.

VANS for ordinary customers are often the result of NO and SP R&D. End-users might 

be consulted during the product development process, although the demand for new 

services rarely comes from the customers anymore. The services are usually the result of 

NO’s and SP’s wanting to differentiate themselves and their need to increase revenues 
and compensate for lowered call rates.

Recent studies also show that most users perceive little need for VANS, the barriers 

usually being costs, telephone culture and lack of after-sales support. This means that 

many customers are totally unaware of new service developments and what VANS are 
currently available.

A key decision for the operator is when to enter the market: too early and the company 

may lose focus and momentum in delivering the services based on proprietary 

implementations; too late, and its potential market may have been eroded by service 

providers with an established and locked-in customer base.

In order to be successful in VANS, an operator or service provider has to understand 
that basic services need to be reliable and of good quality before attracting customers 
through VANS such as messaging and data.

It order to succeed, the NO and SP must:
• develop services that respond to users’ needs, however varied
• build the right marketing approach to reach new users. Users must be informed about 

the extent of service coverage and they need to know network deployment schedules 

and timing

• find the balance between services that are offered free and those which are charged 

for

Effective differentiation is based on:

• service bundling (what is included in a subscription)

• customized services
• customer care [3]
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Call Handling Call waiting, call forwarding, call barring
Conference calling (up to three) and multiparty (up to six)
Two lines per handset (Europe)
Personal numbering
Call-line identification
Abbreviated dialing
Voice-activated dialing (US)
Voice privacy - against illegal call monitoring (US)
Closed User Group

Messaging Voice mail (basic and enhanced)
Voice broadcast
Human voice messaging
Short alphanumeric
SMS
e-mail
Fax
Group messaging
Divert to pager

Information Directory inquiry and operator call completion
News
Weather and maritime
Traffic
Live traffic conditions (US)
Live traffic reporting from the user (US)
Financial and stocks
Restaurants/hotels
Airlines (US and Hong Kong)
Ferries (Hong Kong)
Ski conditions
Roaming (US)
Police (US)
Report drunken driver (US)

Peripheral Nationwide emergency vehicle recovery
Live driving directions (US)
Secretarial (Europe)
Translation service to/from German and English, French, Spanish and Italian (Europe) 
Flower delivery (Europe)
Advanced booking for city car park space (Europe)
Travel agency (Europe)
Airline booking
Hotel reservations (Europe)
Taxi
Bank hotline (Hong Kong)
Cinema/concert tickets booking (Hong Kong)

On-slte/off-slte Mobile Centrex
Integrated numbering (fixed/mobile)
VPN access
In-building cellular
Home cell

Cellular Data Circuit switched
Packet switched (Europe)

Billing/accounting Itemized billing
Specialized tariffing
Link with charge card
Link with credit card
Freephone
Advice of charge (Europe)

Table 2.1 Value-added services on offer or being implemented in
Europe, the US and Hong Kong [3]

Table 2.1 shows value-added services on offer or under development in Europe, the 

United States and Hong Kong (situation in December 1994). There is no need to 
describe the services in more detail, since the services might function in very different
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ways, depending on where it is implemented. The table merely shows what kind of 
VANS that are available at the moment. [8]

2.2.2 Company Customer Services

Customer specific services are hardly ever created for individual end-users. A typical 
large customer is a company, which wants more from its present telecommunications 

systems. Most of the large customer specific services are slightly modified off-the-shelf 

products, i.e., customized mass-customized products created by an SP or NO. Probably 

the first and most popular of these was the toll free 800-number service. Especially in 

the United States, people think nobody will take a company seriously unless it can offer 
its customers an 800-number. In fact, the service has become so popular in the US that 
the FCC was forced to introduce a new 888-toll free code in April 1996, due to 800- 
number space exhaustion. [9]

The toll free numbers (0800 and 9800 in Finland) offer a simple but very user friendly 
call routing service. The company receives one nationwide phone number which is easy 
to remember, and calls can be routed to any ordinary phone number depending on the 
caller’s location, hour of day, phone traffic, local holidays etc., depending on the 

subscribers’ (or callers’) needs.

It might be convenient for the company customer to be reachable at one nationwide 
number and since the incoming calls can be rerouted based on predefined criteria, the 
incoming call traffic can be more equally divided among the existing offices and help or 
service desks. The threshold to call the company is also lower for the customer if he 

does not have to pay for the call himself. Many companies have also moved their help 

desks to one centralized office who can then serve customers in several countries. The 
customer calls a national free phone number and is unaware of that the call is answered 
in another country.

An SP also gains from free phone numbers since it can charge the company customer a 

little extra for the services it offers. The company customer pays for all the incoming 
calls, but the call charge is usually somewhat higher than the ordinary call charge.

Another example of a large company VANS is the mobile VPN (virtual private 
network). This enables the employees of a company to call each other by dialing only a 

3-5 digit extension number on their mobile phone regardless of where they are and
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usually at a reduced rate. Sometimes it is even possible to offer VPN calls at a special 
rate in some specific area (typically at the company’s head-quarters).

Usually VPN and mobile VPN services can be integrated, so that the users belonging to 

the VPN user group can make calls to each other’s PBX-connected phones using a short 
number and prefixes plus the short number in order to call each other’s mobile phones, 
voice mail, fax, etc. For instance, 222 could be the short number to the PBX-connected 

phone, 80-222 could be the number for the mobile phone and 81-222 the fax number. 

This also means that the short numbers will remain the same although the corresponding 

mobile phone and fax numbers might change.

If the company is very large, call and phone management might become a problem. This 
means that the company probably would like to be able to manage certain traditional 
operator functions themselves. If a company, for instance, purchases 10-30 new GSM 
cellulars each month, it would be convenient if the company itself could issue new SIM 

cards and activate user specific VANS. This could be possible by providing a limited 
access gateway between the company’s LAN and the operator’s service management 
system.

Some companies even wish they could give up conventional phones entirely and use 

cellulars and laptop PC’s instead. Elektrobit Ltd in Oulu, Finland has been using only 

mobile phones for some years using mobile VPN, and in February ‘96 they extended 

their trial to include complete mobile centrex services using new services developed by 
Telecom Finland Ltd, Elektrobit Ltd and Systems Software Partners Ltd. This means 
that their mobile phones now have the same functionality as any modem company 
exchange, including parallel alarms, conference calls, manual call transfer, call 

screening functionality, etc.

As with ordinary customers, large customers do not always know what VANS are 
available, although they usually know better how much they want to spend on various 

VANS and how they want the services implemented. Many good VANS ideas come 

from large customers, since the NO or SP can usually quite quickly and with little effort 

find other companies with similar needs and therefore sees if the development of an 
entirely new service could be profitable.

The development of new large customer VANS are almost always carried out as some 
form of cooperation between the service creator and potential large customers. The 

service creator gains from this since it receives immediate customer feed back on its
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ideas and can correct major flaws before the final product enters the market. The pilot 
customer also gains from this since it is able to use forthcoming services not yet made 

available to its competitors. In addition to this, the trial services are often provided free 

of charge and the final version usually offered at a reduced rate. [10] [11]

2.2.3 Service Provider Services

A service provider is usually a company which provides some VANS to the customer. 
The customer could be a large company, a small company, a service provider, a content 
provider; practically any type of customer. Usually the SP’s have segmented the market 
and have chosen one customer group to focus on. Some might only offer voice mail 
related services, some focus on fax-on-demand services while others might specialize on 

small company VANS, etc.

In the case of a deal made with an NO stating that the SP will pay for a million long 
distance call minutes each month, the NO does not need any complicated systems. If the 
SP would be given a network prefix, say 105, the NO’s exchange software should route 

all 105-calls to the SP network. The NO can then register the duration of phone calls 

and how many calls have been made to the SP network each month. But basically, the

SP keeps track of the billing, caller Ю, duration of calls etc., after the call has been 
rerouted to the 105-network.

Another type of service could be some sort of answering system such as SMS on- 

demand services, voice mail, call back, entertainment, phone games, home shopping, 

etc. In cases like these the NO only needs to provide the SP or CP with a phone number 
or a set of phone numbers routing the calls to predefined locations. Usually the NO is 
the one charging the customers for the calls, but this does not require any new systems if 
the calls are ordinary premium rate numbers, since all the necessary information is 

obtained through the standard exchange or IN billing information. [12]

In most cases the service providers do not even want the NO to provide any special 
services to the end user nor to the SP. The SP wants to provide all the additional 
services itself, because the NO’s role is simply to provide the SP with network 
bandwidth because of the SP’s lack of NO license and/or network infrastructure.

It would, of course, be convenient if the NO could provide the SP with management 
tools, with which the SP could alter rerouting, call charging and other important settings
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itself. This issue is examined in more detail in Section 6.3. [5]

2.2.4 Reseller Services

In the case of mobile phones, the telephone reseller is usually the first person the 

customer meets when he wants to buy a phone and some additional VANS. Most of the 

customers who buy mobile phones know little about the existing VANS and the 
telecommunications market. One thing the customer usually knows is what kind of 
cellular he wants to buy. Once he has stated which phone he wants he usually asks the 
reseller which NO provides the best services and which provides the best network 
coverage in the country in question. What the customer usually does not know is that 

many resellers represent one specific operator and are therefore likely to recommend 

that operator as being the best.

In countries where the phone prices are subsidized, the phone prices depend on the NO 
the customer chooses. This means the customer must choose the subsidizing operator 

and stay with the operator for a certain amount of time, in order to obtain the current 

“discount” on the phone. The operators’ monthly fees are usually very high during the 

first year, which means the actual discount on the phone becomes very low. In other 

words, this is more of a hidden payment in installments than an actual discount.

When the customer receives his GSM phone, he naturally needs a SIM card in order to 
use it. Sometimes the customer even wants to choose a phone number which is easy for 

him and other people to remember. In addition to this, he might want some special 
features and VANS, like voice mail, MT-SMS, delayed call diversion, news headlines, 
etc. This means it is important for the reseller to be able to provide all these services to 
the customer, and the customer naturally wants to be able to use all services 

immediately.

One way of solving this is for the reseller to call all the involved NO’s, SP’s and CP’s 
help desks to ask for phone numbers and to activate services. This is obviously very 
time consuming and complex. A better way would be for the reseller to have a PC or 
other user interface with an on-line connection to all the involved parties.

Telecom Finland recently launched such a user interface, containing all the NO services. 
Using this graphical user interface (GUI), the reseller and the customer can together 
choose all the phone numbers and VANS they want after which they activate them
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immediately. This platform does not, however, include the services of CP’s and SP’s. 
Their VANS must still be activated by calling their help desks and usually the customer 
is advised to do this himself. [13]

In February 1995, a survey among the resellers of Telecom Finland’s products was 

conducted. The resellers were asked the importance of different factors and how they 

affect their relationship to Telecom Finland. The scale used was: 5 = very much, 4 = 
quite a lot, 3 = a bit, 2 = very little and 1 = not at all. The resellers were asked about the 
training given to them by the operator, what they thought about the brochures and the 
other material, the customer service given by the help desk, the field managers and their 
sales support, how much the size of the provision for each new customer affected their 

business and finally what they thought about the quality of service when issuing and 
activating new phone numbers.

Training
Memo 
Expert 

LPC 
Others

Brochures & Support Material
Memo 
Expert 

LPC 
Others

Advertising & Marketing
Memo 
Expert 

LPC 
Others

Customer Support
Memo 
Expert 

LPC 
Others

Field Personnel
Memo 
Expert 

LPC 
Others

Provision Size
Memo 
Expert 

LPC 
Others

New Subscriber
Memo 
Expert 

LPC 
Others

0 20 40 60 80 100
%

[Ô Very much Ш Quite a loi]

Table 2.2. The Significance of Different Factors [14]
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The resellers were divided into four subclasses: memo (n=64), expert (n=95), LPC 

(n= 13) and others (n=60). “Memo” means a reseller which has a terminal with which he 

can activate and modify GSM services for his customers himself. “Expert” is a certified 
Telecom Finland reseller who does not have the memo system. “LPC” means the 
customer service of a local phone company (which usually mainly handles customers of 
the NO Radiolinja Ltd). Resellers belonging to the category “others” are all kinds of 

other resellers, like supermarkets, TV stores, department stores, etc., with no special 

agreements with Telecom Finland.

Table 2.2 shows that none of the factors are without significance. The most important 
factors seem to be the customer service and the handling of new subscribers. A new 
customer easily feels himself cheated if his new phone does not work immediately, and 
the worst case is, of course, if the phone does not even work the following day. An 

efficient customer service can naturally easily solve and prevent problems like these. 

[141

2.3 Reachability Management

2.3.1 Reachability Management for Ordinary Customers

It is quite impossible to say when the ordinary customer wants to be reachable. Some 
people want to be available all the time and some want to be reachable all the time 
except for weekends and holidays.

The most ordinary means of being available is by purchasing a telephone. If the 
customer knows he will not be at home and by his telephone at a certain time, he usually 
gets himself an answering machine. Since the answering machine merely provides one- 
directional communication, a temporary call diversion to another phone might be in 

order. This means the customer must know where he is going to be in order to be able to 

divert the calls to the right location.

Usually, however, one does not know exactly where one is going to be at a certain time 
and hence other forms of reachability management are required. One possibility is 
reachability chains. This means calls to a certain number are redirected to a number of 
predefined phone numbers. Even with predefined reachability chains, it is not certain 

that the customer will be at any of the predefined phone numbers unless one of the 

numbers is to a mobile phone. A mobile phone combined with a voice mail is usually
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the best way to be reachable at all times. Calls can naturally also be diverted to a pager 
or directly to a VMS.

It is also possible to be reachable without using voice mails or phone calls. One way is 
to leave a message to a person who later gives the message to the called party. Other 
possibilities are e-mail, fax, telex, SMS, text pagers, etc. It is up to each customer to 

decide which combination of reachability services is the best in his case. [15]

2.3.2 Reachability Management for Companies

For a company it is usually extremely important to be reachable at all times, at least 
during business hours. In larger companies it might be enough if the help desk is always 
reachable, but in smaller companies the entire staff usually wants to be reachable as 

often as possible. For a small company an unanswered phone call can easily mean lost 

business.

Regardless of the size of the company, most companies have certain employees who 
must be reachable at all times. This might not mean that the customers must be able to 

reach them at all times, but it should be possible for certain other employees, secretaries 

or important customers to reach them.

One way of being reachable all the time is by purchasing a mobile phone and keeping it 
turned on all the time. When the holder of the phone does not want to be reached he can 
turn off the phone or if the caller Ш is displayed on the screen he can choose which 

calls to answer. It is also possible to keep the phone number secret and only give it out 

to certain persons.

When using mobile phones, companies usually use the same forms of reachability 

services as ordinary customers, although some of them might be in more efficient use 

and the complexity of them might be higher.

For a working person it is more vital to be reachable during business hours. Since 
nobody is able to answer phone calls all the time, voice mail has become more popular 
all the time, although some people still prefer leaving a message to a human being, 
rather than to a machine. Many voice mails systems also inform the called-up party that 

a message has arrived, for instance by sending an SMS, by an LED on the phone, by e- 

mail, etc.
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E-mail is also one way of being available and e-mails can also be forwarded directly to 
GSM and DCS phones as SMS messages. It is convenient to contact a person by e-mail, 

if it is not possible to reach him in any other way or if the message is too long for a 
voice mail system. It is also very convenient to send entire word processor documents 
and spreadsheets by e-mail. E-mail is a very fast and inexpensive means of 

communication and the recipient must not be available at another terminal at the time 
the e-mail is sent; instead he is able to read the e-mail message when it suits him best. 

With e-mail it is also possible to send messages to a large group of persons at the same 

time.

Traveling people often also use fax boxes, which are phone numbers to which faxes can 
be sent and from which the recipient can obtain the faxes at any time he desires and to 
any fax machine in the world. This way, the sender does not have to know the 
recipient’s current physical location in order to send him a fax.

Companies with a lot of traveling salesmen or transport vehicles also have a need for 
group broadcasts and location update. By the use of the GPS (Global Positioning 
System), the vehicles can get updates about their exact locations and the company can 

receive the same information. This even makes it possible for the foreman to watch the 

vehicles’ movements in real-time on a computerized map.

Using mobile or satellite phones, the head office can keep in contact with their traveling 
staff and by using data transmission connections to the company’s LAN can be made 
from anywhere in the world. This makes it possible to keep centralized databases (e.g., 

booking and storage databases) up-to-date from any location.

Companies often also have a need for some form of group reachability systems. If 
somebody wants to get in touch with a sales assistant it would be convenient for the 

secretary to be able to transfer the call to any available sales assistant, rather than trying 

to reach all the sales assistants one by one. This could be done by sending group 

messages using SMS or by transferring the call to a group alert.

There is also a demand for being reachable in different ways depending on were the 
employee is and what he is doing. A person should be available in a different way 
depending on if he is at the office, at home or on vacation. The required availability 

could also depend on the caller. Sometimes, it is important that all internal calls get
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through to a person although he does not want to take any calls from outside the office, 
the exception possibly being friends, family or important customers. [5]

2.4 Cost Management

2.4.1 Cost Management Demands

Cost management is actually quite independent of the type of customer in question. 

Every customer wants to know how much the services he has subscribed to cost, for 
what he is paying and how he could minimize or rather, optimize the costs. The exact 
requirements may vary a little depending on the customer; some smaller companies 
want to be available all the time and at any cost, while larger companies might want to 

know exactly who must be available all the time and who must not, e.g., when deciding 

who should get a company mobile phone and who should not. In any case, all customers 
want to know what they are paying for, so some form of itemized billing is needed.

The cost management demands of a small company are quite similar to the ones of a 

larger company and the demands of the family member who pays the phone bills of the 

household are also very much the same. An ordinary household could be considered a 

small company in this sense.

Even an individual who pays only for the services he uses himself, wants some form of 
cost management. It is virtually impossible for an individual and much less for a group 
of users to keep track of all the phone calls that have been made, how much the calls to 

certain numbers cost and what special services have been use, for how long and how 

many times, etc.

Some companies might also need some form of employee-specific cost management and 
might want to know what the phone costs are for each individual employee and what 
numbers he has called.

2.4.2 Cost Management Solutions

One form of cost management is for the NO or SP to provide itemized billing. This 
means the subscriber receives a bill where he can see how many domestic phone calls 

that have been made, how many long distance calls, what operators have been used, 

what VANS have been used and so on. Sometimes it is even possible to receive
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information about exactly to what numbers the calls have been made, how long they 
lasted and what tariff has been used.

Currently, most customers receive their billing information in the form of a traditional 

paper invoice which is then paid either by sending a check or by paying the bill through 
a bank. Some companies, however, already use EDI instead.

Some companies are also able to obtain detailed information about incoming and 

outgoing calls through their PBX. There is, however, a customer need for more detailed 

information on telecommunications services. Since it would require a massive amount 

of paper in order to send itemized bills to all customers, an electronic information 

system seems more convenient.

Another form of cost management is of course to optimize or prevent certain costs 
before they occur. This can be done by not subscribing to services the user is likely not 

to use and/or by using the STOP-services, which prevent calls to premium rate numbers, 

long distance calls, international calls, etc.

This can be done by the family guardian as well as by the person in charge of 
telecommunications in a company.

2.5 Managing Group Reachability

In previous sections different ways to be reachable and forms of reachability 
management have been discussed. The person being reachable might, however, not 
always be the one who administers the reachability. If a person belongs to a sales group 
and the company has a phone number which triggers a group alert to all the phones of 

the sales personnel, the individual sales assistant might not be able to leave the group 
himself. If a company has one 800-help desk number the calls to that number is usually 
redirected to other phone numbers according to a predefined time table and rerouting 
plan.

In these cases the reachability management of the group or the company is handled by

either a manager or a person specifically in charge of reachability management. If there
is one person who is responsible for all the reachability management at a large company, 
there is an apparent need for an easy-to-use and efficient user interface.
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The settings of the various users at a company are usually quite similar although the 
phone numbers for the voice mail, home number, fax box, summer cottage etc., usually 
vary. This means it would be very time-saving and efficient if there would exist one 
GUI through which all the reachability features of a company could be managed.

The same thing applies to cost management and messaging. Cost management is usually 
best managed by ordering itemized bills from the NO’s and SP’s. Sometimes it is even 
possible to obtain the billing information electronically which makes it easier to process 

it further. Group messaging can usually be managed using group e-mail, SMS GUI’s 

which support group messaging or using fax machines with preprogrammed recipient 

lists. [15]
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3 Customer Information Systems

In order to develop systems interconnecting telecommunication networks and customer 

information systems, one must be familiar with the existing IT infrastructure of 
customers. Larger companies are usually able to and more willing to pay larger amounts 
of money in order to obtain the systems they want. Private customers and smaller 

companies, however, want to be as cost efficient as possible and therefore, SP’s and 

NO’s should strive to develop new systems which as far as possible can be used with 

the existing infrastructure or at minimum additional costs.

3.1 The IT Structure of Private Customers

3.1.1 Computer and Telephone Equipment

A large part of the population in industrialized countries owns a personal computer. The 
computers vary in brand and operating system, although the Intel-based computers hold 
the largest share of the PC market. Although the Intel-based computers are the most 

popular at the moment, the memory size and processor speed varies from one computer 

to the other.

Since most people find it distressing and difficult to install new software on their 
computer, software vendors and SP’s try to make the network access as easy as possible. 
Usually the user is only required to have a modem and some terminal program. During 

the past two to three years the WWW hypermedia service has become so popular, that 

many people have installed some WWW browser (the most popular currently being 

Netscape) on their home computer.

It is difficult to estimate how many Internet users there are worldwide. According to a 

report by Yankee Group Europe, in 1995 there were an estimated 2 million Internet 

hosts installed in Europe. Worldwide about 9.5 million hosts were connected to the

Internet as of January 1996. This is an 83% increase compared with January 1995. It is 
estimated that about 30 million people around the world have Internet access at the 
moment. (See also Appendices C and D.) [16] [17]
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Private customers usually have one telephone number connected to one or more 
conventional phones, some of which might be cordless. In addition to this, some 
customers also have a fax machine and one or more mobile phones.

Basically, however, most private customers have a PC, a phone, a modem, a terminal 
program and perhaps also a cellular phone and these are the tools the SP’s can expect 
the private customers to operate with. [13]

3.1.2 Service Menu, Internet and WWW Access

Access to service menus like BBS’s offering special VANS is usually obtained by 
calling a predefined, usually premium rate phone number using a terminal program and 
a modem. When the caller has reached the BBS or service platform he can choose 
between lots of different services and the price of each service is usually written beside 

each menu item. Typical services are directory inquiry services, ticket reservation 
systems, news services, home banking, home shopping and Internet access.

Internet access is usually obtained in much the same way as BBS access, but Internet 
service providers usually do not use premium rate numbers. Instead, the customer can be 

charged for the usage per minute or by using monthly fees. Some private customers 

even have direct Internet access and do not need to use a modem nor telephone line.

Full WWW access requires more than a normal terminal emulation connection. If the 
customer does not have a fixed Internet contact he needs to simulate direct point-to- 
point access. This is normally done using SLIP or PPP. [18]

3.1.3 Service Demands and Opportunities

Most VANS can be manipulated by calling a (usually premium rate) phone number 

connected to a service computer. The service settings can now be altered by pressing 

buttons according to the voice prompts stated by the computer. Figure 3.1 shows an 

example of a typical voice prompt menu.

Although voice prompt services can be used at any time and almost anywhere, they are 
quite fmstrating to use when the services become more complex. Many telephone 

VANS can also be manipulated through service menus or direct modem connections to 
service computers. It is also easy to assign different charge rates for different services
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and billing is not complicated since the caller is identified by the number the phone call 
is made from. The costs for the extra services are added to the callers phone bill, which 
makes it easy for service providers to manage the services they provide in the service 
menu of a NO or SP.

"Welcome to our service! 
Press 1 to change your 
PIN code. Press 2 to 
listen to your voice mail. 
Press 3 to connect to our 
help desk."

"Please enter your 
present PIN code and 
press the #-button on 
your telephone"

J

"There are four 
messages for you..."

>

Figure 3.1. Typical voice prompt service.

Many users are now starting to demand easier access and nicer graphical user 
management platforms which can be used directly from the home computer over the 
modem. The only problem is that usually each and every service requires its own small 

set of software. A more generic access platform can be provided by WWW. Through 

WWW the customer gets an easy-to-use GUI and the menus and services are easier to 

link together. The user does not need to have hundreds of computer programs if he 
subscribes to hundreds of services. Instead, one WWW browser is satisfactory. One 
problem with WWW platforms is security. How can the SP be sure the user is who he 
claims to be and where should the bill be sent? Until recently, these problems have been 
big obstacles for the SP’s and most services in WWW have been provided free of 

charge.

Since many customers find text-based non-standard user interfaces difficult to use, SP’s 
want to provide them with the best system they can possibly offer. The WWW billing 
problem has recently been solved and there already exists a number of different 

electronic payment systems. Ecash was the first internationally accepted system and it 

was developed by Digicash BV in October 1994 and introduced commercially in

October 1995. The second billing system available in Finland was the Merita Bank 
Solo-payment system. It was introduced in March 1996.
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1. Purchase orderte 
reseller

2. Invoice data to buyer
3. Solo-payment and 

Merita Bank Ltd user 
identification

4. Editing and 
acceptance of 
payment data

5. Accepted Solo- 
payment

6. Return to reseller 
system

Figure 3.2. The Service Logic of the SOLO-Payment System [19]

With Ecash, customers receive an electronic purse which is installed locally on the 

customer’s computer. The customer can then transfer money from his real bank account 
to the electronic purse, after which it can be used for shopping on the Internet. In the 
Solo-payment system, customers transfer money directly from their bank account to the 
service provider’s billing system. Ecash is a direct result of customer needs; since the 
WWW has grown so much in popularity recently, many software vendors and other 

companies want to use the WWW as a market place and not only as a marketing 

channel.

When using Ecash and other electronic payment systems, customers are identified by 
entering a user account, password and one-time PIN codes. The transactions take place 
using secure SSL connections. (A secure WWW connection is usually referred to as an 

HTTPS-connection.)

These forms of interconnectable service management and billing systems provide lots of 
new business opportunities since the customers already have the necessary access 

equipment. As the customers get accustomed to easy to use PC GUI’s, they will 

probably want to manage forthcoming services in the same familiar environment.
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3.2 The IT Structure of Small Companies

3.2.1 LAN Structure

All companies do not have their computers interconnected through a LAN. Many small 

companies simply share printers by connecting many PC’s to one printer. This means 
the printer can be used from several workstations, but data has to be transferred using 
floppy discs.

Smaller companies usually also need one or several modems in order to be able to 

connect to banking and Internet services, etc. Some companies might also have some 

form of “workgroup” software, which means they can share data on hard disks, send e- 
mail inside the workgroup, share modems and printers through the workgroup network, 
although this it is not a “genuine” LAN.

3.2.2 Internet and WWW Access

As with the private customer, Internet and WWW access is usually obtained through the 
use of a normal modem. As the prices for direct Internet access keep falling, more and 
more companies (even smaller ones) find this alternative more attractive. If the company 

uses Internet services very frequently, the phone costs might easily exceed the costs for 

direct Internet access. More and more smaller companies are also beginning to consider 

ISDN-connections as the prices keep falling to almost the same level as normal PSTN 
telephone connections. This also makes it possible for the company to obtain ISDN 
Internet access.

More and more companies are also now providing WWW services themselves, which 

means they have to set up a WWW server either inside or outside the office. This also 
increases the demand for direct Internet access. It is quite easy and inexpensive to set up 
a small LAN, so companies usually do this when they obtain direct Internet access, at 
the latest.

3.2.3 Service Demands and Opportunities

Setting up a WWW-server offers great opportunities to a company, regardless of its 
size. A nice looking WWW-home page is much like a distinguished business card. It is 
also usually very hard for an outsider to decide if a company is small or large, by just
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looking at the WWW home page. This, of course, is good for the smaller companies, but
might be a drawback for larger ones.

Since millions of people and thus potential customers are connected to the Internet, 

there are numerous business opportunities in the Internet for any company with a 

WWW server, but the issue that will be discussed in the following sections is what can 
be offered to the small company with a small LAN or LAN-like workgroup, some 
modems, faxes, ordinary phones, mobile phones and Internet and WWW access.

As with the private customer, VANS can be manipulated using locally installed 

computer programs using modem connections. Much of the business is nowadays also 

handled using local databases, which means the real work is done locally after which 

some data is transferred to a remote location using a temporary modem connection. An 
example of this could be the accounting which is handled locally after which some 
transaction orders are transferred to the bank.

If the company has many telephones and VANS, it might be convenient for the IT 
manager to alter some common settings for an entire workgroup at once. If the SP or 
NO provides him with a GUI connected to the SP’s or NO’s service computer, the IT 
manager is able to select to which telephones the new settings should apply, how long 

they should be valid, etc. This service could be provided using a customized locally 

installed GUI or a password protected WWW page. [15] [18]

3.3 The IT Structure of Resellers

Most telephone and telephone service resellers in Finland are small shops with a staff 

consisting of one to ten persons. The resellers usually have a small amount of computers 
which might and might not be interconnected in a small workgroup. If the reseller store 
belongs to a chain of stores, the computers might be interconnected in a WAN.

In Finland, the network operators usually provide the resellers with computers and 

customized software. The reseller computers can then access the NO computer system 

using a normal modem connection. The IT structure of a reseller is almost similar to the 

one of a small company. [13]
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3.4 The IT Structure of Large Companies

3.4.1 LAN and WAN Structure

In a survey performed by Market-Visio Ltd in 1995, only 8% of the companies reported 
they do not have a LAN. In 1993, however, the figure was 23%. All the companies 

included in this survey had a minimum staff of 50 persons. This means most larger 

companies have LAN’s and the percentage of companies without LAN’s is decreasing 
all the time. Most larger companies with LAN’s operate with Client/Server (C/S) 
application solutions. This means many programs are run from the same server 
connected to multiple clients. This means the software only needs to be installed once; 

namely on one centralized server. [20]

A survey on C/S solutions in Finland performed in 1995 by Market-Visio Ltd showed 
that 70% of the companies uses C/S-applications. On the average, 22.5% of the 
applications of the companies were installed as C/S applications. Table 3.1 shows what 
kinds of user interfaces were used by different sectors. [21]

All

Industry 

Commercial 

Banking/Insurance 

Other service 

Communal 

Government

0 20 40 60 80 100

%

Table 3.1. Percentage of text-based and graphical user Interfaces [21] 
(Some applications are considered both text-based and graphical 

which causes some percentages to exceed 100%.)
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A third survey also conducted by Market-Visio Ltd among companies with some form 

of Internet access, showed 88% of the companies’ computers were connected to a LAN. 

It is of course natural that the number of LAN-connected computers is higher in 

companies with Internet access than in companies without Internet access. [22]
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Many larger companies also have a number of leased line connections to subsidiaries, 

business associates, a sendee provider or NO, etc. This makes internetworking even 

easier since new networks can be accessed from all workstations in the WAN, simply by 

connecting one node to the new network.

3.42 Internet and WWW Access

If all the computers of a company are connected to a LAN or WAN it is easy to connect 
them all to the Internet, especially if they are using TCP/IP. Internet access can be 
obtained by using direct access (e.g., through ISDN or ATM), a modem or a modem 
pool.

Since all (or most of) the computers of the company are interconnected through a LAN 

this provides great opportunities but also great threats to the company. Since the 
computers are interconnected it means that if a third party can access one of the 
computers in the LAN, it can access all of the computers. And since the computers are 
connected to the Internet, there are millions of potential crackers who might want to 
make an intrusion.

Firewall

Secure subnet 
inside the firewall

HTTP

HTTP

Gopher

Clients
inside

the
firewall

Remote
FTP

Servers

Remote
HTTP

Servers

Remote
Gopher
Servers

Proxy server 
software 

in the 
firewall 

machine

Figure 3.3. The structure of a proxy server. The proxy runs on the firewall 
computer or on another local computer with direct Internet 

access or on a computer inside the firewall which then connects 
to outside computers using special firewall software. [23]
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This means some security measures must be taken in order to prevent unauthorized 

access and message interception. This can be done by using encryption when sending e- 
mail messages through the Internet and by the use of so called firewalls between the 
LAN and the Internet. Secure WWW access can be obtained by using proxy servers in 
the firewall machine.

The Internet survey described in the previous section showed 32% of the companies’ 
network security relied on a firewall. 10% used the security services provided by the 
NO, 9% used modems, 9% used a special connection, 6 % used routers, 3% used “some 
other technique” and 31% either did not know how the security was arranged or refused 

to answer. [22]

According to the same survey, security seemed to be the most important reason for not
connecting to the Internet (Table 3.2).

Security holes

Difficult to find 
specific data

Vaguely defined 
money transfer

Fear of viruses

Limited target group

Difficult to target 
messages

Slow network

Other

No answer

0 10 20 30 40 50

Ы
Table 3.2. Answers to the question: “What are the main drawbacks 

associated with Internet usage at your company?” [22]

Security issues are clearly considered the greatest problem associated with the Internet.
There are numerous encryption systems that can be used to guarantee safe data transfer.
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The problem is that some of them are difficult or complex to implement and use. But 

even with 99.9% secure encryption methods the greatest problem seems to be to 

convince the end-user or customer that the system really is secure. The best way to solve 
security problems on the Internet is probably by using firewalls proved to be secure and 
by using public-key cryptosystems based on public algorithms.

By using public encryption systems, anyone can attempt to compromise the security of 
the method. After enough unsuccessful attempts by crackers and leading cryptoanalysts 
and mathematicians, it is fair to consider the encryption method quite secure. One of the 
safest encryption methods is the RSA algorithm. The popular PGP - Pretty Good 

Privacy encryption system which is widely used on the Internet is based on this 

algorithm. [23]

It is also possible for a company to use only Intranet services. This means the users are 
able to use WWW browsers, send e-mail, read electronic news and use FTP just like in 
the Internet. The only difference is that in an Intranet, the connections are only made to 
local servers and computers. This way the users can enjoy Intemet-like services without 
having to worry about security risks.

3.4.3 Service Demands and Opportunities

If a company is connected to an SP or NO through a leased line, it is easy for the SP or 

NO to build GUI’s by which the end-users can access various sendees provided by the 

SP.

An SP providing automated call center (i.e. call rerouting using voice prompts) or fax 
on-demand services could allow the subscribing company to alter the messages directly 
via his PC. An SP providing SMS message services could also allow the end-user to 

alter the subscription settings and to subscribe to new services through an easy-to-use 
GUI.

Many larger companies want to manage most of their IT services themselves, which 

means it could be convenient for some companies if they could manage their GSM 

subscriptions and other telecommunication services themselves. The easiest way to do 

this would probably be through direct access from their PC’s. This would make it 

possible for the end-user to make on-line or near on-line alterations to his services.
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One way of offering this functionality would be through a client/server application 
where the client would be the end-user’s PC and the server one of the servers of the SP. 

The drawback of this system is that it requires a leased line or a fast modem. Therefore, 

a more generic solution would be to build a WWW interface.

A WWW-based self service interface for telecommunication services would provide the 
same kind of easy-to-use functionality to all types of customers. This also provides a 

greater security risk for the SP and the billing systems of such services are not self- 

evident. One solution to these problems is described in Section 6.2.
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4 Telecommunication Networks

4.1 Operator Backbone Networks

4.1.1 The Network Infrastructure

In Finland, the first telephone line was built in 1877. The first telephone company was 
founded in 1882 and the first legislation regarding telecommunications in Finland was 
the “Imperial Manifest” issued by Alexander III in 1886 (see Appendices A and B).

During the first 100 years all the telephone exchanges in Finland were analog, but in 
1978 the digitalization of the telephone network commenced. The NO’s are now aiming 
at having 100% of the telephone network digitalized by the year 1997.

terminal
exchange

secondary
exchange

distribution tong 
distance exchange

local network 
exchange

main tong 
distance exchange

I, 33 dB

Figure 4.1. A conventional telephone network. Many components, 
which leads to a complex structure and a high attenuation.

(R = repeater, M = multiplexer) [24]

An analog telephone network consists of many interconnected components which 
makes the attenuation and the risk for distortions higher than in a digital network. In a
digital network the number of required components decreases heavily and only one A/D 
(analog/digital) conversion is required at each end of the telephone line.

terminal local network 
exchange

distribution long 
distance exchange

main long 
distance exchangeexchange

Figure 4.2. A modern digital (time-division) telephone network. Few components which 
means easy maintenance and low attenuation. [24]
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Since only two multiplexers are required in a digital network, it is natural to choose SS7 

as the signaling system between the exchanges. Channel specific repeaters are not 
required at all. The attenuation is very small and independent of the number of 
exchanges. The same applies to distortions and noise. These benefits are acquired at a 
lower cost compared to the analog network, since less equipment is required. [24]

The GSM mobile telephone network consists of two subsystems; the exchange system 

NSS (Network and Switching Subsystem) and the radio system BSS (Base Station 
Subsystem).

Figure 4.3. The structure of the GSM network.

The NSS consists of the Mobile Switching Center (MSC) which is connected to the 
Home Location Register (HLR), the Visitor Location Register (VLR), the Equipment 

Identity Register (EIR). In addition to this, the MSC is naturally connected to the public 

telephone network (PSTN). The HLR is also connected to the Authentication Center 
(AuC). The most important function of the MSC is to connect incoming phone calls to 
the correct base station controller (BSC) and further to the correct base station (BTS). 

The MSC naturally controls the traffic in the opposite direction as well. The call control 

and mobility management takes place in the HLR and VLR. Network management and 

billing functionality is operated through the Operation Subsystem (OSS). [25] [26]
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4.1.2 Network Services

Value-added services can easily be deployed in digital networks by modifying the 

exchange software. Call diversions, group calls, call back on busy and call waiting are 
typical VANS implemented in the exchange software. These are usually not very 
complex and typically the subscriber can only activate or deactivate the service in 
question.

Since the functionality resides in the exchange software this means the services are 
usually implemented by the hardware manufacturer and the NO can usually choose 

which new services it would like to provide to its customer each time the exchange 
software is updated.

This kind of easy-to-use off-the-shelf VANS functionality is very convenient in the case 
of simple services aimed at the mass market. The services can be provided free of 
charge or at some extra cost to the customers. There are numerous more or less 
customized GUI’s with which the NO can manage the services.

Usually the expenses for new services are high for the NO which means the end-user 
usually is charged for the extra services. It is also difficult and usually even impossible 
for the NO to customize or modify the services itself. This means that the only way for 
the NO to acquire new functionality to exchange based VANS is to order it from the 
software vendor (which usually is the hardware vendor as well). In addition to this, the 

services are customized for a certain brand of exchanges which means the same services 

might not be available to users connected to another type of exchange. This means the
services must be created for each type of exchange separately after which the code has 
to be updated in each and every exchange.

For more complex VANS it is usually more convenient to use intelligent network 

services (described in Section 4.2). The maintenance of old services and the 

development of new services can also more easily be out-sourced in the case of IN 
based VANS. [1]

4.2 Value-Added Network Services in Intelligent Networks

The integration of telecommunication services and information technology has lead the 
evolution of telecommunication networks towards intelligent networks (IN). Despite
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their name, IN’s are not new networks but a new feature of the telecommunication 

networks.

IN’s are very convenient tools for the maintenance and provision of value-added 
network services and they have evolved from the needs to create new and more complex 
telecom services faster than before. One great benefit is also that since the IN mainly 
consists of computer programs, the reusability of software and service modules is very 

high. The management services are very flexible, which makes it easy to offer services 
like flexible call charges and flexible call routing, etc.

The main idea of IN’s is that new services will not be created independently in each and 
every network, but instead a centralized service database and management center can be 

used. This makes the interconnection of telecommunication equipment manufactured by 

different companies even easier than before. It also makes it easier to interconnect third 

party systems, such as service provider or customer information systems.

The perhaps most essential function of the IN is number translation. The A caller calls a 
certain telephone number which is recognized as an IN number and routed to the IN. 
After this the IN does something to the call and reroutes it to the appropriate C caller. 
(The dialed number is usually considered the В number and the number of the final 
location the C number.) [27]

4.2.1 IN Services

A vast amount of the present VANS is situated in IN’s. More simple services, like 
choosing the long distance call carrier using a prefix, call diversions, call waiting, 

conference calls are usually situated in the phone exchange software. These services are 
more static and do not require as much maintenance nor constant modifications. More 
advanced services, on the other hand, are located in the IN since it is so simple to make 
manual or even automatic modifications to them.

Below are a few examples of typical IN services:

• Freephone

Freephone or toll-free numbers are typical implementations of number translations. 

The charge for calls to these numbers are reversed, so that the called party pays for
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the entire phone call. Using IN techniques, it is also very easy to direct the incoming 
calls to different locations depending on the time of day. caller’s location, service 

center exhaustion, etc. Freephone numbers have the prefix 0800 or 9800 in Finland. 

(800 or 888 in North America).

• Premium Rate

Premium rate numbers have the same functionality and implementation as freephone 
numbers, but here the customer pays a higher rate for the call. The NO or SP as well 

as the content provider both get their share of the call charge. Premium rate numbers 

typically have the prefix 0700, 9700, 0600 or 9600 in Finland (and 900 in North 
America). Premium rate numbers typically provide some value-added service, like 
bus or train time tables, ticket reservations, legal services, banking, adult 
entertainment, telephone games and various other forms of entertainment.

Premium rate numbers have caused some problems in many countries, since phone 

bills have easily risen to very high sums, when callers have not realized how much 
the phone calls cost. As a result of this the Finnish Telecomms Regulator, TAC, 
ruled all operators had to provide so called STOP-services to their subscribers, free 
of charge. The STOP-services prevent calls to premium rate numbers of the 
subscriber’s choice. It is also possible for the subscriber to alter the STOP-settings 

himself, but this kind of service usually costs something extra. [28]

• Follow Me & Reachability Chains

The “Follow Me”-service means the subscriber uses one telephone number which he 

can divert to any “real” phone number himself from any location. In Finland the 

Follow Me-numbers usually have the prefixes 9200,0203, 0208,90-400 or 9400. If a
user has subscribed to the remotely controlled call diversion service which in Finland 
was introduced at the beginning of 1995, he can naturally also use his own home 
number as a Follow Me-number.

Experience has shown that call diversions usually go to the wrong location if the user 
manually has to change the settings. This is why some NO’s have introduced the 
reachability chain concept which allows the subscriber to define a chain of phone 
numbers which are alerted when somebody calls his “personal number.” In Finland 

reachability chains can be defined using 0203-, 0208- or 9400-numbers. Reachability 

chain functionality can naturally also be added to premium rate and freephone
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numbers as well as any other IN-number. [29] [30] [31]

• Televoting

Televoting means the subscriber acquires a set of telephone numbers for a certain 
period of time. Phone calls to these numbers are registered in the SSP of the IN and 
the statistics can be reviewed on-line. This service is usually used to enable TV- 
viewers to vote during certain TV-shows.

• Calling Card (CC) Services

CC service means a NO, SP or credit card company has issued the subscriber a 
calling card (or credit card) or customer ID and PIN code. The subscriber is 

identified by inserting the card into the pay phone or by calling a freephone number 

and entering the customer ID and PIN code. After this, the subscriber can call any

phone number he likes and is billed for the call later. The phone rates are usually 
independent of the subscriber’s location, which can be very convenient if the 
subscriber is in an area with higher phone rates (e.g., abroad, at a hotel, in a phone 
booth). [27]

• Call Back Services

Call back services have recently become a strong means of competing with phone 
charges, especially in areas which have not opened up their telecommunication 

markets for competition yet. Call back services work in a similar manner as CC 

services, but CC services usually require a local freephone number in every country
included in the service. This means the local NO or SP gets some profit from the 
service and if it wants to, it can deny the entire service.

Call back services, on the other hand, provide the subscriber with one universal 

service number. The subscriber calls a computer at the service number which either 

automatically or by DTMF signals receives the calling party’s current phone number 
without answering the call. After this the service computer calls up the subscriber 
and thus reverses the charge. The subscriber can then call any number he likes and is 
billed for it later. This means the local NO or SP gets no profit since the outgoing call 

was never answered.

In the fall of 1995 the US regulator, FCC, was upset with the high international call
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charges in Singapore, but since AT&T provided call back services (the so called 

Kallback service) for people staying in the country, the Singapore operators were 

soon forced to drop their prices.

The world-wide call back market was estimated to be around USD 400 million in 
1995 and is estimated to grow to USD 1 billion by 2000 and some countries such as 
China, Taiwan, Malaysia and South Korea have prohibited the use of call back 
services. Although it is illegal, it might be hard to prevent the use of call back 

services. [32]

• Call Screening

There are two basic types of call screening; outgoing call screening (OCS) and 

terminating call screening (TCS). OCS means that phone calls to certain numbers 

(premium rate numbers, for instance) have been prevented.

TCS or selective call reception means that only calls from certain callers are 
connected. This means a subscriber could restrict incoming calls from others than 
family and friends during his vacation. The calling party is identified by his А-ID or 

by entering a predefined PIN. Other calls (so called screened calls) are typically 
diverted to voice mail or customer service.

OCS has been in use almost as long as telephones have existed but IN based OCS has 

added more functionality to the service. Customers are now able to modify the OCS 

settings themselves.

TCS is quite new and is not yet very widely used. TCS was deployed in Finland for 
the first time in October 1995, when Erikois-Elektroniikka Ltd introduced its 
“Telememo” phone equipment. The Telememo is connected directly to the phone 
socket and thus, does not use any IN or other network based functionality than the 

CLIP (calling line identification) service. [33] [34]

One form of call screening is of course also when the authorities only allow 

emergency calls in case of natural disasters, war, etc. [35]

• Virtual Private Networks (VPN)

VPN services enable the subscriber belonging to some user group to call other group
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members (colleagues) by using only their extension number, using a mobile phone or 
any other phone registered to belong to the group. In ordinary phones connected to a 
PBX this is easy to implement, but the functionality in mobile phones is not self- 

evident.

In Finland the prefix for international or long distance calls is 9. Phone numbers 
starting with 0 or 1 are also reserved for special services. This means all normal 
phone calls from a mobile phone starts with an ‘O’, а ‘Г ora ‘9’ (since the area code 
is always required). This means it is possible to reserve numbers starting with the 
digits 2-8 for VPN services.

When a VPN member calls, for instance, the number 730, the call is directed to the 
IN. The IN uses the caller ID in order to check which group the caller belongs to. The 
IN now identifies the caller as a member of the group “Big Company Ltd” and 
retrieves the “real” phone number of member 730 from the “Big Company Ltd” list 

and connects the call. Calls within the VPN group are usually offered at a reduced 
rate. The mobile VPN services of Telecom Finland are marketed under the name 

Privatel and the corresponding service of the Finnet Group under the name Diana- 
950. The Privatel service was the first mobile VPN service in the world and was 
introduced in 1990. [1] [15] [27]

In 1994, the five most widely implemented IN services world-wide were (in order of
popularity) Freephone, VPN, CC Services, Premium Rate and Personal Numbering. [36]

4.2.2 The IN Structure

The IN management is handled by the service management system (SMS). With the 
SMS, it is easy to alter the functionality of all existing IN services. It is, for example, 

easy to alter a call routing timetable or the call charges in the case of some temporary 
product campaign.

For the development of new services, there is a service creation environment (SCE) 
which typically consists of a software development platform operating in a UNIX 

system. The service creation environment is described in more detail in Section 4.3.

When a new service logic, consisting of several service independent building blocks 
(SIB’s), has been created in the SCE, it is loaded into the service control point (SCP).
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The service switching point (SSP) is the exchange of a digital telephone network and it 
identifies calls requiring IN services. When such a call is identified, the SSP requests 
the appropriate handling instructions for the call in question. The SCP, which is the 

node that controls the call, could at this point, for example, tell the SSP to reroute the 

call to a certain telephone number. SS7 signaling is used to transfer the INAP between 

the SSP and the SCP. A combination of SSP and SCP is called an SSCP. [27] [29]

SSCP

Figure 4.4. The IN structure [29]

It is also possible to use an intelligent peripheral (IP) to receive information, such as 
DTMF tones or spoken messages from the caller. An IP might also be used to provide 
messages to the caller. This means that the IP typically performs very primitive 

functions, but new more complex techniques have recently been developed in order to 
achieve more complex IP-functionality to enable advanced services such as IVR 
(Interactive Voice Response) dialing. [37]

4.3 The IN Service Creation Environment

There are probably as many SCE’s as there are IN vendors. Most of them operate in the 
same kind of way and the SCE of LM Ericsson Ltd will be described in detail in the 
following sections.

4.3.1 The AXE Service Script Concept

The IN services in the LM Ericsson AXE IN environment are managed and created by 
the use of the SMAS system, which is a combination of SMS and SCE.

4 Telecommunication Networks 41



© Andreas Holmberg Interconnecting Telecommunication Networks and Customer Information Systems

In IN’s, services are not created by writing a program script for every service. Instead, 
services are created using program modules called SIB 's (Service Independent Building 

blocks). There are different SIB’s for different actions. This means new services can 

easily be created by simply rearranging existing SIB’s.

SMASSSCP

Service
Management

System

Service
Creation

Environment

Service
Script

Interpreter

Trigger 
detects 

an IN-call

Figure 4.5. The Ericsson Service Script Concept [38]

4.32 Service Creation Using SMAS

The SMAS SCE offers an easy-to-use GUI (Figure 4.6). The user can create services by 
picking the appropriate SIB’s from the SIB-palette. The SIB’s can then be arranged in 
the appropriate order.

Figure 4.6. SMAS Service Script Logic Design (to the left is the 
design window and to the right, the SIB palette) [38]
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Each SIB has its own function. There are SIB’s for branching depending on the date 

(DATE), time of day (TIME), calling number (NRANA), etc. Some SIB’s take care of 
voice prompt systems (VP1, VP2, VP3) and some are able to obtain DTMF signals from 
the user (VP2, VP3). The number translation service (NUMMOD) is naturally one of 

the most essential SIB’s.

Figure 4.7. Examples of some of the SIB’s. [38]

When the new service has been created using the SMAS platform, it can be activated 
immediately. The SMAS actually converts the graphical IN model into MME (Man- 
Machine Language) program code. This is the code that is actually executed in the SCP 
(or SSCP) when the IN service is executed.

The SMAS is another example of how computers and telecommunication networks can 
be interconnected. One drawback of many SCE’s, however, is that the user is bound by 

the existing SIB’s. If a user wants to create a new service which is impossible to create 

using the existing SIB’s, the only thing he can do is to wait for a software update from 
software vendor. It is possible to create a customized SCE which uses MML code as the 
interface, but this does not remove any limitations, since the functionality of the MML 
commands is often identical to the ones of the SIB’s. The only difference is that the 
SCE usually is a more user-friendly environment.

It would be very convenient if the different SP’s could manage their VANS located in 
the IN of another SP or a NO themselves. This issue will be discussed further in Section 
6.3. [38]
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5 Interconnecting Telecommunication Networks 
and Computers

In this chapter, existing VANS where the telecommunication networks and computers 
have been interconnected will be discussed. In Section 5.1 a number of service 
examples will be described after which the technical implementation of the services will 

be examined. The security issues and threats involved in these types of services are 

examined in Section 5.2.

5.1 Service Examples

5.1.1 Short Message News Services

• Service Description

There are currently two CP’s in Finland offering GSM users news in the form of 
SMS messages. In addition to this the automobile club of Finland, AKK, recently 

started its motorsport oriented SMS news service.

The Alexpress news service provides news headlines after which the user can call a
premium rate phone number included in the message, in order to obtain the full news 
story. The STT news service, on the other hand, provides full news stories in the 
form of SMS messages 1-3 times a day. The length of the story is limited to one SMS 
message, i.e., 160 characters. [12]

• Technical Implementation

The interface for the SMS news services is quite simple. The content provider is 
given a special e-mail program and an e-mail address. After this the content provider 
simply enters the text he wants to send and sends it by e-mail to the special address. 

The body text of the message is now routed to the SMSC and broadcast to the service 

subscribers. Different news items are sent to different addresses and the CP can edit 

the distribution lists himself.

If a subscriber calls the premium rate number to obtain the full news story, the call is 
routed through an IN as any ordinary premium rate call to the corresponding 

answering machine or VMS.
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The Alexpress subscribers pay a monthly fee in addition to which they pay separately 
for every call made to the service number. Different types of news can be subscribed 

to and the costs vary depending on what form of news the customer wants, financial 

news being the most expensive. The STT subscribers only pay a monthly fee for the 
reception of the SMS messages, since no additional services exist.

Alexpress

E-mail

Retrieve
'subscriber

0600-14100

MS

SMSCTelebox subscriber

Tele-
Media

Figure 5.1. Picture of the implementation of the Alexpress SMS News Service

Each CP can of course choose exactly what kind of service he wants to offer and 
combine premium rate numbers, SMS broadcasts, etc. exactly as he likes. [12]

5.1.2 SMS On-Demand 

• Service Description

There are not many SMS on-demand services available at the moment, but quite a 
few are in test use. The SP division of Telecom Finland, Telemedia, currently offers 
a SMS on-demand test number (0600-80800) which demonstrates how the service 

can be used.
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It is, for instance, possible to call a certain (usually premium rate) service number 

where a machine asks what part of the world the caller would like a weather forecast 

for. He then enters the corresponding digits as presented by the service, after which 
he hangs up. An SMS containing the desired information then arrives to his phone 

within seconds.

Another SMS on-demand service is the “Call Me” service. The subscriber calls a 

service number and enters the GSM number of the person he wants should call him. 

The person now receives a message stating “Please call XXX,” XXX being the 

phone number of the original caller. This is useful if a person’s GSM is busy all the 
time, it cannot be reached, it has no VMS, etc.

Other similar services can easily be implemented, and this kind of service is very 

useful when the information the caller wants to receive is something he wants to save 
for future use, e.g., phone numbers, addresses, etc. Since the fall of 1995, it is 
possible to obtain phone numbers and addresses by SMS when calling the 020204 
directory inquiry number in Finland. This is especially useful when driving a car, 

since the driver no longer needs to write down the number and in addition to this, on 

most cellular phones the received number can then be called simply by pressing the 

“call” key. [39]

• Technical Implementation

The implementations of most SMS on-demand services are quite similar to each 

other. They are all based on the CLIP service. When somebody calls the service 

number it is connected to an IP or other similar terminal equipment. If the service is 
such that it always sends back a standard message it only stores the А-Ш and sends 
an SMS to the number in question, by e-mail or via some other SMSC connected 

service platform.

In the case of a weather forecast service, the call is connected to an IP which lists a 

number of alternatives of regions. The caller chooses what or which alternatives he is 
interested in using normal DTMF signaling. After this the corresponding data is 
retrieved from a service database and sent as an SMS to the obtained A-Ш. To avoid 
abuse of the service, the user is not allowed to enter the А-ID manually; if it is not 
obtained (due to calling line identification restrictions or signaling problems), the 

service is automatically discontinued. [39]
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5.1.3 Interconnecting E-mail, the Internet and SMS

• Service Description

There are currently only a few operators and service providers, like Norwegian 
Telenor and Finnish Scandinavian Softline Technology which offer their subscribers 

the possibility to send SMS messages using a WWW CGI-interface. Other NO’s and 

SP’s like Telecom Finland and the Finnet Group offer their users the possibility to 

send SMS messages from certain closed e-mail systems.

The problem is how to charge the customers for the SMS messages. The signaling 
involved in sending SMS’s is not very complicated, but the hardware and software 
required to enable SMS messaging is quite expensive and therefore few operators 
want to offer SMS messaging free of charge. One way to solve the problem is for the 

customer to pay a certain amount to the SP after which he can send SMS messages 
for that amount from his personal SMS account. This is how most service providers 
allowing SMS messages to be sent from the WWW have solved the problem. If, on 
the other hand, the sender of the e-mail SMS can be securely identified, he can of 
course be charged afterwards. This is how the problem is usually solved when using 

closed e-mail systems.

In December 1995, Clemens Schrimpe of NetCS Berlin set up an SMS-E-mail-SMS 
Gateway which can be used by anyone, free of charge. The service is currently in test 
use, but it makes it possible for any Internet user in the world to send SMS messages 
to almost any GSM user in the world. It also makes it possible for GSM users to send 
e-mail through the Internet from their cellular phone, provided it supports MO-SMS. 

[40]

• Technical Implementation

The techniques required to provide an SMS-Internet gateway are not very 
complicated. The reason not every NO or SP provides such a service is that nobody 

wants to do it for nothing.
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Basically, the service is accomplished by simply attaching an Internet-connected

computer to the SMSC. With the help of some simple software the computer is then 
able to reroute certain types of e-mail messages to the SMSC and vice versa.

In order to send SMS messages from an Internet account using the NetCS Berlin 

service, an e-mail message should be sent to the Internet address 

358400971717@sms.netcs.net. In this example the SMS is sent to the Finnish GSM 
subscriber with the number +358-400-971717. The message then goes to the 
sms.netcs.net-gateway computer in Germany and is rerouted to the SMSC of the D2 

operator of Germany which sends the SMS to the requested subscriber. This service 

works, unless the recipient’s operator has specifically prohibited reception of SMS 

messages from other SMSC’s. The maximum length of the message is 4 x 160 = 640
characters and the message is delivered in 160 character parts.

In order to send e-mail from a GSM phone, the SMSC of D2 (at number 
+491722270000) must be used, after which a message can be sent to the gateway 

number (450502304). The message should start with the e-mail address of the 

recipient after which comes the message body. This means a message containing the 
text “Hello world!” could be sent to the Internet address pandy@iki.fi by writing an 
SMS message containing the text “pandy@iki.fi: Hello world!”. The “@” symbol 
can be replaced by an asterisk (*). The length of the message is limited by the 
maximum length of an SMS (160 characters). [40] [41]

5.1.4 On-Line Billing Systems

• Service Description

A company providing toll-free 800-number services or premium rate number services 

naturally wants to know how many calls have been made to the numbers since the 
charging naturally must be based on used services. In the case of split charges the 
company and the end-user must know how much they pay for the phone calls. The 

end-user must be able to discontinue the phone call at any time, if the charge seems 

too high and the SP must be able to see for what they are charged. [42]

On-line billing systems could be practical for some customers or service providers. 
The provider of IN service numbers usually have access to quite detailed billing 
information, but in some cases an on-line billing system could be useful.
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• Technical Implementation

Most network operators have some form of on-line billing system which makes it 
possible for them to see how many phone calls have been made to certain toll-free 

and premium rate numbers at some certain point. The systems usually gather a 

massive amount of information such as from where the phone call was made, at what 
time, how long did it last, statistics for the amount of calls from various regions, 
which hours of a certain day were the busiest and so on.

Usually the customer does not have direct access to these systems, but the required 

information can usually be provided by the NO on a weekly basis if the customer so 
desires. The customer can usually also obtain the information in electronic form for 
further reprocessing. This makes it possible for the company customer to see how his 
clients have reacted to a certain campaign, for instance. It is also very important to 
see how many phone calls were never answered, due to heavy traffic or network 

overload.

For end-users there already exists a simple form of on-line billing verification. The 
Helsinki Telephone Company Ltd offers its subscribers the possibility to call the 

number 100158 from a PSTN connected telephone, in order to check their personal 

“telephone counter”. This means that the subscriber can call the number before and 

after a friend makes a long distance or international call to see how much the friend 

owes him, for instance.

It is difficult to determine how important on-line billing systems would be for the 

SP’s. At the moment, it looks as if the SP would be happier with the information 

provided by the NO. Currently, most NO’s provide the SP’s with monthly, weekly or 
even daily reports customized according to the SP’s demands. All the information is 
exactly in the form the SP wants, since the billing information is customized for each 
customer. If the SP was provided with direct access to the billing database, it would 

have to organize and enhance the information itself.

End-users on the other hand, would probably want to see exactly for what phone 
calls he is being charged, since the phone bills for ordinary customers are not very 
specific today. On the other hand, more exact phone bills showing exactly which 
phone numbers have been called, can be provided at some extra charge even today. 

For some reason, most customers have not been willing to pay for the more itemized
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bills although there is a great desire for them to know exactly what they are paying 
for and “if the operator is cheating them.” [12] [43]

5.1.5 Extending Intra-Office Functionality

• Service Description

One way of providing value-added services to the end-user is by interconnecting the 

telephone with the user’s PC. This way several VANS services can easily be added. 

If the PC obtains the number of the caller, special software in the computer can 
retrieve information associated with the number from a database located on the hard 
disk of the computer or in some centralized database in the company LAN. This 
means it is possible for the called up party to see the name of the caller, which 
company he represents, when was the last time he called and what was the subject of 
the previous discussion on his computer screen before he answers the phone.

This kind of service is very convenient in an office environment since the person 
who answers the call knows exactly who the caller is even if the person answering 
the call is not the same as last time.

More functionality can naturally be added to the PC user interface provided the tools 
are available. Such functions could be call transfers using the computer, hands free 
functionality so that the call could be carried out using a built-in PC microphone and 
loudspeakers or using a computer connected headset. Basically all the traditional 
PBX services could be carried out using only a computer.

The same kind of functionality could also be carried out on a computer when the 
calls are received by a mobile phone, but this is more difficult since the mobile phone 
has to be connected to the computer in some sort of way and this usually means the 

mobile phone is not very mobile. [10]

• Technical Implementation

Identifying incoming calls with a computer is possible with both PBX connected 
phones and ordinary home phones provided the CLIP service is available. Usually 
some adapter is required since the caller id information is sent as signaling
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information before the call is actually answered. Many modems have this 

functionality and there is special hardware available for most PBX connected phones.

It is quite easy to obtain the caller’s number, but other call handling functions require 
much more. If the PBX manufacturer is the manufacturer of the hardware adapter, the 
necessary functionality is naturally quite easy or at least straight-forward to 

implement. The computer interface must be given the same kind of call handling 

functionality as the PBX connected phone terminal has.

This is also the case for a mobile phone. This means the computer cannot offer more 
call handling functions than the cellular network does. It is, however, usually more 
convenient to use a graphical interface than a small text based interface with buttons 
to operate with (0, 1, 2, 3, 4, 5, 6, 7, 8, 9, *, #, send, end.) [10]

5.1.6 VANS Management Platforms 

• Service Description

It is currently possible to purchase a GUI to most modem PBX’s. With the GUI it is 

possible for the company owning or renting the PBX to receive detailed information 

via the GUI. The GUI is usually a locally installed computer program which runs on 

the user’s PC which is connected to the computer controlling the PBX. This way it is 
easy to move extensions from one room to the other, to define call screening lists, 
group alerts, voice mails, etc. It is also possible to define which network the outgoing 
calls should use depending on the time of day and date. This way the company is able 

to minimize the telephone costs by using the most inexpensive operator the second 

the call is made, without any manual user intervention.

Most users would welcome the same kind of management platform for other 

telephone services than PBX’s. A platform for maintenance and alteration of a 

company’s mobile telephone VANS was introduced by Telecom Finland Ltd in the 

spring of 1996. Through this platform, the subscribing company can alter the settings
of its GSM and NMT subscribers. It is, for instance, possible to add voice mail, SMS 
services, call diversions, etc. by simply altering the settings in the MS Windows GUI 
on the local PC.
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The ordinary customer, however, must still alter his VANS settings either by calling 
voice prompt controlled computers or by calling the help desk of the operator. [44]

When designing user interfaces for ordinary end-users it is important to make them 

as customer-focused and user-friendly as possible. Much too often the user interfaces 
are designed so that the presentation of information is natural (i.e., logical) to the 
service, rather than natural to the customer. This means that speed calling lists, call 
screening lists, etc. are administered as phone numbers only. Many of the current 
information models lose the reasons for why they appear in the lists (e.g., home, 

wife, parents, doctor, summer cottage). The user interfaces should be designed so 

that the customer is able to associate (and thereafter use) meaningful labels for any 

information that the customer provides. [45]

• Technical Implementation

It is not very complicated to build a management platform for a PBX and most 

modem PBX’s automatically come with a O&M GUI. This means the user interface 
has been created alongside with the entire PBX. Since all the functionality and call 
information resides inside the PBX, which is like a small computer, it is easy to 
retrieve and alter the information it contains. All outgoing and incoming calls are 
routed through it which means the customer get comprehensive logs about all 

incoming and outgoing calls. The customer can get detailed information for each and 

every extension and it is easy to set new screening information for the extensions.

Different NO’s can easily be chosen and prefixes and networks altered automatically 
based on the time of day or the caller’s location. [44]

PSTN

Figure 5.2. Automatic cost optimization using predefined 
network operator time tables in a modern PBX. [44]
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The same kind of functionality has recently been offered to non-PBX telephones as 
well. The Swedish company Unicall AB started to market its “cheap rate box” for 
household and company telephone connections through 150 retailers around Sweden 

in May 1996. The box is plugged into any ordinary phone extension, and up to nine 

different operator companies can be entered into the pre-programmed electronic dial 
switches. When the user places a call, the box automatically selects the cheapest 
network operator, depending on what type of call (local, regional, national or 

international etc.) the user has happened to dial. [46]

5.1.7 Cellular VANS Management Platforms

• Service Description

The basic cellular VANS management platform is the cellular phone. It provides 14 

buttons and usually a very small display to operate with. VANS services can be 
managed either by using the built-in VANS management services (e.g., “Cancel all 
diversions”), by sending cryptic codes (e.g., *#67# to check current diversion state 
for “divert on busy”) or by calling a voice prompt system.

As described in Section 5.1.6, a more convenient mobile platform would be a laptop 

computer connected to a mobile phone. This kind of platform will here be considered 
a GUI and this section will discuss strictly cellular platforms where the user interface 
is the mobile phone.

Although the size of the cellular phone display is very limited, a 4 x 10 character 

display can be quite enough if it would be possible to present short menus on the 

screen from which the customer could choose what settings he wants to alter, what he 

is interested in and so on.

Many users would also like to be able to send e-mail and faxes, use the phone as a 

calculator, write memos, etc. on their mobile phones. Currently, this seems quite 

difficult to arrange, but new techniques make most of these services possible in the 

near future.
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• Technical Implementation

At the moment, it seems quite unthinkable to write memos, documents and 
spreadsheets using the cellular phone interface. Although it is possible to write texts 

using the phone, the typing of one alphabetic letter usually requires several key 

presses. This means writing an entire text document in this manner would be much 

too complicated.

Personal Digital Assistants (PDA) have made it possible for the user to connect 

small calculator sized “palmtop” computers with small keyboards to their phones. 

With the use of PDA’s, users have been able to send and receive faxes and write 

documents regardless of time and place. But since the PDA’s are small computers 
they do not solve the problem with how to manage VANS from anywhere at any time 
and there is still a need for “genuine” cellular VANS management platforms, in case 

the PDA and the phone are not in the same place.

Nokia Inc. presented the world’s first cellular “communicator” at the CeBit fair in 
Hannover in March 1996. The communicator is an ordinary GSM phone with a small 
640 x 200 pixel grayscale LCD display and a small keyboard. The communicator is 

also equipped with GSM data functionality. This means the communicator provides 

the same sort of functionality as a mobile phone, a PCMCIA card and a laptop 
computer used to provide. The display is smaller and the communicator is clumsier 
than an ordinary cellular phone, but this does not have to be a problem. Many people 
carry their cellulars attached to their belt or in their briefcase which means it does not 
matter if the phone weighs 200 grams (most modem cellulars) or 400 grams (the 

communicator).

Figure 5.3. Example of a USSD based ticket reservation system 
using an ordinary GSM phone as the user interface.
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One way of making the cellular phone interface more convenient to use is by using 

USSD (Unstructured Supplementary Service Data). USSD is a forthcoming standard 

which enables direct contacts between the cellular handset and the HLR. This makes 
it possible for SP’s to provide interactive service menus to the end-users. The 
customer could, for instance, call a premium rate number after which a service menu 

appears on the screen. The menu items can be numbered and the user chooses which 

item he is interested in after which the next menu appears. This could, for instance, 

be a ticket reservation system which asks the user what tickets he wants to buy. The 

user would then browse through menus after which he confirms his reservation and 

enters his credit card number in order to pay for the tickets.

5.1.8 Service Management Platforms for Service Providers

• Service Description

Almost every service provider has its own platform for managing their services. A 

service provider providing cheap long distance calls usually also has a user interface 

with which it can manage the routing of the calls or change the charges. In other 

words, SP’s usually have interfaces to modify the services it itself provides.

What the SP’s often do not have is tools for managing services located in another 
SP’s or an NO’s system. If an SP wants to provide IN services to end-users, the IN 
services are usually implemented in the NO’s IN which is operated entirely by the 

NO.

Some larger SP’s might be interested in controlling their own services regardless of 
their physical location. With a properly designed user interface the SP could then 

easily alter simple services like call diversion chains and rerouting tables as well as 

creating entirely new IN services. A GUI like the one presented in Section 5.1.6 

could be used, but the technical implementation of such an interface is very complex.

• Technical Implementation

Altering the parameters of existing IN services is not a very complex task. In order to 

do this, an interface between the service platform and the IN software in question 
must be created. After this is done, the SP is able to modify certain IN parameters.
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A platform with which the SP can create its own services is quite complicated to 

build. Either a standard SCE interface (such as SMAS) could be given directly to the 
SP or a customized SCE could be interconnected with the SCE. This sounds easy, but 
obviously it cannot be done this way. An IN environment is a very sensitive and 
expensive system. It would be easy for the SP to by accident modify its (or other 

SP’s) services so that the whole IN would crash, unless special precautions are taken.

The SP cannot be given total access to the IN, but instead a special middleware 
server must control what parts of the IN the SP in question is allowed to manage. 
There must also be several routines for controlling the IN traffic in case the SP 
accidentally creates an endless loop or extremely slow path in some part of the 
system. The same thing applies to every other form of SP service.

Although it is hard to create a reliable IN management and SCE platform that can be 
given to third parties, it is not impossible. One way of doing it is described in Section 

6.3.

5.2 Security Issues

5.2.1 Security Risks

In OSI terminology, the five security functions needed to provide for the most important 
security requirements in end-to-end connections are called Peer Entity Authentication, 
Connection Confidentiality, Connection Integrity, Non-repudiation and Access Control.

Peer Entity Authentication means the other party of the connection must be identified 
securely and measures must be taken to make sure it remains the same throughout the 

connection. Connection Confidentiality means eavesdropping must be made impossible. 

Connection Integrity means a third party must not be able to modify the messages sent 

between the two connected parties. Non-repudiation means one must be able to prove to 
a third impartial party that a connection. and perhaps an electronic commitment has 
taken place. Access control is a service from the service provider’s point of view - as 
seen by the user it is rather a restriction. [47]
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5.2.2 Minimizing the Security Risks

• Peer Entity Authentication

Authentication is usually very simple when the access platform is a telephone. The 
А-ID is considered reliable and this way it is possible to establish exactly from which 
phone the connection has been made. In addition to this, PIN codes can be used in 

order to prevent unauthorized use from an authorized phone.

When using modem connections the А-ID can also be used as a means of 

identification. Usually, however, the SP wants the customer to be able to login from 
anywhere and therefore the user is identified by a login name and password. The 
biggest risks when using permanent login names and passwords are that the user 
might choose too easy passwords or that the password might fall in the hands of a 
dishonest party, due to the user’s carelessness.

If the connection happens through an untrusted network, such as the Internet, it is 
usually best to use strong encryption mechanisms before the authentication is made 
and throughout the entire connection. PGP is a good and inexpensive system for 
securely identifying the other party. One drawback with PGP is that the connection 

has to be made from a trusted computer and this might not always be possible.

In some cases connection-dependent passwords might be satisfactory, but it might be 
somewhat complicated for the user to carry password tables with him all the time. 
This is especially true if the user uses many such services and is required to carry 
many password tables with him.

• Connection Confidentiality and Connection Integrity

If the connections are made through an untrusted network, such as the Internet, it is 

quite easy for malicious users to eavesdrop. If reliable encryption mechanisms are 

used, this is not a problem. If no encryption is used, on the other hand, it is easy for 

the malicious user to use the same login name or password for unauthorized access at

a later time. If one-time passwords are used, it might still be possible for the 
malicious user to interfere with the connection and impersonate either party if no 
encryption mechanisms or message signing systems are used.
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Most connections, however, do not contain an)' confidential material so it is often not 
necessary to encrypt the entire connection. Parts of the data might be more critical, 
such as passwords, credit card numbers, bank statements, etc. and encryption can be 

applied to these parts of the messaging.

If the connections are made through a secure channel, connection confidentiality and 

connection integrity are obviously not problematic.

• Non-repudiation

Non-repudiation is a very difficult area, because of the legal aspects involved. With a 
reliable message signature system it should be quite easy to determine the parties 
involved in the connection and if the messages are time-stamped before they are 
signed, the time of the messaging and/or commitment can easily be determined.

• Access Control

Access control is a function belonging mainly to the domains of applications and 
management. Based on reliable authentication, it is usually relatively straight

forward to check the privileges of the user in order to allow him appropriate access to 

the service.

In a system allowing thousands of users to modify different parts of the system part 
of the access control is also to make sure each authorized user is able only to modify 
his own settings and to make sure the user is not able to overload the system with 
service requests as this might interfere with the functionality of the entire system. 

[47]
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6 Solutions

6.1 How to Interconnect Telecommunication Networks and 
Customer Information Systems

As described in previous chapters, there is no obvious way to interconnect 
telecommunication networks and customer information systems or end-user PC’s. It all 
depends on the demands of the customer in question. It would, however, be quite 
unreasonable for a service provider or network operator to customize a user interface for 
each customer separately. Some compromises have to be made and some form of mass 

customization is usually the best solution. Section 5.1 shortly described how to 

interconnect various kinds of computer systems and management platforms with 
telecommunication networks. In this chapter three cases will be studied in more detail.

In Section 6.2 a mass customizable graphical user interface for all types of customers 

will be described. Section 6.3 describes how SP’s could be given the possibility to 

modify and create existing IN services and the benefits and drawbacks of this kind of 

system. In Section 6.4 an integration of a video game and a mobile phone will be 
described. Common for all three case studies are that they describe systems that are not 
yet available. The user interfaces described in Sections 6.2 and 6.3 will be available in 
the near future. The video game described in Section 6.3 might be available in a near 

future, but no such decisions have been made yet.
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6.2 A Case Study: A Self Service End-User Platform

6.2.1 Background

More and more VANS for telephones are developed every day and the functionality of 
them gets more complex all the time. The revenues for the 1994 VANS market in 
Europe were about USD 6.8 billion, and are forecast to grow at a rate in excess of 20 
percent per year for the remainder of the decade. [48]

В Billion USD

Figure 6.1 Total VANS Market: Revenue Forecasts (Europe), 1990-2000 [48]

Many of the new VANS are managed and altered by the user himself who calls service 
computers equipped with voice prompts or IVR functionality. This is quite convenient 
since the services can be managed from any telephone in the world, but when the 

services get too complex, the phone interface is not optimal anymore.

One other possibility is naturally to call the help desk or customer service and ask them 
to alter the settings, but many customers also want to be able to modify the VANS 

themselves from any place and at any time. After all, if he has a mobile phone, he is 

usually on the move most of the time.

Considering the object of the project was to develop an easy-to-use graphical user 
interface and the fact that most users have both a telephone and a PC, the goal was set at
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developing a method to interconnect PC’s and telecommunication management 

platforms.

6.2.2 The Selfservice WWW Platform

The project started by creating a LAN-based GUI for modifying certain existing LN- 

services, such as call screening, reachability chains, follow-me and VPN services. The 
idea was to maintain a local database and a management server in the company’s LAN. 
The server would then be connected to a service computer belonging to the NO or SP. 
The physical connection could be a direct leased line as well as a temporary modem 

connection.

The service computer of the NO or SP would then be connected to the actual 
telecommunication systems (e.g., IN control points, customer information systems). 
Before establishing a connection and synchronizing the settings in the NO/SP database 
with the ones in the customer’s database (and vice versa) all sorts of authentication and 
handshaking should naturally take place between the computers. A prototype of the 

system was built in September 1995.

The prototype functioned without any problems, but it also became clear that the costs 
of such a system would be too high for a smaller company. Although group 

management is easier to provide in systems which use a local database, the Internet was 

considered to be a more flexible environment.

A similar kind of system for use in the WWW was then developed instead. Many people 
and especially companies already have a PC and a modem and WWW browsers usually 
cost less than FIM 200. Even if a company does not have the necessary equipment it can 

be obtained for FIM 5000 or less. The WWW is also quite familiar to most customers, 

so the threshold to try out a WWW GUI is much lower than it is for a customized and 

expensive LAN based GUI.

The main idea of the project was to build a system as modular and mass customizable as 

possible. The user can order the functionality he wants and since all the parts of the GUI 

use the same service logic, new modules can easily be added and used.
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Figure 6.2 The service logic of the Selfservice WWW Platform

In the WWW GUI that was built, the customer first comes to a top level page. The 

customer then logs in to the system by entering his user name and password. After this, 

the service computer verifies the user id and retrieves the appropriate settings for the 

user in question from the user database. Using these settings, a customized WWW-page 
is then shown to the user. The customized page only shows the services the user has 
subscribed to, so no unnecessary scrolling through menus is required. If the customer 
wishes to, he can have a look at a list of available services and even try out service 

demonstrations of existing and forthcoming services himself.

The customer can access the different services through his customized page. With the 
help of logical and, in most cases, self-explanatory check boxes, windows and pop-up 
menus, the user can alter the settings he desires. If he, for instance, wants to change the 

numbers in a reachability chain, he can do so by simply modifying the numbers shown 

on the screen. After pressing the “accept” button, the changes are sent to the 

telecommunication network database in question and the changes take place instantly.
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6.2.3 Technical Solution

The key part of the solution was how to interconnect the WWW pages and the 

telecommunication systems. The pilot service is a management platform for the Mobile 
Centrex service introduced at Telecom ‘95 in Geneva in October 1995. The service 

offers traditional PBX services for mobile phones. Group alerts, reachability chains, 

originating call screening and call transfers are all parts of the Mobile Centrex concept. 
The first three of these services can be managed through the WWW platform.

The services are located in the IN of Telecom Finland Ltd and in the case of the Mobile 

Centrex service, they use a special IN SCP called the Open Service Node (OSN). The 

OSN was created by Systems Software Partners Ltd and Telecom Finland Ltd and it is 

an easy-to-use system designed for developing, testing and running service applications 

in intelligent networks. It is based on open industry standards like the Unix operating 
system, signaling system number 7 (SS7), TCP/IP protocols, CMIS (Common 
Management Information Service) -compliant service provisioning interfaces and it uses 
commercial SQL database systems as the service database. [10] [49] [50]

The objective of the Selfservice project was now to interconnect the WWW interface 
with the OSN platform. In WWW, most pages are created using the hyper-text markup 
language (HTML) which simply tells the customer’s browser what the WWW page 
should look like. For interactive services, other interfaces must be used. The most basic 

interface providing interactive services is the common gateway interface (CGI). This 

interface is integrated into the HTML-page, making it possible for the user to fill out 
electronic forms and to execute programs located on the WWW server. More advanced 
interactive interfaces can be built using, for example, the built-in NS-API interface of 
the Netscape servers and browsers or the Java-language developed by Sun 
Microsystems. The first pilot platform uses the CGI and NS-API interfaces.

It would be possible for the CGI and NS-API interfaces to access the OSN platform 
directly, but this would cause more traffic in both the WWW server and the OSN. 
Secondly, the end-user would be able to access the OSN more directly, which would 

mean considerable security risks. Thirdly, the modularity of the platform would suffer, 

since this would mean the CGI and NS-API interfaces would have to be customized to 

fit the OSN management interface.

Instead, the WrWW interfaces were interconnected via a so called middleware server. 
The middleware server provides a gateway between the user interface and the service
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node in question. With the use of generic so-called business functions, the services in 

question can be managed. The middleware server also provides several layers of 

network security, so the required security level can be set depending on the service in

question. The middleware server also makes it possible to balance the load and traffic 
between the various components. This way, it is possible to transparently distribute 
traffic between multiple components. If the traffic between the middleware server and 
the OSN node would grow too high, for instance, it would be possible to transparently 

route some of the traffic to another OSN node. Figure 6.3 shows the technical 

implementation of the WWW based service platform for the Mobile Centrex services.

The access to the service platform is provided through Telecom Finland’s Internet 
access service “iNet Pro”. The subscriber calls a special Internet phone number, logs in 

to the service and obtains SLIP access. At this point, the user is securely identified, 

which minimizes the risk for unauthorized access. The user can now start his WWW 

browser and access the Selfservice network pages. The pages reside on a server (“TM 

WWW” in Figure 6.3) belonging to the service provider in question. In this case, the 
service provider is Telemedia.

internet

WWW
HTML

Selfservice
WWW

Middleware
ServerHTML

Figure 6.3. Technical implementation of the WWW Selfservice platform.

Access to the Selfservice platform is not provided directly. Instead the user has to log in 
to the service by giving his Selfservice user id and password. An unregistered user can

obtain more information about the different services without a password. When the user 
logs in he is identified and a CGI program is started. The program retrieves the customer
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information from the Selfservice user database (SS db) and shows a customized WWW 
page containing only the subscribed services to the customer. The customer can now 
choose which service settings he wants to look at or alter by simply using ordinary 

WWW control panels, such as click-buttons, check-boxes, radio-buttons and altering the 

different fields of the forms.

If the customer, for instance, wants to alter a reachability chain, he first presses the 
“reachability chain” button after which a “retrieve reachability chain” query is sent to 
the middleware server, which in turn retrieves the requested data from the OSN database 

by calling the appropriate business function. The data is obtained and shown in an 

understandable form on the customers screen. The numbers in the chain can now be 
altered by the customer. When he has done all the changes, he simply presses the 
“accept” button in the WWW window and another middleware business function is 
activated after which the new data is sent forward and verified before it is changed in 

the OSN database. The changes occur instantly after which the new reachability chain 

can be used.

The customer information systems (CIS) are connected to the middleware server and the 
service databases, so new services can easily be added and old settings modified directly 
from the customer service. The interconnection also makes the billing easy. Users can 
be charged on a flat rate basis or for every modification he makes using the WWW 

platform.

Although the pilot service was developed for the Mobile Centrex sendee using the 
OSN, the same service logic can be used for any sort of service (e.g., the LM Ericsson 

SMAS - IN service management system). It is important to note the advantages of the 

middleware server. If the OSN node is replaced by another service node, only small 

parts of the business function code in the middleware server has to be altered. All other 
parts remain the same, since they are not in any way dependent on the implementation 
of the final service. This makes the maintenance of the program code easy and the code 

re-usability very high.

The Selfservice GUI concept also satisfies many of the customer needs described in 
Chapter 2 and makes interconnection with the customer information systems described 
in Chapter 3 very easy. No longer is the customer bound by complex voice prompt 

systems and he does not require the assistance of the help desk as often. He is now able 

to gain almost total control over all his VANS services. He can alter the settings himself 

and he can even order new services after testing them if he so wishes, using the same
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service platform. Some of the services are aimed at company customers and some at 

resellers, but since the service logic is the same in each and every module, the customer 

only has to learn how to use the system once. After this he can manage his own personal 

settings as easily as he can modify the settings belonging to his employer (if he has been 
granted access).

Because of the modularity of the system it is also easy for the service provider to build 

new services based on old modules. Service creation can also easily be out-sourced to 

other service providers and service modules can easily be exported to foreign service 
providers using networks with totally different network infrastructure.

The drawbacks of the system is that the higher the popularity of the system becomes, the 

higher the load becomes on most parts of the service. This theoretically means that 

heavy use of the reachability chain alteration services could overload an entire IN node. 

Measures must of course be taken in order to prevent such situations. The services need 
to be tested in order to estimate how much load the various nodes can handle. In 
addition to this, some security systems must be developed in order to limit traffic when 
the load becomes high.

Another challenge is the security of the system. If the NO or SP allows access to its IN 
and billing systems, the temptation to make illegal intrusions on the system might 
become very high for malicious users. There are many ways to provide near 100% 
secure systems, but some compromise has to be made between data security and user- 
friendliness. Nobody wants to use a totally secure system if the login procedures are too 

complex. A straightforward way to provide secure billing information systems to 

customers is to use read-only access to mirrored billing databases. This means no user is 

able to change any information in the database and even if he does, it is only a mirror of 
the real database. The cracker might not know this is the case and hence, he might make 
an attempt to make an illegal intrusion anyway.

The access to the service is currently allowed only through the iNet Pro service of 

Telemedia. When all the security issues have been tested and considered reliable, the 
Selfservice platform will be opened for direct Internet access. If some company or 
customer does not want to connect to the Internet, direct access to the Selfservice 

system can be established directly using leased lines and Intranet-like systems. Intranets 

are private internal networks providing Internet-functionality such as WWW, e-mail, 

FTP and electronic news to closed user groups.
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6.3 A Case Study: An Intelligent Network Service Management 
Platform

6.3.1 Background

As described in Section 4.2, intelligent networks are independent of the actual 
telecommunication network infrastructure. This means the same IN services can be used 
regardless of the exchanges and other hardware used in a network. The problem is that a 
network operator might have several IN systems delivered by different hardware 

vendors and this means a different management platform is required for each system.

Not only the management platform is different but also the service modules. An SCP 

belonging to one IN system cannot be managed or used from another IN system. It 
would be extremely helpful for the NO if all the IN components could be managed from 
one manufacturer-independent platform.

A SP might also be using IN services that require small alterations every now and then. 
If the SP offers calling card services it might want to add new card numbers, prevent the 
use of stolen cards, change the amount of remaining call time, reroute 800-number 
phone calls, etc. At the moment this kind of maintenance is done by the NO customer 
service. The SP calls the help desk which have the settings altered and charge the SP for 

the modifications. Obviously, it would be more convenient if the SP could make the 

most frequent modifications itself.

Not all SP’s but some might even want to create entire EN services themselves. This 
would mean that the NO would give the SP access to the SCE after which the SP could 
create and modify its IN services itself. [51]

6.3.2 The IN Generic Management Platform (INGEMP)

The objective of the INGEMP project was to create a transparent interface with which 

the NO could manage IN services regardless of their implementation environment. This 

means the system manager does not have to know in what IN system the services 

actually reside.
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The user interface is a standard MS Windows application which connects the user to the 

INGEMP server. This means the user can modify the services from anywhere within the 

IN LAN. In the first stage of the project SP’s will not be able to modify anything 
themselves. They can order modifications by calling the help desk or by sending a 
message directly from their computer.

A GUI much like the one (or exactly the one) described in Section 6.2 will possibly be 

made available to SP’s at some later point. The SP’s will then be able to alter the 
settings of number translation tables and time tables and other non-critical types of 
information. Non-critical means that these settings can be altered without fear for 
interfering with the functionality of the entire IN. [51] [52]

6.3.3 Technical Solution

The INGEMP project is quite similar to the Selfservice platform project described in 
Section 6.2. The user interfaces are a management platform and a special administrator’s 
platform connected to a middleware server. The middleware server knows the exact 

location of the various IN services and routes the queries or alteration requests to the 

right part of the right IN environment.

If the user wants to modify services that reside within the Ericsson IN the request is sent 
to the SMAS server using the TCP/IP protocol. The SMAS then makes the 
modifications in the SSCP using MML commands (described in Section 4.3.2).

The INGEMP platform is currently available only for the owner of the IN, i.e., the 
network operator. It would, however, be quite easy to create a user interface for SP’s, so 
that they could manage their own services. The interface could be integrated in the 
Selfservice platform described in Section 6.2 or a MS Windows GUI could be installed 
in one of the SP’s computers which could be connected to the INGEMP middleware 

through a direct leased line or a modem connection.
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Figure 6.4. The structure of the INGEMP service [52]

There are numerous risks involved in this kind of open service platform. The first 

problem is how to eliminate unauthorized intrusion. If a leased line is used, the 

connection should be quite safe. If Internet connections and a WWW GUI are used, 
strong encryption systems such as PGP should be used. The IN network is more 
vulnerable than the reachability chains of a private customer, so the SP is probably not 
very upset with more complicated login procedures. Reliable PGP encryption does not 

even have to be very complicated to establish. The user is only required to have a small 

piece of extra software located on the computer from which he logs into the system. In 

addition to this he must have his hard disk and computer located in a safe place.

But a secure connection is not the only security issue. Since the IN is a complex 
network which consists of many different parts, the end-user (which in this case is the 
SP) must not be able to make such modifications to the IN that it could endanger the 

functionality of the entire IN. Different security levels must be defined for each user. 

For some users it might be satisfactory to only be able to modify the number translation 
time-tables. Some customers might only want to change the call routing numbers.

If many changes are being made to the IN services constantly and the changes are such 

that they require much CPU time, the processes involved might make the entire IN slow. 

This could be the cause if many SP’s or other users coincidentally happen to make
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alterations to their services at the same time. It is, however, also possible that some user 
makes lots of changes to the services with the explicit intention to bring the system 

down to its knees. It is also always possible for the user to make a mistake when altering 

the services. This might lead to endless loops or other malfunctions in the IN.

This means that some form of traffic and operation control must be implemented. There 
must be some automatic software checks which might be combined with manual 
verifications in order to prevent such mistakes. In addition to this, there must be some 
routines for blocking excessive maintenance traffic and for blocking mal functional 

services. [52]

6.3.4 Future Plans for the INGEMP Platform

There are currently no plans to allow SP’s to create their own services. A GUI much like 

the one (or exactly the one) described in Section 6.2 will possibly be made available to 
SP’s at some later point. The risks involved in allowing SP’s to create their own services 
are considered too great at the moment, for the reasons described in Section 6.3.3.

6 Solutions 70



© Andreas Holmberg hitercormecdng Telecommunication Networks and Customer Information Systems

6.4 A Case Study: A Mobile Video Game Terminal

6.4.1 Background

The home entertainment and game systems become more popular all the time. Nintendo 
and Sega are struggling to get the larger share of the home game station market. 

Although the majority of the game users are children, more and more adults are getting 

interested in the games and are finding them relaxing as well as fun.

There is no doubt there is much at stake in the entertainment business and as people get 

more and more spare time, the revenues grow higher. Home game consoles currently 

have the same problem as conventional phone equipment: it is bound by a certain 

location. Nintendo and other manufacturers are marketing GameBoy™ portable game 

consoles, but they still have several drawbacks. One problem is that it uses black and 
white LCD displays and another problem is that it is designed for only one player.

When evaluating these problems, the thought of a portable multiparty video game 

terminal using GSM data connections occurred.

6.4.2 The MobyPlay™ Video Game Terminal

The MobyPlay mobile video game terminal looks like an ordinary pocket video game. 

One or several games can be loaded into it by connecting to an ordinary PC and 

downloading the appropriate software. After this the user can play the games regardless 
of time and place.

The main difference is that it is possible to make on-line connections to a game center 

computer after which games can be played with any other MobyPlay user on-line using 

GSM or DCS 1800 data transfer. The playing partner can be called by entering his GSM 
phone number on the MobyPlay terminal. The called up party (B) now receives a 
message telling him that the caller (A) would like to play a game with him. If the В’s 

SIM card happens to be in a GSM phone, he receives the message as an SMS text 

message. After this he can activate his game terminal and respond that he is willing to 

play. A or В then selects a game that has to be loaded into both game terminals. If 

neither A nor В has the appropriate game, it can be retrieved from the other party, from
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the game center or from a PC. The most inexpensive alternative is of course from a PC. 

It is also possible for more than two persons to take part in the same game.

It is also possible to request a game with any MobyPlay player. The caller is then put on 
an "active list"’ which contains the names of waiting players. As soon as somebody else 
appears on the list, the game between them can begin.

Figure 6.5. The structure of the MobyPlay concept 

6.4.3 Technical Background

The MobyPlay Video Game Terminal is a game terminal that fills the requirements of 

any GSM handset. The only difference is that it is not possible to make ordinary phone 
calls with it; only GSM data calls. The game terminal uses ordinary SIM cards, so the 
same card can be used in both ordinary GSM handsets and MobyPlay terminals.

The connection to the game center is established by calling an ordinary EN number. The 

call is then rerouted to the (nearest) appropriate game center and a GSM data connection 
is established. The game center computer receives the А-ID and compares it to the 
registered users in the user database. The caller then has an interactive direct connection 
to the game center computer and can choose what he wants to do. The alternatives could 
be “Show a list of new games”, “Download a game”, “Suggest game with user XXX",
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“Request game with any user”, “Send SMS text message”, “Order new game by mail”, 
“Order new game by e-mail”, etc.

The maximum data transfer speed for GSM is 9600 bits/second. This is not very much, 

but quite enough for handling multiparty video games. The only thing that needs to be 

transferred over GSM are short numeric messages stating the coordinates, speed, points,

directions, etc. of the other players. The actual game data resides within the game 
terminal. The game terminal can be equipped with small rewritable game modules for 
easy game switching and loading.

The game data is maintained in the game center game databases and can be retrieved 

from there either by ordering the games on floppy disks by conventional mail, through 
WWW shopping malls, by e-mail or by direct downloading. Usage of the MobyPlay 
game center requires preregistration which makes it easy to identify and invoice all the 
users. [54]

6.4.4 Future Plans for MobyPlay

There are currently no plans to make MobyPlay game terminals, but it is quite clear that 
there could be a huge market for such a device. A study carried out by Market Vision 
expects consumer video games to be the most popular multimedia application by the 

year 1999 with a 5.8% share of the global multimedia market. [53]

It is therefore possible that such terminals will be manufactured in a near future. The 
concept was invented as part of writing this Master’s Thesis and since the idea seemed 

quite new and unique, measures have been taken in order to patent the concept. [54]
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7 Summary

There obviously exists a tremendous amount of value-added network services. They are 

all different in use and maintenance and it is therefore difficult to build one generic 

platform for the operation and maintenance of all VANS. The demands of different 
customer types must also be taken into consideration. A platform suitable for one group 
of customers might not be adequate for another group of customers.

In this study, the varying demands of end-users, company customers, resellers, service 
providers and content providers have been carefully examined. Although the general 
and most typical expectations of each group has been carefully determined, it is clear 
that some customers might have special requirements and thus, might not fit into any 

general group behavior matrix.

This study also considers the development from manual help desk oriented VANS 
management to self-service platforms. This is probably very convenient for a major part 
of the customers and it helps service providers and network operators to cut costs spent 
on help desk staff, but there will always be customers who do not want to modify 
anything themselves. They prefer calling the help desk and asking the help desk 

personnel to do the necessary modifications to their services. They just want their 
VANS to work properly and are not interested in how the service actually works. They 
might even be happy to pay considerable sums for not having to deal with the VANS 
settings themselves. It is up to each service provider and network operator to find the 

optimal balance between self-service VANS management and help desk support.

Since the service palette of the service provider and network operator inevitably will 

keep growing, it would be wise to consider as generic and modular systems as possible 
as early as possible. The present services will eventually grow old and new services 
must be created all the time. If there exists a system as modular as possible, the 
reusability of old program code will shorten the time-to-market which in turn might 

strengthen the company through increased revenues and decreased costs.

The service user will also have problems managing an ever-increasing multitude of 
services if each new service follows its own service logic. If the customer is able to 

manage totally new services in familiar environments, the threshold to purchase and 

manage new services is lowered considerably.
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People on the move have different demands than office based personnel. Although the 
VANS management platforms might vary in shape depending on time and place, they 

are easy to use if all the platforms use the same service logic. If the user is accustomed 

to using a graphical Internet based WWW interface, it is not difficult for him to 

temporarily manage the same services from a GSM handset provided that both 

interfaces follow the same service logic.

The trend seems to be toward more generic systems and user interfaces and the WWW 
platform seems to be the most popular at the moment. The Internet is a perfect 

environment for most service providers since access can be gained from almost 
anywhere at any time and for almost nothing. Although the openness is the advantage it 
is also the disadvantage. Many security issues must be considered in order to prevent 
unauthorized access or malicious use. The necessary security systems exist but the 

problem is how to make them user-friendly enough. A secure system is not good if 

nobody wants to use it.

WWW platforms will probably become increasingly common and at first, non-critical 
management services will be implemented. Simple services like prepaid SMS- 
messaging platforms already exist in the WWW and there is no doubt the services will 
grow more complex all the time. Much is demanded from the service provider since the 

user interfaces should become easier to use as the services become more complex.

It is quite possible and even likely that the trend in the future will be to develop modular 
systems, the modules of which can be created and maintained by any third party. The 
current GSM system contains modules for customer data (HLR), authentication (AuC), 

switching (MSC), base station control (BSC), etc. Currently all modules are owned and 

maintained by the same network operator, but it is quite possible that some of the 

modules or parts of them in the future will be owned and/or maintained by another 
company, due to user demands or legislation.

Although these other forms of developing interconnectable telecommunication software 

components are beyond the scope of this study, it is definitely something that could and 

should be the object of further research since the same principles apply to all forms of 
telecommunication and computer systems. The conventional system is to have one 
owner who also maintains the system, but current trends move more and more towards 

out-sourcing and specializing and finding market niches.
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This means that new telecommunication systems and software as well as hardware 
components should be created with this in mind. Nothing should be too customized for 
an existing environment, since the environment can change at any time. Although the 
environment might seem permanent at the time, nobody knows what systems will be in 
use a few years later.

It is also important to remember that it is much easier to close an open system than to 

open a closed one.
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Appendix A
History of the Telecommunication Network

1835: invention of the electric telegraph (Samuel Morse, USA)
1845: the telegraph into public use in the USA
1855: the telegraph link between Helsinki and St. Petersburg into service, the 

Finnish Telegraph Company is founded 

1876: an application for the telephone is filed (Alexander Graham Bell, USA) 

1877: the first telephone connection is established in Finland (Johan Nissinen, 

Helsinki)
1878: the first manual exchange, 8 lines (New Haven, USA)
1881: the first manual exchange in Finland (Turku)
1882: the first telephone company in Finland (Helsinki); the first carrier licenses 

issued in Finland

1886: the “Imperial Manifest” for the telephone operations in Finland is issued 
(See Appendix B)

1889: the first automatic dialer (A.B. Strowger, USA)
1892: the first automatic telephone exchange (La Porte, USA)
1896: invention of the rotary dial

1900: the first automatic exchange in Europe (Berlin)

1922: the first automatic exchange in Finland (Töölö, Helsinki) with Strowger- 

dialers; the first 2-channel carrier wave transmission using open-wire lines 
1931: the first telex in Finland (STT)
1933: the first automatic telex-network into service (Berlin-Hamburg); 809 

telephone companies in Finland

1939: the first carrier wave cable connection in Finland (Helsinki-Turku)

1940: the first manual telex exchange in Finland (Helsinki)
1942: L.M. Ericsson starts manufacturing phones in Finland 
1947: a working group invents the semi-conductor transistor (Bardeen, В rattain, 

Schockely, USA)

1952: the first coaxial cable carrier wave system in Finland, 36 speech channels 
(Åland; Hammarudd, Sweden; Simpnäs)

1955: the first automatic telex exchange in Finland (Helsinki)
1957: the automatic long distance phone traffic starts officially in Finland 

(Tampere-Hämeenlinna-Lahti)
1962: the first satellite transmitting telephone traffic - the Telstar is shot into 

orbit
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1971: the manual car radio traffic system ARP starts in Finland
1974: the first automatic international call connections in Finland

1978: the first digital telephone exchange in Finland into service (Turku)
1980: Finland’s entire telephone network fully automated 

1981 : circuit switched data transmission traffic starts in Finland 

1982: the cellular NMT 450 mobile phone traffic starts in Finland 
1984: packet switching data transfer starts in Finland 
1986: the cellular NMT 900 mobile phone traffic starts in Finland 
1987: legislation for telecommunications in Finland
1991: the pan-European digital GSM mobile phone system service starts in 

Finland

1994: competition opened for long distance, international and local call provision 

in Finland

[24]
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Appendix В
The Imperial Telecommunications Manifest of Alexander III

Keisarillisen majesteetin armollinen julistus 
niistä ehdoista, joilla telefoonijohtoja 

saadaan maahan asettaa ja käyttää.

Annettu Helsingissä, 23 p:nä joulukuuta 1886.

Me Aleksander Kolmas, Jumalan armosta, koko Venäjänmaan keisari ja 
itsevaltias, Puolanmaan tsaari, Suomen suurruhtinas, ym., ym., ym. Teemme 
tiettäväksi: että valtuutettuamme, tehdystä alamaisesta esityksestä, Suomen 
Senaattiamme tutkimaan ja ratkaisemaan hakemuksia telefoonijohtojen 
asettamisesta ja käyttämisestä maassa sekä Armossa annettuamme Senaatille 
oikeuden määrätä ne ehdot, joilla Suomen valtio on oleva oikeutettu lunastamaan 
johdot niin pitkän ajan perästä kuin kussakin eri tapauksessa saatetaan määrätä, 
Me ilmaantuneesta syystä olemme nähneet hyväksi antaa seuraavat likemmät 
määräykset asiasta, nimittäin:

1 §•

Jos yksityinen henkilö tahi yhtiö haluaa oikeuden asettaa ja käyttää 
telefoonijohtoja, niin hakekoon lupaa siihen Senaatin Talous-osastolta, ellei 
semmoisella yhdistyksellä tarkoiteta yksinomaisesti yksityistä käytäntöä; 
liittäköön myöskin hakemukseen ilmoituksen laitoksen laadusta sekä johdon tahi 
johtojen suunnasta.

Telefoonijohdoiksi yksityistä käytäntöä varten luetaan: johdot virastojen ja 
viranomaisten tarvetta varten, kaupungissa oleva johto, aiottu osalliselle samassa 
firmassa, asiatoimessa tahi yrityksessä, sekä johto maalla, jos se kokonaan on sen 
maan rajojen sisäpuolella, joka on laitoksen omistajan oma, eikä tee haittaa toisen 
omaisuudelle tahi yleiselle maan- tahi rautatielle.

2 §.

Myönnytys annetaan Senaatin Talous-osaston tutkimuksen mukaan määrätyksi, 
pitemmäksi tahi lyhemmäksi, ajaksi älköönkä sitä ilman erityistä lupaa toiselle 
henkilölle siirrettäkö.

3§.

Telefoonilaitoksen, jolle myönnytys on annettu, pitää määrätyn ajan kuluessa, 
myönnytyksen antopäivästä lukien, oleman käytettäväksi avattu; jos toisin 
tapahtuu, olkoon myönnytys menetetty.
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Myönnytystä telefoonilaitokseen annettaissa edustettakoon Suomen valtiolle 
oikeus vissin, kussakin eri tapauksessa määrätyn ajan kuluessa lunastaa laitos sitä 
seuraavien, myönnytyksen-saajan saavuttamien oikeuksien ja etujen kanssa 
korvausta vastaan, joka vastaa laitoksen oikeata arvoa ynnä korkoa, ei sentään 
korkeampaa kuin kuusi prosenttia vuodessa, rakennus-pääomasta, kuitenkin niin 
että sanotusta korosta vedetään pois se voitto, joka laitoksesta lunastamisaikaan 
asti asianmukaisen kirjanpidon mukaan on saatu; ja määrää tämän arvon kaksi 
asianymmärtävää henkilöä, jotka on valinnut, toisen Senaatin Talous-osasto ja 
toisen laitoksen omistaja, sekä kolmas henkilö, jonka on valinnut kumpikin siten 
valituksi tullut taikka, heidän ollessa erimielisiä, sen paikkakunnan tuomio-istuin, 
jossa laitoksella on laillinen oikeuspaikkansa.

5§.

Telefoonitolppia älköön asetettako yleisille maan- tahi rautateille, kaduille, 
toreille tahi muille yleisille paikoille taikka niitten viereen älköönkä myöskään 
johtoja johdettako näitten ylitse tahi alitse, ellei erityistä lupaa siihen Senaatin 
Talousosastolta saada; älköönkä myöskään semmoisia johtoja niin asettako, että 
yksityisten oikeutta sen kautta loukataan.

Jos telefoonijohto on tahi tulee esteeksi keskusliikkeelle tai haitaksi valtion 
laitoksille, niin olkoon omistaja velvollinen ilman oikeutta vahingonkorvaukseen 
johdon pois toimittamaan tahi hävittämään. Jos johto siihen kuuluvine tolppineen 
havaitaan rumentavaksi, pitää tämä asianomaisen paikkakunnalla olevan 
viranomaisen osoituksesta korjattaman.

6§.

Annettu myönnytys ei tuota oikeutta muita pois sulkemalla rakentaa ja käyttää 
telefoonilaitosta.

7§.

Jos yksityisissä tapauksissa muitakin määräyksiä kuin ylempänä mainitut, tahi 
poikkeuksia näistä havaitaan tarpeelliseksi, edustetaan Senaatin Talous-osastolle 
oikeus siitä myönnytystä annettaissa määrätä.

Tätä kaikki asianomaiset alamaisuudessa noudattakoot.

[55]
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Appendix C
Host Computers by Internet Domain (January 1996)

Domain Hosts

Commercial com 2,430,954
Education edu 1,793,491

Network net 758,597
Germany de 452,997

United Kingdom uk 451,750
Canada ca 372,891

Government gov 312,330
Australia au 309,562

Japan JP 269,327
Organization org 265,327

Military mil 258,791
United States us 233,912

Finland fi 208,502
Netherlands nl 174,888

Sweden se 149,877
France fr 137,217

Norway no 88,356
Switzerland ch 85,844

Italy it 73,364
Spain es 53,707

New Zealand nz 53,610
Austria at 52,728

Denmark dk 51,827
South Africa za 48,277

Belgium be 30,535
Israel il 29,503

Republic of Korea kr 29,306
Taiwan tw 25,273
Poland Pi 24,945

Singapore sg 22,769

[56]
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Appendix D
Traffic To and From the NSFNet Backbone (November 1994)

United States 
Canada 
France 
Australia
United Kingdom ..
Sweden
Switzerland
Germany
Netherlands
Finland. . . . . . . . . . . . .
Taiwan
Japan
Korea
Norway
Mexico ............
Hong Kong 
Italy 
Austria 
Singapore
Poland.............
Spain
Czech Republic 
Israel
New Zealand
Belgium ..........
Denmark 
South Africa 
Russian Federation 
Ireland
Brazil. . . . . . . . . . . . . .
Chile
Slovak Republic
Greece
China
Hungary ..........
Estonia 
Slovenia 
Thailand 
Puerto Rico
Turkey .... . . . . . . . .
Portugal
Latvia
India
Iceland
Croatia .. . . . . . . . . .
Colombia
Malaysia

Sent to U.S. NSFNet Gigabytes Received from U.S. NSFNet
10,000 1.000 100 10 1 10 100 1,000 10,000

The graph shows inbound and outbound traffic from the top 47 countries to the NSFNet 
backbone for November 1994, the last month before the beginning of the transfer of traffic 
away from the backbone, which was decommissioned at the end of April 1995. The figures 
give a rough idea of Internet traffic flows between the United States and the rest of the 
world. Countries with less developed networks tend to have more unidirectional flows; they 
receive much more data than they send. [57]
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