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Introduction

Using the links between the theory of lattices and the language of num-

ber theory, discrete geometry and topology, this thesis proposes solutions

to some security and reliability problems in the wireless communication

setting.

A lattice is simply a discrete subset of Euclidean space with a periodic

structure. Historically, studying configurations of points in real space is

as old as geometry. In his book "The Elements", Euclid introduced the n-

dimensional Euclidean spaces for modelling the "physical universe". The

continuous aspect of such mathematical environments is one of the bar-

riers between the developed theories on this model, and real-life prob-

lems. Consequently, studying discrete subsets of Euclidean space became

of great interest in various mathematical areas.

A lattice can be elegantly described and investigated through linear al-

gebra. In the 18th century, Gauss, Lagrange, and later Hermite, realised

that endowing lattices with a metric structure via the theory of quadratic

forms raises many interesting questions. Consequently, lattices figured

in proofs of arithmetic results such as quadratic reciprocity and the four-

square theorems.

In 1889, Minkowski officially introduced a new branch of number theory

named "the geometry of numbers" [42]. To this date, Minkowski’s first,

second, and convex body theorems are still influencing various areas of

mathematics.

In the 19th century, lattices found their way to topology, measure theory,

dynamics, and other areas of mathematics. Nowadays, we can safely say

that "lattices are everywhere" [65]. In the present work, we investigate

lattices in wireless communications. Since the foundation of the mathe-

matical theory of communication by Shannon in 1948, lattices became a

cornerstone in the modern theory of communication. One of the celebrated
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Introduction

ideas by Shannon was to represent signals of finite bandwidth by points

in Euclidean space. This observation opened the door for mathematicians

from different areas to contribute to the development of communication

technologies. Reliability and security are the most requested properties

while building efficient communications systems. These two properties

are classically approached by the theory of error-correcting codes and

cryptography. In general, these two theories ignore the physical, or rather

the statistical, features of the communication channel. The tremendous

demand for designing more efficient wireless networks imposes the ne-

cessity of studying the statistical and physical aspect of communication

channel models.

Physical layer security is a family of methods and techniques that are

devoted to ensuring reliability and security at the physical layer simulta-

neously. By exploiting noisy communication channels’ characteristics, we

can design codes simultaneously minimising, the probability of making

decoding errors and the eavesdropper’s chances of intercepting a trans-

mitted message. In cryptography, security issues are addressed by en-

crypting data using an encryption key. Exchanging, generating, and ma-

nipulating cryptographic keys is a significant problem in cryptography.

Physical layer security schemes in this sense are entirely keyless. Instead

of a cryptographic key, the randomness of the channel provides means

to "hide" the legitimate message [64], thereby significantly reducing the

computational complexity endowed by the key generation and distribu-

tion. Compared to public encryption schemes, another prominent feature

of physical layer security is that the security measures are based on infor-

mation theoretic and probabilistic methods, which are independent of the

computational power of the eavesdropper. However, we have to admit that

physical layer security has some weaknesses. The main one comes from

supposing that the eavesdropper has a degraded channel compared to the

legitimate receiver. Violation of this assumption on the characteristics of

the channel might result in low secrecy. Due to the hierarchy of protocol

layers, physical layer techniques are nevertheless still applicable, in the

sense of enforcing cryptography and error-correcting codes.

Security and reliability measures at the physical layer have been stud-

ied by several authors (see e.g. [17] and references therein). Most of the

known measures are based on asymptotic approaches. That is, proving se-

curity and reliability by assuming that the message length goes to infinity.

Taking into account that in practice, a message length is never infinite,

12



Introduction

we considered some relaxed versions of the known security and reliability

measures that are more compatible with a realistic finite setting. We have

been mostly interested in lattice codes over additive white Gaussian noise

(AWGN) and fading wiretap channels. We concluded that the codes carved

from the so-called well-rounded lattices provide a promising solution for

reliability and security over such a wireless communication system.

Many authors proposed characteristics of efficient lattice codes for the

AWGN and fading (wiretap) channel (see e.g. [33, 48–50] and references

therein). As mentioned previously, these design criteria are based on

asymptotic measures. Furthermore, constructing lattices satisfying such

criteria is sometimes a complicated process, i.e., finding the best sphere

packing or the lattice maximising the minimum product distance. To this

end, our design criteria attempt to enlarge the search space for the pursuit

of efficient lattice codes. Our choice for the set of well-rounded lattices, as

a search space, is motivated by the fact that it contains two of the most

used lattices for constructing lattice codes over fading and AWGN chan-

nels, namely, the best sphere packing and the highest minimum product

distance lattices. We also argue that this search space, despite having in-

finitely many elements, is negligible from a measure-theoretic perspective

(measure zero). We are aware that checking that a lattice is well-rounded

might be a complex process in large dimensions. However, we strength-

ened our study by some explicit constructions.

0.0.1 Thesis organisation and contributions

The thesis is organised as follows. In the first chapter, we give an overview

of some important results in lattice theory; then we study well-rounded

lattices in more detail. We conclude the first chapter by the main re-

sult in Publication V, where we provide a generic construction of well-

rounded lattices in every dimension. This construction is motivated by

a few properties characterising a family of algebraic lattices, i.e., lattices

arising from tame number fields.

The second chapter is entirely dedicated to lattice constructions from al-

gebraic number theory. For this purpose, we present some basic concepts

and known results in algebraic number theory. The rest of the second

chapter is mainly dedicated to the study of algebraic lattices. Motivated

by the existence of algebraic well-round lattice, we present a method to

generate well-rounded ideal lattices from maximal real subfields of cyclo-

tomic fields. The last part of this chapter is dedicated to the results ap-

13
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pearing in Publication II, where we study well-rounded algebraic twists

of ideal lattices over real quadratic fields.

The third chapter is divided into two parts. In the first part, we address

the communication reliability problem over single-input-single-output

(SISO) fading and AWGN channel models. Motivated by designing codes

that simultaneously provide reliable communication in both models, we

investigate the action of the diagonal group on algebraic lattices over to-

tally real number fields. This part includes results from Publication I,

where we considered this action on real quadratic fields.

In the last part of the third chapter, we discuss the security measures

we took into account in our study. After introducing the necessary back-

ground on the wiretap channel, we explain the results of Publication III

and IV, where we experimentally (Publication III) and analytically (Pub-

lication IV) studied well-rounded lattices over fading and AWGN wiretap

channels.

14



1. Lattices

In this chapter, we first overview some background and important results

in lattice theory. The main reference for lattices is the book by J. Conway

and N. Sloane [16]. The rest of the chapter is dedicated to the space of all

lattices with emphasis on the set of well-rounded lattices.

1.1 Definitions and basic concepts

Preliminaries

Let x = (x1, . . . , xn) ∈ Rn. By the length of x we mean the Euclidean norm,

or the l2 norm defined by

||x||2 :=

√√√√
n∑

i=1

x2
i =

√
〈x, x〉,

where 〈·, ·〉 is the standard inner product in Rn. We will denote this norm

simply by || ||. We write In for the identity matrix in n dimensions. For a

matrix A ∈ Rn×n, we write AT for the transpose of A.

We denote by Bn(r) = {x ∈ Rn : ||x|| < r} the open Euclidean ball of

radius r > 0. For any measurable set S ⊂ Rn, we denote by vol(S) the

n-dimensional volume with respect to the Lebesgue measure.

A set L ⊂ Rn is discrete if for any x ∈ L there exists ε > 0 such that for

all y ∈ L, y 6= x, ||x − y||2 ≥ ε. Finally, L is an additive subgroup of Rn if

0 ∈ L and x± y ∈ L for all x, y ∈ L.

Definition 1.1.1. A lattice L is a non-trivial discrete additive subgroup of

Rn.

Example 1.1.2.

1. The orthogonal lattice Zn.

15



Lattices

2. The checkerboard lattice

Dn =
{

(x1, . . . , xn) ∈ Zn :
n∑

i=1

xi ≡ 0 (mod 2)
}
.

3. The An lattice

An =
{

(x1, . . . , xn+1) ∈ Zn+1 :

n+1∑

i=1

xi = 0
}
.

4. The Gosset lattice

E8 =
{
x = (x1, . . . , x8) ∈ Z8 : x ∈ D8 or x+ (

1

2
+ · · ·+ 1

2
) ∈ D8

}
.

The minimum distance of a lattice L, is the minimum distance between

any two distinct lattice points and equals the length of the shortest non-

zero vector.

Definition 1.1.3. Let L ⊂ Rn be a lattice. Then the minimum distance of

L is defined by

λ1(L) = min{||x− y|| : x 6= y ∈ L} = min
x∈L\{0}

||x||.

The vectors x ∈ L such that ||x|| = λ1(L) are called the minimal vectors in

L, and such an x is also referred to in the literature as a shortest vector.

We give sufficient and necessary conditions for a subgroup of Rn to be a

lattice.

Proposition 1.1.4. Let L be a non-trivial additive subgroup of Rn. The

following are equivalent:

1. L is a lattice.

2. minx∈L\{0} ||x|| > 0.

3. ∀r > 0, |L ∩Bn(0, r)| is finite.

Any lattice L in Rn spans a t-dimensional linear subspace of Rn. Hence,

for some t ≤ n, L is necessarily isomorphic to Zt as an abelian group. We

say that L has rank t. The lattice L has full rank if t = n.

Consequently, a rank t lattice L can be described as a Z-free module in

Rn of rank t. More precisely, if L has a basis B of t linearly independent

vectors B = {v1, . . . , vt}, then L is of the following form

L =
{ t∑

i=1

aivi | ai ∈ Z
}

= ML · Zn, (1.1)

where ML = [v1 · · · vt].
The set L in (1.1) is clearly an additive subgroup of Rt. In fact, the

following equivalence holds.
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Theorem 1.1.5. Let L be an additive subgroup of Rn. Then the following

are equivalent:

1. The set L is discrete.

2. L = spanZ{v1, . . . , vt} for some linearly independent {v1, . . . , vt} in Rn.

The columns of ML form a Z-basis B of L, and we say that ML is a

generator matrix of L.

Definition 1.1.6. To any generator matrix ML of a rank t lattice L, we

associate the Gram matrix GL = MT
LML = (〈vi, vj〉)1≤i,j≤t. If GL ∈ Zt×t,

then L is called an integral lattice.

Note that L is integral if and only if 〈x, y〉 ∈ Z for any x, y ∈ L.

Definition 1.1.7. A matrix A ∈ Zn×n is said to be unimodular if Det(A) =

±1. We denote the set of unimodular matrices in Zn×n by SLn(Z). A lattice

L ⊂ Rn is said to be an unimodular lattice if ML ∈ SLn(Z).

Using standard linear algebra, we can prove that two invertible ma-

trices M and M ′ generate the same lattice if and only if there exists

U ∈ SLn(Z) such that M ′ = MU . We say that the bases described by

M and M ′ are equivalent. Consequently, a lattice admit infinitely many

bases.

Example 1.1.8. The lattice generated by v1 = (1, 0) and v2 = (0, 1) in

R2 is simply the orthogonal lattice Z2. Remark that any integer vectors

u1 = (a, b) and u2 = (c, d) such that ad− bc = ±1 will generate Z2.

u2

u1

v2

v1

Figure 1.1. The orthogonal Z2 lattice with two different bases.

The fundamental parallelepiped of a lattice L is a lattice invariant that

measures the density of the L.
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Definition 1.1.9. For any lattice basis B = {v1, . . . , vn} we define the fun-

damental parallelepiped of B as

P(B) = {M · x | x = (x1, . . . , xn) ∈ Rn, 0 ≤ xi < 1},

where M is the matrix with column vectors {v1, . . . , vn}.

Using the notion above we describe the sets of n linearly independent

vectors in L that span L.

Proposition 1.1.10. Let L be a full rank lattice in Rn. Then a set of lin-

early independent vectors B = {v1, . . . , vn} ⊂ L forms a basis for L if and

only if

P(B) ∩ L = {0}.

Proof. Assume that B is a basis of L. Then the result fellow from the fact

that any x ∈ L is an integer linear combination of the vectors in B, and by

definition, P(B) is is the set of linear combinations of vi with coefficients

in [0, 1).

Now assume that P(B)∩L = {0}. By assumption we have that L is a full

rank lattice and v1, . . . , vn are linearly independent, then for any x ∈ L we

can write x =
∑n

i=1 tivi with ti ∈ R. Take y =
∑n

i=1bticvi. Clearly, y ∈ L.

Furthermore, x − y ∈ P(B) ∩ L, the last intersection being zero implies

that x is an integer linear combination of v1, . . . , vn.

Definition 1.1.11. Let L be a lattice in Rn with Gram matrix GL. We

define the volume of L to be

vol(L) :=
√

Det(GL).

Note that vol(L) is independent of the choice of basis. Sometimes in

the literature vol(L) is called the determinant of L. If vol(L) = 1, then

L is called an unimodular lattice. The following proposition relates the

volume of a lattice with the usual volume notion on Rn.

Proposition 1.1.12. Let B denote any basis for a full rank lattice L. Then

vol(L) = vol(P(B)).

Proof. Let B = {v1, . . . , vn}. To prove the proposition it is enough to re-

mark that vol(L) =
∏n
i=1 ||ṽi|| = vol(P(B)), where {ṽ1, . . . , ṽn} is the Gram-

Schmidt orthonormal basis obtained from B.

The invariant vol(L) provides a way to measure the density of L. We

illustrate this in the next Theorem.
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Theorem 1.1.13 (Blichfeldt, [11]). Let L be an n-dimensional lattice and

let S be a measurable subset of Rn. If vol(S) > vol(L), then there exist

distinct points x, y ∈ S such that x− y ∈ L.

An important corollary of the above result is Minkowski’s convex body

theorem.

Theorem 1.1.14. (Minkowski’s Convex Body Theorem) Let L be a lattice

in Rn, and assume that S is a Lebesgue measurable subset of Rn that is

symmetric with respect to the origin and convex. If vol(S) > 2n vol(L), then

S ∩ (L \ {0}) 6= ∅.

Finally, an additive subgroup L′ of L is called a sublattice of L. If both

lattices are full-rank, then the index of L′ in L is given by

[L : L′] =
vol(L′)
vol(L)

.

We have seen that many properties of lattices are described through

linear algebra; this is due to the simple and linear structure of such ob-

jects. In contrast to that, lattices becomes more interesting when seen as

metricised Z-modules of the real Euclidean space. We will illustrate this

fact by considering computational problems involving the metric aspect of

lattices.

Computational lattice problems

For a given lattice L ⊂ Rn, the shortest vector problem (SVP), consist of

finding the value of λ1(L). SVP is known to be an NP-hard problem [1].

In the plane, SVP is solvable by an algorithm attributed to Gauss.

Given a lattice L ⊂ R2 with basis {b1, b2}, the algorithm has two oper-

ations. First, it orders the basis elements such that ||b1|| ≤ ||b2||; if this

condition is not satisfied, then the algorithm simply replaces b1 by b2. The

second requirement consists of checking the condition ||b2|| ≤ ||b1 ± b2||;
if this condition is satisfied then the algorithm returns b1 = λ1(L). If not

then take b2 = b2 − b1 and repeat. We illustrate Gauss’s algorithm by the

following example.

Example 1.1.15. Let L be a lattice in R2 with basis

b1 =


7

3


 and b2 =


5

2


 .
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Clearly, ||b2|| ≤ ||b1||, so we take b2 =


7

3


 and b1 =


5

2


.

Remarking that, b2 − b1 =


2

1


 and ||b2||2 > ||b2 − b1||.

We consider

b1 =


2

1


 and b2 =


5

2


 .

Again, we take b1 = b2 − 2b1 =


1

0


, and we finally get

b1 =


1

0


 and b2 =


0

1


 ,

which is the orthogonal lattice in Figure (1.1).

Similarly, we can define the γ−approximate Shortest Vector Problem

(SV Pγ) as : given an n−dimensional lattice L and γ ∈ R+, find y ∈ L such

that ||y|| ≤ γλ1(L).

The approximation factor γ is in general considered as a function of the

dimension n. Indeed, SV Pγ is proved to be NP-hard [29] for any constant

approximation factor c = γ .

The following theorem due to Minkowski shows that if y ∈ L with ||y|| ≥
γ
√
n(vol(L))1/n, then y is not a solution to SV Pγ .

Theorem 1.1.16 (Minkowski’s first theorem, [42]). Let L ⊂ Rn be a full

rank lattice. Then

λ1(L) ≤ √n(vol(L))1/n.

We can see the Gauss algorithm as a vectorial version of the Euclidean

algorithm. Unfortunately, this algorithm fails in dimensions n higher

than two. In [32] Lenstra, Lenstra and Lovász (LLL) developed a higher

dimensional variation of the Gauss algorithm. The LLL algorithm re-

turns a vector y ∈ L such that ||y|| ≤
(

4
3

)n/2
λ1(L) in a polynomial time in

n. In other words, the LLL algorithm provides a solution to SV Pγ with

γ =
(

4
3

)n/2.

An equivalent way to define λ1(L) is by taking λ1(L) to be the smallest

r such that the lattice points inside the closed ball centred at 0 and of

radius r span a space of dimension 1. This definition leads to the following

generalisation of λ1(L) known as the successive minima of L.

Definition 1.1.17. Let L be a lattice in Rn. The ith successive minimum of

L is

λi(L) := inf
{
r | dim{span(L ∩B(0, r)} = r

}
,
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where B(0, r) is the closed ball of radius r around 0.

Remark 1.1.18. The successive minima of a lattice L are achieved, that

is, there exist vi ∈ L such that ||vi|| = λi(L) for 1 ≤ i ≤ n. The ball of radius

2λi(L) contains only finitely many lattice points. Thus, one of these vectors

must have length λi(L).

The vectors v1, . . . , vn ∈ L such that ‖vi‖ = λi(L) are called the vectors

corresponding to successive minima. They do not necessarily form a basis

for L. On the other hand, L has a Minkowski-reduced basis y1, . . . , yn,

defined by the conditions that

‖y1‖ = λ1(L), ‖yi‖ = min {‖x‖ : {y1, . . . yi−1,x} is extendable to a basis for L} .

In general, ‖yi‖ ≥ λi, and when n ≥ 5 these inequalities can be strict,

although a theorem of van der Waerden [60] asserts that for all i ≥ 4,

‖yi‖ ≤
(

5

4

)i−4

λi(L). (1.2)

When n ≤ 4, a Minkowski-reduced basis for a lattice L always consists

of vectors corresponding to successive minima. For each n ≥ 2, there

are finitely many inequalities that have to be satisfied by the vectors

y1, . . . , yn ∈ L to be a Minkowski-reduced basis for L. The number of such

inequalities depends only on n but grows fast with n. The explicit list of

non-redundant inequalities is known only for n < 7.

Theorem 1.1.19 (Tammela, [58]). Let n < 7. An ordered basis {y1, . . . , yn}
of a lattice L, i.e ||y1|| ≤ · · · ≤ ||yn||, is Minkowski-reduced if and only if for

any i ≤ n and for any integers c1, . . . , cn that satisfy both conditions below,

we have the inequality:

||yi|| ≤ ||c1y1 + · · ·+ c1yn||.

1. the integers c1, . . . , cn are co-prime.

2. For some permutation τ of {1, . . . , n}; (|cτ(1)|, . . . , |cτ(n)|) appears in

the list below (where blanks count as zeros).

Moreover this list is minimal, which means that if any condition is dis-

regarded, then a basis can satisfy all the others without being Minkowski-

reduced.

Note that for n = 2, the Gauss algorithm gives a Minkowski-reduced

basis.

Now we define three additional computational lattice problems :

21



Lattices

1 1

1 1 1

1 1 1 1

1 1 1 1 1

1 1 1 1 2

1 1 1 1 1 1

1 1 1 1 1 2

1 1 1 1 2 2

1 1 1 1 2 3

• The γ−approximate Shortest Independent Vectors Problem (SIV Pγ):

given an n−dimensional lattice L and γ ∈ R+, find a maximal set

of approximately shortest linearly independent lattice vectors, i.e., n

linearly independent vectors of length at most γλn(L).

• The γ−approximate Successive Minima Problem (SMPγ): given an

n−dimensional lattice L, find linearly independent vectors v1, . . . ,vn

such that ||vi|| ≤ γλi(L) for all 1 ≤ i ≤ n.

Additionally, a solution to SMPγ will necessarily imply a solution to

both SV Pγ and SIV Pγ . Furthermore, SIV Pγ is believed to be harder than

SV Pγ . In Section 1.3, we will give an example of a family of lattices (well-

rounded lattices) on which these three problems are equivalent.

As a final part of this section, we present two bounds on the successive

minima, where the first is a result due to Minkowski [42].

Theorem 1.1.20 (Minkowski’s second theorem, [42]). Let L ⊂ Rn be a full

rank lattice. Then

( n∏

i=1

λi(L)
)1/n

≤ √n(vol(L))1/n.

The second result in this direction involves the notion of the dual lattice.

Definition 1.1.21. Let L be a full rank lattice in Rn. We define its dual

lattice L∗ by

L∗ = {y ∈ Rn | 〈x,y〉 ∈ Z for any x ∈ L}.

The following proposition summarises some important properties of the

dual lattice; these properties can be proved easily using linear algebra.

Proposition 1.1.22. [16] Let L be a lattice in Rn with dual lattice L∗,

then
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1. ML∗ = (MT
L )−1.

2. vol(L) = 1
vol(L∗) .

3. (L∗)∗ = L.

At first sight, the definition of the dual lattice seems unnatural. How-

ever, this definition has a deep connection with the duality notion that

originates from vector spaces.

Let F be a field and V an F -vector space. The dual V ∗ of V is defined

as the set of linear functions ϕ : V → F . If V ⊂ Rn then V and V ∗ are

isomorphic via the map sending every vector y ∈ V to the linear map

ϕy = 〈y, ·〉. This means that the elements of the dual space V ∗ are

represented by the elements y ∈ V via the inner product.

Analogously, the dual lattice is constructed by replacing R by Z and con-

sidering the linear functions ϕ : V → Z, represented by the elements

x ∈ L.

Let y ∈ L∗, then by definition we can partition L into layers in the

following way

L = ∪i∈ZSi,

where Si = {x ∈ L | 〈x,y〉 = i}.
Remark that the layers Si are just shifts of the set

S0 = {x ∈ L | 〈x,y〉 = 0} = L ∩ span(y)⊥.

Additionally, the distance between the two layers is exactly 1
||y|| . Hence,

the shorter the dual vector y, the larger is the distance between the layers

defined by y. Initially, this highlights a link between the length of shortest

vectors in L and those of L∗.

Proposition 1.1.23. For any rank n lattice L

λ1(L)λ1(L∗) ≤ n.

Proof. Combining the second point in Proposition 1.1.22 with Minkowski’s

second theorem,

λ1(L∗) ≤ √n(vol(L∗))1/n =

√
n

(vol(L))1/n
.

The result follows from

λ1(L) ≤ √n(vol(L))1/n.
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With more careful analysis Banaszczyk proved the following theorem

known as Banaszczyk transference theorem.

Theorem 1.1.24 (Banaszczyk, [5]). For any rank n lattice L

1 ≤ λ1(L)λn(L∗) ≤ n.

We have seen in this chapter that the Euclidean aspect of lattices raises

many interesting problems. In fact, this aspect can be generalised using

the theory of quadratic forms.

Let f(x) = f(x1, . . . , xn) ∈ R[x1, . . . , xn] be a positive definite quadratic

form, i.e., f(x) = xtQx, where Q is an n × n symmetric positive definite

coefficient matrix for f . Then Q = T tT for some T ∈ GLn(R), so

f(x) = (Tx)t(Tx). (1.3)

In the literature the notation fT is used for the form f as in (1.3) with

coefficient matrix T tT for some T ∈ GLn(R).

Let L be a lattice in Rn. Hereon, we will use the term lattice to refer to a

pair (L, fT ), where the form fT is used to define the norm of vectors in L.

If T = In, the n×n identity matrix, then fA coincides with || ||2, the square

of the usual Euclidean norm, in which case we simply write L instead of

(L, fIn). In general, let x = MLy ∈ L, i.e., y ∈ Zn, so

fT (x) = (TMLy)T (TMLy) = yT (TML)T (TML)y = ‖(TML)y‖2. (1.4)

In other words, a lattice (L, fT ) can be identified with the lattice TL, which

we will refer to as the twist of L by T .

1.2 The space of all lattices

Using the link between lattices and quadratic forms, we can identify the

space of lattices up to change of basis with the equivalent classes of quadratic

forms. this identification can be seen in terms of matrices as follows.

Scaling a lattice L by a positive constant and negating a basis vector if

necessary, we may assume that ML ∈ SLn(R), i.e., determinant one real

matrices. A change of basis corresponds simply to right multiplication on

ML by an element of SLn(Z). Hence, the space of all (unimodular) lattices

in Rn is

Ln := SLn(R)/SLn(Z). (1.5)

Note that Ln is a special case of G/Γ, where G is a Lie group and Γ is a

discrete subgroup of G [43]. Further, it is known that Ln is not a compact

space, but it does have a finite volume with respect to Haar measure.
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For the sake of completeness, we mention some topological properties of

the space of lattices.

We say that a sequence of lattices {Li}∞i=1 in Ln converges if we can

choose a basis bm,1, . . . , bm,n of Lm form = 1, 2, . . . such that aj := limm→∞ bm,j

exist for j = 1, . . . , n and a1, . . . , an are linearly independent. We call a lat-

tice L with basis a1, . . . , an the limit of the sequence {Li}∞i=1.

We cite an important theorem on the topology of Ln known as Mahler’s

compactness criterion.

Theorem 1.2.1 (Mahler, [34]). The set of lattices L ∈ Ln whose shortest

vector is of a fixed length ≥ r > 0 is compact.

Next, we define an equivalence relation on Ln. Clearly, the Euclidean

norm is invariant under rotation. Then if L ∈ Ln it is natural to consider

its similarity class, defined to be the orbit [L] := SOn(R) · L ⊂ Ln, where

SOn(R) is the set of determinant one orthogonal matrices in Rn×n. The

space of all similarity classes of lattices is

Sn = SOn(R)\SLn(R)/ SLn(Z). (1.6)

We will describe S2 explicitly in the following example.

Example 1.2.2. Let L ⊂ R2 be a planar lattice, with minimal vectors v1

and v2, i.e, ||vi|| = λi(L) for i ∈ {1, 2}. Clearly, L′ = 1
λ1(L)L is similar to

L. Rotating L′ we can ensure that the image of v1 under this similarity is

e1 = (1, 0). Consequently, L is similar to

L′ =


1 a

0 b


Z2.

Negating v′2 = (a, b) if necessary we may assume that b ≥ 0. Furthermore,

it is easy to see that the angle θ between v1 and v2 is in [π/3, π/2], otherwise

||v1 − v2||2 = ||v1||2 + ||v2||2 − 2||v1||||v2||cosθ < ||v2||2.

Hence, ±(v1 − v2) would be a shorter vector than v2 and still linearly

independent with v1. Thus, 0 ≤ a ≤ 1/2. The argument above shows that

there is a one-to-one correspondence between similarity classes of planar

lattices and

F = {τ = a+ bi ∈ H : 0 ≤ a ≤ 1/2, |τ | ≥ 1},

where H = {z ∈ C : =(z) > 0} is the Poincaré upper half plane.

We denote by Lτ the lattice corresponding to τ ∈ F .
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Remark 1.2.3. The region F is the "half" of the standard region of the

action of SL2(R) on H by linear transformations.

The following figure illustrates the space of similarity classes of planar

lattices.

-1 −1
2

0 1
2

1

F

1.3 Well-rounded lattices

Given a lattice L, we define the set of minimal vectors in L to be

S(L) := {x ∈ L : ||x|| = λ1(L)}. (1.7)

The kissing number of L, denoted by κ(L), is the cardinality of S(L).

Remark 1.3.1. The kissing number κ(L) is well-defined by Proposition

1.1.4.

Definition 1.3.2.

1. A lattice L ⊂ Rn is well-rounded (abbreviated WR) if

spanR(S(L)) = Rn.

2. We say that L is strongly well-rounded (abbreviated SWR) if

L = spanZ(S(L)).

3. L is said to have a minimal basis if L = spanZ{v1, . . . ,vk}, for some

R-linearly independent vectors v1, . . . ,vk in S(L).

We denote by WRn and SWn the sets of n-dimensional WR and SWR

lattices in Ln respectively.
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Note that (3) =⇒ (2) =⇒ (1). In fact, Conway and Sloane [15] con-

structed examples of lattices L ⊂ Rn that are generated by their minimal

vectors but in which no set of n minimal vectors forms a basis for any

n ≥ 11. Furthermore, it was proved in [35], [36] and [38] that (2) and (3)

in the above definition are equivalent whenever n ≤ 9.

The following example shows that not all WR lattices are SWR.

Example 1.3.3. Let L be the lattice generated by Zn and the vector v =

(1/k, . . . , 1/k) for some non-zero integer k.

Clearly, ||v||2 = n
k2

. Assuming that n > k2, then ||v||2 > 1. Consequently,

λ1(L) = 1 and S(L) consists of the standard basis vectors, i.e, ±ei =

(0, . . . ,±1, dots, 0). Hence, L is WR. On the other hand, spanZ(S(L)) = Zn

and Zn 6= L. In fact, [L : Zn] = k.

WR lattices appear in various discrete optimisation problems, in par-

ticular in the investigation of the sphere packing, sphere covering, and

kissing number problems. A classical theorem due to Voronoi (1908) im-

plies that the local maxima of the sphere packing function are all WR.

In addition to their arithmetic and geometric appeal, WR lattices play

an important role in communication reliability and security, this feature

has been investigated in publications III and IV.

It is clear that the well-roundedness property is invariant under simi-

larity. Thus, the set of similarity classes of well-rounded lattices defines a

submanifold of Sn, which we denote byWn:

Wn = {[L] ∈ Sn : L is well-rounded} ⊂ Sn (1.8)

We callWn the well-rounded locus.

A natural question to ask at this point is: how often is a lattice WR?

We mentioned in the previous section that Ln has a unique measure µn
(Haar measure) that is right SLn(R)-invariant. Unfortunately, the set of

WR lattices in Ln has measure zero with respect to µn.

In fact, a lattice L will be WR if and only if all its successive minima are

equal. With this later definition, the setWn is defined by n− 1 equalities

on the successive minima. This shows that Wn is not a full-dimensional

sub-space in Ln, hence the vanishing measure.

This argument shows that WR, SWR and the lattices with minimal

bases are rare among all lattices. The measure-theoretic argument does

not imply the existence of finitely many WR lattices in a fixed dimension

n. Indeed, in Publication V we explicitly constructed infinitely many non-

similar lattices generated by their minimal basis in various dimensions.
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W2

Figure 1.2. The set WR2.

In [17], infinitely many non-similar lattices with a minimal basis were

constructed in prime dimensions.

Now we present a geometric description ofW2.

Example 1.3.4 (Well-rounded planar lattices). Let L be a planar lattice

with basis B = {b1, b2}. The necessary and sufficient conditions for the

basis b1, b2 to be Minkowski reduced (and hence to correspond to successive

minima λ1(L), λ2(L)) are as follows:

‖b1‖ ≤ ‖b2‖, 2|bt1b2| ≤ ‖b1‖‖b2‖. (1.9)

In order for L to be WR we need λ1 = λ2, i.e.

‖b1‖ = ‖b2‖, 2|bt1b2| ≤ ‖b1‖2. (1.10)

The second condition is equivalent to |cos θB| =
∣∣∣ 〈b1,b2〉||b1||·||b2||

∣∣∣ ≤ 1/2, that is,

θB ∈ [π/3, 2π/3].

AB satisfying (1.10) is clearly a minimal basis, we call the corresponding

θB the minimal angle of L.

If L and L′ are two well-rounded lattices with minimal bases B and B′,

then [L] = [L′] inW2 if and only if | cos θB| = | cos θB′ |.
Let Lτ be a representative of a similarity class in S2 as described in ex-

ample 1.2.2, then the lattices Lτ ∈ W2 are in one-to-one correspondence

with τ ∈ F such that |τ | = 1. Thus, the well-rounded locus of planar lat-

tices can be represented as shown by the intersection of F with the blue arc

in figure 1.2. It is clear from figure 1.2 that there exists infinitely many

non-similar planar WR lattices. The figure shows also that W2 is not a

full-dimensional sub-space of S2.

Different problems in lattice theory are given as optimisation problems

on the space of lattices. For instance, the lattice packing problem asks

about maximising the density of L.
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We define the centre density of a lattice L by

δ(L) :=
λ1(L)n

2n vol(L)
.

The parameter δ is invariant under rotation and dilation. Thus this

problem translates on Ln to finding a global maximum of

f : Sn → R>0; L 7→ λ1(L)

on Sn. We call a local maximum of f extreme.

Note that the center density of a well-rounded planar lattice L is com-

pletely determined by the value of | cos θB|:

δ(L) =
1/4

(1− | cos θB|2)1/2
, vol(L) = 1 (1.11)

Hence, the density δ is maximised for θ = π
3 , and this value corresponds

to the lattice

Lh =


1 1

2

0
√

3
2


Z2.

The lattice Lh is called the hexagonal lattice.

Remark 1.3.5. The lattice Lh is similar to A2.

A lattice L ⊂ Rn is called eutactic if there exist positive real numbers cx
satisfying

||v||2 =
∑

x∈S(L)

cx〈v, x〉2, (1.12)

For every v ∈ Rn. L is said to be strongly eutactic if all cx can be chosen to

be equal.

Voronoi [24] showed that Eutacy is a necessary condition for a lattice to

be a local maximum of δ. Using Voronoi’s result we prove the following.

Proposition 1.3.6. Let L be a local maximum of the packing density. Then

L is WR.

Proof. Assume that L is not WR, then L′ = spanR(S(L)) ( Rn. Thus, there

exists a non-zero vector v in the orthogonal complement of L′, and this

contradicts the condition (1.12).

Remark 1.3.7. Voronoi showed that a lattice L is extreme if and only if L

is perfect and eutactic. For detailed exposition on the topic see [37].
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Let WRn be the set of unimodular n-dimensional WR lattices. Proposi-

tion 1.3.6 shows that we can restrict the lattice packing problem to WRn
without loss of generality. In the last section, we will discuss problems

where designing efficient lattice codes is equivalent to optimising some

property (or function) on Ln.

Furthermore, we will show that in these specific examples, we can re-

strict our optimisation problems to WRn without loss of generality. The

following proposition ensures the existence of extrema of continuous real-

valued functions onWRn.

Proposition 1.3.8. The setWRn is compact in Ln.

Proof. Let L be a lattice inWRn, and let vi ∈ L such that ||vi|| = λi(L) for

1 ≤ i ≤ n. Taking L′ = spanZ(vi | 1 ≤ i ≤ n), L′ is a full-rank sub-lattice in

L. Hence, Det(L′) = [L : L′] ≥ 1. On the other hand

n∏

i=1

||vi|| =
n∏

i=1

λi(L) = λ1(L)n.

Recalling the Hadamard’s inequality
∏n
i=1 ||vi|| ≥ Det(L′), we conclude

that λ1(L) ≥ 1. The result follows from Mahler’s compactness criterion.

Restricting problems on Ln to WRn can be done by constructing a suit-

able deformation that preserves the problem properties. For example,

Ash [2] showed that Ln can be deformed continuously intoWn.

Theorem 1.3.9 (Ash, [2]). The space of all lattices Ln retracts ontoWRn.

Recall that one of our main goals is to study lattice problems arising

from wireless communication. As mentioned previously, these problems

ask about optimal lattices in some sense. The existence of such optimal

lattices can be handled using topological arguments. Unfortunately, most

of the time, these arguments are not constructive. In the rest of the thesis

we will study different “deformations” that connects Ln withWRn.

1.3.10 Linear deformation of Lagrangian lattices

This Section summarises the main results of Publication V.

Let L be a full-rank lattice in Rn. Suppose that T : L→ Z is a non-trivial

linear map. Let v1 ∈ L \ ker T. For any integers r, s, we define the linear

map
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Φ(r,s) : L→ L

x 7→ rx+ sT(x)v1,

where m := r + sT(v1). Assume that r satisfies

• r 6= 0

• |r| < |T(v1)|.

Then Φ(r,s)(L) is a full sub-lattice of L. Furthermore,

Φ(r,s)(L) ⊆ L(m)
T := {x ∈ L : T(x) ≡ 0 (mod mnT )}

where nT is the size of the co-kernel of T , i.e., [Z : T(L)].

Definition 1.3.11. Let L,T and v1 as above. Let r, s be integers. The lattice

L
(r,s)
T,v1

is defined as the sub-lattice of L given by the image of Φ(r,s), i.e,

L
(r,s)
T,v1

:= Φ(r,s)(L).

We say that a lattice basis is rigid with respect to a map T , if T takes

the same value in all the elements of the basis.

Proposition 1.3.12. Let L,T and v1 as above. Let r, s be integers with

r 6= 0 and |r| < |T(v1)| and let m := r+ sT(v1). Suppose that there exists a

basis of L that is rigid with respect to T. Then,

[L : L
(r,s)
T,v1

] = m|r|n−1.

In particular, L(r,s)
T,v1

= L
(m)
T if and only if r = ±1.

Let L be a lattice in Rn and v1 a non-zero element such that v1 ∈ L∩L∗.
We denote by L(r,s)

v1 the lattice L(r,s)
v1 := L

(r,s)
T,v1

, where T : L→ Z; x 7→ 〈x,v1〉.

Definition 1.3.13. Let n be a positive integer and let L be a rank n lattice.

We say that L is Lagrangian if there is a basis {e1, . . . , en} of L and a non-

zero v1 ∈ L ∩ L∗ such that

1. e1 + · · ·+ en = v1.

2. Tv1(ei) = 〈e1,v1〉 = 1 for all 1 ≤ i ≤ n.

3. 〈ei, ei〉 = 〈ej , ej〉 for all 1 ≤ i, j ≤ n.

4. 〈ei, ej〉 = 〈ek, el〉 for all 1 ≤ i, j, k, l ≤ n with i 6= j and k 6= l.
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Now we are ready to state the main result of Publication V.

Theorem 1.3.14. Let L ⊆ Rn be a Lagrangian lattice with Lagrangian

basis {e1, ..., en}. Let a := 〈e1, e1〉 and h = −〈e1, e2〉. Let r, s be integers such

that 0 6= |r| < n and let m := r + sn. Suppose that

na− 1

n2 − 1
≤
(m
r

)2
≤ (an− 1)(n+ 1)

n− 1
.

Then the lattice L(r,s)
v1 is a sub-lattice of L of index m|r|n−1, minimum

λ2
1(L

(r,s)
v1 ) = ar2 + m2−r2

n , and has a minimal basis

{re1 + sv1, re2 + sv1, . . . , ren + sv1}.

The definition of Lagrangian lattices is indeed an attempt to capture

critical features of some algebraic lattices. In the next section, we will

study algebraic lattices in more detail. Furthermore, and benefiting from

the rich arithmetic structure of number fields, we will consider an addi-

tional lattice deformation, i.e., the action of totally positive elements on

algebraic lattices.
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2. Lattices from algebraic
constructions

In this chapter, we present an assortment of results from algebraic num-

ber theory. Our motivation is to give a detailed exposition on algebraic

lattices. Our main references for the algebraic number theory part are

[31], [45] and [57], while for algebraic lattices we refer the reader to [6]

for a survey on this topic.

2.1 Algebraic number theory

We first recall a few generalities from field theory. Let k be a field. We

call K/k a field extension, or K an extension of k, if k is a sub-field of K.

That is, k is a field with the addition and multiplication coming from K.

Note that in this case, K is a k−vector space. A field extension K/k is

called finite (or K is a finite extension of k) if K is finite dimensional as

a k-vector space. Denoted by [K : k], the degree of K is defined as the

dimension of K as a k-vector space.

Let K/k be a field extension, an element α ∈ K is said to be algebraic

over k if there is a non-zero polynomial p ∈ k[X] such that p(α) = 0.

The unique, monic polynomial pα of minimal degree with this property is

called the minimal polynomial of α over k. If pα ∈ Z[X] then α is called an

algebraic integer over K.

Definition 2.1.1. A number field is a finite field extension of the rationals.

For K/k a field extension and a1, . . . , an elements in K, we denote by

k(a1, . . . , an) the smallest subfield of K containing both k and a1, . . . , an.

Example 2.1.2.

• LetD 6= 0 be a square-free integer. Then Q(
√
D) = {a+b

√
D | a, b ∈ Q}

is a number field of degree 2. such fields are called quadratic.
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• If K = Q(ζn), where ζn is a primitive nth root of unity, then [K : Q] =

ϕ(n), where ϕ is the Euler totient function. The fields of this form are

called cyclotomic.

The primitive element theorem [31] shows that all number fields are of

the above form, namely, for K a number field, then K = Q(α) for some

α ∈ K.

An embedding σ of a number field K in C is an injective field homomor-

phism of K into C. Such an embedding necessarily fixes Q, i.e, σ(x) = x

for any x ∈ Q.

The set of embeddings of a number field is denoted by Hom(K,C). Fur-

thermore, a number field of degree n has exactly n distinct embeddings.

An embedding σ of K is called real if σ(K) ⊂ R and complex otherwise.

Clearly, if σ is complex, it is also the case for its complex conjugate σ; thus,

the complex embeddings occur in pairs.

Let K be a number field of degree n. we denote by r1 and r2 the number

of real and pairs of complex embeddings respectively. With this notation

we necessarily have n = r1 + 2r2.

A number field K is called totally real (resp. totally complex) if r2 = 0

(resp. r1 = 0). K is called Galois If σi(K) = K for 1 ≤ i ≤ n; In this case

Hom(K,C) is denoted by Gal(K/Q). A Galois extension is called abelian if

Gal(K/Q) is an abelian group.

Theorem 2.1.3. (Kronecker–Weber theorem) Every abelian number field

is a subfield of a cyclotomic field Q(ζn) for some positive integer n.

Given K abelian. Then the minimal n satisfying the condition in Theo-

rem 2.1.3 is called the conductor of K.

Definition 2.1.4. Let K be a number field. We define the ring of integers

of K by

OK := {α ∈ K | α algebraic integer}.

It is not trivial from the above definition that OK is a ring, for a proof

see [31].

Example 2.1.5.

• Let K = Q(
√
D) with D a square-free integer. Then OK = Z[ω] where

ω =





√
D if D ≡ 2, 3 (mod 4)

1+
√
D

2 if D ≡ 1 (mod 4)
.
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• Let K = Q(ζn) and ζn a primitive nth root of unity. Then OK = Z[ζn].

We denote by O∗K the set of units in OK , that is, the set of invertible

elements in OK . It is easy to see that O∗K is a multiplicative group.

The Dirichlet’ unit theorem gives a complete description of the group of

units in a number field.

Theorem 2.1.6 (Dirichlet, 1846). Let K be a number field. Then

O∗K ∼= µ(OK)× Zr1+r2−1,

where µ(OK) is the finite cyclic group of roots of unity in OK .

More precisely, letting r = r1 + r2 − 1, the ring OK contains multiplica-

tively independent units ε1, . . . , εr of infinite order such that every unit

in OK can be written uniquely in the form ζεm1
1 . . . εmrr , for some integers

m1, . . . ,mr and ζ ∈ µ(OK).

The unit theorem can be proved using the theory of lattices or more

precisely, the Minkowski’s convex-body theorem 1.1.14. In the original

proof, Dirichlet’s substitute for the convex-body theorem was the pigeon-

hole principle.

The connection between lattices and the units in a number field is es-

tablished via the logarithmic homomorphism, which is defined on the non-

zero elements x ∈ K by

l(x) = (log |σ1(x)|, . . . , log |σr1(x)|, 2 log |σr1+1(x)|, · · · , 2 log |σr2(x)|).

Dirichlet’s unit theorem shows that L = l(O∗K) is a lattice of rank r1 +

r2 − 1 with basis {l(εi)}1≤i≤r. The volume RK of L is called the regulator

of K. Note that the regulator is an invariant of the number field that

measures the density of unites.

Remark 2.1.7. Dirichlet’s unit theorem is valid for any order in OK , that

is a sub-ring of OK isomorphic as a group to Zn and containing a basis of

K as a Q-vector space.

Definition 2.1.8. Let K be a number field of degree n and α ∈ K. Con-

sidering mα to be the matrix of the Q-linear transformation given by the

multiplication by α. Then the norm and trace of α ∈ K over Q are given

respectively by

NK/Q(α) := Det(mα), TrK/Q(α) := trace(mα).

The following proposition gives an alternative way to calculate NK/Q and

TrK/Q.
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Proposition 2.1.9. Let K be a number field of degree n and σ1, . . . , σn the

embeddings of K in C. Then the norm and trace of α ∈ K over Q are given

respectively by

NK/Q(α) =
n∏

i=1

σi(α), TrK/Q(α) =
n∑

i=1

σi(α).

By Proposition 2.1.9, we have NK/Q(αβ) = NK/Q(α) NK/Q(β) and

TrK/Q(α+ β) = TrK/Q(α) + TrK/Q(β) for any α, β ∈ K.

Proposition 2.1.10. Let K be a number field. If α ∈ OK , then NK/Q(α)

and TrK/Q(α) are elements of Z.

Furthermore, α ∈ O∗K if and only if NK/Q(α) = ±1.

An additive subgroup I of OK is said to be an ideal of OK , if a · b ∈ I for

all a ∈ I and b ∈ OK .

Let I be a non-zero ideal in OK , where K is a number field of degree

n. It is easy to show that both I and OK are isomorphic to Zn as abelian

groups. Thus, the quotient OK/I is finite. We define the norm of an ideal

I in OK as the cardinality of the quotient

NK/Q(I) := |OK/I|.

Similarly to elements norm, the ideal norm is multiplicative. That is

NK/Q(IJ ) = NK/Q(I) NK/Q(J ).

Let K be a number field of degree n. By definition, K has a basis

{bi}1≤i≤n as Q-vector space. The trace form defines a non-degenerate sym-

metric bilinear form on K

TrK/Q : K ×K −→ Q

(α, β) 7→ TrK/Q(αβ),

with matrix representation GK = (TrK/Q(bibj))1≤i,j≤n.

Note that GK = MT
KM , where MK = (σi(bj))1≤i,j≤n and σ1, . . . , σn are

the embeddings of K in C.

The discriminant of K is defined by dK = Det(MK)2. One can easily

show that dK is independent of the choice of basis. The discriminant is

the first basic invariant of number fields; we will see later that it occurs

in several important formulas related to the arithmetic of number fields.

Dedekind showed that every number field K has a basis with elements

in OK . Such a basis is called an integral basis. Note that any integral

basis is necessarily a Z-basis for OK . Proposition 2.1.10 implies that the

discriminant dK is a rational integer.
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Example 2.1.11.

• Let D be a square-free integer. Then the discriminant of K = Q(
√
D)

is

dK =





D if D ≡ 1 (mod 4)

4d if D ≡ 2, 3 (mod 4).

• Let K = Q(ζn), where ζn is a primitive nth root of unity. Then [63]

dK = (−1)ϕ(n)/2 nϕ(n)

∏

p|n
pϕ(n)/(p−1)

,

where ϕ is the Euler totient function.

Consider K = Q(
√
−5). Then by Example 2.1.5, OK = Z[

√
−5] is the

ring of integers of K. In this ring 6 = (1 +
√
−5)(1 −

√
−5) = 2 · 3. This

highlights that not all rings of integers are unique factorisation domains.

However, the ring of integers OK of a number field K is a Dedekind

domain; that is, a ring with the property that every non-zero proper ideal

factors into prime ideals.

Let p be a rational prime and consider 〈p〉 = pm1
1 . . . pmkk the factorisation

of the ideal generated by p, where pi are ideals in OK and mi positive

integers. p is said to be ramified in K if mi > 1 for some 1 ≤ i ≤ k. If every

mi = 1, then p is unramified. Moreover, a parime p is called tame if p is

co-prime to mi for every 1 ≤ i ≤ k, p is otherwise called wild

Theorem 2.1.12. [45] The rational primes which ramify in a number

field K are exactly those dividing the discriminant dK .

Theorem 2.1.12 shows that only finitely many primes are ramified in a

number field K. We say that a number field K is tame if and only if every

rational prime p is tame in K.

Remark 2.1.13. Let K be a tame number field. Then TrK/Q(OK) = Z.

A Dedekind domain is a unique factorisation domain if and only if it is

a principal ideal domain. Hence, the study of unique factorisation on the

ring of integers reduces to the study of principality. The ideal class group

provides a way to measure how far OK is from being principal.

Let K be a number field and let I be an ideal in OK . We say that I is

invertible if there exists an ideal J ⊂ OK , such that I · J = OK .

In general, the set of all ideals in OK is not a group for ideal multiplica-

tion. In order to fulfill this property, we define I to be a fractional ideal in
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K if I is a finitely generated non-zero OK-module of K or, equivalently, if

there exists γ ∈ K such that γI is an ideal in OK .

We denote by JK and PK the set of fractional and principal ideals in K

respectively. With this definition, JK is an abelian group with respect to

ideal multiplication in OK . The class group is defined by

ClK := JK/PK .

Theorem 2.1.14. Let K be a number field of degree n = r1 + 2r2. Every

ideal class in ClK contains an ideal I ⊂ OK of norm NKQ(I) < mK , where

mK is the Minkowski constant for K defined by

mK :=
n!

nn

(
4

π

)r2√
dK .

In [56], A. Srinivasan proves the following theorem, which improves on

the classical Minkowski bound for real quadratic fields.

Theorem 2.1.15. Let K be a real quadratic field. Every ideal class in ClK
contains an ideal I ⊂ OK such that

NK/Q(I) ≤ SK := 1 +

⌊√
dK
3

⌋
.

Conversely, there exist infinitely many real quadratic fields K which con-

tain ideal classes I whose least norm representative satisfies NK/Q(I) =

SK .

A corollary of Theorem 2.1.14 states that ClK is finite. The cardinality

hK of ClK is called the class number of K. Note that K is a principal ideal

domain if and only if hK = 1.

The Dedekind zeta function of K is first defined for complex numbers s

with <(s) > 1 by the convergent [45] Dirichlet series

ζK(s) =
∑

06=I⊂OK

1

NK/Q(I)s
,

where I ranges through the non-zero ideals of OK . Remark that for K =

Q we recover the classical Riemann zeta function. The Dedekind zeta

function ζK is also an invariant characterising the arithmetic of K.

We close this section by a formula relating all the above number field

invariants.

Theorem 2.1.16 (Class number formula). Let K be a number field of de-

gree n. The Dedekind zeta function ζK extends to a meromorphic function

on <(s) > 1 − 1
n that is holomorphic except for a simple pole at s = 1 with

residue

lim
s→1+

(s− 1)ζK(s) =
2r1(2π)r2hKRK
|µ(K)||dK |1/2

,

where |µ(K)| is the number of roots of unity in K.
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2.2 Lattices from number fields

Let K be a number field of degree n and let

{σ1, . . . , σr1 , σr1+1, σr1+1, . . . , σr1+r2 , σr1+r2}

be the embeddings of K into C. We define the canonical embedding of K

as the homomorphism

ρ : K → Rn

x 7→ (σ1(x), . . . , σr1(x),<σr1+1(x),=σr1+1(x), . . . ,<σr1+r2(x),=σr1+r2(x)).

Proposition 2.2.1 ( [57], p. 154). Let K be a number field with basis

{b1, . . . , bn}. Then ρ(b1), . . . , ρ(bn) are linearly independent over Rn.

Proof. It is sufficient to show that Det(M) 6= 0, where M = (ρ(bi))
n
i=1.

Indeed, |Det(M)| = 2−r2
√
dK .

Let α be a totally real, totally positive elements in K, i.e., σi(α) positive

and real for any 1 ≤ i ≤ n.

The twisted embedding ρα : K → Rn is defined by

ρα(x) = (
√
σ1(α)σ1(x), . . . ,

√
σr1(α)σr1(x),

√
2σr1+1(α)<σr1+1(x),

√
2σr1+1(α)=σr1+1(x), . . . ,

√
2σr1+r2(α)=σr1+r2(x)).

We denote by AK the set of totally real, totally positive element in K.

If K is a number field with basis {b1, . . . , bn}, then ρα(b1), . . . , ρα(bn) are

also linearly independent over Rn. It is enough to see that the generator

matrix in this case is

Mα = diag(
√
σ1(α), . . . ,

√
σr(α),

√
2σr1+1(α)

√
2σr1+1(α), . . . ,

√
2σr1+r2(α))·M,

where M is the matrix in the proof of Proposition 2.2.1.

Note that if K is a totally real number field then

Det(Mα) =
√
N(α)dK . (2.1)

Theorem 1.1.5 shows that an additive subgroup L of Rn is a lattice if and

only if L has a Z-basis. The counterpart of this notion in the algebraic

setting, is the notion of free modules [31]. Let R be a ring. A free R-module

is an additive subgroup, with a (rank) basis, and a scalar multiplication

from R, see [31] for a precise definition.

Let K be a number field. As mentioned in the previous section, the ring

OK always possesses a Z-basis. By definition, ρα is a group homomor-

phism; thus, the image of a free Z-module over OK under ρα is a lattice of

Rn. Using Proposition 1.1.5 we get the following corollary.
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Corollary 2.2.2. LetM be a free Z-module of rank n of OK with Z-basis

{b1, . . . , bn}. Then the image ρα(M) is a full-rank lattice in Rn with basis

{ρα(b1), . . . , ρα(bn)}.

We call a lattice of the form ρα(M) an algebraic lattice. Note that the

lattice ρα(M) is a twist of the lattice ρ(M) by the matrix

A(α) =




√
σ1(α) . . . 0

... . . . ...

0 . . .
√
σn(α)


 .

Computationally, a lattice is given by its basis. From the previous, Ex-

plicit constructions of algebraic lattices requires calculating the basis con-

jugates σi(bj) . This task reduces significantly whenM has a basis of the

form {β, β2, . . . , βn}, such a basis is called a power basis. In this case, we

denoteM = Z[β]. For example, quadratic and cyclotomic fields are exam-

ples where the rings of integers has a power basis. Unfortunately, such a

basis does not exist for every ring of integers OK [27].

However, a free Z-moduleM admitting a power basis in a number field

can be constructed from orders in OK .

Definition 2.2.3. A sub-ringM of OK (with the identity of OK) that is a

free Z-module is called an order in OK .

Let f be a degree n irreducible monic polynomial over Z[X]. The poly-

nomial f defines an order Rf := Z[X]/〈f(x)〉 in its field of fractions Kf :=

Q[X]/〈f(X)〉. If β is a root of f , then Rf = Z[β] and Kf = Q(β). Clearly,

Rf ⊂ OKf .

Using this construction, Taussky [59] showed that if the Gram matrix

GL of an integral lattice L ⊂ Rn satisfies the condition, G−1AG = AT for

some matrix A ∈ Zn×n having an irreducible characteristic polynomial.

Then L is similar to an algebraic lattice. Furthermore, Krüskemper [30]

used Taussky’s result to show that any integral lattice in Rn is similar to

an algebraic lattice over a real number field.

Remark 2.2.4. Krüskemper and Taussky’s methods were used in [7] to

obtain full diversity rotated othogonal lattices with high product distance

(see Section 3.1.8).

2.2.5 Ideal lattices

LetK be a number field of degree n, I a non-zero ideal inOK , and α ∈ AK .

As pointed in the previous section, the definition of ideals norm inherits

40



Lattices from algebraic constructions

its well-posedness from the groups isomorphism I ∼= Zn. In fact, the ideal

I is a free Z-module in OK .

An ideal lattice LIα in OK is the lattice given by LIα := ρα(I).

Remark 2.2.6. Sometimes in the literature, the term ideal lattice is re-

served for integral ideal lattices. Here we use it for any lattice obtained as

an ρα embedding of an ideal in a given number field.

Proposition 2.2.7. ( [6]) Let LIα be an ideal lattice in a number field K.

We have

vol(LIα) = NK/Q(α)NK/Q(I)2dK .

Let K be a number field, we define the map ¯: K → K to be the complex

conjugation in C, which is a Q-linear involution of K, i.e., an order two

map (under composition) that is additive and multiplicative.

Now we endow ideal lattices in K with a symmetric Z-linear form.

Proposition 2.2.8. [6] Let K be a number field, I an ideal of OK , and

α ∈ AK . Then the form

qα : I × I −→ Q

(γ, β) 7→ TrK/Q(αγβ),

is a symmetric Z-linear form.

Let K be a totally real number field of degree n. Then

ρα(x) = (
√
σ1(α)σ1(x), . . . ,

√
σn(α)σn(x))

for any x ∈ K.

Hence, 〈ρα(x), ρα(y)〉 = TrF/Q(αxy). Thus, the form qα is exactly || ||2 on

LIα . Sometimes the lattice LIα is denoted (I, qα).

Next, we will give a characterisation of integral ideal lattices in K. By

definition, the lattice LIα will be integral if and only if TrK/Q(αxy) ∈ Z for

all x, y ∈ I. The codifferent of K is defined by

D−1
K/Q := {x ∈ K | TrK/Q(xOK) ⊂ Z}.

With this definition LIα is integral if and only if αII ⊂ D−1
K/Q.

Remark 2.2.9. The lattice LD−1
K/Q is the dual lattice of LOK .

A omplex multiplication field (CM ) is a number field K that is a totally

imaginary quadratic extension of a totally real number field.
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Example 2.2.10. The cyclotomic fieldK = Q(ζn) is an imaginary quadratic

extension of the real number field F = Q(ζn + ζ−1
n ) for any n ≥ 3. Such a

field F is called the real maximal subfield in K.

Proposition 2.2.11 ( [6]). Let K be a number field and I an ideal of OK .

Then integral ideal lattices (LIα , qα) exists if and only if the fieldK is either

totally real or CM .

2.2.12 Well-rounded algebraic lattices

Let K be a number field, and M a free Z-module in K. The aim of this

section is to study WR algebraic lattices LMα , where α ∈ AK . If α = 1, we

will simply denote the lattice LMα by LM
In [23], the authors studied LOK . That is the case whereM = OK and

α = 1.

Theorem 2.2.13. [23]

LOK is WR if and only if K is a cyclotomic field.

Theorem 2.2.13 ensures that LOK is never WR for any real number field

K. Now Considering the case where M = I is a proper ideal of OK , we

address the following question.

Question 2.2.14. Do WR ideal lattices LI exist in real number fields?

We will give an affirmative answer to Question 2.2.14.

Let K be a CM -field, let F be the maximal totally real sub-field of K.

By definition K is a quadratic extension of F . Let γ ∈ F such that

K = F (
√
γ). Assume that −1 is not a square in K, and take K ′ =

F (
√−γ). The field K ′ is then a quadratic extension of F different from K.

The extension K/F is necessary Galois, furthermore, K ′ is a totally real

number field.

We say that an ideal class [I] ∈ ClK is ambiguous if σ([I]) = [I], where

σ is the non-trivial automorphism of Gal(K/F ).

Define φ : K → K ′ to be an K-linear map such that φ(1) = 1 and

φ(γ) =
√−γ.

In [8] the authors proposed a technique to ”shift” lattice constructions

from K to K ′ in the following manner

Proposition 2.2.15. ( [8]) Let I be an ambiguous ideal in K. Then φ(LIα)

is an ideal lattice of K ′ similar to LIα .

Using the same notations, we have the following proposition.
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Proposition 2.2.16 ( [8]). If K/Q is not ramified at 2, then φ(OK) is a

fractional ideal of K ′. Moreover, the ideal I = φ(OK), satisfies I2 = 1
2OK′ .

We will use the result above to construct WR ideal lattices on some real

extensions.

Theorem 2.2.17. The field Q(ζ4m + ζ−1
4m) contains a well-rounded ideal

lattice LI for any odd integer m > 1. Moreover, I2 = 1
2Z[ζ4m + ζ−1

4m].

Proof. Let m > 1 be an odd integer. The field K = Q(ζm) is a quadratic

extension of F = Q(ζm + ζ−1
m ), using the same notation as above, the cor-

responding field K ′ to K is K ′ = Q(ζ4m + ζ−1
4m). Using Proposition 2.2.15,

we get that Lφ(OK) is an ideal lattice over K ′ similar to LOK . Finally, LO′K
is WR by Theorem 2.2.13.

Theorem 2.2.17 provides explicit constructions of ideal lattices in dimen-

sions ϕ(m), where ϕ is the Euler totient function andm > 1 an odd integer.

LetM be a free Z−module in a totally real number field K.

In [19], lattices with a minimal basis of the form LM1 are constructed

from tame real number field of prime degree. In Publication V. We provide

a slight generalisation of the result in [19].

Theorem 2.2.18. Let n ≥ 2 and let K be a totally real tame number field

with Gal(K/Q) ∼= Z/nZ. Let m be the conductor of K. Suppose that either

m or n is prime. Then, LOK is a Lagrangian lattice in Rn.

Consequently, by Theorem 1.3.14 we obtain full-rank sub-lattices of LM
generated by their minimal basis, whereM ⊂ OK and K as described in

Theorem 2.2.18.

To this point, we considered WR algebraic lattices arising from the em-

bedding ρα with α = 1. In Publication V, and using a similar method to

the one in Remark 2.2.4, we proposed an alternative construction of alge-

braic lattices LMα6=1
with a minimal basis. The constructions are obtained

over orders in real number fields K of degree n ≥ 2.

In the rest of this chapter, and for every ideal I ⊂ OK , we consider the

set AKLI = {ρα(I) | α ∈ AK}. This set can be seen as a deformation of LI
by the action of totally positive elements in K.

That are the twists of the lattice LI by the matrices

A(α) =




√
σ1(α) . . . 0

... . . . ...

0 . . .
√
σn(α)


 , α ∈ AK .
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Recall that a lattice basis for LIα is of the form Bα = {ρα(a1), . . . , ρα(an)},
where B = {ai}ni=1 is an integral basis for I.

the basis B is said to be WR twistable, if there exists α ∈ AK such that

Bα generates a WR lattice.

In Publication II we studied ideal bases twistability in the case of real

quadratic fields. We next summarise these results.

2.2.19 Planar WR and stable ideal lattices

Let D ∈ Z>0 be squarefree and let K = Q(
√
D). Let I ⊆ OK be an ideal.

Recall that OK = Z[ω], where

ω =





√
D if D 6≡ 1 (mod 4)

1+
√
D

2 if D ≡ 1 (mod 4)
(2.2)

The embeddings σ1, σ2 : K → R2 are given by

σ1(x+ y
√
D) = x+ y

√
D, σ2(x+ y

√
D) = x− y

√
D

for each x+ y
√
D ∈ K. The number field norm on K is given by

NK/Q(x+ y
√
D) = σ1(x+ y

√
D)σ2(x+ y

√
D) = x2 −Dy2.

A set I ⊆ OK is an ideal if and only if

I = {ax+ (b+ gω)y : x, y ∈ Z}, (2.3)

for some a, b, g ∈ Z≥0 such that

b < a, g | a, b, and ag | NK/Q(b+ gδ). (2.4)

Such an integral basis {a, b + gδ} is unique for each ideal I and is called

the canonical basis for I (see Section 6.3 of [13] for a detailed exposition).

Motivated by the previous, the following result is derived in Publication

II.

Theorem 2.2.20. Let K = Q(
√
D) be a real quadratic number field and

OK its ring of integers. There can be at most finitely many ideals in OK , up

to similarity of the resulting ideal lattices, with the canonical basis being

WR twistable: if this is the case for some ideal I with canonical basis

{a, b+ gδ}, then

b <





g
√
D if D 6≡ 1 (mod 4),

(
√
D−1)g

2 if D ≡ 1 (mod 4).

The canonical basis for OK is WR twistable if and only if K = Q(
√

5).
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In Publication II, we extended the WR twistability definition to the so-

called stable lattices.

Definition 2.2.21. L is called stable if for each sublattice L′ ⊆ L,

det(L)1/rk(L) ≤ det(L′)1/rk(L′),

where rh(L) is the rank of L.

We say that an ideal basis B = {ai}ni=1 is stable twistable if there exists

α ∈ AK such that {ρα(a1), . . . , ρα(an)} generates a stable lattice.

Well-roundedness and stability are independent properties for lattices

of rank greater than two; non-planar WR lattices can be unstable and

stable lattices do not have to be WR. By definition all unimodular integral

lattices are stable. Obviously, not all such lattices are WR.

On the other hand, planar WR lattices form a proper subset of planar

stable lattices. In fact, a planar lattice L is stable if and only if

√
det(L) ≤ ‖v1‖, 2|vt1v2| ≤ ‖v1‖‖v2‖. (2.5)

Figure 2.1 represents of the set of planar stable lattices.

Figure 2.1. The set of stable and WR lattices in R2.

As a final part of this chapter, we state the second main result in Publi-

cation II.

Theorem 2.2.22. Let K = Q(
√
D) be a real quadratic number field and

OK its ring of integers. There can be at most finitely many ideals in OK , up

to similarity of the resulting ideal lattices, with the canonical basis being
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stable twistable: if this is the case for some ideal I with canonical basis

{a, b+ gδ}, then

b <





2√
3
g
√
D if D 6≡ 1 (mod 4),

g
2

(
2√
3

√
D − 1

)
if D ≡ 1 (mod 4).

The canonical basis for OK is stable twistable if and only if K = Q(
√

5).
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3. Lattices in wireless communications

3.1 Communication reliability

Representing signals of finite bandwidth by points in the Euclidean space

is a crucial ingredient in the foundations of communication theory in-

troduced by Claude E. Shannon between 1940 and 1960. Consequently,

many issues in both communication reliability and security translate to

problems in the language of lattices.

The main goal of this section is to study communication reliability. The

theory of error-correcting codes classically approaches this problem by

adding redundancy to the original message. In general, the mathemat-

ical theory of error-correcting codes ignores the physical features of the

communication channel. In this section, we aim to investigate the statis-

tical properties of various channel models to design reliable solutions at

the physical layer. The main references for this section are [17] and [49].

We assume a flat Rayleigh fading single-input single-output (SISO) chan-

nel model [17]:

Y = H ′X + V. (3.1)

• X ∈ C is the transmitted codeword taken from a finite codebook

C ⊂ Cn.

• H ′ = diag(h′1, . . . , h
′
n) ∈ Cn×n, where every h′i is a complex zero mean

Gaussian random variable that describes the fading generated by a

random channel response, assumed to change independently with

every channel use.

• V ∈ Cn is a complex random additive white Gaussian noise with

variance σ2
V .
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We assume that the receiver has a perfect channel state information

(CSI), i.e., the receiver knows H ′. The CSI assumption allows the receiver

to remove the phase component from the fading coefficients h′i. Writing

h′i = |h′i|eiϕ, where |hi| and ϕ stands for the quadrature and the phase of

the complex variable h′i. The receiver might only consider hi = |h′i| as a

real Rayleigh distributed random variable instead of h′i ∈ C.

In parallel, we use an in-phase/quadrature component interleaver [49],

so we can assume that both the Gaussian noise V and the transmitted

message X are real. Finally, the transmission system in 3.1 becomes.

y = Hx+ v. (3.2)

• x ∈ C ⊂ Rn is the transmitted codeword taken from a finite codebook

C ⊂ Rn.

• H = diag(h1, . . . , hn) ∈ Rn×n, where every hi is a real Rayleigh dis-

tributed random variable.

• v ∈ Rn is a real additive white Gaussian noise with variance σ2
v .

The channel quality is quantified by the signal-to-noise ratio (SNR) given

by

SNR := 10 log10

(E[||Hx||2]

σ2

)
,

where E[·] is the expected value.

Decoding a received codeword y is handled by a maximum likelihood

(ML) decoder, namely the received message y is decoded as x′ such that

[17]

x′ = arg min
x∈C
||y −Hx||2. (3.3)

Clearly, an efficient maximum likelihood decoder requires that the code-

book C is carved from a discrete subset of Rn.

In the rest of the thesis, we assume that C ⊂ L, where L is a lattice in

Rn. In this case, we call C a lattice code.

Remark 3.1.1. To generate a lattice code, the information bits are first

mapped to a finite set of integer vectors w ∈ Zn. the coefficients of w are

generated using a pulse amplitude modulation constellation consisting of

l points (l-PAM), that is choosing the coefficients of w from the set




{
± l−2k

2 : 0 ≤ k ≤ l
2

}
, if l is even

{
± l−2k+1

2 : 0 ≤ k ≤ l−1
2

}
, if l is odd.
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The information is encoded as a lattice point wML ∈ L via the generator

matrix ML of L.

Computationally, finding the vector x′ in (3.3) is an NP-hard problem for

an arbitrary lattice L. We define the γ-approximate Closest Vector Problem

(CV Pγ) by:

given (a basis of ) an n-dimensional arbitrary lattice L and a target t ∈
Rn, find x′ ∈ L such that

||x′ − t|| ≤ γmin
x∈L
||x− t||.

The factor γ is often seen as a function in n. The CV Pγ is known to be

NP-hard [26] for any constant γ = c. On the other hand, Babai’s nearest

plane algorithm [3] solves the CV Pγ in a polynomial time for γ = 2( 2√
3
)n.

When studying ML (or CV P ), it is natural to consider the Voronoi region

V(x) of x ∈ L defined by

V(x) = {y ∈ Rn | ∀z ∈ L : ||x− y|| ≤ ||z − y||}.

The Voronoi region of L is defined by V(L) := V(0).

Clearly, the errors will occur in the decoding process described by (3.3)

whenever the noise vector v 6∈ V(Hy). In other words, the decoder (3.3)

will return a lattice point x′ 6= x.

In our context, the received vector y is not arbitrary but rather seen as

an unknown lattice point that has been perturbed by a noise whose sta-

tistical properties are known. We will not address the decoding problem

in the present thesis. However, we used an implementation [51] of the

sphere decoder algorithm (SD) [22] to obtain the simulations in Publica-

tion IV. The SD attempts to search over only lattice points that lie in a

sphere of radius d around the given vector y; this is done by successively

determining all lattice points in spheres of lower dimensions and same

radius d. Observe that the choice of d is not an easy task. The best choice

for d is to take d = Cov(HL), where Cov(HL) is the covering radius of

HL, which is simply the maximal distance from any point in Rn to HL.

Unfortunately, finding Cov(L) for an arbitrary lattice is also an NP -hard

problem [26]. In many applications, the receiver is assumed to know the

noise power which allows to estimate the radius d. In Publication IV we

used an improved version of the SD algorithm [51], where the algorithm

calls Babai’s nearest plane algorithm to give an estimation of an accurate

search radius d.
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Let x′ 6= x. The pairwise error probability P (x→ x′) = P (v 6∈ V(HL)), is

defined as the probability that, when x is transmitted, the received point

y is closer to x′ than x.

Given σ2
v , the variance of the Gaussian noise v, a trivial method to by-

pass decoding errors is to consider C ⊂ L, such that, the distance between

any two vectors in C is larger than 2σ2
v . Unfortunately, this technique re-

quires a large transmission power. Denoting this power by P , we call the

power constraint the fact of choosing C ⊂ L ⊂ Rn such that ||x|| ≤
√
nP for

any x ∈ C.
The channel quality can also be measured by the volume-to-noise ratio.

We denote by σ2
v(ε) the noise variance for which P (v 6∈ V(HL)) = ε. We

define the volume-to-noise ratio by

VNRL(ε) :=
vol(L)2/n

σ2
v(ε)

. (3.4)

In general, the reliability of the transmission system in (3.2) is mea-

sured by the codeword error probability Pe(C) given by the probability of

error when sending a point from the codebook C. Thus, using the periodic

structure of lattices, we may assume that [49]

Pe(C) ≤
∑

x6=x′∈L
P (x→ x′).

Finally, the lattice code design problem translates to:

Problem 3.1.2. Given a power constraint, choose L ⊂ Rn such that

P (x→ x′) is minimal.

Remark 3.1.3. At this point, we emphasise that various authors inter-

preted the lattice code design problem using an asymptotic approach [50].

For example, fixing ε > 0, and given some universal constant C > 0

such that V NRL(ε) > C for any lattice L ⊂ Rn. A sequence of lattices

{Li ⊂ Ri}i≥2 is considered asymptotically good for a given channel model

if

lim
n→∞

VNRLi(ε)→ C.

Clearly, the existence of such a sequence does not ensure that VNRLi(ε) is

the optimal VNR in its respective dimension. In the present work, and for

obvious practical reasons, we have been mostly interested in Problem 3.1.2

for fixed dimensions n.

Now we proceed to study the pairwise error probability of the channel

model (3.2) in more detail. From (3.2) we distinguish the following two

channel models.
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• Case I : H = In, where In is the identity matrix in Rn×n. The chan-

nel model becomes

y = x+ n.

In this case we recover the additive white Gaussian noise (AWGN)

model, and the following bound holds for the pairwise error proba-

bility [15, ch.3].

P (x→ x′) ≤ κ(L)

2
erfc

(λ1(Λ)/2√
2σ2

v

)
, (3.5)

where erfc(.) is the complementary error function.

Remark 3.1.4. In [50], Poltyrev showed that there exist sequences

that are asymptotically good for the AWGN channel as described in

Remark 3.1.3 with C = 2πe.

It is well known that erfc(x) is a decreasing function on the positive

real numbers. Hence, it is natural to consider lattices L with large

λ1(L) over AWGN channels.

Again multiplying L by a large constant to increase λ1(L), will also

increase the transmission power.

Thus, we request a lattice L ∈ Ln with maximal λ1(L). We will

call such an L a lattice with good sphere packing. Definitely, the

property of L being a good sphere packing does not imply a small

kissing number κ(L). Recalling that the local maxima of the sphere

packing are all WR; we motivate the choice of lattice codes carved

from WR lattices with a small kissing number for AWGN channels.

Remark 3.1.5. The lattices in WRn with smallest possible kissing

number, i,e., κ(L)=2n, are called generic well-rounded lattices.

• Case II : H = diag(h1, . . . , hn), where hi ∼ Ray(σ). i.e., Rayleigh

distributed.

In this case the pairwise error probability is described by [49]

P (x→ x′) ≤ 1

2

∏

xi 6=x′i

4σ2
v

(xi − x′i)2
=

1

2

(4σ2
v)
l

N (l)(xi − x′i)2
, (3.6)

where,

N (l)(x− x′) =
∏

xi 6=x′i

|xi − x′i|, (3.7)

with x = (x1, . . . , xn) and x′ = (x′1, . . . , x
′
n) differs in l components.
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Remark 3.1.6. The probability in 3.6 is derived assuming a rela-

tively high SNR [49].

The minimal l in (3.7) is called the lattice diversity. We say that a rank n

lattice L is a full diversity lattice if l = n.

Using the same notation as above, we define the following lattice pa-

rameter.

Definition 3.1.7. Let L be a full rank lattice in Rn. Then the minimum

product distance is defined by

dp,min(L) := min
x6=x′∈L

N (l)(x− x′).

Clearly, if L is a full diversity lattice, then

dp,min(L) = min
06=x∈L

n∏

i=1

|xi| 6= 0.

By an abuse of notation, we define the algebraic norm of an element

x ∈ L by

N(x) =

n∏

i=1

|xi|.

With this later definition, we consider

N(L) := min
x∈L
x6=0

N(x).

In the case of fading channels, lattice codes design based on the min-

imum product distance has been studied by several authors [12, 25, 49].

The problem was approached by constructing [7, 28, 47, 49] rotations of

some specific families of lattices, mainly, the orthogonal and the Dn lat-

tices (which are WR). In order to propose a "wider" family of lattices, we

will explore an important feature of the product distance, i.e,. the invari-

ance under the action of the diagonal group.

The diagonal group A ⊂ SLn(R) is defined to be

A =








α1

. . .

αn


 : αi > 0 and

n∏

i=1

αi = 1




. (3.8)

The algebraic norm is invariant under the action of A, i.e., N(x) =

N(a.x) for any x ∈ Rn and a ∈ A.

Not that for any L ∈ Ln, the orbit A · L is a submanifold of Ln of dimen-

sion n− 1. We define the double quotient space

Tn := A\SLn(R)/SLn(Z) (3.9)
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In summary, reliable communication at high SNR can be achieved on

the Rayleigh fading environment whenever the codebook is carved from a

full diversity lattice L with the highest N(L) in its dimension.

Given such an L and a ∈ A, the lattice a.L is also a full diversity lattice

with the same minimum product distance N(L); we will use this observa-

tion to exhibit a method to construct lattices that are good for both AWGN

and the Rayleigh fading environment. First, we highlight an important

generic construction of full diversity lattices. Then we will proceed to

study the action of A on a given lattice L over a real quadratic field.

3.1.8 Full diversity lattices from real number fields

The algebraic norm and full diversity lattices are extensively studied in

various arithmetic problems. We illustrate this by a conjecture due to

Minkowski.

Conjecture 3.1.9 (Minkowski, 1901). For any L ∈ Ln, we have

sup
x∈Rn

inf
y∈L

N(x− y) ≤ 2−n.

Equality holds if and only if L = a · Zn for some a ∈ A.

The conjecture is known to be true for n ≤ 9. Indeed, in [10], Birch

and Swinnerton-Dyer showed that any counterexample to Minkowski’s

conjecture with minimal dimension must satisfy N(L) > 0.

Next, we will show that the lattices LMα described in the previous chap-

ter, satisfies the full diversity property when restricted to totally real

number fields K.

Let K be a totally real number field, α a totally positive element in K,

andM a free Z-module in K. Using the same notation as in the previous

chapter, we consider the lattice LMα . Thus

N(LMα) =
√

NK/Q(α) min
06=x∈M

|NK/Q(x)|. (3.10)

By definition of NK/Q(·), we have that NK/Q(x) = 0 if and only if x = 0.

Hence, LMα satisfies the property N(LMα) > 0. Moreover, the converse is

conjectured to be true for dimensions n ≥ 3.

Conjecture 3.1.10 (Margulis). Let L be a lattice in Rn with n ≥ 3 such

that N(L) > 0. Then L is of the form (isometric to) LMα for some a free

Z-moduleM in a totally real number field K of degree n.
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In other words, Margulis’s conjecture states that the optimal construc-

tions w.r.t maximising dp,min for the Rayleigh fading channel are necessar-

ily arising from Z-modulesM in totally real number fields.

The following theorem describes the product distance of ideal lattices in

orders over totally real number field K.

Theorem 3.1.11 ( [49]). LetM be an order in a totally real number field

K, α ∈ AK and I an ideal inM. Then

N(LIα) =
1

[OK :M]

√
vol(LIα)

dK
min

06=x∈I

NK/Q(x)

NK/Q(I)
.

Considering the case of ideals I in OK , Equation (3.10) becomes

N(LIα) =
√

NK/Q(α) min
x∈I
|NK/Q(x)|.

Recall that Theorem 2.1.14, provides a tool to measure ideal norms in an

ideal class in ClK . In fact, In Publication I, we used the bound in (2.1.15)

to prove the following theorem.

Theorem 3.1.12. Among all ideal lattices LI1 where I is an ideal of the

ring of integers of a totally real quadratic number field, the one with max-

imal N(LI1) is I = OK , where K = Q(
√

5).

For our purpose, we proceed to give a purely number theoretic formula-

tion of ideal lattice’s product distance. By Proposition 2.2.7, we have

vol(LIα) = NK/Q(α)NK/Q(I)2dK .

Thus,

N(LIα) =

√
vol(LIα)

dK
min

06=x∈I

|NK/Q(x)|
NK/Q(I)

. (3.11)

Proposition 3.1.13. Let LIα be an ideal lattice where I ⊆ OK for K a

totally real number field, scaled so that vol(LIα) = 1. Then

N(LIα) = min
J⊆OK

[J ]=[I]−1

N(J )√
dK

. (3.12)

In particular, N(LIα) depends only on the ideal class [I] ∈ ClK , and

N(LIα) = 1√
dK

for any principal ideal I ⊆ OK .

Proof. Recall that (x) ⊆ I if and only if there exists another ideal J such

that I · J = (x). Hence, the bijection between norms of principal ideals
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contained in I and the set of all integers of the form N(I) N(J ) where

[J ] = [I]−1 in the class group ClK . We finally get

N(LIα) =
1

N(I)
√
dK

min
06=x∈LI1

|N(x)| = min
J⊆OK

[J ]=[I]−1

N(J )√
dK

(3.13)

which is what was claimed.

Consequently, when restricted to principal ideal lattices (of scaled vol-

ume 1) over totally real number fieldsK of degree n; maximisingN(LIα) is

equivalent to the problem of finding K of minimal discriminant dK . This

property is investigated in [47] to produce rotations of the orthogonal lat-

tice with high product distance. For the same purpose, rotations of the Dn

lattice have been studied in [20,28].

Determining a number field K with minimal discriminant in its re-

spective degree is a notorious problem in computational number theory.

Odlyzko [46] proved that for a totally real number field of degree n, we

have

d
1/n
K ≥ 60.8395 · · · −O(n−2/3).

Table 3.1 gives a list of real number fields of degree ≤ 9 with minimal

discriminant dK [61].

[K : Q] minimal dK

2 5

3 49

4 725

5 14641

6 300125

7 20134393

8 282300416

9 9685993193

Table 3.1. The minimal dK in degrees ≤ 9.

In Publication I, we investigated the problem of producing an infinite

family of non-principal ideals I in real quadratic fields with a high product

distance, that is, a product distance bounded below by a positive constant.

Our construction relies on the so-called Markoff triples. Observe that in

the case of principal ideal lattices, we have N(LIα) = 1√
dK
→ 0 as dk →∞.

Thus, if we only consider ideal lattices arising from principal ideals as it

is usually done (see [49]), one is only able to construct infinite family of

ideal lattices such that N(LIα) = 1√
dK
→ 0.
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Next, we summarise the construction used in Publication I.

Given three non-negative integers a, b, and c, we call (a, b, c) a Markoff

triple if the equation

a2 + b2 + c2 = 3abc (3.14)

is satisfied, and any a, b, or c appearing in such a triple is a Markoff

number. The first few Markoff numbers are c = 1, 2, 5, 13, 29, . . . which ap-

pear in the solutions (1, 1, 1), (1, 1, 2), (1, 2, 5), (1, 5, 13), and (2, 5, 29) to the

Markoff equation (3.14). The Markoff Conjecture asserts that given a so-

lution to the above equation such that a ≤ b ≤ c, c completely determines

a and b.

Let (a, b, c) be a Markoff triple with c odd. Let D = 9c2 − 4 and let

K = Q(
√
D). Clearly D ≡ 1 (mod 4). Define integers k and ` by

ak ≡ b (mod c), 0 ≤ k < c, and k2 + 1 = `c. (3.15)

Then the quadratic form

Q(X,Y ) = cX2 + (3c− 2k)XY + (`− 3k)Y 2 (3.16)

has discriminant ∆Q = 9c2 − 4 = D, and so Q defines an element of the

class group ClK . The minimal norm representative Ic ⊆ OK of this ideal

class is given in its canonical basis as

Ic =





(c, k − (c+ 1)/2 + ω) if k ≥ (c+ 1)/2

(c, k + (c− 1)/2 + ω) if k < (c+ 1)/2.
(3.17)

For example, if c = 1 then D = 5 and k = 0, and therefore we have

I1 = (1, ω) = OK in the field K = Q(
√

5). The main result in [56] states

that N(Ic) = SK , where SK is the bound in Theorem 2.1.15. Moreover, we

have the following theorem.

Remark 3.1.14. To omit confusion we will denote the lattice LIα by LI for

α = 1.

Theorem 3.1.15. [56, Thm 3.2] Let c be an odd Markoff number and let

Ic be the corresponding Markoff ideal. Let Jc be any representative of the

inverse class [Ic]−1 ∈ ClK and consider the ideal lattice. Then

N(LJc) > 1/3 and lim
c→∞

N(LJc) = 1/3.

Furthermore, if the Markoff Conjecture is true, then [Ic]−1 = [Ic] in ClK

and thus one can simply set LJc = LIc .

56



Lattices in wireless communications

In order to produce infinitely many Markoff triples, we consider the Fi-

bonacci numbers Fn and the Pell numbers Pn defined by the recurrence

relations

F1 = F2 = 1, Fn = Fn−1 + Fn−2, P1 = 0, P2 = 1, Pn = 2Pn−1 + Pn−2.

(3.18)

The markoff triples can be given as (1, F2n−1, F2n+1) where F2n+1 is an odd

and odd-indexed Fibonacci number, (1, P2n−2, P2n) where P2n is an even-

indexed Pell number.

3.2 Simultaneous AWGN and Rayleigh fading goodness

In many real-life scenarios we ask that our signal resists both the fading

phenomena and the Gaussian noise. Hence, the interest in the following

question.

Problem 3.2.1. Find L ∈ Ln such that L is a full-diversity lattice with

maximal N(L) and λ1(L).

Unfortunately, there is no obvious trade-off between N(L) and λ1(L).

However, the algebraic norm is related to the Euclidean norm by the

arithmetic-mean geometric-mean (AM-GM) inequality.

Theorem 3.2.2. Let x ∈ Rn. Then

√
nN(x)1/n ≤ ||x||.

If N(x) 6= 0 then equality holds for some y ∈ A · x.

We suggest two possible strategies to approach Problem 3.2.1:

1. Given L ∈ Ln with maximal N(L), compute the twist a ∈ A max-

imising λ1(a · L) .

2. Given L ∈ Ln with maximal λ1(L), compute Q ∈ SOn(R) such that

N(Q · L) optimal. That is, compute the rotation of L with optimal

minimum product distance.

We remark that 2. is well-posed for any L by the compactness of SOn(R).

However, strategy 2. appears more difficult, as for a given lattice L the

function N(Q ·L) on SOn(R) is generally non-convex even for simple cases

such as n = 2 and L = Z2.
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On the other hand, we have seen that lattices with (nearly) maximal

N(L) can be constructed over real number fields K with small discrimi-

nant dK . Note that strategy 1. is well-posed for any lattice for which A ·L
is compact. Indeed, we have the following theorem.

Theorem 3.2.3 (McMullen, [40]). For any unimodular lattice L ⊂ Rn, the

following conditions are equivalent:

1. A · L is compact.

2. L arises from a full moduleM in a totally real field K.

Remark 3.2.4. The above discussion gives a recipe to find a lattice L that

simultaneously maximises N(L) and f(L), where f is any real-valued con-

tinuous function on Ln. More precisely, taking L to be a lattice maximis-

ing N(L), and assuming Margulis’s conjecture, then L arises from a full

module M in a totally real field K. By Theorem 3.2.3 the function f will

necessarily achieve its optima on A · L.

Theorem 3.2.3 shows that there exists a ∈ A such that λ1(a.LIα) is max-

imal in A ·LIα . Furthermore, we proved in 1.3.6 that the maximisation of

λ1 can be restricted to the well-rounded locus without loss of generality.

Thus, we will rather consider the following problem in the context of

simultaneous AWGN/Rayleigh fading goodness.

Problem 3.2.5. Let LM be a lattice arising from a real number field K.

Describe explicitly the intersection [A · LM] ∩ [Wn], where [·] stands for the

similarity class in Sn.

In fact, Problem 3.2.5 has always a solution in the following sense.

Theorem 3.2.6 (Solan, [55]). Let L ∈ Ln. Then

[A · L] ∩ [Wn] 6= ∅.

Remark 3.2.7. It is also proved in [55] that [A · L] ∩ [Stn] 6= ∅, where Stn
is the set of unimodular stable lattices in Ln.

In Publication I we investigated Problem 3.2.5 in the case of quadratic

number fields. We summarise the results as follows:

1. Given an ideal quadratic lattice LI , we proposed an algorithm to

produce all the WR twists, that is explicitly describing [A ·LI ]∩ [Wn].

2. We gave a counting estimate of the size of [A · L] ∩ [Wn] in terms of

some number theoretic invariants.

58



Lattices in wireless communications

3. Classified some WR twists in real quadratic fields.

4. Proved that Q(
√

5) has the highest possible product distance among

all quadratic ideals.

5. Produced infinite families with "good" sphere packing and high prod-

uct distance.

3.3 Physical layer security

Physical layer security consists of a range of techniques that are devoted

to using the "undesirable" noise in the transmitter’s/receiver’s favour. In

[64], Wyner proved that under some reasonable assumptions, one could

use the noise to "hide" the transmitted message. Thus, motivated the

study of building secure systems for the physical layer. To make this more

precise, we first recall some basic notions from information theory, give

an overview of security measures, and then proceed to study the wiretap

channel. The main references for this section are [14] and [62].

3.3.1 Security measures

Let X and Y be two discrete random variables with probability density

functions PX and PY , taking values in the sets X = {x1, . . . , x|X |} and

Y = {y1, . . . , y|Y|} respectively. The entropy of X is given by

H(X) := −
|X |∑

i=1

PX(xi) log(PX(xi)).

Clearly, H(X) ≥ 0 with equality if and only if PX(xi) = 1 for some xi ∈ X ,

i.e., X is deterministic. If the joint probability distribution of X and Y is

PX,Y , then we define the conditional entropy as

H(X|Y ) := −
∑

x∈X

∑

y∈Y
PX,Y (x, y) log

PX,Y (x, y)

PY (y)
.

The mutual information of X and Y is given by

I[X;Y ] :=
∑

x∈X

∑

y∈Y
PXY (x, y) log

PX,Y (x, y)

PX(x)PY (y)
.

Remarking that

PX(x) =
∑

y∈Y
PX,Y (x, y),
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we get

I[X;Y ] = H(X)−H(X|Y ).

Intuitively, the mutual information measures how much does one ran-

dom variable tell about another, which is compatible with the property,

I[X;Y ] ≥ 0 with equality if and only if X and Y are independent.

Assume a symmetric key encryption scheme SK, where m is the plain-

text and Xn is a ciphertext of length (dimension) n generated by Alice

using a symmetric key K. Bob deciphers Xn using the same key K.

Shannon [54] defined the perfect secrecy for SK in a noiseless setting

(Eve knows Xn) by

I[m;Xn] := 0.

He proved that the perfect secrecy implies that H(K) ≥ H(m). Thus,

the one-time-pad is necessary to achieve perfect secrecy over noiseless

channels. The impracticality of the one-time-pad imposed a necessity for

developing an alternative security measure.

Alice Bob

Eve

m Cipher

Xn

Xn

Decipher

XnKK

Figure 3.1. Shannon model : Perfect secrecy I[m;Xn] = 0.

In wireless communication systems, it is reasonable to assume that

Eve’s channel quality is degraded compared to the one used by Bob. De-

noting by σE and σB the noise variances at Eve’s and Bob’s channels re-

spectively. Then assuming that σE > σB, Wyner defined the weak secrecy

by

lim
n→∞

1

n
I[Xn;Zn] := 0, (3.19)

where Xn is the transmitted message and Zn is the received message by

Eve.

Alice Bob

Eve

Xn σB Yn
σE

Zn

Figure 3.2. Wyner model : weak secrecy limn→∞ 1
n
I[Xn;Zn] = 0.

The data rate of a code C is defined as the positive constant R satisfying

|C| = 2nR. The data rate is given in bits per channel use (bpcu).
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The weak secrecy is equivalent to

lim
n→∞

inf
1

n
H(Xn|Zn) ≥ R. (3.20)

In this case, we say that a secrecy rateR is achievable. Wyner defined the

secrecy capacity Cs as the largest secrecy rate that is achievable satisfying

both reliability and weak secrecy.

Remark 3.3.2. For secrecy capacity, the reliability is as usual defined in

its asymptotic sense P (x→ x′)→ 0 as n→∞.

The weak secrecy can be extended to the notion of strong secrecy given

by

lim
n→∞

I[Xn;Zn] := 0.

Remark 3.3.3. In information theory, the message x is often assumed to

have a uniform distribution; this assumption is less accepted in cryptog-

raphy, where the strong secrecy for uniformly distributed messages is re-

placed by semantic security [33], that is, achieving strong secrecy for all

distributions of the plain text.

3.4 Fading wiretap channel

We assume a SISO fast Rayleigh fading wiretap channel. The channel

models of Bob and Eve are respectively given by

yB = HBx+ vB, yE = HEx+ vE , (3.21)

where x is assumed to be uniformly distributed on a lattice code C ⊂ Rn.

Note that in the model (3.21) we aim to achieve reliability for Bob and

security with respect to Eve. Let σE and σB be the noise variances of Eve

and Bob respectively. By degraded wiretap channel we mean σE > σB.

The weak, strong and semantic secrecies are defined by asymptotic means;

as discussed in the previous section, in practice, a message is always of a

finite length. In the present work, we consider the wiretap lattice code

design problem based on two alternative security measures.

• For a fixed n ≥ 1, we extend the perfect secrecy notion to the noisy

regime as follows: Let fL : R+ → R+ be a decreasing function. We

assume that fL depends on the lattice L ⊃ C such that

I[x; yE ] ≤ fL(σ). (3.22)

We then formulate the wiretap code design problem as.
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Problem 3.4.1. For a fixed rate R, minimise fL(σ) on Ln for any

σ > 0 (or on a given noise range).

We will refer to such an fL as eavesdropper’s information bound.

• The second measure is similar to the previous. We replace the mu-

tual information in inequality (3.21) by PE , the eavesdropper’s cor-

rect decoding probability (ECDP). Then we ask for the lattice min-

imising the upper bound on PE , we call such a bound an ECDP

bound.

In order to make the ECDP notion precise, we will first present a coding

method introduced by Wyner over wiretap channels,i.e,. coset coding.

The idea behind coset coding is to add randomness to the legitimate mes-

sage to increase the eavesdropper confusion, and this is done by mapping

the information bits to a set (coset) rather than a single vector.

Definition 3.4.2. Let LB be a lattice in Rn, and LE be a full rank sublattice

of LB. A nested code C(LB, LE) is defined by the set of representatives

C(LB, Le) = {[x] ∈ LB (mod LE) : x ∈ LB} = LB ∩ V(LE).

By definition, the nested code C(LB, LE) is of size |C(LB, Le)| = [LB : LE ].

LetM be a message space of size [LB : LE ]. We consider a given injective

map fM : M→ LB ∩ V(LE).

Coset coding is carried out by Alice as follow. The message m is first

mapped by Alice to a coset representative [x] via fM. Then, she transmits

a random representative x of the class [x]. In other words

x = [x] + c ∈ [x] + LE ∈ LB/LE , (3.23)

where c is chosen randomly from LE .

Remark 3.4.3. The rate can be divided into two parts

R = Rx +Rc,

where Rx and Rc are the rates corresponding to the message and the ran-

dom bits respectively. This formulation shows that secrecy is still achiev-

able even if Eve was able to decode at a non-zero rate Rc, i.e., Eve decodes

only random bits.

The information and ECDP bounds will definitely depend on the dis-

tribution of the random variable c. We will mainly use the uniform and
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Gaussian distributions. These choices have a direct relation with the so-

called boundary effect, which can be described by the fact that C(LB, Le)
might have some elements x ∈ LB on the boundary of V(LE), so the shifts

of LB ∩ V(LE) by elements of LE are not necessarily disjoint. We bypass

this issue by either neglecting the boundary or by introducing a shaping

sublattice Ls ⊂ LE ⊂ LB [33]. Such a method is called the mod Ls chan-

nel. In this case, we choose the random vector c in (3.23) uniformly from

the [LE : Ls] representatives of LE/Ls in V(LE). A third possible strat-

egy is to assume that the boundary of V(LE) is smooth and we sample c

such that the message x has a centred discrete Gaussian distribution on

[x]+LE with variance σs. We refer to this variance by the shaping. In this

case, we say that Alice uses Gaussian coset coding.

The Gaussian distribution on lattices is studied in different areas. In

discrete geometry, it is often used as a smooth replacement of the lattice

counting function on a ball of fixed radius [39]. It is also a cornerstone in

the proof of Theorem 1.1.24. In cryptography, the Gaussian distribution

on lattices plays an essential role in hardness proofs for computational

lattice problems [41].

Let x ∈ Rn. We define the Gaussian zero-mean probability density func-

tion (PDF) with variance σ2 by

gn(x;σ) :=
1

(
√

2πσ)n
exp

(
−||x||

2

2σ2

)
. (3.24)

Similarly, we define the Gaussian PDF on a discrete subset S of Rn by

gn(S;σ) :=
1

(
√

2πσ)n

∑

x∈S
exp

(
−||x||

2

2σ2

)
. (3.25)

Let L ⊂ Rn be a lattice and let c ∈ Rn. The centred discrete Gaussian

distribution on L + c with variance σs is the distribution induced by the

probability

P [X = x+ c] := gn(x;σs)/gn(L+ c;σs), (3.26)

for any x ∈ L.

Now we introduce an important lattice parameter.

Definition 3.4.4. [33] Let L ⊂ Rn be a lattice. The flatness factor of L is

defined by

εL(σ) := max
u∈Rn

∣∣∣gn(L+ u;σ)

1/ vol(L)
− 1
∣∣∣.

Let L be a lattice in Rn. Then a straightforward application of the Pois-
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son summation formula yields

gn(L;σ) = vol(L∗)
( σ√

2π

)n ∑

y∈L∗
e−

σ2||x||2
2 , (3.27)

gn(L+ u;σ) = vol(L∗)
( σ√

2π

)n ∑

y∈L∗
e−

σ2||x||2
2 e2iπ〈y,u〉, (3.28)

where L∗ is the dual lattice of L and u ∈ Rn.

Thus,

εL(σ) =
vol(L)

(
√

2πσ2)n
ΘL(e−

1
2σ2 )− 1 = ΘL∗(e

−2πσ2
)− 1,

where ΘL(q) :=
∑

x∈L q
||x||2 is the theta series of L.

Remark 3.4.5. Let L ⊂ Rn be a lattice. The flatness factor εL(σ) is a

decreasing function on the positive real line. Furthermore, εaL(aσ) = εL(σ)

for all a ∈ R.

Intuitively, the flatness factor measures how large is the distance be-

tween the Gaussian and the uniform distribution on a lattice in the fol-

lowing sense. Let f and g be two probability density functions. We define

the V (f, h) the variational distance between f and g by

V (f, g) :=

∫

Rn
|f(y)− g(y)|dy.

For a lattice L ⊂ Rn, the variational distance between the Gaussian and

the uniform distributions on V(L) is bounded by εL(σ). More precisely,

V
(
gn(L+ c;σ)|V(L),

1

|V(L)|
)
≤ εL(σ). (3.29)

3.5 Information and ECDP bounds

Non-referenced results in this section are proved in Publication IV.

3.5.1 The information bounds

We start by citing an important lemma on information bounds.

Lemma 3.5.2 ( [33], lemma 2). Let Zn be an Rn-valued random variable,

and let Xn have any distribution on a message set M such that |M| > 4.

Denote by gXN |Zn the PDF of Zn given a message realization. Suppose that

there exists some PDF f on Rn such that, for all message realizations, we

have V (gXN |Zn , f) ≤ ε ≤ 1
2 . Then we have

I[Xn;Zn] ≤ 2ε log |M| − 2ε log(2ε).
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Note that for ε = 1
2 we recover the trivial bound I[Xn;Zn] ≤ log |M|.

Now we proceed to deriving information bounds in the following cases:

1. Case I: We assume that Alice chooses the random part cwith respect

to a uniform distribution in the mod Ls channel setting. In [33],

the authors proved that over the AWGN the following bound

I[x; yE ] ≤ 2εLE (σ) log |M| − 2εLE (σ) log(2εLE (σ)). (3.30)

holds, whenever εLE (σ) ≤ 1/2.

Next we state Theorem V.1 in Publication IV. The result provides an

information bound in the presence of fading H.

Theorem 3.5.3. In the modLs channel case, let x be a message with

any distribution on the message spaceM with |M| ≥ 4. Assume that

E := EH [εHLE (σ)] ≤ 1/2. Then

I [x; yE ] ≤ (1− 2E)[2E log |M| − 2E log(2E)] + 2E log |M|, (3.31)

where the expectation value EH is taken over the channel fading out-

puts H. This bound is an increasing function of E, attaining the

trivial bound log |M| at E = 1/2.

2. Case II: We assume that Alice uses a Gaussian coset coding. In this

case the following bound holds over the AWGN channel [33].

I[x; yE ] ≤ 8ε log |M| − 8ε log(8εLE (σ)), (3.32)

where ε := εLE ( σσs√
σ2+σ2

s

) ≤ 1/8.

The next theorem is Theorem V.2 in Publication IV.

Theorem 3.5.4. Consider the fading channel with discrete Gaussian

coset coding. Take a message Xn with any distribution on the mes-

sage spaceM with |M| ≥ 4. Assume that

E := EH
[
ε√

σ2/σ2
sIn+HtHLE

(σ)
]
≤ 1/5.

Then,

I [Xn;Zn] ≤ (1− 5E)[5E log |M| − 5E log(5E)] + 5E log |M|. (3.33)

This bound is an increasing function ofE, attaining the trivial bound

log |M| at E = 1/5.
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3.5.5 The ECDP bounds

We now consider PE , the eavesdropper’s correct decoding probability, in

both AWGN and fading models.

Oggier and Belfiore [9] proposed a design criterion for the Rayleigh fad-

ing wiretap channel based on the so-called inverse norm sum. Motivated

by their work, we took into account their derivation without the final step

where they assume large SNR, to get an estimate that works for any SNR

range.

Assuming that Eve decodes to the closest point of LB. Then, the AWGN

and fading channel models ECDPs are bounded respectively by [9,48]

PE(σ) ≤ [LB : LE ]−1(εLE (σ) + 1), (3.34)

PE(σ) ≤ [Lb : Le]
−1(EH [εHLE (σ)] + 1). (3.35)

Not that for low quality signals, i.e., σE → ∞, the ECDP bound reduces

to [LB : LE ]−1, which can be seen as a uniform sampling from the codebook

C(LB, LE).

Observing that both the information and ECDP bounds depend on the

(expected value of) flatness factor, we formulate the wiretap design prob-

lem as follows.

Problem 3.5.6. Let LE ⊂ LB ⊂ Rn as above. Fixing the index [LB : LE ]

(rate) and considering σ to be in a bounded range, then:

• In the AWGN case: Minimise the flatness factor εLE (σ) .

• In the fading case: Minimise EH [εHLE (σ)] the expected flatness factor

(EFF)

Observe that if the SNR(VNR) is very low, then Bob will not be able

to decode correctly. On the other hand, if the eavesdropper channel has

equally good characteristics as the one used by Bob, then Eve will sim-

ply recover the transmitted message similarly to Bob. Deciding the exact

noise range for coset codes imposes a paradoxical situation. In Publication

III, we led an experimental study to investigate the practical aspect of our

result and in order to understand the behaviour of coset codes over some

given noise range. Furthermore, the simulation results supported our

conjecture experimentally on the performance of WR lattices over wiretap
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channels; the figures below shows that in dimensions 8 and 4 the non-

orthogonal WR lattices out-perform the most well-known lattices in com-

munication theory, namely, the rotated orthogonal and the best sphere

packing lattices. For more details we refer to Publication IV.

Figure 3.3. Comparison of 4-dimensional WR lattices with 16-PAM. Sublattice index 256.

Figure 3.4. Comparison of the ECDP upper bounds (EFF + 1)/index for 8-dimensional
WR sublattices with respect to the volume-to-noise ratio (VNR).

3.5.7 On the flatness factor

Motivated by the minimisation of the flatness factor, we close this section

by some remarks on the minima of theta series. Finding lattices achiev-

ing local/global minima of the theta series is a long-standing problem in

analytic number theory. In fact, Sarnak and Strömbergsson [52] proved

that, for any σ > 0, the D4 lattice, the E8 lattice, and the Leech lattice [15]

achieve a strict local minimum of ΘL(σ) on Ln.

Next we will motivate the choice of WR lattices over wiretap channels
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via some links with the so-called Epstein zeta function.

The Epstein zeta function of a lattice L ⊆ Rn is defined as

E(L, s) =
∑

06=x∈Λ

1

||x||2s ,

where s ∈ C with <(s) > n
2 . In analogy to the Riemann zeta function, the

Epstein zeta function admits a meromorphic continuation to the complex

plane with a simple pole at s = n
2 .

The Gamma function is defined as

Γ(s) =

∫ ∞

0
zs−1e−zdz, for s ∈ C, <(s) > 0.

Using an elementary change of variables we get

(2π)−s||x||−2sΓ(s) = 2

∫ ∞

0
e−2πσ2||x||2σ2s−1dσ. (3.36)

Let L be a lattice in Rn, then summing over all the non-zero lattice points

in L∗ we get

(2π)−sΓ(s)E(L∗, s) = 2

∫ ∞

0
εL(σ)σ2s−1dσ. (3.37)

Equation (3.37) shows that the minima of L 7→ εL are closely related to

the minima of L 7→ E(L, s) in the following sense.

εL1 ≥ εL2 , ∀σ > 0 ⇒ E(L∗1, s) ≥ E(L∗2, s) ,∀s > 0.

Definition 3.5.8. We say that a lattice L0 is E-extremal at s0 ∈ C if ∀s > s0

and L ∈ Ln
E(L, s) ≥ E(L0, s).

We say that L0 is universally extremal if ∀s > 0 and L ∈ Ln

E(L, s) ≥ E(L0, s).

Notice that the universality property for L∗ is a necessary condition for

L to be a global minimum of the flatness factor εL.

We will still go one step further and use the connection that theta and

zeta functions have with spherical designs. In [18], Coulangeon extended

the study from [52] and established a relation between local minima of

zeta and theta functions of lattices and spherical designs.

Definition 3.5.9. Let n ≥ 2 and let X be a finite subset of a sphere Sn(r)

of radius r. Assume that X is symmetric with respect to the origin. Then,

for any positive even integer t, X is a spherical t-design if and only if there

exists a constant c such that, for all α ∈ Rn,
∑

x∈X
〈x, α〉t = crt/2〈α, α〉t/2,

where 〈 , 〉 denotes the usual scalar product.
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Let L be a lattice in Rn. Ordering the sequence m1(L) < m2(L) < . . . of

squared lengths of non-zero vectors in L, we define the k-th layer of L to

be

Mk(L) = {x ∈ L | ||x||2 = mk(L)},

where k is a positive integer. Remark that the first layer M1(L) is the set

of shortest vectors S(L) in L.

The following result connects local minimum for the Epstein zeta func-

tion and 4-designs.

Theorem 3.5.10 ( [18], Thm 4.1). Let L be a lattice in Ln such that all

its layers hold a 4-design. Then L is E-extremal at s for any s > n/2. If

moreover E(L, s) < 0 for 0 < s < n/2 , then L is universally extremal.

To name just a few examples of lattices with all layers holding a 4-

design, we mention D4, E8, the Leech lattice Λ24, and Barness-Wall lat-

tices BW2m of dimension 22m . For a complete classification up to dimen-

sion 26 see [4].

Relaxing the universality property, the minima of Epstein zeta functions

at some s0 ∈ C have a tight relationship with 2-designs in the following

way.

Theorem 3.5.11 ( [21], Thm. 4). Let L ⊂ Rn be a lattice of volume one.

Then the following conditions are equivalent.

1. There exists s0 > 0 such that L is a local minimum for E(L, s) at s,

for any s > s0.

2. L is perfect and all layers of L hold a 2-design.

Finally, we state a result due to Coulangeon.

Theorem 3.5.12. [18, Prop. 4.1] Let L0 ∈ L0 be such that all its layers

hold a 4-design. Then, for any fixed σ >
n
2

+1

πλ21(L0)
, the map L 7→ ΘL(e−

1
2σ2 ),

L ∈ L0, has a strict local minimum at L0.

Observing that the first layer S(L) holds a spherical 2-design if and only

if L is strongly eutactic. Then Proposition 1.3.6 shows that all the lattices

mentioned in Theorems 3.5.10, 3.5.11 and 3.5.12 are necessarily well-

rounded. In fact, perfect lattices are also known to be well-rounded [53].

Moreover, we motivate the choice of WR lattices as a search space for the

flatness factor optima by the fact that lattices having all layers holding a

4-design might not exist in every dimension, for example, such lattices do
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not exist in dimensions 3, 5 and 9. In general dimensions there are only

finitely many similarity classes of such lattices (see [44] for a detailed ex-

position). The previous remarks do not imply that the local minima of

theta series are all well-rounded, but it is instead an exposition of the

existing results in this direction. Tying all this information together, we

have seen that nearly optimal codes for the wiretap fading/AWGN chan-

nels are those carved from full-diversity lattices with large sphere pack-

ing, large minimum product distance and a (or with a sublattice with)

minimal flatness factor. By the present work, we suggest well-rounded

lattices as a set of lattices with an acceptable trade-off between the three

mentioned properties.
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4. Conclusion

The present work investigates a more practical approach to the reliability

and security problems for wireless systems at the physical layer. While

most classic secrecy and noise resisting criteria are based on asymptotic

measures, we studied design problems for lattices codes in fixed dimen-

sions.

Motivated by minimising the pairwise error probability, we suggested

lattice codes carved from WR lattices as optimal solutions to achieve re-

liable communication over AWGN and fading SISO channels. Extending

this study to the wiretap channel setting, we gave experimental and an-

alytical evidence motivating the choice of WR lattices. The main goal

was to minimise the mutual information between the eavesdropper and

the legitimate message; and to reduce the eavesdropper correct decoding

probability.

This study is completed by providing explicit constructions of WR lat-

tices, firstly, by introducing a new family of lattices, i.e,. Lagrangian lat-

tices. which captures some arithmetic features of ideal lattices over tame

number fields.

Furthermore, we considered the action of the diagonal group and the set

of positive units on lattices in the case of ideal lattices over real quadratic

fields.

As future work, we suggest extending the results on real quadratic fields

to higher-degree number fields, and investigating more geometric and an-

alytic properties of Lagrangian lattices.

Further deep dynamical and number-theoretic questions can be consid-

ered for applications to physical layer security. To name just a few, we

mention investigating the possibility of restricting the minimisation prob-

lem of the theta/Epstein zeta functions to the set of well-rounded lattices

without loss of generality and studying the minima of these functions on
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lattices over totally real number fields; exploring their variation in the

orbit of the action of the diagonal group would also be of great interest.

In the present thesis, we considered only SISO channels. This study

could be extended to the case of multiple-input and multiple-output (MIMO)

channels, where cyclic division algebras are the main algebraic objects of

study.
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Errata

It was claimed in Proposition 9 of Publication I that

Proposition. [9,Publication I] For any non-zero x ∈ I, x extends to a

basis of I if and only if the ideal (x) is not divisible by any ideal of the

form nOK for n ∈ Z, n 6= ±1.

We present a minor correction to the above proposition.

Proposition. [9,Publication I Corrected] For any non-zero x ∈ I, x ex-

tends to a basis of I if and only if the ideal (x) is not divisible by any ideal

of the form nI for n ∈ Z, n 6= ±1.

the incorrect statement remains true in the case I = OK . The erroneous

proposition does not affect any subsequent proof.
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