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1. Introduction

The white-box attack model was introduced in 2002 by Chow, Eisen, John-
son, and van Oorschot (CEJO [11, 10]). In this model, we consider an
adversary who gets access to the implementation code of a cryptographic
program with an embedded secret key. Moreover, we consider that the
adversary is in complete control of the execution environment of the pro-
gram. The goal of white-box cryptography is to provide security even in
the presence of such a powerful adversary.

The white-box attack model was originally considered in the context of
digital rights management (DRM) applications. Such applications serve an
access control-related purpose, allowing a user to access specific content
they have paid for and limiting the access to further content. This content
is usually transmitted in encrypted form, and the DRM applications consist
of a decryption program with an embedded secret key which allows to
decrypt the content. Here, white-box cryptography is used as a means to
stop a user from misusing such decryption programs, i.e. from illegally
re-distributing them, granting other users access to specific content. In
particular, white-box cryptography should stop a user from extracting the
decryption key and sharing it with other users. Note that a user could
also attempt to copy and share the complete application. Thus, white-box
decryption programs also need to mitigate so called code-lifting attacks
[9], ensuring that each decryption program can only be used on specific
devices or by specific users.

More recently, white-box cryptography became a standard software pro-
tection technique for mobile payment applications [26, 21]. Such appli-
cations make use of near field communication (NFC) protocols and orig-
inally relied on a secure element on the mobile phone for the storage of
user-linked data and cryptographic keys. However in 2015, Android 4.4.
introduced Host card emulation (HCE), which makes it possible for mobile
phones to handle NFC traffic in software on a regular CPU instead of
secure elements. As a result, mobile payment applications can now be im-
plemented in software-only, which expands the use of such applications to
a broader class of mobile devices. The idea is that white-box cryptography
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should help protect cryptographic keys and user-linked data stored within
the applications.

In this thesis, we focus on white-box cryptography when used for protect-
ing mobile payment applications. We study the foundations of white-box
cryptography, clarifying its security goals, studying its feasibility and
studying the effectiveness of popular attacks on real life implementations.
Throughout our definitional studies, we compare the two application sce-
narios mentioned above and explain why some definitions provided for the
DRM use case might not be suitable for white-box cryptography when used
for protecting mobile payment applications. Below in Section 1.1, we first
elaborate on the purpose of using white-box cryptography for protecting
mobile payment applications. Later in Section 1.2, we give an overview
of popular security definitions that have been presented for white-box
cryptography and explain why the properties captured by those definitions
might not align with the desired security properties for mobile payment
applications. We then describe the properties of hardware- and application-
binding, which we deem central for white-box cryptography. In Section
1.3 we describe the feasibility results that we present in this thesis. We
conclude this introduction in Section 1.4 describing the foundational stud-
ies we conduct with regard to new, popular, real life attacks on white-box
implementations.

1.1 White-box Cryptography for Mobile Payment Applications

Mobile payment applications allow a user to make payments at NFC ter-
minals using a mobile phone. Such applications should serve the same
purpose as traditional credit cards. The applications store sensitive infor-
mation such as cryptographic keys and transaction credentials internally.
This increases the performance of the application and enables the user
to perform transactions even when no internet connection is available.
Note that such data needs to be stored in encrypted form. Namely if an
adversary (e.g. in the form of malware) gets access to the implementation
code of the application, the adversary should not be able to read out the
values of the transaction credentials or cryptographic keys. Whenever the
application needs to decrypt this data (e.g. when performing a payment),
the application uses a long-lived secret key, which is also stored within the
application. This secret key also needs special protection from an adver-
sary with access to the implementation code. Here, white-box cryptography
is used for stopping an adversary from simply reading out the value of
this decryption key. Moreover, white-box cryptography is used to securely
handle the decrypted credential and use it to generate a payment request.
Note that such payment applications and their decryption programs might
also be a target of code-lifting attacks. Namely, an adversary could simply
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attempt to copy the complete decryption program with the embedded secret
key, and use it on its own device to decrypt the credentials and generate
payment request messages at its will. Therefore, white-box cryptography
should also implement countermeasures against code-lifting attacks to
protect mobile payment applications.

Note that in the application scenario described above, the adversary is
not the owner of the application, but a third party whose ultimate goal
is to recover the value of a transaction credential for malicious purposes.
This is an important distinction for clarifying the security goals we want
to achieve for white-box cryptography in the context of mobile payment
applications. From the description above, we see that we want to (1) protect
the confidentiality (and integrity) of the data stored within the application,
(2) protect the decryption key stored within the application and (3) protect
the application from code-lifting attacks. As we explain in the following
section, these security goals might differ from the security goals of white-
box crypto when used for protecting DRM applications. For this reason in
this thesis (articles I and II), we propose new security definitions which
capture the desired goals for white-box cryptography when used for mobile
payment applications.

1.2 Security Definitions

Saxena, Wyseur and Preneel (SWP [25]) took first steps towards formal se-
curity definitions for white-box cryptography. The authors suggest to adapt
standard public-key security notions for white-box cryptography, such as
for instance indistinguishability under chosen plaintext attacks (IND-CPA).
The idea behind such adaptations is that a white-box encryption program
can be seen as a public key, while its corresponding (non-white-box) de-
cryption program can be seen as a secret key. In this context, a white-box
encryption program can be made publicly available for encryption, but
it should not reveal any information about its corresponding decryption
programs (e.g. its embedded symmetric key). Delerablée, Lepoint, Paillier,
and Rivain (DLPR [13]) presented further studies capturing more practical
security properties for white-box programs. Their studies were motivated
by the use case of white-box cryptography in the DRM application sce-
nario. Below we summarize the security notions presented by DLPR. We
explain the security properties captured by these definitions and elaborate
on possible scenarios where these definitions might be suitable. We also
explain why the properties captured by some of these definitions might not
align with the security properties we wish to achieve for mobile payment
applications. In the following, we follow the descriptions provided in I.
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Security against key extraction. This security notion captures the prop-
erty that it should be impossible for an efficient adversary to extract the
value of the secret key embedded in a white-box implementation. In fact,
achieving this property is a necessary condition for any meaningful white-
box program. DLPR capture security against key extraction via a suitable
formal definition, named Unbreakability. Additionally, Bogdanov and
Isobe [5] also discuss security against key extraction as a security goal for
white-box cryptography. DLPR observe that achieving security against
key extraction is not very useful on its own. One can think of, e.g., artifi-
cial counterexamples whose symmetric key is hardcoded in a way which
is difficult to extract, but which only encrypts one half of the message,
leaking the rest. Such an implementation indeed does not achieve any
confidentiality, as is usually desired for an encryption scheme.

One-wayness. One-wayness captures the property that an adversary,
even when given a white-box encryption program, should not be able to use
that program to decrypt. Biryukov, Bouillaguet and Khovratovich define a
similar property called asymmetry [4], which captures that a decryption
program should not enable encryption. It is folklore that one-wayness
does not imply the property of confidentiality. Namely to achieve one-
wayness, it is enough if the adversary is not able to recover the complete
plaintext, even if large fragments are leaked. Still, the properties of one-
wayness and asymmetry might be enough in some use cases, for instance
for DRM applications. Namely in this use case, one could argue that full
confidentiality is not very important since it is usually publicly known
which information is being transmitted (e.g. which movie or live event).
Moreover for DRM applications it is not useful for an adversary to recover
only fragments of messages. In this context, recovering only fragments
of messages would correspond to recovering interrupted or incomplete
content (assuming that collusion for reconstruction is not possible).

Similarly as for one-wayness, asymmetry has one interesting application
scenario. Namely as suggested by Joye [18], one could build a signature
scheme from a white-box program as follows: We consider a standard
symmetric encryption program as a secret key used for signing and a
white-box decryption program as the public key for verification. Here, it
is enough if the white-box decryption program achieves asymmetry, i.e. if
an adversary is not able to generate a valid signature using the white-box
decryption program. Note that confidentiality of the signatures is not
fundamental since the decryption programs are public and thus, anybody
can recover the plaintexts corresponding to the signatures. Note however
that for a signature scheme we do desire full integrity for randomly chosen
messages. As Fischlin and Haag prove in [15], assuming asymmetry of
a white-box decryption cipher might not always be enough for achieving
such an integrity property of a signature scheme.
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As earlier discussed, for mobile payment applications we wish to achieve
rather confidentiality and integrity as basic security properties (see below).
Note however that some variations of the definitions of one-wayness might
be useful too. For instance, one could strengthen the definition of one-
wayness by considering the adversary as winning, if the adversary is able
to recover half of the bits of the message or some other substantial fraction.
Such a definition would indeed be closer to a definition of confidentiality.

Incompressibility. Considering the threat of code-lifting attacks in the
white-box attack scenario, DLPR define the notion of incompressibility
for white-box encryption programs. DLPR also present an encryption
scheme which achieves incompressibility and further constructions have
been presented in [5, 6, 4, 16, 1].

The property of incompressibility consists of implementing a crypto-
graphic primitive of a very large size, such that the implementation only
remains functional in its complete form. The idea is that such a large
sized program should be difficult to distribute online, i.e. it should stop an
adversary from making copies of its program and re-distributing them on-
line. In this context, incompressibility can be useful for DRM applications,
specially in cases where hardware (with large sized memory) is delivered
to a client. Another interesting use case for incompressibility is discussed
in [5] by Bogdanov and Isobe. The authors express that incompressibility
might also help to thwart mass surveillance. Namely, an increase of a
reasonably large factor in terms of storage might be acceptable for a local
user in their own device. Such an increase should not imply real additional
costs for the user. In turn, if a large number of users make use of incom-
pressible cryptographic programs with large sized keys, it might not be
feasible for a broad-scale surveillance project to deal with the large keys
of all users. This perspective on incompressibility relates to the bounded
retrieval model (BRM), where we assume that an adversary is only able
to learn limited information with respect to secret keys in cryptographic
implementations. Moreover in 2016, Bellare, Kane and Rogaway [2] in-
troduced big-key symmetric encryption, which considers encryption keys
of very large size and equivalent decryption keys of conventional sizes.
Here, such schemes achieve efficiency in their encryption by using only
fragments of the large keys for each encryption. In I we discuss ideas
on how we might be able to turn incompressible encryption schemes into
big-key symmetric encryption schemes.

Incompressibility however does not seem to be the right choice for protect-
ing applications running on mobile phones. Namely, the general concept
of incompressibility stands in contrast with the design approach usually
desired for applications running on mobile devices: small sized and ef-
ficient. Moreover, large-size programs also harm their own distribution
functionality. That is, when an application needs to be (legally) distributed
in a fast and efficient way, then its cryptographic algorithms shall not to be
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too large, specially if this distribution needs to take place on a regular ba-
sis. Most importantly as mentioned before, besides mitigating code-lifting
attacks on mobile payment applications, we also wish to achieve further
properties such as confidentiality and integrity of transactions. The notion
of incompressibility does not contribute to achieving any of these goals (see
I).

Traceability. The notion of traceability as defined by DLPR consists of
watermarking a cryptographic program such that if illegally re-distributed,
the owner of the original program can be identified. Such a property
also finds its use case in DRM applications, as the owner of a decryption
program might make many copies of it and re-distribute them online,
even on large platforms for commercial purposes. If a copy is found, the
traceability property can help identify the owner of the original program.
Traceability has been a popular security property considered for broadcast
encryption schemes. DLPR define a white-box tracing scheme based on the
fully collusion resistant traitor tracing scheme defined by Boneh, Sahai and
Waters in [7].

For mobile payment applications however, this notion of traceability
does not seem to be useful. Namely as stated before, we want to achieve
protection against external adversaries trying to misuse the payment
application, and not owners re-distributing their own applications.

Considering the remarks made above, in I and II we propose to study
further security properties for white-box cryptography and define new
security notions. We propose to focus on confidentiality and integrity as
basic security properties, and hardware- and application-binding as central
security properties for mitigating code-lifting attacks and protect mobile
payment applications.

Confidentiality for white-box encryption. As mentioned by SWP, one could
adapt the standard public-key security notions indistinguishability un-
der chosen plaintext attacks (IND-CPA) and indistinguishability under
chosen ciphertext attacks (IND-CCA) to define confidentiality for white-
box encryption programs. That is, one can define the IND-CCA game for
white-box encryption simply by using the public-key cryptography vari-
ant of IND-CCA security and replacing the public key with a white-box
encryption program. Such a notion would capture the property that an
adversary is unable to extract any information from encrypted ciphertexts,
even when having access to a white-box program. Following DLPR, one
can additionally provide the adversary with a recompilation oracle that
returns to the adversary several versions of a white-box program compiled
for the same key. Note that such IND-CPA and IND-CCA games would
certainly also capture the properties of one-wayness and security against
key extraction.
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Integrity for white-box decryption. For white-box decryption, integrity cap-
tures that a white-box decryption program should not help to generate
fresh ciphertexts or ciphertexts for fresh messages. As common for sym-
metric encryption (see, e.g., Paterson, Ristenpart and Shrimpton [22]),
integrity comes in two flavours, plaintext integrity (INT-PTXT) and ci-
phertext integrity (INT-CTXT). Note that in the white-box attack scenario,
these notions can only be achieved if the challenge message is not chosen
by the adversary but rather, e.g., at random. This is because the adversary
can always find a corresponding message for any chosen ciphertext by
using the white-box decryption programs. Here as well, one can augment
both security notions with a recompilation oracle.

On recompilation oracles. The concept of having a recompilation oracle
in the security games defined by DLPR also comes from the DRM use case
of white-box cryptography. The recompilation oracle models an adversary
who legally obtains several versions of a decryption program with the same
decryption key. I.e. several DRM programs configured such that they
provide access to the same content. Note however that such an oracle
doesn’t seem to be suitable for modeling white-box cryptography in mobile
payment applications. Namely for such applications, we wish to white-
box decryption programs with embedded secret keys, which are used for
decrypting transaction credentials. Such keys are randomly generated for
each application and will be different with overwhelming. So, an adversary
who might legally (or illegally) get access to different white-box programs
in mobile payment applications would always obtain applications compiled
with different decryption keys.

Hardware-Binding. The property of hardware-binding captures that a
white-box program can be evaluated when having access to a specific hard-
ware device, but becomes useless when not having access to the device.
The property of hardware-binding seems to be better suited for mitigating
code-lifting attacks when considering mobile payment applications in com-
parison to incompressibility and traceability. In fact, this property aligns
better with security guidelines proposed by Mastercard for the design
of the mobile applications that they certify [21]. These guidelines make
the use of white- box cryptography mandatory for implementing storage
protection and recommend to use a unique device fingerprint for device
identification, i.e. for hardware-binding.

In this thesis we present security notions for hardware-binding for white-
box encryption in I. Then in II, we present security notions for a hardware-
bound white-box key derivation function and for a hardware-bound white-
box payment scheme. Our security notions are defined such that they
additionally capture authenticated encryption security [3, 23] (for white-
box encryption and the payment application) and the basic pseudorandom
property of a key derivation function [20].
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Application-Binding. Similar to a white-box program which can only be
executed in one hardware device, we can consider a white-box program
which can only be executed within one specific application. Or rather, a
program which cannot be separated from the application. Binding a white-
box program to an application can increase the security of the white-box
program if the application implements some message filtering functions
(allowing only certain types of messages to be encrypted) or if it implements
authentication functions.

A white-box program which achieves the property of application-binding
only and does not implement any hardware-binding functions has the
advantage that the owner of the program can freely choose on which device
they want to use their program. For the case that the application imple-
ments authentication operations, only the owner of the program should
be able to authenticate themselves and thus, an adversary who code lifts
the program is not able to use it (assuming the adversary is unable to
intercept or guess valid authentication imputs). Combining the notions of
application- and hardware-binding achieves even stronger security prop-
erties than hardware-binding alone, as was observed by Cooijmans, de
Ruiter and Poll (CRP) [12] in the context of secure storage solutions.

In I, we discuss application-binding as a useful security design concept
in the white-box attack model. However we point out several issues we
face when trying to define it formally. The issues we face are related to the
fact that it seems difficult to generalize the different functionalities that
an application can perform together with its associated desired security
properties.

1.3 Feasibility Results

Recall that we deem the property of hardware-binding a central security
goal for white-box cryptography. Therefore in II, we present a construction
for a hardware-bound white-box key derivation function (WKDF) based
on the assumption of puncturable pseudorandom functions (PPRF) and
indistinguishability obfuscation. For this construction, we consider a
hardware module which models the hardware device we wish to bind our
WKDF to. In the hardware module, we consider a randomly generated
hardware key, located in the device. From this key, we derive hardware
sub-keys via a deterministic algorithm. Thus, we compile the WKDF based
on two secret keys: the hardware sub-key and the key derivation function
(KDF) key. Our construction consists of a PPRF which we use for deriving
keys based on the KDF key and a pseudorandom function-like functionality
which is used for verifying if the program is running on the intended device.
We apply indistinguishability obfuscation to hide the secret keys and for
binding the two aforementioned functionalities together.
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Going forward, we construct a mobile payment scheme which uses a
WKDF as integral building block. This construction derives a new key
for decrypting each payment credential we wish to use. Then it uses the
payment credential as symmetric key for encrypting a payment message.
The idea is that using the payment credential as a secret key validates
the user and thus, authorizes the payments. Interestingly, we show that
the method of using a WKDF within a symmetric encryption scheme leads
us to a rather general feasibility result for symmetric ciphers, such as
AES. We are thereby able to prove the security of the WKDF and the
payment scheme in their corresponding security models mentioned in the
previous subsection. Throughout this thesis, we highlight the importance
of achieving the notion of hardware-binding in order to reduce adversarial
capabilities in the real world.

In III we present a feasibility result for incompressible white-box cryp-
tography. This construction works under the assumption of one-way per-
mutations and thus is the first white-box cryptographic program based
only on standard assumptions. Our scheme consist of an incompressible
PRF, which we use for generating message authentication codes (MAC).
We construct the incompressible PRF based on the GGM construction by
Goldreich, Goldwasser and Micali [17]. Our incompressible encryption (or
decryption) program consists thus of a key of very large size which is neces-
sary for generating valid MACs. Thereby on the decryption (or encryption)
side, the validity of the MACs can be verified with an equivalent key of
smaller size.

1.4 Real Life Implementations

Going forward, we focus on the state of the art of white-box cryptography
with regard to real life implementations. We study the recent gray-box
attacks on white-box implementations. First in I and V, we focus on the dif-
ferential computation analysis (DCA), introduced in 2016 by Bos, Hubain,
Michiels and Teuwen [8] and Sanfelix, de Haas and Mune [24]. DCA is
described as the software counterpart of the differential power analysis
(DPA) applied for attacking cryptographic hardware implementations [19].
In the DCA, we monitor the memory addresses accessed by a program
during the encryption process and display them in the form of software
execution traces. These traces can be statistically analyzed to extract the
secret key of the white-box implementations. The attractive part of this
attack is that it can be implemented in a fully automated way, allowing
the adversary to perform a key extraction without needing to invest on any
reverse engineering efforts.

The DCA attack turned out to be effective against a large class of publicly
available white-box implementations. In I, we study the effectiveness of
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the attack and analyze the reasons why it turned out to be successful. We
provide a step-by-step graphical description of the key-extraction steps
of the DCA attack, which relies on a difference of means distinguisher,
and explain how to interpret the results. Further, we analyse how the
presence of internal encodings on white-box implementations affects the
effectiveness of the DCA attack. We focus on the encodings suggested
by Chow et. al. [11, 10], which are a combination of wide linear and
narrow non-linear transformations. We show via careful analyses and
experimental results that such design frameworks are specially vulnerable
against the DCA attack. Our analyses let us understand under which
conditions a traditional DCA attack will be successful. Moreover in V,
we derive a generalization of the DCA attack, which can perform key
extraction attacks in the presence of linear and non-linear encodings with
even higher probabilities.

In VI, we conclude our studies on real life implementations by conducting
a security assessment of all candidate implementations submitted to the
2017 WhiBox Capture the Flag Challenge [14]. We perform different attack
methods on the candidates, specially the DCA attack and the differential
fault analysis (DFA) attack. We classify the candidate implementations
according to their robustness against such attacks. We show how some
candidates are initially resistant, but can be easily modified such that
performing an automated attack leads to a successful key extraction. Our
classification of the design candidates gives us insights on the amount of
time needed for extracting the key from each implementation. Namely, run-
ning traditional DCA or DFA attacks usually demands for some minutes,
but extended versions of these attacks demand several hours. Moreover,
performing reverse engineering attacks usually demands for days and
maybe even weeks, as much time needs to be invested in deobfuscating the
implementation code and re-constructing it.

The results of our analysis points out the importance of achieving (to the
very least) resistance against gray-box attacks for real life implementations.
As we explain, implementations which are resistant to automated attacks
and also provide good numbers in terms of size and efficiency might lead us
to white-box programs which might find good use cases in the real world.

1.5 Summary of Contributions

We now give an overview of the publications that constitute this thesis. In
I we analyze the security goals of white-box cryptography in the context
of mobile payment applications. We discuss previously presented security
notions and introduce a new security notion for hardware-binding (see
Sections 1 through 6). In II we construct a hardware-bound white-box
key derivation function (WKDF) under the assumption of puncturable
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pseudorandom functions and indistinguishability obfuscation. We then
show how we can use our WKDF to construct a hardware-bound white-box
payment scheme. In III, we present a construction for an incompressible
white-box encryption scheme based on the standard assumption of one-way
permutations. In IV we analyze the effectiveness of the differential compu-
tation analysis (DCA) attack on white-box implementations, i.e. we explain
the reason why this attack is successful against a large class of white-box
designs. Moreover, we show via extended analyses and experimental re-
sults that popular frameworks for designing white-box cryptography are
too weak to protect against this attack. In V we derive a generalization
of the DCA attack based on our results from IV (see Section 6). Finally
in VI, we conduct a qualitative analysis of white-box design candidates
submitted to the 2017 CHES Capture the Flag Challenge. We analyze the
robustness of each challenge with respect to gray-box attacks such as the
DCA and the differential fault analysis (DFA), and provide information
regarding the efficiency of each design candidate. Our analyses point
out the importance of achieving resistance against automated attacks for
white-box implementations.
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