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Abstract

Currently, there are intelligent building automation systems, mainly in non-domestic
buildings, and the number of buildings containing these systems will increase in the
future. Presently, these systems are typically in their own "silos", with significantly
limited access from the outside. In addition to their intended everyday use, one
potential area of application for these systems is in mixed reality gaming, where
objects and systems in the physical world, such as the lights of a room, would be
used in a game. In this thesis, the use of building automation systems in gaming
was studied with a case study: a small building automation system was enabled for
use in gaming, and used in a user experience test.

The building automation system was made usable in gaming by developing
and deploying a temporary extension that made it compatible with cloud service
architectures. This extension is an open-source HTTP-API that receives HTTP-
commands and accesses the existing devices in a room which are relevant for gaming:
the lights and an occupancy detector. The HTTP-API was deployed on a laptop which
was connected to a device in the system with an Ethernet cable. The HTTP-API
was functional, and used in the user experience test.

The user experience test preparations included the development and creation a
simple minimalist Angry Birds -esque 3D game, where exploding projectiles were used
to knock down bowling pins. The lights in the room were flashed during explosions.
A small scale qualitative user experience test with 4 participants was done where the
participants played the game through twice: with and without the lights flashing. The
participants reported increased enjoyment and engagement, particularly immersion,
when the lights were flashed at the appropriate times.
Keywords Case study, building automation, gaming, user experience
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Nykyisin lähinnä muissa kuin asumistarkoitukseen rakennetuissa rakennuksissa on
älykkäitä rakennusautomaatiojärjestelmiä, ja näitä sisältävien rakennusten määrä
tulee kasvamaan tulevaisuudessa. Tällä hetkellä rakennusautomaatiojärjestelmät ovat
omissa "siiloissaan", joista yhteydet ulkomaailmaan ovat huomattavan rajoitettuja.
Jokapäiväisen arkikäytön lisäksi yksi mahdollinen sovellusalue rakennusautomaa-
tiojärjestelmille on lisätyn todellisuuden peleissä, joissa reaalimaailman esineet ja
järjestelmät, kuten huoneen valot, on otettu mukaan peliin. Tässä diplomityössä tut-
kittiin rakennusautomaatiojärjestelmien käyttöä pelaamisessa tapaustutkimuksella:
pienen rakennusautomaatiojärjestelmän mukaan ottaminen peleihin mahdollistettiin,
ja sen avulla suoritettiin käyttäjäkokemustesti.

Rakennusautomaatiojärjestelmän mukaanotto mahdollistettiin järjestelmän vä-
liaikaisella laajennuksella, joka tekee siitä yhteensopivan pilvipalveluarkkitehtuurien
kanssa. Laajennus on avoimen lähdekoodin HTTP-rajapinta, joka vastaanottaa
HTTP-komentoja ja käyttää järjestelmän pelaamisen kannalta relevantteja laittei-
ta: huoneen valoja sekä läsnäolotunnistinta. Rajapinta oli käytössä kannettavalla
tietokoneella joka oli kytketty rakennusautomaatiojärjestelmän laitteeseen Ethernet-
kaapelilla. Rajapinta oli toimiva ratkaisu, ja sitä käytettiin käyttäjäkokemustestissä.

Käyttäjäkokemustestin valmistelut sisälsivät yksinkertaisen minimalistisen Angry
Birds -pelin kaltaisen kolmiulotteisen pelin suunnittelun ja luomisen. Pelin tavoittee-
na on kaataa keiloja heittämällä räjähtäviä ammuksia. Huoneen valoja vilkautettiin
räjähdysten aikana. Pienen skaalan käyttäjäkokemustesti suoritettiin neljällä osa-
nottajalla, joista jokainen pelasi pelin läpi kahdesti: kerran valojen kanssa ja kerran
ilman. Kaikki osanottajat sanoivat valojen mukaanoton lisäävän heidän nautintoaan
ja immersiotaan.
Avainsanat Tapaustutkimus, rakennusautomaatio, pelaaminen, käyttäjäkokemus
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1 Introduction
Recently, digitalization has had a more and more significant effect on the lives
of people, and computers are becoming an increasingly ubiquitous part of built
environments. One significant role played by computers is the automatization of
tedious everyday tasks, which enables people to concentrate on tasks that require
human attention. Currently, computers are also used in this role in buildings to
mitigate the need for human labor, and also used to improve building energy efficiency
and the convenience and comfort of the occupants.

In addition to serious use, computers have also been used in gaming to create
positive and meaningful experiences. Traditionally, video games have taken place
in fictitious fully virtual worlds inside computers, but in mixed reality gaming, in
addition to a virtual world, physical objects and systems in the real world are involved.
The real life parts of the game can respond and react to the state of the game and
the players’ actions, and can, along with the virtual game world, produce a combined
user experience. Similarly with mixed reality, in Pokémon Go,1 the location of a
player in the real world is tracked and used for gameplay purposes.

Currently, mixed reality games primarily use solutions that are developed and
customized for certain specific games, and implementing the necessary changes in
an environment can be costly in terms of time, money and effort. These costs can
be reduced if the already existing infrastructure of a building automation system
could be used instead of purchasing and/or developing and creating hardware from
scratch. Currently, building automation systems are largely "siloed": closed off to
third parties, and accessing them for gaming purposes is nontrivial.

In the Secure Open Federation for Internet Everywhere (henceforth SOFIE)
project, one of the goals is to "create open business platforms for three pilots in
three different sectors: food chain, gaming, and energy". In SOFIE, the aim is
not to integrate systems with the systems of third parties, but to federate them,
which means that even though the capabilities of different systems can be accessed,
each systems remains internally intact. To achieve this, SOFIE proposes the use of
Distributed Ledger Technologies (DLT), such as blockchain, as a central part of their
scheme.[1]

The people participating in the SOFIE project do not have experience in using
building automation systems in gaming. The aim of this thesis is to study the use of
already existing building automation systems in gaming. The form of this thesis is a
case study: a prototype solution for utilizing a building automation system in gaming
is developed and implemented, and it is tested with a small number of players. From
the viewpoint of SOFIE, this can be considered as a preliminary experiment made
in order to gain insights into using systems in built environment in gaming, and to
discover complications that might potentially remain unnoticed during the planning
phases of the pilots.

The practical work done in this thesis can be roughly divided into 2 parts. In
the first part, the aim was to investigate how an existing building automation
system can be enabled for use in gaming. This was investigated be enabling a

1https://www.pokemongo.com
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small already existing building automation for use in gaming, which was done by
developing a temporarily added extension that neither altered nor jeopardized the
core functionality of the system, and the extension was designed to be cloud service
architecture compatible. Cloud service architectures can enable third parties to rent
a subset of the capabilities of a system. At the beginning, the system was investigated
and analyzed from the perspective of gaming. After that, a solution for making
it compatible with cloud services was decided upon, and then implemented, once
with closed-source software, and finally as an open-source solution. The open-source
solution was used later in the second part of this thesis.

Whereas in the first part the aim was to investigate how a building automation
system can be used in gaming, in the second part the aim was to investigate whether
it should be. This was investigated with a small sample user experience test where
the relevant capabilities of the building automation system were used in a game. The
participants were asked to play through a game twice: with and without the relevant
capabilities of the building automation system being used. They were then asked
to compare their subjective experiences between the playthroughs. The game was
developed and created specifically for this thesis and designed to utilize the relevant
capabilities of the system via the solution implemented in the first part of this thesis.

Initially, there was a third area of of interest: the permissions required to use a
building automation system owned by a party other than a game organizer. This
was intended to be studied by interviewing representatives of of Aalto University
Campus & Real Estate, but had to be omitted due to change of the thesis deadline.

The rest of this thesis is organized as follows. Chapter 2 contains the background,
and it contains introductions of concepts used in user experience research and user
experience models pertaining to video games, an outline of the OSI-model, an
introduction of cloud services and an introduction of building automation. Chapter
3 discusses the research questions in more depth. Chapter 4 presents related work,
examples of commercially available devices and application programming interfaces
used in building automation. Chapter 5 describes the experimental implementation
that was made in order to answer the research questions. Chapter 6 discusses the
research questions and the work described in the previous chapter, and Chapter
7 contains comments about the done work itself. Finally, Chapter 8 contains the
conclusion.
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2 Background
The fields of building automation and gaming have traditionally had little in common.
Building automation has had the aim of improving energy efficiency and flexibility
of buildings, along with the comfort, convenience and security of the occupants.
The systems that have been put in place to achieve these goals have been typically
intended to be as unobtrusive as possible so as to mitigate the mental load of the
building occupants. Gaming, on the other hand, challenges and engages the players
directly in an attempt to provide enjoyment via providing challenges for the player
to overcome and demanding their (often full) attention.

In some cases, buildings have been utilized in gaming. In December of 2007, the
outside of Mikontalo (a large student housing complex) in Tampere, Finland was
used as a display, with windows functioning as individual pixels. The screenshot
taken from a youtube video in Figure 1 shows the view from outside the building
during gameplay. The games that were played were Tetris and Snake (where a
"worm" grows as it eats "apples"). The system that was used to achieve this was
specifically designed for this case, and was put in place only temporarily as a part of
the Mikontalolights project, and was later removed to allow the building to resume
its originally intended use of housing students. [2]

Figure 1: Tetris played using a building as a display [2], picture taken from [3].

Escape rooms are a recently prominent game type where the actual building itself, in
which the game takes place, plays a major role. As the name reveals, typically the
ultimate goal of the game is to escape a room within an allotted time frame, e. g. 60
minutes. The game is usually intended to consist of primarily mental challenges, such
as solving riddles and looking for clues and secrets, such as hidden compartments and
pin codes, within the rooms. Although some some of the challenges might involve
physical activity, they are typically designed to be achievable without significant
bodily strain by those without impaired physical mobility.

An example of a company that offers escape room games is Trap Factory Escape
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Room center located near the Otaniemi campus. They were kind enough to provide
a brief interview and an introduction tour of their facilities.2 The building where the
games take place in was initially used as an office building, and it has been heavily
renovated before its adoption into gaming. Of the original building automation
systems in place before the renovation, only HVAC (Heat, Ventilation and Air
Conditioning) systems and some lights were the kept. The rest of the systems used in
the building were specifically designed and manufactured with the escape room games
in mind. The systems in the rooms that the players directly interacted with consisted
of both electronic and purely mechanical devices, but they were not connected to the
monitoring room. The rooms had cameras that could be viewed from the monitoring
room, and if the players got stuck, the operator in the monitoring room could give
the players hints on a display that was intended to display the remaining time to
the players. The locks on the doors of the rooms were magnetic, and each had an
"emergency exit" button next to it that disabled the lock. For additional safety, the
locks were weak enough so the doors could be forced open by most adults.

The rest of this chapter is divided into 3 sections: the first section introduces
matters related to user experience in games, such as the concept of user experience
in general, usability, user experience research methods, the concept of flow, gameplay
research in academia and two examples of gameplay experience models. The second
section introduces the concepts of the OSI model which is used to compare different
communication protocols and cloud services. The third section covers topics related
to building automation in general, such as the 3 level model of building automation,
the field, automation and management levels of that model, and also horizontal and
vertical communication inside that model.

2.1 User experience
According to ISO 9241-210 [4], user experience is defined as: ”[a] person’s perceptions
and responses resulting from the use and/or anticipated use of a product, system or
service, including all the users’ emotions, beliefs, preferences, perceptions, physical
and psychological responses, behaviours and accomplishments that occur before,
during and after use.” According to Norman and Nielsen [5], user experience "encom-
passes all aspects of the end-user’s interaction with the company, its services, and its
products", and the prerequisites for a positive user experience include meeting of the
needs of the customer along with product simplicity and elegance, and that multiple
disciplines, including engineering, marketing, graphical and industrial design, and
interface design are required.

As such, user experience is a major part of everyday life for nearly everyone, and
a vital point of focus for those intending to produce the products, systems or services
(henceforth referred to as products) intended to be used. To achieve better user
experience for the user, it is important to understand the product from the user’s
perspective and to design the product to conform to the user’s expectations and
internal models instead of compelling users to use troublesome products that force
them to adopt the designer’s (sometimes unintuitive) perspective.

2on Thursday 20th of June, 2019
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Because user experience is the subjective personal experience of a person, it
cannot be measured directly or objectively. Unlike than, for example, with chemistry,
there is no single all-encompassing model that practitioners in the field use. Instead,
there are multiple diverse models, and sometimes these models are incompatible with
one another.

2.1.1 Usability

One prerequisite for a positive user experience of a product is good usability. In
the study done by Barnett et al. [6], when players were first instructed in playing a
mobile game, they were more satisfied. According to ISO 9241-210 [4], usability is
defined as: ”[the] extent to which a system or service can be used by specified users
to achieve specified goals with effectiveness, efficiency and satisfaction in a specified
context of use."

Usability is an aspect of daily life that is often given little conscious attention.
In his book, The Design of Everyday Things, Don Norman examines usability of
things in everyday life, which highly overlaps with user experience. The rest of this
subsection is based on Norman’s book. The concepts introduced by Norman can
be used to not only analyze action and usability in everyday life, they can also be
applied also in games. Of the concepts covered in the book, the most pertinent to
gameplay are: the fundamental principles of interaction, seven stages of action and
the three levels of processing.[7]

According to Norman, a prerequisite for efficient (and pleasurable) usage of a
system, the user must be able to understand how to operate it. In a system, a key
component from the perspective of the user is discoverability, which means that it is
possible for the user to discover ”what it does, how it works and what operations
are possible”, and it is a product of the fundamental psychological concepts of:
affordances, signifiers, constraints, mappings, feedback and the user’s conceptual
model.

Norman defines an affordance as: ”A potential action that is made possible by a
given object or environment”. That is, it answers the user’s question: ”What can I
do with it?”. The affordances of an object can vary from person to person, e. g. a
strong person can lift a heavy object, a weak person cannot. Not all affordances
(such as those in puzzle games) are obvious. Signifiers attempt to explain to the user
what the affordaces are, i. e. what can be done, and how? For example: signs on
doors that tell to push or pull.

Many systems have multiple controls (such as light switches): The mapping of
the controls is the relationship of the controls to the what they do, e. g. which switch
on a stove controls which plate.

The user needs to be able to tell the current state of the system and the effect of
their actions on the system. Feedback is the information relayed back to the user,
e. g. acknowledgement beeps of button presses in old telephones.

Limitations placed on the system to prevent undesirable usage and repercussions
(such as a microwave oven needing the door to be closed to start heating or a car not
starting without a key) are called constraints.
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The conceptual model of the user represents how the user understands the system,
i. e. it answers the above questions: what it does, how it works and what operations
are possible. In some cases it is possible for a user to use a system effectively even
with a lacking or inaccurate conceptual model. The conceptual model is formed by
the system image: all the information received by the user.[7]

Figure 2: The 7 stages of action and their relation to the 3 levels of processing
according to Norman [7], redrawn for clarity.

Norman models the execution and evaluation of an action as a 7 stage pro-
cess.(Figure 2). The 7 stages of action consist of (along with explanatory questions):

1. Form the GOAL (What do I want to accomplish?)

2. PLAN the action (What are the alternative action sequences?)

3. SPECIFY the action sequence (What action can I do now?)

4. PERFORM the action sequence (How do I do it?)

5. PERCEIVE the state of the world (What happened?)

6. INTERPRET the perception (What does it mean?)

7. COMPARE the outcome with the goal (Is this okay? Have I accomplished my
goal?)

Additionally, in Norman’s model, human processing (both emotional and cognitive)
happens in three levels:

The visceral level is the ”lowest”, most primitive level of human processing,
the so-called ”lizard brain”. Visceral reactions are fast, automatic and completely
subconscious, and no attribution of responsibility happens. The precursor to emotions.
[7]

The behavioural level is the ”middle” level, and "the home of the learned skills,
triggered by situations that match the appropriate patterns. Actions and analyses at
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this level are largely subconscious." When playing a fast-paced video-game, we are
prepared for action, "but our responses occur far too quickly for conscious control: it
is the behavioral level that takes control."[7]

The reflective level is the ”high” level, home of conscious cognition, where "deep
understanding develops, and reasoning and conscious decision-making take place."
Figure 2 shows how Norman groups the 7 stages of action to the 3 levels of processing:

The reflective level contains the stages 1( GOAL), 2 (PLAN) and 7 (COMPARE).
The behavioural level contains the stages 3 (SPECIFY) and 6 (INTERPRET).
The visceral level contains the stages 4 (PERFORM) and 5 (PERCEIVE).[7]

2.1.2 User experience research

User experience research is often done in a commercial context, in which the pref-
erences of potential consumers with regard to developed product are determined.
The methods used in user experience research can be divided into qualitative and
quantitative methods.[8]

Quantitative methods produce results that can be measured on some numerical
scale, such as the time a player takes to complete a level in a game, or their rating
of a products feature on a numerical scale (e. g. 1-5 stars). Because the results
provided by quantitative methods are numbers, computers and statistical methods,
such as principal component analysis and clustering, can be used to aid in analysis
of the data, and in the creation of persuasive visualizations. But finding the right
things to measure is essential in quantitative methods. Quantitative methods cannot
be used when the object of interest cannot be measured by a number.[8]

When an open-ended question, such as: ”What do you think of the aesthetics of
a game level, and why?”, cannot be answered with numbers, qualitative methods
must be used. Because human effort is required to analyze the test-participant’s
output, verbal or otherwise, qualitative methods require more human work for each
test participant. However, the results of qualitative methods are not always strictly
limited by the researchers’ areas of focus, and can thus yield new insights which went
initially unnoticed by the researchers.[8]

The results of quantitative research are easier to replicate, whereas in some
cases it is not possible to replicate the results of qualitative research. However,
quantitative research requires large sample sizes, and is limited to numerical data,
whereas qualitative research can be done with smaller sample sizes and does not
necessarily need numerical data to be of use. Not every research method can be
easily categorized as either a quantitative or a qualitative method, but as one having
features of both. For example, qualitative input (e. g. interview answers to a
particular question) can be divided into groups, and the correlation of those groups
with other groups of other questions and participant parameters (e. g. age, income,
education) might be used to form internally coherent segments for e. g. targeted
advertisements.[8]

In their book, UX Research: Practical Techniques for Designing Better Products
[8], Nunnally and Farkas introduce multiple methods for performing user experience
research during product development projects and evaluation of existing products.
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Table 1 contains some (but not all) of them.
Most of the methods listed in Table 1 relate to the user experience of a usable

version of a product and do not require further explanation. Card sorting and tree
jacking deal with the conceptual models of the users: card sorting is done to ascertain
how users would divide the information to fit their intuitive understanding and tree
jacking is done to see whether the information of a system is organized so that the
users can easily find what they are looking for. Contextual inquiry is done with the
intention of determining the needs of a user in their normal operating environment.[8]

In heuristic evaluation, the product is evaluated based on a set of best practises
(rules of thumb), also known as heuristics. An example of a set of heuristics is
Nielsen’s set of ten usability heuristics [9], listed below.

1. Visibility of system status

2. Match between system and the real world

3. User control and freedom

4. Consistency and standards

5. Error prevention

6. Recognition rather than recall

7. Flexibility and efficiency of use

8. Aesthetic and minimalist design

9. Help users recognize, diagnose, and recover from errors

10. Help and documentation

One popular scale used for asking the participants to self-quantify their experiences
within a numerical scale is the Likert scale, where participants can answers questions
on a (typically discrete) scale. Figure 3 shows an example question that uses the
Likert scale.

Figure 3: An example of a question with a 5-point Likert scale.



18

Table 1: Methods of user experience research used in commercial product development
projects [8]

Name of method Description Type*
A/B testing Users given 2 very similar options, see which one

they prefer, and why
N, L

System analytics Measure statistical data or usage of a system
(e. g. how long tasks last)

N

Card sorting Users arrange data on cards as they see fit N, L
User feedback Users asked questions after using an existing system N, L
Survey Users fill a questionnaire N, L
Physiological
measurements

e. g. eye tracking or skin galvanic response N

Moderated test-
ing /validation

Users test with researcher actively engaging users
during test, questions after test

N, L

Unmoderated
testing /valida-
tion

Users test with researcher engaging and questioning
users after the test

N, L

Intercept testing Users interrupted during testing and questioned N, L
Tree jacking Users ”navigate” a system, tests if data organiza-

tion in a system intuitive for users
N, L

Contextual
inquiry

Researchers follow users in their native habitats L

Diary study Users write diary about product use L
Heuristic evalua-
tion

Expert reviews system based on some heuristics L

*quantitative (N) and/or Qualitative (L)

2.1.3 Flow and elements of enjoyment

The concept of flow has been popular in academic gameplay experience research.
Csikszentmihalyi has discussed the concept in his book, Flow: the psychology of
optimal experience. Csikszentmihalyi and others have described flow as the optimal
state of engagement in an activity, where one is so thoroughly immersed in an
enjoyable activity that they lose focus of things not immediately related to it. [10]

Flow is deeply related to enjoyment, and in his book, Csikszentmihalyi has
organized the elements of enjoyment into 7 overlapping categories.

In contrast to passive activities, such as listening music, when one is actively
doing something, a sufficient level of challenge that requires skill is required to entice
a positive reaction. However, the level of challenge must be neither too low nor
excessive for the skill level of the participant. The activity usually has clear goals and
feedback for the participants actions. The goals can be long-term or short-term, and
can sometimes change during the activity. Similarly, feedback does not always need to
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be instant (e. g. in gardening) or precise (e. g. in painting). However, the important
part is that the participant feels like they are in control of the situation, regardless
of whether they actually are (in e. g. gambling). When the level of challenge is
appropriate, the participant must use virtually all of their focus to concentrate on
the task at hand: all things not pertaining to the current task, such as everyday
worries, are pushed out of the participant’s mind. When all attention is focused
on the activity, actions can become as automatic as breathing, i. e. action and
awareness merge. Actions become spontaneous, and the participant "stops being
aware of themselves as separate from the actions they are performing", that is, the
participant loses self-consciousness. In addition, the participant’s perception of time
changes, and seconds can seem like minutes or hours can feel like moments. [10]

Because of the prevalent use of the concept of flow in academia, multiple researchers
have reorganized the elements of enjoyment outlined by Csikszentmihalyi into other
categories, such as Kiili et al. [11], who divided the elements into 9 dimensions and
used a questionnaire to determine that their "flow dimensions are internally quite
consistent (α= 0,78)".

Figure 4: The four channel model of flow.[12]

Enjoyment of an activity can be considered as a function of both the difficulty of
the activity and the skill level of the participant. The "flow channel" model introduced
by Csikszentmihalyi has been expanded into a four channel flow model, which is
shown in Figure 4. Takatalo et al. [12] have proposed renaming the channels of
boredom, apathy, and anxiety into relaxation, impassiveness, and overwhelm. [12]

2.1.4 Gameplay experience research in academia

Gameplay experience is understood to be the user experience in the context of
gaming.
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A large portion of recent user experience research in games (gameplay experience
research) has focused on video games run primarily on computers, specifically
dedicated video-game consoles (such as a Playstation) or other systems that use
computers to a high degree. Thus it falls in the category of Human-Computer-
Interaction (HCI).

There is no single unified theory in use by the community in the field of gameplay
experience research. Many studies examine the same things, but using different
perspectives, models and methods. Caroux et al. [13] have made a literature review
of recent gameplay experience research, and their work proposes a categorization
of different aspects of interaction between a player and a video game as shown in
Figure 5.

Figure 5: Aspects of player-video-game interactions according to Caroux et al.[13]

Caroux et al. grouped the categories into player aspects, which deal with a
player’s subjective experience (gameplay experience), and video game aspects, which
deal with the technical, contentual and social aspects of the interaction between the
game, player and other players. The categories are interconnected, and a change in
one category (e. g. input method) can induce change in another (e. g. enjoyment).
Most of the research reviewed by Caroux et al. concentrates on specific aspects of
gameplay rather than the whole interaction. [13]

In the categorization of Carroux et al. , the gameplay experience aspects are
divided into engagement and enjoyment. In the context of gameplay, engagement
can be understood as the attention, focus and motivation a player exhibits when
interacting with a game. In this categorization, it also includes immersion and
presence, i. e. the player’s perception of existing in the game world rather than the
real one, and perceived realism, i. e. how much the game environment resembles the
real world, which significantly overlap with one another. Presence and perceived
realism are significant when the game takes place in a virtual world rather than
the real one. Takatalo et al. [14] discovered that the playing venue (home or
laboratory) had an effect of the sense of presence, with those in the laboratory setting
experiencing higher attention and arousal. Motivation for playing video games is a
significant factor that contributes to gameplay experience [15]. In a review performed
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by Roohi et al. [16], the intrinsic motivation of players were listed as competence
(taking on and mastering challenges), autonomy (empowered to act as one sees
fit), curiosity (receiving novel and interesting information) and relatedness (social
interaction with other people). In the study of Yee [17] the motivations were divided
into the categories of achievement, immersion and social motivations.[13]

Experiences that are immersive might not always be pleasant (e. g. a dentist
appointment). Enjoyment is the subjective pleasure that a player derives from playing
a game. Pleasure is typically associated with the presence of positive emotions in
the player and the absence of negative emotions when a game is used as an escapist
diversion. Appeal and enjoyment are linked and a linear correlation was found
between them in a study done by Christou [18]. In the study done by Laffan et
al. [19], a weak negative relationship was found to exist between the general happiness
of a player and the flow they experienced during video games. However, this does
not imply that flow experienced during gameplay reduces general happiness.

Video game aspects are the aspects of the interaction that are not the intrinsic
aspect of the player, but those more or less directly and objectively observable parts
of the video game itself. Caroux et al. divide these aspects into information input
and output methods, game contents and multiplayer (social) aspects.

Information input and output methods are the means that the player uses to
communicate with the game. Input methods are the methods that the player uses
to control the game, and traditionally they have included the mouse and keyboard
of a computer, a joystick or a handheld controller of a dedicated gaming console.
Recently, body tracking cameras, such as Kinect or Playstation Move, have been
made commercially available for the general public to be used as input devices
for gameplay. Output methods have traditionally transmitted visual and auditory
information via displays, speakers and headphones, or haptic information via force
feedback in joysticks or vibration in gaming console controllers. In the study done by
Gerling et al. [20], players accustomed to either computers or consoles games played
on the platform they were unaccustomed to, and despite experiencing more usability
issues and challenge, reported an equally positive experience as on the platform they
were accustomed to use. When a children’s game of tag was augmented with floor
projectors and player tracking in the study of Moreno et al. [21], players reported
significantly higher immersion and engagement. However, merely adding more visual
content is not always a panacea: Takala et al. [22] found that adding volumetric
shadows can affect user experience either positively or negatively depending on the
lightning setup.[13]

The content of a game can be said to be composed of narrative, gameplay, difficulty
and challenge. The narratives are the stories that act as plots for games. According
to Pagulayan et al. [23], they can be used to motivate the player by giving meaning
and importance to the player’s tasks. The gameplay is the very core of the game, and
they can vary greatly not only between game categories (e. g. strategy and action),
but also inside them. The difficulty and challenge of a game are directly related,
and the 4 channel flow model can be used to categorize the player experience as a
function of player skill and game difficulty. The results of Liu et al. [24] show that
instead of adjusting the game difficulty based actual player performance performance,
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adjusting it by physiologically measured player anxiety (e. g. heart rate and skin
galvanic response) produced a better experience.[13]

The multiplayer feature present in some games introduces the social aspect to
gameplay. The interaction between players can be cooperative, competitive or a
combination of these depending on the game, and the players can be physically
present in the same room or connected to the same game via internet. Yee [17] listed
the social component as one of the main three motivations for gameplay, and Cairns
et al. [25] found that playing against another person instead of a computer made the
person feel more immersed regardless of whether the opponent was located in the
same room or was played against via internet. Johnson et al. [26] concluded that
experience of relatedness with other people is one of the strongest predictors of time
spent playing, which in turn was found to relate to increased feelings of competence
and autonomy.[13]

2.1.5 Two examples of gameplay experience models

As stated previously, there is no single unified theory in use by the community in the
field of gameplay experience. This subsection introduces two particular examples of
models that researchers have come up with, presented in a book edited by Bernhaupt
[27].

The Core Elements of the Gaming Experience
The Core Elements of the Gaming Experience (CEGE) presented by Calvillo-Gámez et
al. [28] is a theory of the conditions that are mandatory but not enough in themselves
for a pleasurable gameplay experience. In CEGE the parts of the interaction between
the player and the video game that are explored are the video game itself and puppetry,
as in Figure 6.

In this context, the elements of the video game that are considered necessary are
gameplay and the environment. The gameplay is the very core of the game, and
defines via the rules what the player is supposed to do, can do, and how. The scenario
is the setting (e. g. lunar base) within what the game is set in. The environment
covers the (usually visual or auditory) information presented to the player to display
the current state of the game and to inform the player about what actions can be
taken.

Puppetry covers the actual interaction between the player and the game, is
divided into control, ownership and facilitators. Control is the process of the player
influencing the game, and it includes the simple actions that the player can take,
along with memories of mapping of the controller inputs. Control also includes the
end objectives given to the player, which result in the player acting in the game
(playing). The point of view in control includes the perspective (e. g. 1st or 3rd
person) of the player, and it means how the environment affects the control of
the game. Where control can be described as the "low level" control of the game,
ownership includes "higher level" control, such as player-formed intermediate or
personal goals and strategies for reaching them. The personal goals do not necessarily
need to align with those defined by the game creators (e. g. drive slowly in a racing
game just to enjoy scenery). Ownership is the player taking accountability for the
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consequences of their actions within the game, and the reward (or blame) associated
with them. The aim is that the player achieves ownership, and facilitators can help
with this. Facilitators include the time a players has and is willing to allocate to
learn and play the game, previous experience with similar games aid the player in
learning the game and aesthetic value is the appreciation for the look, sound and
feel of the game that may motivate the player to try longer.

Figure 6: The Core Elements of the Gaming Experience. [28]

Calvillo-Gámez et al. [28] also tested their theory by having 30 persons play
a simple soundless game of tetris with two different input devices: a keyboard
and a "knob like device". The participants played for 15 minutes with each input
device, filling out a questionnaire after each 15 minute period. In the questionnaire
a 7-point Likert scale was used with 38 questions measuring different aspects. The
players reported a better experience with the keyboard, and higher frustration with
the knob. The tested video game aspects between the same game played with
different controllers did not differ significantly, and in the puppetry category, only
the control-score was found to have a significant difference in favor of the keyboard,
with facilitators and ownership having no significant deviation. It can be deduced
that using a knob instead of a keyboard made it harder for the players to control the
game, which worsened their experience and caused frustration.

Presence-Involvement-Flow Framework
The Presence-Involvement-Flow Framework (PIFF) developed by Takatalo et al. [29]
is a psychological research framework for investigating gameplay experience. In this
framework, gameplay experience has been divided into into presence and involvement,
which are grouped together, and flow. In this framework, presence has been divided
into physical presence, which means the feeling of experiencing the game world as the
"real" world in a physical sense, and social presence, the feeling of sharing an experience
with others. Involvement is a motivational concept, representing the motivation of
the player for playing the game. Flow is concept coined by Csikszentmihalyi [10] .

In Figure 7, the 5 boxes in the left column represent the latent variables that the
latent variables that are measured. The 23 boxes in the middle column represent 139
questionnaire (Virtual Environment Experience Questionnaire-Game Pitkä (EVEQ-
GP)) items (7-point Likert-scale) that give direct measurements about gameplay
experience. The 15 boxes on the right contain 15 subcomponents extracted from
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Figure 7: The Presence-Involvement-Flow Framework.[30]

the 139 items with principal axis factor analysis (PFA). The "top half" of the boxes
concern presence and involvement, and the "bottom half" deals with flow.

Takatalo et al. used PIFF to investigate differences between Half-Life 2 (HL2)
and Counter Strike Source (CSS). Both games are first person shooters that use the
same engine, but HL2 is a single player game with a story and CSS is a team-based
multiplayer game where intra-team cooperation is a significant factor. CSS was
found to induce greater co-presence, arousal and attention, whereas HL2 was found
to induce more interest and role-engagement. Both games seemed to be equally
attentive and important by the players. In addition, Takatalo and Häkkinen found
that PIFF can explain 50% of Metascore (on Metacritic.com) variance [31].
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2.2 Modern web-based communication and cloud services
This section provides an outline of the OSI-model which can be used to compare
communication protocols with one another. It is used in that capacity in subsections
2.3.5 and 2.3.6. Additionally, cloud services are introduced and referred to later in
section 3.1.

2.2.1 The OSI model

Table 2: Layers of the OSI model
Layers of OSI Description Web example
7. Application Layer gives applications and programs ac-

cess to the lower layers
Web-Apps

6. Presentation Layer performs "translation" between ap-
plication layer and session layer

HTTP+
HTML/XML/JSON

5. Session Layer defines how the communication be-
tween two systems is organized and
synchronized

TLS (& DTLS)*

4. Transport Layer guarantees that all the data is com-
municated (sent or received), and
presented to the session layer in the
correct order

TCP (& UDP)

3. Network Layer divides data sent by the transport
layer into packets, and handles ad-
dressing of packets and their rout-
ing

IP

2. Data Link Layer encapsulates network layer packets
into frames, and defines how the
physical layer is shared in buses

Ethernet

1. Physical Layer transforms bits into electrical sig-
nals, and provides a physical path
(e. g. wires) for them

Fiber

*In this example, TLS (Transport Layer Security) and DTLS (Datagram Transport
Layer Security) do not directly map to layer 5 of the OSI model, but they need to
be "between" HTTP and TCP.
Many different communication protocols exist, and comparing them is easier when a
reference model is used. A commonly used reference model is the OSI (Open Systems
Interconnection) model, in which communication functions between two systems are
divided into 7 layers, listed above in Table 2. Each layer offers services to the one
above it, and interacts with the same level on the other system. However, because
OSI is a reference model, no communication protocol in its entirety can be mapped
to neatly and directly to it.[32]
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The role of TLS and DTLS is to ensure communication security. Security includes
confidentiality (third parties cannot ascertain what was communicated), message
integrity (third parties cannot tamper with message contents) and authentication
(third parties cannot pretend to be either of the communicating entities). Briefly,
in TLS a client uses the public key of the server to encrypt a symmetric key, and
sends it to the server, after which the symmetric key is used. Recently, TLS has
acquired the capability to enable session resumption, where a recently interrupted
(e. g. due to a change in the client’s IP address when using a mobile device in a
train) session can be restored and continued without disruption. TLS is designed to
use TCP, whereas DTLS is designed to have the same capabilities when using use
UDP.

2.2.2 Cloud services

Often, it can be inconvenient to own a resource (e. g. a car), and leasing it (e. g. as
a taxi) would prove much more advantageous. A business model where renting
resources (e. g. servers) for temporary use can be done in a convenient fashion and
the bureaucracy is mostly automatized is a cloud service. Cloud services that pertain
to information processing are called cloud computing services, and there are several
significant types of cloud computing service models. In software as a service (SaaS),
software (e. g. Google Docs) is running on the service provider’s platform, and a
user merely connects to it and uses it. In infrastructure as a service (IaaS), a buyer
purchases just the capabilities (e. g. storage, processing power, bandwidth) to run
whatever software they desire. Amazon Web Services offers IaaS services. Platform
as a service (PaaS) is similar to IaaS, but the programs are created using the tools
provided by the seller, like with Microsoft Azure. Function as a service (FaaS) sells
the possibility to deploy mere functions (similar the programming language functions)
online that do specific things, such as flashing a lightbulb via an email.

One core part of cloud services is elasticity. Elasticity means that resources can
be allocated in response to demand. In particular with computational resources
(e. g. processing power), resources can be swiftly reallocated to other tasks with
minimal human involvement.

Cloud computing service applications can be developed as monolithic applications
or as microservice applications. Monolithic applications have traditionally been
developed to be deployed as a singular unit. The different parts of monolithic
applications are tightly coupled, and a change in one of the parts may cause problems
in other parts. When they are deployed, each part of the application needs to
be deployed as well. In contrast, in microservices each part of the application
is implemented as its own "mini-application", and they are much more loosely
interconnected. This allows for greater elasticity, as only the parts that are actually
required need to be deployed. One common method of achieving communication
between these parts is to use stateless communication, such as HTTP. Due to their
looser interconnection, they can be deployed as as individual parts over many servers,
and changes in the internal functioning of one of the parts will typically cause less
trouble for the other parts. However, due to their separation, the communication
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overhead and latency are usually greater in microservices.

Figure 8: Diagram illustrating difference between monolithic architecture and mi-
croservice architecture
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2.3 Building automation
Building automation (also called smart buildings) means the automatization and
integration (see Fig. 9) of the control of systems present in a building. These
systems are frequently referred to as building automation systems (BAS) or building
management systems (BMS). Commonly, these systems include HVAC (Heat,
Ventilation and Air Conditioning), lightning (including both lamps and curtains),
access control of doors and elevators, surveillance (incl. occupancy detection), water
systems, e. g. water heaters and sanitation, power supply, alarms and security
systems, e. g. burglar and fire alarms, and other systems, such as multimedia systems
containing projectors, displays and audio systems. [33]

Figure 9: Multiple separate building systems (left) and integrated systems, drawn
based on [34].

Building automation can be used to improve the energy efficiency, convenience,
comfort, security and in the case of non-domestic buildings, flexibility. [33]

Globally, buildings consume 20 to 40 % of energy used in developed countries,
and HVAC consumes approximately half of this [35]. Building automation can be
used to improve building energy efficiency [36]. For instance, the temperature and
other setpoints can be modified based on outdoor temperature (e. g. setting the
setpoint a few degrees higher during summer), a set schedule (e. g. office cooler
during evenings and weekends) and real-time room occupancy (e. g. turn off lights
if nobody present for 15 minutes). Other possibilities include calculating optimal
air flap position for energy efficiency based on enthalpy (energy contained in air),
coordinating between systems (e. g. preventing both cooling and heating systems
from operating simultaneously) and helping analysis of building energy efficiency
by automatic logging. Energy intensive functions could be postponed during peak
demand periods, such as limiting HVAC power consumption in a shopping center
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for several minutes during a demand spike, reducing the power production capacity
needed to prevent a brown-out with no perceivable discomfort for the shoppers. [33]

Instead of relying on open-loop control, where the occupant adjusts a setpoint
(for e. g. temperature) when they feel discomfort, automatic closed-loop control
(e. g. PID control) is made possible by building automation. An another example of
improved convenience for building occupants is automatizing the logging of working
hours with a digital timecard system. Convenience is not limited only to building
occupants, but can also be used to reduce the workload of the maintenance staff by
e. g. letting them know when it is time to change a filter by displaying the pressure
difference over it (consequence of filter dustiness) on a computer screen.

Comfort of occupants can be improved by using direct measurements of room
air parameters, such as air temperature, moisture, carbon dioxide, volatile organic
compounds (VOC) and other chemical impurities, dust and radon to control HVAC
to keep these parameters within acceptable ranges. Some trade-offs are necessary,
as e. g. higher air moisture lowers dustiness, but provides better environment for
molds to grow. Comfort can also be improved by controlling the lightning more
precisely by fine-tuning lamp brightness and spectrum along with automatic control
of curtains and blinds. More comfortable work and home environments have been
shown to improve productivity [37].

Security of buildings has traditionally included alarm systems such as a building-
wide fire-alarm system that in addition to sounding the alarm also contacts the
local firefighters automatically and might potentially show escape routes on nearby
screens, and burglar alarms that contact a security company or the police in the case
of a break-in. Access control is a vital part of security, and includes keycard readers
on doors, turnstiles and elevators. Monitoring of premises has typically involved
security cameras and movement detectors.

The flexibility of non-domestic buildings can be improved by intelligent systems.
If, for example, the room layout of a floor needs to be changed, light switches
and lights that have been integrated in a building automation system do not need
their wires to be physically rerouted, but can simply be reprogrammed to reconnect
them in a different configuration. An another system where flexibility is required is
reprogramming of keycard readers from a centralized location in case of access right
changes. Homes rarely require such flexibility. [33]

2.3.1 The 3 level model

Building automation has numerous parallels with process automation used in industry.
Similarly to process automation, building automation can be divided into 3 levels:
the field level, the automation level and the management level, as shown in Figure
10. The field level contains the sensors and actuators, the automation level contains
devices that enable local control loops by using field level devices and the management
level is the part that users (e. g. the maintenance personnel in everyday use in
large buildings) use to monitor and log the status of the system and to make minor
alterations (e. g. change setpoints). While the 3 level model is a useful abstraction,
not all building automation systems can be fitted neatly into it, nor do the connections
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in every case follow the diagram in Figure 10: e. g. an IP-camera (a field-level device
in this model) could be connected directly to the management network.[33]

The following subsections deal with each of the levels from bottom up. In all
but the smallest systems, intra-level horizontal communication is usually done with
buses to mitigate the need for wiring and to enable easier expansion and alteration
of the system. Horizontal communication using buses and vertical communication
between levels are discussed after the levels.

Figure 10: An example diagram explaining the 3 level building automation model,
adapted from [33] and [38].

2.3.2 The field level

The field level contains the actual devices that interact with the environment: the
sensors that sense the current state of the building (e. g. air quality sensors: air
parameters, occupancy sensor or camera: room occupancy, door position sensor: door
open/closed, etc.) and the actuators that impart changes in the building (e. g. lights,
air pumps, door locks). The field level devices have from no to some autonomy,
depending of the type of devices used, introduced more thoroughly in subsection
2.3.5. Multiple systems in a smart building can utilize the same field level devices:
e. g. a movement detector in a room can be not only used to control lightning, but
also as a part of a security system.

The devices present in the field level include HVAC system parts, lightning
systems, cameras used e. g. for people counting and security, motion detectors used
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in occupancy detection and monitoring, locks and access control systems in doors
and elevators and multimedia systems such as projectors, television screens and audio
systems. From the perspective of gaming, field level devices can be thought of as
potential inputs and outputs.

Even though they are present in a building, HVAC system components are likely
unsuitable for use in gaming due to the slow nature of interaction of air parameters
and players. Additionally, their irresponsible use might cause long term damage,
such mold growth caused by moisture in the structure of a building.

Lightning systems are potential outputs for a game, and have already been used
as such by using the windows on a high-rise building as pixels to play tetris [2].
Unlike with HVAC, for most non-epileptics present during the game, only short-term
inconvenience can be caused.

Cameras in built environment can be used as an input in a game, such as player
detection and localization. However, local legislation may cause restrictions, such as
in Finland at the time of writing this, it is forbidden for a system to publicly give
out data that can be used to identify persons. Data that cannot be used to identify
persons is fine to make available, such as the number of people in a room at a certain
time.

For gaming, occupancy sensors can be considered as inputs similar to cameras.
As they are limited to only detecting any presence, they are more limited than
cameras, but cannot be used to identify people. Dedicated occupancy sensors in
building automation are typically either passive infrared sensors, which detect the
heat radiation emitted by the occupants, or Doppler radars that utilize microwaves
or ultrasonic sound to detect any motion of the occupants.

Player access to different parts of a building may be controlled by using locks and
other access control systems. Unfortunately, introducing changes into access control
systems has the potential of causing significant unwanted consequences, such as
doors permitting unwanted entry or preventing necessary thoroughfare. Fortunately,
many buildings have doors with manual unlocking mechanisms placed on the side
facing inside to always enable building occupants to have a way to exit in case of an
emergency.

Multimedia systems, such as screens, projectors and audio systems are present
in many non-domestic buildings to transmit visual and auditory information to
occupants. This information can include public transport schedules, weather forecasts
and advertisements. Using these systems as game outputs can be possible, but
smartphones have a screen and speakers as well.

2.3.3 The automation level

The automation level contains the controllers that are typically used to automatize
functioning of the field level devices. Presently, most of the controllers are direct
digital controllers (DDC). In the name of DDC, direct means that the controller can
control devices directly, and does not require any other device (e. g. an electrical
pressure transducer) between itself and a device it controls. Historically, some
building automation controllers have been based on pneumatics or analog electronics
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unlike today, when they are for the most part digital. [39]
Contemporarily, the controllers used in non ad hoc building automation systems

are typically remote terminal units (RTU) or programmable logical controllers (PLC).
RTUs and PLCs are computers that have some overlap in their functionality. Cus-
tomarily, the primary function of an RTU is to enable management level machines
to control the field level devices by "translating" the outputs of the field level sensors
(e. g. digital and analog signals) to a suitable format for a management level device,
and to control the field level devices based on the commands it receives from the
management level device(s). On the other hand, a PLC is supposed have the ability
to independently control field level devices without necessarily requiring communi-
cation with the management level during normal operation. In industry, PLCs are
ruggedized to resist the adverse industrial conditions such as vibrations, heat and
humidity. However, there is no single clear line separating RTUs and PLCs, as RTUs
may have some simple logic and may in some cases control some of the field level
devices autonomously, and PLCs can have functions that require communication
with the management level.[40]

From the perspective of gaming, the automation level can offer possibilities of
integrating some of the functionality provided by the building automation system
to a game. However, altering the existing program of automation level devices
can have unintended and undesirable consequences, especially if the changes are
persistent and the program is not returned to its "normal" state between gaming
sessions. In some cases, it may be possible to connect a management level device
(e. g. a laptop) intended specifically for gaming directly to an automation level
device without altering the program present in the device.

PID control
One example of a widely used popular method for controlling a variable (e. g. room
temperature) used is the PID (Proportional Integral Derivative) controller. [41]

Figure 11: A diagram for explaining PID control.

Figure 11 illustrates the principle of PID control. y(t), the process variable, is the
variable (e. g. temperature in a room) at time t that is to be controlled, and s(t)
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is the desired value (setpoint) of the variable. e(t) is the error, or, the difference
between these.

e(t) = s(t) − y(t) (1)

u(t) is called the process input, and in a PID controller it is the weighted sum of the
error (P), the integral of the error over time (I) and the momentary derivative of the
error (D), as in equation 2 below.

u(t) = Kpe(t) + Ki

∫︂ t

0
e(τ)dτ + Kd

de(t)
dt

(2)

In a nutshell: The proportional (P) part of the controller reacts to the difference
between the setpoint and the process variable. The integral part (I) grows over time
with a nonzero error, thus increasing (or decreasing) the process input sufficiently
to eventually remove the error. The derivative part (D) "dampens" the control,
mitigating "overshoots". The coefficients Kp, Ki and Kd define how significant effect
each of the parts have, and finding values for them that produce the desired behaviour
(called tuning) is a nontrivial task. [41]

2.3.4 The management level

The management level is the level with which the users who are not solely building
occupants (e. g. owners and maintenance staff) interact directly with most frequently.
The devices on this level consist mainly of computers. This is the level that contains
SCADA (Supervisory Control And Data Acquisition) systems. Instead of multiple
different systems each of which need to be interacted with separately (see left side
of Fig. 9), a SCADA system, referred in some contexts as a central control and
monitoring system (CCMS) [42], provides a centralized point where these systems
can be interacted with and their current status can be viewed from a singular location.
Thus, for example, a guard does not need to walk to each individual electronic door
lock to change access rights for a certain person, or maintenance personnel can be
automatically alarmed (to e. g. change a fuse) when necessary. SCADA systems can
also enable coordination between several automation level devices. Some SCADA
systems offer the possibility to log long-term data, such as energy or water usage in
different parts of a building, or occupant-entered data, such as electronic timecard
entries used for monitoring working hours. It is also a possibility to connect some
SCADA systems to internet to enable them to automatically adjust their operation
in response to relevant data, e. g. not turn on sprinklers if a rainstorm is expected.

The part of SCADA that non-occupant users (e. g. maintenance personnel and
guards) interact with is the human-machine interface (HMI), which displays relevant
data in a form easily understood by humans, such as via a graphical user interface
(GUI). [43] A example of a GUI is shown in Figure 12.

From the viewpoint of gaming, the management level offers opportunities for
integrating building systems into games. Similarly to the automation level, in some
cases it might be possible to connect a device (e. g. a laptop) intended specifically
for gaming directly to a management level device or to the management network, or
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make a management level device communicate with the gaming device via e. g. an
Ethernet connection. Some SCADA systems may offer possibilities for making custom
3rd party software extensions, or offer a possibility to make modifications to their
functionality that enable them to be used in gaming without jeopardizing their
functionality in everyday use.

Figure 12: An example of a GUI showing the state of a heating system (Courtesy of
ACRE)

2.3.5 Horizontal communication

Figure 13: Horizontal and vertical communication, drawn based on [33]

In the 3 level model, horizontal communication is the communication within a level,
as illustrated in Figure 13. Horizontal communication is often implemented with a
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bus, as shown in the right part of Figure 14. As can be seen from the left part of
the figure, when wired technologies are used, without a bus each field level device
requires separate wires for communicating with the controller, and even more wires
should they be require direct connection with one another. The controller needs
enough input and output (I/O) slots for each device, and should the devices have
different communication protocols, the controller need to be able to use each of them,
further increasing costs and complications.[33]

Figure 14: Illustration of a non-wireless system implemented without (left) and with
a bus (right)

With a bus, the devices share the same wires used for communication, and use
the same communication protocol. This removes the aforementioned difficulties and
enables easier expansion and modification of the system, but requires a commu-
nication protocol designed for a bus, and a method for synchronizing the timing
of communication between the devices to prevent them from interfering with one
another’s signals. A bus used on a field level is called a fieldbus.

In recent history (2012), the prominent buses in building automation systems
have been BACnet, LonWorks and KNX [44]. Their principles are introduced below,
along with those of the DALI bus and Modbus.

BACnet
BACnet standardizes the way devices are presented and handled: each device contains
objects (e. g. temperature), and each object has a property (e. g. present value),
and each property has a value (e. g. 26). These objects are interacted with (read or
written) through services, and it is standardized what services are mandatory for
each standardized device type. BACnet has multiple different networking options,
and they all use OSI layers 7, 3, 2 & 1. [33]

LonWorks
LonWorks uses network variables in communication between different network nodes.
A network variable acts like a link between devices: when a network variable changes
in one node, it automatically sends a message to all interested nodes, which update
their linked network variables accordingly. LonWorks has multiple choices for the
physical layer, and they all use all 7 layers of the OSI model. [45] [42]
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KNX
The devices in a KNX bus can be programmed to send messages (called telegrams in
KNX) to the bus, and to react to the telegrams sent by other KNX devices on the
bus autonomously without needing to engage the controller on the bus, which can
also send and receive telegrams. The principle of operation is that telegrams contain
a group address (e. g. 1/2/3) and payload (e. g. "button 2 pressed"). The recipient
uses the group address to decide whether it should react, and the payload to decide
how. KNX uses OSI model layers 7, 4 , 3, 2 & 1. [33] [46]

DALI (Digital Addressable Lighting Interface)
DALI is intended to be used with lightning in buildings, and is somewhat similar to
KNX: the devices can send and react to messages (commands) autonomously. There
are groups, and each device can belong to multiple groups. There are also scenes,
and each device can have up to 16 scenes. The commands consist of 2 bytes: an
address byte (which device, or groups) and a command byte (e. g. go to scene 2 or
lights off). [47]

Modbus
Modbus (published in 1979) has been traditionally used in industrial environments
with PLCs.. Modbus has 2 categories: Serial (Modbus ASCII and Modbus RTU),
which uses layers 7 and 1 of the OSI model, and Ethernet (Modbus TCP/IP), which
uses layers 7, 4, 3, 2 & 1. The serial versions are master/slave protocols, which in this
case means that the slave devices cannot interact with one another autonomously,
and they must wait the master to initialize communication with them. [48]

2.3.6 Vertical communication

In the 3 level model, vertical communication means communication between levels, as
depicted in Figure 13. In vertical communication, one significant problem is the same
as in horizontal communication: device interoperability. The left half of figure 15
depicts a situation where lower level devices have different communication protocols,
and thus all devices that connect to them must be able to use all of them, which
becomes increasingly difficult and laborious (and expensive) to achieve as the amount
of protocols and devices increases.

OPC stands for "OLE (Object Linking and Embedding) for Process Control",
contemporarily referred to just as OPC. Object linking and embedding [49] is a pro-
prietary Microsoft technology. An example application of OLE is that a PowerPoint
slideshow is to contain a video: the video file can be either linked to (e. g. via an
URL) or embedded into the PowerPoint file (which increases the file size significantly).
OPC is an open technology and not proprietary to any company. [50]

OPC is an interoperability standard which aims to ease integration of different
devices from multiple vendors by, among other things, standardizing the manner in
which information is organized. It has been created as a lingua franca to be used as
a "common language" between devices, similar to English in current international
communication, as depicted in the right part of Figure 15, where OPC drivers are
added for each controller. In some cases (not depicted in Fig. 15), the same OPC
driver might be used for multiple devices. In OPC, the representation of devices is
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Figure 15: Vertical communication implemented without (left) and with OPC (right)

standardized in The current version of OPC is OPC UA (Unified Architecture). [50]
OPC UA is based on a service-oriented architecture, and important components of

OPC UA include information models, information encoding methods and information
transport protocols. In OPC UA, objects (similar to object-oriented programming
languages) are modeled as a collection of nodes, and each node contains attributes,
and connections between different nodes are defined with references (essentially
pointers to other nodes). OPC UA supports two encoding methods: OPC UA Binary,
in which the data in encoded directly as binary to increase speed, and OPC UA XML,
in which the xml is used to increase the amount of applications that can be used.
The OPC UA standard defines two transport protocols: UA TCP and SOAP/HTTP,
where SOAP stands for Simple Object Access Protocol. OPC is an application level
protocol, and thus it can be said to use OSI model layer 7. [50] [51] [52].

In contrast to OPC, which has traditionally been used in industrial settings,
MQTT (Message Queuing Telemetry Transport) and COAP (Constrained Application
Protocol) protocols have been used in IoT (Internet of Things) environments.

The COAP protocol is HTTP-compatible, and COAP resembles HTTP in that
it supports GET, POST, PUT and DELETE messages, and it is also has a re-
quest–response message exchange pattern. In this pattern two machines connect and
send messages directly to one another. The COAP messages typically fall into one of
these four types: Confirmable (CON) message, Non Confirmable (NON) messages,
Acknowledgement (ACK) messages and Reset (RST) messages. In addition to pay-
load, messages also contains an ID, which is used to refer to individual messages,
and a token, which is used to differentiate between different message exchanges
(e. g. "what time is it?" vs. "what is the temperature"). [53]

Confirmable messages will get resent unless the recipient replies to it within a
timeout. The reply may be a response containing the requested data, an acknowl-
edgement message in which the sender is informed that the message was received
but the answer will be sent later, or a reset message that indicates that the message
couldn’t be processed. Non confirmable messages may or may not expect a reply
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and may or may not receive one, but non confirmable messages are not resent in
either case. [53]

In addition to a request–response pattern, COAP also supports a subject-observer
pattern, in which an observer can inform a subject about its interest in a certain
type topic (e. g. current temperature). When the value of the content changes, the
subject will automatically send (either confirmable or non confirmable) messages
to all observers. This removes the need for polling, which would waste resources.
COAP can be said to be a layer 6 or 7 protocol,3 and since COAP uses DTLS (layer
5) and UDP (layer 4) instead of TLS and TCP, it can be implemented on constrained
devices. [53]

On the other hand, MQTT is a publish-subscribe based messaging protocol. In
this protocol the devices consist of clients and servers. The servers contain topics,
and clients can publish and subscribe to these topics. When a client publishes a
message to a topic, the server will send the message or all clients that are subscribers
for the topic. [54]

Publishers may ask the server to retain the message, which means that the
message is not deleted after it has been sen to all subscribers in case a new client
becomes a subscribers, in which case the message is sent to it automatically so it
doesn’t need to wait for a new message to be sent. Only the latest retained message
within a topic will be retained. [54]

The messages may have three different levels of quality-of-service: level 0 means
that the message is sent to subscribers without acknowledgments, in level 1 one
acknowledgement message per subscriber (and sender) is used to ensure delivery, and
in level 2 two acknowledgement messages are used to ensure that each subscriber
receives the message exactly once. MQTT is an OSI layer 6 protocol,3 and unlike
COAP, it uses TLS and TCP.[54]

OPC UA and MQTT are TCP based protocols, and COAP uses UDP. Even
though COAP and MQTT are intended to be used as protocols for IoT, whereas
OPC UA is designed for use in industry and has a largest protocol overhead of the
three, in the experiment done by Durkop et al. , OPC UA achieved the best result
when the transmission time for cyclic data exchange between the protocols was
compared over the cellular network standards EDGE, UMTS and LTE. However, the
experiment was performed in laboratory conditions without losses, and did not take
into account the power consumption, something MQTT and COAP are specifically
designed for.[55]

Because the intended operating situations for OPC UA and COAP & MQTT
are different, a quick search did not yield a direct comparison between the energy
usage of all 3. It has been shown that the energy efficiency can wary due to many
factors, including packet size: Mun et al. [56] observed that COAP consumes less
power than MQTT when the packet size is small, but more when the packet size
grows larger than 1024 bytes. Thus, the different results of experiments carried out
under varying conditions for different protocols are difficult to directly compare with
one another.

3Interview with Pekka Nikander, June 14th 2019
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Table 3: Comparison between OPC UA, COAP and MQTT
OPC UA COAP MQTT

Intended area of ap-
plication

Industry Constrained
devices

IoT devices

Operating principle Devices modeled as a collec-
tion of nodes

Messages Publish /
Subscribe

Transport protocol UA TCP or SOAP/HTTP UDP TCP
Security protocol(s) WS-SecureConversation or

UA-SecureConversation
DTLS TLS
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3 Research questions and methods
This thesis investigates the integration of building automation systems, that are
already present in buildings, into games. This investigation is done by attempting to
answer to two research questions, which are presented below.

3.1 Research question one: the technical perspective
The first research question deals with the technology used in building automation.
The first research question is:
From a technical standpoint: How can existing building automation sys-
tems be utilized in gaming?
The emphasis in this research question is that the building automation systems
should be already present and in everyday use in a building, in contrast to those
systems that are installed specifically with gaming in mind.

The method chosen for researching this question is a case study, where an existing
building automation system is investigated from the viewpoint of gaming, and
necessary work is carried out to enable its use in gaming. This work and other
possibilities for enabling this system in particular are listed and analyzed, and
generalized where possible. This approach was chosen to investigate the question
with a practical mindset, which can be done by doing practical work.

It is probable that a party (e. g. a game organizer) that desires to make use of
the systems in a building for gaming purposes is not always the building owner. If a
game is to take place, the using party should be able to essentially rent the capability
to momentarily use the systems in a building or only a subset of it (e. g. gain access
to lights in an empty wing of a building, but not to those in the inhabited parts).

To this end, a cloud service (introduced in 2.2.2) is a business model where
such capabilities can be temporarily rented with minimal overhead (bureaucratic or
otherwise). Therefore, a cloud service is a desirable alternative for enabling building
automation systems for gaming purposes. However, not all building automation
systems are designed to be trivially used via cloud services. Thus, the primary
question becomes: How can building automation systems that do not follow
cloud architecture be used in games that are designed for modern cloud
architectures? One experimental part of this thesis was enabling the chosen building
automation system for gaming purposes via a cloud service compatible method.

The system chosen for this thesis was a building automation pilot environment
in Aalto University, which encompassed systems in a closet and in 3 rooms: a break
room and two meeting rooms, and also a small weather station on a balcony. A more
comprehensive description of the pilot environment can be found in subsection 5.1.1.
The primary reason for using this specific environment was its small size, which
limits the amount of scheduling issues and inconvenience caused to other building
occupants by causes that can be foreseen, and those that cannot (i. e. mistakes).

The questions that arose during the implementation of the method were particular
to this system, and some of them can be generalized to other projects of where building
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automation systems are enabled for gaming. The most important secondary questions
that arose include:

• What functionality does the system currently have? (What does it do?) What
core parts of the functionality must not be jeopardized during the thesis?

• What hardware (devices) does the system consist of? How is the communication
between these parts implemented in this particular system (e. g. via buses)?

• Which of the devices could be potentially useful in gaming? How could they
be utilized?

• To enable the use of this system via cloud services, what is a desir-
able end result?

• What software modifications can be made to the existing system? Which ones
are permissible?

• What hardware modifications and/or additions can be made to the existing
system? Which ones are permissible?

• How was the information security of the existing system implemented? What
new information security issues would arise with the potential software and/or
hardware modifications and/or additions? *

• What software and/or hardware modifications and/or additions were actually
made?

• What unforeseen issues arose during the implemented modifications and/or
additions? How were they solved?

• What new functionality was made possible by the implemented changes?

• How can this functionality be used in gaming?

• How is information security maintained with the implemented changes? *

*With regard to information security, the details of authentication and authorization
were explicitly excluded from the scope of this thesis.

3.2 Research question two: the user experience perspective
The first research question deals with how building automation systems can be
integrated into games. The second question investigates whether they should be.
The second research question is:
From a user experience standpoint: How does integrating building au-
tomation systems into gaming change user experience?
To investigate this, a small (4 participant) qualitative user experience case study was
conducted. This study compared the difference between gameplay experiences of
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players playing a game both with and without the pilot environment behaviour being
integrated into the game. The game was a simple game made specifically for this
test, and a more comprehensive description of the game can be found in subsection
5.2.2.

In the literature review by Caroux et al. [13], as can be seen in Figure 5, the
player aspects of player-video-game-interaction can be divided into engagement and
enjoyment, and the video game aspects can be divided into information input and
output, game content and multiplayer aspects. The addition of the capabilities of a
building automation system can be thought of as an alteration of the input/output
aspect, where the physical built environment where the gaming takes place is involved
in the gaming. What is of particular interest is that how does the alteration
of the input/output aspect effect the player aspects of engagement and
enjoyment? And does it effect other parts of the interaction as well, for example:
does playing a game on a big screen instead of playing it on a phone enable the
introduction social aspects to a game? Are there other possible effects that were not
foreseen at the beginning of the case study? As not all of the pertinent questions
could be foreseen at the beginning, the method for researching this research question
was chosen to be semi-structured interviews where the participants are interviewed,
first by asking them to freely state whatever comments they might have, and then
probing further about their experiences of engagement and enjoyment.

The Presence-Involvement-Flow Framework by Takatalo et al. [29] divides the
human aspect of the player-video-game-interaction into presence-involvement, which
can be said to correspond to the engagement aspect of the categorization of Caroux
et al. , and flow, which corresponds to the enjoyment aspect of Caroux et al. In the
Core Elements of the Gaming Experience by Calvillo-Gámez et al. [28], the aspect
(see Figure 6) that is the most relevant in this thesis is the environment element of
video game, which results from the involvement of the built environment (in this
case, the room lights). The elements of control, ownership, facilitators and gameplay
are practically identical in both versions of the game that the participants played.

The study consisted of players playing the same simple game two times in a single
session: "only" as a simple game, and also as a game that utilized the systems present
in the pilot environment. The players were interviewed after each playthrough, and in
the second interview, the players were asked to compare their subjective experiences
and feelings between the sessions. A qualitative method was chosen due to the (in
this case) necessity of a low amount of participants and the lack of foreknowledge of
which parts of user experience would be particularly affected by the integration of
building systems.

3.3 Omitted third research question: the permission per-
spective

Using building systems and the building itself in gaming likely usually requires
permission at least from the building owner. The third research question was:
From a legal standpoint: What permissions, and from whom, are required
so that building automation systems can be used in gaming?
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This question had to be omitted due to the aim of keeping this thesis sufficiently
concise, and due to the change of the thesis deadline. This question was initially
planned to be studied as a case study where representatives of the owner of Aalto
University real estate (Aalto University Campus & Real Estate, ACRE) would
have been interviewed. A preliminary discussion with the representatives indicated
that with Aalto University buildings the significant factors would contain game
participants (e. g. university students or outsiders), the game organizer (e. g. an
outside organization or a student guild) and the systems integrated (particularly
access rights to buildings).
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4 Related work, devices and APIs

4.1 Academic research
A quick search for academic papers, where already present building automation
systems within existing physical buildings were used specifically in real-world (or
mixed reality) gaming within such physical buildings, was performed. No results
were found that matched the above description exactly. However, "close matches",
where both building information and gaming were used together were found.

Building information modeling (BIM) techniques have been used in serious gaming.
Building information modeling can be used before, during and after a building is
constructed, and it includes digital 3D models of a building’s rooms and their systems.
Serious gaming often aims to enact a positive real-world effect, such as educating
people about subjects with significant real-world consequences, or motivating them
to e. g. exercise more.

Merschbrock et al. used building information models during the construction
of a hospital to create a 3D game environment of the hospital under construction.
A game was developed where the future staff could practice everyday operations in
a first-person game. This gave the staff the opportunity to develop new workflows
and processes before the actual building was finished, and therefore saved time and
further mitigated the chances of mistakes after the hospital was finished. The staff
found they learned better with the game than with traditional classroom teaching.[57]

Rüppel and Schatz used building information models and a physics engine to
create a game that simulates the conditions in a burning building. This game
(Serious Human Rescue Game) has been intended as a tool to aid in modeling the
behaviour of people during evacuations during building fires, which cannot be tested
in practice.[58]

In non-serious gaming, Moreno et al. tested the effect of the inclusion of visual
effects on a simple children’s game of tag. They had the participants play a game of
tag in a "traditional" setting, and also in an interactive setting where Microsoft Kinect
sensors were used to track players and projectors were used for creating visual effects
on the floor. However, the Kinects and the projectors were specifically installed with
this study in mind, and were not present before the start of the study.[21]

4.2 Commercial devices
Many companies sell a multitude of building automation and smart home devices.
Some of the products can be classified as stand-alone products that can be used
independently without integration with other dedicated building automation products.
These are often designed to be installed by the end-users themselves, and do not
necessitate the hiring of trained professionals. One example category of a stand-alone
product is the smart bulb. A smart bulb is essentially an IoT LED-lightbulb that
can be installed in the place of a regular lightbulb, and then controlled via wireless
communication, such as WiFi, Bluetooth Low Energy (BLE) or ZigBee (a wireless
network standard). The Tuya Smart Bulb[59], Yeelight Color Bulb [60] and Hue
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lights [61] are products of this category, and all of these have user-customizable colors
and can be controlled via a smart-phone app, and can be remotely controlled via
internet.

The devices that require trained professionals to install (and sometimes to pro-
gram) them can fall into one of the three building automation levels (see subsection
2.3.1). Two examples of field level devices are: 6131/31-24-500 Busch [62] and
MTN630719 [63] occupancy detectors. They are PIR (Passive InfraRed) occupancy
detectors that can detect the body heat of persons in a room, and they are intended for
detecting that the room is occupied. They both use the KNX bus for communication,
and are both programmed with ETS5 [64], a manufacturer independent software tool
offered by the KNX association. Like many KNX devices, the occupancy detectors
also have a debugging led that can be blinked to ensure that the correct device is
being programmed.

The Beckhoff Embedded PC CX series [65] contains multiple examples of automa-
tion level devices. The typical physical configuration consist of a CX series embedded
PC (e. g. CX5130 [66] as in the system used in this thesis) and a collection of I/O
terminals. Terminals are physical devices that can be though of as add-on sections
that can be connected to the CX. Multiple different terminals can be connected
to a single CX, and there are multiple ones available for purchase, such as ones for
different buses (e. g. KNX, DALI, LON) and other communication models (serial
ports, digital and analog I/O). The CX series runs TwinCAT (The Windows Control
and Automation Technology) on a Windows operating system. The CX series devices
are usually programmed with a TwinCAT extension of the Microsoft Visual Studio,
and can function as PLCs that can execute at least the following standard types
of PLC programs: Ladder Logic Diagram (LD), Sequential Function Charts (SFC),
Function Block Diagram (FBD), Structured Text (ST) and Continuous Function
Chart (CFC). The PLC programs are usually called Program Organization Units
(POU), and are typically run once between a set interval (typically 5-50ms).

One of the tasks of management level devices is providing users with the ability
to monitor the system behaviour and/or to modify it. Often, the fieldbus is not
directly compatible with a computer that a user is supposed to use. Therefore,
translation between different communication protocols is necessary. A device that
translates between different protocols (e. g. between KNX and DALI) is commonly
called a gateway. In many devices, one of the protocols is the IP-protocol, and the
device is intended to communicate with end-users’ computers via the IP-protocol. As
illustrated in Figure 16, if the device can connect to only one bus, it is typically called
an IP-interface. If there are multiple similar buses, the device is typically called an
IP-router, and can also act as a router between different fieldbuses of the same type,
effectively more or less forming a direct connection between them. A device that
falls into this category is Wiser for KNX [67] (previously called homeLynk), that
supports the IP-protocol, and not only KNX, but also ModBus and BACnet as well.
Thus, using the above ad hoc naming convention, it could be called an IP-gateway.
It not only provides translation between different protocols, but can also be used to
program KNX devices with ETS5. In addition, it can also function as a web server
that has the toolset for developing customized user interfaces for monitoring the
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system status, and also displaying web pages where this interface can be viewed via
a browser.

Figure 16: Diagram illustrating difference between gateways, IP-interfaces and
IP-routers

4.3 APIs for building automation systems
API is an abbreviation for Application Programming Interface, and in a nutshell it
can be though of as a "layer" of software. The function of this "layer" is to enable
one (or in some cases more) component (typically software, e. g. a computer game)
to interact with an another component (software and/or physical component, e. g. a
computer sound card) without the software programmer needing to know the specifics
of the internal functioning of the other component.

The meaning of API has changed in recent times. It has traditionally referred to
internal APIs that have been meant to primarily be used by a certain organization
or a line of business (e. g. one or more commercial companies). Recently, external
APIs that have been intended to be used by third parties to make use of e. g. the
cloud infrastructure offered by some companies have started to attain attention.

At the moment of writing this, there exists no singular external building automa-
tion API that has been observed to have achieved the status of being universally
more popular and prevalent than all the other building automation APIs. There
exist a multitude of building automation APIs, and many building automation device
manufacturers offer APIs for their products. However, many of the APIs offered by
manufacturers are intended only for the products sold by the manufacturer, and
not for their competitors’ devices and/or infrastructure. In addition, an API may
be proprietary, such as a closed-source dll file (dynamic link library) that can be
only used easily via a certain toolset that might be unsuitable for some projects.
In addition, customizing and modifying them to suit the requirements of distinct
projects might prove challenging.

There are also third-party APIs created by other parties than the device man-
ufacturers. Some of these are open source, but the ones made by small groups or
individuals might suffer from limited support, and prove challenging to integrate
with other solutions. All in all, the appropriate potential API choices for particular
situations are substantially influenced by factors that can differ substantially between
the situations, and thus the best choices for particular situations can vary significantly
between one another.
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5 Experimental implementation
The practical work done during this thesis can be roughly divided into two parts.
The first part deals with the first research question, and contains the work done with
a building automation system to enable its use in gaming. The second part pertains
to the second research question, and covers the work done in designing, creating and
integrating a game with the building systems, and the gameplay experience tests.

5.1 Enabling a building automation system for use in gam-
ing

The practical work done to enable the use of the pilot environment in gaming can be
divided into roughly 5 phases. Table 4 lists the phases.

Table 4: Phases of the practical work for enabling the use of the pilot environment
in gaming

Phase What was done during the phase
1. Investigation
of the system.

The building automation system was investigated, and the
connections between different parts of the system were listed
to obtain a comprehensive and easily analyzable high-level
diagram of the different components of the system and their
interconnections.

2. Analysis of
the field level
devices

The field level devices were listed and examined as possible
inputs and outputs for gaming, and those deemed suitable
for gaming purposes were chosen.

3. Choice of a
method

A method for enabling the suitable field level devices of the
system for easy integration with cloud services was chosen.

4. Decision on
the procedure

A listing of the possible procedures of implementing the
method was created, these were analyzed very briefly, and
finally the option that was deemed the best among these for
this particular system was chosen.

5. Implemen-
tation of the
method

The method chosen in the third phase was implmented using
the procedure decided during the fourth phase.

5.1.1 The pilot environment components and interconnections

The first phase consisted of an inspection of the pilot environment where the practical
work took place. The devices that made up the building automation system were
located in three rooms and a cabinet. The devices in one of the rooms consisted of a
IP-camera, a PIR occupancy detector, a control panel and lights, but these devices
weren’t integrated into the rest of the system. Furthermore, permission to use them
for this thesis was denied. Therefore the devices in that room will be disregarded for
the purposes of this thesis.
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The diagram in Figure 17 contains the devices in the rest of the pilot environment
that are relevant for this thesis. The two other rooms of the pilot environment were
a breakroom and a meeting room. The breakroom contained an occupancy detector
and several sensors that measured air parameters (i. e. CO2, temperature etc...), a
display that is used as a television, lights and a remote that controls the lights in
the breakroom. The air sensors and occupancy detector were connected to a KNX
fieldbus, the light remote controlled the lights directly via BlueTooth and neither it
nor the lights were directly connected to other parts of the pilot environment. The
display in the room was not connected to any other part of the pilot environment
either.

Figure 17: A diagram of the pilot environment at the beginning of the practical work

The meeting room contained several air sensors, an occupancy detector, a display
that is primarily used to display slides in meetings, lights and a portable light switch.
As in the breakroom, the air sensors and the occupancy detector were all connected to
the same KNX fieldbus as the air sensors and the occupancy sensor in the breakroom.
The display had an HDMI-cable with multiple adapters for attaching it to laptops, but
no direct connection with the rest of the pilot environment. The lights were connected
to a DALI fieldbus, and the portable light switch was an EnOcean light switch that



49

requires no batteries, but takes the energy it uses for wireless communication from
the button press itself. The meeting room also had a camera-based person counter
[68] that could be accessed via the building network. In everyday use, the counter
was designed to only provide the number of occupants (and temperature, humidity
and light-level), but not the raw image. However, even when the raw image was
accessed, the camera was observed to give less than 3 images per second, rendering
it unsuitable for gaming purposes in the scope of this thesis without drastic program
changes that would have extremely likely at the very least voided the warranty. New
HVAC devices were also installed to the meeting room as a part of the project when
the pilot environment was built, but they are disregarded for the purposes of this
thesis because they were not connected to the rest of the system and their use was
forbidden.

In addition to the rooms and the closet, there was a small "weather station"
positioned on a nearby balcony that measured meteorological variables, such as the
outside temperature, humidity and wind speed. The weather station was connected
to the KNX fieldbus.

The closet acted as a central point for the pilot environment. It contained
the devices through which the status of the other aforementioned devices could be
monitored and their programming could be altered. It had a Schneider Wiser for
KNX (described more thoroughly in the last paragraph of section 4.2), which was
connected to the KNX fieldbus. The device was also connected to a regular internet
router through which it could be accessed from the internal network of the building.
The cabinet also contained a Beckhoff CX5130 (described more thoroughly in the
third paragraph of section 4.2) with the I/O terminals KL6031 (for the KNX fieldbus)
and KL6811 (for the DALI fieldbus), and also an EnOcean antenna. The CX5130
was connected to both of the DALI and KNX fieldbuses.

The most important function of the system that was composed of the previously
listed parts was switching and dimming the lights in the meeting room when the
buttons on the EnOcean light switch were pressed. The EnOcean antenna in the
closet would pick up the transmission sent by the switch, and communicate this
to the CX5130, which would in turn send messages to the DALI fieldbus that was
connected to the lights in the meeting room. The secondary function of the system
was providing a method for monitoring the air parameters (both inside the rooms
and outside on the balcony) through the Wiser for KNX.

However, even though the physical wiring was done faultlessly, the CX5130 was
not at that point properly programmed with the capability to use the KNX fieldbus.
In addition, the occupancy detectors were not yet programmed to send their current
statuses to the KNX fieldbus properly at that moment.

5.1.2 Analysis of field level devices and rooms w.r.t. their use in gaming

As can be seen from the diagram in Figure 17, the field level devices that the room
occupants can directly interact with were the lights and light switches, displays,
occupancy detectors and air sensors. No feasible possibilities for integrating the air
sensors into games as input methods could be identified. The occupancy detectors
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offer a possible method for automatically determining whether (some of) the gamers
are present in a room, but as they cannot differentiate between persons, only if no
other people have access to the room during the game. The displays were considered
as potential game outputs for visual information, but as they are separate from the
other systems, a separate computer would be required to create the visual output. The
lights showed the greatest potential as a possible visual output source for potential
games, having the potential to e. g. improve immersion by having the lights in a
room react appropriately to the events in a game.

As the lights in the breakroom were unconnected from the rest of the system,
and the display seeing regular use as a television, where changing the settings would
prove frequent and inconvenient, the meeting room was chosen as a focus point for
the rest of the work.

Finally, the lights and the occupancy detector in the meeting room were chosen
to be the devices that should be made usable for gaming purposes in that particular
room.

5.1.3 Choosing a method for integrating relevant field level devices into
cloud services

A brief introduction of cloud services can be found in subsection 2.2.2. As said before,
the desirable end result in larger systems than the one used in this thesis would be
the capability to rent the capability to use a certain subset of the capabilities of a
building automation system for gaming purposes, and a cloud service would be an
appropriate choice for achieving this. As the desired capabilities in this particular
case are the ability to control the lights and the ability to read the status of the
occupancy detector in the meeting room, a cloud service that presents the opportunity
to do this could be considered a FaaS (Function as a Service) in this case. Because
of this, the REST (Representational State Transfer) architecture was deemed an
appropriate choice for this case. A popular protocol that implements this is the
HTTP-protocol. Therefore: an HTTP-API was chosen as the method. The
API should be capable of interacting with the lights and the occupancy detector on
the basis of the received HTTP-messages. A potential user should be able to connect
to the API using a standard method commonly used in IP-networks, such as via
WLAN or an Ethernet cable.

5.1.4 Possible procedures for implementing the chosen method

The potential different approaches for creating an HTTP-API for this particular
system that were identified during this phase can be roughly divided into 2 categories:
either altering one of the already existing devices, or connecting a new device into
the system. After a very brief deliberation about potential liabilities, the prospect
of physically altering a device was rejected. There were two devices that had an
Ethernet port: the CX5130 and the Wiser for KNX. Even though the latter already
already provided an HTML-interface for viewing the current meteorological status,
it was only connected to the KNX fieldbus but not to the DALI fieldbus through
which the lights were controlled. Therefore the programming in the CX5130 would
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need to be altered as well to enable it to switch the lights on and off based of the
messages on the KNX fieldbus. However, this solution would present a potential
vulnerability: The Wiser for KNX is connected to the building network, and if it
is compromised, a malicious third party could attain the capability to control the
lights in an undesirable manner, which should be avoided if possible. The CX5130
was physically connected to both fieldbuses, but the programming for the KNX
fieldbus was incomplete. In addition, the CX5130 uses its own protocol [69] for
communication instead of the standard protocols used in networks, and is not readily
capable of HTTP-based communication. Enabling this would have required extensive
changes to the software inside the CX5130, which was deemed undesirable.

A new device could be connected to the system to either one of the buses or to
the Wiser for KNX or to the CX5130. There are IP-interfaces on the market for both
DALI and KNX buses, but purchasing them would have required a non-insignificant
amount of money, and even though their installation might have succeeded without
a certified professional, bureaucratic issues caused by the installation of new devices
might have occurred. Therefore the choice was narrowed down to connecting a new
device to either to the CX5130 or to the Wiser for KNX. As in both of these cases
the CX5130 would be involved, the CX5130 was investigated first, and found to be a
suitable option. The new device was to be a computer, which could be temporarily
connected to the Ethernet port without non-technical issues.

5.1.5 Implementation of the chosen method

Some of the parts discussed in this subsection are introduced in the third and fourth
paragraphs of subsection 4.2.
At the start of this phase, the software necessary for interacting with the CX5130 was
installed to a laptop. This software consisted of Microsoft Visual Studio 2017 and
the TwinCAT extension that was required for accessing the CX5130 via an Ethernet
connection. To minimize the amount of sources for potential difficulties, the laptop
was connected directly to the CX5130 with an Ethernet cable, and the laptop was
not connected to the internet during the connection to mitigate security concerns.

After gaining access to the CX5130 with a username and a password, a route to
the laptop was created on the CX5130 to enable the laptop to be used in further
communication. It was discovered that in this system the CX5130 functioned as
a PLC, where the majority of the Program Organization Units (POU) running in
this case were implemented as Continuous Function Charts (CFC). It was soon
determined that the system could be interacted with via reading and writing variables
without actually causing changes in the code that was being executed. After observing
how some of the variables in the program organization unit that handled the DALI
communication behaved when the EnOcean switch buttons were pressed, it soon
became possible to control the light by altering the variable values in the same
manner as they were when the switch was used.

The TwinCAT extension for Visual Studio contained a dll (Dynamic Link Library)
file that allows C# programs created with Visual Studio to communicate with the
TwinCAT on the CX5130. Since a HTTP-API was required, a Model-View-Controller
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(MVC) application was developed on the Visual Studio. This MVC application was
deployed on the laptop via Windows’ Internet Information Services (IIS) Manager,
and the MVC application acted as a web server. This web server was connected
to with a browser (e. g. Firefox, Chrome) from a computer or a smartphone that
was made a part of the same local network. This web server presented a simple
HTML-page with 3 buttons: "Refresh page", "Lights ON" and "Lights OFF". Pressing
one of the buttons sent a HTTP-message to the web server, which in turn caused it to
use the dll file to turn the lights in the meeting room on and off as commanded. This
initial prototype was verified with a smartphone that was used in place of the light
switch. Unfortunately, because this HTTP-API prototype required closed source
software (Visual Studio, Windows IIS etc.) to function, alter and update, it was
deemed ultimately insufficient because of the restrictions this caused.

After the first (insufficient) HTTP-API prototype was verified, the focus changed
to activating the capability to monitor the state of the occupancy detectors. The
laptop was connected to the Wiser for KNX, and the functionality of the KNX
fieldbus was verified by observing the weather station measurements on the web
page it provided change as a hairdryer was used to blow warm air on the weather
station. After potential difficulties resulting from hardware issues were excluded,
both occupancy sensor were programmed properly to send their status to the fieldbus
by installing ETS5 to the laptop and using the files provided by the occupancy
detectors’ manufacturers. Additionally, also the web page provided by the Wiser for
KNX was similarly updated to display the current occupancy status of the rooms.
After that, the programming on the CX5130 was debugged to find out the problem
it had with the KNX bus. The problem was simple: During the initial programming,
some program variables were not mapped properly to the variables of the KNX
fieldbus I/O terminal.

After the KNX fieldbus and the occupancy detector status were made available for
the CX5130, development of a new open-source HTTP-API was started. Thankfully,
Beckhoff (the CX5130 manufacturer) offered an open-source C++ API on github [70].
To use this API on a computer running Windows, cygwin [71] ("a large collection of
GNU and Open Source tools") and gcc and cmake (C++ programming tools) for
cygwin were installed to the laptop. A simple lightweight solution utilizing sockets
was developed. This prototype did not require any closed source software, and was
able to be deployed in Linux as well as Windows. This prototype was simpler and
more lightweight than the first prototype, and was deemed acceptable.

To summarize briefly: a lightweight open-source HTTP-API to be run on a laptop
was developed, the occupancy detectors were programmed and the use of the KNX
fieldbus was enabled for the CX5130. The diagram in Figure 18 represents the state
of the pilot environment after the previously listed changes were made. The laptop
is meant to be connected only when the system is to be used in gaming.
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Figure 18: A diagram of the pilot environment and additions at the end of the
practical work of the first part

5.2 Gameplay experience test using the pilot environment
The practical work done in creating a game, integrating it with the building automa-
tion system using the HTTP-API implemented during the first part and using it in
a gameplay experience test can be divided into roughly 4 phases, which are listed
below in Table 5.

5.2.1 Game concept creation

Unlike than with the Mikontalolights tetris [2] and escape rooms (introduced in
chapter 2), where the hardware in the building is designed and customized according
to the game concept, in this case the game concept had to be designed according to
the capabilities of the building automation system. The capabilities of the building
automation system used in this thesis that were relevant w.r.t. gaming were the
ability to control the meeting room lights and read the occupancy status of the room.
In addition, the room contained a display that was typically used in meetings to
show slides.

An another constraint for the game was the it was intended to be used specifically
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Table 5: Phases of the work done in order to conduct the gameplay experience test
Phase What was done during the phase
1. Game con-
cept creation.

A concept for a simple game suitable for a gameplay experi-
ence test with the building automation system was created.

2. Game devel-
opment

The game outlined in the first phase was created.

3. Game inte-
gration

The game was granted the capability to use the building
automation system used in this thesis via the HTTP-API
implemented in the first part

4. Gameplay ex-
perience test

The game that had the capability to use the building au-
tomation system was tested with 4 testers to test how the
capability to use the building automation system altered the
gameplay experience.

in gameplay experience testing. Because the testing session was to be brief so as to
rule out player fatigue and boredom from factors effecting the test results, the game
had to be brief as well. This ruled out game categories that are typically intended
to be played out during an extended period of time, such as strategy games and
role playing games. In addition, because one significant factor influencing gameplay
experience that couldn’t be controlled in this test was the social aspect, multiplayer
games were excluded as well. Furthermore, one potential source of tester frustration
is poor usability, the probability which can be lowered by limiting the complexity of
the game, and focusing on creating an intuitive control scheme and instructing the
players at the start of the testing session.

In a nutshell, the game had to be a simple single player game that was fast and
intuitive to learn to play, and could be played through fast enough so it could be
played through at least twice without boredom. In addition, usage of the capabilities
of the building automation system used in this thesis should fit the overall theme
of the game. Personal experience with gaming produced an insight that a possible
starting point was a physics-based throwing game, such as Crush the Castle and
Angry Birds, where the aim is to destroy targets by knocking down fortifications
that the protect the targets. In those games, the fortifications primarily consist of
solid blocks that can be knocked over with the projectiles. Unlike those two games,
which are 2-dimensional and viewed from the side, the game concept was a 3D game,
but somewhat similarly to the two aforementioned examples, the objective was to
knock over targets.

After a rough concept (3D projectile throwing game) had been decided upon,
the game development started. The concept was refined in an iterative process
concurrently with game development.

5.2.2 Game development and description

The game development was done with Unity3D due to previous experience with the
software. It was initially decided that two versions of the game were to be developed:
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one that could be played as a stand-alone mobile game like the majority of the mobile
games on the market, and an another version to be played with the display in the
meeting room. The former version was not used in the actual test (see subsection
5.2.4).

Because the targets needed to be inoffensive and intuitive, bowling pins were
chosen. The objective of the game is to knock over bowling pins with a projectile. The
projectile was chosen to be a "bomb" that can be blown up to achieve the objective.
The next paragraphs provide a description of the game, and an explanatory flowchart
that illustrates the flow of the game can be seen in Figure 20. Both visual and
auditory aesthetic style of the game were chosen to be minimalistic due to it being
probably the least distractive, and due to the assumption that this would mitigate
the variance caused by the art style on player experiences due to different tastes.

The development began with the core gameplay mechanic: aiming and shooting
the projectile. After some trial and error, an intuitive mechanic for aiming was
found. The camera was always located behind the projectile, and pointing in the
direction that the player was aiming, and the camera would follow the projectile after
it had been launched. In the first version, the aiming was done with the absolute
position of a finger on the phone screen, and in the second version by using the
phone accelerometer readings to determine the phone orientation (roll and pitch,
as in Figure 19). Due to a large sampling frequency and the natural shaking of
the human hand, the accelerometer readings were smoothed by taking a weighted
average of the previous estimate and the new measurement, as in equation 3, where
e(t) is the estimate and m(t) is the new measurement.

Figure 19: The roll and pitch of the phone when held in hand

e(t) = 0.85e(t − 1) + 0.15m(t) (3)
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After the player is satisfied with the aiming direction, they can start "drawing"
the projectile backwards, as in a slingshot. The further the player draws, the faster
the projectile is launched. In the mobile version, the drawing is started by pressing
with an another finger, and with the display version by pressing a finger anywhere
on the phone screen. The projectile is launched by lifting the finger from the phone
screen. An actual slingshot was not drawn due to it being a visual obstacle that
would have concealed a significant part of the level. If the level is complete, the game
proceeds to the next level instead of launching the projectile. The level transition is
placed at this point if a player wishes to look around the level before moving on to
the next one.

After the projectile is launched, the camera starts following the projectile as it
moves according to the laws of physics. When the player presses a finger on the
screen after the launch, the projectile turns red and explodes after a brief moment
(0.5s). This explosion causes nearby objects to move and displays a simple particle
effect, and with the night levels, lights up the whole level. When the lights of the
meeting room are used with the game, they are flashed briefly when the projectile
explodes. After the projectile has exploded, the camera stays where the explosion
took place until the player lifts their finger and presses it again, at which point the
player gets to aim an another projectile.

Figure 20: A flowchart explaining the gameplay

As can be seen from the flowchart, the player actions in the game are significantly
restricted with the intention of keeping the game as simple as possible without
sacrificing the core gameplay mechanics. This is done to avoid confusing the players,
which would effect the gameplay experience of different players differently, causing
a (possibly unobserved) variable that might effect the test results. The game was
short and contained only 7 levels, 2 of which were "night levels". Figure 21 shows
screenshots of the version of the game that was used in the user experience tests.
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Figure 21: Three screenshots of the game: a "normal" level (left), a night level
(center), a night level during projectile explosion (right).

5.2.3 Game integration

The game was integrated with the building automation system used in this thesis
by using the HTTP-API that was developed in the first part of the practical work
of this thesis (see section 5.1). The majority of this integration was initially done
with the laptop disconnected from the building automation system. The HTTP-API
was improved with a minor modification that allowed it to flash the lights with a
single HTTP-command. This was done to avoid potential timing issues caused by
latency. After the HTTP-API and the game had been satisfactorily integrated, the
same equipment (desktop computer and modem) that were used in the development
of the game and its integration were brought to the meeting room for a test with the
actual building automation system. At the end of the integration, the timing of the
explosion and light switching were fine-tuned to behave appropriately.

The diagram in Figure 22 illustrates how the new devices (desktop computer,
modem and phone) were connected to the system. The desktop computer was
connected to the display, modem and phone. Communication between the desktop
computer and the laptop was done wirelessly via the modem. The phone was attached
with a 2-meter USB-cable to the computer, but if the display was not used, the
phone could also be used without the USB-cable.

5.2.4 Gameplay experience test
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Figure 22: A diagram of the pilot environment and additions at the end of the
practical work

Preparation and test procedure
After the fine-tuning was completed, a preliminary usability test with a single user
was carried out. The usability test was done in order to discover potential error
sources that would detrimentally effect the gameplay experience test. The usability
test consisted of the user using both versions of the game with the lights flashing in
a darkened room. The participant said that even though they did not suffer from
epilepsy, their eyes were still unusually sensitive to lightning changing quickly from
dark to bright, which caused discomfort. Additionally, they reported that the version
where the display in the room was used and aiming was done by rotating the phone
as in Figure 19 was more enjoyable. The user was questioned about the USB-cable,
but they reported that it did not distract them.

In response to the usability test, the first version of the game without the display
was not used in the actual gameplay experience test. This was decided upon due to
it producing lesser enjoyment than the other version, and if both versions were used,
at least part of the difference in enjoyment might have been caused by the differing
aiming mechanic, which might have skewed the test results. In addition, due to the
discomfort caused by a large contrast between high and low light levels, the actual
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gameplay experience test was performed with half the participants testing the game
with high contrast, similarly to the usability test, and the other half testing under
lower contrast, where the room was darkened to a lesser extent. Furthermore, half
the users would try the game with the flashing lights first. This resulted in a 4 user
test where the conditions of each user can be seen in each of the boxes of the fourfold
table in Figure 23.

Figure 23: A fourfold table of the test conditions of each of the 4 gameplay experience
test participants

Table 6: Phases of a gameplay experience test with a single test participant
Phase What was done during the phase
1. Preparation A test participant is brought into the meeting room, the

HTTP-API on the laptop is started or stopped, and the
participant is taught how to play the game.

2. The first
playthrough

The participant plays through the game for the first time.
Their comments are recorded.

3. First inter-
view

The participant is interviewed. They were first given the
chance to comment freely, and then explained the concepts of
enjoyment and engagement and asked to pay attention to the
difference of their subjective experiences of enjoyment and
engagement between the first playthrough and the second
playthrough during the second playthrough. The HTTP-API
is started or stopped as appropriate.

4. The second
playthrough

The participant plays through the game for the second time.
Their comments are recorded.

5. The second
interview

The participant is interviewed. First free comments, and then
questions about the difference of subjective experiences of
enjoyment and engagement between the first and the second
playthrough. Finally, if the participant has questions, they
are answered.

Table 6 lists the procedure for each test participant. During gameplay and interviews,
the player’s comments and answers were recorded with a digital voice recorder to
prevent writing from causing a distraction. The participant’s questions were answered
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at the end of the test so their previous answers would not be effected by the test
conductor’s answers. At the end of the test, the participants were compensated with
two student cafeteria meal vouchers.
Test results
None of the answers of the four test participants contradicted one another. During the
second interview (see Table 6), all the participants reported that the lights flashing
when the projectiles exploded increased enjoyment and engagement, particularly
immersion. Due to this not being a quantitative study, none of the participants
were pressed to give a numerical value to the significance of these increases, but
nevertheless they were significant enough to be noticeable. Half of the participants
commented that the difference was most noticeable during the night levels. One
participant who tested with a high contrast (room darkened more) claimed to have
a faint feeling of warmth during the light flashing, and the other participant with
a high contrast claimed to be slightly startled by the lights and to have hesitated
slightly more when exploding the projectile with the flashing lights, which resulted
in increased excitement.

During free comments, half of the participants mentioned that they felt that
the usability was good and the game was easy to learn, and that they liked the
aiming mechanism (phone orientation). None mentioned the fact that the phone
was connected to the desktop computer with the USB-cable, and unlike than in the
preliminary usability test, no one reported feeling discomfort due to the flashing
lights.

Two participants speculated that part of their reactions might be due to novelty,
as they claimed to have no prior experiences of a video game effecting the room
where the game took place. During free questions in phase 5 (see Table 6), one
participant started to excitedly speculate what kind of games might be possible with
using systems in buildings, particularly if new devices are added with gaming in
mind.

Figure 24: A picture of a participant during the gameplay experience test with the
lower contrast condition (lights not flashing at the moment)
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6 Discussion and observations

6.1 The first research question
The first research question was: From a technical standpoint: How can existing
building automation systems be utilized in gaming?
This question was researched by enabling a small existing building automation system
to be used in gaming by making it compatible with cloud service architectures. The
work began with an investigation of the system that included the listing of the
system components and their interconnections, and the analysis of the field level
devices w.r.t. their potential use in gaming. The system was made cloud architecture
compatible by creating an HTTP-API. The HTTP-API was on a laptop connected
to the automation level device of the system. The programming on the automation
level device and the occupancy detectors were fixed to allow them to communicate.
The HTTP-API on the laptop had had the ability to access the most relevant field
level devices (lights and occupancy detectors) via received HTTP-commands through
the automation level device. The functioning of this HTTP-API was verified with
both the laptop and a smartphone briefly acting as a mobile hotspot for the laptop.
The HTTP-API was used in the gameplay experience test of the second research
question, and was easily and swiftly (in less than 3 hours) extended and fine-tuned
to perform satisfactorily.

From the perspective of gaming, the field level devices of this building automa-
tion system can be considered as potential inputs and outputs of a game, and the
automation and management level devices can be thought of as primarily different
potential means of accessing them. This type of thinking can be generalized to larger
building automation systems when considering their use in gaming.

A suitable business model for integrating building automation systems into games
is the cloud service, where the capability to use resources (such as the capability to
control lights) can be temporarily rented with minimal bureaucratic overhead. In this
case, an HTTP-API was chosen as the method for enabling the system to be used
in gaming. During the experimental implementation, no issues arose that indicated
that an HTTP-API could not be used for this gaming purposes in larger building
automation systems, or buildings containing multiple separate building automation
systems, which seems to imply that the use of HTTP-APIs should be scalable.

A cloud service offering the possibility of using the capabilities of a building
automation system might be placed in the FaaS (Function as a Service) category of
cloud services.

Even though the pilot environment is small and covers only a few rooms, the
devices in the system can be said to represent all the levels: the lights and the
sensors and detectors can be considered to be field level devices, the CX5130 is an
automation level device because it coordinates the behaviour of the field level devices
and the Wiser for KNX is a management level device because it is connected to the
"outside world". None of the field level devices used in this thesis were safety-critical,
such as alarm systems or door locks, even though the latter might be used to control
player access in games taking place in multiple rooms. In potential future work with



62

larger building automation systems that include door locks, the access control of the
building involved during ordinary use should not be compromised, but the precise
methods for ensuring this will depend largely on the particular systems.

As the scope of the thesis was narrowed down to existing and already present
building automation devices, one of the aims was to alter the existing system as
little as possible. These alteration included the addition of new building automation
devices. Although this caused numerous restrictions, these restrictions also limited
the number of possible approaches that could be taken, which in turn helped to guide
the work.

Even though the use of some devices in the pilot environment rooms was expressly
forbidden (e. g. the HVAC devices) or strongly discouraged (e. g. the person counter),
no method for utilizing these devices was discovered during this thesis which would
not have required extensive modifications to these devices or the whole system,
contradicting the stated goal of using only existing building automation devices and
systems.

The fact that the system was already in use and its ability to control the lights
must not be compromised was one of the factors that narrowed down the number of
options considerably. Information security during everyday use of the system should
be preserved, and thus any modifications that introduce new attack vectors should
be temporary and easily reversible. This was accomplished by keeping the laptop
disconnected from the CX5130 when the system is not in used in gaming. In addition,
because the Wiser for KNX is intended to be constantly connectable from other
systems and it has access to the KNX fieldbus, the CX5130 was not programmed
the flash the lights based on the messages on the KNX fieldbus.

6.2 The second research question
The second research question was: From a user experience standpoint: How
does integrating building automation systems into gaming change user
experience?
This question was researched by designing and creating a game and using it in
a gameplay experience test with 4 participants. The game utilized the building
automation system used in this thesis via the HTTP-API created for answering the
first research question. The HTTP-API was extended with an additional command
for flashing the lights briefly, and the development and fine tuning of this extension
took less than 3 hours in total. The game was designed for specifically this test, and
unlike in a significant portion of games, where new hardware is designed and installed
according to the game concept, in this thesis the game was specifically designed to
use the already existing capabilities of the building automation system.

The game was a simple Angry Birds -esque projectile throwing 3D game, where
the objective was to knock down bowling pins with a projectile that could be exploded.
When the projectile exploded, the lights in the room were flashed. In the test, the
game was played in the meeting room of the pilot environment, and the display in
the room was used as a monitor to present visual information to the player, as in
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Figure 24, and also to play the sounds of the game. The orientation of the phone
was used to aim the projectile.

The visual and auditory aesthetic style of the game was chosen to be minimalistic
to minimize the effect of different tastes of the test participants, and no participants
commented about the game aesthetics. Minimalism was also chosen in order to avoid
confusing the player, along with designing the flow of the game (see Figure 20) to
be as simple as possible. This seemed to have the desired effect due to half of the
participants commenting positively about the usability of the game, and all of the
participants learning to play the game within a minute.

In a preliminary usability test, the participant claimed that playing the game on
the phone was less enjoyable than playing it with the display, and because of this
the phone version was not used along with the display version due to the measured
variable being the light flashing, not the aiming mechanic. By using the Core
Elements of the Gaming Experience (CEGE) by Calvillo-Gámez et al. (see subsection
2.1.5) to analyze this, it could be said that the element of control in puppetry seemed
to be better in the display version with aiming done with the phone orientation.

Because the preliminary tester complained about discomfort caused by flashing
lights, the actual testers were exposed to both high and low light contrasts. Unlike
the preliminary tester, none of the actual testers complained about discomfort. Later,
the preliminary tester said that their eyes were unusually sensitive to fast changes in
lightning. Video games have traditionally included a warning for epileptics about the
flashing lights, but it cannot be said with absolute certainty that the use of building
automation systems in gaming won’t risk causing harm to a different subgroup of
players in a manner that did not occur during the gameplay experience test of this
thesis.

The technical setup for the gameplay experience test was an ad hoc solution, and
in an actual game, the desktop computer would be probably replaced with an egde
computing server, and the phone would be connected to it with a wireless method,
such as BlueTooth instead of a USB-cable. However, none of the participants said
that the ad hoc solution of this test to have caused any inconvenience, and the
USB-cable was not even mentioned in the interviews.

The capability of the building automation system that was used in this gameplay
experience test was the capability to control the lights, and even though it can be
considered a simple capability, it still nevertheless improved the user experience of
the test participants. Using more complicated capabilities, such as utilizing machine
vision in person counter cameras to determine the precise location of a player inside
a space, could be used to enable more even complicated game concepts.
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7 Evaluation
During the initial investigation of the pilot environment, an initial diagram of
the connections between the components was created. A polished version of the
said diagram is shown in Figure 17. The initial diagram aided significantly in
understanding the interconnections between the components, and also aided in
discovering, analyzing and comparing different possibilities of implementing the
HTTP-API.

After every interaction session with the system, the intactness of its core function-
ality (lights responding to light switch) was verified by testing it. During development,
this revealed the consequences of a minor mistake made during the work, and allowed
for immediate restoration of the core functionality before the system was used on
the next day.

The second version of the HTTP-API was faster and easier to develop than the
first one. This might have been partly because of the experience gained during the
development of the fist version, and partly because all the software was open-source,
which meant that multiple approaches could be taken. In retrospect, perhaps using
an another open source API for HTTP programmed with C++ might have expedited
the development even further.

In retrospect, after investigating the building automation system and concluding
that its most relevant capability w.r.t. gaming was the ability to control the lights,
the gameplay experience test could have been done using commercially available
smart bulbs instead of using the building automation system. In a non-academic
commercial project, where the desired end result would have been the user experience
study results, using commercial products at the outset could have bypassed the work
done in the first part of this thesis. However, in this thesis, for investigating the
first research question, the work to enable a building automation system for use in
gaming would have needed to have been done regardless.

The test was done with only 4 participants, and measured only two things
(engagement and enjoyment) qualitatively with only one controlled variable (light
flashing or not). A more comprehensive test, perhaps with quantitative methods
and with more users and controlled variables (e. g. using also the phone version and
along with the display version), could have been performed had the thesis deadline
not been changed from the original. In addition, perhaps the technical test setup
would have not needed to be an ad hoc solution by necessity. Nevertheless, the
results yielded by the test were usable for the purposes of this thesis.
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8 Conclusion
In mixed reality gaming, objects and/or systems in the physical world are integrated
into a video game, and they can respond to the state of the game and the players’
actions. Building automation systems designed for everyday use in buildings can
contain devices that are usable in gaming. The field level devices that the occupants
can directly interact with can be considered as potential game inputs (e. g. occupancy
detectors and cameras) and outputs (e. g. lights and door locks). The other devices
in a building automation system can be though of as possible routes for gaining
access to the field level devices.

A game organizer might be a different party than the building owner, and thus
might desire the capability to temporarily rent a subset of the capabilities of a building
automation system. For renting a subset of a system’s capabilities to outsiders, a
cloud service architecture based on microservices is a viable option. One method for
making a building automation system compatible with microservices is by deploying
an HTTP-API through which the capabilities of the system can be accessed. In
this case, an HTTP-API receives HTTP-commands, and interacts with a building
automation system according to the received commands.

In this thesis, a custom light-weight HTTP-API was developed, an Ethernet
cable was used to connect a laptop to a PLC (Programmable Logic Controller) that
was a part of a building automation system, and the HTTP-API was deployed on
the laptop. The lights and occupancy detector of a room were able to be accessed
through the HTTP-API. The HTTP-API was created by using an open source
API provided by the PLC manufacturer. The HTTP-API was tested with a simple
custom game, and it functioned as a part of the game by flashing the lights at the
appropriate times.

Involving the systems of a building in a game is usually done in order to improve
the gameplay experience. There are multiple different models of gameplay experience,
and theories about how a positive gameplay experience can be achieved. During this
thesis, the effect that using the capabilities of a building automation system had
on gameplay experience was researched with a 4 participant qualitative gameplay
experience test. The test included the participants playing through the same game
twice: once with the lights flashing, and once without. They were asked to compare
the difference of their subjective experiences between the playthroughs, particularly
enjoyment and engagement. When interviewed, the participants reported that the
use of the lights improved their gameplay experience: they felt increased enjoyment
and engagement (particularly immersion).

The game used in the test was developed and created specifically for use in this
thesis, and it was a simple minimalist 3D Angry Birds -esque projectile throwing
game, where the objective was to knock down bowling pins. The projectile could
be thrown and exploded, and the lights in the room were flashed briefly during the
explosion. Despite the game and the technical setup being ad hoc solutions, none of
the gameplay experience test participants mentioned any factors that they felt were
detrimental to their gameplay experiences.
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