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1. Introduction 

1.1 Background 

The Internet of things (IoT) will bring connectivity to billions of devices, enabling the ubiqui-
tous sensing of the physical world and thereby facilitating new products and services, improv-
ing efficiency, and cutting costs. IoT has the potential to change virtually every industry, from 
healthcare and education to manufacturing and logistics. The potential economic impact of IoT 
may reach $11 trillion by 2025 (Manyika et al., 2015), whereas the market for IoT devices and 
services is expected to grow to $520 billion by 2021 (Bosche et al., 2018). Therefore, the in-
creasing activity of major ICT companies in the IoT domain is not surprising. Particularly in 
the mobile ecosystem, IoT is viewed as a critical factor for future growth (Deloitte, 2018) and 
the next stage of evolution, which will require extending primarily smartphone and human-
centric services to various industrial devices and markets.   

The main stakeholders of the mobile ecosystem, namely, mobile network operators (MNOs) 
and mobile platform providers (MPPs; e.g., Apple and Google), already operate in the IoT field. 
For example, in OECD countries, MNOs already serve on average about 16 mobile IoT devices 
per 100 inhabitants (OECD, 2017). Furthermore, the operating systems of Apple and Google, 
the two largest MPPs, run on about 27% of 124.9 million wearable IoT devices shipped in 2018 
(IDC, 2018). Although existing assets have allowed MNOs and MPPs to enter the IoT market, 
in order to efficiently address emerging customer and industry requirements, they must im-
prove their technologies and products. Technological developments, in turn, can change the 
business ecosystem by creating new business roles, which can attract new actors and require 
new business relations between stakeholders. Furthermore, such evolution of the ecosystem 
may also change the nature of collaboration and competition between stakeholders. Under-
standing potential changes in the mobile ecosystem is, then, essential for the sustainability and 
growth of the stakeholders and the ecosystem as a whole. However, while technological devel-
opments in IoT are well addressed by researchers, little academic attention has been paid to 
the business ecosystem evolution that inevitably accompanies such developments.  

This thesis analyzes the evolution of the mobile ecosystem for IoT by adopting the perspec-
tives of two main ecosystem stakeholders – MNOs and MPPs, who follow different paths to-
ward IoT. Namely, while MNOs mainly address industrial IoT applications, such as asset track-
ing and fleet management, MPPs mostly target consumer IoT applications, such as mobile 
health and smart home. Therefore, taking these two complementary viewpoints allows the un-
covering of different aspects of the mobile ecosystem evolution and thus enables a more com-
prehensive understanding.  
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Main aspects of ecosystem evolution from the perspective of mobile network operators 
From the perspective of MNOs, one of the main changes in the mobile ecosystem expanding 
toward IoT is an evolving customer base. Indeed, while in 2010 the share of machine-type de-
vices among mobile subscriptions globally was 1.4% (Kechiche et al., 2014), by 2025 it is ex-
pected to grow to 26% (GSMA, 2018). Such growth shows that cellular networks will have to 
accommodate an increasing number of devices used for various purposes in various industries, 
which may have different requirements, and generate new types of traffic patterns. Despite the 
pressing need to prepare for this change, only a few studies have empirically analyzed IoT traf-
fic to better understand the use of mobile IoT communications (Marjamaa, 2012; Romirer-
Maierhofer et al., 2015; Shafiq et al., 2012). These studies, however, did not investigate the 
differences in service usage between various customer groups or industries, which indicates 
the need for further research.  

Although the lack of empirical research hinders the understanding of mobile IoT customer 
requirements, IoT devices have common constraints that are well understood and addressed 
by emerging mobile technologies. Some such technologies do not affect the mobile ecosystem 
significantly. For example, the recently developed narrowband cellular IoT technologies 
(3GPP, 2016) that are being rolled out by MNOs around the world (GSMA, 2019), assume that 
the mobile service provisioning will continue as usual. On the other hand, the business impact 
of embedded SIM (eSIM), a technology developed for remote SIM provisioning for IoT devices, 
may be more significant (Meukel et al., 2016). Specifically, eSIM may deprive MNOs of SIM 
ownership, decrease consumer switching costs, and lead to a change in power distribution in 
the ecosystem. Furthermore, eSIM introduces several new technological components and busi-
ness roles, which could be distributed between existing and new actors in different ways, cre-
ating uncertainty. Hence, eSIM is a potentially disruptive technology, which could considera-
bly change the mobile ecosystem, with consequences for competition. Despite this potential, 
the possible implementation scenarios and impacts of eSIM have not been analyzed, which 
may be one of the reasons for the relatively slow adoption of this technology. 

Main aspects of ecosystem evolution from the perspective of mobile platform providers 
For MPPs, a move into the IoT domain implies bringing new products, namely, wearable and 
smart home devices along with the related operating systems, to the established customer 
groups. However, this development does not in itself change the mobile ecosystem, because 
the stakeholders and relationships between them remain the same. On the other hand, MPPs 
can develop a platform connecting consumer IoT devices and data from different producers, 
laying a foundation for a new sub-ecosystem of device producers, service providers, and app 
developers, which would signify a more considerable change in the broader mobile ecosystem. 
Indeed, consumer IoT data is typically stored in vendor-specific silos, which prevents exploit-
ing data complementarities. Maximizing the value of IoT requires creating a platform that 
would enable data exchange between devices of different producers as well as data sharing with 
third-party complementors, facilitating device interoperability and enabling the development 
of data-based apps and services. MPPs are well-positioned to develop such a platform and be-
come leaders of a sub-ecosystem around it. In fact, in 2014, two such platforms for data sharing 
were introduced by the two largest MPPs Apple and Google in the mobile health (mHealth) 
domain. 

Growing and sustaining a new ecosystem around IoT data platforms is challenging and re-
quires correct design and governance decisions (Schreieck et al., 2016). These decisions, on the 
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one hand, must motivate complementors to join the platform by providing the means and free-
dom to innovate, but on the other hand, must dictate rules to ensure efficient value creation 
and capture. Apart from the governance of platform complementors, the governance or regu-
lation of inter-platform relationships is of utmost importance in consumer IoT data sharing 
because it affects competition and may in some cases lead to monopoly. However, the govern-
ance of relationships with complementors and competitors in data platforms in general, and 
in consumer IoT data sharing platforms in particular, has not been sufficiently addressed in 
the literature likely due to the novelty of such platforms.  

Although initially MPPs addressed consumer IoT domains, namely, wearables and smart 
home, later they may move to adjacent industries, such as healthcare and smart city. Thus, the 
attempts of MPPs to establish a platform for mHealth data and a sub-ecosystem around it can 
be viewed as the first steps of MPPs toward participating in the healthcare industry. In fact, 
Apple and Google are already actively developing their healthcare-related capabilities and 
products (Comstock, 2018; Muoio, 2018). However, the future acceptance of such technologies 
and products by the heavily regulated healthcare industry remains uncertain. Thus, academic 
business literature largely considers mobile health and traditional healthcare domains sepa-
rately. Hence, the potential position of MPPs and other companies from the consumer domain 
in the ecosystem of regulated healthcare remain unclear, complicating the strategic planning 
of such companies, and making the future evolution of the industry uncertain.  

1.2 Research questions 

To address the identified research gaps and facilitate the evolution of the mobile ecosystem for 
the IoT this study examines the following high-level research problem:  

 
How might the advent of IoT change service provisioning, collaboration, and competition in 
the mobile ecosystem? 

 
This thesis focuses on the two main stakeholders of the mobile ecosystem – MNOs and MPPs 
and addresses the issues most relevant for them in the evolution of service provisioning, col-
laboration, and competition. The research problem is addressed by answering the four indi-
vidual research questions listed below. The first two questions concern the ecosystem changes 
that are primarily relevant for MNOs, whereas the last two questions are mainly relevant for 
MPPs. The evolution of MPPs for IoT (RQ3, RQ4) is studied on the example of mobile health 
(mHealth) because it is one of the earliest and most advanced IoT verticals in terms of, e.g., the 
penetration of wearable and digital health devices (Cisco, 2017) and the number of application 
developers (research2guidance, 2017).  
 
RQ1. How do mobile IoT usage patterns differ from consumer devices and across industries? 
RQ2. How could embedded SIM technology affect the mobile ecosystem? 
RQ3. How could collaboration and competition be governed in emerging consumer IoT data 
platforms and particularly mobile health data platforms? 
RQ4. How could mobile platform providers acting as mobile health data platform providers 
position themselves in the ecosystem of the healthcare industry? 

 
The research publications partially address different aspects of the research questions as Table 
1.1 shows. 



Introduction 

14 

Table 1.1. Relationship between publications and research questions 

Pub. Pub. Title RQ1 RQ2 RQ3 RQ4 
I Cellular IoT Traffic Characterization and Evolution X    
II Value networks of embedded SIM-based remote subscription manage-

ment 
 X   

III Multihoming with Dynamic Mobile Network Selection: Possible Scenar-
ios and Impact on Competition 

 X   

IV Design and governance of mHealth data sharing   X  
V Internet of things (IoT) platform competition: consumer switching ver-

sus provider multihoming 
  X  

VI Technology and value network evolution in telehealth    X 

1.3 Research scope 

The scope of this thesis is limited to profound changes in the mobile ecosystem that will arise 
in short to medium term due to the proliferation of IoT and key ecosystem stakeholders, 
namely, MNOs and MPPs, extending their operations to IoT. Therefore, answering the stated 
research questions will help to fill the gaps identified in Section 1.1, whereas other less signifi-
cant and more distant in time ecosystem changes related to IoT are left beyond the scope of 
this thesis. For example, as mentioned, although the introduction of low-power narrowband 
3GPP IoT technologies is a significant change from a technology viewpoint, their business eco-
system impact will likely be minimal, thus excluding them from the thesis scope. Furthermore, 
this thesis does not consider some potentially important ecosystem changes facilitated by tech-
nologies that have been developed after the commencement of the research (e.g., 5G).  

The thesis focuses on mobile health (mHealth) as a case IoT domain for analyzing the move 
of MPPs into consumer IoT and related changes in the mobile ecosystem. Mobile health was 
selected over other consumer IoT verticals, such as smart home and connected cars, because 
mHealth is an early and advanced industry (Cisco, 2017; research2guidance, 2017). Moreover, 
the largest MPPs Apple and Google showed their interest in mHealth vertical already in the 
early stages of their IoT journey by introducing operating systems for wearable devices and 
platforms for integrating and sharing mHealth data.  

Finally, the thesis analyzes a potential move of MPPs into the healthcare industry, which may 
further expand the mobile ecosystem. As discussed in Section 1.1, this direction of development 
is challenging but already actively explored by MPPs, which motivated its research in this the-
sis. 

1.4 Definitions 

The main terms used in this thesis are defined as follows:  
 

Business ecosystem is an economic community formed around a product or service that con-
sists of simultaneously collaborating and competing interconnected stakeholders – suppliers, 
producers, complementors, end users, competitors, and other actors (Peltoniemi and Vuori, 
2004) (see Section 2.1).  

Embedded SIM is a specification for remotely and locally reprogrammable SIM (subscriber 
identification module) card, which enables changing a mobile operator without changing a 
hardware element (SIM).  

Evolution is a gradual development of a technology, product, or value network from simple to 
a more advanced state. 
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Internet of things (IoT) is a network of Internet-connected physical objects, which can interact 
with each other, humans, systems, and environment without active human involvement.  

Mobile ecosystem is a business ecosystem that delivers mobile products and services. The mo-
bile ecosystem includes mobile network operators, mobile platform providers, mobile device 
manufacturers and other stakeholders (see Section 2.2) 

Mobile platform is a software development and marketplace environment enabling the design 
and distribution of third-party applications for mobile devices, namely, smartphones and tab-
lets. A mobile platform is a multi-sided platform, which connects end users with third-party 
developers and potentially other stakeholders (device manufacturers, advertisers). 

Mobile platform provider is a stakeholder (an actor) of the mobile ecosystem that provides a 
mobile platform and potentially takes other business roles. 

Mobile IoT relates to IoT devices, networks, and services that use cellular 3GPP radio access 
networks.  

Mobile health (mHealth) is a field that makes use of mobile applications (including IoT appli-
cations) and devices for achieving health targets (Olla and Shimskey, 2015).   

Platform in this study refers to a multi-sided platform, an intermediary that enables direct 
interactions between several types of users, which provide each other with network benefits 
(Hagiu and Wright, 2015). 

Telehealth is a remote healthcare delivery mode that makes use of ICT technologies (World 
Health Organization, 2010). 

Value network is as a set of interconnected business actors that collaborate for creating the 
economic value in the form of products or services (Casey et al., 2010) (see Section 2.1). 

1.5 Thesis structure  

The remaining thesis is structured as follows. Chapter 2 provides background information, re-
views the related literature, and articulates research gaps. Chapter 3 presents the research ap-
proach, data, and methods used. Chapter 4 and 5 report the research results on the evolution 
of MNOs and MPPs for IoT. Finally, Chapter 6 summarizes and discusses the results, presents 
limitations and directions for future work.  
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2. Background 

This chapter presents background information to provide the context for the results discussed 
further in this thesis. First, the concept of a business ecosystem is defined. Then, the historical 
evolution of the mobile ecosystem is shortly described. After that, literature related to the evo-
lution of MNOs and MPPs for IoT is reviewed to indicate the gaps that motivated the research 
questions presented in Section 1.2.  

2.1 Business ecosystem 

2.1.1 Ecosystem and value network 

A business ecosystem was first defined as an economic community of suppliers, producers, 
competitors, customers, and other stakeholders, which coevolve in roles and capabilities and 
align themselves with the directions set by dominant ecosystem companies (Moore, 1996), 
which are also referred to as keystones (Iansiti and Levien, 2004). Definitions of a business 
ecosystem typically highlight the interconnectedness of stakeholders and their interdepend-
ence for survival and success (Iansiti and Levien, 2004; Peltoniemi and Vuori, 2004). Business 
ecosystems often emerge around multi-sided platforms – an intermediary that enables direct 
interactions between several types of users, which provide each other with network benefits 
(Hagiu and Wright, 2015). Such ecosystems, sometimes referred to as “platform ecosystems,” 
typically include a platform provider, which acts as the ecosystem keystone, end users, com-
plementors - application developers or service providers, and a platform sponsor, which is of-
ten combined with the platform provider role (Eisenmann et al., 2008). 

The idea of a business ecosystem is closely related to the concept of a value network, which 
can be defined as a set of interconnected business actors that collaborate for creating the eco-
nomic value in the form of products or services (Casey et al., 2010). While business ecosystems 
include both collaborators and competitors, value networks typically focus on collaboration 
(Peltoniemi, 2004). Moreover, unlike value networks, which are geographically bounded, busi-
ness ecosystems reject the role of geography due to their digital nature. Furthermore, the de-
cision-making in value networks is more centralized than in business ecosystems, where key-
stone players often cannot fully dictate the terms of collaboration (Peltoniemi, 2004). Finally, 
the two terms differ in their application domains: while business ecosystems are usually dis-
cussed in the context of digital economy and Internet (Kandiah and Gossain, 1998), value net-
works are often viewed in the context of traditional industries.  

In this thesis, both the business ecosystem and value network terms are used. Relying on the 
definition of Casey et al. (2010) that relates value networks to particular products or services, 
and given the view of a business ecosystem as a combination of value networks (Rong et al., 
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2018), a business ecosystem is considered as a broader concept describing an industry where 
stakeholders collaborate and compete. In turn, value networks are used to describe the subset 
of a business ecosystem, where actors collaborate on a particular product or service. 

2.1.2 Evolution of business ecosystem 

On a high level, the evolution of a business ecosystem can be viewed through the stages of its 
lifecycle - birth, expansion, leadership, and self-renewal (Moore, 1993). External factors, such 
as socio-economic environment and technological progress, significantly influence the evolu-
tion of an ecosystem. However, sometimes ecosystem development is viewed as primarily 
driven by internal factors, particularly, co-evolution of stakeholders (Mäkinen and Dedehayir, 
2012). Such co-evolution is mostly steered by keystone players, who, for example, can change 
the platform around which the ecosystem is organized, thereby affecting other stakeholders 
(Iansiti and Levien, 2004). Due to such a critical role of a platform, the ecosystem evolution 
can be discussed in terms of platform evolution.  

Based on the literature review, Staykova and Damsgaard (2017) identified the views taken on 
platform evolution research and divided them into two groups: platform evolution as a contin-
uum and as standalone issues. In the first group, particular attention is often paid to the ex-
pansion stage of the platform ecosystem lifecycle (e.g., Casey and Töyli, 2012; Zhu and Iansiti, 
2012), when platforms’ survival depends on the ability to reach a critical mass of different types 
of users (Evans and Schmalensee, 2010). Platform evolution has also been viewed as the trans-
formation from one-sided to the multi-sided platform (e.g., Tan et al., 2015) through attracting 
new stakeholder types. Furthermore, platform evolution has been broadly examined as the re-
configuration of various platform attributes, such as architecture, governance, environment 
(Tiwana et al., 2010), and underlying technologies (Tan et al., 2016). The views on platform 
evolution as standalone issues (Staykova and Damsgaard, 2017) include the evolution of the 
platform boundary, which is typically related to the introduction of new features (Um and Yoo, 
2016) or platform envelopment (Eisenmann et al., 2011).  

Based on Staykova and Damsgaard (2017), four main interrelated ways of business ecosys-
tem evolution can be distinguished. First, ecosystem boundaries may change, for example, due 
to the introduction of new features or removal of old ones; or due to business growth – provid-
ing a new product or entering a new market, which can be viewed as product and market de-
velopment strategies, respectively (Ansoff, 1957). With this kind of evolution, new business 
roles can emerge, or existing ones disappear, potentially attracting new groups of stakeholders 
to the ecosystem or causing the exit of existing ones. Second, the ecosystem may change struc-
turally within old boundaries. For example, new business interfaces can appear between stake-
holders, or business roles can be redistributed between stakeholders. Third, the business eco-
system can evolve through the reconfiguration of platform and ecosystem attributes, for exam-
ple, new platform governance policies or a new technology creating novel affordances. This 
type of evolution can lead, for instance, to the redistribution of roles between stakeholders, 
that is, to structural ecosystem evolution. Finally, the ecosystem can change in size, that is, in 
the number of participants. This type of development often follows other types of evolution 
and therefore can be viewed as the evolution outcome (Staykova and Damsgaard, 2017).  
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2.2 Past evolution of the mobile ecosystem  

To understand the boundaries of the mobile ecosystem, existing studies were examined to 
identify actors that researchers viewed as the ecosystem stakeholders. The related existing 
studies were defined using the “mobile ecosystem” term in a keyword search on titles, ab-
stracts, and keywords in the Scopus database. Out of 167 results, 50 most cited papers were 
reviewed, along with 45 recent papers that were published in 2017-2018. Due to the overlap, 
92 papers were considered. Out of these studies, most did not define the ecosystem stakehold-
ers because, for example, they viewed the ecosystem as a context rather than an object of study, 
or used the term in other than business meaning. Table 2.1 shows the stakeholders that were 
acknowledged in 12 most relevant studies on the mobile business ecosystem. The most com-
monly considered by researchers stakeholders are a (mobile) platform provider (MPP, 12 stud-
ies), a mobile device manufacturer (MDM, 10 studies), a mobile network operator (MNO, 10 
studies), an application developer (DEV, 10 studies), and a content provider (CP, 8 studies).  

Table 2.1. Stakeholders considered in mobile ecosystem studies 

Paper Stakeholders 
(Basole, 2009) CP, DEV, MDM, MNO, MPP; system integrators, service & billing providers, 

network & infrastructure providers, silicon vendors & other component provid-
ers, media & entertainment providers, photography & digital imaging, cable 
providers, gaming providers, internet service providers 

(Xia et al., 2010) CP, DEV, MDM, MNO, MPP 
(Basole and Karla, 2011) DEV, MDM, MNO, MPP 
(Müller et al., 2011) CP, DEV, MDM, MNO, MPP; end users, payment broker, ad broker, market-

place engineer, testing & verification party, signing party 
(Gueguen and Isckia, 2011) CP, DEV, MDM, MNO 
(Hyrynsalmi et al., 2014) DEV, MPP 
(Karhu et al., 2014) CP, DEV, MDM, MNO, MPP; 

ad service provider 
(Oh et al., 2015) DEV, MPP (MNO and MDM) 
(Gao and Krogstie, 2015) CP, DEV, MDM, MNO, MPP; regulators, end users 
(Lee et al., 2016) DEV, MDM, MNO, MPP;  

network & infrastructure providers, internet service providers 
(Suh and Lee, 2017) CP, DEV, MDM, MNO, MPP;  

silicon vendors & component providers, media service providers, internet ser-
vice providers 

(Nieborg and Helmond, 
2018) 

CP, MPP;  
end users, advertisers, and “others” 

 
Surprisingly, the main stakeholders of the mobile ecosystem have not significantly changed 
since the early mobile ecosystem studies1 (Basole and Karla, 2011; Xia et al., 2010). However, 
the function and ownership of mobile platforms have considerably evolved. Namely, in the 
early stages of the mobile ecosystem development, platforms (or portals) were provided by 
MNOs and acted as a gateway to mobile content and services (Oh et al., 2015; Yamakami, 
2010), with NTT DoCoMo’s i-mode being a prominent example. However, with the evolution 
of mobile devices and the diffusion of Apple’s iOS and Google’s Android in the early 2010s, the 
mobile ecosystem platform started to refer to an operating system, usually combined with a 
related application store (Gueguen and Isckia, 2011; Xia et al., 2010). Consequently, the role 
of MNOs in the mobile ecosystem has significantly decreased (Basole and Karla, 2011), while 
OS providers started to lead the ecosystem (Oh et al., 2015).  
                                                            

1 Basole (2009) was the first to bring the term “mobile ecosystem” into wide use, therefore, it can be viewed as the first mobile 
ecosystem study 
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Figure 2.1 and 2.2 respectively show the simplified architecture of the mobile ecosystem in 
the MNO-led and mobile OS provider-led periods. Given that the largest mobile OS providers 
Apple and Google also produce mobile devices, Figure 2.2 shows that the roles of MPP and 
MDM can be combined. However, not all MDMs provide platforms as Figure 2.2 suggests by a 
connection (a business relationship) between the MPP and MDM. 

 

 

Figure 2.1. MNO-led mobile ecosystem 

 

Figure 2.2. Mobile OS provider-led mobile ecosystem 

2.3 The evolution of mobile network operators for IoT 

For MNOs, a move into the IoT domain primarily means bringing an existing product, mobile 
connectivity, to new markets, various industries, rather than the traditional consumer domain. 
Therefore, from the viewpoint of MNOs, the main evolving part in the mobile ecosystem is 
customers, as MNOs will increasingly serve “things” rather than humans and operate in B2B 
rather than B2C mode. New customers will further set new requirements for the service, which 
is currently optimized for human traffic (Palattella et al., 2016; Pötsch et al., 2013). This will 
demand MNOs to engage in the development of new technologies. While some of such required 
technological developments are incremental from the ecosystem evolution viewpoint, some are 
significant, because they involve new business roles, which may attract new stakeholders and 
compromise a dominant position of MNOs as connectivity providers.  

2.3.1 New customers and traffic patterns 

The share of IoT will increase to 26% of total mobile connections by 2025 (GSMA, 2018). Due 
to the global coverage and high reliability of 3GPP mobile networks, cellular mobile connectiv-
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ity is adopted across different IoT applications and industries (Shafiq et al., 2013). Such a di-
versity of use cases and verticals leads to the generation of heterogeneous IoT traffic differing 
in the volume, regularity of transmission, and mobility (Maeder et al., 2011; Shafiq et al., 2013). 
MNOs need to understand these differences to efficiently meet the requirements of new cus-
tomers. Surprisingly, despite the significant penetration of mobile IoT in many developed 
countries (OECD, 2017), only a few studies have analyzed the use of mobile IoT empirically 
based on the data from an operating mobile network.   

Real traffic generated by cellular IoT devices was first investigated by Shafiq et al. (2013)2, 
who analyzed a week-long data captured in August 2010 in a tier-1 US mobile network. They 
divided all IoT devices into six groups based on the application and compared their generated 
traffic along different parameters, including temporal patterns, composition (uplink vs. down-
link), and periodicity of communications. They further contrasted the IoT traffic with 
smartphone traffic. The results showed the heterogeneity of IoT device traffic patterns and sig-
nificant difference between IoT and smartphones. For example, IoT devices appeared to be less 
mobile and exhibit more synchronized traffic patterns than smartphones, and unlike 
smartphones generate more uplink than downlink traffic. IoT traffic composition was further 
studied by Romirer-Maierhofer et al. (2015), who confirmed the prevalence of uplink traffic. 
They also analyzed the patterns of the signaling traffic of IoT devices and found that it is 
burstier than the traffic that smartphones generate.  

Furthermore, Andrade et al. (2017) analyzed traffic patterns of a million connected cars in a 
cellular network in the US and found that such traffic differs both from smartphones and other 
IoT devices, particularly, in high mobility and short data sessions. They further concluded that 
the large-scale over-the-air updates of car firmware could seriously harm network perfor-
mance. Moreover, Kolamunna et al. (2018) took the first look on SIM-enabled wearable de-
vices, namely smartwatches, and analyzed their traffic and usage patterns based on seven-
month-long data from a large European MNO. The authors found that only 34% users of SIM-
enabled wearables generate any network traffic, although such users are more active in terms 
of mobility, data consumption, and app usage than users that do not own a SIM-enabled wear-
able device.  

Finally, mobile IoT device traffic was analyzed by the group of Austrian researchers (Baer et 
al., 2016, 2015; Laner et al., 2014), who, however, did not explore traffic profiles, but proposed 
methods for the detection of IoT devices that are more efficient than TAC-based (type alloca-
tion code) approach commonly used by MNOs. 

Although several studies have examined mobile IoT traffic, they relied on relatively short 
data, which prevented the analysis of temporal trends on a longer timescale, and focused on 
particular types of IoT devices, such as connected cars or smartwatches. Furthermore, some of 
the results may have become outdated due to the fast development of IoT, with new applica-
tions and devices emerging rapidly. Finally, although Shafiq et al. (2013) compared the traffic 
patterns of different IoT applications, no previous studies have analyzed the use of mobile IoT 
across industries, although MNOs can benefit from such knowledge because it improves the 
understanding of the requirements and challenges posed by new IoT customers. These re-
search gaps motivated RQ1 that have been addressed by the empirical study of the mobile IoT 
use across industries presented in Pub. I and summarized in Section 4.1.  

                                                            
2 Authors referred to IoT as machine-to-machine (M2M) 
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2.3.2 New radio technologies and embedded SIM 

The proliferation of mobile IoT requires MNOs to develop new technologies and services that 
would address the challenges of serving IoT devices in the networks historically optimized for 
human traffic (Palattella et al., 2016; Pötsch et al., 2013). Indeed, existing cellular technologies 
were designed for high-data speed, while common requirements for IoT communications are 
low rate, low power consumption, low cost, and support for a massive number of devices (e.g., 
Guibene et al., 2015; Ratasuk et al., 2015). To satisfy these requirements, 3GPP (The 3rd Gen-
eration Partnership Project) developed several low-power wide-area radio technology stand-
ards (3GPP, 2016) - Narrowband IoT (NB-IoT), LTE-M (LTE for machine type communica-
tion), and EC-GSM-IoT (Extended coverage GSM IoT), with the first two technologies being 
actively deployed around the world (GSMA, 2019). Both NB-IoT and LTE-M are designed for 
low bandwidth, low power, and low-cost devices. However, unlike LTE-M, which is an en-
hancement of LTE, NB-IoT is a new technology that relies on the subset of the LTE standard 
and therefore may require higher deployment investments. Furthermore, NB-IoT can provide 
higher coverage and support more connections per cell than LTE-M, whereas LTE-M allows 
higher data rates and better mobility support (Chen et al., 2017). Future 5G networks can fur-
ther expand the support for IoT communications, as they are expected to provide not only en-
hanced broadband rates but also ultra-reliable, low latency, and massive machine type com-
munications (Li et al., 2018). However, unlike NB-IoT and LTE-M, as of the beginning of 2019, 
5G networks have not yet been deployed.  

Although new radio technologies may be viewed as the most important technical develop-
ment of MNOs for IoT, they do not change the business aspects of the service provisioning and 
mobile ecosystem in general. On the other hand, embedded SIM (eSIM) technology for remote 
SIM management (RSM) may introduce significant business and ecosystem-related changes. 
RSM is one of the components of the “low cost” requirement for efficient mobile IoT commu-
nications. Indeed, IoT devices need a SIM card for obtaining access to the network, and due to 
the wide and remote device deployment, changing an MNO can constitute a significant cost 
because it traditionally requires a physical switch of SIM cards. Embedded SIM specifications 
developed by GSMA (GSMA, 2016) are expected to address this issue by enabling RSM. How-
ever, although the specifications have long been available, the deployment of eSIM has re-
mained relatively low, with non-removable SIM shipments estimated at only 108.9 million in 
2016, around 2% of total SIM shipments (Tait, 2017). This can be due to the uncertainties re-
lated to the value networks of eSIM-based RSM provisioning and MNOs’ concerns about po-
tential negative business impacts of eSIM (EY, 2015). Surprisingly, although a potentially sig-
nificant impact of eSIM on the mobile ecosystem has been recognized (Dhall and Jha, 2018; 
Meukel et al., 2016), it seems that only one academic study, namely, Bender and Lehmann 
(2012), has investigated the business aspects of eSIM. The authors presented business pro-
cesses for eSIM-based RSM. They defined eight main actors participating in RSM: service pro-
vider, OEM, communication module manufacturer, eSIM supplier, subscription manager, 
MNO (including an initial home MNO), retailer, and end customer. Although the authors de-
scribed potential business processes in detail, they focused on one out of many possible imple-
mentation scenarios. Furthermore, they did not examine the potential impacts of eSIM on 
competition in the mobile ecosystem. Such a lack of studies on potentially disruptive eSIM 
motivated the research of its possible value networks and competitive implications (RQ2) pre-
sented in Pub. II and III and summarized in Section 4.2.  
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2.4 The evolution of mobile platform providers for IoT 

Unlike MNOs, which moved into the IoT domain through a new market development, MPPs 
entered IoT using a product development strategy. Thus, they offered to the existing customer 
groups (consumers and developers) new IoT products, namely, wearable and smart home de-
vices, along with the related OSs. This study will focus on the wearables track of the IoT evolu-
tion of MPPs because wearables can pave the way to the healthcare industry (Feiner, 2019), 
and thereby offer considerable market opportunities. Furthermore, mHealth is the early and 
advanced IoT vertical, which guarantees the availability of research data.   

The introduction of wearable OSs has not significantly affected the mobile ecosystem because 
the MPPs Apple and Google extended their smartphone strategies to wearable devices, with 
Apple offering integrated hardware and OS, and Google focusing on the OS. Therefore, all cus-
tomers of new platforms – end users, application developers, and device manufacturers – re-
mained nearly the same. However, a new “sub-system” (Valkokari, 2015) or “sub-ecosystem” 
(Heikkilä and Kuivaniemi, 2012) started to emerge around the data that wearables generate. 
Most wearables are continuously worn on the skin surface, and therefore can be used for meas-
uring physiological parameters (Metcalf et al., 2016) and generating fitness, wellness, health, 
and disease-related data, also referred to as mobile health (mHealth) data (Shaw et al., 2016). 
However, such mHealth data is often generated by different devices and applications and man-
aged by different service providers. Such fragmentation prevents benefiting from data comple-
mentarities, therefore reducing the value of that data (Chen et al., 2012; Dimitrov, 2016). 
Hence, data sharing platforms started to emerge that enable consented sharing of end users’ 
mHealth data with third-party developers (Grundy et al., 2017). In 2014, Apple and Google 
entered the mHealth data sharing domain by introducing Health3 and Fit4 platforms respec-
tively. The platforms are intended to facilitate data sharing and gather fragmented mHealth 
data in a single hub. Such a new type of platforms marks a change in the mobile ecosystem by 
creating a “sub-ecosystem” of a new type of complementors - data-based app developers and 
service providers.  

Establishing an ecosystem of mHealth data sharing and becoming a hub for mHealth data 
can be viewed as the first step of MPPs toward participating in the healthcare industry. Thus, 
they can start targeting doctors as a new type of platform users and establish technical inter-
faces between the platform and medical information systems (Comstock, 2014). This develop-
ment can be considered as diversification to the healthcare industry through the market devel-
opment strategy. From the mobile ecosystem perspective, the move of MPPs to the healthcare 
can be viewed as the expansion of ecosystem boundaries. 

2.4.1 Data platforms: design and governance 

Sharing wearable device data enables customers to use the applications of third-party devel-
opers with the data generated by their wearable devices. Such data sharing is potentially ben-
eficial for data consumers (third-party developers), providers (wearable producers), and their 
joint end users. In mHealth, data is often shared by providing to third parties a web application 
programming interface (API) to the data repository (research2guidance, 2016). External APIs 
drive the product “platformization” (Helmond, 2015) – the process of turning a non-platform 

                                                            
3 https://developer.apple.com/healthkit/ 
4 https://developers.google.com/fit/ 
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good into a platform (Patel, 2015). However, for the platform to generate value for end users, 
platform providers must create and sustain the network of third-party complementors (e.g., 
Eisenmann et al., 2006) – data-based application developers and service providers. This, in 
turn, requires making careful platform design and governance decisions (Schreieck et al., 
2016) that would attract complementors and manage their use of the platform. 

Therefore, platform design, on the one hand, should motivate complementors to join the 
platform by providing means and freedom to innovate. In other words, platform providers 
must facilitate platform generativity, which defines how easily complementors can leverage a 
platform for application development (Zittrain, 2008). On the other hand, platform design 
must impose rules to ensure the efficient value creation and capture. Therefore, platform pro-
viders must maintain a tradeoff between the platform generativity and control, which repre-
sents one of the key challenges of the platform design and governance (Constantinides et al., 
2018; Eaton et al., 2011; Förderer et al., 2014; Tiwana et al., 2010; Yoo et al., 2012). Recently, 
boundary resources were formalized as the means of addressing this tradeoff (Ghazawneh and 
Henfridsson, 2013) and maintaining relations with complementors. Boundary resources are 
defined as “the software tools and regulations that serve as the interface for the arm’s-length 
relationship between the platform owner and the application developer” (Ghazawneh and 
Henfridsson, 2013, p. 175). They play a two-fold role of platform resourcing and securing 
(Ghazawneh and Henfridsson, 2013), and mainly include APIs and developer support docu-
mentation (Dal Bianco et al., 2014).  

Despite the importance of platform design and governance for managing the complementors’ 
use of the platform, related literature is scarce and fragmented (Manner et al., 2013; Tiwana et 
al., 2010). Ghazawneh and Henfridsson (2013) applied their developed boundary resource 
model for analyzing how Apple governed its application platform at different stages of ecosys-
tem evolution. Eaton et al. (2015) similarly focused on the case of the Apple platform for ana-
lyzing the impact of complementors on the change of platform boundary resources and there-
fore on the platform governance. Hein et al. (2016) examined the governance of four different 
types of platforms – social network (Facebook), merchant (Alibaba), service platform (Uber 
and Airbnb) and application platform (Google Play Store and Apple App Store). They analyzed 
the cases along seven dimensions of platform governance defined from the literature, including 
governance structure, accessibility and control, and business models. However, despite the at-
tempt to correct the researchers’ bias toward Apple’s and Google’s mobile application plat-
forms, Hein et al. (2016) did not examine an increasingly pervasive data sharing platform type. 
Therefore, seemingly no previous studies have analyzed the design and governance of data 
sharing platforms, which are different from previously studied types of platforms in the kind 
of shared resource and platform architecture (“Access API” platforms in data sharing vs. 
“Runtime Environment API” in mobile application development, following the classification 
of Andreessen (2007)). Furthermore, data sharing platforms in mHealth also differ from the 
commonly analyzed platforms in the sensitivity of shared data, and a higher risk of platform 
providers competing with complementors because providers often act as application develop-
ers. The last factor further complicates the maintenance of generativity and control. The re-
search gap in the design and governance of data platforms and particularly mHealth data plat-
forms partially motivated RQ3, which is addressed in Pub. IV and summarized in Section 5.1.1. 

The governance of platform complementors is essential for separate platforms; however, on 
a market level, the governance (or regulation) of inter-platform relations is of utmost im-
portance. Because of the lack of interoperability, which can be achieved by coopetition - the 
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collaboration of competitors (e.g., Ritala, 2012), IoT data is often locked in vertical silos (Chen 
et al., 2014; Desai et al., 2015) hindering the development of applications based on cross-in-
dustry data. Moreover, often there is also no interoperability within separate IoT vertical mar-
kets (e.g., de Arriba-Pérez et al., 2016), because device producers use proprietary standards 
and data formats. The lack of interoperability may lead to end users’ lock-in to the platform, 
which in turn can reduce competition (Klemperer, 1987). On the other hand, in markets with 
network effects, under some circumstances, high switching costs can increase competition 
(Chen, 2016; Lam, 2017; Suleymanova and Wey, 2011). Therefore, in the presence of network 
effects, the competitive impact of interoperability and consequent reduction in switching costs 
remains unclear. However, despite this controversy, just a few studies have analyzed the col-
lective impact of network effects and switching costs on competition (Chen, 2016). Further-
more, only one study (Ruutu et al., 2017) has addressed the impact of interoperability on the 
competition between data platforms. The authors simulated the competitive impact of two pol-
icies related to the interoperability. Namely, they analyzed the effect of data transferability 
(portability), which decreases end users’ switching cost, and open interfaces, which enable eas-
ier service providers’ multihoming. However, they did not consider the switching cost of ser-
vice providers, as well as device-related switching costs of end users. Moreover, when analyzing 
the impact of open interfaces, they did not test various extents of interface harmonization. 
Therefore, to fill these gaps and contribute to the limited literature on the interoperability in 
data platforms, and particularly in consumer IoT data platforms, an agent-based simulation 
was conducted. Results of the simulation are reported in Pub. V and summarized in Section 
5.1.2.  

2.4.2 Mobile health and consumer IoT in healthcare 

There is a growing body of literature related to the role of mHealth and consumer IoT in 
healthcare. However, most of the studies are published in the medical domain, where the use-
fulness, effectiveness, and safety of wearables and mHealth apps are analyzed (Lupton, 2014; 
North and Chaudhry, 2016). Furthermore, the research on technical aspects of mHealth use in 
healthcare is extensive, focusing on, e.g., platform design (Gay and Leijdekkers, 2015) and in-
tegration to medical information systems (Electronic Health Records - EHR) (e.g., Genes et al., 
2018; Kumar et al., 2016). However, business literature on the position of mHealth in 
healthcare is scarce. Particularly, despite the ambitions of Apple to become a major player in 
healthcare (Feiner, 2019), no studies seem to have examined a possible impact of mHealth 
service providers on the architecture of healthcare industry and their potential role in the heav-
ily regulated healthcare industry.  

Laya et al. (2018) analyzed four IoT-based wellness and social care services to identify the 
impact of IoT on their network-level business models. They sketched the value networks of the 
case services but did not explain the position of IoT providers in the broader ecosystem of 
healthcare. Value network patterns of mHealth services were further analyzed by Huq (2016) 
and  Farshchian & Vilarinho (2017), who similarly did not examine the role of mHealth pro-
viders in traditional healthcare. On the contrary, Acheampong and Vimarlund (2015) in their 
analysis of business models in telemedicine took the viewpoint of the regulated healthcare do-
main and did not acknowledge the impact of proliferating IoT and mHealth. Thus, business 
literature often seems to consider consumer-side mHealth and traditional healthcare indus-
tries separately, despite the recognized benefits that mHealth can bring to healthcare (e.g., 
Piwek et al., 2016).  
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The potential impact of large IoT and mHealth players on healthcare could be better under-
stood by analyzing their activities in the industry. Thus, in 2014, Apple tested sharing mHealth 
data from their Health platform with healthcare providers who used medical information sys-
tems produced by Epic. However, mHealth data was transferred to Epic’s patient portal rather 
than EHR, the data transmission could be initiated only by healthcare providers, and it was 
further unidirectional, without a possibility to pull the data from the medical systems 
(Olschesky, 2014). In 2018, Apple launched a personal health record (PHR) feature for 
iPhones, which enabled the aggregation of patient-generated health data from the Health plat-
form with the data pulled from medical EHR systems of selected hospitals (Comstock, 2018). 
Furthermore, in 2017-2018, Apple acquired several companies in the digital health domain, 
hired healthcare experts and doctors, participated in medical studies (Comstock, 2017), and 
added a medically certified ECG (Electrocardiography) function to its smartwatch (Comstock, 
2018).  

Google has been similarly active in the healthcare domain. However, unlike Apple, which 
seemingly intends to become a health data hub, Google mainly focuses on artificial intelligence, 
wearable devices, and non-invasive medical sensors (Lovett, 2019; Muoio, 2018), while its data 
platform Fit seems to retain its initial fitness focus.  

Overall, no studies seem to have clarified whether and how traditionally operating in con-
sumer domain MPPs can position themselves in the regulated healthcare domain. Such lack of 
research complicates strategic planning and may slow the industry development. Therefore, 
this research gap motivated RQ4 that is addressed in Pub. VI and summarized in Section 5.2. 
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3. Research design and methods 

This thesis uses a combination of multiple research approaches and methods based on the 
suitability for a concrete research question. This chapter introduces the research approaches, 
data, and methods used in this thesis. 

3.1 Research approach 

March and Smith (1995) broadly divide research approaches in Information Technology into 
two groups: natural and design science. Natural science approaches focus on studying natural 
phenomena and understanding the reality, whereas design science, first defined by Simon 
(1997), addresses human-made (as opposed to natural) artifacts. Design science includes two 
main research activities: building new artifacts to serve certain purposes and evaluating exist-
ing artifacts. Similarly, two natural science activities are distinguished: the discovery and for-
mulation of new theories (theorizing) and justification of existing scientific claims, which can 
be roughly mapped to inductive and deductive research, respectively.  

 

Research approaches

Approaches studying 
reality

Mathematical 
approaches

Approaches stressing 
what is reality

Approaches stressing 
utility of artifacts

Conceptual-analytical 
approaches

Approaches for 
empirical studies

Theory-testing 
approaches

Theory-creating 
approaches

Artifact-building 
approaches

Artifact-evaluating 
approaches

 

Figure 3.1. Taxonomy of research approaches (Järvinen, 2000). Modified by highlighting approaches used in this 
research 
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The framework of March and Smith (1995) was extended by Järvinen (2000), who developed 
a research taxonomy that defines six research approaches (Figure 3.1). The taxonomy, de-
signed in a top-down manner, first divides all approaches into mathematical (focusing on prov-
ing theorems) and the ones studying reality. The latter group of approaches is further divided 
into the ones stressing what is reality and the ones stressing the utility of artifacts, roughly 
corresponding respectively to the natural and design science of March and Smith (1995). The 
approaches stressing what is reality are divided into conceptual-analytical that build a theory, 
model, or framework for explaining the reality based on the assumptions or previous studies, 
and approaches for data-driven empirical studies that are further split into theory-testing and 
theory-creating. Finally, approaches stressing the utility of artifacts are divided into artifact-
building and artifact-evaluating. 

Table 3.1 summarizes research approaches taken in the research publications of this thesis. 
Pub. I stresses what is reality and follows a theory-creating approach, empirically studying the 
traffic of IoT devices in a Finnish mobile network and making observations on the difference 
in the IoT use across industries. The analysis in Pub. II-IV and VI can be described as artifact-
building, with artifacts being value networks in Pub. II, system dynamics models in Pub. III, a 
framework for the design and governance of mHealth data sharing in Pub. IV, and trends along 
with value networks in Pub. VI. On the other hand, Pub. II, III, and VI can also be categorized 
as artifact-evaluating. Particularly, Pub. II and III evaluate the impact of eSIM technology on 
the mobile ecosystem, and Pub. VI analyzes the historical evolution of the telehealth industry 
and the position of IoT within it. Finally, Pub. V evaluates the impact of different regulatory 
policies on competition among consumer IoT data platforms, and therefore its research ap-
proach can be categorized as artifact-evaluating.    

Table 3.1. Summary of research approaches, methods, and data used in publications 

Pub. Objective Research approach 
(Järvinen, 2000) 

Methods Research data 

I Analyze the use of mobile IoT over 
time and across industries to under-
stand the needs of IoT customers 

Theory-creating Descriptive sta-
tistics; clustering 

CDR (call detail 
records) from the 
network of a major 
Finnish MNO 

II Construct value network configura-
tions (VNCs) of eSIM-based remote 
subscription management service to 
clarify possible futures and ecosys-
tem impact of eSIM 

Artifact-building, ar-
tifact-evaluating 

Value network 
configuration 
(VNC) analysis 

GSMA eSIM speci-
fications  

III Construct scenarios for potential 
competitive impacts of eSIM multi-
homing to clarify possible futures 

Artifact-building, ar-
tifact-evaluating 

Qualitative sys-
tem dynamics 

Transcripts of 13 
expert interviews 

IV Analyze data sharing in mHealth. 
Construct a framework to facilitate 
the design and governance of data 
sharing platforms in consumer IoT  

Artifact-building Analysis of qual-
itative web-
based data (con-
tent analysis) 

Boundary resource 
docs; app usage 
experiments; tran-
scripts of 5 expert 
interviews 

V Evaluate a competitive impact of 
various interoperability policies on 
the ecosystem of consumer IoT data 
platforms to inform policymaking 

Artifact-evaluating Agent-based 
modelling 
 

Literature 

VI Analyze the past and potential future 
evolution of technology and value 
network in telehealth to understand 
the role of IoT and mHealth and to 
clarify possible futures 

Artifact-building, ar-
tifact-evaluating 

Multi-layer quan-
titative literature 
analysis; litera-
ture review; 
VNC analysis 

Research publica-
tions, patents, 
press releases 
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3.2 Research data 

Variety of research data that could be divided into qualitative and quantitative were used in 
this study (Table 3.1). Pub. I analyzed quantitative data, Pub. II, III, and V relied on qualitative 
data, whereas Pub. IV and VI used mixed data, i.e., both qualitative and quantitative. Academic 
and industry literature has been a foundation for all research publications, and therefore it is 
not explicitly mentioned in Table 3.1, except for the cases when literature was the only source, 
as in Pub. V, where the model assumptions were formulated based on the existing studies.  

Pub. I used two-year long data (September 2016 – August 2018) of all call detail records 
(CDR) of IoT devices from the network of a large Finnish mobile operator to analyze the use of 
mobile IoT. IoT devices were selected for the dataset based on the subscription type, and there-
fore, IoT devices that use non-IoT subscriptions were not included. Each data record contained 
the following information: anonymized IMSI (international mobile subscriber identity), device 
TAC (type allocation code), anonymized cell ID, customer company ID, uplink and downlink 
traffic volumes aggregated for each hour. In case if a device moved from one cell to another 
during an hour, additional records were created for each new cell ID. Furthermore, two other 
datasets were used: the one mapping company ID to an industry according to Finnish 
TOL2008 classification, which is based on European classification NACE Rev. 2 (Eurostat, 
2008), and the one mapping TACs to device models and features. The main dataset contained 
tens of millions of records, which covered hundreds of companies and hundreds of thousands 
of IoT devices. 

Pub. II extensively used eSIM specifications of GSMA (GSMA, 2016, 2017) for building a 
technical architecture of remote subscription management.  

Pub. IV primarily relied on the analysis of web-based data (Romano Jr. et al., 2003). First, 
37 most actively participating in mHealth data sharing apps and services were identified based 
on the previous study of Grundy et al. (2017) and app usage experiments. After that, boundary 
resource documentation of 21 apps and services5 that provided a platform were analyzed. The 
data selection is detailed in Section 3 of Pub. IV. 

Pub. VI analyzed three different types of literature – research publications, patents, and press 
releases in quantitative (e.g., keywords frequency analysis) and qualitative (i.e., literature sur-
vey) manners. Research publications and press releases for the analysis were selected using 
iterative keyword search in Scopus and ABI/INFORM databases, respectively, whereas patents 
were derived from the databse of United States Patent and Trademark Office (USPTO) by se-
lecting all patents belonging to two relevant patent classes (subgroups). Detailed description 
of data collection is found in Section 2 of Pub. VI.  

Pub. III and IV relied on the data from expert interviews, which were mostly conducted in a 
semi-structured manner, transcribed, and checked with interviewees for ensuring a common 
understanding. In Pub. III, 13 experts from different stakeholder groups were interviewed. 
Four of the interviewed experts worked for a communications regulatory authority, two – for 
an MNO, broadcaster, and research institution (six in total), one – for a SIM manufacturer, 
device manufacturer, and ministry of transport and communications (three in total). Experts 
representing MPPs, and other SIM and mobile device manufacturers were not interviewed be-
cause of their unavailability in Finland. The number of interviews was not pre-set. Instead, 
interviews were arranged while they still generated sufficient new knowledge. The lack of 
MPPs, SIM producers, and mobile device manufacturers among the interviewed experts was 

                                                            
5 One of the selected apps had two APIs; therefore, 22 sets of boundary resource documentation were analyzed 
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partially compensated by examining publicly available web documents (e.g., press releases and 
white papers) to gain the understanding of these stakeholders’ vision on the future of eSIM.  

In Pub. IV, five expert interviews were conducted to support the study, namely, to verify gen-
eral research setup and refine the analysis results of boundary resource documents collected 
on the web. Two of the interviewees were API and platform experts from wearable device man-
ufacturing companies, whereas three others did not work in the mHealth domain, but had ex-
pertise in consumer and medical devices, as well as APIs. The interviewees were selected 
among accessible experts with the relevant background using convenience sampling. The role 
of the interviews in the study was not central but supporting, and therefore only five experts 
were interviewed, which did not include representatives of MPPs and some other potentially 
relevant stakeholder groups (e.g., mHealth app developers).  

3.3 Research methods 

This thesis analyzes the evolution of the mobile ecosystem for IoT, with a particular focus on 
main ecosystem stakeholders – mobile network operators (MNOs) and mobile platform pro-
viders (MPPs). Uncovering and preparing for the future is an essential task of a strategic plan-
ner. However, foreseeing the future requires a clear understanding and the analysis of the past 
developments and the present state. Therefore, the methods employed in this research can be 
broadly divided into the ones for understanding the past and present and the ones for uncov-
ering the future (Table 3.2), although some of them are suitable for both purposes. The meth-
ods used are further described in Sections 3.3.1 and 3.3.2. 

Table 3.2. Research methods used 

Ecosystem 
stake-
holder 

Aspect of ecosystem 
evolution 

Methods used for understanding 
the past and present 

Methods used for uncovering the 
future 

MNOs New customers and 
traffic patterns 

Quantitative data analysis (descrip-
tive, clustering; Pub. I) 

/Left for future studies: e.g., fore-
casting based on traffic profiles 
from Pub. I/ 

Emergence and dif-
fusion of eSIM 

Literature Value network configuration 
(VNC) (Pub. II); Qualitative sys-
tem dynamics (Pub. III) 

MPPs Emergence of con-
sumer IoT data shar-
ing sub-ecosystem 

Analysis of web-based qualitative 
data (Pub. IV) 

Agent-based modelling (Pub. V) 

Entering regulated 
healthcare industry 

Multi-layer quantitative and qualita-
tive analysis of literature (Pub. VI) 

VNC (Pub. VI) 

3.3.1 Methods for understanding the past and present 

Quantitative data analysis 
Pub. I uses quantitative data analysis to characterize the usage of mobile IoT across industries 
and thereby address RQ1. The choice of quantitative methods was in part motivated by the 
availability of a dataset suitable for the analysis. Although the scope and depth of quantitative 
research are limited by the coverage and quality of the dataset, the quantitative analysis of pre-
collected data is faster and often provides wider research space coverage, which make it more 
suitable for exploratory studies compared with qualitative approaches that typically involve 
unscalable manual data collection. Furthermore, since RQ1 aims to study mobile IoT usage 
patterns to gain an understanding of new customers that MNOs will serve in the IoT age, the 
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analysis of the dataset collected from an operating mobile network in Finland, an advanced in 
mobile services country, is well-suited for addressing RQ1. 

Apart from descriptive data analysis, the methodology for which is self-evident, a temporal 
analysis of IoT traffic was conducted in Pub. I using periodograms and temporal clustering. 
Periodogram is a common method of finding periodic patterns in time series. Apart from its 
ubiquity, the use of periodograms was also motivated by the previous related study (Shafiq et 
al., 2013). Periodograms provide an estimate of the spectral density of a time series as the 
square of the modulus of the discrete Fourier transform. In practice, periodograms were com-
puted using the periodogram function in scipy.signal Python library.  

Temporal clustering was used for defining temporal traffic profiles. For performing a tem-
poral clustering, time series were averaged over a month and normalized over the 24-hour se-
ries so that the value for a given hour represented the fraction of device traffic at that hour. 
Further, time series were transformed using a discrete wavelet transform (DWT) with a 
Daubechies-1 wavelet and a decomposition level of 3. DWT was selected because it allows 
multi-level decomposition of time series and because of the relatively fast performance of 
wavelet-based clustering (Chaovalit et al., 2011). Furthermore, the previous related study of 
Shafiq et al. (2013) similarly used DWT with a Daubechies-1 wavelet and a decomposition level 
of 3. After obtaining DWT coefficients, they were clustered using bisecting k-means, with the 
optimal number of clusters chosen based on the silhouette score. The choice of bisecting k-
means was motivated by its lower computational complexity  compared with other 
methods, such as hierarchical clustering with ward linkage  that was used by Shafiq et 
al. (2013). Furthermore, unlike some other methods, bisecting k-means can be 
computationally distributed. Practically, PyWavelets library in Python was used for DWT, 
while the clustering was performed in Spark (pyspark) using pyspark.ml.clustering library.  

Analysis of web-based qualitative data 
Web-based materials comprise a rich and accessible data source for studying online services. 
Unlike other qualitative data (e.g., collected through research interviews), web-based data is 
more accessible, and its collection is more scalable. Therefore, data obtained from the open 
web sources was the primary research data in multiple ICT ecosystem studies (e.g., Eaton et 
al., 2015; Ghazawneh and Henfridsson, 2013; Karhu, 2016).  

Web-based data can be studied using many qualitative data analysis method. Although in 
practice the methods used for analyzing such data in the ICT ecosystem are often tailored for 
particular needs research (e.g., Eaton et al., 2015; Ghazawneh and Henfridsson, 2013; Karhu, 
2016), they typically follow similar steps that can be formalized using the methodology of 
Romano Jr. et al. (2003): elicitation, reduction, and visualization. Elicitation step covers qual-
itative data collection and formatting; reduction step consists of the selection of initial catego-
ries or codes, followed by coding - an iterative update of initially selected codes based on the 
data, leading to the generation of final code scheme and coded text, and clustering - assigning 
final codes to the text. Finally, the visualization step involves data display in, e.g., tabular or 
graphical formats.  

Motivated by the richness and easy accessibility of web-based qualitative data, as well as its 
wide use in ICT ecosystem research, Pub. IV employed the above-described process for analyz-
ing collected on the web documents on the boundary resources of mHealth data sharing plat-
forms. Boundary resources, as discussed in Section 2.4.1, are the tools that platform providers 
use for governing the platform. Therefore, the analysis of boundary resources can help to par-
tially address RQ3. Figure 3.2 details the approach used for the analysis. This approach can 
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also be viewed as inductive content analysis, a commonly used method for classifying written 
or spoken materials into categories (e.g., Cho and Lee, 2014). After the case platforms were 
selected and documents were collected (elicitation), the research proceeded with data reduc-
tion that started with the open coding of API references (selection), that is, attaching concepts 
to the observed data for developing codes that accurately describe or classify the studied phe-
nomenon (Flock, 2009). When coding the following documents (coding), new codes were 
added to the coding scheme if the existing ones were not suitable. After the initial coding, codes 
were revised, and data was categorized using the developed codes (clustering). First, API ref-
erences were coded, and after that API license agreements. Next, the cases were tabulated us-
ing code labels (API characteristics) as columns, case APIs as rows, and the values of charac-
teristics as cells. The resulting table enabled cross-case analysis, after which only those code 
labels (characteristics) were selected that were different for at least two cases, which allowed 
formalizing them as design and governance decisions. After that, final decisions were format-
ted as a table (visualization), categorized, and elaborated based on the data. Finally, at differ-
ent stages, the analysis was supported by expert interviews, as Figure 3.2 shows.  
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Figure 3.2. Web-based data analysis approach used in Pub. IV (adapted from Pub. IV) 

Multi-layer quantitative analysis of literature 
Review of academic literature is one of the most common ways of “analyzing the past to prepare 
for the future” (Webster and Watson, 2002). However, such analysis is inherently limited in 
scope, as it only allows understanding the scientific progress and interests of the research com-
munity, which do not necessarily coincide with the interests of business organizations that 
drive the industry development. To focus on the technological interests of companies, inven-
tion patents can be analyzed. Indeed, since creating and filing a patent entail costs, to be pa-
tented inventions must be viewed as potentially useful for future products, and therefore pa-
tents can be used for tracking technologies that were considered important by organizations 
employing the patent inventors. Following this logic, the growing amount of technology man-
agement literature analyzes patents to understand technological trends (e.g., Joung and Kim, 
2017; Karvonen and Kässi, 2011). However, not all patents are eventually used in products, and 
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therefore understanding the industry evolution in terms of technologies that found real appli-
cations requires another data source, such as press releases of new product launches. Although 
press releases have been analyzed only in a few academic studies, such as Benbunan-Fich and 
Altschuller (2005), and Bonilla and Rao (2015), they constitute a unique source of timely in-
dustry-related information.  

Technological evolution of an industry can be studied at different layers using different in-
formation sources. However, to gain a holistic understanding, several data sources must be 
analyzed. Therefore, inspired by the model of Kilkki et al. (2018), Pub. VI proposed a research 
framework that suggests uncovering a potential future industry architecture by studying the 
technological development of an industry on three layers – scientific research, inventions, and 
products, using three corresponding data sources – research publications, patents, and press 
releases (Figure 3.3). A large number of available documents of these types, as well as the struc-
tured format of the metadata of scientific papers and patents, facilitate their quantitative anal-
ysis. Unlike qualitative literature review, quantitative research methods are more scalable and 
enable covering a larger number of documents.  

The multi-level literature analysis in Pub. VI addresses the evolution of telehealth, ICT-based 
remote mode of healthcare service delivery (World Health Organization, 2010), and helps to 
identify its trends that allow estimating the position of MPPs in future telehealth. Since Pub. 
VI in a top-down manner focuses on telehealth rather than the position of MPPs within the 
industry, its scope exceeds the scope of RQ4. However, only relevant to RQ4 results of Pub. VI 
are presented in this thesis. 
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Figure 3.3. Research framework for the multi-layer analysis of technological evolution of an industry (Pub. VI) 

The evolution of telehealth was studied throughout three time periods: 2002-2006, 2007-
2011, and 2012-2016. To understand the technological development of telehealth on scientific 
research layer, the analysis of author-supplied keywords of telehealth-related publications was 
conducted, similar to the previous studies that used keywords as indicators of publication con-
tent (Cunningham and Kwakkel, 2011; Ferreira et al., 2014; Li et al., 2009). The development 
of telehealth on the invention layer was studied using patent co-classification analysis, relying 
on patents typically belonging to multiple classes, representing invention areas. Telehealth-
related patents were first selected, after which their classification to other invention areas was 
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analyzed, which was viewed as an indication of patent content. A similar method was applied 
in previous studies (Caviggioli, 2016; Curran and Leker, 2011). Finally, to understand the evo-
lution of telehealth products, relevant press releases were first selected, after which keywords 
were derived from their texts and analyzed. To deepen the understanding of the technological 
development of telehealth, the analysis on all three layers was supplemented by a review of 
studied literature – scientific publications, patents, and press releases. After that, trends were 
formulated based on the analyzed literature, which guided further analysis of a future industry 
architecture using the value network configuration method described in the next section.  

3.3.2 Methods for uncovering the future 

Value network configuration analysis 
A value network is a set of business actors that work together to create economic value through 
a product or service by fulfilling functional roles enabled by technical resources (Casey et al., 
2010). When developing a new service or product, a technical architecture – a set of required 
technical components and interfaces between them – is often defined by standards. However, 
uncertainty can exist around the business architecture of a service, that is, actors involved in 
the service provision, and the distribution of business roles, defined as an indivisible set of 
activities and technical components. To reduce this uncertainty, value network configuration 
(VNC) method (Casey et al., 2010) can be used to analyze different arrangements of role dis-
tributions among actors as well as business interfaces between them. VNC analysis can be 
viewed as a method of representing both the business and technical architecture of a service 
through interconnected actors, roles, and technical components. An actor can take one or sev-
eral roles, and each role is enabled by one or several technical components. The method has 
been recently used in many studies that aimed to clarify potential industry architectures of a 
new technology or service (e.g., Walia et al., 2017; Zhang et al., 2015). The VNC method has an 
advantage over other value network analysis methods in showing both technical and business 
architecture of a service in the same figure. Pub. II uses the VNC method to partially address 
RQ2 by analyzing different potential ways of the distribution of new and old roles in eSIM-
based RSM between the stakeholders of the mobile ecosystem. Furthermore, the VNC method 
together with multi-level literature analysis is used in Pub. VI for addressing RQ4.  

Qualitative system dynamics 
In Pub. III, RQ3 is partially addressed by analyzing potential competition implications of eSIM 
and eSIM-based multihoming with dynamic network selection using qualitative system dy-
namics. System dynamics is a method for analyzing the structure and dynamics of complex 
systems (Sterman, 2000), such as an industry or ecosystem. The method focuses on a system’s 
internal feedback structure that consists of variables and relations between them that can be 
of a positive or negative polarity. A relation of a positive polarity means that the change in one 
variable prompts another variable to change in the same direction, whereas a negative polarity 
link implies that the change in one variable makes another variable change in the opposite 
direction. The relationships between variables form feedback loops when the change in one 
variable alters other variables, eventually affecting the initial one and making it change again. 
Feedback loops generate dynamics in the system and can be reinforcing and balancing, with 
the former having an even and the latter an odd number of negative polarity links. Reinforcing 
loops lead to an exponential increase or decrease, whereas balancing loops result in a goal-
seeking behavior.   
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System dynamics modeling starts with the conceptualization, that is, the definition of a qual-
itative model, consisting of variables, relationships, and loops. After that, the model is typically 
quantified: causal relationships between variables are formalized, and numerical inputs are 
entered so that the model can be simulated. However, system dynamics can also be used qual-
itatively, that is, as an influence model illustrating complex relationships between variables 
and feedback loops of a system. Especially when the problem under investigation is futuristic, 
and no reliable inputs can be found, the quantification of assumption-based models may in-
volve too many uncertainties and lead to misleading results. In this case, a qualitative system 
dynamics model can provide insights without the danger of producing wrong numerical out-
puts (Coyle, 2000). Recent examples of using qualitative system dynamics can be found, for 
example, in public health (Macmillan et al., 2018) and electric power fields (Riva et al., 2018).  

Pub. III adopted qualitative system dynamics over other alternatives (e.g., scenario planning 
or agent-based modelling) because it produces an influence map that in turn indicates varia-
bles that can be used as levers for changing the industry dynamics. Therefore, system dynamics 
models can help MNOs, regulators, and other stakeholders to gain a better understanding of 
the mechanisms that can be used for altering the ecosystem evolution. 

Agent-based modeling 
Pub. V used agent-based modeling (ABM) for simulating competition among IoT data plat-
forms and partially addressing RQ3. ABM is a method for simulating the interacting autono-
mous micro-level agents that allows evaluating the emergent macro-level system behavior 
(Macal and North, 2010). Agent-based models consist of a set of agents – self-contained, au-
tonomous, social, adaptive, and goal-directed components (e.g., an individual, a company, or 
software), the behavior of which is governed by rules; a set of relationships defining with whom 
and how actors interact; and the environment, where actors exist and which imposes con-
straints on actor’s behavior and interactions (Macal and North, 2010).  

Agent-based modeling is well-suited for problems that can naturally be represented in terms 
of interacting, adaptive, and learning agents (Macal and North, 2005). Therefore, the method 
has been used in a broad range of applications from modeling human behavior on stock mar-
kets to the spread of epidemics and mobile communication service usage (Basaure et al., 2016). 
At the same time, ABM has some disadvantages, including computational intensity and poor 
generalizability beyond the analyzed cases (Rand and Rust, 2011).  

ABM was chosen as a research method for Pub. V because it allows decision-making to hap-
pen at a micro level (agents select a platform), whereas some rules can be imposed centrally 
(interoperability between platforms that affects switching costs and multihoming). As a top-
down alternative, quantitative system dynamics would require market-level models that can-
not be reliably developed given the future-oriented nature of research. In turn, in the bottom-
up ABM, modeling the ecosystem evolution requires setting the parameters governing the be-
havior of individual actors e.g., by relying on previous studies. This could be done more accu-
rately than developing a market-level model.
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4. Evolution of mobile network operators for 
IoT 

This chapter analyzes the evolution of mobile network operators (MNOs) for IoT.  
Section 4.1 examines new traffic patterns that mobile IoT devices from different industries 

generate, focusing on the differences across industries as well as between IoT and consumer 
devices. Therefore, Section 4.1 addresses RQ1 and helps to understand the new customers that 
MNOs will increasingly serve in IoT.  

After that, Section 4.2 analyzes potential impacts of Embedded SIM (eSIM) technology on 
the mobile ecosystem in general and the position of MNOs in particular and thereby addresses 
RQ2. Embedded SIM can become one of the most disruptive developments in the mobile tele-
com industry, with a significant impact on the mobile ecosystem. First, potential value net-
works of eSIM in IoT are studied to understand the possible distribution of new business roles 
related to eSIM among the ecosystem stakeholders. Then, the potential competitive impacts of 
eSIM are analyzed.  

4.1 New customer base and usage patterns 

To characterize the use of mobile IoT devices, two-year-long CDR (call data record) data from 
a major Finnish MNO was analyzed. The results of the analysis are presented in Pub. I and 
summarized in this section.  

Table 4.1. Definition of industries based on NACE Rev. 2 (Eurostat, 2008) (Pub. I © 2019 IEEE) 

Industry (abbr.) Acro-
nym 

Description 

Administrative and 
support 

AS Activities supporting general business operations, except professional activi-
ties; e.g., rental and leasing, recruitment, security and investigation 

Electricity and gas EG Providing electric power, natural gas, steam, hot water and the like through 
a permanent infrastructure 

Information and 
communication 

IC Publishing activities, including SW; broadcasting; telecommunications and 
IT activities 

Manufacturing MF Physical or chemical transformation of materials or components into new 
products, e.g., food, textiles, computers, and electronics 

Professional activ-
ities 

PA Activities making specialized knowledge available to users, e.g., consul-
tancy and engineering 

Transportation TR Provision of passenger or freight transport, and associated activities, such 
as terminal and parking facilities, cargo handling, and storage 

Wholesale and re-
tail trade 

WR Wholesale and retail sale of any goods, including associated operations, 
such as assembling and packing; repair of motor vehicles and motorcycles 
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4.1.1 Traffic patterns 

First, the evolution of IoT device traffic over the two years was examined. Figure 4.1 shows a 
four-week moving average of the traffic per device. Both received and sent traffic increased 
over the two years from September 2016, the former one nearly by six times to 50MB, and the 
latter one by three times to 100MB. Although there are some fluctuations in traffic evolution, 
Figure 4.1 does not show any clear seasonal patterns. Expectedly, IoT devices generate consid-
erably lower data traffic than consumer devices, which in Finland consume on average 14200 
MB of data (tefficient AB, 2018). 

 

 

Figure 4.1. Data per device per 4 week period (Pub. I © 2019 IEEE) 

Further, traffic evolution in different industries was analyzed. For generalizability, only indus-
tries with a sufficient number of companies and devices were selected. Table 4.1 describes the 
analyzed industries. Figure 4.2 demonstrates considerable differences in the traffic across in-
dustries, with Administrative and support industry generating the most traffic – more than 
1GB per device, likely because of a large number of security cameras, and devices in Manufac-
turing industry on average generating the least traffic – less than 1MB. Traffic volume in-
creased in almost all industries, with the most significant growth in the Electricity and gas 
industry - from 1.5 to 20 MB over two years.  

 

 

Figure 4.2. Data per device per 4 week period for industries (Pub. I © 2019 IEEE) (see Table 4.1 for acronyms) 
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After that, to observe weekday traffic patterns, traffic per device per day across industries was 
examined for the latest available month (August 2018). As Figure 4.3 shows, weekday-weekend 
patterns can be observed in Professional activities, Manufacturing, and to a lesser degree in 
Wholesale and Retail trade industries, with traffic decreasing significantly on weekends. 
Smartphone traffic typically does not exhibit weekday-weekend patterns (e.g., Shafiq et al., 
2013). 

 

 

Figure 4.3. Data per device per day for industries (August 2018) (Pub. I © 2019 IEEE) 

Finally, to understand the composition of IoT traffic, similarly to Shafiq et al. (2013) the em-
pirical cumulative distribution function (ECDF) of the logarithm of uplink to downlink traffic 
ratio was plotted for different industries. Figure 4.4 shows that the logarithm of uplink to 
downlink ratio is mostly positive, meaning that IoT devices in all industries generate more up-
link than downlink traffic. Namely, about 92% of IoT devices generated more uplink than 
downlink traffic, which agrees with the findings of Shafiq et al. (2013) although exceeds by 30% 
the share observed by Romirer-Maierhofer et al. (2015). At the same time, in some industries, 
such as Transportation, the share of devices with prevailing uplink traffic is lower – about 
54%. Nevertheless, such a composition of IoT traffic contrasts with smartphone traffic, which 
is dominated by downlink for 75% of devices (Shafiq et al., 2013).  

 

 

Figure 4.4. ECDF of the log of uplink to downlink traffic ratio for August 2018 (Pub. I © 2019 IEEE) 
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4.1.2 Mobility patterns 

To gain a better understanding of the use of mobile IoT devices across industries, device mo-
bility was analyzed. Figure 4.5 shows the ECDF of the number of distinct cells visited per device 
per month in August 2018. About 40% of IoT devices visited only a single cell, which is close 
to 30% discovered by Shafiq et al. (2013). The actual share of stationary devices can be even 
larger because devices can connect to different cells with overlapping coverage depending on 
the signal quality. As Figure 4.5 shows, the least mobile devices are in Electricity and gas, 
Wholesale and retail trade, and Administrative and support industries, whereas the most mo-
bile – in Transportation and Manufacturing. Thus, half of the IoT devices in the Transporta-
tion industry visited more than 40 distinct cells per month. Therefore, IoT devices in Trans-
portation seem to be more mobile than smartphones, half of which visit about seven cells per 
week (Shafiq et al., 2013). 

 

 

Figure 4.5. ECDF of IoT device mobility for August 2018 (Pub. I © 2019 IEEE) 

4.1.3 Traffic and device distribution over cells 

Figure 4.6 shows the distribution of traffic and devices over all cells IoT devices visited at least 
once during the two years of data coverage. As Figure 4.6 indicates, IoT traffic is spatially con-
centrated, with about 40% of all data being generated in 0.01% of the cells, and 10% of the cells 
carrying 93% of all IoT traffic. This is larger than the concentration of human device traffic 
observed by Paul et al. (2011), who found that 55% such traffic was generated in 10% of the 
cells in a nation-wide network in 2007. At the same time, 50% of the cells served about 90% of 
all IoT devices, which indicates that some cells contain only a few IoT devices. Such a high 
concentration of IoT devices can be explained by the higher centralization of company cam-
puses, where IoT devices are typically deployed, compared with consumer customers. 
 

  

Fugure 4.6. Distribution of traffic and devices among cells for August 2018 (Pub. I © 2019 IEEE) 
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4.1.4 Device base statistics 

Furthermore, using the device feature dataset, the IoT device base was examined. First, the 
mean age of the device population was analyzed defined based on the device model introduc-
tion year (Figure 4.7). Since the dataset does not contain information on the month of device 
model introduction, all devices were assumed to be introduced on the January 1st, meaning 
that the device population age on Figure 4.7 is overestimated, which, however, does not pre-
vent comparing the mean age across industries and tracking the dynamics. As the figure shows, 
the IoT device population age was more than 8 years as of August 2018. Furthermore, the trend 
is increasing, which indicates the slow pace of device substitution to new device models. Elec-
tricity and gas industry appeared to use the oldest IoT device models, with the mean age ex-
ceeding 10 years. This is likely due to the early deployment of smart electricity meters in Fin-
land and long lifecycle of such devices.  

 

 

Figure 4.7. Mean age of device population (months) based on the device model introduction year (Pub. I © 2019 
IEEE) 

Moreover, the diffusion of 3GPP connectivity standards among the IoT device population was 
analyzed, which showed that the diffusion of LTE was only around 2% as of August 2018. This 
is sufficiently lower than the diffusion of 41% among non-machine devices estimated by GSMA 
for European countries (GSMA, 2018). At the same time, nearly 100% of mobile IoT devices 
are equipped with GPRS and EDGE connectivity, and about 70% have UMTS and HSDPA fea-
tures. This indicates that about 30% of all IoT devices are 2G-only, which may slow the shut-
down of 2G networks planned in some countries.  

4.1.5 Temporal analysis 

Furthermore, the temporal activity of IoT devices was analyzed. First, similarly to Shafiq et al. 
(2013), the periodicity of device communications was explored. For that, the periodogram of 
the traffic series of every device for received data for August 2018 was plotted. Figure 4.8 shows 
peaks at 6, 12, and 24 hours for devices with small and large traffic volumes (power), indicating 
that the communication of many IoT devices is periodic, likely triggered by a timer. Also, an 
unexplained peak at 13 hours can be observed, which is due to two companies with a large 
number of devices of the same model.  
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Figure 4.8. Density of spectrum peaks vs periods of IMSIs for received data for August 2018 (Pub. I © 2019 IEEE) 

Finally, temporal clustering of data time series for all devices for August 2018 was conducted. 
Figure 4.9 shows the results of clustering, which divided IoT devices into three groups that 
account for 25%, 41%, and 34% of the devices. As Figure 4.9 illustrates, Cluster 1 peaks at 2:00, 
whereas Cluster 3 at midnight. In turn, Cluster 2 transmits data more steadily throughout the 
day.  

 

Figure 4.9. Cluster centroids of three temporal clusters from August 2018 (Pub. I © 2019 IEEE) 

Further, the representation of different industries in clusters was checked. Cluster 1 is domi-
nated by one large company that accounts for 88% of devices, while Cluster 2 contains devices 
from different companies and industries, including Wholesale and retail trade (40%), Elec-
tricity and gas (22%), and Information and communication (14%). For Cluster 3, the main 
industries are Wholesale and retail trade (51%), Electricity and gas (30%), Administrative 
and support services (11%). Interestingly, devices from the same industry (Wholesale and re-
tail trade, Electricity and gas) belong to different clusters, potentially indicating different IoT 
device use cases within the industry. 
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4.2 Provision of embedded SIM-based subscription management 

4.2.1 Value network configurations 

Remote subscription management or remote SIM management (RSM) is a driver for the dif-
fusion of mobile IoT. Embedded SIM specifications have emerged as a de-facto standard for 
RSM in IoT. While the specifications define the main technical components and roles, they do 
not clarify potential business implementations of eSIM. Given the importance of RSM for fu-
ture mobile IoT, many actors are interested in leading its value network, therefore, creating 
uncertainty about the future of RSM service. To reduce this uncertainty, Pub. II examined 
value networks that can emerge around eSIM-based RSM using the value network configura-
tions (VNC) method of Casey et al. (2010) (see Section 3.3.2). The notations of the method are 
presented in the upper left side of Figure 4.10. The technical architecture of eSIM RSM was 
assumed to comply with GSMA specifications. Furthermore, for the clarity of figures, VNCs 
omitted some technical interfaces between the roles of the same actor.  

Seven key roles were determined in the value network of eSIM: subscription manager-data 
preparation (SM-DP), subscription manager-secure routing (SM-SR), provisioning of boot-
strap subscription, provisioning of operational subscription, IoT service provision, IoT module 
production, and eUICC6 production. The first three roles are new and defined by GSMA Em-
bedded SIM specifications (GSMA, 2016). SM-DP is responsible for the operator’s profile prep-
aration; the function of SM-SR is to deliver a profile from a remote server to an eUICC, and a 
bootstrap subscription is required for providing initial connectivity to an eUICC for download-
ing an operational subscription. IoT service providers rather than end users were assumed to 
make technical and business decisions relevant for the analysis, and therefore, an end user is 
not among the main roles of the value network.  

After the roles were defined, five VNCs were constructed that could be divided into three 
groups: driven by hardware vendors, connectivity providers, and IoT service providers. Alt-
hough more than five feasible implementations (configurations) exist, only the ones that are 
the most different from each other were examined.  

Unlike in Pub. II, VNCs in this section do not assume SM-DP role to be served exclusively by 
UICC vendors. Indeed, although UICC vendors have the expertise and secure production sites 
required for acting as SM-DP, some other actors, such as MNOs (Telenor, 2017), have shown 
their interest and readiness to provide SM-DP services. Additionally, in this section, all VNCs 
assume that SM-DP and SM-SR roles are taken by one actor because such a configuration de-
creases the costs and complexity of establishing interfaces between the two subscription man-
ager roles. Moreover, this represents the plan of GSMA to combine SM-DP and SM-SR func-
tions into a single subscription manager role, similarly to eSIM specifications for consumer 
devices (GSMA, 2017). However, other implementations are possible where SM-DP and SM-
SR roles are taken by different actors.  

Hardware vendor-driven VNCs 
The first two VNCs, UICC vendor-driven and IoT module vendor-driven, constitute hardware 
vendor-driven VNCs. UICC (SIM card) vendors are well positioned to lead a VNC since they 
already serve the functions of SM-DP in a conventional SIM architecture and collaborate with 

                                                            
6 Hereinafter, GSMA specifications for RSM will be referred to as “eSIM,” whereas a hardware element (a SIM card) compli-
ant with eSIM specs will be referred to as “eUICC.” Further, for consistency, SIM vendors will be referred to as “UICC ven-
dors” 
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MNOs around the world. Therefore, this VNC is beneficial for IoT Service providers (SP) oper-
ating globally. The role of a UICC vendor in the VNC in Figure 4.10 is two-fold. First, it pro-
duces eUICCs loaded with an initial bootstrap profile of its own in-house virtual mobile oper-
ator and delivers them to IoT module vendors. Second, a UICC vendor also acts as a subscrip-
tion manager (SM) for IoT SPs.  
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Figure 4.10. UICC vendor-driven VNC (Adapted from Pub. II © 2015 IEEE)

IoT SPs can either contract mobile operators in different countries independently or manage 
cellular contracts centrally through the SM (UICC vendor) if the latter provides such an oppor-
tunity. This is shown by dashed red arrows in Figure 4.10. Further, this VNC requires IoT SPs 
to select operational M(V)NOs that are integrated with the contracted SM (fulfilled by UICC 
vendor). However, given that UICC manufacturing is a concentrated market with five produc-
ers accounting for around 70% of total shipments (Sultania et al., 2017), mobile operators may 
be interested in maintaining integrations with the SM systems of the largest UICC vendors. 
Depending on the country of the first device use, a subscription manager, fulfilled by a UICC 
vendor, downloads an operational profile of an MNO selected and contracted by an IoT SP to 
the defined eUICC. For streamlining the process, ordering and preparation of profiles can be 
done in bulk before IoT devices are activated. An operator switch can be initiated by an IoT SP 
through SM-SR if the mobile subscription contract allows that. 

This configuration is likely to bring UICC vendors new sources of revenue, which are im-
portant to offset the potential revenue drop caused by the decrease in sales due to the program-
mability of eUICC. MNOs in this VNC are only responsible for providing the actual connectiv-
ity. Moreover, MNOs will likely have to invest more in customer retention, because the switch 
between operators in this configuration may be easy. However, long-term contracts that will 
protect the position of MNOs are likely to be common. The advantage of this VNC is the global 
reach of UICC vendors, which collaborate with MNOs around the world. Compliance with 
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GSMA specifications should further guarantee the interoperability of eUICCs of a manufac-
turer with the SM system of another UICC vendor. To illustrate that, VNC in Figure 4.10 shows 
that IoT module vendor and IoT service provider have business relationships with different 
UICC vendors.  

The second VNC shown in Figure 4.11 is IoT module vendor-driven, which illustrates the 
willingness of IoT module producers to move from HW to service business. Thus, some IoT 
module vendors, such as Sierra Wireless and Telit, already provide IoT platforms as a service 
for device management and application development, and the addition of SM functions would 
complement the functionality of such platforms. Moreover, IoT module vendors can move up-
stream in the supply chain and start producing eUICCs, although Figure 4.11 assumes that a 
UICC vendor takes the roles of eUICC production and its loading with a bootstrap profile 
through in-house SM-DP. The benefit of IoT module vendor-driven VNC is the reach of MNOs 
around the world.  

 

Figure 4.11. IoT module vendor-driven VNC 

Connectivity provider-driven VNCs 
The next group of VNCs is driven by connectivity providers. The third VNC is managed by an 
MNO. In this VNC, eUICCs are produced by the order of an MNO and loaded with its opera-
tional profile on the stage of manufacturing, unlike in the previous VNCs, where newly pro-
duced eUICCs are not associated with any operational MNO. This, in turn, removes the need 
in a separate bootstrap subscription. IoT SPs can order IoT modules either directly from the 
manufacturer, or an operational M(V)NO may act as a reseller of IoT modules equipped with 
eUICC provisioned with its subscription profile. These options are illustrated by dashed red 
arrows (business interfaces) in Figure 4.12.  

In the mobile operator-driven VNC, MNOs from different countries may form alliances, il-
lustrated by the dashed business interface between the two Operational M(V)NOs in Figure 
4.12. If an IoT SP decides to use the services of such an alliance, it will be able to use the net-
works of partner operators in the countries of their presence. Thus, if a connected car (an IoT 
device) roams from the network of the initial operator to a partner operator’s network, the car’s 
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eUICC can automatically receive a profile of a local partner operator thereby helping to avoid 
roaming charges. At the same time, IoT SPs will keep a contractual relationship with the initial 
MNO. In the VNC driven by an MNO alliance, IoT SPs cannot select separate preferable oper-
ators in different counties, but instead have to choose a desirable mobile operator alliance, 
which cannot be changed thereby forming a “walled garden,” meaning that IoT SPs will be 
locked-in to the operator alliance. On the other hand, Operational M(V)NOs may operate in-
dependently without an alliance, allowing the switch to any other operator at the end of the 
subscription period. However, MNOs may try to avoid such a service configuration as they may 
be concerned about a potential increase in churn that such a configuration may cause. 

 

 

Figure 4.12. Mobile operator-driven VNC (Adapted from Pub. II © 2015 IEEE) 

The fourth VNC is driven by a new actor – IoT connectivity provider, fulfilling the roles of 
operational and bootstrap connectivity provision, along with SM-DP and SM-SR (Figure 4.13). 
IoT connectivity provider may act as a global virtual operator buying network access in bulk 
and reselling it to IoT SPs, allowing eUICCs to be provisioned with a local profile from the pool 
of a connectivity provider’s profiles. In the local scenario of this VNC, a connectivity provider 
collaborates with several local operators, and if the network connection fails, devices of cus-
tomer IoT SPs automatically switch to a fallback (bootstrap) profile and download a new profile 
of another MNO. This is especially critical for some applications requiring high connection 
reliability, such as remote healthcare or emergency, and therefore, a regulator can support the 
idea of establishing a local or regional IoT connectivity provider. On the other hand, such a 
VNC is hard to implement, because it deprives MNOs of contractual relations with IoT SPs, 
which operators would like to avoid. Therefore, an IoT connectivity provider must be an influ-
ential actor, potentially with existing relations with mobile operators. Large mobile device 
manufacturers, such as Apple or Gemalto (a producer of IoT modules) may act as IoT connec-
tivity providers for their IoT devices.  
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Figure 4.13. IoT connectivity provider-driven VNC (Adapted from Pub. II © 2015 IEEE) 

IoT Service provider-driven VNC 
Finally, the fifth VNC is an IoT service provider-driven (Figure 4.14). In this VNC, IoT SP serves 
SP-SR and SP-DP functions in-house. This VNC is hard to implement, as it requires IoT SP to 
establish and maintain integrations with MNOs, set up and run network elements for SM func-
tionality, as well as go through GSMA certification for SM, which is a requirement for partici-
pating in the global eSIM ecosystem. Therefore, this VNC can be only feasible for large IoT SPs, 
such as manufacturers of connected cars.  

 

Figure 4.14. IoT service provider-driven VNC 
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Comparison of VNCs 
The comparison of the five analyzed VNCs is presented in Table 4.2. The core difference be-
tween the VNCs is the party providing subscription management service. Moreover, the fourth 
VNC differs from others in the connectivity provider, which may come from a non-MNO family 
(e.g., Google or Apple). A separate subscription for each operator is required in the first, sec-
ond, and fifth VNCs, whereas in the third and fourth VNCs one subscription contract may be 
enough for using the networks of partner operators. Further, customer lock-in is possible in all 
cases, at least for the duration of a subscription contract, or permanently in the mobile opera-
tor-driven and IoT connectivity provider-driven VNCs. Finally, although it is difficult to esti-
mate which of the analyzed VNCs will become a dominant design of the business architecture 
of RSM, the IoT connectivity provider-driven VNC is less likely to become a standard in the 
short term since this VNC is the most disruptive to MNOs. On the contrary, UICC vendor and 
MNO-driven VNCs are more probable because they involve fewer changes to the current mo-
bile ecosystem, and because both actors have some of the capabilities and assets required for 
serving SM-SR and SM-DP roles.  

Table 4.2. Comparison of analyzed VNCs (Adapted from Pub. II © 2015 IEEE) 

 
1) UICC ven-
dor-driven 
VNC 

2) IoT module 
vendor-driven 
VNC 

3) Mobile opera-
tor-driven VNC 

4) IoT connec-
tivity provider-
driven VNC 

5) IoT service 
provider-
driven VNC 

SM provider UICC vendor IoT module ven-
dor 

Operational 
M(V)NO 

IoT connectivity 
provider 

IoT service 
provider 

Contracting party 
providing 
connect. to IoT 
SP  

Operational 
M(V)NO (di-
rectly or 
through UICC 
vendor) 

Operational 
M(V)NO (di-
rectly or through 
IoT module ven-
dor) 

Operational 
M(V)NO 

IoT connectivity 
provider 

Operational 
M(V)NO 

Coverage of the 
connectivity 
provider’s 
subscr. without 
roaming  

Operational 
M(V)NO’s net-
work 

Operational 
M(V)NO’s net-
work 

Networks of alli-
ance member 
M(V)NOs 

Networks of 
partner MNOs 

Operational 
M(V)NO’s net-
work 

Customer lock-in 
to the 
connectivity 
provider 

For the life of 
the contract 

For the life of 
the contract 

Permanently or 
for the life of the 
contract (to alli-
ance) 

Permanently or 
for the life of the 
contract 

For the life of 
the contract 

Probability of 
becoming a 
dominant design 

High Medium High Low Medium 

4.2.2 Evolution scenarios and impacts 

Although originally embedded SIM was promoted for IoT devices, in 2016 the specification 
was extended to consumer devices. Currently, the specification imposes certain restrictions, 
which seem to be set up artificially for protecting the business interests of mobile operators. 
Thus, only one profile can be active at a time, and the profile switch requires explicit end user’s 
intent and cannot be automated. However, since there are no technical grounds for these lim-
itations, they can be lifted, and embedded SIM can lead to even more sufficient changes in the 
mobile ecosystem and further challenge the position of MNOs. These potential changes were 
modeled using a qualitative system dynamics method based on the input from 13 interviewees. 
The results of this analysis are presented in Pub. III and summarized in this section.   
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The starting point for the study was the adoption of remote subscription management (RSM) 
for IoT devices, meaning that the main HW elements required for the RSM are in place7. The 
next step on the way of eSIM evolution is the diffusion of eSIM handsets, which is affected by 
forces depicted in Figure 4.15. The main requirements for the diffusion of eSIM handsets, as 
the figure shows, are the availability of such handsets on a market (Diffusion of eSIM among 
handset models8) and technical support of eSIM by a sufficient number of MNOs (Diffusion of 
eSIM support among MNOs), which are connected through the combination of loops R1.1 “De-
mand-supply synergy” and R1.2 “Indirect network effect.” Furthermore, the bandwagon effect 
(loop R1.3) may increase the Adoption of eSIM support among MNOs, because operators not 
supporting eSIM will be at a competitive disadvantage compared with adopters. Since eSIM 
can reduce the cost of switching between MNOs, which typically leads to higher competition, 
the regulator may be interested in promoting the adoption of eSIM support for handsets among 
MNOs (loop B1.1a) if the market is not competitive enough. At the same time, if eSIM for hand-
sets is already supported, MNOs may try to complicate the process of switching between pro-
files (loop B1.2). For example, they can try to lock customers contractually, in which case the 
regulator may intervene and relax such restrictive practices (loop B1.1b).  

 

Figure 4.15. Conceptual model for the diffusion of eSIM (Pub. III) 

Depending on the relationships between variables and the strength of feedback loops, the eco-
system can follow different scenarios presented in Table 4.3.  

If the dynamics of the system presented in Figure 4.15 result in medium to high diffusion of 
eSIM among end users, it can prompt the diffusion of eSIM multihoming with dynamic net-
work selection9 - the situation when end users have subscriptions of several operators, and can 
dynamically and automatically select the one providing the best price or quality. The diffusion 
of eSIM multihoming is affected by benefits that such a mechanism can bring to the customers, 
which can be divided into capacity, coverage, and reliability-related. However, the first two of 
                                                            

7 The architecture and HW elements of GSMA eSIM specifications for IoT and consumer devices are different but overlap-
ping. However, some elements deployed for IoT eSIM can be reused.  
8 Text in italics in Section 4.2.2 corresponds to the names of variables in qualitative system dynamics models 
9 Hereinafter referred to as eSIM multihoming for brevity 
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these benefits only exist if the networks of operators are different in the mentioned quality 
metrics, as illustrated by negative links to the Customer benefit of eSIM multihoming in Figure 
4.16. For example, if operators’ networks completely overlap in coverage, multihoming does 
not bring a coverage advantage. Further, as eSIM multihoming penetrates the market, com-
peting networks become more similar in terms of capacity that they provide to customers, 
which decreases users’ intention to switch from single-homing (loop B2.1). This happens due 
to a load and congestion balancing capability of eSIM multihoming. 

Table 4.3. Scenarios for the diffusion of eSIM among handsets 

Diffusion of eSIM 
Zero: 
MNOs refuse to support 
eSIM for handsets (R1.2), 
no compatible devices pro-
duced (R1.1). “Chicken 
and egg” problem. 
 

Low: 
Limited number of eSIM handsets 
available, limited support among 
MNOs (R1.1, R1.2). Subscription 
management process is restricted 
(B1.2). 

Medium to high: 
eSIM handsets are introduced by major pro-
ducers, eSIM is supported by large MNOs 
(R1.1, R1.2); the bandwagon pressure drives 
eSIM support (R1.3). Regulators promote 
eSIM support (B1.1a, B1.1b). eSIM multi-
homing is in demand. 

 

 

Figure 4.16. Conceptual model for the diffusion of eSIM multihoming (Pub. III) 

Multihoming increases service quality compared with single-homing (Finley and Basaure, 
2018)10. However, not all customers will switch to multihoming, because of, for example, the 
inconvenience of maintaining several active subscriptions. Further, depending on pricing 
models, keeping several mobile subscriptions may be expensive, although with metered data 
pricing a price difference between single-homing and multihoming will be small. Another rea-
son for possible limited uptake of multihoming is the sufficiently good performance of individ-
ual networks. As Figure 4.16 shows, if customers are satisfied with the service quality of singe-
homing, they will not adopt multihoming. Moreover, MNOs may try to increase customer sat-
isfaction and loyalty in order to decrease the relative advantage of multihoming (loops B2.2a, 

                                                            
10 Note that Finley and Basaure (2018) define “multihoming” as the ability of simultaneously transferring data over multiple 
networks, whereas our definition of multihoming relies on the ability of changing dynamically between networks. In the termi-
nology of Finley and Basaure (2018), this is referred to as “end user network switching” 
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B2.2b, B2.3). Furthermore, the diffusion of multihoming will increase the competition and put 
pressure on MNOs to increase investments to sustain in the market, which can decrease the 
Adoption of eSIM multihoming (loop B2.4). On the other hand, due to the increased competi-
tion and reduced profits, MNOs may be unable to continue investing in the network, further 
increasing the popularity of multihoming (loops R2.1a, R2.1b). These dynamics can lead to 
different diffusion scenarios of eSIM multihoming, which are summarized in Table 4.4.  

Table 4.4. Scenarios for the diffusion of eSIM multihoming 

Diffusion of eSIM multihoming 
Zero or low: 
Limited benefits of combin-
ing several operators (simi-
lar capacities and foot-
prints). High satisfaction 
with single-homing. MNOs 
invest in customer loyalty 
and network (B2.3, B2.4). 

Special use cases: 
Ordinal users are satisfied 
with single-homing or per-
ceive its benefits as insuffi-
cient for adoption. Multi-
homing is adopted for spe-
cial use cases (e.g., emer-
gency communications). 

Medium to high: 
Quality of individual networks is not good enough 
to keep customers satisfied (B2.2a, B2.2b). Diffu-
sion of eSIM multihoming imposes additional 
budget constraints, leading to less investment and 
a further decrease in the attractiveness of singe-
homing (R2.1a, R2.1b). The coverage and capac-
ity of competing networks are different, therefore 
driving multihoming adoption. 

 
Finally, if the Diffusion of eSIM multihoming achieves a medium or high level, it can lead to 
new competitive dynamics (Figure 4.17). At this stage, most of the customers maintain sub-
scriptions of several operators and their devices can seamlessly change between them. Opera-
tors are not anymore competing for a market share traditionally defined in terms of subscrip-
tions. Instead, the share of data or other communication sessions served by an MNO becomes 
a relevant metric of its performance and success. Customers’ devices select a network for their 
data sessions based on the Network availability, Average capacity per session available and 
Price per unit of data, which are affected by the dynamics of loops R3.3a, R3.3b “Network 
investments pay off”, B3.1a, B3.1b “Negative network effect”, B3.3 “Congestion pricing”, and 
others.  

 

Figure 4.17. MNO’s operations in eSIM multihoming scenario (Pub. III) 
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Mobile operators will continue to compete based on the price and quality, but the competition 
will become more dynamic. Price competition-related loops B3.4 and R3.1 show that MNOs 
will try to provide the lowest market data price to attract more data sessions if they have un-
derutilized network capacity. If services of different MNOs are similar in quality, which may 
be the case because of the load-balancing capability of multihoming, customers select the op-
erator mainly based on their price. This can lead to a price war between MNOs that can de-
crease the price to a marginal cost, which can lead to the reduction of operators’ Revenues and 
Investments in network performance.  

Quality competition in the form of capacity competition is shown by loops B3.5 and R3.2. If 
the capacity utilization is high, and adding new capacity is potentially profitable, operators will 
try to provide the highest capacity in the market to attract more sessions, since the deployment 
of additional capacity instantly increases the number of allocated sessions, given the competi-
tors’ prices are equal. However, in unprofitable sparsely populated areas, operators may rely 
on competitors to serve customers and stop building infrastructure, since the service unavail-
ability does not negatively affect their reputation as in the single-homing scenario. 

Overall, eSIM, initially developed by IoT, can disrupt human communication’s part of the 
mobile ecosystem by enabling dynamic multihoming and significantly changing the timescale 
of operator switching. Since MNOs are not interested in such a change, eSIM multihoming will 
diffuse only if strongly supported by device manufacturers or regulators. The latter can be in-
terested in eSIM multihoming especially if separate networks cannot provide the quality that 
would satisfy customers’ requirements. However, due to high market dynamism resulting from 
eSIM multihoming, cellular network planning will become difficult, which may result in net-
work over-provisioning and consequent fierce price competition in an attempt to increase the 
network utilization by decreasing the price. On the other hand, under-provisioning situation is 
also possible, resulting in networks’ congestion (Pub. III). Therefore, before mandating the 
support for eSIM multihoming, regulators should quantitatively evaluate the potential impacts 
of eSIM multihoming, perhaps using the qualitative models presented in Pub. III as a basis.  
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5. Evolution of mobile platform providers for 
IoT: case mHealth 

This chapter analyzes the evolution of mobile platform providers (MPPs) for IoT using the case 
of the mobile health domain. The mobile health is an advanced consumer IoT domain in terms 
of device adoption, as well as the number of device producers and app developers. Therefore, 
the case study results are of immediate relevance not only to MPPs but also to multiple other 
mHealth companies. Furthermore, the results of the mHealth study can be partly generalized 
to other consumer IoT domains as they share many similarities. Namely, just like in mHealth, 
in the connected car and smart home domains, the data is fragmented and often kept proprie-
tary by producers, resulting in its under-utilization that calls for the data sharing. Collaborative 
and competitive relationships emerging in such data sharing ecosystems need to be carefully 
governed by the ecosystem keystone (MPPs or other stakeholders in different domains). At the 
same time, consumer IoT domains have particularities that limit the generalizability of the 
mHealth study results to other verticals. For example, unlike in mHealth, where IoT devices 
are mostly sensors, in the smart home domain devices can also be actuators, potentially re-
quiring setting up additional policies for governing the data sharing. Furthermore, whereas in 
mHealth the data is generated and managed by multiple producers, most of the connected car 
data will likely be kept by car manufacturers, implying that the governance of data sharing will 
be more centralized in the connected car domain than in mHealth. Nevertheless, while the 
results of the mHealth case study are not fully generalizable to other domains, the developed 
research design can be applied for studying other verticals.  

This chapter is further structured as follows. On the example of mHealth, Section 5.1 exam-
ines how MPPs can govern collaboration and competition in the evolved mobile ecosystem. As 
Section 2.4 described, the two largest MPPs Apple and Google introduced platforms for cen-
trally collecting and sharing wearable and mHealth data, creating a “sub-ecosystem” of new 
complementors – data-based application and service providers, thereby extending the bound-
aries of the mobile ecosystem. Creating and sustaining such an mHealth data ecosystem re-
quire careful governance of relations with complementors and other platforms. However, pre-
vious research has not examined the governance of emerging mHealth data sharing platforms, 
indicating a research gap addressed by Pub. IV and V and summarized in Section 5.1. 

First, Section 5.1.1 analyzes the governance of complementors in mHealth data platforms. 
After that, the viewpoint is switched from an individual platform to a broader data ecosystem 
view (Figure 5.1) and the governance of platform collaboration for achieving a competitive 
market is studied in Section 5.1.2. In this way, Section 5.1 addresses RQ3 “How could collabo-
ration and competition be governed in emerging consumer IoT data platforms and particularly 
mobile health data platforms?” 
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Figure 5.1. Different views on consumer IoT (mHealth) data platforms: individual platform view, ecosystem view 
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Figure 5.2. Scope and viewpoints of research presented in Chapter 5: (A) mHealth data ecosystem as a part of 
mobile ecosystem (Section 5.1); (B) mHealth data ecosystem as a part of telehealth ecosystem (Section 5.2). Pat-
tern fills show the scope 

After investigating the governance of consumer IoT data platforms on the example of mHealth 
platforms, the scope is broadened to consider the position of the mHealth data ecosystem in 
healthcare, namely, its ICT-based remote delivery mode that is referred to as telehealth (World 
Health Organization, 2010) (Figure 5.2). Indeed, after MPPs develop an ecosystem around 
mHealth data, the next step in their IoT journey will likely be a new market development. 
Namely, MPPs can offer their products – mHealth data platforms and wearable devices – to a 
new for them healthcare industry market. However, it is unclear whether and how MPPs can 
fit a highly regulated healthcare industry. To understand that, Section 5.2 examines the evolu-
tion of telehealth – a part of the regulated healthcare that mHealth is likely to contribute the 
most. Particular attention is placed on the past and current positions of wearables, IoT, and 
mHealth in telehealth and their role in the future telehealth ecosystem. As pattern fill on Figure 
5.2B shows, the study is centered on telehealth rather than mHealth to get an unbiased under-
standing of the position of the mHealth data ecosystem in telehealth. The results of this anal-
ysis, which are presented in Section 5.2, answer RQ4 “How could mobile platform providers 
acting as mobile health data platform providers position themselves in the ecosystem of the 
healthcare industry?” 

Consumer IoT (e.g., mHealth) data ecosystem view

ComplementorsmHealth data platform 
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5.1 Governance of consumer IoT data platform ecosystems 

To understand the governance of consumer IoT data platforms, the case of mHealth data shar-
ing is examined.  

5.1.1 Individual platform view 

High-level data sharing strategy 
Pub. IV took an individual platform view (Figure 5.1) for analyzing the governance of collabo-
ration and competition with complementors of 21 web mHealth data platforms11. Particularly, 
mechanisms were identified that are used for resolving one of the main tradeoffs of platform 
governance – enhancing the platform generativity while maintaining control.  

Companies participating in data sharing choose different roles and thereby follow different 
high-level sharing strategies. Namely, two decisions were found to define a high-level data 
sharing strategy of a company: data sharing role and data platform role. Based on these two 
decisions, a high-level data sharing strategy of a company can be described as one of the 15 
possible combinations of the four “elementary” roles A, B, C, and D (Table 5.1).  

Table 5.1. High-level data sharing strategies (Pub. IV) 

                       Platform role 
Sharing role 

Platform provider Platform consumer 

Data provider A B 
Data consumer C D 

 
Data sharing role can be a provider (A and B) and consumer (C and D). Data platform roles are 
similarly a platform provider (A and C) and consumer (B and D). A company can further com-
bine the roles and become a “prosumer” (a data prosumer – e.g., AC, or a platform prosumer 
– e.g., AB). The strategy of a company, defined as one of the 15 possible combinations of the 
roles from Table 5.1, determines the extent it can govern data sharing. Thus, while data con-
sumers – platform consumers (strategy D) typically do not have the power to manage data 
sharing, data providers – platform providers (strategy A) have the most power to govern data 
sharing: they can both set the rules of platform use and decide what data to share with com-
plementors. However, such power comes at a high cost because platform design and support 
require considerable investment and involve the risk of failing to attract third-party comple-
mentors to the platform. Therefore, the analysis showed that many companies took a platform 
consumer role by connecting to the existing platforms of desirable complementors. However, 
the deployment and maintenance of multiple integrations can be expensive and risky because 
platform providers may change the API that third-party complementors use to access the plat-
form, thereby breaking the integration (Rafiq et al., 2013), or discontinue access to the plat-
form altogether. Therefore, the decision of whether to provide or consume the platform, or 
combine the two roles is of strategic importance in data sharing. The analysis of 192 direct data 
sharing links between 37 case mHealth companies most actively participating in data sharing 
revealed that out of the studied companies, four followed the platform provider role, including 
the largest MPPs Apple and Google, eleven selected the platform consumer role, and 22 were 
platform prosumers (Figure 5.3).  

                                                            
11 mHealth data sharing platforms are provided not only by MPPs but also by device manufacturers and app developers (see 
Figure 5.3) 
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Figure 5.3. mHealth data sharing apps and services by the number of API integrations (Pub. IV) 

Design and governance of mHealth data sharing 
Out of the 37 apps and services that most actively participated in mHealth data sharing, 21 
provided web data sharing platforms. The boundary resources of those 21 apps and services 
were analyzed to determine design and governance decisions of data sharing made by platform 
providers for managing the relations with complementors (see Section 3.3.1 for methodology). 
Sixteen such decisions were determined, which were further divided into three groups (Table 
5.2). The first group of decisions – the governance of data scope – represents choices relevant 
to data providers and platform providers, whereas the last two groups apply to platform pro-
viders only. For each “elementary” component role of its high-level strategy (Table 5.1), a com-
pany should make separate although interrelated decisions. For example, the strategy of wear-
able device manufacturer Polar is AB, which means that as a data provider – platform provider 
(role A), Polar should make decisions on the scope of shared data and decide on the platform 
design and governance. On the other hand, as a data provider – platform consumer (role B), 
Polar must choose the scope of data shared through the platforms of third parties. 

First, data providers need to decide whether to open all available data types or to keep some 
data proprietary (Decision 1). Data providers may choose not to share some data types to main-
tain a competitive advantage of its in-house application. As the examples in Table 5.2 illustrate, 
fitness device producer Fitbit shares all data from its platform, whereas Polar keeps sleep data 
proprietary. On the other hand, instead of restricting the sharing of particular data types, a 
provider may decide to limit the granularity of opened data (Decision 2). At the same time, 
although sharing the aggregates and summary statistics is safe for the data provider as it pre-
vents replicating and substituting its service, it does not provide sufficient benefits to comple-
mentors, who, therefore, can choose not to join the platform. Finally, some data providers may 
artificially delay the delivery of data to complementors (Decision 3). For example, a producer 
of continuous glucose monitoring devices Dexcom delays the delivery of data by three hours, 
explaining it by the need to prevent using their medical-grade data in inaccurate health-threat-
ening applications. 
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Table 5.2. Key design and governance decisions managing the use of mHealth data sharing platforms by comple-
mentors (adopted from Pub. IV) 

Decision Alternatives Ex.1: Fitbit  
(strategy: ABCD) 

Ex.2: Polar  
(strategy: AB) 

Governance of data scope (data providers, platform providers) 
1) Data types shared Limited or not limited. (Pro-

vided: all collected or some. 
Accepted: custom data 
types allowed or not) 

Provided: not limited 
(all collected) 
Accepted: custom 
data not allowed 

Provided: limited 
(except sleep data) 

2) Granularity of provided 
data 

Limited or not limited. (Pro-
vided: summaries/ samples 
or most granular available. 
Accepted:  granularity re-
stricted or not) 

Provided: limited for 
heart rate and activity 
data; not limited with 
special permission 
Accepted: limited (no 
time series logging) 

Provided: limited (no 
granular daily activ-
ity data) 

3) Timeliness of provided 
data 

As soon as available or de-
layed 

As soon as available As soon as available 

Platform design (platform providers) 
4) Number of APIs to a data 
platform 

One or more One One 

5) Platform API rights Read, write, or both Both Read 
6) Architectural style of API REST API or other REST API REST API 
7) Data change detection 
mechanisms 

Polling, pull notifications, 
subscription API 
(“webhook”)  

Subscription API Pull notifications 

8)  Data access authoriza-
tion 

OAuth (1 or 2 : authorization 
code grant or other grant 
flow), or other 

OAuth 2.0: Authori-
zation code grant, 
Implicit grant 

OAuth 2.0: Authori-
zation code grant 

9) Supported data format JSON, XML, FIT, GPX, 
TCX, or other 

Read: JSON, TCX; 
Write: JSON 

Read: JSON, XML, 
FIT, GPX, TCX 

Platform governance (platform providers) 
10) Platform openness Open, semi-open, moder-

ated, or hidden 
Semi-open, access 
to granular data re-
quires special per-
mission 

Open 

11) API usage rate limitation Yes or no Yes Yes 
12) Price of API usage Free, paid, or freemium Free Free 
13) Revenue sharing / affili-
ate program 

Yes or no No No 

14) Directory of partners us-
ing API 

Yes or no Yes Yes 

15) Secondary data sharing Prohibited or not explicitly 
prohibited 

Prohibited Not explicitly prohib-
ited 

16) Use of historical data af-
ter the integration is termi-
nated 

Prohibited or not explicitly 
prohibited 

Not explicitly prohib-
ited 

Prohibited 

 
Further, data platform providers must make six decisions related to the platform design. Thus, 
a provider may decide to have one or several APIs to its platform (Decision 4). Having several 
APIs may be sensible, e.g., for separating different groups of platform users (e.g., different APIs 
for data providers and data consumers). Next, a platform provider must decide whether their 
platform can be used for reading data, writing data, or for both purposes (Decision 5). This 
decision is connected with the data role of a platform provider. For example, when the platform 
provider is also a data provider, its API must provide “Read” access rights. Further, a platform 
provider must select the architectural style of the platform API (Decision 6). Nowadays, REST 
(Representational state transfer) is a dominant design among web API architectures likely be-
cause of its comparable simplicity, although other alternatives, such as SOAP, exist. Next, data 
change detection mechanisms must be defined (Decision 7). In mHealth platforms, three dif-
ferent mechanisms were detected: polling, pull notifications and webhooks. Further, platform 
providers must determine how data access authorization is granted (Decision 8). This decision 
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is of utmost importance for data privacy and security reasons, namely, for ensuring that plat-
form end users willfully and consciously share their data with third parties. OAuth 2.0 is a de-
facto standard for web data sharing authorization. Furthermore, platform providers must de-
cide on the data formats supported by their platform (Decision 9). JSON is a de-facto standard 
that is ubiquitously used with REST API. However, some mHealth platform providers addi-
tionally support XML and fitness-specific data formats, such as GPX, TCX, and FIT.  

Finally, seven key platform governance decisions were determined. For the beginning, plat-
form providers must choose the level of their platform openness (Decision 10). Some mHealth 
data sharing platforms are open, that is, allow self-registration of developers and provide an 
API key without the approval of a developer and its application. Platforms can also be semi-
open, with the access to some options requiring the approval of a platform provider (e.g., access 
to second granularity-level data in Fitbit platform). Finally, platforms can be moderated, 
meaning that an API key is provided after a developer and its application are approved. Some 
moderated APIs can also be hidden meaning that their existence is not announced publically 
on the web.  

Further, platform providers have to decide whether and how to limit the maximum number 
of API calls to the platform (Decision 11). Such limits are ubiquitously imposed to protect the 
servers of platform providers from overload, although sometimes such limits are used as a dif-
ferentiator between free and premium service tiers. The next identified governance decision is 
whether and how to charge for the API access (Decision 12). Currently, APIs in mHealth are 
mostly provided for free, as platform providers are expected to benefit from sharing indirectly 
through an increase in sales and consumer base. However, some APIs are paid, and some pro-
vide freemium access, charging, for example, for exceeding the limit of API calls. On the other 
hand, if the services of third-party developers directly contribute to the sales of a platform pro-
vider’s service, the provider may share these additional revenues with the developers (Decision 
13).  

Further, web platform providers may decide to have the directory of integrated partner apps 
(Decision 14). Although such partner listings are inseparable from many two-sided platforms, 
surprisingly, they are not ubiquitous in mHealth data sharing, likely because of practical rea-
sons (uncertainty on whether the integration works properly). Moreover, platform providers 
shall decide their policy on secondary data sharing, a situation when the data gets from an 
originating service provider (SP) to another SP through the third one (Decision 15). Finally, 
the last identified governance decision is related to the policy on the use of historical data by 
complementors after the termination of an integration (Decision 16). Thus, some platform pro-
viders in such a case require the removal of all data received from the platform, which may 
constitute a significant switching cost for a data-consuming complementor due to the im-
portance of historical data for improving AI-based services.  

Overall, companies that decided to share data through a web platform must make decisions 
related to its design and governance to maintain the tradeoff between control and generativity, 
which is required for creating and sustaining the ecosystem of third-party applications. In 
mHealth, platform control typically includes the mitigation of potential risks associated with 
the substitution of the data-based service of a platform provider. This explains why platform 
providers often prohibit the apps that are “substantially similar” to the provider’s one (e.g., 
Nokia, 2017). However, this risk can be mitigated by limiting the scope and amount of opened 
data, as Figure 5.4 shows. Interestingly, data sharing can be managed not only by platform 
providers (roles A and C in Table 5.1) but also by data providers even if the platform of another 
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party is used (role B; Decisions 1-3). However, platform providers can use a broader set of 
decisions unavailable to platform consumers for managing data sharing (Decisions 4-16). All 
identified decisions can be used as mechanisms to affect generativity and control to a greater 
or lesser extent. For example, platform openness (Decision 10) directly influences control and 
generativity by changing the platform accessibility. Unlike governance decisions, platform de-
sign decisions affect generativity indirectly. For example, the more common architectural style 
is used (Decision 6), the easier the platform use, and the more generative the platform. How-
ever, the impact of the identified decisions is still to be formally investigated. At the same time, 
Pub. IV provides an initial discussion on the issue. 

 

Figure 5.4. Relationship between control, generativity, and amount of shared data (adapted from Pub. IV) 

Generalization to other consumer IoT verticals 
Data sharing is required for utilizing data complementarities, enabling the development of 
data-based apps, and enhancing device interoperability. Therefore, data sharing is essential 
for all consumer IoT domains. Key design and governance decisions managing the use of 
mHealth data sharing from Table 5.2 can also be used for other consumer IoT verticals. How-
ever, differences may exist between verticals in decision alternatives. For example, supported 
data formats (Decision 9) may be industry-specific. Furthermore, other consumer IoT verticals 
likely require some additional governance mechanisms or decisions.  

5.1.2 Platform ecosystem view 

Section 5.1.1 took an individual platform view (Figure 5.1) and focused on the governance of 
collaboration and competition with platform complementors. This section takes an ecosystem 
view and concentrates on the governance of the relations between platforms. 

Strong network effects can lead to monopoly in data platform markets, and therefore with 
the proliferation of such platforms in consumer IoT, the consideration of potential competi-
tion-related issues becomes increasingly important. Namely, the impact of different regulatory 
and standardization schemes on platform competition should be analyzed to define policies 
that would effectively govern a consumer IoT data platform ecosystem and ensure sufficient 
competition. To inform such policies, an agent-based simulation of the competition among 
consumer IoT data platforms was conducted. The simulation results, which are presented in 
Pub. V and summarized in this section, can inform regulators about schemes that help to man-
age the industry efficiently and show platform providers potential development paths of dif-
ferent inter-platform collaboration scenarios. 

Model and simulation setup 
A detailed model description and simulation setup are presented in Pub. V. The model repre-
sents a horizontally differentiated area with three platform providers, which compete for three 
types of users – service providers, complementary service providers, and consumers, each of 
which need to be present for the successful operation of a platform. Users move in a simulation 
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area during the simulation period following a random walk12, representing the changes in sup-
ply and demand, and at each iteration evaluate the utility of every platform and make a decision 
whether to stay with the current platform or switch to another one. The overall platform utility 
depends on the standalone platform utility (dependent on platform quality and the distance 
between a user and a platform in a horizontally differentiated simulation space), utility due to 
indirect network effects (dependent on the number of users of other two types on the platform), 
switching cost, and price: 

 
  (1) 

 
where  is the overall platform utility;  is standalone platform utility;  is the utility due 
to network effects;  is a switching cost;  is the service price (assumed to be equal for all 
platforms);  is the utility due to platform quality (assumed to be equal for all platforms); and 

 is the cost due to horizontal differentiation, i.e., the cost assigned to the distance between a 
platform and a user, representing the difference in customers’ preferences and tastes (individ-
ual demands). In contrast to our model, a related study of Ruutu et al. (2017) assumed that the 
platform quality changes depending on the competitive effort of a platform provider, which, in 
turn, depends on the number of end users: the more the end users, the less the competitive 
pressure, and the less the effort. The absence of vertical differentiation in our model is a rea-
sonable assumption for mature developed markets. On the other hand, unlike Ruutu et al. 
(2017), our model assumes that platforms are horizontally differentiated (represented by var-
iable  in formula (1)), accounting for the diversity of agents’ tastes and demands. 

Users have two types of switching costs: related to accumulated data and initial investment. 
Namely, SPs invest in platform application development, whereas consumers invest in IoT de-
vices. The switching cost related to data gradually increases over time eventually reaching a 
maximum13, showing that consumers and SPs value the accumulated historical data due to data 
network effects (Mitomo, 2017). The initial investment-related switching cost gradually de-
creases over time. For comparison, the related study of Ruutu et al. (2017) considered only the 
end users’ switching cost related to the accumulated data.   

The model assumes that service providers can multihome, that is, provide their services on 
several platforms at the same time. The budgets of service providers are uniformly distributed 

, where  is the investment required for entering a platform. The extent of multi-
homing depends on the level of interoperability between platforms, namely, on the share of 
investment that can be reused when developing an application for a new platform. Thus, if 
platforms are not interoperable, the minimum investment of  is required for multihoming, 
meaning that almost all service providers will single-home. On the other hand, if 50% of de-
velopment investments can be reused, the cost of multihoming on two platforms will be-
come , meaning that 50% of service providers will multihome. 

The time horizon of the simulation was chosen to be 20 years, and a single iteration repre-
sents one month. Each simulation was repeated 100 times to calculate average values and 
standard errors. At each iteration, the total number of users was counted for each platform. 
After each simulation (20 years, 20*12 = 240 iterations) the number of users was averaged for 
every platform and concentration index HHI (Herfindahl–Hirschman Index) was calculated 

                                                            
12 Consumers move 4 times faster than service providers 
13 It is assumed that recent data is more valuable than old data, and as data gets older, it becomes less relevant for end us-
ers. For the modeled mHealth case, the data switching cost is assumed to reach the maximum after about two years. 
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based on the average number of consumers and services providers for the whole simulation 
period.  

Five different scenarios were defined to represent different market conditions. The scenarios 
differ in the presence of switching costs, as Table 5.3 summarizes. In the first (base) scenario, 
switching costs are high: platforms are vertically integrated with devices, and data portability 
is not possible. This scenario roughly represents the current situation in mHealth: Google Fit 
and Apple Health are only available for Android (Wear OS) and Apple (Watch OS) devices, 
respectively. In the second scenario, IoT devices are unbundled from platforms, and therefore 
can be used with any platform although historical data cannot be transferred to a new platform. 
In the third scenario, on the contrary, data portability is in place, but devices are bundled with 
the IoT data platform. In scenario 4, all consumer switching costs are removed. In scenario 5, 
data-related switching costs are lifted, meaning that not only consumers can keep historical 
data when switching the platform, but also service providers.  

Table 5.3. Summary of analyzed scenarios (Pub. V) 

  
Presence of switching costs 

Consumer device Consumer data SP investment SP data 
Scenario 1 (Base) X X X X 
Scenario 2  X X X 
Scenario 3 X  X X 
Scenario 4   X X 
Scenario 5 X  X  

 
In Pub. V, several cases representing different market situations were simulated, including ser-
vice provider multihoming, platform differentiation, and different strength of network effects. 
However, here only the multihoming case is reported. In the multihoming case, interoperabil-
ity between platforms is assumed, which allows the reuse of 70% of the initial investment for 
the service provision on another platform. This implies that 70% of service providers will mul-
tihome on two platforms and 40% - on all three platforms.  

Effect of service provider multihoming on competition 
Figure 5.5 presents mean HHI values for the five analyzed scenarios as well as standard devi-
ations of HHI. As the figure shows, in the no-multihoming case, consumer HHI appeared to 
be higher in Scenarios 2-5 than in the base Scenario 1, meaning that lowering switching costs 
can counter-intuitively result in decreasing competition. At the same time, the variation of the 
consumer HHI is also higher in Scenarios 2-5 compared with the base scenario showing that 
with high switching costs the industry does not significantly deviate from the initial state after 
20 simulated years.  

In Scenario 5, when data switching costs are lifted for all user types, the HHI significantly 
increases both for consumers and service providers to the level of around 0.90, showing that 
one winning platform may take the entire market due to strong network effects. This is differ-
ent from the results of Ruutu et al. (2017), who found that a high degree of data portability in 
the long term makes the platform competition more dynamic and prevents the winner-takes-
all situation. This disagreement in results likely arises due to the difference in model assump-
tions. Thus, in the model of Ruutu et al. (2017), platform providers react to the customer churn 
by increasing the investment in the platform quality, preventing the winner-takes-all situation, 
whereas in our model the quality is assumed to remain the same throughout the simulation. 
Therefore, our results complement the findings of Ruutu et al. (2017) by showing that in data 
platform markets with little vertical differentiation removing data-related switching costs may 
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lead to monopoly. However, the negative competition effect of decreasing switching costs can 
be offset by facilitating service provider multihoming. Thus, as Figure 5.5 shows, multihoming 
can promote competition even in Scenario 5 and keep the HHI on both consumer and provider 
sides near the initial level. This result agrees with the findings of Ruutu et al. (2017), who dis-
covered that open interfaces, which enable service provider multihoming, prevent the winner-
takes-all situation.  

 

Figure 5.5. Simulation results for multihoming versus no-multihoming cases: (A) mean HHI; (B) standard deviation 
of HHI (Adapted from Pub. V) 

Furthermore, a sensitivity analysis with different reuse rates illustrative of various extents of 
platform interoperability was conducted, which showed that the positive effect of multihoming 
in promoting the platform competition is more pronounced when a reuse rate is 70% and more 
(Figure 5.6A). After that, the impact of multihoming on the initially highly concentrated mar-
ket (HHI = 0.75) was tested. The analysis showed that lowering switching costs with multi-
homing leads to lower market concentration, whereas the opposite effect is observed in cases 
with no multihoming (Figure 5.6B). 

 

Figure 5.6. Sensitivity analysis of multihoming case: (A) effect of reuse rate; (B) effect on initially concentrated 
market (HHI = 0.75) (Adapted from Pub. V) 
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Generalization to other consumer IoT verticals 
Inputs to the models in Pub. V and Section 5.1.2 represent the mHealth case. Namely, the dy-
namics of data and device-related switching costs, detailed in Section 3.2 of Pub. V, are specific 
to mHealth. Indeed, while switching costs related to replacing a smartwatch (a wearable de-
vice) can be assumed to decline nearly to zero in a year, this assumption does not hold for a 
connected car. Therefore, results from Pub. V can be fully generalized only to consumer IoT 
applications with similar dynamic in terms of user switching costs and provider multihoming, 
such as smart home and connected cars with modular, replaceable OBD (on-board diagnostics) 
devices. However, the investigated impact of lowering switching costs on competition is rele-
vant for other platform markets with high network effects. Furthermore, the developed re-
search setup can also be used for modeling other verticals.   

5.2 Extension of IoT and mHealth providers to telehealth 

For understanding a potential position of MPPs acting as mHealth data platform (hub) pro-
viders as well as other players from consumer IoT in the ecosystem of a highly regulated tele-
health industry, the study of multiple literature types was conducted, including scientific re-
search, patents, and press releases over 15 years from 2002 to 2016. Further, guided by trends 
detected from the literature analysis, a future ecosystem of the telehealth industry was pro-
posed using the value network configuration (VNC) notations14. The research framework is 
presented in Section 3.3.1, and the detailed description of the research design is found in Pub. 
VI. The study took telehealth rather than IoT and mHealth focus in order to position IoT and 
mHealth among other relevant developments and have an unbiased understanding of their 
role in the evolution of telehealth.  

5.2.1 The evolving role of IoT in telehealth 

The results of the analysis of multiple literature types – academic publications, patents, and 
product press releases are shortly presented in this section. 

The analysis showed that wearable devices have been in the focus of telehealth researchers 
already in 2002-2006, many years before the proliferation of consumer fitness trackers and 
smartwatches that made the wearable device category familiar to the general public. In 2002-
2006, researchers mostly focused on the use of wearables for vital sign monitoring of remote 
patients and physical activity monitoring of independently living seniors. In 2012-2016, new 
applications were proposed, including the tracking of mental diseases and facilitation of a 
healthy lifestyle. Furthermore, the analysis of research publications revealed the increasing 
importance of mobile health, which was the most frequent keyword in telehealth-related arti-
cles in 2007-2011 and 2012-2016. As wearable devices are often bundled with a mobile appli-
cation, their increase also contributed to the growth of mHealth as a research direction in tele-
health.  

Furthermore, the analysis showed that many telehealth patents in 2012-2016 were granted 
to MPPs, MDMs, and other companies from the consumer electronics domain, with fitness 
wearable device company Fitbit being a notable example. This indicates the contribution of 
consumer companies to the technological development of telehealth. Moreover, some of the 

                                                            
14 Differences between “business ecosystem” and “value network” terms are discussed in Section 2.1.1. VNC notations can 
be also used to depict technical and business architecture of the industry ecosystem 
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patents developed by consumer companies were found to serve medical purposes, such as 
blood sugar measurement using “soft sensors” – algorithms and models that are fed with user-
input information or data from generic sensors to estimate parameters that are not directly 
measured by hardware. This indicates the growing role of data analytics in telehealth.  

The analysis of press releases showed that wearables and IoT devices are not yet common in 
telehealth, likely because of regulatory restrictions. Indeed, consumer IoT devices are not typ-
ically approved as medical devices, which prevents their use for medical purposes. However, 
mobile apps played an important role in newly launched in 2012-2016 telehealth products, 
with almost every fourth new product release having included some mobile app. Furthermore, 
application-wise, telehealth products in 2012-2016 appeared to be increasingly focused on 
wellness management, unlike in 2002-2011, when telehealth applications primarily addressed 
the disease management, with a particular focus on chronic diseases.   

The observed development of telehealth-related literature indicates that the role of wearable 
devices and mHealth will likely increase in future telehealth facilitated by the growing atten-
tion to wellness management in previously mostly disease-focused telehealth, along with the 
increasing penetration and expanding application scope of wearables and mHealth apps. As a 
consequence, large data volumes will be generated and managed by patients outside of hospital 
settings. Given the growing importance of wellness, and wearables increasingly focusing on 
medical conditions, clinicians are likely to be interested in accessing patient-generated data. 
In conjunction with the observed in Pub. VI increasing usage of cloud computing and storage 
in telehealth, we propose that cloud-based health data aggregation platform will emerge and 
take a central position in a future telehealth value network to facilitate data exchange between 
an unregulated consumer and a regulated medical domain of telehealth. 

5.2.2 Ecosystem of telehealth in recent past 

Guided by the trends defined based on the literature analysis and the review of industry news 
and reports, the ecosystem of telehealth was determined for the recent past (years 2008-2012) 
and the near future (around the year 2022). The main business roles in the past and future 
ecosystems of telehealth are presented in Table 5.4.  

First, the state of the telehealth ecosystem from the recent past (2008-2012, after the emer-
gence of Android and iOS smartphones) in a developed Western country was considered (Fig-
ure 5.7). The ecosystem is divided into two domains: a regulated healthcare provider-driven 
and an unregulated citizen-driven that can also be viewed as the mHealth data ecosystem (Fig-
ure 5.2B). The latter mostly concerns not critical unregulated disease self-management and 
wellness management tools, which in the recent past were not viewed as the part of telehealth 
but shown for the reason of consistency with the future industry ecosystem. The wellness man-
agement role of citizens was not sufficiently supported by healthcare providers in the past dis-
ease-focused telehealth, and this gap was addressed by a number of small lifestyle digital prod-
uct providers – producers of fitness wearables and developers of apps for lifestyle tracking. 
Further, personal health digital products for disease self-management were provided by both 
medical and non-medical companies, which is why the corresponding role is located at the 
boundary of regulated and unregulated telehealth domains. In the healthcare provider-driven 
domain, telehealth services were provided in two forms: real-time consultations with a 
healthcare provider and remote patient monitoring of non-hospitalized patients. The latter 
typically included a hardware platform that could collect readings from the connected periph-
erals and send them to a server, where healthcare providers could access them. There was often 
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no interface between a medical information system (electronic health record – EHR) of a hos-
pital and a telehealth platform. 

Table 5.4. Main business roles in the ecosystem of telehealth (adapted from Pub. VI) 

Business role Description 
Disease management Receiving medical treatment for a disease and monitoring the disease 

by tracking body and mind parameters  
Wellness management Taking actions to improve own health and fitness condition and mini-

mize the risks of health problems by following a healthy lifestyle 
Provision of video conferencing 
platform 

Provision and management of tools enabling delivery of healthcare ser-
vices to remote patients in the form of video consultation 

Provision of remote patient moni-
toring platform 

Provision and management of tools enabling the collection of health pa-
rameters of non-hospitalized remote patients and transmission of the 
data to clinicians 

Patient health care Diagnostic and treatment of diseases and healthy lifestyle coaching pro-
vided to patients, i.e., citizens with diseases 

EHR (Electronic Health Record) 
usage 

Using an electronic medical information system that contains infor-
mation on patients and digital tools for supporting patient care  

Provision of EHR Provision and management of software and hardware required for the 
deployment and operation of EHR 

Provision of disease self-manage-
ment tools 

Provision of tools, e.g., mobile applications or wearables that aim at 
tracking and measuring health parameters for helping patients to man-
age their disease 

Provision of lifestyle tracking tools Provision of tools, e.g. mobile applications or wearables that aim at 
tracking and measuring the lifestyle for the promotion of healthy living   

Provision of healthy lifestyle 
coaching 

Provision of a personalized lifestyle coaching service based on tracking 
and analysis of lifestyle data 

Provision of disease self-manage-
ment coaching

Provision of a personalized disease self-management coaching service 
based on tracking and analysis of disease data 

Citizen health care Diagnostic and treatment of diseases, and healthy lifestyle coaching 
provided to citizens, including sick and healthy people 

Health data aggregation Collection and harmonization of personal health data from different da-
tabases, including patient-generated lifestyle and disease data along 
with patient’s data generated in healthcare facilities from EHR 

Development of clinical apps Development of applications for enhancing the decision making of clini-
cians, e.g., data analytics for automated diagnosis 

 

 

Figure 5.7. A business ecosystem of telehealth in the recent past (Pub. VI) 
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 Potential future ecosystem of telehealth 

The future ecosystem of telehealth will include several new and transformed roles. Accumu-
lated data and evolving AI algorithms will enable healthy lifestyle and disease self-manage-
ment coaching, which are more engaging and effective than simple tracking of lifestyle and 
health conditions, which were available in the recent past. The role of healthcare providers will 
change from patient health care to citizen health care, indicating the shift to preventive and 
wellness-centric telehealth. EHR providers will build a platform around their product by 
providing an API for the platform to the third-party developers, as Figure 5.8 shows by a busi-
ness interface between an EHR vendor and a clinical app developer.  

The growing volume of patient-generated lifestyle and disease-related mHealth data, which 
is scattered over multiple vendor-specific platforms, creates the need for the health data ag-
gregation role that would enable clinicians to access that data. Furthermore, the liberalization 
of patients’ medical data promoted by regulators in some countries like the UK and US de-
mands the means for opening the patient data stored in medical systems. Therefore, a health 
data aggregator will emerge that collects the data from the multitude of mHealth applications 
as well as from the EHR cloud, as Figure 5.8 shows. Apart from enabling sharing the data be-
tween citizen and healthcare provider-driven telehealth domains, health data aggregators may 
also act as data sharing platforms for lifestyle and personal health digital product providers 
enabling access to complementary data types and promoting the development of innovative 
applications. In the regulated telehealth domain, healthcare data aggregators will similarly al-
low new application development by bringing the patient-generated data to the EHR cloud. 
Furthermore, health data aggregators can enable health information exchange required for 
maintaining the continuity of care when the services are provided by different healthcare in-
stitutions.  
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Health data 
aggregation

Cloud, API, data 
types

Healthcare provider

Personal health digital 
product provider

Lifestyle digital product 
provider

Video conferencing 
platform provider

Provision of video 
conf. platform
Platform

Citizen

Disease mgmt

Wellness mgmt

HW, SW for 
wellness mgmt 

HW, SW for 
disease mgmt 
WAN gateway 

device

Provis. of disease 
self-mgmt. coaching

Cloud platform; 
algorithms

Provis. of healthy 
lifestyle coaching

Cloud platform; 
algorithms

Citizen health care

Comm. 
equipment

EHR usage

EHR software

Clinical app developer

Development of 
clinical apps
API

Regulated healthcare provider-driven 
domain of telehealth

mHealth - 
Unregulated ctitzen-driven domain of telehealth

EHR vendor

Provision of EHR

EHR cloud 
platform

 

Figure 5.8. A potential future business ecosystem of telehealth (Pub. VI) 

The health data aggregator will take a central position in the future ecosystem of telehealth, 
which will motivate various actors to compete for this role. The position on the boundary of 
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the regulated and unregulated telehealth domains makes the role suitable for different compa-
nies, such as MPPs and consumer data companies (Apple, Google, and Facebook), EHR pro-
viders (Epic Systems), personal health record providers (Microsoft HealthVault), and govern-
ments, particularly in the countries with public healthcare systems. In particular, the largest 
MPPs Apple and Google that already act as mHealth data platform providers can become 
health data aggregators by interfacing with EHR vendors. However, establishing and taking 
that role requires resolving multiple challenges, primarily related to regulations and business 
models. Nevertheless, literature-based analysis of telehealth showed that the role of mHealth 
and IoT increased over time, which should urge regulators to work on the policies that would 
enable the use of consumer IoT devices and mHealth data in healthcare. However, the investi-
gation of possible ways of resolving current regulatory and business model-related challenges 
is left for future studies.  
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6. Discussion and conclusions 

Since the inception of mobile broadband, the mobile ecosystem has been constantly evolving. 
While initially the mobile ecosystem was centered around mobile network operators (MNOs) 
and device manufacturers (MDMs), in the late 2000s platform providers (MPPs) appeared as 
new stakeholders and shortly became the ecosystem keystones, bringing mobile applications 
into the picture. The advent of IoT further expands the mobile ecosystem by including new 
types of devices, applications, and customers.  

As Section 4.1 (Pub. I) showed, such new types of mobile devices and customers may have 
opposite service requirements in terms of data traffic, mobility, and frequency of communica-
tions that MNOs need to satisfy for efficient service provisioning. Providing efficient mobile 
IoT services may further require establishing new collaborations between the existing and new 
stakeholders of the ecosystem. For example, to implement the remote subscription manage-
ment service, which is essential for the diffusion of wide-scale mobile IoT, MNOs need to col-
laborate with UICC vendors, IoT device vendors, and potentially other parties, which can pro-
vide components and services to enable eSIM-based RSM. These stakeholders, however, may 
also compete with MNOs in the provision of subscription management, as Section 4.2.1 (Pub. 
II) describes. Moreover, for delivering end-to-end IoT service, MNOs may need to team up 
with IT and big data companies, such as Cisco and IBM. This kind of collaboration, however, 
is not considered in this thesis due to the scope and time constraints.  

Similarly, MPPs need to establish new collaborations to deliver their IoT products efficiently. 
MPPs have entered the IoT with consumer wearable devices, which allow constant tracking of 
physiological parameters and therefore can be used for health monitoring. To enhance the 
value of such mobile health data and enable efficient data-based application development, dif-
ferent data sources must be combined. This, in turn, requires establishing a sub-ecosystem of 
mHealth data complementors. For creating and sustaining such a sub-ecosystem, as Section 
5.1.1 (Pub. IV) summarizes, MPPs and other potential platform providers must take decisions 
defining the platform design (e.g., platform API rights), governance (e.g., platform openness), 
and scope of shared data (e.g., granularity). Apart from ensuring the ecosystem growth and 
control, these decisions must resolve competitive tensions that emerge between data providers 
in such platforms due to the threat of data shared by providers being used to substitute their 
in-house service. Furthermore, to avoid monopoly in the data sharing ecosystem, platform pro-
viders themselves must collaborate to enable sufficient interoperability that would facilitate 
easy multihoming for app developers and service providers (Section 5.1.2, Pub. V). Finally, if 
such an mHealth data sharing platform and a sub-ecosystem around it are successfully created 
and managed, MPPs can position their platform at the boundary between the unregulated con-
sumer and regulated medical domains of healthcare, enabling the data flow between the two 
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domains, as Section 5.2 (Pub. VI) describes. From the mobile ecosystem’s evolution viewpoint, 
this can be considered as further expansion of ecosystem boundaries.  

Before the emergence of IoT, the main stakeholders of the mobile ecosystem – MNOs and 
MPPs – collaborated in serving the same group of consumer customers. In IoT, initially, the 
paths of MNOs and MPPs have diverged, with the former mostly having focused on serving 
industrial business customers and the latter initially having aimed at deepening relations with 
existing consumer customers and app developers by offering new products (HW – wearable 
devices and SW – data platforms). However, recently, MPPs started to target the industrial IoT 
domain, with healthcare being a prominent and perhaps the most advanced example. Simi-
larly, MNOs are catching up with consumer IoT offering various solutions in, e.g., mHealth 
and smart home. Therefore, with the development of IoT, MNOs and MPPs need to reestablish 
their cooperative and competitive relationships in the mobile ecosystem. Such new relation-
ships can be similar to the ones they had in the pre-IoT ecosystem, with MNOs providing con-
nectivity and selling the devices, and MPPs producing devices and enabling application devel-
opment. However, the stakeholders may also want to change the distribution of existing roles. 
Such changes are further facilitated by new technologies, such as eSIM. For example, delivered 
by MPPs wearables are increasingly cellular-connected with eSIM. To ensure these devices are 
supported, MPPs have to collaborate with MNOs and agree on the terms of remote SIM provi-
sion for their wearables. At the same time, MPPs may want to provide mobile connectivity to 
such devices, thereby starting to compete with MNOs. Such connectivity provision of MPPs 
can further extend to handsets and trigger market dynamics presented in Section 4.2.2 (Pub. 
III). Therefore, IoT does not only extend the mobile ecosystem, but it may also change the 
traditional human communications part of the ecosystem.  

Overall, with the advent of IoT, new devices, customers, and applications will be included in 
the mobile ecosystem, thereby prompting significant changes in service provisioning, collabo-
ration, and competition, which this thesis analyzed. To adapt to these changes and take new 
roles in the ecosystem, MNOs and MPPs have to develop new knowledge and competencies, 
potentially utilizing the results of this thesis. Apart from MNOs and MPPs, the results can also 
be useful for other stakeholders of a broader mobile ecosystem, such as policymakers (Table 
6.1). 
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6.1 Summary and implications 

The thesis makes several contributions, which answer the four research questions presented 
in Section 1.2:  

 
1) The study characterized the usage patterns of mobile IoT and indicated their differences 

from consumer devices and across industries.    
2) The study showed how eSIM-based remote subscription management could change the 

mobile ecosystem by constructing potential value network configurations of eSIM and 
further demonstrated potential competitive impacts of eSIM. 

3) The study defined the design and governance decisions as well as interoperability-related 
policies that could be used for governing collaboration and competition in data platforms 
in mobile health and other consumer IoT domains.  

4) Based on the identified trends of the evolution of telehealth, the study determined roles 
that MPPs can take in the ecosystem of traditional healthcare. 

 
Table 6.1 details the main results of the thesis and their implications, which are further dis-
cussed in sections below. 

6.1.1 New usage patterns brought by mobile IoT 

Traffic and mobility patterns of IoT devices significantly differ from traditional mobile hand-
sets. Thus, IoT devices were found to generate less traffic than smartphones – around 150 MB 
for IoT (Pub. I) vs. 14200 MB for consumer devices in Finland (tefficient AB, 2018). However, 
a widespread belief that IoT devices generate “a few kilobytes of data per day” (e.g., Guerzoni 
et al., 2014) proved to be inaccurate at least for mobile IoT: an average device appeared to 
generate several megabytes of data per day, and the trend is growing. However, the main chal-
lenge of MNOs in the IoT age will likely be not adding capacity for serving IoT devices, but 
accommodating diverse IoT use cases, which impose different requirements on the service. 
Thus, Pub. I compared the mobile IoT usage patterns across seven industries, and found that 
in some industries IoT uses and devices do not seem to have much in common except for being 
labeled as “IoT.” Thus, industries differ in generated traffic – from 10 MB to 2 GB per month, 
in the presence of weekday-weekend patterns, in the traffic composition – uplink vs. downlink, 
in mobility – with an average device visiting from 1 to 40 unique cells monthly, and in temporal 
traffic patterns. Furthermore, the clustering in Pub. I showed that even seemingly narrow in-
dustries, such as Electricity and gas, have different IoT use cases, further increasing the com-
plexity of defining and serving customers’ needs. Therefore, although Pub. I provides an initial 
understanding of mobile IoT usage patterns across industries, further analysis may be required 
for defining the parameters of virtual networks optimized for addressing the diverse needs of 
diverse customers. Such virtual networks (network slicing) are expected to play a crucial role 
in future 5G networks. 

At the same time, the use of mobile IoT across industries exhibits some similarities. Notably, 
unlike smartphones, most of the IoT devices (namely, 92%) generate more uplink traffic than 
downlink. Furthermore, many IoT devices are stationary, with 75% of the devices visiting not 
more than three unique cells in a month. Moreover, IoT traffic is spatially concentrated, with 
10% of cells carrying 93% of IoT traffic. Therefore, before technologies required for network 
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slicing become more mature, MNOs should consider these fundamental differences between 
IoT and human device traffic when defining IoT service offerings.  

To summarize, the results of Pub. I have implications primarily for MNOs, who can consider 
them when planning and dimensioning their network, and designing new IoT service offerings 
for various industries. 

6.1.2 Value networks and impacts of Embedded SIM 

Remotely programmable Embedded SIM may be the first strategically important development 
in the nearly 30-year history of SIM technology. With eSIM, the conventional one-to-one map-
ping of SIM and mobile device is likely to change, as one eUICC can contain the subscriptions 
of several operators. This, in turn, may deprive MNOs of customer “ownership” and increase 
the already high risk of the commoditization of MNOs’ services. Such a potentially disruptive 
effect of embedded SIM could have served as a motivation for GSMA to take control of the 
specifications development that would otherwise have been led by device manufacturers (e.g., 
Apple). Therefore, GSMA Embedded SIM specifications expectedly protect mobile operators’ 
interests by, e.g., imposing unnecessary restrictive rules, such as the requirements of one active 
profile at a time and explicit user intent for switching between profiles that effectively prohibits 
automatically triggered profile changes. Moreover, in 2018 the US Justice Department sus-
pected collusion between AT&T, Verizon, and GSMA to hinder eSIM-enabled profile switch 
(Kang, 2018). Nevertheless, eSIM is gradually becoming a reality, and under the pressure of 
end users and other ecosystem stakeholders, including regulatory authorities and MDMs, the 
restrictions, including the ones grounded on specifications as well as the ones set up in sub-
scription contracts, could be lifted, thereby decreasing the power of MNOs.  

Section 4.2 studied possible impacts of embedded SIM on the structure of the mobile ecosys-
tem and competition within. Two cases, namely, eSIM in IoT and consumer devices, were con-
sidered separately because of the differences in contractual terms (long-term contracts in IoT 
vs. non-binding contracts in consumer devices), which lead to different market dynamics. Pub. 
II showed that even in a less dynamic IoT segment the position of MNOs in the future mobile 
ecosystem could be challenged because the provision of subscription management service is of 
interest to many stakeholders, including UICC and IoT module vendors, non-MNO connectiv-
ity providers, and IoT service providers. Thus, while the mobile operator-driven VNC, which is 
similar to the solutions promoted by some operators15, lets MNOs retain customer ownership, 
with IoT connectivity provider-driven VNC, operators lose direct customer relationships, im-
plying a more significant business change. However, such a VNC is hard to implement because 
of the need to collaborate with multiple MNOs, which requires high bargaining power of IoT 
connectivity providers. On the other hand, the largest MPPs Apple and Google are increasingly 
diversifying toward IoT, and therefore they may have interest and power to become IoT con-
nectivity providers at least for devices produced by them. At the same time, the UICC and IoT 
module vendor-driven VNCs are easier to implement than the IoT connectivity provider-
driven, and therefore they are more likely to become a reality. Moreover, such VNCs may look 
more appealing to IoT SPs than the MNO-driven VNC because they can provide wider operator 
reach and more likely to help to avoid lock-in.  

                                                            
15 e.g., Global M2M Alliance and Bridge Alliance 
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Slightly different VNCs can emerge around eSIM-based RSM service for consumer devices. 
However, once an eUICC is loaded with several profiles, the architecture of remote provision-
ing becomes irrelevant because the profile switch may happen locally on a device, reducing the 
power of MNOs to control the process. Although MNOs can still inhibit the seamlessness of 
switching by, e.g., setting a policy requiring the profile removal once it gets disabled, regulators 
may prohibit such restrictive practices. Provided that eSIM is technically supported by opera-
tors and handsets, eSIM multihoming can start penetrating the market. The diffusion of eSIM 
multihoming is more likely to progress if customers are not satisfied with the quality of a mo-
bile connection they get with single-homing. As Pub. III showed, if eSIM multihoming pene-
trates the market, the competition in the mobile ecosystem may considerably change due to 
operator switching happening on the scale of minutes and seconds rather than years and 
months. The impact of such new dynamics on infrastructure competition may be negative in 
sparsely populated areas, meaning that regulators should impose coverage requirements to 
guarantee service accessibility. Overall, eSIM, initially designed for IoT devices, may disrupt a 
human communications’ part of the mobile ecosystem by enabling dynamic multihoming. To 
protect their business from the potentially negative impact of eSIM multihoming, MNOs 
should provide sufficiently good quality of single-homing, diminishing the benefits of combin-
ing several operators.   

Overall, the impact of eSIM on the mobile ecosystem can be different depending on its im-
plementation, as illustrated by color coding in Figure 6.1. Thus, eSIM available solely for IoT 
devices with the MNO-driven VNC will cause the least changes to the mobile ecosystem, 
whereas if eSIM is used in handsets and eSIM multihoming reaches high penetration, its com-
petitive impacts are likely to be significant. The recent announcement of eSIM support by the 
largest MPPs/MDMs Apple and Google suggests that the competitive impact of eSIM will likely 
be at least medium. Moreover, since MDMs become the owners of eUICCs, they could act as a 
“gateway” for mobile subscriptions and charge MNOs for the activation of their subscriptions. 
Finally, MDMs can even introduce their MVNO hiding the serving MNO from end users.  

 

Figure 6.1. Potential implementations of eSIM and their impacts on the mobile ecosystem, from the least significant 
(white) to the most significant (dark green) 

In terms of implications, VNCs of RSM in Pub. II can help the involved stakeholders of the 
mobile ecosystem recognize potential business architectures of RSM and their features, which 
is an essential first step of implementing the service. Moreover, the comparison of potential 
VNCs can facilitate IoT SPs in making a more informed decision on choosing a provider of RSM 
service from the available alternatives. Furthermore, regulators can promote or discourage 
particular VNCs to prevent lock-in and facilitate efficient service provisioning. The models 
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from Pub. III help to understand the potential future evolution of the mobile ecosystem and 
identify levers (variables) that ecosystem stakeholders, primarily MNOs, regulators, and 
MDMs, can use to affect that evolution. Moreover, regulatory bodies can use the models and 
identified scenarios for defining whether and how to promote eSIM and multihoming with dy-
namic network selection. Furthermore, researchers and practitioners can build on the pre-
sented in Pub. III conceptual models and quantify the impact of eSIM with dynamic multi-
homing on the competition once reliable numerical input becomes available. 

6.1.3 Governance of consumer IoT data platforms  

MPPs extend the mobile ecosystem by providing platforms for consumer IoT data sharing, 
therefore creating a new “sub-ecosystem” of data complementors. IoT data sharing platforms 
are most mature in mobile health, although similar platforms are being established by various 
actors in other IoT domains, such as the connected car, smart home, and smart city. Establish-
ing and sustaining a “sub-ecosystem” of data-based developers requires careful governance of 
collaboration and competition with complementors and other platforms that were analyzed in 
Pub. IV and V, and summarized in Section 5.1.  

The governance of collaboration and competition with platform complementors involves 
maintaining the tradeoff between platform generativity and control. Platform providers use 
boundary resources to manage this tradeoff. Therefore, Pub. IV analyzed the boundary re-
sources of mHealth data sharing platforms to understand the decisions that providers make to 
govern the collaboration and competition with platform complementors. Interestingly, the re-
sults showed that not only platform providers, but also data providers that use platforms of 
other parties could govern the terms of collaboration by defining the scope of data they open 
to third parties. For example, a data provider may decide to keep some data types proprietary 
or share only coarse aggregated data. Although such limitations can protect the provider’s in-
house service from competition, the generativity of such limited data is low, and therefore, data 
consumers may have not enough motivation to collaborate. In general, the generativity of data 
is highest when all available data types are opened for sharing, the data is provided immedi-
ately and with the highest possible resolution.  

Furthermore, apart from the decisions related to the governance of data scope (Table 5.2), 
platform providers can use other, unavailable to platform consumers, mechanisms for govern-
ing the relationships with complementors. Such mechanisms include, for example, setting 
platform API rights, API usage rate limitations, platform openness, and a price. Such decisions 
can affect generativity or control directly (e.g., platform openness) or indirectly (e.g., sup-
ported data formats). Moreover, platform providers can change the API or discontinue the 
complementor’s platform access altogether, which puts them in a strong position. That is why 
MPPs and other mHealth companies with a high customer base, and therefore market power, 
commonly play a platform provider role, whereas smaller companies often act as platform con-
sumers (Figure 5.3). 

Apart from collaborating with platform complementors, platform providers should cooper-
ate with each other to ensure interoperability and market growth. Agent-based simulation of 
consumer IoT data ecosystem conducted in Pub. V showed that competitive, and therefore so-
cially optimal outcome, could be achieved with a certain level of interoperability that allows 
end users and service providers transferring their data freely between platforms and at the 
same time enables easy service provider multihoming. Somewhat counterintuitively, removing 
data switching costs and allowing data portability alone is not enough for ensuring market 
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competition, and, on the contrary, results in a winner-takes-all situation due to strong network 
effects. Therefore, to reach a competitive market, platform providers should collaborate and 
pay more attention to the standardization of data models, devices, and APIs that can make 
service provider multihoming easier. In other words, a certain level of interoperability (collab-
oration between competing platforms) is required for promoting market competition, whereas 
mandating data portability alone is not enough for reaching an efficient market outcome.  

In terms of implications, the results on the governance of collaboration and competition in 
consumer IoT data sharing are relevant to various stakeholders. Thus, design and governance 
decisions from Pub. IV can be used by MPPs and other mHealth and consumer IoT data plat-
form providers as mechanisms for affecting generativity and control. Moreover, the identified 
decisions can be used in planning or evaluating data sharing platforms in other consumer IoT 
domains. Furthermore, Pub. IV is one of the first that provides a practical example of analyzing 
boundary resource documentation for understanding the mechanisms of platform design and 
governance. Therefore, research design developed in Pub. IV can be used by researchers for 
studying the design and governance of API-enabled platforms in other fields, not necessarily 
related to IoT. The results of Pub. V, in turn, can be used by regulatory and standardization 
bodies, along with platform providers for designing policies to promote the competition in the 
ecosystems forming around data in consumer IoT domains, such as mHealth and smart home. 
Finally, the results of Pub. V showing the impact of low switching costs on competition con-
tribute to the theoretical understanding of competition in markets with network effects. 

6.1.4 The role of mobile platform providers in healthcare 

The healthcare industry, particularly its remote delivery mode, generally referred to as tele-
health, can be the next step in the evolution of MPPs operating in the mHealth domain after 
they establish their mHealth data platforms. The analysis showed that telehealth researchers 
were already paying a lot of attention to wearable devices in 2002-2006, although, at that time, 
wearables were medical devices provided to patients by healthcare providers for short-term 
use. Nowadays, with the growing attention to wellness management in previously mostly dis-
ease-focused healthcare and with the increasing capabilities of mobile technologies, consumer-
owned wearables and mHealth are increasingly often discussed in new telehealth-related sci-
entific publications, inventions, and product releases. This indicates the growing role of wear-
ables and mHealth for telehealth and healthcare.  

As a consequence of mHealth proliferation, an increasing amount of potentially valuable 
health data is generated outside of clinical settings. This creates the need for a role that would 
establish a data flow from the mHealth ecosystem, which can be viewed as an unregulated cit-
izen-driven domain of telehealth, to the regulated healthcare provider-driven domain. Because 
of the location of this role on the boundary between the two domains of telehealth, various 
actors can take it. Thus, MPPs, namely Apple or Google (the citizen-driven domain), which 
already act as mHealth data platform providers, may become health data aggregators by inter-
facing to medical EHR systems. In fact, in 2018, Apple integrated its Health platform with 
EHRs of several hospitals in the USA (Comstock, 2018), thereby taking another step to becom-
ing a health data aggregator. On the other hand, EHR providers (the healthcare provider-
driven domain) could also be interested in taking this gateway role.  

However, strict regulatory requirements complicate the data flow between the two domains 
of telehealth. For example, entities that are processing and storing medical data must be com-
pliant with General Data Protection Regulation (GDPR) in the EU and the Health Insurance 



Discussion and conclusions 

77 

Portability and Accountability Act (HIPAA) in the US, both of which require deploying privacy 
and security protection mechanisms that could be costly to implement. Furthermore, lengthy 
clearance procedures of medical devices, which the manufacturers of consumer wearables 
must undergo to enable the use of their devices in the regulated medical field, restrict the dis-
semination of wearables and IoT into the healthcare industry. Nevertheless, recently, regula-
tory authorities in the USA made the first steps toward enabling the use of consumer technol-
ogies in healthcare by introducing the “fast track” software precertification pilot program, with 
Apple, Google, Samsung, Fitbit, and other five companies included in the pilot (U.S. Food and 
Drug Administration, 2017). Such actions may facilitate the use of wearable devices and 
mHealth apps and promote the extension of MPPs to the healthcare industry. 

The results of this study have implications for industry stakeholders. In particular, under-
standing the evolution of telehealth can help MPPs and other consumer companies position 
themselves in the industry. Furthermore, regulatory bodies can make more informed decisions 
when formulating policies regulating the use of consumer IoT devices and mHealth data in 
telehealth. Finally, researchers can use the proposed framework and research setup for ana-
lyzing the evolution of other industries. 

6.2 Limitations 

This study has some limitations that need to be noted. For example, the evolution of the mobile 
ecosystem was analyzed by taking the viewpoint of main ecosystem stakeholders that have 
acted as keystones at different evolution stages – MNOs and MPPs. Therefore, the resulting 
view on the ecosystem evolution may miss certain aspects that arise due to other ecosystem 
stakeholders. Nevertheless, due to time constraints, broadening the scope would require de-
creasing the depth of studying the chosen evolution aspects. Therefore, by focusing on the main 
stakeholders, this thesis tried to reach the tradeoff between research depth and breadth.  

For the same reason, this thesis did not consider some aspects of the ecosystem evolution 
that are relevant to MNOs and MPPs. Notably, the developments articulated at later stages of 
the thesis research process were not considered. For example, in 5G, industrial customers can 
act as micro-operators by obtaining a local mobile spectrum license from the regulator or 
MNOs (Ahokangas et al., 2018). Such a seemingly significant change in the mobile ecosystem 
was not addressed because of its recency.  

Furthermore, this study analyzed the positions of MNOs and MPPs in industrial and con-
sumer IoT domains, respectively. Although this view on the stakeholders’ focus is accurate for 
the initial stages of IoT development, in the future, both stakeholders can extend their opera-
tions to their currently uncovered IoT domains. For example, recently, one of the largest MPPs 
Apple showed its interest in industrial IoT by collaborating with GE in developing the ecosys-
tem of apps for industrial IoT that would work with iPhone and iPad (Apple, 2017). Similarly, 
consumer IoT devices directly connected to a mobile network are more and more common, 
increasing the role of MNOs in the consumer IoT domain. These evolution aspects can be con-
sidered in future research.   

Moreover, the choice of mobile health domain for studying the evolution of the mobile eco-
system toward consumer IoT imposes generalizability limitations. For example, Pub. V in-
cludes mHealth-specific assumptions on switching costs, which affect the dynamics of the 
model. Nevertheless, consumer IoT domains have many similarities, and therefore, the main 
findings of Pub. IV and V presented in Section 5.1 are relevant to other consumer IoT verticals. 
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However, with respect to them, the results in Section 5.1 may be incomplete, as they neglect 
the particularities of the domains other than mHealth. For example, unlike in mHealth, data 
platforms in the smart home domain must also support device actuation and therefore may 
require additional mechanisms for the governance of platform complementors. 

The methods and assumptions adopted in this research also impose certain limitations. For 
example, the results of the quantitative analysis in Pub. I could be limited in generalizability as 
they rely on the data from a single mobile operator. In addition, Finland is one of the most 
advanced countries in mobile IoT diffusion and mobile internet traffic volume, suggesting that 
the findings of Pub. I are possibly not representative of other developed markets. Moreover, 
the fast pace of IoT development may limit the predictive value of the analysis, as industries 
are continuously adopting new IoT applications, thereby changing usage profiles. Neverthe-
less, the results of Pub. I could serve as a benchmark for other operators, which is especially 
valuable considering the limited existing related studies.  

The value network configuration method adopted in Pub. II and VI also has some limitations. 
Although the method enables a structured way of constructing potential technical and business 
architectures of an industry for reducing uncertainty, it does not allow evaluating the proba-
bility of VNCs becoming a dominant design. Therefore, while VNCs in Pub. II and VI provide 
decision-makers with initial tools for planning, they should be complemented with other 
knowledge for making more informed decisions.  

The qualitative system dynamics method adopted in Pub. III similarly imposes some limita-
tions. Namely, qualitative models do not produce definite numerical estimates that could be 
directly used for forecasting and making, e.g., investment decisions. However, when the prob-
lem under investigation is futuristic, and no reliable quantitative input is available, as in the 
case of eSIM, qualitative scenarios help to decrease uncertainty about the future without the 
risk of producing wrong numerical outputs due to multiple assumptions. Furthermore, as Pub. 
III relied on expert interviews in constructing and testing the models, its results could be lim-
ited because some stakeholder groups, such as SIM vendors and device manufacturers, were 
underrepresented among the interviewed experts, and some others, such as MPPs, were not 
interviewed at all due to the lack of their presence in Finland. Nevertheless, this limitation was 
partially compensated by the information from web sources, which express these stakeholders’ 
viewpoint on the development of eSIM.  

In Pub. IV, the analysis of collected on the web boundary resource documentation may be 
limited in having studied only openly available documents, whereas API references and the 
terms of use of moderated platforms are only available to approved developers. Because of this, 
some platform governance mechanisms may have remained undiscovered. However, most 
mHealth data sharing platforms are open, meaning that they were included in the analysis. 
Furthermore, the results of boundary resource analysis were discussed with five experts only. 
However, the interviews in Pub. IV were conducted to refine the results and not to validate 
them. Further, the results of agent-based simulation in Pub. V are limited because the models 
relied on assumptions in the absence of real input data. However, sensitivity analysis increases 
the reliability of modeling results. Lastly, although adopted in Pub. VI multi-level quantitative 
literature analysis provided a comprehensive view on the evolution of telehealth, the reliability 
of results may be limited as the method is sensitive to the keywords selected for the document 
search. While the keywords for Pub. VI were iteratively chosen by all authors, they were not 
confirmed with industry experts, meaning that some aspects of telehealth evolution might have 
left undiscovered.  
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Finally, since the research in this thesis is future-oriented, uncertainties and ambiguities may 
limit the reliability of the results. For example, embedded SIM technology is still under devel-
opment, and no wide-scale real-world implementations of remote subscription management 
for IoT or consumer devices exist. Nevertheless, in the face of such uncertainty, future-looking 
research is particularly valuable. 

6.3 Future work 

The scope of the thesis imposed limitations on the analyzed aspects of ecosystem evolution. 
However, such unaddressed aspects can be viewed as opportunities for future research. Thus, 
taking the viewpoint of stakeholders other than MNOs and MPPs can produce additional in-
sights into the ecosystem evolution. For example, it would be interesting to study whether mo-
bile infrastructure providers like Nokia and Ericsson diversify to adjacent markets along the 
way to IoT, and how the Internet and mobile giants like Facebook and Microsoft grasp the 
opportunities provided by IoT.  

In addition, the models developed in this thesis would benefit from further elaboration. For 
example, system dynamics models from Pub. III can be quantified, and agent-based models in 
Pub. V can be improved based on the real data once it becomes available. Moreover, the re-
search on data platform governance can be extended by quantitatively studying the impact of 
the decisions identified in Pub. IV on platform generativity, control, and overall success.  

Furthermore, the analysis of the mobile IoT usage from Pub. I can be extended by using more 
granular data and adding the data from other operators’ networks for making more accurate 
inferences. However, even building on our rather high-level analysis, future studies can pro-
pose the ways of optimizing the service quality for specific industries and use cases. In addition, 
the identified traffic patterns can be used for developing new pricing models for mobile IoT. 

Finally, future research should pay closer attention to the emerging in IoT data platforms. 
While this thesis analyzed the governance of consumer IoT data platforms on the example of 
mHealth, data platforms are also likely to play a critical role in the smart city ecosystem. Lead-
ing such an ecosystem seems to be of high interest to both MNOs and MPPs. Due to the emer-
gent nature of smart cities, there are possible multiple directions for future studies. For exam-
ple, technical implementation and ownership of data platforms in smart cities remain uncer-
tain (Vijay, 2018). Therefore, future studies can propose and evaluate different models of such 
platform implementation.  
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