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Abstract 

 

The impact of Internet of Things on business, society, manufacturing, industries and sup-

ply chain is significant. Modern technologies enable us to monitor and control things in 

new ways and in real-time. In addition, connecting appliances to work together has become 

easier than before. Although, development has only begun in the world of IoT as current 

implementations cover only fraction of the smart solutions visioned by future researchers. 

Consuming data produced by sensors connected to the Internet creates an opportunity to 

implement various kinds of solutions. In general, use cases consist of same kind of software 

components. Similarity of components forms a question: Could a general concept be de-

signed and used as a basis to kickstart development of IoT application? 

 

This thesis proposes a general concept to advise IoT related software development and 

introduces a design and implementation steps of an example IoT-solution. Estimating 

business value of an IoT-solution might require piloting. Hence, agile software develop-

ment aims to reduce cost of experimenting in the field of IoT. Furthermore, utilizing a 

template might also help to organize work load on any project. We begin this thesis with 

a background study on history of IoT, protocols and standards. Applications and trends 

are also discussed. Relevant communication, authentication and database technologies are 

reviewed. Concept components are identified by conducting case study on previous imple-

mentations and resulted concept applied to structure a system architecture, which includes 

a traditional REST API endpoints and modern socket connection to support real-time 

data streaming. Example implementation is developed using Node.js to produce software 

modules and test the designed concept. 
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Esineiden internetin (eng. Internet of Things, IoT) vaikutus liike-elämään, yhteiskuntaan, 

valmistamiseen, teollisuuteen ja toimitusketjuun on merkittävä. Nykyteknologian ansiosta 

voimme seurata ja hallita asioita uudella tavalla, reaaliajassa sekä eri laitteiden yhteis-

käyttö on helpottunut huomattavasti. Olemassa olevat älykkäät ratkaisut eivät kuiten-

kaan kata kuin murto-osan tulevaisuudentutkijoiden visioimista sovelluksista, joten IoT-

ratkaisujen kehitys on vasta alkuvaiheessa. Sensorien tuottaman datan käyttö internetin 

yli luo mahdollisuuden monille eri käyttötarkoituksille. Ratkaisut koostuvat usein saman-

kaltaisista komponenteista. Tämä herättääkin kysymyksen: olisiko mahdollista suunnitella 

yleinen konsepti, jota voitaisiin käyttää alustana monille eri IoT-ratkaisuille. 

 

Tässä diplomityössä esitetään yleinen konsepti, jota voidaan käyttää IoT-ohjelmistokehi-

tyksen apuna. Työ sisältää myös esimerkki-IoT -ratkaisun suunnittelun ja toteutuksen 

vaiheet. Usein IoT-ratkaisujen luoman hyödyn ja liiketoiminnallisen arvon arviointi vaatii 

pilotointia. Pyrkimyksenä onkin ketterä ja kustannustehokas ohjelmistokehitys. Tätä voi-

daan edesauttaa valmiilla komponenteilla ja ohjelmistorungolla, jolloin resurssisuunnitte-

lukin on helpompaa. Diplomityö alkaa taustatutkimuksesta, joka kattaa IoT:n historian, 

protokollat ja standardit sekä sovellukset ja trendit. Tarkastelussa käydään läpi myös 

tähän liittyvät yleisimmät kommunikaatio-, autentikointi- ja tietokantateknologiat. Kon-

septin komponentit tunnistetaan aiempien toteutusten osalta tapaustutkimusmetodin kei-

noin. Tunnistettujen komponenttien perusteella suunnitellaan järjestelmäarkkitehtuuri, 

joka sisältää perinteisen REST-käsitteen mukaiset ohjelmistorajapinnat sekä modernin 

tavan välittää tietoa reaaliajassa. Arkkitehtuurin pohjalta kehitetyn Node.js-pohjaisen 

ohjelmiston tarkoitus on luoda uudelleenkäytettävät komponentit sekä testata suunnitel-

lun konseptin käyttöä. 
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1 Introduction 
 

When implementing concept pilots, it was noticed that many of the client cases 

constructed from similar technologies and software modules. This happens despite 

the actual use case differences. In this thesis we plan to take this finding further. 

Our research goal is to identify and classify typical components of an IoT-solution. 

This classification can then contribute to development process, improving client and 

team communication and even to automating part of the development work. Focus-

ing on reusing similar components with relatively accurate input and output defini-

tions targets on shortening the required time for development work. Research of 

concept benefits is not in scope of this thesis; however, we discuss few of them in the 

conclusions section. 
 

In the field of measuring and monitoring rapid development in technology has made 

it possible to measure greater amount of physical conditions and quantities. Sensor 

technologies have become more accurate and efficient. Combination of development 

in different technology fields has enabled more possibilities for new innovative ap-

plications. Progress happens at fast phase and the speed of change is exponential. 

Simultaneously this creates new opportunities to combine and apply solutions. New 

concepts with large business value have risen from technologies which exploit IoT. 

Automation, especially in industry, is one of the driving forces of IoT in economic 

terms. Robots and artificial intelligent is used increasingly to reduce the need for 

human workforce in simple physical and reasoning tasks. One of the world’s largest 

companies, General Electric, estimates that by saving only 1% of total expenditure 

in Europe, IoT will grow GDP by 2.8 trillion euros per year by 2030 via efficiency 

and productivity increase [1]. In Finland, according to Gartner now already 50% of 

companies utilize IoT in their products or services and only 17% of the companies 

don’t see any need for IoT-solutions. Results are based on a study made by Garner 

during a three-month survey from October 2016 to January 2017 participated by 

141 Finnish companies from different industries [2]. 

 

From technical perspective, the purpose of this thesis is to create one concept to be 

used with multiple general IoT-cases. More specifically, the objective is to produce 

a scalable multipurpose concept to gather and consume sensor data by means of 

latest connectivity and software technologies. Criteria for the technologies is a pos-

sibility to develop rapidly and lightly, without any need for acquisition of complete 

systems already in the market. Design goal is to combine components that are suited 

for a light, but scalable system architecture. One of the most important requirements 

is that the system consists of modules interconnected with common protocols and 

the modules are thereby very easily upgradable or replaceable. These system modules 

follow a general structure of a web application and have an access option for third 

parties. 
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1.1 Objectives 

 

The concept and implementation design consist of five main objectives: 

 

1. Identifying and classifying components of a typical IoT-solution. 

2. Designing an IoT concept, which can be easily applied to produce a typical 

IoT-solution. 

3. Designing a front- and backend system architecture that supports traditional 

server-client communication and real-time data streaming. 

4. Implementation of a typical IoT-solution that follows the designed IoT con-

cept. 

5. Analysis of the results of the IoT concept implementation. 

 

The thesis discusses an architecture, where communication with the backend is ac-

complished via API (Application Programmable Interface) and real-time data from 

the server is implemented by means of web socket connection to satisfy the objec-

tives. These concerned technologies are described later in the background section. 

 

Scope 
Background section examines the subject, IoT, generally and detailed inspection of 

sensors and connectivity methods is left outside of the scope. In the implementation 

described later, sensor data is considered as information gathered from devices using 

any connectivity or network to establish data transmission across the Internet. More 

detailed review is conducted on topics related to server-side communication protocols 

and data handling. 

 

Resulted concept design should consider a model for managing user and sensor data 

relations, access rights and propose a manner how to implement mapping of the 

measured data to various entities and locations. Design chapter covers the plan to 

implement both front- and backend, but implementation part includes only backend 

software development as detailed fronted implementation is not relevant enough to 

be discussed in the scope of this thesis. Frontend client application is considered as 

a web application, which can be accessed via the internet with a web browser. 
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1.2 Structure 

 

The thesis consists of 7 chapters. Chapter 2 provides relevant background infor-

mation, history, and theory, describing the topics and previous implementations 

needed to be considered throughout the concept design and planning. Chapter 3 

focuses on the components and features required to be used in the implementation. 

Chapter 4 covers the design process and the main plan, how to accomplish each part 

of the system in practice. Chapter 5 presents the implementation, the result of the 

software development. It reviews the software components produced to achieve re-

quired functionalities. In chapter 6, the solution is evaluated and analyzed via testing 

and piloting. The last chapter 7 summarizes the conclusions about the concept design 

and implementation introduced in this thesis and presents the most important find-

ings and future work. 
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2 Background 

2.1 Internet of Things 

 

Internet of Things consists of connected devices utilizing internet connection to ei-

ther send or receive data from other devices in the internet. Data can be e.g. a 

measurement or a command to execute an action. Data can be transferred from, and 

to a single node or multiple nodes. Most common use of IoT is a remote connection. 

Devices can be monitored or even controlled from any location by only connecting 

the device to the internet. Latest technologies also expand the network coverage by 

providing more wireless communication methods in addition to traditional ones al-

ready in use. New worldwide networks have been developed aside mobile networks 

solely IoT connectivity in mind to fulfill the demand. Development in technology 

has reduced the importance of physical location and geographical location has be-

come even more insignificant factor.  Wireless communication methods have also 

developed to operate more energy efficiently and that has decreased the need for 

electricity connection. Microcontrollers can already work for years battery powered, 

because of the ability to drop down the power consumption with different operating 

modes depending on usage [3]. 

 

In addition to the interest of companies and hype [4] around IoT, there’s also a 

cultural change towards technology in progress. Internet and connectivity together 

with smart devices have become greater part of people’s everyday life. The cost of 

technology has dropped and the teaching of coding earlier in schools has become 

more popular. The manufacturing of prototypes has become cheaper and often pos-

sible to even single individuals. Anyone can afford to make their own smart things 

and many people also publish about their work available to others. Development in 

3D printing makes it also possible to rapidly and efficiently test out mechanical 

solutions with only a small investment. Almost every technology hobbyist has its 

own small R&D department back home. 
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History 
The term “Internet of Things” was first used in 1999 for interconnecting physical 

devices over the internet by Kevin Ashton, a British technology pioneer who co-

founded the Auto-ID Center at the Massachusetts Institute of Technology (MIT). 

He pointed out that the problem with the Internet and data created by people is 

that people have limited time, attention, and accuracy. This makes people a bad 

instrument for capturing data about things in the real world. Ashton proposed an 

idea that computers could gather data automatically, which would enable us to track 

and count everything, and greatly reduce waste, loss, and cost. Data could be used 

to know when things needed replacing, repairing or recalling, and whether they were 

fresh or past their due-date. By presenting his vision of the Internet of Things in 

1999 at Procter & Gamble (P&G), Ashton described the direction of technology very 

well, because over the years the progress of development has made it even easier and 

more reasonable to harness machines to capture simple data automatically to create 

valuable information about the real world for companies and individuals [5]. 

 

Historically transformative technologies have revolutionized industry as combina-

tions of existing and emerging technologies have formed a way to create new business 

innovations.  IoT-enabled industry has been given a name, industry 4.0, because 

many old limitations have been overcome and new ways to implement more effective 

processes with sensors and automation have changed industry completely. One could 

argue, that IoT has been developed in small scale by industries for a long time, 

before it received attention from wider audience. The biggest impact, though, on 

how to create business value, is perhaps yet to come. Authors believe that connected 

products and services will change the value chain and transform traditional transac-

tion-based businesses to life-cycle management. It will be crucial for businesses to 

design ecosystems to capture events, that occur during the life cycle, because these 

events will have value to the manufacturer, service provider, user or to other parties 

[7, p.1]. 
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Applications 
The application scenarios are almost unlimited. Ericsson predicts that in year 2020 

50 billion devices are connected over the internet. Luckily for IoT, networks have 

been already updated to scale to meet the demand as increasingly large numbers of 

devices are being connected to the Internet. The communication is enabled by IPv6 

and lightweight communication protocols like MQTT described later in the thesis. 

The hype around IoT is huge and it almost seems that every day a new IoT enabled 

customer product is released. The impact on the economy is undoubtedly great and 

products are being announced for wide variety of market areas. The most searched 

IoT related feature is “smart home” [6]. People spend a lot of time at home, and it’s 

the most important place. Another place almost as important to us is our work 

place. These physical places are close to us and a huge part of our lives. This prob-

ably explains the fact that we can see and desire new usage possibilities for new 

technologies in living. We hope to spend free time as much as possible. One way of 

giving us more time is to save time by automating things in our homes. 

 

People look more closely on qualities in living and companies have started to offer 

consumer products to track e.g. indoor climate. Data helps to review things that 

affect our health and wellbeing. Common products measure indoor temperature, hu-

midity, air pressure, CO2-level, noise, and light. Companies also compete for em-

ployees and to stand out in a crowd, it’s becoming increasingly popular to provide 

different services and proofs of a healthy workplace. Here is when smart office solu-

tions come in to the picture. Recommendations for office environment can be shown 

met. Environment can be proven to be healthy, but also enabled to be adjusted to 

fit the users’ needs or preferences. 

 

Eventually IoT will become a part of many business and the change will affect on 

the value proposition as companies transform to offer more than just products, but 

also services a side. The pressure on the price will ease, because it will not be the 

only thing customers will be looking at. Ecosystem thinking is rising in the field and 

customers increasingly choose e.g. products that allow third party access to the data 

generated by the product. This way users themselves can extend utilizing possibili-

ties of the product and even help the businesses in form of crowdsourcing [7 p.18]. 
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Trends and Characteristics 
In the past decades the amount of data that can be collected hasn’t been so high as 

it is nowadays and making data driven decisions hasn’t been that easy. There has 

been more room for guessing, but starting from 1970, the trend has been to shift 

businesses more data-oriented. Internet has been probably the most significant game 

changer [8]. Different hype cycles go through technology industries for time to time. 

Only a couple of years back, it was Big Data. Now attention has shifted to IoT. 

Hype cycles create always skepticism about the actual impact and influence [9]. 

Although, many believe, that IoT is a phenomenon rather than just a hype and it 

will not just change businesses, but also how we work. “If you went to bed last night 

as an industrial company, you're going to wake up today as a software and analytics 

company”, says Jeff Immelt, Chairman and CEO of GE [7 p.19]. Perhaps this phe-

nomenon continues the social transformation of humankind, the mobile phone in-

dustry once began and connecting things will become as common as connecting peo-

ple. 

 

Currently many companies want to make their products smart and the most com-

mon way of achieving this is to enable remote control over internet. In my opinion 

this is only the first step to make things smart. The user interface is just extended 

to reach the user when the user is not physically near the device. To create something 

truly smart, I think there should be automation based on the gathered data, so that 

there’s actions triggered by it. Of course, remote control and connectivity is the way 

to make this possible and we can see a gradual development, which brings increas-

ingly devices to the market to be used in sense of smart IoT. The fact is that interest 

towards IoT is enormous. Google trends shows how often a search-term is entered 

relative to the total search-volume. Below we can see the popularity of a term IoT 

in the whole world. A value of 100 is the peak popularity for the term. 

 

 

 

 
Figure 2-1 Search-term statistics by Google trends 

 

0 1 2 1 1 2 4 6 7
14

42

77 77 79

0

25

50

75

100

2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018

IoT - Interest over time



  16

   

Frameworks 
Creating data to cloud is easy but handling all the devices and data can be expensive. 

All the protocols and technologies might form a jungle, where integrating different 

systems together requires a lot of work. Most common problems that occur are re-

lated to connectivity, latency, and security issues. To ease the job, quite many frame-

works exist to make it easier to get started with IoT. These frameworks complement 

cloud platforms, analytics components, micro-services, APIs, and functionalities as 

part of a hybrid integration architecture. However, single framework usually serves 

a quite narrow range of purposes, and there’s no standard to fulfill all IoT needs. 

So, before jumping into a specific framework, it’s essential to assess the need and 

requirements with a necessary level of accuracy. For example, low latency require-

ment narrows down most of the frameworks. Controlling devices real-time requires 

a very different system compared to storing building or weather data. The benefit 

of many frameworks is that they are open source and work well with other IoT-

standards.  

 

Almost every commercial framework notes that it’s built on standards, but some-

times it only means that the communication stack uses TCP/IP and MQTT. Higher-

level software tends to be non-standard with a purpose to put up some walls for the 

customer that the usage of IoT components would stay within the framework. Com-

pletely closed system would drive away clients, so the most common way is to favor 

own components with larger quantity of tuning possibilities, including plug-n-play 

feature, but also enable third party integrating through remote procedure call (RPC) 

or representational state transfer (REST) interfaces [10]. 

 

Design 
In IoT, design can be divided to facets based on their visibility to user. The most 

visible and tangible elements are user interface and industrial design. The least vis-

ible facets include service, productization and platform design. Below we present the 

mentioned facets [11, p.117]: 

 

 
Figure 2-2 Facets of design in IoT 
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IoT is a field where physical objects have their virtual versions, also known as digital 

twins. This means that also interaction mode can move from physical to digital. 

Challenges may arise in user interface design as these two worlds collide. Oddly 

enough, when it comes to project planning, agile design methods utilize physical 

boards familiar from Kanban instead of virtual representations. Sticky notes and 

easily movable magnets offer tangibility unreplicable by digital means. More senses, 

especially touch, can be utilized to interact. This suggests that virtual equivalents 

might not be automatically better in sense of usability and this should be considered 

while designing IoT related products and services. Bad UI design can ruin even the 

most innovative service design and vice versa [12, p.2]. 

 

On the least visible end of the design we have platform design, which is in the focus 

of this thesis. This layer includes data models and mechanisms to offer data to UIs 

and enable interconnection with other systems, devices and services. Decisions made 

during the design may not directly have an impact on the user experience but define 

the bounds for the UI. Ability to meet user needs with features is critical [11, p.35]. 

 

Standards 
Open source technologies and standards create a land of endless possibilities. Tools 

to create complex IoT system architectures are available to everyone. OSI model 

and all the technologies on top of it, create a staggering framework to get started. 

Many protocols for IoT have been developed by IETF, IEEE, ITU, and other organ-

izations. These protocols cover communication, routing, network and session layers 

of the networking stack. One by one, standards drop off tasks from developers’ desk 

and let the developer to focus more on the logic rather than to some specific, but 

common technical problem. 
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2.2 Protocols 

 

Internet works on top of TCP/IP, but it’s not the perfect fit for all scenarios. Mix-

tures of different protocols are used for communicating in the layers of the IoT 

ecosystem to meet the requirements of different use cases. We could try to present 

IoT protocols in a common architecture model known as the OSI model, but this 

would not give a very good overview. To provide level of organization, IoT related 

protocols are can be broken into the following layers [13, p.192]: 

 

• Infrastructure 

• Identification 

• Communication and transport 

• Discovery 

• Data Protocols 

 

 

Infrastructure 
Network infrastructure interconnects all devices and allows internal communication, 

external communication, or both. It consists of networking hardware, software, and 

services, which are responsible for connecting devices and routing packets and en-

suring connectivity is seamless. Infrastructure-based protocols are categorized based 

on the size and geographical area it covers. Most common types are wide-, local- and 

personal area networks. Wide area networks are not always available, or full control 

over the network is required, so smaller and more local networks are used to cover 

sensor devices. We can summarize that infrastructure is responsible for connecting 

devices and routing data packets. Corresponding protocols are IPv4/IPv6, 6LoW-

PAN and RPL [13, p. 193]. 

 

Internet Protocol v4 is the dominant protocol and it’s used to establish the internet. 

Next version IPv6 has been under deployment since the mid-2000s and will replace 

IPv4 with improvements like 128bit address size to overcome the limitations of the 

previous 32bit size. Currently, in 2018, the adoption percent is 20%, but is growing 

as old network hardware becomes outdated. IPv6 over Low power Wireless Personal 

Area Networks is designed for low-power devices with limited processing capabilities. 

Base specification was published in 2007. The most valuable features for IoT sensors 

are mesh routing and neighbor discovery. To connect sensors to the internet a border 

router is needed to forward the traffic [13, p. 193]. In figure 2-3, we have a user 

interface of 6Lowpan border router running on Linux showing connected sensors 

with IPv6 addresses. 
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Figure 2-3 CETIC 6LBR border router configuration UI 

 

 

Routing Protocol for Low Power and Lossy Networks, shortened RPL, is an effective 

solution, defined in RFC 6550, to routing issues faced with 6LoWPAN caused by 

low-power and lossy radio-links, battery supplied nodes, multi-hop mesh topologies, 

and frequently altering network topologies due to mobility [7, p. 64]. 
 

 

Identification 
Collecting data from massive number of sensors can be challenging and the im-

portance of properly functioning identification layer is essential and critical. It must 

provide automatic and unique method of object identification. The most common 

methods are EPC, ucode, MAC, IPv6 ID and URIs [13, p. 193]. 

 

Electronic Product Code is an internationally used product code which is stored to 

a RFID tag on a physical object. It’s a unique 64- or 96-bit identifier divided into 

blocks having different meaning. EPC is mostly used in logistic chains to enable 

instant object recognition and tracking along different operators connected to 

EPCglobal Network. Physical Markup Language (PML) is used to define information 

to the objects in the network. Another similar, but application and technology ag-

nostic identification method is ucode system, which uses 128-bit codes for unique 

naming of IoT devices. The adequacy of 128bits is prevented with an ability to add 

chunks of code the same size. IDs are resolved via ucode servers which share simi-

larities with Internet DNS servers as the resolution mechanism is three tiered and 

divided into root-, top- and second-level servers [13, p. 193]. 
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Traditional identification method with networked devices is to use MAC addresses 

assigned to network adapters as in the data link level of OSI model. Although, as 

this method is designed to identify devices within the same local network, the unique-

ness of the MAC address worldwide is not guaranteed. This must be acknowledged 

as usage is considered and respected e.g. by providing virtual grouping of the devices 

to avoid conflicts. URI, Uniform Resource Identifier, is the de facto naming scheme 

to identify the name of a web resource. It’s translated by a DNS from the hosts IP 

address and it suits for a hierarchy of certificate authorities but doesn’t necessarily 

have the best fit for IoT scenarios as it relies on the access to DNS service through 

internet. IPv6 address is also an alternative solution as its already used in 6LoWPAN 

and contains the devices MAC [14, p.255]. 

 
 

Communication and Transport Layer 
Connecting and transmitting data from one device to another device successfully is 

accomplished in the transport layer. It’s responsible for connection, reliability, flow 

control, congestion avoidance and multiplexing. We discuss the related communica-

tion standards using categories as follows:  

 

• Short-range wireless 

• Low-power wide-area 

• Mobile communication systems 

 

Short-range wireless protocols refer to communication networks at level WPAN 

(Wireless Personal Area Network) and WLAN (Wireless Local Area Network), 

which are meant for connecting clients to a local network. We will discuss the most 

popular ones next. 

 

Bluetooth has been recognized as a convenient protocol to transfer sensor data from 

small devices in short range. It provides wireless communication over 2.4GHz spec-

trum in the ISM band using an industry standard that was initially used to share 

files between mobile phones. Support for IoT use cases has been considered by BLE 

(Bluetooth Low Energy). ANT, mainly utilized in sports, is a similar ISM band 

wireless communication protocol that can be configurated to sleep long periods of 

time. It adapts especially to very crowded environments by using its frequency agility 

to hop to alternative channels. Conceptually, ANT is very similar to BLE, but in-

tended primarily for sensor usage [13, p.195]. 
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Z-Wave is designed primarily for home automation. It provides reliable, low-latency 

transmission for small data and operates at 868.42 MHz in Europe, at 908.42 MHz 

in the North America and uses other frequencies in other countries depending on 

regulations. Devices are manufactured by companies in the Z-Wave Alliance, which 

has over 450 members. ZigBee intends by specification to be a simpler and less 

expensive alternative to accomplish a wireless personal area network required by e.g. 

a home automation system. It supports networks with a star, tree and mesh topol-

ogy. Radio frequency usage focuses on the 2.4GHz ISM band, but non-commercial 

devices utilize also lower frequencies allowed by specific regions [15, p.10]. 

 

WirelessHART, a wireless sensor networking technology, was introduced in 2007. 

It’s a multi-vendor standard based on the Highway Addressable Remote Transducer 

Protocol, open protocol for industrial automation. It uses license-free 2.4 GHz band 

like WLAN, Bluetooth and ZigBee. Its strength is a flat mesh network where every 

device operates as a signal source and a repeater simultaneously and alternative 

routes for messages are set up in case of broken links [16]. 

 

 

Table 2.1 Comparison of short-range wireless communication protocols 

 ANT Bluetooth BLE Z-Wave ZigBee Wireless-

HART 

Stand-

ardisa-

tion 

Proprie-

tary 

Standard Standard Proprie-

tary 

Standard Proprie-

tary 

Topolo-

gies 

Point-to-

point, 

star, tree, 

mesh 

Point-to-

point, 

scatternet 

Point-to-

point, 

star, mesh 

Mesh Mesh Mesh 

Range 30m 1-100m 10-600m 10-100m 10-100m 225m 

M ax. 

data rate 

12.8-60 

kbit/s 

3 Mbit/s 2 Mbit/s 100kbit/s 250 kbit/s 250 kbit/s 

Freq. 2.4 GHz 

(784/868/

915 MHz) 

2.4 - 2.485 

GHz 

2.4 - 2.485 

GHz 

868.42/90

8.42 MHz 

2.4 GHz 

(784/868/

915 MHz) 

2.4 GHz 

M ax. 

nodes 

65533 200+ unlimited 232 65536 100(?) 

Security AES-128 

and 64-bit 

key 

56-128 bit 

key 

AES-128 AES-128 AES-128 AES-128 

M odula-

tion 

GFSK GFSK GFSK FSK OQPSK OQPSK 
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NFC is used for contactless close-range, typically 10 cm or less, data exchange. It 

employs electromagnetic induction between two loop antennas. Devices can also read 

and write to passive NFC tags, which are as small as 8.3 mm square with 0.7mm 

thickness with an antenna. Establishing a low-speed connection is simple and it can 

be used to bootstrap more capable wireless connections. [17, p.465] 

 

LPWA (low-power wide-area) technology is a term, which begun gaining popularity 

in 2013 as demand for networks suitable for IoT was growing. These networks are 

designed to connect especially devices rather than users as data rate ranges from 

0.3kbit/s to 50kbit/s. Long range provides means to deploy sensor networks without 

the need for installing gateways. 

 

SigFox offers simple connection with low cost. Communication is accomplished via 

small messages delivered by a network maintained by SigFox itself or its network 

operator partners. Message count per day is limited to 140. It is one of the first world 

wide IoT-networks and has gained popularity through low end device and subscrip-

tion prices. LoRa, on the other hand, is not driven by any specific company as its’ 

specification is open. Committee controls the development and any company can 

join the LoRa Alliance. Specification defines physical layer parameters to perform 

device-to-infrastructure communication. It supports bi-directional communication, 

localization without the need of GPS and multicast to distribute firmware upgrades 

or mass messages [18, p.276-277] 

 

Existing cellular networks can also provide a network for sensors. Most recent stand-

ards offer also communication designed solely for IoT-purposes. Operators have in-

cluded these standards as an alternative for traditional mobile networks to connect 

devices with more reasonable cost. High consumption of cellular technology by phone 

industries lowers the component prices so, that also production of mobile technology 

enabled IoT-devices makes sense [17, p.70]. GSM connectivity is available for wide 

range of microcontroller platforms and system-on-chip systems, which utilize soft-

ware SIMs. 3G and 4G hardware modules offer usually also support for SPI, I2C or 

USB. GSM modules may draw high peak currents while in active transfer. While 

higher power consumption may rule out industrial usage, consumer markets on the 

other hand don’t have same requirements. GSM, GPRS and SMS technologies suite 

well for products targeted for individuals since marketing and sales can be handled 

quite effortlessly along with the existing mobile phone sector [18, p.285]. 
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NB-IoT is message-based standard with a payload and response. It has been devel-

oped by 3GPP. It uses a subset of LTE standard but limits the bandwidth to a 

single narrow-band of 200kHz. In 2016, 3GPP released also a stripped-down version 

of LTE, introduced as LTE-M. Main advantage is higher power efficiency as ex-

pected. It has a slightly higher data rate than NB-IoT, it can be utilized within the 

existing LTE 4G network and it supports TCP/IP-based communications. To cover 

also older 2G networks 3GPP is going to release EC-GSM-IoT technology, which is 

designed to operate in eGPRS networks. It is expected to be released in 2019. [19, 

p.4, 16] 

 

DASH7 represents an open source network protocol stack, which operates in the 

unlicensed Sub-GHz ISM band. It focuses on supporting moving objects, localization 

and built-in query capabilities. On the following table we present a comparison on 

the previously discussed standards [17, p.473]. 

 

 

Table 2.2 Comparison of LPWA and mobile communication systems 

 LoRa SigFox NB-IoT LTE-MTC EC-GSM-

IoT 

DASH7 

Roaming Yes Yes Yes Yes Yes Yes 

Topolo-

gies 

Star on 

Star 

Star Star Star Star Node-to-

node, Star, 

Tree 

Range 

(urban, 

rural) 

2-5km, 

15km 

3-10km, 

30-50km 

2.5-5km 2.5-5km 2.5-5km 0-5km 

M ax. 

data rate 

900bit/s 100 bit/s 

(140 

mes-

sages/8byt

e/day) 

250 kbit/s 1 Mbit/s 240 kbit/s 167 kbit/s 

Freq. 433/868/7

80/915 

MHz ISM 

868/902 

MHz ISM 

Cellular Cellular Cellular 433/868/9

15 MHz 

ISM/SRD 

M odula-

tion 

CSS DBPSK 

and GFSK 

QPSK QPSK and 

16QAM 

QPSK GFSK 

Private 

networks 

Yes No Yes No No Yes 
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Discovery 
The layer that differentiates an IoT network from a typical internet network is the 

service discovery or service management layer. Devices are designed to connect to 

nearby hosts providing IoT services or applications. There are so called zero-config-

uration networking technologies that allow devices to automatically discover each 

other without any configuration. 

 

In contrast to traditional DNS (Domain Name System), used in host name resolving 

in the Internet by name servers, Multicast DNS, shortened mDNS, works in networks 

that do not include local name servers. Anyone can claim a domain name, when a 

query of the ownership is multicasted in the network. Nodes hold a cache, in which 

they store claims acquired from multicasts. Other option is DNS Service Discovery 

(DNS-SD), that allows only certain list of domains to be discoverable in a local 

network. Clients don’t have to know who to ask, but only what to ask. No changes 

are required on the resolver the clients are using [24]. 

 

Physical Web is a Bluetooth Low Energy based technology that brings physical 

objects discoverable to mobile devices. It is used to create a link between an object 

and a resource founded on the internet. Interaction is initiated with an URL broad-

casted by a BLE beacon or another Bluetooth enabled device, computer or mobile 

phone. Although, because of Bluetooth packet size limitation, the maximum URL 

length is 17 characters [19, p.135]. 

 

Data Protocols 
To connect devices across the internet, it makes sense to reuse web technologies that 

serve already traditional web applications and convert them to accomplish an IoT 

system. To gather data and let users access it, we must look for technologies that 

fulfill the requirements. Apart from connecting different networks together, web ap-

plications have quite similar requirements as IoT. Most internet services communi-

cate with each other’s in real-time to create content from different sources for a 

single user. E.g. API’s enable servers to request and send data with a simplified 

URI-based addressing scheme. Making the devices act as servers and clients of the 

web, development becomes easier and more seamless. Successful data transmission 

is ensured by IoT data protocols. Next, we consider these in more detail. 
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HTTP 
The Hypertext Transfer Protocol (HTTP) is an application layer protocol that acts 

as a client-server style request–response protocol. Basic example of the protocol is 

where a client acts as a web browser and a pc hosting the web site as a server. The 

first method of the protocol was in fact, GET request, which is used to request 

resource, e.g. a web page, from a server. This took place in 1989 when Tim Berners-

Lee proposed the "WorldWideWeb", an internet-based hypertext concept. The soft-

ware for the browser and server was written in 1990 including Hypertext Markup 

Language (HTML), which is used to interpret and compose content into visual or 

audible web pages. As the name suggests, HTTP was designed to transfer HTML 

files. Version V0.9 was documented in 1991 [25, p.28-30, 45]. 

 

In 1994 IETF published Berners-Lee's Request for Comments (RFC) 1630, which 

introduced specific identifiers as a representation of a resource. Resources are iden-

tified and located by Uniform Resource Locators (URLs), which use Uniform Re-

source Identifiers (URI's). URL is an URI which points to a resource over a network 

[23]. Next development step was taken in 1995 as initiative was made by Dave Rag-

gett leading HTTP Working Group (HTTP WG) to expand the protocol with ex-

tended methods, negotiation, meta information and security. Requirement for more 

functionality than simple retrieval of data was acknowledged, and methods POST 

and HEAD were designed. Officially HTTP V1.0 was introduced and recognized as 

RFC 1945 was published in 1996 [26]. 

 

More generic syntax was first defined in RFC 2396 and published in 1998. As origi-

nally introduced, two types of URI’s are used, absolute URI’s and relative URI 

references. To resolve a URI reference, base URI is needed for a merge as the refer-

ence is converted to an absolute URI. URL can also contain optional fragment iden-

tifiers, which are used by markup languages to show different content. Query part 

is used to offer server key-value pairs to filter the content it places in the response 

[27]. 

 
 
  hierarchical part 

        ┌───────────────────┴─────────────────────┐ 

                    authority               path 

        ┌───────────────┴───────────────┐┌───┴────┐ 

  abc://username:password@example.com:123/path/data?key=value&key2=value2#fragid1 

  └┬┘   └───────┬───────┘ └────┬────┘ └┬┘           └─────────┬─────────┘ └──┬──┘ 

scheme  user information     host     port                  query         fragment 

 

 

 

  urn:example:mammal:monotreme:echidna 

  └┬┘ └──────────────┬───────────────┘ 

scheme              path 

 

 

Figure 2-4 URI Schema 
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Before the millennium, in 1999, improved and updated HTTP/1.1 standard was 

released under RFC 2616.  Multiple new methods were introduced, including PUT 

and DELETE. Status code categories received also more accurate predefined defini-

tions and descriptions of which method(s) each of them can follow [28]. 

 

REST 
To accomplish more interactive communication between a client and a server Rep-

resentational state transfer (REST) was introduced in 2000 by Roy Fielding in his 

doctoral dissertation "Architectural Styles and the Design of Network-based Soft-

ware Architectures". Idea behind REST is to use URI’s to identify a resource and a 

HTTP method to perform an operation on that selected resource. This operation is 

also referred as a state transition and the resulting resource sent in the response is 

the next state of the application [29]. 

 

Table 2.3 HTTPS methods 

URL 
https://www.ex.com/api/ 

resources 
https://www.ex.com/api/resources/{id} 

GET List the URIs 
Retrieve a representation of the addressed 

member of the collection 

PUT 
Replace the entire collection 

with another collection 

Replace the addressed member of the collec-

tion 

PATCH  Not generally used 
Update the addressed member of the collec-

tion 

POST 
Create a new entry in the col-

lection 
Not generally used 

DELETE Delete the entire collection Delete the addressed member of the collection 

 

APIs 
Application Programming Interface (API) is a set of clearly defined methods of com-

munication meant to optimize the exchange of messages between software compo-

nents rather than a user agent like web browser. An API focuses on using content 

types suited for exchanging only data and doesn’t provide markup information for 

visual interpretation. API’s are also commonly used to encourage other parties to 

develop more applications and design use cases for the resources provided by the 

API operator. API can also work as a channel to sell data or access to data by 

different monetization models. It’s the most common way for technology companies 

to integrate with each other. API release policy is usually either private, partner or 

public. Private is only for internal use. Partner model is used when a company wants 

to grant access for only approved business partners and control the apps using the 

API. Public policy means that the company wishes as many users as possible to use 

their API. It’s often used to support and promote the usage of the company’s prod-

ucts [7 p.17]. 
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HATEOAS 
To achieve communication with a web application and to be able make requests, we 

must know beforehand what actions are supported. Hypermedia as the Engine of 

Application State (HATEOAS) is a practice to build an interface that can be used 

by a client that doesn’t have any knowledge in advance how to interact with the 

interface. It’s a constraint of the REST application architecture, which allows infor-

mation about possible actions to the client dynamically and entirely through hyper-

media. Only fixed entry URL in needed for the client to begin the communication. 

After every request, follow-up links are presented to the client. Advantage over doc-

umented API’s is that HATEOAS enables the server functionality to evolve inde-

pendently, without the need to report changes to the clients. HATEOAS originated 

from the concept of uniform interface feature defined by Roy Fielding in his doctoral 

dissertation [29]. 

 

WebSocket 
Often in real-time web applications, when similar requests with only few changes are 

made densely, the purpose of overhead decreases. In this case HTTP protocol be-

comes less attractive, but also inefficient option for a requirement to exchange small 

messages frequently. To design and compose a way to handle data as streams of 

messages on top of TCP, discussions led by Michael Carter in 2008 resulted in the 

first version of WebSocket. Protocol that provides means to create full-duplex com-

munication channels over a single TCP connection. As communications protocol, it 

was standardized by the IETF as RFC 6455 in 2011 WebSocket enables server and 

client to communicate through an interactive communication session. Messages can 

be sent to a server and event-driven responses received from the server without 

having to poll for a reply [30]. 

 

CoAP 
REST model has also been minimized for small devices. CoAP, Constrained Appli-

cation Protocol, is very similar to HTTP. It utilizes GET, PUT, POST and DELETE 

methods like a traditional Web API, but it is designed to use minimal resources and 

supports UDP and SMS as transmission protocols. Minimized message overhead and 

reduced fragmentation is achieved with a 4-byte fixed header and a compact encod-

ing. It is often used with 6LoWPAN as the entire message fits within a single data-

gram. It was approved as a standard in 2013 and published in RFC 7252 year later 

[7, p.56]. 
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MQTT 
MQTT (Message Queuing Telemetry Transport) is a publish-subscribe-based light-

weight messaging protocol for use on top of the TCP/IP protocol. It was developed 

in 1999 by Dr. Andy Standford-Clark of IBM and Arlen Nipper of Arcom (currently 

Eurotech) for low-bandwidth and high-latency data links used in the oil and gas 

industry. The central communication point is the MQTT broker, it is in charge of 

handling delivery of all messages between the senders and the corresponding receiv-

ers. Every message published to the broker includes a topic. This tag-a-like infor-

mation is used as an ID to subscribe for the specific source [7, p.54]. 

 

AMQP 
Another popular broker-based messaging protocol is Advanced Message Queuing 

Protocol (AMQP). Most important features include queuing, message orientation, 

routing, privacy, and security. Message payload is treated as an opaque byte array 

and it is not inspected or modified by the broker. The protocol was originally de-

signed for financial institutes as it can be used in business messaging to connect 

legacy banking systems to cloud. It was published in 2014 as an open standard in 

ISO/IEC 19464 [7, p.55]. 
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2.3 Data Handling 

 

Using HTTP, we can transfer also other than HTML files e.g. Extensible Markup 

Language (XML) files or JavaScript Object Notations (JSONs), which are the most 

common formats used to interchange data. XML was created in 1996 by the W3C 

and was the only choice for data-interchange for a while. It follows the HTML’s tag 

structure to achieve both human- and machine-readability. Major difference is that 

XML is extensible, which means users can create new tags and define meanings for 

them. Hundreds of document and configuration formats use XML syntax. While it 

has been used also as a data-interchange language for web applications, it has be-

come clearer over time that it doesn’t suit as well as it should for the purpose. Its 

complexity and data model do not get along with modern programming languages, 

because it doesn’t perform and work well enough as a data format. Program has too 

loop through it before it can extract any values. JSON has become more popular 

choice, because of the support it has over XML. It is a ready-to-use JavaScript object 

and parsing is simple and fast. XML is document-oriented and JSON data-oriented. 

Examples of both syntaxes in Figure 2-5 [31]. 

 

 
XM L 

<Person> 

  <ID>1</ID> 

  <Name>John Snow</Name> 

  <Email>john.snow@winterfell.com</Email> 

</Person> 

JSON 

{ 

  “ID”: “1”, 

  “Name”: “John Snow”, 

  “Email”: “john.snow@winterfell.com”, 

} 

Figure 2-5 XML and JSON representations of same resource 

 

 

JSON 
As a concept JSON was defined by Douglas Crockford in 2002. It had been used 

before as a technology, but Crockford specified it under the abbreviation known as 

JSON. XML’s data structure is a tree, but with JSON it is a map. JSON syntax has 

two structure types: a name/value pair and an array. Pairs of names and values are 

called object properties. Value can be a string, number, object, array, boolean or 

null of which object and array are structured types. Object starts and ends with a 

curly bracket, array on the other hand with a square bracket. Seperator for a name 

is a colon and for a value it is a comma. So, a valid JSON object knows three basic 

types, described in the following figure [32]. 
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Figure 2-6 JSON grammar 

 

Popularity of JSON is based on the simplicity of converting JSON to a string and 

vice versa. Modern coding languages have also various built-in methods to process 

objects to ease the handling of data [33, p.1]. 

 
{ 

   "name": "value", 

   "array": [ 

      { 

         "string": "value", 

         "number": 0, 

         "boolean": true 

      }, 

      { 

         "string": "value", 

         "number": 1, 

         "boolean": false 

      } 

   ] 

} 

Figure 2-7 Example JSON data 

 

Prototype-based programming language JavaScript is based heavily on the usage of 

objects, which contain values, but can also contain functions. These objects can be 

presented in JSON format. Converting an object to readable format is called stringi-

fying and the vice versa parsing. Usually it isn’t necessary to transfer functions along 

with the data, so all objects with type function will be ignored [33, p.3]. 
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JavaScript offers numerous ways to access the data. Assigning or reading is done by 

dot or bracket notation. Sometimes objects are called associative arrays, because 

objects are in a sense arrays with values that have named indexes. Values are acces-

sible with the respective key name but looking for values can also be achieved by 

looping through the object. Methods to find, manipulate, compare, and operate ob-

jects are built-in to JavaScript. Functions within object can also refer to values 

inside the object itself with ‘this’ notation. 

 
var person = {}; 

person.hobbies = []; 

 

// Dot and bracket notations 

person.name = 'John'; 

person['name'] = 'John'; 

person.hobbies[0] = 'reading'; 

 

// Function 

person.greeting = function() { 

   alert('Hello! My name is ' + this.name + '.'); 

} 

Figure 2-7 Assigning object values 

 

CRUD 
When using persistent storage with a user interface we come across with an acronym 

CRUD.  It is used to describe the four basic functions that are needed to interact 

with a database. It stands for create, read, update, and delete, which are so funda-

mental that a software is not considered complete, if it doesn’t have at least these 

four operations. The term has been used since James Martin made it popular in his 

book Managing the Database Environment in 1983. As web page design took a leap 

forward and evolved to incorporate more dynamic content, the Web 2.0 era began. 

Interactive web applications that support user-generated content, started to rise, 

and utilize the internet in a new way. Earlier Web 1.0 pages had served static pages 

and content for users, which acted mainly as consumers for the content. Netscape 

was the standard bearer, but as we moved to Web 2.0, Google stepped into the 

bearers’ boots. Google focused on the content rather than the software, and it turned 

out to be a better approach in business view. Google chose to climb up the stack, 

because a browser was already a standard and websites had more potential and 

possibilities without the limitations of the old software industry. Platform independ-

ency, continuous improvement and user-generated content were the keys for success. 

The Evolution in the web page design lead CRUD operations to be brought into use 

to create dynamic websites. To execute a database operation designer has many 

options. Most popular way is to create a set of stored procedures for each operation. 

This way it can be implemented with various database types like object database, 

XML database, text files, tape, or card [34]. 
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Databases 
Application data needs a component to manage and organize stored data, because 

data retrieval speed is critical for multiple simultaneous connections from users using 

an application. Many client requests target on getting data from one central storage, 

that stores the data, but also keeps record of the links between documents. Difference 

between file and database storage is that instead of the need to find and download 

a specific data file, documents must be found and downloaded based on content or 

relationship to other documents. The number of documents is huge, but the amount 

of information per document is low and format predefined based on document type. 

Instead of finding one file, application must find a group of documents that fulfill 

certain criteria that concerns the document content. Organized data is the key to 

fast queries. However, this means that the data must be defined with a certain 

accuracy specified by the database system. Standard method is to divide data into 

separate collections and define a document schema for each collection. 

 

SQL 
Structured Query Language is a standardized query language developed in the early 

1970s by IBM, which is used to retrieve or manipulate data stored in a relational 

database. It was elected for standardization and both the American ANSI and the 

international ISO participated in the process. First release of the standard was in-

troduced in 1986 and it has been updated since, last in 2016 [35]. 

 

Data is stored as rows into different tables and queried with statements composed 

from language elements, English words, described in SQL syntax. Although, SQL is 

only a declarative programming language and not an imperative programming lan-

guage like C. Therefore, in software development an extension must be used. Now-

adays the most popular implementation that offers procedural programming lan-

guage functionalities is an open-source MySQL. First version was released in 1995 

by a Swedish company, MySQL AB. It is a central component of the LAMP (Linux, 

Apache, MySQL, Perl/PHP/Python) open-source web application software stack 

that has been used since PHP (Hypertext Preprocessor) sparked the evolution of 

open-source technologies for dynamically coded front-ends running on database 

driven back-ends [36]. 

 

NoSQL 
Alternatives for tabular relations used in relational databases are called non-rela-

tional or non-SQL mechanisms. Development began already in the late 1960s, but 

greater use didn’t begin until the early twenty-first century as big data and real-

time web application developers, Web 2.0 companies, were seeking more flexible 

databases to fit their needs. 
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MongoDB offers schema-less architecture as a specific schema per collection is not 

required. Schemas can vary even inside a single collection. Every document is stored 

in a JSON-structured format and querying the data is easy. Embedded documents 

reduce the number of queries as referenced documents are not needed to be queried 

separately. Even with a multiple collection data model, references can be populated 

with the corresponding documents via a built-in feature, which returns a document 

including resolved references with a single database query. Below we have an exam-

ple of a same data model with both relational and non-relational database structure. 

We can see that the JSON-structure is both understandable and simple to use. In-

dexing can be also used to improve performance for specific recurring querying op-

tions. MongoDB is an open source program and free to use for everyone. Compared 

to other NoSQL solutions, MongoDB has an edge, because of its high performance 

and rich features [37]. 

 

 

 

 
Figure 2-8 Comparison with same data model 
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2.4 Authentication 

 

Process of verifying that user is who it claims to be, is called authentication. In the 

context of web applications user commonly submits a unique username or other ID 

and one or more pieces of private information that only the user in question should 

know to pass authentication procedure and access resources. Usernames can be as-

signed by the application and secret or user-defined public data, though assigned 

usernames give higher security. Required password strength also affects the security 

level, which is often noticed as a validation process makes sure that the end user has 

chosen a strong password. To keep the passwords secret web application should also 

perform the data exchange with TLS or other strong transport and in the server-

side passwords should be stored encrypted. Authentication is handled between the 

client and the resource as described in the following figure. 

 

 

 
 

Figure 2-9 Role of authentication 

 

HTTPS 
Concern over Internet security in the web 1.0 era received a response from Netscape 

in 1994 as SSL (Secure Sockets Layer) protocol was adopted by their web browser 

Navigator [25, p.97]. It was designed to be implemented with any protocol on top of 

TCP to provide better communication privacy. Netscape took advantage of encryp-

tion scheme AES (Advanced Encryption Standard), which was considered more se-

cure than more commonly used DES (Data Encryption Standard). SSL 1.0 was never 

publicly released, because it had too many serious security flaws and the first version 

published in 1995 was SSL 2.0, which still suffered from similar issues. Netscape 

joined forces with the IETF and SSL 3.0, a complete redesign of the protocol, was 

published in 1996 [38, p.5-6]. 

 

In the same time as REST was on its way in 1999, IETF had taken control of the 

SSL standardization and released its own version of SSL, changing the name to TLS 

(Transport Layer Security) [40]. Shortly after the release, it was standardized to be 

used with HTTP in RFC 2818, because applications were exchanging sensitive data 

across the Internet and a great threat for eavesdropping, tampering and message 

forgery existed. Combination of HTTP and TLS was crossed as HTTPS (Hypertext 

Transfer Protocol Secure). The default communication port for secured browsing 

was defined as 443 [41]. 
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TLS protocol is used to verify a website identity via a certificate, granted by a known 

CA (Certificate Authority). Web browser keeps an up-to-date CA list to be able to 

validate the authenticity of a web server. The most common format for certificates 

is defined by X.509 and contains a public key and an identity e.g. a hostname. Data 

sent to the server is encrypted with the public key and only readable by the certifi-

cate owner with the corresponding private key. To acquire a certificate, web server 

owner proves the ownership of the domain to the CA. This is done as often as the 

CA requires [38, p.31]. It’s still a common belief that qualifying for a certificate is 

not easy, it involves number of steps and it’s costly, but in fact it is easy and free 

thanks to projects like Let’s Encrypt, which was initiated in 2015 to provide web 

developers a simple way to apply security to their web applications. Paid certificates 

are usually valid for years to reduce the work needed to renew them, but free ones 

like Let’s Encrypt certificate need renewal every 3 months. However, as a part of 

the mission to encourage websites to shift from HTTP to HTTPS, a free tool to 

automate the renewal process is provided. 

 

Although encryption enables secret information to be transferred between a server 

and a client, it’s not reasonably to exchange username and password every time user 

requests data from the server. To establish a more constant and secure connection, 

protocols and standards have been developed to achieve strong security by transpar-

ent authorization flows. Common for these protocols is that credentials used to login 

are not saved at any time by the client. They are handed over to the server, but for 

the following requests a token, provided by the server against the credentials, is used 

to maintain the session. This token doesn’t need to contain any information about 

the user and is only recognized by the server to have a context with the user. To 

secure an API there’s many solutions, but two of the most popular ones now are 

OAuth and JSON Web Tokens. When we compare different ways to secure an API, 

like with these two, we discover that each one is better for a different purpose. 

 

OAuth 
In 2006 Twitter and other companies were looking for a way to implement a support 

for delegated authentication. Many companies had their own authentication services 

and users were often forced to create many accounts as each web service required 

separate credentials for authentication. It was also problematic to share access for 

third-party software, because user had to share private credentials. Discussion 

among service providers led to creation of OAuth discussion group in April 2007 [39, 

p.1]. 

 

The OAuth 1.0 protocol was published as RFC 5849 in 2010 and it described a 

framework to grant access to a client web application on behalf of a resource owner 

without sharing user credentials with the client. Data, stored to a web service, could 

be this way used by third-party software with a permission from a user. Permission 

to access the data is expressed in the form of a token, a unique identifier, which 
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associates the requests with the resource owner. New access grant flows made it also 

possible to separate authentication and application services from each other. Major 

benefit of OAuth for web service providers was the ability to implement usage of an 

external authentication provider and associate resource ownerships to accounts man-

aged by other parties [42]. 

 

 

Figure 2-10 Example authentication flow 

 

 

JWT 
The basic idea with JWT (JSON Web Tokens), extension to OAuth made by OAuth 

working group in 2015, is that a user inputs a username and a password, server 

verifies the credentials and grants access by providing a token for the user to access 

the resource server. Part of the core mechanism of JWT is a token and it consists of 

three parts; header, claims and signature. Base64 is used to encode the token. Header 

is simply a declaration of a beginning of a token and which algorithm was used to 

generate it. Claims includes data about the user. Token is created when a client 

requests access to a resource with user credentials. After successful access grant, 

client stores the token and the user can be considered as logged in. Claim of a JWT 

token is used to pass an identity of the user. The server which grants the token to 

the user signs the token with its secret key and can verify on every transaction that 

the token is legitimate and identify the user [43]. 

 

Although JWT is an extension to OAuth, it can be used without it. Application can 

use tokens to only verify the user’s identity, if there’s no need for third-party access. 

JWT simplifies the verification, because the server can simply check the tokens in-

tegrity and content without any database query. Database for granted tokens is not 

required. 

 



37 

 

2.5 Sensors 

 

Sensors have become an essential part of the embedded system. Most common de-

vice, which can include as many as 30 sensors, is a mobile phone. Many functional-

ities rely on sensor data. Outside world is interpreted by multiple sensors in a grow-

ing number of household devices. More information means more application possi-

bilities. Human input is being replaced to automate actions. Nowadays sensors aid 

robots to perform tasks previously possible to only humans. 

 

Device, which detects events or changes in its environment and sends the information 

to other electronics, is called a sensor. Specific physical parameter is generally con-

verted to an electrical signal. Transfer function describes the conversion between 

possible input and device’s output values. In most cases it’s linear and sensitivity 

can be defined as the ratio of output signal and measured property. Replication of 

ideal transfer function is difficult, and accuracy can be affected by several types of 

deviations. These include range limitation in the output signal, sensitivity error, 

offset, nonlinearity, dynamic error, drift, noise, hysteresis error caused by previous 

values, quantization error, aliasing caused by periodic noise near a multiple of the 

sampling rate in digital monitoring and sensitivity to other properties [44, p.2]. 

 

Sensor Technologies 
Sensors can be divided into two types, analog and digital sensors. Output of an 

analog sensor is a continuous voltage in a specific range. Digital sensor produces 

discrete values. Single value is either 0 or 1. Digital communication has its benefits 

over analog, but sometimes analog sensor might have better capability in means of 

resolution. Although, in many applications triggered by the development of digital 

technologies, the ongoing trend has been to replace analog sensors to digital alterna-

tives. This is because integrating sensors becomes a step easier as the logic behind 

transferring information can be adapted from technologies used generally in infor-

mation technology, especially in networking. Multiple sensors can e.g. use a common 

medium to transfer data via bus technologies [44, p.3-6]. 

 

Most common sensor communication protocols are Parallel, SPI, I2C, I2S, 1-Wire, 

and TTL Serial. The first two can share a bus using a select line, which indicates 

which device is permitted to transmit. 1-Wire and I2C are on the other hand true 

shared-bus protocols in which everything takes places with only 2 or 1 wire. 1-Wire 

being highly patented and slowest of these two, makes I2C, which stands for Inter-

Integrated Circuit, the most popular digital communication protocol for sensors, 

especially for interfacing peripheral circuits to prototyping systems used in IoT. I2C 

sensors can be easily connected to systems like Arduino and Raspberry Pi [44, p.182-

184]. 
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2.6 Data Visualization 

 

We want data to tell us something, but it might be difficult to see or deduce anything 

straight out from numbers. Inspecting numeral values closely next to each other and 

calculating correlations or looking for a pattern starts telling us more. Although 

interpreting mathematical results might require greater understanding to reveal use-

ful information. Visualization helps to pick up things more easily. It is a convenient 

way to convert information to more appropriate format. Humans process visual data 

better. In fact, images are processed 60,000 times faster than text [21]. Below we 

have an example correlation data about qualities in an office environment enhanced 

with sorting, coloring and shapes. First tables point out which quality has the most 

correlation with other measured qualities and the second listing presents pairs ranked 

for every quality. We can notice that CO2 has the strongest correlations, but tem-

perature has overall higher correlations with several qualities. 

 

 

 
Figure 2-11 Correlations between indoor environment measurements and stress 

level 

 

 

Dimensions 
Presenting multidimensional data is a challenge. Luckily visualization offers many 

elements including size, width, height, depth, color, shape, etc. to include more di-

mensions to same graphical presentation. 2– and 3-dimensional space can be used to 

visualize data which has coordinates and might also give an explanation to measured 

readings. Time dimension helps to recognize important features about it. Stationary 

timeline graphs for time-sensitive data are essentials, but sometimes change is better 

perceivable in motion produced by animation with a right speed. 
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Figure 2-12 Time-lapse photography of stars at night [22] 

 

 

 

Mapping 
Translation to visual elements requires mapping, which can be created once defini-

tion, which element indicates which value, is clear. In some cases, it may be possible 

to use mathematical function to model the relationship between values and visual 

elements. Let us find a function to describe temperature by color. We want to use 

colors red, green and blue. Red meaning hot (>26°), green optimal (21 °C) and blue 

cold (16°C) temperature. We notice that our input value boundaries and output 

color intensities are linear and symmetric. This means that linear scaling can be used 

to solve one function, which can be shifted, reflected or both to get color-specific 

intensity values. More detailed calculations in appendix 3. 

 

 

 

 
Figure 2-13 Translating temperature values to color codes 
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Using a function, it’s relatively easy to write a program. In the example there’s three 

functions for each color. Colors can be used to compress information to minimal code 

we are able to decode and compare quickly. "The greatest value of a picture is when 

it forces us to notice what we never expected to see." (John W. Tukey, 1977.) 

 

 

 
Figure 2-14 Visualization of temperature values in 3D model 

 

 

In situations where color with a certain scale doesn’t reveal differences clearly, other 

properties can be used to emphasize the difference to ease the observers’ job. Below 

we have an example visualization in which office spaces are colored based on a mois-

ture value, but also bars which indicate the value in a range from the lowest meas-

ured value to the highest. 

 

 

 
 

Figure 2-15 Visualization of moisture values in 3D model 
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2.7 Case Studies 

 

We are going to study three IoT projects that have been conducted, compare them, 

and try to identify similarities and divide them to blocks. These projects act as a 

source for an analysis that targets on identifying similarities and form a general IoT 

solution concept to help design and implement future projects. This concept should 

have an architectural focus. 

 

Case 1 – Smart Maintenance 
Digitization and digitalization offer new ways to work and oversee work. Digitization 

transforms analog information to digital format which can be used interactively. 

Digitalization connects information and automates processes by using different 

sources of data inputs. In real estate maintenance sector digitalization can be used 

not just to digitize paper documents, but also convert work management to real-

time monitoring that allows dynamic changes to work queues. 

 

 
 

Figure 2-16 Real-time work management system 

 

 

Client company had realized new possibilities to use technology to improve their 

current real estate maintenance business. They wanted to pilot a concept that would 

digitalize handing over tasks, create a new capability to receive status updates and 

an interactive tool for employees to get navigational instructions. Historical records 

would also provide new valuable data on time spent on different tasks and sites. 

This could be then used in route planning. 
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Case 2 – Smart Meeting Room 
The product-as-a-service business model is gaining popularity. Although, companies 

that are selling products as a service are facing a lot of competition. Growing a 

business and standing out is an ongoing challenge. Wider product selection and cat-

egory coverage helps, but optional service features may attract more customers. In 

PaaS businesses, IoT has become a tool to create concepts across industries, where 

payment is oriented toward services rather than physical goods. 

 

 

 
 

Figure 2-17 Indoor climate monitoring system 

 

 

Digital signage sector is a growing market and a lot of businesses want their digital 

content to be seen and reach as many consumers as possible. Client company which 

offers IT and signage equipment with a subscription model were looking for a way 

to expand their services to include optional features that would give a customer 

added value. A smart building concept to utilize info screens to monitor reservation 

status of a meeting room had been studied by the client. Result was that measuring 

presence in meeting rooms was possible, but not automatic with the current hard-

ware. Feedback from users was necessary. Interest to seek for an alternative, auto-

matic, technique to measure meeting room utilization led to an IoT pilot. 

 

Case 3 – Cloud Service for Smart Ring 
Monitoring personal health has become a growing megatrend. The ability to monitor 

and gather historical data is valued, because it gives a possibility to see influences 

of different events or changes. There have been health sensors in the market for a 

long time, but with IoT, the data is more usable in the cloud, because it can be 

accessed via multiple clients. Sharing data has become easier and granting access for 

third party applications makes it easier to compare it with other kind of data. 
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Figure 2-18 Cloud service 

 

 

Client company had an innovative smart ring that can measure stress levels by 

interpreting the phenomenon of electrodermal activity. This Bluetooth Low Energy 

device was used with a mobile application to gather data about skin conductivity in 

real-time. In a sense it was an IoT sensor, but there wasn’t any cloud to send the 

data to. A cloud service with client connectivity was needed to synchronize data 

from mobile clients to a centralized database accessible through internet. A new 

browser client application was also needed to create a user interface to visualize the 

synchronized data more comprehensively and enable data export functionality. 

 

Components 
Identifying similarities results to five main blocks. The first block is communication, 

which depends on the system requirements. The most used ones are REST, Web-

Socket or publish-subscribe style messaging protocols. Choosing the correct way to 

transfer data depends on the nature of the communication. Data streaming and 

push-style update sending proposes usage of socket programming by e.g. socket.io or 

broker design like MQTT. More interactive and varying messaging with longer in-

terval suggests API programming with HTTP. 

 

Consuming the data is accomplished by client applications. Although, every device 

establishing a connection is considered a client, even devices that only send data. 

Thus, clients can be divided into two categories, data creators and consumers. Some-

times the same client application acts in both ways as e.g. the smart ring mobile 

application mentioned earlier in case 3. Clients can also gather data from a group of 

devices and act as a gateway to collect data from devices outside internet. This way 

there’s no limitation on the network as data can be routed from network to network 

and transferred to a server located in the internet by a gateway. 
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Every system exposed to internet requires proper security. Authentication is applied 

to both client and user to make sure only authorized clients can access the system 

and that users are granted to access only data allowed by access control. Modern 

authentication includes features like registration, email confirmation and password 

reset. Mostly authentication is somewhat straightforward to design and establish but 

controlling access to resources based on users’ permissions depends highly on the 

overall design, involving user groups, subscriptions and invitations. Authentication 

strategies used on top of communication protocols are standards. Some like OAuth2 

include also multiple authorization flows to ensure secure login even with untrusted 

client applications via pseudo-random authorization codes. As the internet uses best-

effort to transfer every packet, hostile attacker might try to pass the authentication 

via different attacks like brute force or DoS (Denial of Service). Limiters make sure 

that every host that tries to poke the authentication endpoints too aggressively or 

congests the system in any other way, will be noticed and banned temporarily. 

 

Managing receiving of IoT data sets requirements for components responsible for 

connecting devices and handling the received data. Simplest solutions have prede-

fined device connection and data format. In these cases, configurations can be static, 

and complexity is not needed. However, when data format and contents vary, ability 

to accept and process diverse data is required. This capability must adapt to situa-

tions where requests carrying different format of data must be parsed according to 

the sender. Adaption is also needed when external servers require different data 

requesting flows. Recognizing required procedure relies on configurations available. 

These configurations can be static, but to build more flexible and compatible system, 

dynamic configurations makes it easier. Configurations concern not just connections, 

but also the format of the data. For an IoT system it is usually also beneficial to 

identify the device and detect at least timestamp and type of the data. This can be 

then used to improve querying possibilities with database indexing. 

 

Storage is one of the key blocks in an IoT system architecture. Data can be stored 

in many ways, but perhaps the most common way of storing web service data is a 

database. It’s not always the most optimal, if data is e.g. only needed during a short 

period of time and doesn’t need persistent storage - cache can be used. It can also 

be used to store data temporarily to make querying database faster by cloning data 

to cache to remove unnecessary lookup times consumed by retrieving the same data 

repeatedly. File system is also a good choice in case the data is already in a file 

format and there is no need to decode the file to examine the contents. 
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We will be focusing on to these five previously mentioned components to describe 

an IoT concept and walk through how to implement a system focusing on the struc-

ture suggested by the concept. We can notice that the upper part of the figure 2-19 

follows a common web application architecture. To enable both in- and outbound 

connections there must be connectors to provide functionality to fetch data dynam-

ically from configurable remote servers. These connectors operate like drivers which 

connect any external data source to the system. This makes it easy to develop solu-

tions that combine data from different sources. 

 

 

 
 

Figure 2-19 IoT concept components 

 

 

 

 

Connecting and allowing different kind of data and users in a single system creates 

a possibility to expand it to an ecosystem, where anyone can develop a client appli-

cation to make use of the available data. Smart solutions can rise and be innovated 

utilizing conclusions from combined observations – even decisions made by artificial 

intelligent. More data means greater ability to detect events and patterns. Availa-

bility of data increases also possibilities for automation solutions. On the next page 

we have a more detailed description of the concept. 
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Figure 2-20 IoT concept component descriptions 

 

 

 

Open API 
Making an API public is a way to allow client applications to be developed more 

effortlessly by other parties. It can create interest and attract developers via open 

access and data with relatively few restrictions. More and more API’s are being 

developed open or partly open. Openness allows the API to show its potential and 

offers testing performed by real users and developers. 

 

Initially purpose has been to encourage users to use a service regardless of the client 

software, but now the focus has shifted more in to providing data and content. Real-

time content creates opportunities to develop useful applications for daily use. Pro-

vider can benefit from the possibly accelerated discovery of new use cases. 
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Figure 2-21 Open API design 

 

Crowdsourcing 
Inventing, piloting and developing new applications takes a lot of resources. Out-

sourcing can be a solution to cover time consuming tasks. Crowdsourcing is a sourc-

ing model in which services are obtained from a large public group of participants. 

Objective is to create a community that possesses diversity of skills. However, build-

ing a recruiting system that will motivate users and offer both extrinsic and intrinsic 

rewards may be difficult. Incentive mechanisms are required to create interest, but 

also attract people to participate and commit [20]. 

 

Ecosystem 
It is believed that IoT will change the way we do business. It can become a tool for 

an ecosystem of alliance partners to get to market faster, share risks and create win-

win situations. However, every partner should bring value to the ecosystem.  Part-

nering strategy can be constructed based on different technology components re-

quired to build a complete ecosystem. These components include sensors, gateways, 

device management, routing platform, analytics, delivery and business support. Se-

curity and access control should cohere across all components to secure value distri-

bution. Value generated by the ecosystem itself in forms of data can be used to 

attract more partners and accelerate growth [7, p.2]. 
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3 Requirements 
 

The application requirements for the implementation were structured to meet cer-

tain common use cases but was decided to also include features to fit a system in a 

real-estate context meaning that the data collected would be linked to geographical 

locations. This led to seven main requirements for the system: 

 

1. The solution architecture should be divided into backend server and frontend 

client. Backend server would serve API endpoints that could be then con-

sumed by a client. 

2. API should operate as a gateway to integrate different data sources from 

various networks and formats to a single data model. This way a client could 

act as a data source, data consumer or both at the same time. 

3. Data consuming client should be able to connect to the system, use existing 

data sources connected already to the system or add new data sources. This 

way the system could be considered as a platform to connect different clients 

together and provide a way to serve multiple purposes. 

4. All endpoints should be accessible by any client and the only access control 

done would rely on the user’s rights. So, all the clients could perform same 

kind of actions despite the software author. This way, client applications 

could be produced by any party, companies, or individuals like students. 

5. The use of the platform should be divided to different clients, but also include 

a possibility for the clients to have their own customer groups to control the 

users and data. 

6. The platform should be possible to extend to an ecosystem, in which users 

would be able to develop their own clients and publish them in a marketplace 

attached to the main API. 

7. Implementation should be able to provide functionality to store and query 

data based on time, but also capability to stream data in real-time to clients. 
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3.1 Application Server 

 

The requirements of this thesis focus on the API server, which works in core of the 

system, connecting everything together and handling all the processing in the back-

ground. Servers task is to accept requests from a client, execute a desired action and 

send a response. As an important part of the request handling, it must authorize 

every request according to rules managed by access control. This results to a ques-

tion, what actions are required and what is needed from the request to be authorized.  

 

The server software technology was selected to be Node.js. The preferred way to 

bring data to the platform was via in- and outbound HTTP requests by user config-

urable settings. Meaning that users could configurate connectors to synchronize data 

from external APIs. Inbound connectors running based on a schedule to request data 

and outbound connector acting as a web hook being able to receive data by requests 

initiated by data sources. Device sending data was decided to be called a source. 

Configuration to receive data was given a name source profile. In general source 

profile is needed to connect to data sources behind different authorities and authen-

tication protocols. 

 

Source Profile 
Required authentication protocols to be supported with inbound connections were 

identified to be BasicAuth, OAuth1 and 2 and the last one was chosen to be used 

with outbound connection aside with API key. To make data sending simple, API 

key authentication was discovered to be the easiest solution. This way sensor devices 

or gateways would not need to request and store access token, but instead use only 

static autogenerated key in the URL. Supported authentication methods would be 

hardcoded to the API server, but each method would be used with parameters to 

connect to any server with supported authentication. Data retrieval process is de-

scribed below, and APIs selected to be used with the first version to test data syn-

chronizing from external servers listed on the next page. 

 

 

 
 

Figure 3-1 Retrieving data from external systems 
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Table 3.1 API’s used for testing 

Provider Authentication URL 

Siemens BasicAuth https://eadvantage.siemens.com 

Helvar BasicAuth not published 

Telldus OAuth1 https://api.telldus.com 

Netatmo OAuth2 https://api.netatmo.com 

Foobot APIKey https://api.foobot.io 

Realin APIKey https://api.realeco.fi 

 

 

Connection by configuration requires messaging rules and specific parameters to be 

stored to automate data retrieval and handle error situations properly. Certain pa-

rameters were recognized to be common for all the protocols. Collection of the re-

quired parameters per authentication protocol can be seen in the following table. 

 

 

Table 3.2 Parameters required for authentication 

Authentication Configurable Dynamic 

Common url 

resource path 

 

BasicAuth username 

password 

 

OAuth1 consumer key 

consumer secret 

token 

secret 

 

OAuth2 authentication path 

client id 

client secret 

username 

password 

scope 

access token 

refresh token 

 

 

Synchronizing Process 
Response formats vary among data sources and usually every API provider has its 

own style to arrange a response body. The way data is included to the response 

differs and some require more details added to the request itself. To be able to 

automate the process of data synchronizing source profile must include specifics how 

to perform the data requesting. On the following page we have an example source 

profile configuration configurated to retrieve data from Siemens API. Actual re-

sponse from Siemens described in appendix 2. 
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Table 3.3 Configuration part of an example source profile document 
Document field Value Description 

auth_config { 

        "type" : "basic",  

        "url”: "https://eadvantage.siemens.com",  

        "username” : "< username >",  

        "password" : "< password >",  

        "resource_path" : [ 

            "/remote/release/meter/1/readings",  

            "/remote/release/meter/2/readings" 

        ] 

    } 

Authentication 

selection, url 

and required 

credentials 

data_objects [ 

        "items" 

] 

Locations of 

data objects 

data_property_ 

mappings 

{ 

        "temp" : "value" 

} 

Mappings for 

data keys to lo-

cate them from 

the data object 

general_config { 

        "timestamp" : { 

            "data_object_property" : "utcRectime" 

        },  

        "hardware_id" : { 

            "resource_path_index" : 4 

        },  

        "source_name" : { 

            "resource_path_index" : 3 

        },  

        "sync_query" : { 

            "start" : "utcStartTimestamp",  

            "end" : "utcEndTimestamp",  

            "properties" : [ 

                { 

                    "limit" : "1" 

                } 

            ] 

} 

Settings to de-

scribe how to 

pick up time 

and identify 

sources, but also 

query parame-

ters needed to 

form a valid re-

quest 

schedule { 

        "start" : 1517218104709.0, 

        "end" : 1517219104709.0 (optional) 

} 

Time window 

for data syncing 

sync_frequency 600000 How often data 

is requested 
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Data Format 
Collecting different kind of measurements requires information about the possible 

qualities and units. Storing measurements means that the system must recognize 

different qualities and possess the ability to provide clients with corresponding units. 

The easiest way to achieve this is to predefine units for every supported quality. It’s 

not the most flexible way, but it removes the need of storing every single measure-

ment data with the desired unit. Keeping a record of possible qualities also offers a 

way to store extra info like icons, range, and example reference values to describe 

and enrich the output provided for many kinds of clients. 

 

 
Figure 3-2 Data formatting 

 

MVC 
Common way to start a software development project is to divide it to segments 

based on MVC (Model-View-Controller) pattern. Code in the backend is separated 

to two main modules called controllers, and models. Models include code that per-

forms CRUD operations and controllers handle the requests made from the view 

component of the MVC. In code these modules are not just separated to different 

functions, but also to different folders [33, p.50]. 

 
Figure 3-3 Diagram of interactions within the MVC pattern 
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This widely used architectural pattern has also been adopted as an architecture for 

web applications. Components are divided between server and client. In addition to 

classic MVC, modern pattern, described in figure 3-4, includes also a component 

called router, which redirects requests from the view to appropriate controller [45, 

p.45]. 

 

 

 
Figure 3-4 Modern web application MVC 

 

3.2 Data Model 

 

To gather data to a system, schemes and models are needed to specify what is saved, 

where and how it is linked with other data. Documents are stored into database 

collections and queried separately from each collection. Collection has a data schema, 

which is used to define how to handle every document inside the collection. Designing 

begins by describing main data entities of the system and how they link to each 

other. It is also important to plan whether linking is made by creating a reference 

to a document or embedding documents. If reference is used, a referred document 

must be queried separately, but if the document is embedded it’s already included 

to the document containing it. Although, MongoDB offers a feature to populate 

automatically fields that include references to another collections. Choosing the cor-

rect type of linking is based on questions like, is there a need to refer to many 

documents or just one and does many documents have the need to refer to that same 

document. 
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The purpose of the IoT-platform is to collect and aggregate data and link it to a 

location, but also configurate the connections to receive the data from the data 

sources and manage user groups. Firstly, as described in the beginning of this chap-

ter, a concept source profile was designed to gather data to the platform from a 

group of sources using the same configuration to publish data. It works as a con-

nector to integrate data sources to the system and can be easily cloned to be used 

with other sources. There are two ways to get data from a source, either the source 

acts as a client and makes the initiative to transmit the data or the source acts as a 

server and the data must be requested. In both cases parameters to accomplish this 

are known and can be defined similarly. 

 

The next task was to design how to store data and users and how to link them 

together by using location context. Users were decided to be separated from meas-

urement data, instead a tagging system was suggested to link data to locations dy-

namically the way, that other users could see the data through a user group. In other 

words, user could tag data to different locations it has an access through user groups. 

To grant access to the company’s clients and let them create their own user groups 

and locations, accounts were designed. Account acts as a sub admin user group that 

can create user groups and locations and grant access for groups to access specific 

locations created by themselves. User groups are named organizations and locations 

sites. Organization is a group of people allowed to use the platform and share data 

within sites assigned for it. Sites are root locations that categorize data. Site can 

have multiple location tags below it and a single location tag is a tree structure, 

which can contain unlimited child location tags. Data is saved as measurements and 

a source is created to remember the details of the source sending the data from a 

specific sensor or device. This source can be then tagged to a location tag or multiple 

location tags. On the next page in figure 3-5, we have the data model described. 
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Figure 3-5 Data model 

 

 

 

3.3 Features 

 

Most of the functionalities rely on API endpoints, which means that almost every 

feature requires its own separate REST endpoint. Systems with user accounts are 

usually expected to include some de facto standards, which are registration, email 

confirmation, password reset, user information editing and account deletion. These 

features are part of security measures, but also ease the usage of the system by 

removing possible admin tasks. The system must possess a capability to handle all 

essential user related actions automatically and use optimal allocation of requests 

requiring actions from other users. A good data model design distributes access con-

trol wisely and avoids any unnecessary situations requiring an intervene by system 

admin. 
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Security 
Limiters restrict usage and prevent inappropriate use. It’s a good practice to require 

users to bound a unique identity against a user account. So only one account can be 

created with a given identity. Depending on the system a different kind of identity 

is used. In our case an email address is sufficient enough to limit the creation of user 

accounts and give some level of identification. To detect malicious or disturbing 

traffic, traditional rate limiting and banning can be used to ensure that one client 

cannot accidentally or deliberately affect the system availability. On the other hand, 

also valid and trusted requests need validation to prevent excessive amounts of data 

being created. Data limitation is part of the data model in terms of subscriptions, 

which can be used to verify that a user is allowed to consume the system with a 

certain plan. Details of a subscription plan define how accurately consuming is con-

trolled by access control. 

 

Sharing access is one of the most important features in an IoT platform. Sharing 

data to another user forms a certain authorization and identification problem. User, 

who wants to grant access to its resources to another user, doesn’t have the right to 

see information about other users in the system and is therefore unable to initiate 

the action. However, this problem can be bypassed by using email addresses, which 

are external from the system. We can hand over the responsibility of identifying to 

users themselves by allowing them to send email invitations to each other. Upon 

receipt receiver can decide whether to accept or decline an invitation. 

 

Authentication 
Security of an API is also highly related on the authentication. Every request must 

be authenticated and authorized before any response is sent. Handling credentials 

and sensitive data rises somewhat complex and often unclear requirements. Every 

system on the Internet is a target for hackers, so there no question that service 

providers cannot afford to bargain. Utilizing OAuth2 and using appropriate flows 

provides a certain level of security. 

 

Storage 
Measurement is one the most important documents in the database. Writing and 

reading must be as efficient and fast as possible, but in the other hand all necessary 

information must be provided along with the measurement value itself. To avoid 

writing same kind of meta data repeatedly, units and terms per quality can be pre-

defined separately. This way these can be attached to the measurement on request, 

but don’t have to be stored to the database. Only value, timestamp and source ID 

are stored. To optimize the querying, it beneficial to also index measurements based 

on both timestamp and source ID. It means storing index values which define the 

order of the measurements in the collection. This is done, so the place of a specific 

document in the database can be resolved quicker. 
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Handling IoT data creates some requirements to the querying of the measurements. 

Default querying must be extended to cover also other options than just the normal 

document id and property-based queries. Time periods are relevant and that’s why 

querying with time range is a must. Receiving only the latest value is also handy, 

because client cannot know beforehand does data exist or not in a specific time 

range. 

 

Locations 
Geographical location is essential in a system consisting of buildings. Visualization 

of these locations on top of a map requires coordinates to be stored. This means two 

or three values should be stored with every location. These are latitude, longitude 

and altitude. As a map doesn’t provide detailed information about buildings, floor-

plans should be used to enable proper linking between sensors and buildings. Another 

option is to use a 3D model and link sensors to a specific cartesian coordinate system 

instead of a global geographic coordinate system. For the implementation, only ge-

ographic coordinates are required. In the user interface all the basic editing func-

tionalities related to coordinates have to be included. 

 

Source Profiles 
Effortlessness of connecting new data sources is important matter and reusing exist-

ing source profiles easily to same kind of service can be achieved with templates. 

Template includes all the necessary content to create a new source profile except the 

actual parameters. Placeholders can be used to emphasize which data should be 

entered. Source profile is this way used in a simpler and more understandable manor. 

Less knowledge is required to connect sources to the system. 

 

Connection Protocols 
Sending and receiving data is the main functionality of the system, so the system 

must accept standard ways to transfer data. Both traditional HTTP communication 

and more lightweight socket communication are required to provide capability to 

respond the demand of different use cases. 

 

Subscriptions 
Allowing user to create new documents can be enabled by personal subscriptions. 

Any moment user tries to create e.g. a new source profile, system checks for the 

number of source profiles defined in plans of the user’s subscriptions. This is enough 

for system focusing on personal data, but in our concept data is shared. Hence, it is 

useful to allow sharing of subscriptions. This can be achieved by linking the plan of 

the subscription to a group of users. In our case this can be any entity containing 

members. This way e.g. creating organizations under an account can be controlled 

by a subscription. Shared quota can be spent by any member. 
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3.4 Web Interface 

 

The initial requirement for the user interface was a web application with two main 

functionalities, ability to browse data and configurate the platform. These two fea-

tures were decided to be separated from each other, so the user wouldn’t get confused 

by all the features. This clear split between functionalities was a result of a study 

on what a certain type of user would use the platform for. There are users that do 

not need to know about the configuration side, which login just to browse the avail-

able data. In the other hand there might be also users that are not interested to see 

the data but are responsible for connecting sources to the platform. 

 

Management 
Configuration related sections of the user interface relate to users and measurement 

data. Managing users and user groups requires sections, which can be used to e.g. 

create organizations, invite users and create sites. Source profile creation and editing 

on the other hand is a configuration UI section related to measurement data. Users 

should be able to create, monitor and edit existing source profiles, so that it is pos-

sible to connect devices to the system easily. 

 

Data Browsing 
Browsing available data can be accomplished in various ways. Default view was 

planned to consist of a map view, which can be used to find a specific site by zooming 

a geographical map. This was found to be the most intuitive way for a user to select 

a desired site. Although, including a catalog of the sites next to the map gives an 

optional way to select a site. This approach defined a layout for browsing locations 

and data created by sources. Selecting a site could then also use the site list to view 

a location tree of the selected site. Floorplans and sources were decided to be ren-

dered on top of a map and rendered objects filtered based on the selection made in 

the location tree. Data was agreed to be updated in real-time and historical graphs 

accessible with the same kind of selection view. 
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4 Design 
 

In this chapter, we discuss the system design. We use the requirements described in 

Chapter 3. This chapter is divided into two sections, backend and frontend design. 

We began from the backend and examine the logic of the components including how 

everything integrates together. In the frontend section we present the user interface 

including graphical design focusing how the previously described requirements are 

met. 

4.1 Backend Design 

 

Following the designed IoT concept, we can describe our application components, 

which include communication, security, connectors and storage. These are imple-

mented inside an API server, which handles all user requests and processes incoming 

measurement data. Both system and user interface requirements were considered in 

the backend design to enable required functionalities. 

 

Architecture 
All required communication between server and client is enabled via API endpoints. 

This way client applications can be standalone solutions. Socket connections are only 

setup to enhance data messaging to apply more suitable protocols. Server and client 

application hosting environments are also irrelevant as hosted web servers can be 

installed anywhere in the internet. Below we have system architecture and the API 

server highlighted with a dotted line. 

 

 

 
Figure 4-1 System architecture 
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API server consists of eight components: 

 

• API Endpoints: REST actions are defined and directed to corresponding 

authentication and access control based on the selected resource. 

• Authentication: Every request is authenticated by a component, that uti-

lizes strategies to verify client and user. 

• Access Control: Identified party is authorized before accessing resources 

based on owner- and memberships found in the database. 

• Cache: Recurring query results are stored to cache to improve response time 

and save resources. 

• Socket: Incoming data in broadcasted to clients for real-time purposes. It is 

relayed from both API and Pub/Sub components. 

• Pub/Sub: Data is received from an external IoT-broker to support data 

streaming. forwarded to socket for broadcasting. 

• Scheduler: Retrieving data from external servers is handled by a compo-

nent, which keeps track on which data requests must be triggered at which 

time frame to stay on schedule. 

• Database: Information is given as queried and content not included in the 

local database retrieved from content servers. Incoming measurement data is 

handled by a buffer and limiter functionality to rule out documents, if limit 

for specific amount of data for certain time frame has been exceeded. 

 

These components are discussed in more detail in Chapter 5. 

 

4.2 Frontend Design 

 

User interaction takes places in client applications. Requirements related to man-

agement and data browsing from Chapter 3 correspond in the concept to clients and 

servers -component, in which clients include users. A user interface is provided for 

the users to consume the IoT-solution. We will discuss the graphical design of the 

UI implemented to configure and operate services within the system including brows-

ing stored data. 

 

Client Application 
Design objective is to create a simple and modern web browser interface, which is a 

single page web application. Elements included in the design are located into two 

views separated as login and application view. There is usually a landing page, where 

user is directed to the login page, but we will not discuss it as it not included in the 

scope. User flow and views presented in figure 4-2. 
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Figure 4-2 Frontend views 

 

 

Presented views, which can be found also in appendix 4, serve the following purpose: 

 

• Login: User can access the application from a login view. At login user can 

also send a password reset link. This link is sent to users email and includes 

a URL link to the same page back with a token authorizing the changing of 

a forgotten password. 

• Map: The default tab selected after a successful login attempt is a map. Other 

available tabs are presented in a navigation bar. Sites are listed in a site list 

and corresponding pins places on the map to offer two ways to select a site. 

• Location: Opening a site from the map view switches the site list to a loca-

tion tree. Uploaded floorplans render based on the selection and coordinates 

attached to the location. Sources tagged to a location or its child locations 

appear also in the map showing the latest data. 
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• Management: Tabs related to configuration are seen in the navigation bar. 

Each tab contains a list of configurable documents. Documents selected from 

the list are opened to sub tabs for editing. 

• Graphs: To examine data more closely, user can select a time range and a 

location similarly as in the previously mentioned map view to see data from 

the selected location plotted into a graph. Measurements with same quality 

are shown on the same graph. Location selection is retained even if user 

changes between tabs, especially map and graphs. 
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5 Implementation 
 

This chapter presents the implementation of the IoT-solution and it focuses on the 

software components it is built to run on. 

5.1 Software 

 

Both back- and frontend are deployed with Node.js. In the backend, Express.js mod-

ule establishes API endpoints, which are consumed by the frontend on another server 

hosted also by a Node.js instance using the same node module. We begin by intro-

ducing the runtime and then continue with the topic how it is used in the context 

of this thesis. 

 

Node.js 
In 2009 Ryan Dahl and other developers working at Joyent developed Node.js. Dahls 

objective was to make an easier solution for exchanging data real-time between 

server- and client-side and create a better option for Apache HTTP Server, which 

was the most popular web server back in 2009. He also wanted to develop a runtime 

that would support greater amount of concurrent connections and offer a simpler 

way for programmers to publish and share code libraries. The outcome, Node.js, is 

an open-source cross-platform JavaScript runtime for executing JavaScript code 

server-side. It’s built on Chrome's V8 JavaScript engine, which compiles JavaScript 

directly to native machine code before executing it. While JavaScript was used to 

be executed only in the browser, Node.js has brought it to be used also in the back-

end to create content to the front dynamically before the page is loaded. As it has 

become possible to use single programming language on both sides, web application 

development has received a unified development stack to develop complete services 

with JavaScript. (Google Developers, 2014.) 

 

Architecture 
The principal of Node.js is asynchronous non-blocking I/O (Input/Output) model. 

It means that while reading a file from disk or executing another application process, 

it can continue executing other parts of the application without blocking. Functions 

which are passed as parameters to be executed inside another function are called 

callbacks. These asynchronous equivalents for functions are given in advance to a 

function, so it knows what to do after it’s completed. The use of callback makes 

Node.js highly scalable, as it can process a high number of requests without waiting 

for any function to return results [45]. 
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Package Management 
Node.js has an ecosystem for code modules. Any user can install node modules by 

using Node.js’s own built-in package manager. It is one of the reasons for its huge 

success. The library contains around 150 000 packages and installing a package with 

the manager, NPM, requires only one command from the user [45]. Developing with 

Node doesn’t require any specific editors or environments. It can be run on Linux, 

Mac and Windows without build process. Raspberry Pi is a popular platform to run 

node applications. It can be also used as an IoT device to collect data. Getting 

started is really easy and instructions how to setup a node.js application with version 

control and database can be found in appendix 1. 

 

Express 
Setting up an API is the most popular use case for Node.js. Web framework, Express 

was initially released in 2010, year after Node itself. It provides e.g. mechanisms to 

write handlers for requests with different HTTP verbs at different routes. While it 

is fairly minimalist, compatible middleware packages have been developed to address 

any web development problem. These include security, compression, HTTP parsing 

and other features, which are usually applied with an API server functionality. 

5.2 API Server 

 

Server operates based on triggered events, which include incoming requests and in-

ternally initiated operations. Handlers are assigned to response to events. Express is 

used to handle all incoming http traffic, which can be received against routes. Routes 

are URL paths as described in Chapter 2 under topic Protocols. REST actions are 

executes based on predefined handlers. As presented in the modern MVC in Chapter 

3 under topic Application Server, these handlers are called controllers. 

 

API Endpoints 
JSON being the most suitable medium for data transfer, we have selected MongoDB 

to be used as the database of our API. Connecting to the database is accomplished 

with mongoose, a node module, which handles database connection, casting, valida-

tion and query building by simple predefined methods. It helps to focus on the logic. 

Model declaration is applied by giving mongoose a schema against each document 

type to create collections. Access to collections is implemented through correspond-

ing routes and controllers following the standard described in Chapter 2. 

 

Authentication 
To have proper security, OAuth2 standard was brought into use with the endpoints. 

Additional routes for authentication flows were included and authentication assigned 

to a node module Passport.js. It handles authentication for every request with asso-

ciated strategies, which are can be easily configurated within Passport. These cus-

tomizable plugin style strategies can be selected endpoint specifically. 
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Access Control 
Every system requires access rights to be set for users to define permissions unless 

all the same rules apply for all users. Below we have an example access scenario, in 

which the system admin has granted access to users to read data generated by spe-

cific sensors. We will use the same logic but hand over the right to grant access to 

cover a greater number of users.  

 

 
Figure 5-1 Simple authorization approach 

 

 

In our solution we have defined in Chapter 3 under topic Data Model that access to 

measurement data is authorized, if not by source profile, through accounts, organi-

zations and sites either by owner- or membership of an account or an organization. 

This meaning that to authorize a user, membership check is required before any 

response is sent. Acquiring memberships are implemented in a manner suggested by 

Features topic in Chapter 3. Invitation is an email message with a token authorizing 

the recipient to join a user group. A mailing service, Mailgun API, was utilized to 

send invitations simply. Within the server code a module called mailgun.js handles 

all the communication with the service API to initiate mail delivery. 

 

We could have left access control to be taken care alone in the controllers, but to 

make it more dynamic we introduce access levels. Before invoking a controller, a 

number describing the level of access is generated to ease decision making. Designing 

how to implement access control was a bit of a puzzle, because there are so many 

possible combinations of different parameters involved in the access level decision. 

Although, in the end the solution was quite simple as it just required us to examine 

it at a bit wider perspective. It seems, that sometimes the simplest answers are the 

most difficult to figure out. 

 

In the system we can have users with different roles. Admins can execute any kind 

of action and normal users only operations based on individual rights. Although, we 

might want to have a group of users possessing a role in-between. Managing the 

system becomes easier when some group of users can be authorized to have full 

access on certain system resources. On the other hand, handing over roles to users 

makes controlling access level of a default user much more dynamic. 
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Access level decision is made based on the role of the user and selected HTTP 

method and path. Below, we have described the flow in question: 

 

 

 

1. Client makes a request by specifying a method 

and a resource 

2. Server queries for a rule from the database for 

the given role, method, and resource and re-

turns one of the following access levels codes: 

a. 0 - no access (rule not found) 

b. 1 - limited access 

c. 2 - full access 

 

3. Access level along with the user details are 

passed to the controller 

4. Controller checks the access level and executes 

the request accordingly 

 

Figure 5-2 Access level retrieval 

 

 

Caching 
Cache is a hardware or software component that stores data to make serving the 

same data in the future faster. The data stored in a cache can be a result of a 

computation or a clone of data in a database or an external service. 

 

 
 

Figure 5-3 Cache usage 

 

If we are aware when data is updated we can update the cache as data comes in, 

but if the database is external and we don’t have access to any signals that new 

data has been stored to the database we have to make an expiration check to be 

able to trigger retrieval for newer data. 
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Figure 5-4 Storing data to cache in two scenarios 

 

 

Our scenario of cache handling corresponds to the first option in Figure 5-4. Meas-

urement creation is triggered by an incoming measurement object or a response 

received by scheduler. As suggested in the Chapter 4, buffer is utilized to prevent 

excessive data creation. It is applied only before database, so that real-time stream 

doesn’t get affected by it. 

 

In our solution internal caching is implemented. It is fast and simple to use. We use 

an NPM module, node-cache, to establish a key-value cache, that supports usage of 

TTL-values for automatic expiration. A single cache instance represents a database 

collection, in which a key is selected to match any preferable document field and 

value to match the document itself. Cache is manipulated every time any CRUD 

operation against a model is invoked to either save, update or delete values in the 

cache correspondingly. 

 

Cache can be also used to implement data limiter. Creating measurement documents 

requires extra attention as we want to allow data to be streamed through the system 

in real-time, but filter only some of the data to database. To keep a certain data 

rate, a record of how many measurements have been stored to the database in a 

specific time interval must be available constantly. Array of stored measurements 

with the respected timestamps can be stored to cache and every time new data is 

received, it can be reviewed to check if a long enough time has gone when the last 

measurement was saved. Array allows also a buffer style handling of the data as 

some data can arrive sometimes at varying intervals like door state events. 
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Socket and Pub/Sub 
Required support for real-time streaming is accomplished with WebSockets and 

MQTT as described earlier. Node.js has a module for both for easy implementation. 

Socket.io is the most popular module, which enables bi-directional communication 

between client and server. Server can keep track on connected clients and push 

messages to clients. 

 

Any given time a new data is received, it is mapped to a source and parsed according 

to mappings defined in a source profile. Parsed data might not end up in the data-

base due to data limiter, but it is directly forwarded out from a socket. Authenti-

cated user can listen to the data stream with an UI. Access control passes only data 

coming from sources the user has access to. 

  

Scheduler 
Communication with external servers sets quite high standard for the component 

responsible for handling data originated from other systems. Implementing scheduler 

functionality to tolerate any kind of input from external servers, required extra 

measures to ensure it wouldn’t cause problems, if bad requests were received or 

network problems occurred during transmission. 

 

Database 
Database queries were mostly easy to produce, but some embedded documents as 

location tags, required more carefully designed models for updating content. Single 

tag can be embedded and located in any branch of a location tree structure. This 

means that it must be located and updated correspondingly. To find a child tag, one 

must perform a recursive lookup and at the same time structure an update query, 

which points to the discovered child tag document. 

 

Summary 
Implementing the backend was quite straight forward, but it became quite complex 

towards the end as more components were integrated. Code had to be kept clear and 

consistent to keep the structure understandable.  

 

Components used in implementation: 

 

• API Endpoints: Express.js 

• Authentication: Passport.js 

• Access Control: Implementation of role and membership concepts 

• Cache: Node-cache 

• Socket: Socket.io 

• Pub/Sub: MQTT.js 

• Scheduler: Node.js Timers 

• Database: Mongoose.js 
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6 Evaluation 
 

This chapter compares the implementation presented in the previous chapter to the 

requirements set in Chapter 3. We begin with an evaluation, which includes discus-

sion how well implemented solution complies the requirements. Second section of 

this chapter presents results of testing conducted after development phase. Imple-

mentation functionality was tested by running API tests and using usability inspec-

tion method. Performed API tests included requests made utilizing users with dif-

ferent roles and privileges to confirm that access control behaves the way it is meant 

to. Functionalities, which require specific user action, were walked thought to check 

for any bugs and errors. Performance and database usage were analyzed by conduct-

ing a pilot and connecting real data sources to the solution. In the last section we 

review findings collected during this pilot. 

 

6.1 Requirements Evaluation 

 

Below we have each requirement evaluated: 

 

• Architecture: Implemented solution was divided to back- and frontend as 

stated in the requirements. This clear split between server- and client-side 

code, made it easy to develop a backend, which works the same way with any 

external client. All communication takes place through secure API endpoints, 

which reduces chances of implementing unsecure shortcuts, that could be left 

unnoticed. We can consider requirement with number 1 from Chapter 3 sat-

isfied. 

• Uniform Data Model: Every measurement is converted to fit same data 

schema. This is implemented in the connector component, which uses source 

profiles to parse received measurements. Data from various sources is col-

lected to the database with a single format and easily used in conjunction. 

Designed implementation treats sensor devices and user clients similarly, 

which means a client application can act as both. Therefore, also second re-

quirement can be considered satisfied. 

• Source Creation: A source profile can be created by any client. Sources are 

created automatically for each unique hardware ID received within a specific 

source profile as measurements are received against endpoints or obtained by 

scheduler. Client is also able to just browse existing sources and measure-

ments created by other clients in the limits set by authorization. Hereby, 

third requirement is satisfied. 
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• 3rd Party Support: Authentication procedures are controlled by OAuth2 

component. It offers flows for secure handling of authentication requests ini-

tiated by untrusted clients. These approaches permit user credentials to be 

handled only by the service provider itself by forwarding every authentication 

transaction through a trusted interface. Third party client receives only au-

thorization code and user is prompted with a message that a specific client is 

requesting access. User can either allow or deny the access. Utilizing OAuth2 

and proper flows satisfies requirement number 4. 

• Multi-Level User Groups: Accounts and organizations form a hierarchy, 

which provides means to create different user groups and distribute privileges 

to users in terms of roles and memberships. As a result, only single application 

is required to be deployed to serve multiple clients as access is divided to 

different environments. This satisfies the fifth requirement. 

• Capability to Extend to an Ecosystem: Implemented authentication flows 

allow API consuming by client applications created by any party. However, 

feature to grant client credentials automatically to user created clients was 

not implemented. It is an easy addition to the current implementation but 

means that the requirement in question is only partially satisfied. 

• Historical and Real-time Data: Querying measurements is accomplished 

by giving a time range. Additionally, options related to properties of location, 

source or both, can be used to filter query results. Socket connection imple-

mentation offers a way to visualize data in real-time. Last requirement can 

be considered satisfied. 

 

6.2 Testing 

 

Implementation was tested by running API tests and functionalities not covered 

validated by using a usability inspection method. Conducted API tests included 

requests made utilizing users with different roles and privileges to confirm that access 

control functions the way it is designed. General user stories were walked thought 

to check for any bugs. Performance and database usage were analyzed by conducting 

a pilot and connecting real data sources to the solution. 

 

API Tests 
Automated tests were written with Postman to perform tests with a collection run-

ner, which executes every request in a row. Tester can set a number of desired 

iterations and delay between requests. 
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Table 6.1 Test run summary 

# Passe

d 

Faile

d 

Itera-

tions 

Delay 

(ms) 

Failed tests 

1 146 2 1 500 Target: 

GET/api/locations-tags/{location_tag_id} 

Status code: expected: 200, result: 404 

Success: expected: true, result: false 

 

404 bugfix 

 

2 148 0 1 500 None 

4 148 0 5 400 None 

5 148 0 10 300 None 

6 148 0 5 0 None 

 

 

After first test run, it was noticed that one endpoint failed. A small bug was found. 

It was caused by the fact that a location tag controller was used in many places and 

a bug caused it not to work with the default path. Tests were continued after rede-

ployment. Below we can see statistics from the server on four separate test runs 

conducted with different delay times and number of iterations. We can notice the 

deployment from the beginning of the graph. Other spikes are caused by the tests. 

Detailed test report in Appendix 6. 

 

 

 
Figure 6-1 Server statistics during testing 
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Usability Inspection 
Not all endpoints were tested with automation, because they require actions from 

user. These functionalities and endpoints not covered by the API tests were: 

 

• Email Sending: Registration, invitations and password reset are imple-

mented by using emails. Testing must validate that email is received and the 

link included directs the user to the correct page in every case. 

• Location tags: Creation and manipulation in sense of coordinates and 

boundaries must be tested with a map to validate that the input coordinates 

are stored correctly. 

• Images: Uploading files via browser client must be tested to verify that im-

ages with supported format are copied properly. Moving and scaling the up-

loaded images on top of a map must be also checked. 

• Measurements: Visualizing data by browsing it with different time range 

must be tested. 

 

 

These functionalities were tested with usability inspection method to test that they 

work, but also gather feedback from users, considering the usability. Usability in-

spection method, cognitive walkthrough, was selected because it is a task-specific 

approach to usability. It’s simple and fast to arrange and reveals problems effectively 

enough for our purposes. Required steps to accomplish each task are defined. User, 

not familiar with the system, is asked to perform a task by following the defined 

steps. These questions aim to detect failures in steps and asses why user failed to 

accomplish a task or which properties caused issues. 9 tasks were defined and con-

ducted with test users. On every step user answers four questions described below: 

 

 

1. Will the user try to achieve the right effect? 

2. Will the user notice that the correct action is available? 

3. Will the user associate the correct action with the effect to be achieved? 

4. If the correct action is performed, will the user see that progress is being made 

toward solution of the task? 
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Table 6.2 Summary of cognitive walkthrough 

 
 

Every task, given to test users, resulted to excepted outcome, but users reported 

issues with usability. These issues related to things happening too fast, texts with 

small fonts and arrangement of the UI elements. We can consider the result expected. 

Backend performed well, but useful feedback was received to be taken into consid-

eration in the development of the UI. Inspection details presented in Appendix 7. 

 

Additional Findings 
During the testing a lot of data was received, and different visualization methods 

were also experimented. Another client project suggested that IFC (Industry Foun-

dation Classes) could be used as a context for measurement data. It is an open file 

format specification, which is used to transfer BIM (Building Information Model) in 

a standardized format. It turned out that, in the client project, concept of tagging 

devices to spaces reminded of our idea of linking data to locations greatly. BIM 

contains a tree structure, which corresponds to the location tree designed in this 

thesis. A support for utilizing measurement data in IFC context was easily added to 

our real-estate implementation by creating references to BIM project IDs to query 

data from the API to a 3D presentation of a BIM model. 

 

 
Figure 6-2 Measurement data visualized using BIM 
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6.3 Pilot 

 

Implementation was developed to fit real-estate context to provide a central system 

to store various kind of data from temperature values to automation setpoints. Data 

is aggregated from different external systems like building automation, gateways and 

sensor manufacturer systems with both in- and outbound connections. First site to 

be included in the system was Kampusareena, which is a multi-user building 

launched in 2015 by Tampere University of Technology and University Properties 

of Finland Ltd. It’s located in Tampere and has 8 floors reserved for the university 

and companies. Data recorded by the automation system of the building is accessible 

from external systems. This means it’s more than a convenient target as the auto-

mation alone provides various readings to be gathered. 5th and 6th floor of the build-

ing were included into a pilot. 

 

 
Figure 6-3 Kampusareena 

 

Sensor data is retrieved from a building automation system (BAS) that handles 

heating, ventilation, air conditioning and cooling. It provides information about the 

following qualities: 

 

• Air flow cooling setpoint  

• Air quality 

• Cooling setpoint 

• Cooling valve 

• Heating setpoint 

• Heating valve 

• HVAC mode 

• Motion events 

• Occupancy 

• Temperature 

 

Lighting control system of the building was also used, because it provides detailed 

and frequent motion event data. Other external sensors were also utilized to gather 

e.g. noise and accurate CO2 levels. Source profiles were configurated to retrieve data 

from the BAS. In total 535 devices were connected to the system to read measure-

ments from the selected floors. 
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Figure 6-4 Floor 6 at Kampusareena 

 

Results 
Pilot confirmed that the implementation fulfills the requirements set for the use case 

and performed as expected from a modern IoT solution. Component configuration 

worked seamlessly, and modular architecture of the overall system allowed us to 

apply changes quickly. Data from BAS was not always available in real-time and 

visualizing prevailing conditions was impossible due to outdated data. This on the 

other hand was an issue with the data provider and not with the platform. 

 

Client applications were also produced by other parties to visualize the data with 

e.g. AR (augmented reality). Positive feedback was received about the easiness to 

access data. Some changes were requested by these companies, which related to 

requirements of developing client application with simpler architecture. Changes 

were made to minimize work load on client applications. These changes included: 

 

• Metadata: Inserting icon, color and other useful metadata to measurements 

sent to clients to provide means for easy visualization. Computing was made 

on the backend to optimize client resource usage as usually server has more 

resources and faster access to data. 

• Querying Options: Enable advanced querying to e.g. request data from lo-

cation tag including all child location tags. More content was included to 

single API responses to narrow down the required number of requests. 
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MongoDB performed well as a storage for the data. Although, indexing and caching 

were necessary procedures to provide fast and stable flow of data to clients. In the 

database measurements form the biggest portion of the documents. After 6-month 

pilot, nearly 10 million measurement objects were created, which is almost 10000 

times the number of other documents. Sources, connected devices, cover 57% of the 

rest. Distribution of document type presented in Figure 6-5. 

 

 
Figure 6-5 Number of documents per document type 

 

 

Size of the documents didn’t vary between document type as much as the count. 

Although, images were the largest documents, it was expected as buffer data was 

stored. All the other document contained only JSON data. Size of the documents 

introduced in Figure 6-6. More detailed database statistics are included in Appendix 

5.  

 

 
Figure 6-6 Average object size per collection 
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7 Conclusions 
 

Objective of this thesis was to identify components of a typical IoT-solution and 

design a concept based on the findings. In the objectives, we also defined that an 

implementation should be carried out to test and validate the designed concept. In 

this thesis, we began our study by investigating Internet of Things and related tech-

nologies based on importance to a software company focusing on cloud service de-

velopment. Concept design aims to be agnostic from use case perspective, so in sense 

of data, the focus wouldn’t be too limited as objective was to keep the concept 

general. This thesis presents a full implementation as defined in the objectives. Tech-

nical details are provided to propose an example configuration. It was also recognized 

by the company earlier that a development process of a single IoT-solution could be 

structured better by following a general concept. Good practices and tools were re-

quired to be selected to optimize current work process and vision was that developing 

a solution by picking components from a predefined pool, would make development 

more agile. These were aspects favoring the selection of the subject of this thesis. 

 

During the design and implementation process there were no inevitable obstacles or 

severe problems encountered. Overall, there were only minor difficulties related to 

database model design in the requirement specification and standardizing decisions 

that had to be made during implementation. In addition, finding reliable hardware 

in means of sensors, proved to be a minor challenge. Often, solutions with the easiest 

connectivity were the most expensive ones and therefore ineligible for systems in-

tended to be scaled up. On the other hand, we were able to quickly build proof of 

concepts with these devices during our pilots. 

 

The outcome of this thesis can be considered expected. As part of designing a general 

IoT concept we were able to identify several specifications, best-practices and indus-

try standards that can be applied to our future projects. Thus, this study will benefit 

our future development efforts indirectly. We have already been able to take ad-

vantage of the protocol and standard reviews conducted in the scope of this thesis. 

Sensor agnostic approach in the concept has enabled the company to start various 

projects by taking the designed concept as a basis. Implementation code frame has 

been used as a template for many IoT-projects. It has also received development 

feedback and has been modified to include even more functionalities than addressed 

in this thesis. Creating inadvertently a practice to attach components together easily 

and testing the system with some components being only mockups has quickened 

the company’s development process considerably. This thesis has provided tools to 

keep focus and emphasis on the system logic. Development by focusing on the system 

design and getting a development system live as soon as possible while being able to 

evaluate the integration at the same time, has optimized work expectedly, but has 

had even greater effect than anticipated. Benefit of this thesis for the company has 

been significant. 



  78

   

Future Work 
Many features were identified to be included to the implementation later. These 

ideas, how to develop the solution further were discovered during other pilots and 

client projects. The generality of our concept allows it to be applied to fit various 

use cases, but also suits for continuous development of integrating new components.  

 

• Increasing the Number of Supported Data Sources: Connecting easily 

to a growing number of external systems with an easily configurable connect-

ors, is a very valuable feature. It is undoubtedly one of the most important 

achievements of this thesis. In the future, it is definitely profitable to create 

templates to connect to as many as possible external data providers. 

• Building Information Modeling Utilization: BIM is being utilized in-

creasingly in real-estate maintenance business to harness the benefit of digital 

twins. Smart building concept seems to be leaning more and more towards 

IFC standard to present building data including maintenance history and 

other useful properties stored during the construction and use. For our com-

pany, this sets IFC utilization a high priority. 

• Data Analytics Support: Collecting a large quantity of data enables usage 

of functionalities related to term big data. Data engineering tries to find pat-

terns from the past to reveal and even predict events. Knowledge is produced 

from the generated data. As a future work, analysis components could be 

integrated directly to the system to utilize prediction models, algorithms and 

artificial intelligent. 

• Integration with Positioning Systems: Coordinates are already sup-

ported and handled as any other measurement data by the provided imple-

mentation. On the other hand, the usage of real-time movement of a source 

has not yet been tested by any proper use case. Asset tracking is also a field 

of business suited for making use of IoT. Therefore, opportunities to design 

solutions for this specific field should not be bypassed. 

• 2-way Communication Logic: Triggering events or notifications based on 

rules could be added to the concept design. Controlling external devices re-

quires a component. In the end, it is one of the promises of IoT, to be able to 

automate things. 
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Appendix 1. Installation Guides 
 

 

 

 

Raspberry Pi Installation 
1. Download the latest Raspbian Jessie with desktop from 

https://www.raspberrypi.org/downloads/raspbian/ 

2. Use SD Formatter to format a SD card and write the image with Win32 

Disk Imager 

3. Add an empty file called SSH to the root of the SD to enable SSH on boot 

4. Connect the raspberry pi to LAN 

5. Connect to the SSH terminal with Putty (login as: pi, password: raspberry) 

a. run following commands (takes about 20 minutes) 

i. sudo apt-get update && sudo apt-get -y upgrade 

ii. sudo shutdown -r now 

6. Connect again and enable VNC Server 

a. sudo raspi-config 

b. Choose Interfacing Options, select VNC and press enter to Yes 

c. Choose Advanced Options, select Resolution and press enter to 

1024x768 

7. Establish a remote desktop connection with VNC Viewer 

8. Change the following from Application menu/Preferences/Raspberry Pi 

Configuration 

a. System/Change Password 

b. Localisation/Set Timezone…/Area/Europe 

c. Localisation/Location/Helsinki 

d. Localisation/Set Keyboard…/Country/Finland 

e. Localisation/Set Keyboard…/Variant/Finnish 

f. Localisation/Set WiFi Country/FI 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.raspberrypi.org/downloads/raspbian/
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NodeRED and Node.JS Installation 
1. update-nodejs-and-nodered (takes about 10 minutes) 

2. To run NodeRED use command node-red-start and to stop use node-red-

stop 

3. To start on boot use command 

a. sudo systemctl enable nodered.service 

 

MQTT Installation 
1. sudo apt-get install mosquitto 

 

Node-RED Testing 
1. Go to http://{“localhost” or IP}:1880 

2. Place mqtt in input node, double click it and set the following settings 

a. Server: Add new mqtt-broker config node, Server: localhost and se-

lect Add 

b. Set topic as e.g.: /testing 

c. press deploy from the upper right corner 

3. Place mqtt out node, configure the topic and deploy again 

4. Link a debug node to mqtt in node and inject node to mqtt out 

5. Select debug tab from right side and click the button on the left side of the 

inject node 

 

6. Pick http in node, function and http response and link them together 

7. Set the URL on http in to e.g. /api/test and the following code to function 

a. msg.payload = {message: "Hello!"}; 

b. return msg; 

8. Visit http://{“localhost” or IP}:1880/api/test 
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Gitlab Installation 
1. Register to gitlab and create a project 

2. Create a directory to e.g. /home/pi/ 

a. mkdir apina && cd apina 

b. git init && git remote add origin 

https://gitlab.com/arto.ranta/apina.git 

c. npm init 

d. npm install express –save && npm install nodemon --save 

e. nano .gitignore 

i. /node_modules/ 

ii. CTRL+O, Enter and CTRL+X 

f. git config --global user.email you@example.com 

g. git config --global user.name "Your Name" 

h. git add . && git commit -m “Initial commit” 

i. git push -u origin master 

3. nano package.json 

a.   "scripts": { 

b.     "start": "nodemon app.js" 

c.   }, 

4. nano app.js 

a. var app = require('express')(); 

b. app.get('/', function(req, res){ 

c.   res.end('Hello World'); 

d. }); 

e. app.listen(3000); 

f. console.log('running...'); 

5. npm start 

6. Go to browser and enter address http://{“localhost” or IP}:3000/ 
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MySQL database and phpMyAdmin Installation (optional) 
1. sudo apt-get install mysql-server (password: passwordforapina) 

2. Test the server with the following commands: 

a. mysql -u root -p 

b. quit 

3. sudo apt-get install python-mysqldb 

4. sudo apt-get install apache2 php5 libapache2-mod-php5 

5. sudo apt-get install phpmyadmin 

6. Select apache2 (Enter) and then Yes 

7. sudo nano /etc/apache2/apache2.conf 

a. enter the following line at the bottom of this file: 

i. Include /etc/phpmyadmin/apache.conf 

8. sudo /etc/init.d/apache2 restart 

9. http://{“localhost” or IP}/phpmyadmin 

 

MongoDB Installation (optional) 
1. sudo apt-get install mongodb-server 

2. sudo service mongodb start 

3. mongo 
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Appendix 2. Data Examples 
 

 

 

Data from Siemens API 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

{ 

  "totalCount": 288, 

  "itemsReturnedCount": 1, 

  "start": 0, 

  "end": 0, 

  "limit": 1, 

  "nextPage": "/meter/../readings?utcEndTimestamp=09/31/2018 23:59:59&utcStartTimestamp=09/31/2018 00:00:00&start=1&end=1&limit=1", 

  "prevPage": null, 

  "firstPage": "/meter/../readings?utcEndTimestamp=09/31/2018 23:59:59&utcStartTimestamp=09/31/2018 00:00:00&start=0&end=0&limit=1", 

  "lastPage": "/meter/../readings?utcEndTimestamp=09/31/2018 23:59:59&utcStartTimestamp=09/31/2018 00:00:00&start=287&end=287&limit=1", 

  "accaeptedValues": "&direction=ASC", 

  "items": [ 

    { 

      "value": 21.02, 

      "utcRectime": "9/30/2018 12:00:00 AM", 

      "utcOrgRectime": "9/30/2018 12:00:00 AM", 

      "comment": "", 

      "qualityAttribute": "33", 

      "correctionValue": "0.0", 

      "utcBeginDate": null, 

      "unit": "°C" 

    } 

  ] 
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Appendix 3. Calculations 
 

 

 

 

 

 

 

 

Linear scaling 

 

 

 

 
Color intensity functions 
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𝑓𝐵(𝑥) = {
1,        𝑥 < −1

−𝑥,   − 1 ≤ 𝑥 ≤ 0
0,           𝑥 > 0

   =    {
|𝑥| − 𝑥

2
,   𝑥 ≥ −1

1,               𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒.
 

 

⇒
|𝑥| − 𝑥

2
−

|𝑥 + 1| − (𝑥 + 1)

2
 

𝑓𝐺(𝑥) = {
1 + 𝑥,          − 1 ≤ 𝑥 ≤ 0
1 − 𝑥,               0 < 𝑥 ≤ 1
0,                      𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒.

   =    {
1 − |𝑥|,            − 1 ≤ 𝑥 ≤ 1

0,                      𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒.
 

 

⇒
1 − |𝑥| + |1 − |𝑥||

2
 

𝑓𝑅(𝑥) = {
0,           𝑥 < 0
𝑥,   0 ≤ 𝑥 ≤ 1
1,           𝑥 > 1

   =    {
|𝑥| + 𝑥

2
,   𝑥 ≤ 1

1,               𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒.
 

 

⇒
|𝑥| + 𝑥

2
−

|𝑥 − 1| + (𝑥 − 1)

2
 

1. 𝑓𝑅, 𝑓𝐺, 𝑓𝐵 

Sum up with an absolute value function to cut out 

negative y-values and divide by 2 to reverse the effect 

on the positive side 

 

2. 𝑓𝑅, 𝑓𝐵 

Subtract shifted version of the function to keep y-value 

constant with x-values greater than 1 or less than -1 
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Appendix 4. UI Design 
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Appendix 5. Database Statistics   

Collection Count Size   

Storage 

Size   

Avg Object 

Size   

Inde-

xes 

Index 

Size   

measurements 9282864 1058410625 

1009,4 

MB 324288512 

309,3 

MB 114 114 B 4 455852032 

434,7 

MB 

sources 562 196467 191,9 KB 118784 

116,0 

KB 349 349 B 3 167936 

164,0 

KB 

access_rules 104 11328 11,1 KB 32768 32,0 KB 108 108 B 1 32768 32,0 KB 

apikeys 70 9772 9,5 KB 45056 44,0 KB 139 139 B 2 73728 72,0 KB 

images 69 31379548 29,9 MB 46157824 44,0 MB 454776 

444,1 

KB 2 73728 72,0 KB 

refresh_tokens 34 6553 6,4 KB 36864 36,0 KB 192 192 B 3 110592 

108,0 

KB 

access_tokens 34 6553 6,4 KB 36864 36,0 KB 192 192 B 3 110592 

108,0 

KB 

source_profiles 19 50252 49,1 KB 81920 80,0 KB 2644 2,6 KB 2 73728 72,0 KB 

location_tags 17 18665 18,2 KB 45056 44,0 KB 1097 1,1 KB 3 110592 

108,0 

KB 

invitations 17 4987 4,9 KB 36864 36,0 KB 293 293 B 2 73728 72,0 KB 

users 14 5851 5,7 KB 36864 36,0 KB 417 417 B 2 73728 72,0 KB 

organizations 12 3344 3,3 KB 36864 36,0 KB 278 278 B 2 73728 72,0 KB 

sites 11 8758 8,6 KB 45056 44,0 KB 796 796 B 2 73728 72,0 KB 

templates 6 5486 5,4 KB 36864 36,0 KB 914 914 B 3 98304 96,0 KB 

clients 5 621 621 B 32768 32,0 KB 124 124 B 3 98304 96,0 KB 

accounts 5 1568 1,5 KB 36864 36,0 KB 313 313 B 2 73728 72,0 KB 

themes 5 1676 1,6 KB 36864 36,0 KB 335 335 B 1 32768 32,0 KB 

subscriptions 4 1699 1,7 KB 36864 36,0 KB 424 424 B 3 102400 

100,0 

KB 

authorization_codes 0 0 0 B 4096 4,0 KB 0 0 B 2 8192 8,0 KB 

password_reset_tokens 0 0 0 B  24576 24,0 KB 0 0 B  2 49152 48,0 KB 

email_confirmation_codes 0 0 0 B  4096 4,0 KB 0 0 B  2 8192 8,0 KB 
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Appendix 6. API Test Results 
 

Method URL Time Code Name Status 

POST oauth/token 487 200 OK pass 

POST oauth/token 54 200 OK pass 

GET oauth/token/bearertest 53 200 OK pass 

GET api/users?username=aranta 50 200 OK pass 

GET api/users/59d71bd3a24b4e0ac8588c8f 53 200 OK pass 

PUT api/users/59d71bd3a24b4e0ac8588c8f 52 200 OK pass 

GET api/users 70 200 OK pass 

GET api/accounts 57 200 OK pass 

GET api/organizations 288 200 OK pass 

GET api/sites 141 200 OK pass 

GET api/location-tags 3180 200 OK pass 

GET api/invitations 98 200 OK pass 

GET api/source-profiles 114 200 OK pass 

GET api/sources 377 200 OK pass 

GET api/templates 118 200 OK pass 

GET api/subscriptions 294 200 OK pass 

POST api/source-profiles 241 201 Created pass 

PUT api/source-profiles/5bd007423085ab720fed2dcf 251 200 OK pass 

GET api/source-profiles/5bd007423085ab720fed2dcf 271 200 OK pass 

POST api/measurements?apikey=337d1edee959c3326712121dbdc8dd0b 305 201 Created pass 

GET api/source-profiles/5bd007423085ab720fed2dcf/sources 251 200 OK pass 

POST api/accounts 41 201 Created pass 

GET api/accounts/5bd007433085ab720fed2dd5 107 200 OK pass 

GET api/accounts/5bd007433085ab720fed2dd5/owners 48 200 OK pass 

PUT api/accounts/5bd007433085ab720fed2dd5 291 200 OK pass 
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POST api/accounts/5bd007433085ab720fed2dd5/organizations 270 201 Created pass 

POST api/accounts/5bd007433085ab720fed2dd5/sites 155 201 Created pass 

GET api/accounts/5bd007433085ab720fed2dd5/organizations 48 200 OK pass 

GET api/accounts/5bd007433085ab720fed2dd5/sites 270 200 OK pass 

GET api/organizations/5bd007443085ab720fed2dd7 164 200 OK pass 

PUT api/organizations/5bd007443085ab720fed2dd7 54 200 OK pass 

GET api/sites/5bd007453085ab720fed2dd9 63 200 OK pass 

PUT api/sites/5bd007453085ab720fed2dd9 50 200 OK pass 

POST api/sites/5bd007453085ab720fed2dd9/location-tags 151 200 OK pass 

POST api/sites/5bd007453085ab720fed2dd9/location-tags/5bd007463085ab720fed2ddb 395 200 OK pass 

GET api/sites/5bd007453085ab720fed2dd9/sources 213 200 OK pass 

GET api/sites/5bd007453085ab720fed2dd9/location-tags 135 200 OK pass 

GET api/location-tags/5bd007463085ab720fed2ddb 251 200 OK pass 

PUT api/location-tags/5bd007463085ab720fed2ddb 352 200 OK pass 

GET api/location-tags/5bd007463085ab720fed2ddb/sources 99 200 OK pass 

GET api/sources?source_profile_id=5bd007423085ab720fed2dcf 262 200 OK pass 

GET api/sources/5bd007433085ab720fed2dd2 97 200 OK pass 

GET api/sources/5bd007433085ab720fed2dd2/measurements/latest 95 200 OK pass 

POST api/sources/5bd007433085ab720fed2dd2/location-tags 90 200 OK pass 

DELETE api/sources/5bd007433085ab720fed2dd2 5851 200 OK pass 

DELETE api/source-profiles/5bd007423085ab720fed2dcf 52 200 OK pass 

DELETE api/location-tags/5bd007463085ab720fed2ddd 81 200 OK pass 

DELETE api/location-tags/5bd007463085ab720fed2ddb 62 200 OK pass 

DELETE api/organizations/5bd007443085ab720fed2dd7 50 200 OK pass 

DELETE api/sites/5bd007453085ab720fed2dd9 58 200 OK pass 
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Appendix 7. Usability Inspection Results 
 

   Right effect Available Associated Progress Issues 

Task 1 Register  1 1 0 0 2 

1. Follow the given instructions in the received email  √ √ √ √ 0 

2. Enter required details  X X √ √ 2 

3. Click sign up button  √ √ √ √ 0 

        

Task 2 Change password  0 2 0 2 4 

1. Open My Profile from top right  √ X √ √ 1 

2. Choose Password tab  √ √ √ √ 0 

3. Enter required details to change password  √ X √ X 2 

4. Click Save Password  √ √ √ X 1 

5. Login with the new password  √ √ √ √ 0 

6. Sign out  √ √ √ √ 0 

        

Task 3 Reset password  0 0 0 2 2 

1. In the login page click Forgot password?  √ √ √ √ 0 

2. Enter your email  √ √ √ √ 0 

4. Click Reset Password  √ √ √ X 1 

5. Open your mail inbox  √ √ √ √ 0 

6. Follow the given instructions in the received email  √ √ √ √ 0 

7. Enter a new password  √ √ √ √ 0 

8. Click Reset  √ √ √ X 1 

5. Login with the new password  √ √ √ √ 0 

        

Task 4 Accept invitation  0 1 1 0 2 

1. Open My Profile from top right  √ X X √ 2 

2. Choose Invitations tab  √ √ √ √ 0 

3. Click Accept on received invitation  √ √ √ √ 0 

        

Task 5 Create location tag  0 1 3 1 5 

1. Click Map from the navigation bar  √ √ √ √ 0 

22. Choose a site  √ X X X 3 

3. Click Open  √ √ X √ 1 

4. Click Add Location  √ √ √ √ 0 

5. Enter a name e.g 'New Location' and click Check  √ √ X √ 1 
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Task 6 Relocate location tag  0 2 0 2 4 

1. Select the created location tag  √ √ √ √ 0 

2. Click Advanced Settings  √ √ √ √ 0 

3. Click Relocate  √ X √ X 2 

4. Drag and skew area  √ X √ √ 1 

5. Click Save  √ √ √ X 1 

        

Task 7 Upload image  0 0 0 0 0 

1. Select a location tag  √ √ √ √ 0 

2. Click Advanced Settings  √ √ √ √ 0 

3. Click Select File under Upload New Image  √ √ √ √ 0 

4. Select an image  √ √ √ √ 0 

5. Click Upload to Server  √ √ √ √ 0 

        

Task 8 Relocate image  0 0 0 0 0 

1. Click Relocate  √ √ √ √ 0 

2. Drag image  √ √ √ √ 0 

3. Click Save  √ √ √ √ 0 

        

Task 9 Explore data  0 0 0 0 0 

1. Browse to Block E/Floor 2  √ √ √ √ 0 

2. Open Apps/Graphs from the navigation bar  √ √ √ √ 0 

3. Choose range from 23.9.2018 to 29.9.2018  √ √ √ √ 0 

4. Click Load Data  √ √ √ √ 0 

5. Open Carbon Dioxide Level dropdown menu  √ √ √ √ 0 

6. Click all the elements to include them into the chart  √ √ √ √ 0 

        

   1 7 4 7 19 
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