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This thesis describes the validation process for an implementation of pair-wise key
establishment. The tested implementation is a cryptographic module on a next
generation firewall. The cryptographic module supports traditional Diffie-Hellman
key establishment and the elliptic curve variant of the Diffie-Hellman scheme.

Pair-wise key establishment is a common solution for the key management prob-
lem and it is widely used in internet applications. During the establishment the
involved parties establish a shared secret that can be used to encrypt communica-
tion. The establishment should achieve the following security goals: confidentiality,
data integrity, data origin authentication, entity authentication, and non-repudiation.

In information security the potential damage caused by a failure in a security
protocol or in the implementation of the protocol is extensive. For this reason, it is
important to assure the customer that the product has been manufactured following
guidelines. The assurance is the main goal of the validation. Improved quality is a
by-product of careful validation.

Six different validation tests were performed on the evaluated cryptographic
module. These were function testing, validity testing, cofactor primitive testing, and
deterministic random bit generation testing. The first two were executed separately
for finite fields and elliptic curves since they are implemented separately. The
inspected cryptographic module passed six different validation tests.
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Tämä diplomityö kuvailee parittaisen avaintenvaihtototeutuksen validoimisprosessin.
Testattu toteutus on kryptologinen moduuli, joka toimi palomuurissa. Tämä mo-
duuli tukee perinteistä Diffie-Hellman aivaintenvaihtoa sekä sen elliptisiin käyriin
perustuvaa versiota.

Parittainen avaintenvaihto on yleinen tapa ratkaista avaintenhallintaongelma
ja se on laajalti käytössä internet sovelluksissa. Avainten vaihdon aikana, osalliset
sopivat yhteisestä salaisuudesta, jota voidaan käyttää viestinnän salaamiseen. Avain-
tenvaihdolta vaadittavat turvallisuustavoitteet ovat: luottamuksellisuus, tiedon eheys,
tiedon lähteen tunnistus, osallisten tunnistus ja kiistämättömyys.

Tietoturvallisuudessa virheet protokollassa tai sen toteutuksessa voivat aiheuttaa
mittavaa vahinkoa. Tästä syystä on erityisen tärkeää vakuuttaa asiakkaat siitä, että
tuote on tuotettu viitesääntöjä noudattaen. Tämä on validaation tärkein tavoite.
Sivutuotteena saavutetaan laadukkaampia toteutuksia.

Kuusi erilaista validointi testiä ajettiin testattavalle kryptografiselle moduulille.
Nämä testit olivat: toiminto-, kelpoisuus-, näennäissatunnaislukugeneraattoritestaus
ja elliptisten käyrien avaintenvaihdon osittaistestaus. Toiminto- ja kelpoisuustes-
tit tehtiin erikseen perinteiselle aivantenvaihdolle ja elliptisiin käyriin perustuvalle
avaintenvaihdolle, koska nämä on toteutettu erikseen. Tarkasteltava kryptografinen
moduuli läpäisi kaikki kuusi validointitestiä.
Avainsanat Validointi, Ohjelmistokehitys, Kryptologia, Salaus, Avintenvaihto, Kyber
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1 Introduction
People often encounter situations where some pieces of information can cause damage
in the wrong hands. Thus, it is no surprise that people have developed methods
for writing messages in such a manner that only intended recipients are able to
understand them. Recent inventions have made the need for secure communication
even bigger than before, because in a modern world intercepting messages has become
easier. Many forms of communication rely on radio waves that by nature can be
heard by anyone, not only the intended recipient. This also applies to the internet
as a medium of communication. For this reason, messages are often encrypted
before sending and decrypted by the recipient. The study of techniques for secure
communication is called cryptography. [1]

Modern cryptography relies heavily on computers. They are fast and reliable
tools for doing complex algorithms required in cryptography. On the other hand,
they are valuable tools in breaking encryption. When working with computers the
strength of any solution depends not only on the theory of the solution but also on
the implementation. That is also the case in cryptography. The user must be able to
trust not only the encryption algorithm, but also in the actual implementation of
the solution. For this reason, it is common to have an independent third party, e.g.
government official, to validate the most important security solutions. [1]

This thesis focuses on the process of validating a product against governmental
guidelines about secure communication. Most of the covered algorithms are in
international use, but the validation program is led by the National Institute of
Standards and Technology (NIST) in the United States of America (USA) and thus
it is not considered an international authority. The validation program in question is
called the Federal Information Processing Standard (FIPS). This standard covers
cryptographic modules, meaning both hardware and software solutions. Several
different bodies of the government in the USA require FIPS certification from
all cryptographic solutions they use. The FIPS covers a wide range of protocols
including Block Ciphers with a variety of modes of operation, Digital Signatures, Key
Establishment, Message Authentication, Random Number Generation, and Hashing
functions. There are separate test sets for each one. In addition to functional
requirements there are also requirements considering the physical device. These are
mainly about tamper resistance. [2]

1.1 Motivation
There are several stakeholders that should be convinced that the implemented

software meets requirements. The developing party is likely to test the implementation
in order to find defects during the development, which may be enough to convince
themselves about the quality of the solution. In order to convince other stakeholders
other means are required. External parties can be used to validate the implementation.
This is often considered as part of Quality Assurance. However, external validations
provide customers with an independent review about the product in question. This
kind of validation requires exact requirements known to all parties involved. Since this
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thesis focuses on cryptographic algorithms these requirements are either international
standards or governmental recommendations. [3]

It is common that the validation is done by an independent third party. This also
leads to improved quality of the software, since external Quality Assurance is likely
to find bugs that were missed in internal tests and reviews. Thorough validation also
often improves customer satisfaction. The validation commonly includes code and
documentation reviews in addition to the testing of the implementation. Thus, the
validated product has value to both the customer and the developer. [4]

The national and international standards are a fundamental building block in
networked devices. They assure that devices from different manufacturers are able
to communicate with each other. They often also introduce a certain level of security
into the communication. These standards also often contain years of development
across different companies and government agencies. The conformance to national
and international standards is extremely important in networked devices, because it
ensures the compatibility with products made in other projects and companies. These
same standards also aim to ensure a certain level of security in the communications
between the devices. It is common that governmental institutions require certifications
on all devices they purchase. The certification tells all involved parties that the
implementation is validated against the defined standards. The goal of requiring the
certificate is to ensure that different bodies of government are able to communicate
with each other without the danger of leaking classified information. [5]

This particular validation process will provide us, the developers valuable insight.
The validation provides an outside look to the product. This will make the product
that will be validated work better with devices from other manufacturers and it will
make it more secure. The formal validation also makes sales easier. There will be
some proof about the quality of the product. Also, FIPS validation allows selling a
firewall to Federal organizations in the USA. This will allow Federal customers to
purchase the already validated functionality with more modern operating system
and CPU family.

1.2 Objective of the Thesis
The objective of this thesis is to evaluate the conformance of the implemented
cryptographic module to the set guidelines. The implemented cryptographic module
is also referred to as implementation under testing (IUT). The term IUT may be
used more generally to cover different types of testing. The IUT will be running
on a next generation firewall. The platform, on which the IUT is running, also
effects the validation testing. Therefore the operating system Debian GNU/Linux
9.0 is also considered as part of the evaluation. The guidelines are defined in two
publications: NIST Special Publication 800–56A Recommendation for Pair-Wise
Key Establishment Schemes Using Discrete Logarithm Cryptography [6] and NIST
Special Publication 800–90A Recommendation for Random Number Generation Using
Deterministic Random Bit Generators [7]. The scope of the thesis is limited to the
key establishment schemes with the addition of random bit generations.
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1.3 Results
The cryptographic module supports two different methods for key agreement. One
utilizes finite field discrete logarithm cryptography (FFC) and another elliptic curve
discrete logarithm cryptography (ECC). Both of which require reliable random
generation. The underlying pseudorandom algorithm implementation was successfully
validated with a single algorithm test with 240 test trials. The FFC key establishment
was validated against two different validation tests: function and validity testing.
Regarding both tests the FFC implementation is in conformance with the applicable
FIPS standards. The ECC key establishment implementation was tested with three
different tests: function test, validity test, and cofactor primitive test. Test results
from these tests indicate that the ECC key establishment implementation is in
conformance with the applicable FIPS standards. Thus, the implementation of the
cryptographic module with the current platform (CPU family and operating system)
works as defined in the FIPS standards regarding the key establishment using discrete
logarithm cryptography.

1.4 Structure of the Thesis
This thesis is divided into four chapters. Chapter 2 is about describes difficulties
in software development. Three known cases of software errors are discussed as an
example what can go wrong during the development of software. This is a clear
incentive for authorities to evaluate the quality of the software at least in some
applications. Federal Information Processing Standards (FIPS) are explained at the
end of the chapter as one of the possible evaluation criteria for authorities.

Chapter 3 describes the pair-wise key establishment in general. The chapter
begins with short introduction to information security and continues to define a
security model and goals for the key establishment. The goals are confidentiality,
integrity, data origin authentication, entity authentication, and non-repudiation.
When the goals are clear, the methods for achieving the goals are described. The
chapter has three sections describing the mathematical basis for methods to achieve
these goals. Section 3.3 defines finite fields and groups, which are building blocks
for Sections 3.4 and 3.5. These sections describe the mathematical aspects of finite
field cryptography and elliptic curve cryptography respectively. After these chapter
details of the key exchange algorithms are described. The chapter ends in a short
summary.

Chapter 4 describes the validation testing of the cryptographic module. The
chapter begins with a general description of algorithm testing. After that each
of four types of testing are described: function testing, validity testing, cofactor
primitive testing, and deterministic random bit generation testing. The deterministic
random bit generation is tested as a completely separate target, because it is needed
in several different cryptography applications. Function testing covers the Diffie-
Hellman key establishment as a single function. Whereas, validity testing ignores the
key generation. The focus of the validation testing is in the arithmetic validation of
the derived keys. The cofactor primitive testing is done only for the elliptic curve
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implementation and it tests only the core of the elliptic curve key establishment
scheme. Also, the results of the validation testing are covered in this chapter.

Chapter 5 acts as a summary of the thesis and ties together the guidelines,
algorithms and testing. We derive conclusions based on the testing results and give
proposals for further study and development.
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2 Software Development and Standards
This chapter explores literature for software development. In the beginning the
chapter will describe software development methods and common challenges in
software development. This chapter also explores some known incidents involving
software in safety critical systems. These are the Morris worm incident in 1988,
Heartbleed vulnerability in 2012, and the Therac-25 accidents in 1980’s. At the end
of this chapter a few official verification programs are described along with a more
detailed look at the Federal Information Processing Standards (FIPS).

2.1 Introduction to Software Development
The general public is today increasingly more aware about information security and
the value of the information. One indicator of this is the increased amount of news
about data breaches. In 2018, a scandal broke about voter-profiling based on data
scraped from Facebook [8]. In 2017, a consumer credit reporting company Equifax
was breached [9]. Both of these scandals involved personal information of the general
public. The leaked data was not trade secrets. This has made general public more
aware of information security threats. Simultaneously the world has become more
connected. People and companies do more business online. While estimating the
global cost of cybercrime is considered highly uncertain, the sum is likely hundreds
of billions in US dollars annually. [10]

In order to understand why it is so hard to build software systems and why there
always will be vulnerabilities to exploit, some knowledge about software development
is required. That being said the field of software development is large. The software
systems have large differences. A driving computer in a car has extremely little to do
with a network connected trading system in a stock exchange. And both of these are
completely different than for example a computer game. These systems have been
developed by different means, because the environment and purpose is so different.
There are several common factors as well. All of the mentioned systems are complex.
The software of these systems is abstract and can be modified relatively easily after
the systems have been deployed. [3]

When speaking about software it is important to know that software and programs
are different things. The term software includes the documentation and configuration
files associated with a program or set of programs. This broader definition is better
suited for discussing the development of systems involving multiple interconnected
programs. Because the customer will require also documentation and the configuration
in order to use the product. [3]

The abstract nature of software makes the building of software less constrained.
For example, building a house is constrained by the properties of materials used
and physical laws related to those materials. A software developer is not required
to consider properties of the materials used or how these materials would need to
be transported. This does not mean that software development has no constraints.
There is limited amount of time and money for each project. The software systems
are typically a compromise between quality, cost and development time. To make
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things more complicated there are technical compromises between different quality
attributes. A typical example of technical attributes that require a compromise is
security and user experience. When the security elements are added it courses the
user to work harder to achieve the same functions. The developer of the software
system must find a suitable balance. [3]

Brooks [11] has divided the difficulties involved in the software development into
two categories: essence and accidents. Accidents are difficulties or complexities that
end up in the product by accident. Accidental difficulties are something that come
from human error. There are several tools to decrease the amount of accidental
errors, from higher level programming languages to code analyzing programs. Higher
level programming languages require less attention to detail, which often reduces the
amount of accidental errors in the program. Code analyzing programs are tools for
finding common flaws in the software. These programs are not perfect and also report
false positive results. Difficulties that come from the essence are such that they are
required to be there. Often, there is no way to avoid several dependencies between
different programs or modules in a software system, which makes these systems
extremely complicated. It is noteworthy that software complexity can be caused by
accidental difficulties as well. The difficulties of the essence differ from accidental
ones in one key respect. There are little if any tools to help the development. This is
the main reason that software systems today are mainly done by humans. Brooks has
listed four difficulties inherited from the essence of software: complexity, conformity,
changeability, and invisibility.

Complexity

The hardware in the computer is extremely complex, when compared to other
human creations. This complexity appears as the amount of states that are involved.
However, a software system build on top of the hardware has orders of magnitude
more states than the underlying hardware. In addition, most physical creations have
repeated structures. Computer memory chips repeat the same design several times.
Modern houses are built from blocks and bolted together. In software there is much
less similarity between different parts. At least in theory, whenever there are two
similar parts in the software, these are combined and used as a subroutine. These
systems also tend to require precision and attention to details. Also, when the size
of a software project increases the connections between different states increase in
a non-linear manner. This means that when the size of the developed system has
doubled, the complexity of that system has increased much more than that. [11]

Conformity

There are different software development cultures, just like there are different social
cultures. Because all systems are designed and built by humans they tend to
differ. There are several programming paradigms. Also, the style used by different
developers using the same programming language differs. The problem-solving style
differs between individuals and cultures. For a single developer this means that the
difficulties differ from project to project. [11]
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Changeability

Humans hunger for improvements. There is often something that could be fixed in
the home or in the car. When the focus is on physical goods the required effort for
changes is clear. When thinking about more abstract things it becomes less clear. If
someone writes a book and wishes to change something it is extremely hard after
the book has been printed. However, if the writing is on a website, making changes
becomes easier. Changes to software systems represent one of the most unclear
situations. The consumers receive a constant stream of updates for different devices
with little knowledge about the engineering effort to make those changes happen.
When a change is requested to a product, the engineering effort may not be clear
even for the developer responsible. This is caused by the complexity of the system.
There might or might not be several components that require changes in order to
make one seemingly small change in the software behaviour. The lack of clarity
increases when the observer is further away from the development. The manager
has less visibility to the changes than the developer and the customer less than the
manager. [11]

There are three main reasons, why software gets changed so often. The first
reason is that a useful program is usually applied in a wide range of tasks. Some of
which are at the border or even beyond the scope of what the developer had in mind.
The second reason is that the underlying hardware systems change over time. This
means that the software has to be compatible with new hardware. This does not have
to mean new processor design, but maybe a new printer of display that could benefit
a new feature in the program. The third reason is that the initial development cost
is significant. From customer’s point of view, it might be more beneficial to develop
an addition than deploy a new system, when business needs change. [11] [3]

Invisibility

Software systems are representations of thoughts and ideas. They do not have
geometrical dimensions so there is no natural way to represent them as drawings. It
is not easy to draw a floor plan of a building or a map for landscape modelling, but
these tasks would be more challenging without such tools. Software systems can and
are often illustrated in charts. However, they rarely cover the whole nature of the
system. One chart may illustrate dependency hierarchy and another flow of the data
in the same system. This topic is also related to conformity, since different people
may illustrate the same system from different points of view, which might then cause
accidental difficulties. [11]

Like mentioned earlier there are several different approaches to software devel-
opment. Generally, some activities can be identified in all approaches: software
specification, software implementation, software validation, and software evolution.
During specification the functions and constrains of the product are defined. The
implementation includes designing and building the product that fulfils the specifica-
tion. The validation is done to ensure the quality and functionality of the produced
software. The evolution is required to keep the software usable in the changing
environment. [3]
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Software specification aims for understanding what services are needed and what
the constrains for the system are. This is a delicate phase in the process since errors
during specification lead to problems in later stages of the project. One dimension
of constrains is cost, both in terms of monetary investment and schedule. It might
be more beneficial to have less sophisticated product deployed in a year than a
technically superior system in three years. Another dimension is user requirements,
which detail what tasks the user is expected to accomplish, when using the software.
The user requirements are processed further to system requirements, which are more
detailed and technical. [3]

Software design and implementation produces a software system that can be
deployed. This phase of the project involves further refining to the specifications in
addition to designing and programming. Most software systems provide and utilize
interfaces to other systems. This provides context for the implementation. The
understanding of this context is required for efficient software design. It is common
to have some testing during this stage of the project, either manual or automated.
The aim of this testing is to find defects in the produced software. [3]

Also testing has large role in software verification. However, the goal of testing
is different in this stage of the process. Of course, discovered defects are fixed,
but it is more important to assure the customer that the delivered product has
the functionality the customer payed for and otherwise meets the specifications.
Verification can include other activities than testing. For example, a code analysis
might be performed to a safety critical system before it is deployed. [3]

Typical categorization of different software processes has two classes: plan driven
and agile processes. Plan driven simply means that the process is planned before
executing. In agile processes the planning happens simultaneously with development,
which makes adaptations to changing requirements easier. In reality the development
is clearly one or the other. The developing organizations achieve some benefits from
both approaches and the resulting process is somewhere between plan driven and
agile. [3]

2.2 Software-related Accidents
It is important to understand the potential harm of software-related accidents. In this
section I will describe three situations, where accidental error in software development
has had grave consequences: the Therac-25 medical accelerator accidents, the Morris
worm incident and the Heartbleed vulnerability in OpenSSL library.

Morris Worm

In November 1988, Robert Tappan Morris launched his internet worm. A worm is a
computer program that can replicate itself to other computers without user action.
A computer virus is different. A virus is a piece of code that can add itself to other
programs. A virus cannot run itself but requires a host program to function. A worm
is a standalone program and does not require a host program to run. The Morris
worm was the first widely spread computer worm. [12]
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It is important to remember that the Internet was different than it is today.
Users trusted messages form the internet more than in 2018. There were no firewalls
between organizations networks and the internet. This was a major reason why
the Morris worm was able to spread so widely. It infected roughly 5% of all the
connected computers at the time. The Morris worm would not spread into different
organizations the way it did, if it was launched today. [13]

From the perspective of this thesis the Morris worm is interesting since the
spreading mechanism relied on software bugs in two different programs in Unix
operating system: fingerd and sendmail. Only one vulnerability was required to
spread the worm, which increased the efficiency of the worm in spreading. Only one
vulnerable software on the target was enough to contaminate it. [12]

The fingerd daemon had and buffer overflow vulnerability. This means that a
user given parameter is read in to a buffer without checking the size of the buffer.
If a user gives an extremely long parameter, it will not fit into the allocated buffer
and some parts are written to over the next sections in the memory. If this is done
accidentally the program will most likely crash. However, if a malicious actor does
this purposefully it is possible that the attacker can run whatever commands she
wants. There are a couple of different attacks that leverage buffer overflows. The
most common one is stack smashing attack, which was also leveraged in the Morris
worm. Buffer overflow bugs are fairly common. Yet in theory these types of bugs
should be easy to avoid by using secure programming practises. [14]

The vulnerability in sendmail program was functionality that was provided, when
a debugging option was set. In 1988 the sendmail had the debug option enabled by
default, which meant that it was enabled on most machines using sendmail program.
The Morris worm issued the debug command to the sendmail program. This allowed
the worm to send and execute a set of commands instead of recipient’s email address.
This is a feature that is only allowed in the debug messages. After the Morris worm
was discovered the sendmail program was changed so that the debug option was
disabled by default. However, several network administrators enabled the debug
mode, because the sendmail program required a complex configuration. [12]

Heartbleed Vulnerability

In 2014 researchers found Heartbleed vulnerability in OpenSSL cryptographic library.
What made this discovery extremely impactful, is that OpenSSL is used widely in
different applications. Heartbleed allowed attackers to read the programs memory.
This is related to buffer overflows described above. The difference is that in buffer
overflow the attacker is able to write more than the allocated buffer for the input. In
this case the attacker is only able to read more than the allocated memory. So, it is
called buffer overread bug. [15][16]

OpenSSL provides SSL/TLS encryption for website traffic. In 2012 an extension
was introduced for TLS protocol. The purpose of this extension was to make it easy for
either end of the connection to check whether the other end was still present. In other
words, to check whether the connection was still alive. Thus, it was name heartbeat.
The connected parties would indicate the support for the feature in the connection
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handshake. During the connection either party could send a heartbeat request, which
the counterpart would then respond thus confirming that the connection is alive.
The structure of the heartbeat request is type, length, value. This means that there
is one-byte length type field in the beginning of the message. Then two-byte field
indicating the length of the payload. Then there would be the payload. At the end
of the message at least 16 bytes of padding is added. [16]

The bug in OpenSSL caused the heartbeat request recipient to trust the length
specified in the request message. If a malicious party claimed that the length of the
payload was larger than it actually was, the receiver would reply with a message
that contained the short payload and whatever was in its memory after the payload
memory buffer. Since the size field was two bytes the maximum amount for the
payload length is 216, which translates roughly to 65 kB. The fix for this was to
add a check that discards the heartbeat request, if the payload length is larger than
the actual payload. While the fix was simple the bug was serious. The memory
accessed by the potential attacker would contain all sorts of confidential information
like information intended for a secure channel or cryptographic secrets. [16]

Therac-25 Accidents

Therac-25 is a medical linear accelerator. These accelerators are used to destroy
tumors by focusing an energy beam to the tumor. The benefit of using energy
beam is that this results minimal damage to surrounding healthy tissue. There are
two different types of linear accelerators. First one accelerates electrons, which is
optimal for tumors in shallow tissue. Second one utilizes X-ray photons instead of
the electrons in order to reach deeper into tissue. The Therac-25 is capable to deliver
both electron beam or X-ray beam. The Therac-25 had software errors that caused
overdoses to the patients. There were six know accidents with the Therac-25 between
1985 and 1987. [17]

During the investigation to the incidents involving the Therac-25 same software
bugs were found in earlier model the Therac-20. The software system of both of
these systems were based on even earlier model the Therac-6. The Therac-6 was
only capable producing X-rays, whereas both of the later models were able to select
between X-rays and electron beam. This is relevant, because the energy levels
required for X-ray treatment is around 100 times the levels needed for electron
therapy. In the Therac-20 and the Therac-25 the mode selection is done using a
turntable, which has three positions. One for each mode and a third one for field
light, which is used for aligning the beam. In this field light mode there is no electron
beam, but a light is reflected to the exact spot where the beam will focus. This
makes it easy to accurately focus the beam to the tumor. [17]

Of course, some safety features had been developed on top of the Therac-6 to
ensure that correct power levels were used with each operating mode. The Therac-20
had protective circuits for monitoring electron-beam scanning and utilized mechanical
interlocks to check that the energy levels and turntable were set to the same mode. In
the Therac-25 these safety features were implemented using software. The mechanical
interlock prevented accidents, when the bug in question occurred in the Therac-20. [17]
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Interlock is a feature that forces two separate systems or processes to sync. For
example, a feature that an elevator will not move when the door is open is an interlock.
In this example the state of the door locks the state of the elevator. An interlock
can be implemented in software, in hardware or in combination of both.

Both bugs in the Therac-25 were race condition bugs. Race condition occurs
when two different processes or threads try to access shared data simultaneously.
The clock cycles on the CPU are shared using scheduling. Because the scheduler can
change from thread to thread or from process to process at any time, the behaviour
of the program changes between different executions. The behavior depends on which
thread access the shared data first. This makes race condition bugs hard to find and
debug. The Therac-25 was used in East Texas Cancer Center for two years without
accidents, before a patient was subjected to overexposure. During those two years
over 500 patients had had a treatment in Therac-25 without incidents. [17]

The first bug that was discovered was related to two routines: one which was
responsible for handling operator input and another which set the magnets for focusing
the electron beaming. Every time operator made configuration changes a shared
variable was set to indicate that new configuration should be loaded. When the
mode for electric treatment was selected also a routine was scheduled. Whenever
the shared variable indicating new configuration, changes was set this routine was
stopped and started later from the beginning. However, it took roughly 8 seconds
to bend the magnets in to position. During this time the shared flag indicating
the configuration changes was not checked. This resulted in misconfiguration and
radiation overexposure. In order to trigger this bug, the operator must first set the
operation mode to electric and then change it to the X-ray mode within the 8 seconds
it takes to bend the magnets. If the operator is slower than that, the magnet bending
routine has already exited and the correct configuration gets loaded. [17]

When the first bug was discovered and fixed the manufacturer of therac-25, AECL
believed that the product was now safe to use. However, a second race condition
bug was found. After the field-light feature is used the operator sets the prescription.
When the settings are loaded also a routine called Set-Up Test is scheduled, which
checks the position for the turntable. A shared variable is used for passing the
information to other test routines. The value zero is used to indicate the Set-Up
Test is passed. Each time the Set-Up Test is entered and failed the shared variable
is incremented. The size of the variable is one byte and thus every 256th round it
will roll over to zero. This will look to other test routines like the Set-Up Test was
passed while it was failed. The overexposure happened when the operator hit set at
such moment that the shared variable had rolled over to zero. Fix for this bug was
simple. The Set-Up Test routine set the shared variable to fixed nonzero value each
time it failed. [17]

This illustrates the false sense of security. In this case the bug responsible of one
malfunction was discovered and fixed. The manufacturer believed that the product
was safe. However, there was another bug causing a different type of overexposure.
One should always assume there is another bug. [17]

The Therac-25 accidents caused also government reaction. When the Therac-25
was introduced, the Food and Drug Administration (FDA) did not require separate



12

acceptance testing. The reasoning behind this was that the manufacturer AECL
had developed earlier models of medical linear accelerators. After the accidents were
brought to the attention of FDA it got involved with the development. FDA was
major factor pressuring the EACL to provide patches to the software errors. It
required test plans for further development at AECL. During the investigation it
turned out that AECL did not have any test plans for the software. It was also
required to install separate mechanical interlock for the Therac-25. [17]

A common feature in the Morris worm incident and in the Therac-25 accidents is
that fixing a single bug would have not prevented the accidents. The Morris worm
had several means for propagations and Therac-25 had at least two separate bug
that caused overexposure. The Heartbleed vulnerability on contrast is a single bug.
It was introduced here, because it was implemented in modern software unlike the
Morris worm or the Therac-25. The implementation errors in fingerd and in the
OpenSSL library quite similar. This highlights the fact that implementation errors
are inevitable in software development. There is not shortage for small mistakes with
grave consequences.

The security of software systems cannot be based on fixing bug. Like the previous
examples clearly show, there will always be another bug somewhere. However,
good programming practices during the development can significantly reduce the
change for serious defects in the product. Against this background it is easy to
see why governments do require some official oversight to software products and
their development. This will make manufactures less likely to cut corners during the
development.

2.3 Product Verification
In the previous section we discussed about incidents that highlight the need for
government regulation in certain areas. For example, the Therac-25 incidents pro-
voked a response from the Food and Drug Administration (FDA). This is the part
of the government in the USA that is responsible supervising medical instruments
among other things. All used medical devices must be certified by the FDA. Also,
all incident must be reported to the same administration. [17][18]

Also, home electronics have certain requirements. In the European Union (EU),
there is CE certification for electronics. The purpose of CE is to make sure that
electronic devices do not interfere with each other and are safe to use. There are
similar requirements for electronics also in other countries. This should not be
confused with the certification required to work as an electrician. [19]

In the computer networks there are certification called Common Criteria (CC).
The name derives from the fact that it was crafted to unify security evaluation
standards in Europe, in the USA, and in Canada. The European predecessor was a
ITSEC standard, which was combined effort of France, Germany, the Netherlands
and the UK. The Canadian one was CTCPEC and the standard used in the USA,
was TCSECi. The first version of Common Criteria was issued in 1994 and it has
been updated since. [20]

The Common Criteria certification defines the development process for the target
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product. The Common Criteria can be used to certify wide range of things. However,
the developer must define the target for a particular evaluation carefully. A target
for evaluation can be for example a software application, an operating system, or an
integrated circuit. The Common Criteria is a process certification. When a product
has Common Criteria certificate, it means that each part of the development of the
product has been done and documented according to the standard. [21]

Some certification focus more on the functionality. They may require certain
features or even have requirements how those features have been implemented. An
example of an required feature could be the independent interlock in the Therac-
25. Of course, this requirement was added after the incidents, but in general such
functional requirement exist.

According to ISO 9000 standard of Quality management systems — Fundamentals
and vocabulary [22] verification means confirmation that the requirements have been
met and validation that the requirements are fulfilled in the intended use of the
application in question. Both verification and validation should be done using
objective evidence. So, verification is testing or auditing that the implementation
works correctly, and validation is making sure that the implementation can be used
for the intended task.

This raises the question, how are the requirements derived. It is extremely impor-
tant that the requirements them self are good. It is possible that the implementation
follows requirements specified in the specification, but there is a flaw in the system.
Such flaw was discovered in WPA2 protocol in 2017 by Vanhoef and Piessens [23].
That particular study found also implementation failures, but more over there was a
flaw in the protocol that caused even the implementation that followed the protocol
to reuse nonce in several messages. This highlight the importance of the quality of
requirements.

In order derive good security requirements one need to understand the risks to
the system and the environment where the system operates. For example, a traveler’s
electronic book probably does not have same security requirements than a military
surveillance system. It is clear that the surveillance system is located in a more
hostile environment. The requirements should pay most attention to the risks that
have the potential to cause most damage and to the risks that are most likely to
happen. In order to do this classification, one must first identify the threats the
system may face. When the risks have been identified they need to be analyzed and
classified. During the analysis the risks are also decomposed in order to discover
potential causes, which may help to mitigate the risks in a cost-effective manner. [3,
p. 311]

The validation can be done from two different stand points. The first one is to
handle the target of the validation as a black box. This means that the validator
cannot know what happens inside the target and focuses only inputs and outputs.
The second one is white-box validation. This can be done by means of testing, but
since the validator knows the internal function structure of the target, it can test
individual functions and make sure each of them works according to the specification.
In white-box testing the validator can make sure that errors are handled correctly at
multiple levels, where as in the black-box testing the validator only sees that the
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error gets handled somewhere. In addition to the testing the white box approach to
the validation allows reviews. In critical application the validated product may be
subject to external code analysis. [24, p. 499]

A thorough validation is laborious to conduct and involves several entities working
together creating extra overhead to the development. Such validation is expensive to
conduct. For this reason, the validation effort is often focused on critical systems.
The cost of failure can be used as an indicator how thorough validation is performed
to the system. For example, a failure to handle malformed input to a web site is not
worth thousands of validation work hours. This failure could cause the system to
crash and make the website inaccessible for some time. Even security flaw would not
justify extensive validation to a website unless the website handles money (online
bank) or personally identifiable information (online doctor). On the other hand, a
failure of a control system in a cruise ship is so expensive that the validation costs
are reasonable. The information security applications, such as key establishment,
have a tendency to produce expensive failures, because information leakage cannot
be reversed. There are several good examples, where leaked information has caused
extensive damage. [3, p. 294]

The risk management is not a technical problem but a financial one. It is often
a business decision, where the business balances between the cost of implementing
security requirements and the costs of possible failures. In some critical systems there
are laws and regulations by governments that set the minimum requirements for any
business that operates in the country. To complicate things further, this is not the
only compromise in the security requirements. Tight security requirements tend to
have negative impact on usability. Thus, the creator of the security requirements
must balance between implementation costs, usability and security. [3, p. 370]

Validating key establishment over an unsecure channel have several aspects to
consider. An adversary might leverage a cryptographic flaw in the protocol or some
technical flaw in the protocol. It is also possible that the implementation does not
follow the protocol specification, which the attacker can leverage to her benefit. The
cryptography behind Diffe-Hellman key establishment has been studied in great detail
and in the context of this theses can be considered secure enough [25] [26] [27]. The
protocol specifications are recommended by National Institute of Technology (NIST)
in the US [6]. This provides reasonable confidence that the algorithms described in
the Special Publication are secure enough. Note that the elliptic curve algorithms
have received critique for being backdoored [28]. However, this is beyond the scope of
this thesis. The third possible target is the implementation. The validation process
for validating the implementation of the algorithms defined in by NIST is described
in Chapter 4.

There might exist a flaw in the assumptions behind asymmetric cryptography,
which includes the Diffie-Hellman key establishment protocol. Like described in the
previous chapter, the Diffie-Hellman key exchange relies to the fact that discrete
logarithm problem is computationally hard for modern computers. The development
of quantum computers can possibly make the discrete logarithm problem easier to
solve. This will break the cryptographic assumptions behind the Diffie-Hellman key
exchange and make the system vulnerable. However, current quantum computers
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are too slow to be useful in breaking asymmetric cryptographic protocols. [29]

2.4 Federal Information Processing Standards
For the reasons explained earlier in this chapter, there is a set of standards for
computer systems used by the Federal organizations in the USA. A set of standards
has been developed by the National Institute of Standards and Technology (NIST).
These standards are referred as Federal Information Processing Standards (FIPS)
and they are approved by Secretary of Commerce. Currently FIPS standards include
nine different publications [30][31]:

• 140–2 Security Requirements for Cryptographic Modules, 2001

• 180–4 Secure Hash Standard (SHS), 2015

• 186–4 Digital Signature Standard (DSS), 2013

• 197 Advanced Encryption Standard (AES), 2001

• 198–1 The Keyed-Hash Message Authentication Code (HMAC), 2008

• 199 Standards for Security Categorization of Federal Information and Infor-
mation Systems, 2004

• 200 Minimum Security Requirements for Federal Information and Information
Systems, 2006

• 201–2 Personal Identity Verification (PIV) of Federal Employees and Contrac-
tors, 2013

• 202 SHA-3 Standard: Permutation-Based Hash and Extendable-Output Func-
tions, 2015

FIPS Publication 140–2 (FIPS 140–2) is the oldest standard included in the
current FIPS. This standard is more general in nature than the rest of the standards
and defines general requirements for all cryptographic modules. The other stan-
dards provide more detailed and application specific guidelines. Depending on the
application in question all standards may not be relevant for the validation. [30][32]

FIPS has been mandatory to the US Government, when cryptographic protection
is used to to secure sensitive or valuable data, since the publication of FIPS 140–1 in
January 1994. The one and only exception to this rule is national security systems.
FIPS standards do not apply to those systems. FIPS 140–1 was superseded by the
current standard FIPS 140–2 in May 2001. Some work has been done for updating the
current version and a draft for FIPS 140–3 was published in December 2009. However,
the draft was withdrawn in August 2015. The enforcement of FIPS 140–2 is done via
Cryptographic Module Validation Program (CMVP). All requirement for passing
CMVP are defined in these different standards. They also define another program
called Cryptographic Algorithm Validation Program (CAVP). Completion of CAVP
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is requirement for entering CMVP. CAVP focuses to the implementation of single
algorithms where as CMVP inspects the cryptographic module as a whole. [33][34]

FIPS 140–1 was developed by a working group that included both government
and industry as well as operators and vendors. The changes made to the next version
FIPS 140–2 are based on feedback from both operators and vendors. The result
is wide and versatile set of guidelines for different operational environments and
uses. The target for the certification can be a hardware system, software system or
combination of those. [32]

The FIPS 140–2 defines four security levels in order to cover this wide range of
scenarios. There are different requirements based on data sensitivity and operational
environment. Lowest level requirements can be applied for example to administrative
data, while highest level requirements might be justified for high value fund transfers.
Also, the operational effects the requirements. Guarded military facility sets different
requirements than regular office for the evaluated module. The four security levels are
referred by number with one being the loves security level and four the highest. [32]

The lowest security level, the level 1, includes the basic security requirements.
At least one approved algorithm or approved security function must be used in the
module. However, no physical security requirements apply for level 1 security module.
This security level allows a software module to run on unevaluated operating system.
A typical use case for level 1 FIPS certification could be for example a cryptographic
module on a personal computer. [32]

The second level introduces physical security mechanisms. It requires tamper
evidence. In practice, this means coating of seals that leave a physical indication
if the hardware of the module is accessed. Also pick-resistant locks can be used
to achieve the physical security requirement. This level also requires role-based
authentication to the cryptographic module and sets requirements for the operating
system. The underlying operating system must be evaluated for Common Criteria
(CC) at assurance level of EAL2 or higher. [32]

The third security level has additional physical security requirements to the level
2. In addition to the tamper evidence there has to be prevention mechanisms against
intruder trying to access critical security parameters in the cryptographic module.
These measures may include for example strong enclosures or detection of tampering,
which results in zeroization of critical security parameters. FIPS level 3 validation
also requires identity-based authentication and that the underlying operating system
is evaluated for CC at the assurance level of EAL3. [32]

The highest security level requires complete protection against physical tampering.
A security module validated at this security level should detect and respond to all
unauthorized attempts. Also, at this security level zerization of critical security
parameters is a valid response to tampering attempt. The underlying operating
system must be evaluated for CC at assurance level of EAL4 or higher and the
module must have defenses against environmental conditions, such as fluctuations in
temperature or voltage levels. [32]

The details requirements change slightly between different applications of cryp-
tography. NIST works with several standards committees, industry groups, and trade
organizations among other parties. This collaboration may result more widely used
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standards, which can be also used by the Federal organizations. A good example
is the utilization of the Common Criteria with the operating systems. When the
IUT is a software module there are some requirements for the underlying operating
system, which depend on the FIPS security level of the module. By utilizing the CC
evaluation less standards are required. This decreases the work load of authorities
and manufacturers [31][32]

The FIPS validation is always module specific. With hardware modules this is
straight forward. New model need new certification process. However, the same
logic holds with software modules. This means that even a slight change to the
validated module requires a new certification process. Also, the underlying platform
is considered as a part of the software module. Cryptographic software libraries
are quite common, and such have been certified. When such libraries are used
with newer hardware the hardware software combination is not covered with the
existing certification. The hardware is typically defined by CPU family. Thus, not
every CPU need a separate validation. Logically, if updating an underlying CPU
for a cryptographic module requires a re-evaluation, then also updating operating
system should require a re-evaluation. Both the operating system and the CPU effect
the runtime of the software module. For example, scheduling might differ between
different operating systems or CPUs. [32] [35]

2.5 Summary
Software development is not trivial and mainly depends on human labor. Still
software is an important part of several critical systems, which gives Nation States
an incentive to monitor software products. Official validation is one of the most
important tools governments have regarding software. One of them is FIPS validation.
FIPS validation is required from all cryptographic applications used by Federal
organizations in the USA.

Software development is hard because it invisible and complex. When software is
built, there are rarely repeating structural units and different parts of the systems
interact with each other creating enormous amount of possible states. While the
development of software is hard, it is commonly used also in safety critical applications.
In this chapter we discussed about software flaws in the Therac-25, which ultimately
caused loss of life. However, hundreds or thousands of patients were successfully
treated with the defective appliances before the fault was discovered. So there are
clear benefits using software, even in the safety critical applications.

Against this background it is clear that different authorities have strong incentive
to regulate software development. Certifications are a common method for validating
the quality of the software. Typically, safety critical applications require some
validation, but nation states also use a lot of software systems as tools. Thus, it
also common that authorities validate software as clients. There are two possible
approaches to software validation. One is to validate the product, and another is to
validate the process of the software development.

One of the software validation programs is defined in FIPS 140–2 standard. The
FIPS 140–2 defines a set of standards known as the Information Processing Standards
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(FIPS). FIPS is developed by National Institute of Standards and Technology (NIST)
and approved by the Secretary of Commerce of USA. Federal organizations in the
USA are required by law to use FIPS certified products when using cryptography to
secure data. FIPS validation is always focused on a specific product or products. If
the software or the hardware on the validated module is updated the product needs
to be recertified.
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Figure 1: The CIA-triad with confidentiality, integrity, and availability [36]

3 Implementation of Standards
This chapter describes the goals of secure key establishment, the environment where
it takes place and the mathematical background making it possible. It starts with
the goals and requirements. During the first section also the situation, where the
key establishment is usually used, is explained. For the mathematical background
some concepts are defined in sections from 3.3 to 3.5. After that the mathematical
bases for the key establishment protocols is described.

3.1 Security Models
This section will describe the goals of secure key establishment, but first we discuss
security in general. Of course, there is no such system that cannot fail. So usually the
target is secure enough. Defining secure enough is also hard. When discussing about
security and target levels of security, models are a useful tool. Most basic model is
CIA-triad, which is illustrated in Figure 1. CIA comes from terms confidentiality,
integrity and availability. [36]

Confidentiality means that the information in question is not given or otherwise
available to such parties that lack permission to access it. For example, the pin
number for a credit card should be kept confidential. If the confidentiality of the pin
number for a credit card is broken, there are consequence for the owner of the credit
card and for the issuer of the credit card. [36]

Integrity means prevention of tampering. This could mean deletion of portions
of data. An example of a breath of integrity could be tampering a passport by
removing certain letters and thus altering the name or birth date written in the
passport. Integrity breach can also be authorized but unintentional deletion of data.
This means that integrity requirements may involve methods for reversing authorized
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changes to sensitive data. [36]
Availability refers to ability to access the data when needed. The loss of availability

can be caused by internal factors, such as operating system or hardware failure or
external causes such as power outage. Availability of the data is important, because
what is the point of storing the data if it is not available to authorised entities, when
they need it. When an active attacker causes loss of availability, the attacks are
referred as denial of service (DoS) attacks. [36]

Cryptography is a study of methods for secure communication, when there are
malicious actors present. The traditional goal of cryptography was confidentiality.
However, digital communication has introduced additional security goals: data
integrity, data origin authentication, entity authentication, and non-repudiation.
Many of these goals were archived trough physical means before digitalization, but
now they are considered as part of cryptography. In this chapter, I will describe
these additional security goals. [37, p. 24]

Confidentiality is achieved through encryption. For the sake of an example,
Alice wants to send a message to Bob using such a channel that also Eve is able
to receive the same message. If Alice encrypts the message, Eve cannot read the
message. However, neither can Bob, unless he knows the algorithm and the key
used to encrypt the message. These systems often rely on the secrecy of the key
and it should not matter, if Eve knows the used algorithms as well. The obvious
problem here is that Alice cannot send the key to Bob using the unsecure channel
without Eve receiving the key. The key can be agreed on using some other channel.
For example, Alice and Bob might have agreed on a common key earlier in a secure
location. This is laborious, especially considering that both Alice and Bob probably
want to have secure communications with several different entities. This is called the
key management problem and it is one of the difficult problems in cryptography. [37,
p. 24]

Cryptographic algorithms can be divided into two groups: symmetric and asym-
metric. In case Bob and Alice have agreed on a single key that is used for both
encryption and decryption their encryption scheme is symmetric-key encryption. It
is possible that Alice has generated a key pair and that a message encrypted with one
key can only be decrypted using its pair. This is called asymmetric-key cryptography
or public-key cryptography. Asymmetric encryption alleviates the key management
problem described above. Public-key encryption has its drawbacks as well. It is
orders of magnitude slower than symmetric-key encryption and fails to deliver same
level of security. [38, p. 4]

Bob generates a key pair in such a manner that using one key he can encrypt
the message and using another key he can decrypt the message. The keys are thus
referred to as encryption key and decryption key. There will not be any way to
produce the encryption key based on the encrypted message and the decryption key.
Now Bob can send the encryption key trough the unsecured channel. Using this key
Alice can encrypt the message so that only Bob can decrypt it. The encryption key
Bob sent is available to anybody, thus it is often called public key. This method has
some drawbacks. How does Alice know who owns the particular public key? How
can Bob verify that an encrypted message is from Alice and not from Eve pretending
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to be Alice? Eve could have sent the public key pretending Bob. On the other hand,
when Bob receives an encrypted message it can be from anybody. This is the reason
why data origin authentication and entity authentication have become important
parts of cryptography. [38, p. 3]

If we assume that there is a way for Alice and Bob to verify the owner of any given
public key and that asymmetric keys work both ways, Alice can craft an encrypted
message that only Bob is able to decrypt. The fact that a message encrypted using
public key can be decrypted using private key and vice versa. This is common in
asymmetric crypto algorithms but there are exceptions. Now Alice can encrypt
the message or part of the message with her private key and with Bob’s public key.
The first layer of the encryption can be decrypted only by Bob with his private
key. The second layer can be decrypted by anyone, since the required key is public.
However, this proves that the message is sent by Alice. Please, keep in mind that
this description is on high level and actual digital signatures provide a solution that
is more elegant. Digital signatures also provide a way for non-repudiation as long as
the private key of the signer is not compromised. [38, p. 5]

Here is a summary of the security goals [38, p. 3]:

• Confidentiality: The content of the message remains between Alice and Bob

• Data integrity: The message has not been altered during transmission. Bob
should be able to detect any changes in the message.

• Data origin authentication: Bob should be able to verify that the message is
originated from Alice, in case it is Alice’s message.

• Entity authentication: Alice and Bob should be convinced of the identity of
each other.

• Non-repudiation: Bob should be able to convince a neutral third party that
the message was sent by Alice

3.2 Key Establishment Techniques
This chapter contains descriptions about discrete logarithm arithmetic in finite fields
in Section 3.3 and with elliptic curves in Section 3.5. In Section 3.2 I describe a
technique for pair-wise key establishment utilizing these paradigms.

The asymmetric-key cryptography can be divided into two distinctive categories.
Finite Field Cryptography (FFC) and Elliptic Curve Cryptography (ECC). The
main difference between these systems is the complexity of the problem that needs
to be solved in order to mathematically break that encryption scheme. It is worth
noting that the concept described in this chapter limited to mathematically breaking
the encryption. It is possible that there is vulnerability in the algorithm based
on the concepts here that make the algorithm weaker than it would appear on a
mathematical basis. In addition, there might be poor implementation chooses that
undermine both algorithm and mathematical security. [37]
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These are mathematical concepts and they are implemented differently on different
protocols. Some protocols in a same group can even have different mathematical
foundation. E.g. Breaking RSA is a factorization problem and breaking DSA is a
discrete logarithm problem. Both of these problems are equally complicated to solve
and that is why they are considered to belong to FFC. Breaking ECC algorithms is
the discrete logarithm problem but on an elliptic curve, which is a computationally
harder problem to solve than the problems in FFC schemes. The result of this
additional complexity is that shorter keys can be used to provide the same level of
security. For example, 160-bit elliptic curve key is considered as secure as 1024-bit
RSA key. [38]

Sections 3.4 and 3.5 describe methods for agreeing about a shared secret. However,
the generated secret itself is not a functional key. Because the exchange is done
over an unsecure channel additional guards required to recognize possible message
tampering [38, p. 194]. In this section the focus is on utilizing the mathematical
methods for key establishment.

Utilizing elliptic curves do not change the basic mechanism of the Diffie-Hellman
key exchange. In order to discuss about it in more general level we need some more
general terms. The random integer that is not transported and must be kept private
is called private key. In Section 3.4 this is referred as x and y and in the Section 3.5
this is noted with kA and kB. The value that is calculated from the private key and
domain parameters is called public key since it is seen by everyone including Eve. In
Section 3.4 the public key is referred as gx and gy and in Section 3.5 as kP . The
resulting secret is not a functional key. Depending on encryption algorithm and
mode of operation several keys may be needed. For example, one encryption key and
one for message authentication. The required keys can be derived from the shared
secret. How to do this derivation, is beyond the scope of this thesis. But for this
reason, the shared secret is also called keying material. In Section 3.4 the keying
material was noted with gxy and in Section 3.5 as hkA kbP .

The Diffie-Hellman key establishment is illustrated in Figure 2. The domain
parameters that are agreed in the beginning are public knowledge as well as the
public key transported later. The private key generation refers to the selection of
the random integer and the generate public key action refers to gx in FFC and to
kP calculations. Add private key to received key refers to Equation 4 in FFC and to
Equation 12. Note that the transported values are checked by the receiving party. In
reality these values are always checked after they are generated. However, it is vital
to check the values again after the transmission, since they may have changed during
the transmission. For example, Eve might try to modify the domain parameters in
such a manner that the generated secret is exposed some computational vulnerability.
The validity of domain parameters can be checked by inspecting the arithmetical
properties of the values. Sometimes they are provided by some recognized authority
e.g. NIST. When they are provided by an authority and stored on the device they
are less likely to be tampered. The arithmetic check is also done for the public key.
This is described in more detail in Section 3.7. The public key is sent together with
a message authentication code. By checking the authentication code, the receiver
can be sure the received public key is exactly as it was sent. [38]
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The arithmetic validation of the public key is not enough. Let say Bob receives
a public key during the key establishment. How does Bob make sure that Eve has
not intercepted Alice’s public key and send her own instead? This problem is not
covered in key establishment recommendation, which states that the parties shall
confirm their identities before the establishment. When the key establishment is
included to a protocol, the identification of the involved parties must be addressed
in the protocol. For example Internet Key Exchange Protocol Version 2 (IKEv2)
utilizes certificates to authenticate the identity of the involved parties [39].

Now we know that both Alice and Bob must have a pair of keys one private
and one public in the beginning of the key establishment. After a successful key

Figure 2: Generalized idea behind Diffie-Hellman key establishment.
.
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establishment, they also have common secret as keying material. The keying material
is enhanced to a key or several keys depending on the application. In the next chapter
I will discuss about the requirements for these keys and requirements for management
of the keys. The key management aims to reduce the likelihood of leaking the keys.

There are several types of keys with different lengths. In order to compare them
some assumptions have to be made. A typical assumption is that the generated keys
are truly random. Even when these assumptions are valid the security strength is an
estimate. Of course, the possible implementation errors reduce the security strength
of the system from the estimated value. Still, these estimates provide valuable insight
to different cryptographic algorithms and can be used to select suitable key lengths.[1]

Table 1: The key length for achieving comparable security strength in different
protocols. [40]

Security
Strength Symmetric FFC ECC
112 P = 224, L = 2048 f = 224–255
128 AES-128 P = 256, L = 3072 f = 256–383
192 AES-192 P = 384, L = 7680 f = 384–511
256 AES-256 P = 512, L = 15360 f = 512 +

There are four different security levels listed in Table 1 with the required key
lengths, when using the algorithms listed for each column. The first column indicates
the estimated maximum security level for the key sizes on that row. The second
column specifies the symmetric key algorithm for providing the estimated security
level. AES-128 uses 128-bit keys, AES-192 192-bit keys and AES-256 256-bit keys.
The third column indicates the minimum key sizes for FFC cryptography. This could
be either digital signatures or Diffie-Hellman key exchange. This row has two values:
P indicates the length of the private key and L the length of the public key. Fourth
column indicates the range for f , which is considered to be the key size. f is the size
of n, which marks the order of the cyclic group generated by the point P . This was
described in Section 3.5. [40]

From the Table 1 can be seen that the symmetric algorithms provide the security
length equal to the key length. For the asymmetric algorithms the keys are always
longer than the estimated security strength. For FFC algorithms the private key
must have twice the number of bits than the target security strength. The public
key length is derived from the length of the private key. The ECC scheme does not
enable shorter private keys, but the benefit of ECC is that public keys are not longer
than private keys. That being said, the most important benefits for ECC are in the
computational domain. [38][40]

The private and public keys can be ephemeral or static. Ephemeral means that
the keys are generated after the key establishment has been initiated and destroyed
when the shares secret has been established. Static keys are stored for longer periods
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of time. The benefit of static keys is that the key establishment uses less resources
including time. In case Bob regularly contacts Alice and they use static keys Bob
can utilize the same public key to establish new shared secret, which further reduces
required resources. The ephemeral keys require more computation and time, but the
benefit of ephemeral keys is that they are not stored. Ephemeral keys are useful for
systems that establish keys irregularly with large amount of other systems. [40]

3.3 Finite Fields and Groups
In order to understand the mathematics in modern cryptography some terminology

needs to be defined. The main concepts involved in cryptography are finite fields,
but before defining those, we need to define fields and groups. A set is a field if
addition, subtraction, multiplication, and division are defined on it. The field of
rational numbers is can be used as an example of a field. Finite fields are fields that
included a finite number of elements. Thus, the field of rational numbers is not a
finite field. The details of the definitions for the operations: addition, subtraction,
multiplication, and division, depend on the application. [38]

A group is a set A(S) of numbers with an operation like multiplication or addition.
Using the group operation to two numbers in a set provides another member of the
group. This is the first group axiom. There are three more. The second axiom is
called the associative law, which means that the order of the calculations may not
affect the result of the calculation as in Equation 1. The third axiom states that
there exist an element ι which satisfies Equation 2 for all elements in the set A(S).
The fourth axiom is that for every element in the set there is an inverse element. [41,
p. 27] Since finite fields have both addition and multiplication operations each finite
field consist of two groups: addition group and multiplication group. For the finite
field denoted as Fp the multiplication group will be denoted as F∗

p. [37, p. 170]

τ · (σ · µ) = (τ · σ) · µ, τ, σ, µ ∈ A(S) (1)

ι · σ = σ (2)

Two specific types of finite fields are of particular interest in cryptography: Prime
fields and Binary fields. A prime field is a finite field, which has a prime number of
elements. The number of elements in a field is called the order of the field. Let p be
a prime number. Let integers {0, 1, 2, . . . , p − 1} form the elements of the field. This
finite field shall be noted as Fp. For any integer a there exist a value on the field Fp.
The value on the field is the remainder from dividing integer a by p, which is called
reduction modulo p. [38]

Naturally, binary fields are fields of order 2m. However, defining the operations,
addition and multiplication, for these fields is more complicated than in the case of
primary field. One way to construct a binary field, which shall be denoted as F2m , is
via polynomial basis representation. This means that the elements of F2m are binary
polynomials with smaller degree than m as formulated in Equation 3. The field
elements’ addition shall be addition of polynomials modulo 2 regarding coefficient.
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For defining the multiplication of field elements, a reduction polynomial f(z) is
required. Reduction polynomial must be irreducible, which means that that the
polynomial f(z) cannot be a product of two or more binary polynomials in the field
F2m . The field elements’ multiplication is then defined as modulo f(z), just like in
the case of primary field Fp the multiplication was modulo p. [38]

F2m = {am−1z
m−1 + am−2z

m−2 + . . . + a2z
2 + a1z + a0 : ai ∈ {0, 1}} (3)

Every multiplicative group has at leas one primitive element. A primitive element
of a group is such an element that it generates entire group. Elements that are not
primitive elements of the group generate only a subgroup of the original group. The
primitive element is leveraged in key establishment.[37]

3.4 Finite Field Arithmetic
Before the communicating parties, Alice and Bob, can start the key establishment

they need to agree about generic parameters called domain parameters. These
parameters are not secret. So, it does not matter that Eve knows them. Either Alice
or Bob can set them and send to the other. These domain parameters include a
group F∗

p and a primitive element g. Now Alice selects a random x element in F∗
p and

computes gx in the finite field and sends the result to Bob. Bob has also selected a
random number y and calculated gy and sends the result to Alice. They both can a
shared secret by using equation 4, which relies on the second axiom.[37]

(gx)y = (gy)x = gxy (mod p) (4)

Eve has only seen the results of gx and gy and in order to crack the communication
she needs gxy. The best-known method to do this is to calculate x based on the
seen gx. This is known as discrete logarithm problem. The values p and g that are
known to all parties are referred as domain parameters together with q, which will
be explained later. [37][7]

Turns out that not every value for p makes the discrete logarithm hard. If the
prime factorization of (p − 1) is known, Eve can break down the discrete logarithm
problem and compute a set of discrete logarithm computation over subgroups of F∗

p.
For this reason, the prime p is chosen so that (p − 1) has no small factors beside
2. (p − 1) is always even, since p is a large prime. The domain parameter q is used
for selecting suitable p. Both values q and p are selected so that they both primes
and follow form in Equation 5. The primes that fulfil this condition are called safe
primes. The multiplicative group for this p has only four subgroups. First consist
of number 1. Second consist of numbers 1, (p − 1). Third is a group of size q and
fourth is the full group, which has the size of 2q. This is the reason to include the
prime q to the domain parameters. Now each party utilizing the domain parameters
can verify that the group F∗

p does not have exploitable subgroups. [37]

p = 2q + 1 (5)
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3.5 Elliptic Curve Arithmetic
The arithmetic goal has not changed. We are interested in mathematical problem

that is hard to reverse. By utilizing elliptic curves, the discrete logarithm problem
can be made more difficult to compute. The domain parameters and equations for
are completely different. The elliptic curve discrete logarithm problem is to find
integer l ∈ [0, n − 1] so that Q = lP , when P is a point on an elliptic curve E, which
is defined over finite field Fq. To understand this the elliptic curves, need to be
defined together with the field operations for them. [38, p. 153]

y2 + a1xy + a3y = x3 + a2x
2 + a4x + a6 (6)

Equation 6 defines an elliptic curve over a field K. The curve is defined over K,
since the coefficients a1, a2, a3 . . ., a6 are elements of K. All curves defined over
K are also defined over any extension field of K. Additionally, it is required that
the discriminant of the curve is never zero. This ensures that the curve does not
have two separate tangent lines for any point. The defining Equation 6 is called a
Weierstrass equation. In case the elliptic curve is defined over a finite field Fq and the
characteristic of Fq is not two or three, the Weierstrass equation can be simplified to
Equation 7. [38, p. 77]

y2 = x3 + ax + b a, b ∈ Fq (7)
The addition on elliptic curves is defined as an addition of two distinct point on

a curve E. Let the points be P = (x1, y1) and Q = (x2, y2). A straight line drawn
trough the points P and Q intersect the curve E at a third point. The sum of the
points P and Q is the reflection of the third intersection point on the curve. The
reflection is done about the x-axis. The resulting point R = (x3, y3) can be calculated
utilizing Equations 8 and 9. These equation are derived from the simplified form of
Weierstrass Equation 7. So they can be applied only, when the characteristic of the
underlying field is not two or three. [38, p. 80]

x3 =
(

y2 − y1

x2 − x1

)2
− x1 − x2 (8)

y3 =
(

y2 − y1

x2 − x1

)
(x1 − x3) − y1 (9)

If the points P and Q are not distinct, but a single point on the curve there is no
straight line. The addition can be still defined by using tangent line. This is referred
as point doubling 2P , since the point P was added to itself. The multiplication
operation for the elliptic curves is defined as product of an integer k and a point
on an elliptic curve P . Operation for calculating kP is called point multiplication
or sometimes scalar multiplication. The point multiplication can be calculated by
repeating the point doublication. The result R = (x3, y3) for point doubling of
P = (x1, y1) can be calculated using Equations 10 and 11. [38, p. 80]

x3 =
(

3x2
1 + a

2y1

)2

− 2x1 (10)
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y3 =
(

3x2
1 + a

2y1

)
(x1 − x3) − y1 (11)

Some special curves offer endomorphisms for more efficient computation of point
multiplication. These endomorphisms are essential for application of the elliptic
curves. For example, if the point P is fixed and agreed as a domain parameter, some
of the required calculation can be precalculated and the results stored on a storage
device. Using the precomputed data reduces the execution time of kP multiplication.
The exact algorithms for utilizing these endomorphism are beyond the scope of
this thesis, but they are describe in Guide to Elliptic Curve Cryptography [38] by
Hankerson & al.

The cyclic groups with generator were described in Section 3.3. Their relevance
does not decrease, when using elliptic curves. The fixed-point P acts as generator
for the whole group like the primitive element in the FFC. Like with the FFC it is
important that the group cannot be divided to subgroups. This can be prevented by
selection the order of the group as a large prime. [6]

When the Diffie-Hellman key establishment is done using elliptic curves both
Alice and Bob independently select random integers kA ∈ [1, n − 1] and kB ∈
[1, n − 1] respectively. Then they both calculate point multiplication utilizing their
integers. For example, Alice calculates kAP . The resulting values, RA generated by
Alice and RB by Bob, are exchanged. Then Alice calculates secret value Z using
Equation 12. Bob uses the same equation but uses his random integer kB instead of
kA and the result sent by Alice RA instead of RB. Now, both have a common secret
Z. It is important that both parties check that the generated secret is not at the
infinity. [38, p. 194]

Z = hkARB = hkBRA = hkAkBP (12)
As mentioned above the point P can be fixed and in the context of elliptic curve

Diffie-Hellman is provided as one of the agreed domain parameters. In addition, the
used elliptic curve E and the underlying finite field Fq must be defined by the domain
parameters. There is parameter q, which defines the elements of the finite field. q
must be either an odd prime or in case of binary field equal to 2m, where m is a prime.
The domain parameters include variables a and b for the Weierstrass Equation 7,
which defines the curve. Sometimes the finite field presentation is provided additional
information. For this use there is domain parameter FR, which is set to null, when
it is not used. Parameter n indicates the order of the cyclic group generated by
the point P . Like explained earlier it is vital that n is a prime. In Equation 12
there is parameter h. This parameter is called cofactor and it is part of the domain
parameters. The domain parameters for ECC Diffie-Hellman are: q, FR, a, b, P , n,
h. [6]

3.6 Discrete Logarithm Cryptography primitives
Let the letter Z mark the shared secret value. Z is based on the exchanged public
key xA and the recipient’s private key yB. The calculation, which derives the secret
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Z, is called Discrete Logarithm Cryptography (DLC) primitive. Separating the
primitive in the requirements level allows several implementations and makes the
testing of these implementations more nuanced. In the scope of this thesis, there are
two different DLC primitives of interest. One for FFC and another for ECC. [6]

Primitive for FFC Diffie-Hellman is based on the domain parameters (p, q, g),
one’s own private key xA, and the counterpart’s public key yB. An intermediate
secret integer z is calculated using equation 13. z is sanity checked by making sure
it is not one. If the sanity check fails, all intermediate values are discarded including
z and the error should be indicated. If the sanity check is passed, the z is converted
from integer to byte string by setting most significant bit to left most bit in the byte
string and continuing in order to least significant bit and right most bit in the byte
string. [6]

z = y
(xA)
B (mod p) (13)

Primitive for ECC Diffie-Hellman is based on the domain parameters (q, FR, a,
b, G, n, h), one’s own private key dA, and the counterpart’s public key QB. At first,
an intermediate point P is calculated based on the equation 14. When this point
has been calculated, it needs to be checked that it is not the point at infinity ∅. If
this sanity check fails, all computed values has to be discarded and the primitive
should not continue. If the sanity check is passed, the xP coordinate of the generated
point P is converted to byte string. If the field Fq is a prime field, then the xP is
converted to byte string like the integer z in case of FFC primitive. If the field Fq is
a binary field, then xP is already in a form of a byte string. The rightmost bit of xP

shall become the rightmost bit of Z and so forth to left. [6]

P = hdAQB (14)

3.7 Arithmetic Validation of a Public Key
The arithmetic properties of a public key candidate can be checked by anyone, since
it does not require knowledge about the private key. For the arithmetic validation of
the public key, also the domain parameters (p, q, g) associated with the key candidate
are required. In case of FFC, the validator checks two things 15 and 16:

2 ≤ y ≤ p − 2 (15)

1 = yq (mod p) (16)

In the step 15, the validator ensures the public key candidate y has correct
representation and range and in the step 16, the validator ensures that the order
of the candidate is correct. The correct order of the public key candidate means
that it belongs to correct subgroup. p is the domain parameter and a prime, which
determines the size of the associated finite field GF (p). q on the other hand, is a
prime that expresses the order of the subgroup GF (p)∗. [6]
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In case of ECC the set of domain parameters is (q, FR, a, b, G, n, h) and these are
required for the validation of the public key candidate Q = (xQ, yQ). A full arithmetic
check of an ECC public key candidate requires four steps. First, the verifier checks
that Q is not the point at infinity ∅, which is trivial when the point is in the standard
affine representation. The second and the third step differ a bit depending on the
type of the finite field in use. When Fq is a prime field, the verifier checks in the
second step that coordinates xQ and yQ are integers within [0, p − 1]. Third, check
that the equation 17 holds in GF (p). When Fq is a binary field the verifier checks
that the coordinates xQ and yQ are bit strings of length m. Third, check that the
equation 18 holds in GF (2m). Fourth, verify that equation 19 holds. [6]

y2
Q = x3

Q + axQ + b (17)

y2
Q + xQyQ = x3

Q + ax2
Q + b (18)

nQ = ∅ (19)

The first step is for checking that the public key candidate does not go to an
invalid range. The second step is for verifying that each coordinate has a valid
representation in the corresponding field. The third step checks that the public key
candidate is on the correct elliptic curve, by utilizing equations 17 and 18. The
fourth step ensures that the candidate has the correct order via the equation 19.
The fourth step together with the first one verifies that the public key candidate
belongs to the correct subgroup. The domain parameters a and b are for defining
the equation the elliptic curve. xQ and yQ are the coordinates on the curve forming
the public key Q. n is also a domain parameter expresses the order of the subgroup
generated by the point G. It is also possible to do a partial arithmetic validity check
for an ECC public key candidate. In the partial check the fourth step is skipped.
This will make validation faster, but less reliable. [6]

3.8 Random Bit Generation
The randomness is important for essentially all cryptographic applications. In the

scope of this thesis it is required in key generation. All the keys used in the key
negotiation are required to be secret and unpredictable. If an adversary knows or can
guess the key, then it is no longer secret. The unpredictability is achieved through
randomness. However, sources for real random bits are rare. Such sources could
be for example precise timing of clicks from a Geiger counter or thermal noise in
the computer circuits. Because these sources are absent in most network devices, a
deterministic random bit generator (DRBG) is used. DRBG generates algorithmically
an output that looks like random, while still being deterministic from the input. For
this reason, the DRBG output is often referred as pseudorandom in contrast to true
randomness. [42]

The amount of randomness in a sample is called entropy. If there is a 64-bit block
of completely random data, it has 64 bits of entropy. If the same block is formed
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from eight parameters, which are all considered equally likely, then the block has
only three bits of entropy. So, the entropy reflects how unpredictable the result is.
This means that, if we have generated the data block from those eight parameters
and it has three bits of entropy, but we discover four of the used parameters, the
entropy of the block has decreased to two bits. This might seem confusing, but also
the block is less unpredictable after we have discovered half of its parameters. [37]

While typical network device does not have a Geiger counter or other reliable
sources for randomness, there are some adequate sources for randomness. Most typical
examples are user interactions such as timing of key strokes or mouse movements.
Of course, these are not available in servers or firewalls. In these situations the
entropy is harvested from fluctuations in memory access time or in CPU execution
timer [43]. The problem with these types of entropy sources is that the entropy they
provide is limited. The network device would have to wait to harvest enough entropy,
which would cause significant decrease in service availability. DRBGs can be used
to expand this randomness. The output from a DRBG looks random, but it is not.
However, if the input is harvested from an adequate entropy source, the output of
the DRBG should be unpredictable. The DRBG expands the number of random
bits provided by the entropy source. Thus, the input of the DRBG is called a seed.
Note that the DRBG does not increase the amount of randomness, but increases
the number of bits, which are not the same thing. The DRBG always produces the
same output for the same seed. So, it is vital that the seed is unpredictable and kept
secret. [37]

It is desirable that the DRBG can handle several consecutive requests for pseu-
dorandom blocks. This can be done by storing some kind of internal state to the
generator, which will prevent the generator from outputting the same pseudorandom
block again. This will be discussed in more detail later. Also, the internal state
should be kept secret. In order to increase the robustness of a DRBG more entropy
can be feed to the generator in between the requests for pseudorandomness. Even if
an attacker learns the internal state of the DRBG and can use its outputs to update
her knowledge about the internal state, the added entropy will cause unpredictability
to the process thus improving security. This method to be effective the events from
which the entropy is harvested should be pooled for later use. [37]

NIST Special Publication 800–90A [7] has divided the functionality of a DRBG
to five different functions: instantiate, generate, reseed, uninstantiate, and health
test. Note that each of these may be divided further depending on the actual
implementation, but in the scope of this thesis this level of detail is sufficient. [7]
The validation of DRBG described in Section 4.5 will leverage the existence three
of the five functions: instantiate, reseed, and generate. The structure of DRBG in
terms of these functions is illustrated in Figure 3. The flow of information between
the functions is illustrated in Figure 4.

The relationship of the functions is illustrated in Figure 3. Note that there is state
check after each function. Basically, this means that, if the function has produced
an error the DRBG will uninstantiate itself in order to protect the using application
from using bad pseudorandom output. In the figure there is also additional node
Output to illustrate the fact that, if the generate function fails there will not be
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Figure 3: The relationship and order of the DRBG functions [7].

pseudorandom output for the using application. Generate is the only function that the
using application will interact with. The using application does not have knowledge
about the state of the DRBG and will request for pseudorandom output. It will wait
until it receives an error or a pseudorandom output from the DRBG. While the
reseed might be triggered for several reasons, it is not done before a user will make
a request, since it is relatively costly operation. Generate might trigger the reseed,
if the using application specially requests it, if the internal state counter indicates
it is not safe to produce more pseudorandom before reseeding, or if there is excess
entropy in the system. [7]

The internal state is crated during the instantiate function and updated in each
function. It contains a working value V , a key, and a reseed counter. The size of
value V is the same as the block size of the DRBG and the value V is updated every
time an output is generated. The key embodies the harvested entropy and is created
based on the seed, personalization string and additional input. The key is created
during instantiation and updated in reseed. The reseed counter keeps track that the
same key does not get used for too many outputs. [7]
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The instantiation requires two inputs: entropy input and nonce. The user
application may also provide a personalization string, but that is optional. The
output from instantiation is the internal state that does not exist before executing
the instantiation. The Reseed function resembles the instantiation. It also has two
mandatory inputs. One of them is the entropy input exactly like in instantiation
and the other is the internal state. Since the internal state is given the nonce is
not needed. The optional value for the reseed is additional input and like with the
personalization string in the instantiate function it is given by the user application.
The Additional input by the user application can be passed also to the generate
function, where it is also optional. The generate requires and updates the internal
state. It also outputs the pseudorandom bits requested by the user application. The
uninstantiate function does not take inputs and only over writes the internal state
in order to minimize the risk of information leakage. This is illustrated in Figure 4.
Personalization string and additional input are marked there with a dashed line to
indicate that the values are optional. Also note that the internal state is both input
and output for the reseed and the generate functions. [7]

Instantiate function is called when the DRBG is started. Usually it is desired to
do when the device is started. The instantiate function has two main purposes. The
first one is to check that parameters are valid and the second is to obtain required
entropy for the desired level of security. The DRBG might have to wait some time
while the entropy is harvested from the entropy sources. The input parameters for
this function are: personalization string, entropy input, nonce, and security strength.
Personalization string is not mandatory and can be set to zero. It is acquired from
the application utilizing the generator. This method makes sure that keys for two
different applications on the same machine have different key streams. Nonce needs
to be unique within the used application. It can be extracted from entropy or it can
be other value that does not repeat more often than half of the security strength.
If the nonce is extracted from entropy, there needed amount is half of the security
strength. Unlike the seed it is not required to keep the nonce secret. The security
strength is given also with reseed and generate functions but checking the correctness
of this is extremely important during instantiation, because the function is run during
start up. [7]

Reseeding injects more entropy to the DRBG. This is done for two reasons. First
it makes the DRBG able to recover from a state where an adversary has learned the
internal state of the DRBG. Also, some DRBG mechanisms do not naturally never
repeat a block. True randomness would have repeated block values. This difference
would produce statistical deviation, which could be used to attack the DRBG, but
reseeding the DRBG will make the deviation hard to leverage. The internal state
of the DRBG includes a counter that expresses the number of blocks that can be
generated before a reseed has to be done. The reseed can be done earlier, if the
using application request reseeding or the amount of entropy on the device exceeds
a set amount. The user application can also provide additional input, but it is not
required. The additional input for reseeding provides the user application an extra
avenue to make the DRBG unpredictable. While reseeding generates a new key, it is
not the same as instantiate, but takes the old internal state into account. [37] [7]
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Figure 4: The information flow in the DRBG [7].

Generate is the function that delivers the pseudorandom output to the using
application. The using application can give some instructions for the DRBG, such
as that it wishes a reseed to be done before generating the output and an additional
input. The additional input is not mandatory, but if it is provided it will be used as
an extra variable during the generation of the pseudorandom bits. The additional
input does not increase the amount of entropy but might still make the output more
unpredictable to an adversary or at least it causes no harm. The generate function
may be based on different protocols. The NIST Special Publication 800–90A [7]
recommends using one of three possibilities: a hash, a HMAC, or a block cipher based
mechanism. In hash-based mechanism the key, value V , and possible additional
input are hashed and the output hash is then divided to output and new version of
value V . In HMAC the key is used as a key to generate an authentication code for
the value V . The authentication code is then divided to the pseudorandom output
and part of it is used with the key to generate a new value V . The block cipher is
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basically an AES cipher in counter mode, where the key acts as the key. [7]
Uninstantiate is used on exit. Because of the importance of secrecy of the internal

state, it is cleared before the DRBG program exits. This means that the memory
location where the internal state was stored is written over with zeroes. The health
test is DRBG’s internal check for the health of the entropy source and the program
itself. Bits generated during a health test must not be used as pseudorandom
output. [7]

3.9 Summary
The definition of a secure system depends on the operation environment and usage.
Security models are a fundamental tool for understanding differences in the context of
the security. Most basic security model is CIA-triad, which consists of confidentiality,
integrity, and availability. When designing information security protocols or tools,
each of these elements are considered.

Cryptography is a tool for achieving confidentiality and integrity. Keys are funda-
mental part of cryptography. Cryptographic keys are like their physical counterparts.
The entity that owns the key can lock or unlock the information the key is used to
protect. However, it is common to use several applications that leverage cryptography
and each of them needs at least one unique key. Getting and storing all these different
keys is called key management problem.

Asymmetric-key cryptography is used as a tool for key management. It provides
means to establish a common key for two parties in such manner that possible
eavesdropper does not get access to the established common key. Asymmetric-key
cryptography has two different approaches. Finite field cryptography (FFC) and
elliptic curve cryptography (ECC). Both can be used to establish a shared secret
over an unsecure channel.

The keys in cryptography, asymmetric or otherwise, are required to be unpre-
dictable. The unpredictability is achieved by using randomness. The quality of the
randomness is important, otherwise the cryptographic operations become vulnerable
to statistical attacks. Computers harvest randomness usually called entropy from
reliable sources like timing of events. The number of random bits harvested is
relatively low. For this reason deterministic random bit generators (DRBG) are used.
These do not generate real randomness, but a deterministic output that looks like
random. When the actual entropy is feed to the DRBG regularly the pseudorandom
output is cryptographically strong.
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4 Validation Testing
This chapter describes the methods used in the validation testing. In the beginning

the relationship of different tests are explained and the used tools are described. The
each test is has own subsection with detailed description about the used parameters.
The results from the testing are at the end of this chapter.

4.1 Overview
In the previous chapter, the general principles are discussed. In this chapter these
tools are used to validate an implementation of the pair-wise key establishment that
is describe in Chapter 3. Like explained in the previous chapter the security of the
algorithms themselves is beyond the scope of this thesis and I will focus on the validity
of the implementation. There are two important guidelines that the implementation
should follow: NIST Special Publication 800–56A Recommendation for Pair-Wise
Key Establishment Schemes Using Discrete Logarithm Cryptography [6] and NIST
Special Publication 800–90A Recommendation for Random Number Generation Using
Deterministic Random Bit Generators [7]. These documents refer to other standards
and documents, but the main focus is on the named ones.

Figure 5: High level diagram of data flow during the algorithm testing.

NIST has a program for validation testing the FIPS-approved algorithms. This
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Cryptographic Algorithm Validation Program (CAVP) specifies testing requirements
for the validation testing and provides test vectors. The test vectors are provided as
input files for a test program, which will then execute the implemented algorithms
based on the test vectors. The test program is also responsible for recording the
required output to output file, which is also called response file. The information
flow is illustrated in figure 5.

This thesis will focus on the validation of pair-wise key establishment. The
pair-wise key establishment is one of the targets listed for the CAVP. However, that
target does not include the deterministic random bit generation (DRBG), which is a
CAVP target on its own. The reason for this classification is that the DRGB is used
by several cryptography applications. So, it is practical to test it as a separate target.
Because the random bit generation is a fundamental part of key establishment the
algorithm testing of the DRBG implementation is also described in this chapter.

The target of testing in this thesis is a cryptographic module implementation
on a next generation firewall. In general, the target of the testing is referred as
an implementation under testing (IUT) and in the context of this thesis it is the
implementation of the cryptographic module. The IUT only a subset of the features
included in the guidelines. The cryptographic module does not support static keys,
so only ephemeral key establishment setups are tested. NIST Special Publication
800–90A [7] describes several different methods for DRBG. The IUT only supports
block cipher counter mode based DRBG.

The validation covers only Discrete Logarithm Cryptography (DLC), which
includes both Finite Field Cryptography (FFC) and Elliptic Curve Cryptography
(ECC). Details of the usage of the DLC in key exchange is discussed in Chapter 3.
The validation testing is done separately for FFC and ECC. FFC testing consists of
two types of tests: functional tests and validity tests. ECC testing includes also a
cofactor Diffie-Hellman primitive test in addition to the functional and validity tests
used in FFC. The conformance test hierarchy for key exchange schemes is illustrated
in Figure 6. The focus in the function testing is the overall functionality of the
implementation under testing (IUT). It validates that two separate crypto systems,
that following the NIST Special Publication 800–56A [6], are able to negotiate a
shared secret. The validity testing focuses on the IUT’s ability to notice and reject
corrupted elements during the key exchange. Primitive testing resembles the function
testing. Also, there two programs are used to generate a common secret. The
difference is that primitive testing focuses to a specific section of the protocol, called
DLC primitive. [44]

In all of these validation tests there are several input files. Since the IUT is not
capable to read from or write to files, a test program is used to pass the parameters
from the input file to the IUT and from the IUT to the output file. The test program
is running on the same platform as the IUT. The IUT has the ability to execute the
desired functionality with the given values. The IUT will write answers to an output
file. Thus, there will be one output file for each input file. Depending on the test
type, a single input file may include several sections with slightly different parameters.
Each section will have more than one test element. There is separate program for
validating the output file, which will be referred as crypto graphic algorithm system
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Figure 6: The hierarchy of different Key Exchange tests [44].

(CAVS) validator in this thesis. [44] Further details of function testing, validity testing
and ECC cofactor Diffie-Hellman primitive testing are described in Sections 4.2, 4.3,
and 4.4 respectively.

The input files have the vectors as hexadecimal strings, while the application
programming interface (API) provided by the cryptographic module uses binary
buffers. This is done by a separate test program, which reads and parses the input
files. Then converts the input values to compatible form and uses API calls to run
the tests. The API returns binary buffers, which the test program then converts to
hexadecimal strings. The output program then writes the input data to output file
with the converted return values from the cryptographic module.

4.2 Function Testing
The function testing focuses the overall functionality of the IUT. It is more general

test than the validity testing or function testing. In function testing, the CAVS
validator tool is considered as a negotiation counterpart for the IUT. The CAVS
public key is given in the input file with domain parameters in the case of FFC
testing. When testing ECC, the used curves are named in the input file, which covers
the need for the domain parameters. All the input values are written to the output
file with the corresponding answer values. The information of each value given in the
input file or generated by the IUT is included in the Table 2. The table also shows,
which values are written to the output file. While checking the authenticity of the
values given in the input file is vital for real world applications, this is outside of the
scope of this validation. [44]

In general, usage of domain parameters differ between FFC and ECC. FCC
domain parameters can be generated by anyone, whereas, ECC domain parameters
are defined by the curve being used. It is recommended to use curves approved by
a public authority. For each approved curve, the domain parameters are known.
For NIST approved curves the domain parameters can be checked from the FIPS
Publication 186. [45]

The function testing starts by generating public-private key pair yIUT , xIUT for
the IUT. The implementation under testing (IUT) will use the domain parameter
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Table 2: The origin of the values used in the function testing. The input file includes
either the domain parameters of the curve name.

Input File IUT Generated Output File
Hash Function Hash Function
Domain Parameters (FCC) Domain Parameters
Curve Name (ECC) Curve Name
yCAV S yCAV S

yIUT yIUT

xIUT

ZIUT Hash of ZIUT

values or the curve, given in the input file, to generate this pair. Then using its own
private key xIUT and public key supplied by the CAVS validator yCAV S, the IUT
calculates a shared secret Z. This calculation will be done, using the DLC primitive
corresponding to the key agreement scheme being tested. The details of both ECC
DLC primitive and FFC DLC primitive are described in Section 3.6. Because it is
not desirable to output a shared secret even for testing, the calculated shared secret
Z is hashed before writing it to the output file. The type of the hash function to be
used for this purpose is also described in the input file. The hash function is selected
to match the security strength of the used elliptic curve of length of the public key.
The IUT will write input values, the public key it generated and the hashed shared
secret Z to the output file. [44]

The CAVS validator start validating the output by checking the arithmetic
properties of the IUT’s public key yIUT . The details of validating the arithmetic
properties of a DLC public key are described in Section 3.7. After this, the validator
will calculate the shared secret Z based on the public key of the IUT yIUT in the
output file and its own private key xCAV S. After that, it will simply check if the
hashed values of the shared secret Z match. In case any of the shared secret hashes
do not match, the IUT is considered faulty. [44]

For FFC validation, the negotiations are successful in all of the 40 trials. In half
of them the IUT acts as an initiator and in half as a responder. For both roles, there
are ten trials for 224-bit keys and ten trials for 256-bit keys. For ECC validation the
negotiation are successful in all of the 80 trials. Again, half of the trials are for the
initiator role and half for the responder role. For both roles, there are ten trials for
each supported curve, which are P-224, P-256, P-384, and P-521.

4.3 Validity Testing
Validity test is designed to test IUT’s ability to notice errors. In this test, the IUT

confirms or rejects the provided values. Unlike in the Function test in the previous
chapter, here the IUT’s own public/private key pair (yIUT , xIUT ) is provided in the
input file. Also the used domain parameters or in case of ECC the name of the used
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curve is given in the input file. In addition to these also the public key yCAV S of the
CAVS validator and the hashed value of the potential shared secret Z is in the input
file. The value Z might be faulty, so it is considered as a candidate. The candidate
will also be referred’ as ZCAV S to distinguish it from the shared secret calculated by
the IUT ZIUT . The information of each value given in the input file or generated by
the IUT is included in the Table 3. The table also shows, which values are written
to the output file. [44]

Table 3: The origin of the values used in the validity testing. The input file includes
either the domain parameters of the curve name.

Input File IUT Generated Output File
Hash Function Hash Function
Domain Parameters (FCC) Domain Parameters
Curve Name (ECC) Curve Name
yCAV S yCAV S

xIUT xIUT

yIUT yIUT

Hash of ZCAV S Hash of ZCAV S

ZIUT Hash of ZIUT

Result Result

There are 30 test items for each curve in the ECC input file and 24 items for each
public key length in the FFC input file. Some of them contain valid input parameters
(yCAV S, yIUT , ZCAV S), but some of them has been corrupted, by the testing tool. In
case a public key yCAV S has corrupted the arithmetic check on the key should fail.
Other failures cause the shared secret calculated by the IUT ZIUT to differ from the
shared secret of the CAVS validator ZCAV S. Note that this value is hashed in the
input file. The IUT will write the hashed value of ZIUT and the result of its validity
check P for pass and F for failure to the output file. [44]

In FFC validity testing there are four corrupted and 20 valid test items in each
set. The IUT recognized and rejected each of these for both supported key lengths
in both roles. In ECC testing, two items in each set are corrupted and the IUT
recognized and rejected both of them for each of the supported curves in both roles.
The supported curves are P-224, P-256, P-384, and P-521.

4.4 Cofactor Primitive Testing
Primitive testing is done only for ECC Diffie-Hellman implementation. The target

of this test is the elliptic curve DLC primitive described in Section 3.6. The input
file contains 25 public keys from the CAVS validator for each supported curve. For
this primitive testing that means x and y coordinates on the selected curve. These
coordinates will be referred with QexCAV S for the x coordinate and with QeyCAV S
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for the y coordinate. The IUT will generate its own keys during the testing. The
coordinates generated by the IUT will be referred as QeyIUT and QexIUT . The IUT
will also calculate a shared secret ZIUT . Unlike in the function testing in Section 4.2
or in the validity testing in the Section 4.3, the secret value ZIUT is not hashed in
output file. The values in the input file, generated by the IUT are collected to the
Table 4. [46]

Table 4: The origin of the values used in the ECC cofactor primitive testing.

Input File IUT Generated Output File
Curve Name (ECC) Curve Name
QeyCAV S QeyCAV S

QexCAV S QexCAV S

QeyIUT QeyIUT

QexIUT QexIUT

ZIUT ZIUT

So, the IUT starts by generating the public/private key pair using the curve
named in the input file. Then it will calculate the shared secret ZIUT and write both
to the output file together with the input values. The CAVS validator will then use
the IUT’s public key and its own private key to separately calculate the shared secret
ZCAV S. If this value ZCAV S differs from the recorded value ZIUT the IUT does not
meet the NIST Special Publication 800–56A [6].

There are 24 test entries for each supported curve, which are P-224, P-256, P-384,
and P-521. The IUT and CAVS validator successfully agreed a shared secret Z with
each test entry.

4.5 Testing Randomness
Like described in Chapter 3 unpredictable random numbers are essential for key

generation. The keys used in key establishment often are ephemeral and destroyed
when the shared secret has been calculated. Harvesting true randomness is time
consuming and it might not be always available. For this reason, the harvested
randomness is expanded to larger amount of pseudorandom bits using deterministic
random bit generator (DRBG). This DRBG is deterministic algorithm and thus
can be tested as part of the algorithm testing. The details of DRBG is described
in Section 3.8. The testing described here is designed to evaluate whether the IUT
follows the requirements in the NIST Special Publication 800–90A [7].

The test program will leverage three DRBG internal functions to test the imple-
mentation in a deterministic manner. This means that the entropy source is replaced
with a static value in the input file. When all the input values are known, and the
execution path can be replicated in the CAVS validator. After executing the test
on the IUT it is also executed by the validator and the results are compared. The
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test program will instantiate the DRBG with the values provided in the input file.
Then generate pseudorandom output. Again, with values and options provided in
the input file. Part of the generated output is the recorded to the output file with the
input values. Finally, the test program will call uninstantiate to clean the internal
state of the DRBG. [47]

The mechanism, which is used to generate the pseudorandom bits is defined in
the name of the input file. The file or files have several sections separated by seven
parameters in brackets. The first parameter defines the SHA size or block cipher
algorithm. The IUT under testing relies on AES-256. The second parameter is basic
flag about prediction resistance. The parameters from third to seventh express the
length of the entropy input, nonce, personalization string, additional input, and
pseudorandom output respectively. Since personalization string and additional input
are not required by the DRBG, the test includes a section with zero length for them.
This means that the DRBG is run without that particular input. [47]

Each section has 15 test trials. The test program executes the following functions
from the IUT [47]:

• Instantiate

• Reseed (only when prediction resistance flag is false)

• Generate the requested number of pseudorandom bits (No test output)

• Generate the requested number of pseudorandom bits (Record output)

• Uninstantiate

The reseed function is run by the test only when the prediction resistance flag
is set to false. When the prediction resistance is requested, the DRBG generate
calls reseed internally. For this reason, the explicit call is only required when the
prediction resistance is not requested. The desired number of pseudorandom bits are
generated twice, but only the later output is written to the output file. Note that
the test also causes the IUT to uninstantiate, while the action does not affect the
output of the test. [47]

The test trials contain eight values. The values are marked to the input file as
variables. First the name of the value then the value separated by equals sign. The
first one is identification counter. The values from second to fourth are entropy, nonce,
and personalization string inputs. These are used for the instantiation function call.
The fifth and sixth are for the reseed function call and contain entropy input and
additional input respectively. The seventh value contains additional input for the
first generate and the final value contains additional input for the second generate. If
the length of the personalization string is set to zero, then the input file contains only
the variable name but no value after the equals sign. All these values are printed to
the output file before the actual test output. [47]

Since the DRBG has deterministic behaviour, the input values can be fed to the
CAVS validator, which then runs the known good implementation of the algorithm.
The CAVS validator then checks that the given pseudorandom output by the IUT
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matches to its result. The IUT is configured to use block cipher based DRBG. The
block cipher is AES-256 with derivation function always enabled. I run 16 sections,
so total of 240 test trials against the IUT. The sections consist of variations with
and without personalization string and additional input. All of the 240 test trials
were a match against the CAVS validators results.

4.6 Results
In this section the results are collected from all test and described with their impli-
cations. The results from the validation testing were unsurprising. No issues were
found during the testing. This was expected since similar validation testing has been
performed in the past.

During the function testing for FFC the IUT did 40 successful negotiations. Half
of them were made using 224-bit keys and other half using 256-bit keys. The function
testing for ECC contained 80 trials for curves: P-224, P-256, P-384, and P-521.
Again, the negotiations were successful each time.

The IUT passed also validity testing for FFC by finding eight corrupted entries
from the given sample set of 48 entries for each key size. Validity testing for ECC
contained the same curves as the function testing. Again, the IUT was able to find
and reject all corrupted entries in the sample set of 48 entries for each curve.

The cofactor primitive testing is done only to ECC implementation. Again, the
same four curves were used in the testing. There were 24 trials for each curve and
for all of them the shared secret was successfully computed.

The three previous tests utilize randomness. For this reason also, the algorithm
responsible for expanding entropy to usable keying material was tested. The pseudo-
random algorithm was also validated successfully. Total 240 test trials were executed
without errors.

Passing the KAS algorithm validation provided an algorithm certificate from
NIST [48] and pseudorandom validation an another algorithm certificate [49]. These
algorithm certifications together with other algorithm validations have resulted
in a cryptographic module validation certificate [50]. The concrete result of this
certificate is that the previously certified software module can be used with more
recent platform. The operating system was updated from Debian GNU/Linux 6.0
to Debian GNU/Linux 9.0. Also, some new hardware models were validated.

There was no new bugs or defects discovered during the validation testing. While
generally this could indicate ineffective testing, in this case the situation is different.
This was not the first FIPS algorithm evaluation done in the company, which allowed
addressing concerns before testing. In addition, the IUT was not change after the
previous certification. Of course, validated software module is not guaranteed to be
bug free. And it is known that the CAVP validation software has been improved
between the validation rounds. Thus, it could have been possible to discover such
bug that the previous version of the CAVP validator had missed. This previous
validation for unchanged cryptographic module was validated in July 2014.

Some lessons were learned on personal level. Firstly, this project provided practical
view to cryptographic primitives and how different primitives fit together like jigsaw
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puzzle pieces. Secondly, it illustrates the cost of formal validation. The validation
has to be redone for each version of the software module. This results in a situation
where small changes require full reverification. In FIPS updating the underlying
hardware to use more modern processor will require redoing the whole validation
process from the beginning.

The literature review provided valuable examples about the reasons why these
extensive and bureaucratic formal validations exist. There are clear incidents, where
the manufacturers intentionally left out some safety features. On other cases the
manufacturers knowledge has been limited and this has resulted in lacking security
features. While the formal validation, does not completely prevent these types of
issues, they make them less common. Some validation requirements are directly
derived from previous incidents.
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5 Conclusions
The goal of this thesis was to evaluate, whether the implemented cryptographic
module on the target firewall is in conformance with the NIST guidelines for pair-
wise key establishment schemes. The implemented module supports both finite field
discrete logarithm cryptography and elliptic curve discrete logarithm cryptography
schemes with ephemeral keys. The guidelines were defined in two NIST Special
Publications: 800–56A Revision 2 [6] and 800–90A Revision 1 [7].

The methods for establishing pair-wise shares key were described in Chapter 3,
where the goals of the key establishment were introduced with arithmetic basis for the
operation. The key establishment requirements can be roughly divided to three parts:
random bit generation, finite field cryptography, and elliptic curve cryptography. In
Chapter 2 the basics of validation are described in the context of network devices
and information security. This context requires special attention to validation, which
is generally seen as part of other assurance tools. The validation testing and results
were covered in Chapter 4.

The tested cryptographic module was tested separately for finite field cryptogra-
phy (FFC), for elliptic curve cryptography (ECC), and for deterministic random bit
generation (DRBG). The DRBG was tested separately, since it is common crypto-
graphic primitive. The results in Chapter 4 show that the implemented cryptographic
module follows the given guidelines in all of these categories. This indicates that a
firewall equipped with the tested cryptography module can be deployed to a network
with other network devices that follow the given guidelines and that the devices are
able to communicate in a secure manner.

The effort required by the validation was not light. Thus, the developer should
always carefully consider whether or not the targeted market is worth the additional
cost. The formal validation can convince some potential customers and, in some
cases, the targeted customers are limited by regulation not to use anything but
formally validated products.

The validation covers only the implemented version of the cryptography module.
There will evidently be updates to the module, which will cause revalidation of the
module. It is also possible that new methods have to be implemented or some of the
currently used ones to be deprecated. These changes the architecture on larger scale
and require larger changes to the validation testing. The likely hood of revalidation
highlights the importance of automation. The validation process will have automated
further in the near future.

In distant future there is a glooming problem of quantum computers. In 1994
Peter Shor published an algorithm that could solve the RSA factoring problem in a
reasonable time. However, this algorithm works on so called quantum computers.
The hardware for quantum computers is new and thus yet too slow for practical
usage. At the moment the speeds in quantum computers are so slow that they do not
provide a practical method for breaking RSA. The Shor’s algorithm has been since
generalized to cover Diffie-Hellman and elliptic curve Diffie-Hellman algorithms. This
type of progress is relatively common in the field of cryptography. The existence of
Shor’s algorithm will evidently force everyone to use other types of asymmetric key
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algorithms. For example, hash-based, code-based, and lattice-based cryptography
algorithms are believed to be resistant to quantum computers. At the moment, there
are no guidelines for implementing these algorithms. Also, it is not clear which of
these will become widely adopted solution. [51]
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