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Preface

Several people have told me that writing a doctoral thesis is a journey. My

first step was to write a survey of Ethernet security and that opened a

straight path to a thesis, as the software defined networking technology

was just bringing a disruptive change to the traditional networking. In-

stead of taking the sensible route, I got sidetracked on a twisted path that

took me to a different direction, from plain technology to a more compre-

hensive assessment of the digital world and its security. The path was

not boring, along the way I found myself interviewing people who protect

our nation from cyber-threats, pondering philosophical questions, such as

the meaning of trust and thinking about how to mandate necessary but

unpleasant change in the society.

Through this process, I have started to understand the fragility of our

society. High technology provides us with many wonderful things, but

the interdependencies and complexities hidden in the systems also make

us vulnerable. I hope this thesis serves as a warning and makes us

think about what we are doing. Not to stop developing and deploying

new technologies, but to spend a moment of thinking the consequences.

Shortcomings in the area of cyber security are not likely to cause any end

of civilization, but we might experience discomfort and even death.

Many people have assisted in the creation of this thesis. First and

foremost, I must thank my supervisor professor Jukka Manner for getting

me started and guiding me through the process. Another bundle of thanks

goes to my instructor D.Sc. Mikko Särelä. They have helped me to see the

forest from the trees, providing order and structure to my thoughts.

Latest contributions came from my pre-examiners professors Simone

Fischer-Hübner and Valtteri Niemi, They provided valuable comments

that helped me finalized the thesis and clarify my meaning.

I thank my co-authors Sari Kajantie, Hannu H. Kari, Yki Kortesniemi,
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Tomi Kyöstilä, Anna Leppänen, and Seppo Tiilikainen, who contributed

their share to the articles that make up this thesis. Our discussions helped

to clarify our thoughts and find meaning in what we were doing.

My colleagues, especially Kalevi Kilkki and Sebastian Sonntag have

provided many discussions of value and pleasure, some actually related to

my thesis. They gave me a push when push was needed.

I also wish to remember my old co-workers from the Department of

Communications and Multimedia: Ursula Koivikko, Sanna Suoranta, and

Professor Antti Ylä-Jääski. They got me thinking about doctoral studies

and taking this path.

My friends and family have supported me over the years and provided

much needed distraction from the academic pursuits. And last, but not

least, many thanks to Margaret who has patiently watched and supported

me through the process to finalize this thesis.

Helsinki, April 20, 2018,

Timo Kiravuo

2



Contents

Preface 1

Contents 3

List of Publications 5

Author’s Contribution 7

1. Introduction 13

1.1 Digitalization . . . . . . . . . . . . . . . . . . . . . . . . . . 13

1.2 Personal Motivation . . . . . . . . . . . . . . . . . . . . . . 14

1.3 Research Goals and Scope . . . . . . . . . . . . . . . . . . . 15

1.4 Methodology . . . . . . . . . . . . . . . . . . . . . . . . . . . 16

1.5 Definitions . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16

1.6 Author’s Contributions . . . . . . . . . . . . . . . . . . . . 16

1.7 Structure of this Thesis . . . . . . . . . . . . . . . . . . . . 18

2. Background 19

2.1 General-Purpose Computers and Operating Systems . . . 19

2.2 Internet . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

2.3 Industrial Control Systems . . . . . . . . . . . . . . . . . . 24

2.4 Security Threats . . . . . . . . . . . . . . . . . . . . . . . . 26

2.5 Who are Behind the Cyber Threats . . . . . . . . . . . . . 28

2.6 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29

3. Challenges for Cyber Security 31

3.1 Ethernet insecurity . . . . . . . . . . . . . . . . . . . . . . 31

3.2 Evasions Pass through the Intrusion Protection Systems . 34

3.3 Situational Awareness of Cyber Security . . . . . . . . . . 37

3.4 Escalation of the Threat Space: Cyber Weapons . . . . . . 39

3



Contents

3.5 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . 41

4. Approaches to Protecting the Society 43

4.1 Anonymous Authorization with SPKI . . . . . . . . . . . . 43

4.2 Trust Modeling for Network Security . . . . . . . . . . . . 47

4.3 Government Response to Cyber-Incidents . . . . . . . . . 48

4.4 Improving Situational Awareness . . . . . . . . . . . . . . 51

4.5 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . 52

5. Summary and Discussion 53

5.1 Summary of the Research . . . . . . . . . . . . . . . . . . . 53

5.2 Solutions to Previous Leaps of Technology . . . . . . . . . 55

5.3 The Threat to the Digital Society . . . . . . . . . . . . . . . 55

References 59

Publications 67

4



List of Publications

This thesis consists of an overview and of the following publications which

are referred to in the text by their Roman numerals.

I Timo Kiravuo, Mikko Särela and Jukka Manner. A Survey of Ethernet

LAN Security. IEEE Communications Surveys & Tutorials, Vol. 15, No

3, pp 1477-1491, January 2013.

II Mikko Särelä, Tomi Kyöstilä, Timo Kiravuo, Jukka Manner. Evaluating

Intrusion Prevention Systems with Evasions. International Journal of

Communication Systems, Vol. 30, No 16, June 2017.

III Timo Kiravuo, Seppo Tiilikainen, Mikko Särelä and Jukka Manner.

Peeking Under the Skirts of a Nation: Finding ICS Vulnerabilities in

the Critical Digital Infrastructure. In Proceedings of 14th European

Conference on Cyber Warfare and Security ECCWS-2015, pp 137-144,

July 2015.

IV Timo Kiravuo, Seppo Tiilikainen, Mikko Särelä and Jukka Manner. A

White Hat Study of a Nation’s Publicly Accessible Critical Digital Infras-

tructure and a Way Forward. International Journal of Cyber Warfare

and Terrorism, Vol 6, No 1, 2016.

V Timo Kiravuo, Mikko Särela and Jukka Manner. Weapons against

Cyber-Physical Targets. In Proceedings of Distributed Computing Sys-

tems Workshops (ICDCSW), 2013 IEEE 33rd International Conference on

Distributed Computing Systems, Philadelphia, pp 321-326, July 2013.

5



List of Publications

VI Yki Kortesniemi, Timo Kiravuo, Mikko Särela and Hannu H. Kari.

Chain Reduction of Authorisation Certificates. International Journal of

Security and Networks, Vol. 10, No. 2, 2015.

VII Timo Kiravuo. Reputation based Collaboration among Ethernet Switches.

In Proceedings of 2011 IEEE 10th International Conference on Trust,

Security and Privacy in Computing and Communications, pp 893-896,

November 2011.

VIII Anna Leppänen, Timo Kiravuo and Sari Kajantie. Policing the Cyber-

Physical Space. The Police Journal, Vol. 89, No 4, pp 290-310, May

2016.

6



Author’s Contribution

Publication I: “A Survey of Ethernet LAN Security”

This survey article covers Ethernet security prior to SDN. The author

collected the information for the survey and organized the results, with

valuable advice from the co-authors.

Publication II: “Evaluating Intrusion Prevention Systems with
Evasions”

This is the first and at its time the largest evaluation of IPS devices

against evasion techniques, proving their performance is lacking. The

author participated in analyzing the results, evaluating their significance,

and contributed to writing the article.

Publication III: “Peeking Under the Skirts of a Nation: Finding ICS
Vulnerabilities in the Critical Digital Infrastructure”

This paper describes an investigation to the public Internet of Finland.

Several vulnerable devices were found using network scanning and a

methodology for repeated scanning is described. The author planned and

directed this research project. Practical work was done by a research

assistant. Writing was done cooperatively.

7



Author’s Contribution

Publication IV: “A White Hat Study of a Nation’s Publicly Accessible
Critical Digital Infrastructure and a Way Forward”

This is an extended journal article based on Publication III. It adds updated

results and more analysis of the technology to the original. The author

was responsible for the original research project and executed the analysis

that extended the original work.

Publication V: “Weapons against Cyber-Physical Targets”

This paper provides a model for describing the capabilities of the cyber

weapons that are being developed by military forces. The author did all of

the work for this article, with advice and commentary from the co-authors.

Publication VI: “Chain Reduction of Authorisation Certificates”

This paper analyses the practical issues in creating chain reductions,

evaluates the effect chain reduction has on performance and privacy of

certificate based access control, and discusses the limitations in privacy

enhancement. The author participated in the analysis of the privacy and

performance effects of certificate chain reduction and contributed to writing

the paper.

Publication VII: “Reputation based Collaboration among Ethernet
Switches”

This article examines the use of trust modeling for enhancing the security

of Ethernet networks. It is sole work of the author.

Publication VIII: “Policing the Cyber-Physical Space”

This article describes the response of Finnish government to a hypothetical

cyber-attack. The author provided the technology knowledge for this

multidisciplinary paper and contributed to the writing.
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Abbreviations (and Concepts)

APT Advanced Persistent Threat, continuous and determined effort

to penetrate a computing system

ARP Address Resolution Protocol, a method for locating the owner

of an Internet Protocol address on an Ethernet network

CERT Computer Emergency Response Team, another name for CSIRT

CIA-model Confidentiality, Integrity, and Availability model, key concepts

for analyzing the security requirements for information

CSIRT Computer Security Incident Response Team, another name for

CERT

CVE Common Vulnerabilities and Exposures, a list of identifiers for

known security related vulnerabilities

DCS Distributed Control System, an industrial control system where

autonomous controllers control subsystems, with a centralized

supervisory control monitoring overall system

DDoS Distributed Denial of Service, a type of network attack that

uses multiple sources of network traffic to overload a particular

target

DHCP Dynamic Host Configuration Protocol, a method for assigning

IP addresses to host on a LAN

DNS Domain Name System, a method for assigning IP addresses to

human-friendly names, such as aalto.fi

IRC Internet Relay Chat, one of the oldest real-time messaging

services on the Internet
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Abbreviations (and Concepts)

ICS Industrial Control System, general name for digital systems

that control physical systems in industrial installations

IoT Internet of Things, a broad description for pervasive networked

digital systems in home and office

IPS Intrusion Prevention System, a system that monitors network

traffic for attempts to take advantage of known vulnerabilities

and prevents them

IPsec Internet Protocol security, a protocol for authenticating and

encrypting all IP-based traffic

IP Internet Protocol, the method for sending data packets from

one computer to another that is the basis of the Internet

LAN Local Area Network, layer 1-2 technologies used for short

distance networking, such as Ethernet or Wireless LAN

PPP Public-Private Partnership, formal co-operation between the

public sector and private companies

PLC Programmable Logic Controller, a digital computer used to

control an industrial process or part of the process

RFC Request For Comments, a series of documents related to inter-

net technologies, some of which have standard status

RTU Remote Terminal Unit, a device used to pass information be-

tween the sensors and actuators of a industrial process and its

controller

SCADA Supervisory Control And Data Acquisition, a specific type of

industrial control system

SDN Software Defined Networking, an approach for centralizing

control of networks, especially local area networks

SPKI Simple Public Key Infrastructure, a specification for using

certificates to bind rights and information to cryptographic

keys

SSH Secure SHell, a protocol for encrypting TCP connections

SSL/TLS Secure Sockets Layer / Transport Layer Security, another pro-

tocol for encrypting TCP connections
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Abbreviations (and Concepts)

STP Spanning Tree Protocol, a method for ensuring that an Ether-

net LAN segment is free from loops that could trap packets

TCB Trusted Computing Base, implicitly trusted part of the com-

puting platform

TCP Transmission Control Protocol, a method for creating virtual

connections (data streams) over the packet based Internet

Protocol

TCP/IP the set of protocols that implement layers 3-4 of the Internet

model, providing communications platform to the application

level protocols

Tor The Onion router, an overlay network for anonymous commu-

nications over the Internet

VLAN Virtual Local Area Network, an Ethernet feature that splits

one physical network to separate address domains

VPN Virtual Private Network, an encryption based method for con-

necting physically separate computers to each other so that

they appear to be on the same network

WLAN Wireless Local Area Network, a set of radio based layer 1-2

standards for networking

WWW World Wide Web
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1. Introduction

Digitalization is a megatrend that is influencing all societies on the Earth.

Human tasks at various kinds of processes are being replaced with comput-

ers and software of various types and capabilities. These digital systems

are also being integrated to each other over networks, in particular the

Internet. While digitalization brings great benefits, it is not without its

risks. Our current digital devices tend to follow orders without questioning

them, unlike humans.

Some of the processes under digital control are physical, such as control

of factories or motor cars. Networking these controls opens a path for

misuse. This misuse may be maleficent, intentional, remote and massively

parallel. This thesis is asking how pervasive digitalization influences

the safety and security of society and how the society should react to the

changes brought by digitalization.

1.1 Digitalization

The ongoing fourth industrial revolution is characterized by the fusion

of different technologies, especially computing and automation, to cyber-

physical systems [92]. Physical operations are controlled by networked

digital systems that have access to vast amounts of information. Earlier

industrial revolutions replaced physical power and repetitive tasks with

steam, electricity and automation. The current one replaces cognitive hu-

man processes with advanced algorithms, machine learning and artificial

intelligence.

This confluence of different disciplines creates new challenges. While the

computing industry has, over the past few decades, learned the value of

security practices in open networks, industrial automation has tradition-

ally been practiced inside its own enclosed realm. There are differences
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in practices. On one hand anything vulnerable connected to the Internet

will be broken into in minutes, while most industrial facilities do not have

saboteurs lurking about. On the other hand, traditional computers are rea-

sonably safe to their users as long as they meet the minimal requirements

of electrical safety, while many automation devices are inherently capable

of killing and maiming their operators and by-standers. For these reasons,

industrial automation has developed a culture of safety that protects people

from their mistakes and system faults, while the computer industry has

developed technologies for security that protect data and systems from

malicious attackers.

This amalgam of physical automation and information automation is

an area where malicious attackers can cause physical harm, as it does

not receive complete coverage from either discipline. This leaves systems

vulnerable to such actions as a network penetration that damages a blast

furnace [5, p. 31], a car that is taken over remotely and driven to the

ditch [50] or traffic lights that are permanently green [47].

The specific issue that leads to these vulnerabilities is not just digi-

talization, but networked digitalization. The pervasiveness of Internet

communications allows attackers to reach systems that should not be

reachable. The Internet was not designed to be a reliable control network

to the critical infrastructure of the society, just an efficient way to share

access to computing resources for scientific research [27, 29, 51].

The contemporary developed society has started a huge collective task

to build what security researcher Bruce Schneier has called the “world’s

largest robot” [90]. Two decades ago the Internet used to be called the

“Information Highway”, two decades from now it’ll likely be the control

medium for our daily needs: heating, water supply, transportation, health

services and so on. In addition, there is no plan or blueprint for this

development, just lot of people and organizations acting independently and

pushing their individual solutions to the market.

1.2 Personal Motivation

The author had his first experiences with computer security problems in

the 1980’s when he was battling computer viruses at the microcomputer

support at Helsinki University of Technology. Later, he saw the birth of a

solution at the same university, when he sat a couple of doors down from

Tatu Ylönen’s office when Tatu wrote the first version of Secure Shell [113].
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Subsequently, when working for the Internet technology company Nixu

Ltd., the author observed how computer security developed from an obscure

area, important only to banks and the military, to be an integral component

for all information processing.

1.3 Research Goals and Scope

This dissertation is written to answer the question: “How to secure our

society against side effects of digitalization?” This simple question is

actually a quite broad topic for an inquiry. This is due to the nature of

security. In many other areas for something to succeed, it is sufficient that

a single desired outcome happens. For security, the criteria for success is

usually that none of the many undesirable outcomes materializes.

Many engineering problems can be divided to two parts: problem analysis

and solutions. The first half of this inquiry, presented in Chapter 3 asks

more specific questions:

• Are there significant faults in our basic technologies?

• Are we using technologies in ways that make the society vulnerable?

• Is there a credible threat to our infrastructure?

The second half of this inquiry, presented in Chapter 4, probes the

solutions from two directions: technology and government action. The

specific questions are:

• Can we protect our privacy and enhance infrastructure security through

technology?

• What is the existing government response to cyber security threats and

how it could be improved?
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1.4 Methodology

Overall, this thesis is more of a qualitative study than quantitative. Sev-

eral of the component publications contain quantitative results, such as

Publication II, but even that one reaches qualitative result: IPS systems

do not protect against exploits if the attack is masqueraded using evasions.

Methodologies were selected based on topic. Publication I reviewed and

summarized the existing knowledge on Ethernet security. The goal of the

work leading to Publication II was to verify an assumption and a test was

created to analyze IPS devices. Publication III and Publication IV study

how to find industrial control devices on the Internet and what they are,

for this purpose experimental work was a logical choice. Publication VI

used theoretical analysis to study the effects of certificate chain reduction,

and some of the claims were suitable to be verified with experimental

work. Publication V and Publication VII are theoretical analyses, which

could lead to experimental work in the future. Publication VIII came from

interest to evaluate the current national readiness against a determined

cyber-attack and expert interviews were considered the best method to

measure this.

1.5 Definitions

The definitions of cyber security, cyber war and other related terms are still

in flux. Within this thesis, “cyber security” is defined as security of digital

systems. This definition is intended to include all kinds of computerized

systems, including embedded and automation systems that traditional

information security often ignores. Security is used to mean a condition in

which an asset is protected from outside interference, whether manipulat-

ing that asset or just gaining information about it, while safety is used to

mean protection from physical harm [93]. Several other terms are defined

in Chapter 2.

1.6 Author’s Contributions

This thesis consists of several publications that together form a picture

of cyber security and its significance to society. Figure 1.1 illustrates

how the publications approach the topic relative to whether they focus on

technology or societal impact, and whether they analyze the challenges or
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how to solve them.

Problem Solution

Technology

Society

PI
PII

PV

PVIII

PIII,PIV

PVII
PVI

Figure 1.1. Categorization of the publications in this thesis.

Publication I is a survey that presents the various ways Ethernet tech-

nology is insecure. While the vulnerability of the Ethernet is well known,

it is surprising to see how many ways exist to misuse this core technol-

ogy of local networks. Prior studies have focused on Ethernet’s perfor-

mance [94], its uses [95], cryptographic solutions to particular vulnerabili-

ties [59, 56, 79, 96, 41] or vendor specific issues [107, 91].

Publication II shows how current intrusion protection systems can be

bypassed using a series of network techniques called “evasions” that obfus-

cate the traffic flow that is observed by the detection apparatus. This study

builds on the seminal work on the topic [77, 81]. When published, Publica-

tion II was the most comprehensive study of its kind, greatly epanding on

previous work [104, 17]. The study shows that a significant fault exists in

the protection the IPS systems should be providing.

Publication III, and the journal article Publication IV based on it, analyze

how many vulnerable devices are connected to the Finnish Internet and

describe a methodology for continuous monitoring of the network. Other

studies [63, 13] have addressed the same issue internationally, this is the

first Finnish study of its kind and also includes a feasibility study of a

national scanning engine.

Publication V describes the structure of modular cyber weapons and

their production. A key finding is the significance of the ability to produce

different cyber weapons at need, instead of just creating a few instances

of malware. There is very little prior work formulating the structure of

cyber weapons [78], most published work focuses on certain aspects of

the weapons [103, 19] or discusses the topic without going into concrete

specifics [83].
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Publication VI shows how SPKI (Simple Public Key Infrastructure) au-

thorization certificate chains can be reduced to single certificates and how

this enhances efficiency of the verification process. Chain reduction also

increases privacy of users, as they can conceal their identity while proving

their access rights. However, as the publication discusses, the level of

the privacy achieved is limited by the information needed to access the

resource in question. Besides SPKI, other cryptography based systems

exist to allow authorization while protecting the user’s anonymity [25, 76].

Publication VII is a workshop paper that studied the possibility of ap-

plying trust mechanisms used in ad hoc and sensor networks to secure

the Ethernet. The idea turned out to have severe limitations due to the

differences in behavior of guided and unguided media. As far as is known,

this line of inquiry is unique and there is no direct related work. Trust

modeling has been used on radio based networks [108, 40, 115, 57].

Publication VIII is a study of how the Finnish government would react to

a Stuxnet-like malware attack, largely from the organizational perspective

of how a government would react to such an act. Other studies on national

cyber-response exist [54, 36], as far as known this is the only study focusing

in Finland, besides the government’s internal evaluation [101].

1.7 Structure of this Thesis

After this introduction, Chapter 2 presents an overview of the current

cyber-environment. The published research contribution of the author is

presented in Chapters 3 and 4. Chapter 3 focuses on the problem side

of cyber security, based on Publications I, II, III, IV, and V. Chapter 4

examines the various responses to the challenges presented in Chapter

3, based on Publications VI, VII, VIII, III, and IV. This foreword of the

dissertation is concluded by a discussion in Chapter 5.
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2. Background

The field of cyber-physical systems covers the combinations of common

computing, industrial and home automation, and data networks. This

chapter describes briefly these technologies, existing security technologies,

and main threats to security.

2.1 General-Purpose Computers and Operating Systems

General-purpose computers are not designed for any particular task, but

are designed to interact with humans and provide for their computing

needs. Typical examples are office workstations, laptops, smartphones,

and tablets. In addition, server computers (such as web servers) can

be considered general-purpose, even if they don’t interact directly with

their users. These computers consist of computing hardware (memory

units, processors, displays, keyboards, network interfaces, etc.), at least

one operating system, and applications that run on top of the operating

system.

Currently most computers are using either some version of Microsoft

Windows operating system or some variant of Unix (Linux, Android, OSX

or IOS). The operating system is a collection of programs that hide the

technical details of the hardware from applications, which perform the

actual tasks the users want to do (such as browsing the web, or writing

doctoral thesis on a word processor). At the heart of the operating system

is a specific piece of program code called kernel that interacts with the

computer hardware and allows or denies access to various resources. Ker-

nel also implements the security inside the operating system. For example,

a word processor running under a particular user’s account is allowed to

write to that user’s files, but not to other users’ files or to change other

programs code.

19



Background

The formal model for security inside the operating system is based on

authentication, authorization and access control. Authentication means

that the users of the system are identified and that identity is verified,

typically using an username and password combination. Access control

means that when that user, or more properly a program associated to that

user, requests access to a particular resource (to enter the system, use an

application, or access information) a decision is made whether that entity

is authorized to access that resource. The authorization information that

the access control decision is based on can be stored in the system (often

as a file permission) or provided by the user (e.g., by the user possessing

credentials that allow access). The operating system controls the access

inside the computer, but individual applications do their share of access

control, too. Web applications are a typical example of this: the server

application’s access is controlled by the operating system on which it

is running, but the web user’s access to data inside the application is

controlled by the application, not the operating system. For more detailed

discussion on access control see e.g., [12].

The theoretical model of access control should keep the operating system

and the assets inside the computer secure, but the model is implemented

in software. It is a fair assumption that all software has programming

mistakes, also known as bugs. Some of these bugs create vulnerabilities

in software, allowing an outsider to gain unauthorized access. Some are

even very blatant, at the time of writing these pages it was reported that a

certain version of the Apple OSX has a bug that lets any user enter the

system as the supervisor root by entering a blank password twice [7].

For the topic of this thesis the problem with the general-purpose oper-

ating systems is that they provide lots of access surface in the form of

interfaces and software. This lets for an attacker take advantage of the

various vulnerabilities left in the programming, especially through the

network. What an attacker can access depends on the protection provided

by the operating system and the network environment.

The operating system also controls the input and output of the computer

through the keyboard and display, the network interfaces and peripheral

device interfaces. These interfaces provide the approach vectors for both

authorized and unauthorized access to the system. Figure 2.1 illustrates

the organization of the software in the computer and the areas poten-

tially reachable for an outside intruder. The network interface (Ethernet

or WLAN) is of particular interest. The physical network interface is
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Ethernet WLAN USB Keyboard

Firmware Firmware Firmware Firmware

Device driver Device driver Device driver Device driver
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CPU Memory ...

Hardware
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E-mail

Operating system
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Operating system
Utilities

Applications

...

Backups Updates ...

Figure 2.1. Organization of current general-purpose computers.

controlled by a dedicated controller that usually has its own embedded

software (called firmware). Incoming data packets are forwarded through

a device driver to the TCP/IP implementation in the operating system ker-

nel, which then extracts and forwards the actual data to the appropriate

application program. This exposes all of these programs to an attacker

and any programming mistake in any of these components is a potential

vulnerability that can be exploited to gain control of the computer. General

organization of computers is described in more detail in e.g., [100].

Overall, from the attacker’s viewpoint, the operating system is a large

collection of accessible software. If a host is on the public network, an

attacker can probe for vulnerabilities in the network implementation and

services of its operating system. If the host is behind a firewall, but

communicates to the public Internet, typically being used to browse the

web, the attacker can first break into a web server the user will likely use (a

so-called water hole attack) and install a malware component there, which

the victim will then access. The malware can try to break the security of

the browser program itself, or one of its additions, such as the Flash or

Java extension. The attacker can also send an e-mail message to the victim

and include a file that will be then opened in a word processor, exploiting

that program’s vulnerabilities.

2.2 Internet

The Internet is a general-purpose global data network that connects com-

puters of many types. It is characterized by lack of central control or

ownership. The Internet consists of multiple independent networks that

have agreed to connect to each other (often, but not always, for a fee) and

share data traffic using common standards. Central coordination exists for

addresses in use (ICANN, Internet Corporation for Assigned Names and
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Numbers) and protocol standards (IETF, Internet Engineering Task Force).

Internet technologies are discussed in detail in e.g., [33].

The Internet

Firewall

Firewall

Firewall

Firewall

Homes and people

Logistics and transportation

Production and services

Figure 2.2. The interconnected society is like a huge robot.

Physically the Internet consists of data links, over which data is trans-

mitted in packets, and packet switching equipment, such as routers, which

interpret the addresses in data packets and resend them to the right direc-

tion. There is no built-in security functionality and anybody can join the

Internet if they find an already connected network that lets them join it.

The strongly decentralized nature of the Internet and lack of regulation

has made it a platform for an unforeseen amount of innovation. Anybody

can invent a new service or protocol and start to use it immediately, as long

as it uses the common Internet Protocol to transport data. This freedom of

innovation has had a significant economic impact of global scale.

An analogue to the Internet would be the global postal system, which

delivers millions of letters and magazines without regard to their contents,

nor tracks the sender and recipient pairings. Only thing that really matters

is the recipient’s address. Some participants send or receive only a few

items, others literally tons, but this is apparent only at the endpoints,

not to the central core of the system. Inside the postal system, mailed

items are independently routed and merged to flows with other items from

unrelated sources. The Internet works in a similar manner. Data flows are

broken to separate small data packets and addressed to the recipient. To

the Internet infrastructure each item is unique and in theory there is no

awareness of traffic flows (in practice some network equipment is aware of

traffic flows for efficiency or security reasons).

The significance of the Internet and other packet networking technologies

is in making a connection shareable efficiently to different simultaneous

communications needs, especially traffic that is bursty by its nature. Most
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traditional electronic communications methods, such as telephone or telex

would reserve a path through the network end to end and nothing else

could use that path, whether there was any data being transmitted over

the reserved capacity or not. Packet based communications have their own

drawbacks, such as traffic loss due to congestion, but overall they provide

efficiency at low cost.

Being at the core just a simple message passing system, the Internet

itself does not provide any security features. If an attacker gains access to

the network links or nodes (routers), they can listen to the traffic (eaves-

dropping) or change the data passing through the system.

These threats can be countered in two ways. One is to create secure

network segments, by excluding outsiders. This is typically done by using

firewalls. Firewalls are network devices that connect different networks,

like routers, but block some traffic based on a set of rules, typically protocol

information. For example, a common rule is to pass network packets that

open an connection from inside to a host outside the protected network,

but block incoming connection attempts.

While a firewall can, or at least tries to, protect the hosts and traffic

in a particular network segment, it can not protect traffic that exits that

segment. Encryption is the second network security solution. Several

methods are in common use, such as the SSL/TLS protocol [37, 102] used

to encrypt traffic between web servers and their users, the Secure Shell

(SSH) [113] for encrypting terminal connections and file transfers, and the

IPsec [15] used to encrypt all kinds of Internet traffic. The latter, IPsec, can

be used to create Virtual Private Networks (VPNs) to connect remote hosts

to a local area network as if they were physically in the same network,

while keeping outsiders out of the network.

The particulars of encryption-based technologies are fairly complex. A

key invention has been the public key encryption, that allows an user to

create a key-pair, where the two keys are mathematically related binary

strings. What is encrypted with one, can be decrypted only with the other

key. This makes it possible to make one key public, in such a way that

anything encrypted with that key can only be decrypted with the other key,

called private key. This allows anybody to securely send information, as

long as they know the recipient’s public key. What is interesting is that

for some algorithms, especially the RSA [84], the same works in reverse:

anything that can be opened with a public key, must have been encrypted

with the corresponding private key, which in effect creates a signature.
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The ability to sign information has turned very important. The abovemen-

tioned SSL/TLS, used to create the encrypted WWW connections, includes

also a method for verifying the authenticity of a web server. Each web

browser program is configured with a set of public keys belonging to trusted

authenticators of web services. When a new web server’s administrators

wish to provide authenticated connections to that server, they create their

public/private key-pair and send the public key to the authenticator, along

with information proving that they actually represent the web server. The

authenticator then creates a formatted document called certificate, that

includes the web server’s name and public key and encrypts it using their

private key, providing a signature (actually, for efficiency, encrypting some-

thing called a hash instead of the whole certificate). When the user’s

browser connects to the server, it receives this certificate document, and

can verify that the signature decrypts with the public key the browser has

stored in it. Then the browser creates what is called a session key for that

browsing session and encrypts it with the public key in the certificate. If

the server has the corresponding private key and can open the session key

and initiate a browsing session, the user can trust that the server likely is

authentic.

The description above gives only overall steps for how the encryption

is used to secure Internet communications. The mathematical side of en-

cryption is usually considered secure and theoretically unbreakable within

classical physics and current computer technology (quantum computing

might change this). However, encryption is implemented in software and

used by people. Thus, the mathematically sound model is vulnerable to

human mistakes. For further reference on cryptography [89] provides

plenty of information.

2.3 Industrial Control Systems

Industrial control systems (ICS) are used to control various physical indus-

trial processes. They are distinguished from the general-purpose comput-

ers by their ability to read sensory information from the physical world

(e.g., temperature or presence of an object) and to influence the physical

world (e.g., to open and close valves, or to control the speed of a motor). [99]

Automation is often assumed to be immune to the type of attacks that

target regular computers on the Internet, as the systems should be un-

reachable or they are too customized to be vulnerable. Our Publications
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III and IV demonstrate that the former is not the case. The complacency

of the automation industry is discussed in e.g. [23], which points out the

fallacy of ICS being safe from the threats of the Internet.

Figure 2.3. SCADA System General Layout [source: NIST SP 800-82] [99].

Figure 2.3 shows a typical automation system. The device close to the

process being controlled is often a programmable logic controller (PLC)

that has the inputs and outputs to monitor and control a process or part of

the process. A PLC is basically a small computer dedicated to control tasks,

often ruggedized for the factory environment and often has an operating

system oriented towards real-time control of industrial processes. The user

interface is usually limited to a small status display and a few buttons.

Within a larger operation, it makes sense to have multiple PLCs control

specific parts of the process and to use a central controller to manage the

overall process. Such a system is called DCS (distributed control system),

or SCADA (supervisory control and data acquisition). The overall system

might be used inside one plant, or geographically distributed, for example

a municipal water supply or a power grid.

As mentioned previously, general-purpose operating systems are mostly

variants of Windows or Unix. While the PLCs often have bespoke operating

systems, the supervisory systems are typically based on general-purpose

computers. This can create a broad weakness, when the same vulnerability

is present in various manufacturer’s products [8]. Vulnerabilities can

be found in other components than just the operating system. A good

example is Heartbleed bug that was present in an open source software

library OpenSSL. As the library was used to implement the SSL encryption

protocol in several different operating systems, the vulnerability was also

copied along to them [39].

The Stuxnet [45, 46, 86] attack against the Natanz nuclear refinery

complex in Iran illustrates how an ICS works and can be attacked. The

facility uses centrifuges to separate gases of radioactive isotopes. These
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centrifuges are susceptible to vibrations at certain speeds, which can

cause the rotating tubes to break. To avoid these rotation frequencies

and otherwise control the centrifuges, their speed gauges and motors are

connected to a PLC. These PLCs are connected in turn to a centralized

SCADA system, running on general-purpose Windows computers.

The attack was carried out with the help of an agent who was capable

of carrying USB drives in and out of the facility. The installation was

reconnoitered by transferring software and collected information back

and forth until sufficient information was gained to create the Stuxnet

malware.

The Stuxnet is a fairly complex bespoke cyber weapon that operates

in several phases. First, it inflicts Windows computers and searches for

SCADA software. Having found the controller, it deploys itself to the

PLC controllers. At the controllers, it changes the operating speed of the

motors to the critical range, causing breakages at the centrifuges, while

simultaneously reporting safe speeds back to the SCADA controller (this

implements an attack known as rootkit, masking the existence of the

software in the system).

2.4 Security Threats

To delve deeper into various types of security threats, we start with some

definitions, roughly paraphrasing RFC-4949 [93]:

• A security domain defines an area of protection, implicitly or expressively.

An implicit definition would be, e.g., the are protected by the operating

system of a computer. A typical expressive definition would be the

security policy of an organization.

• A vulnerability is a weakness in a system, for example, a programming

mistake that lets an outsider inject program code into the system or an

user account for which the password is easily guessable.

• An exploit is a way to take advantage of a particular vulnerability, typi-

cally implemented in software. Often there are several exploits that can

take advantage of the same vulnerability.

• A threat is the potential to exploit the vulnerability or otherwise cause
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harm.

• Risk is the likelihood of a loss, due to a threat realizing. The size of

the risk depends on both the value of the loss and the probability of it

happening.

• An attacker is the source of the threat, a malevolent person or persons

attempting to break to a security domain.

• A vector is a way to access a computing system, especially to reach the

vulnerabilities. E.g., e-mail can be the vector to access a vulnerability in

a word processor.

Several common network attacks can be defined as:

• Eavesdropping means being able to receive a copy of the information,

without changing the actual message.

• Manipulating or changing information is typically a more challenging

attack, requiring that the attacker gains control of a node or link through

which network traffic is passed. The Stuxnet malware changed the

information in the PLC controllers. As this was not done on the network,

this particular attack can be called a rootkit, meaning changing the

information the operating system gives about the system.

• A particular variant of manipulating traffic is the Man in the Middle

(MitM) attack, where two or more parties assume they are talking to

each other, but actually are communicating with the attacker (or the

attacker’s system).

• Replay is an interesting attack, where a message is eavesdropped and

re-sent later. When done using an encrypted message, the attacker can

not read or change the contents of the message, but the recipient can

decipher and authenticate the message and act upon it. What makes this

an attack, is that encrypting and signing the message do not provide any

protection, unless the recipient can actually recognize that the message

received is a copy of an earlier message. Well-designed systems include

a non-repeating value, such as a timestamp or nonce in the message to
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prevent replay.

2.5 Who are Behind the Cyber Threats

Natural causes and unintentional mistakes may cause damage. However,

this thesis is mostly focused on threats caused by intentional actions.

Publication V discusses various sources of cyber-attacks in detail, but two

groups are especially relevant when evaluating the security of a modern

society: nation states and organized crime.

Both groups have the resources to acquire the capability to penetrate

deep into a nation’s infrastructure and both groups also have the moti-

vation to do so. Criminals are generally looking for profit, but can also

wreak accidental havoc, as the WannaCry ransomware that crippled health

services proved [67]. Nation states can see the cyber domain as a new

battlefield where their opponents can be influenced in various ways, from

information warfare and intelligence gathering to physically damaging a

nation’s infrastructure.

A series of organized intelligence gathering attacks against US computer

systems in 2003-2005, called “Titan Rain”, was likely performed by some

other nation [68]. The attacks were characterized by their persistence:

different methods were deployed to reach a particular target. A significant

change compared to earlier network intrusions was that the perpetrators

were not looking for targets of opportunity. Instead, having selected their

objectives, they persisted in their efforts. The term Advanced Persistent

Threat (APT) was coined at this time to give a name for these attempts.

Titan Rain was not an unique incident, coordinated campaigns are fairly

common [4].

Denial of service attacks have been used in connection with disturbances

in or between countries. The “Bronze Soldier” attacks shut down Estonian

web servers for a few days, when a Soviet era statue was being moved.

Similar attacks happened during the South Ossetian war in 2008 [35].

The Stuxnet attack [45] was proof of the concept of an attack by a nation

state against another nation state. The objective was to slow down Iran’s

nuclear program without destabilizing the already volatile region more.

Cyber warfare is both very cost effective, when compared to conventional

warfare, and also has some political benefits, such as lower visible impact

and potential deniability.
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Other sources of cyber threats, such as terrorists, political activists

(hactivists), or interested hobbyists have not so far showed to have as large

of an impact as nation states and organized crime. However, this might

change in the future. For this thesis, it is enough to note that nation states

alone provide a credible and well-resourced origin of threats and they have

already been shown to be active in this area.

One specific feature of cyber-crime or network attacks is that the attack

is often hard to attribute to any particular party. The attacker can route

their connections using several hosts in different jurisdictions, making

tracing the original source difficult. Overlay networks, such as the Tor (The

Onion Router) can be used for similar effects [38]. The control medium for

malware can be any public channel, such as social media image sharing

services or the Internet Relay Chat (IRC). [30]

2.6 Conclusion

Personal computers have been around for little bit more than three decades.

Initially, security meant making backups and locking the office door. Soon

cyber security became a minor issue, in the form of viruses. IBM PC was

published in 1981. The first known virus to target it, Brain, was detected

five years later in 1986. The Internet became popular in the early 1990’s

and since then there has been a continuous escalation of new security

threats and responses. Today the lack of security on public networks is an

accepted fact.

The automation industry has meanwhile grown in the protected domains

of factories and standalone installations. As will be shown in the next

chapter, the automation industry is not as far along the learning curve as

the computer industry is. To generalize, manufacturers and vendors in the

automation sector are now starting to learn what the computer industry

learned about two decades ago.

In conclusion, the key to making the society more vulnerable is network-

ing. Digitalization by itself brings local changes and can make individual

systems more vulnerable, but the effect would still be localized. Connecting

these systems to the Internet allows an attacker to reach a large amount

of vulnerable systems with ease.
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3. Challenges for Cyber Security

This chapter focuses on the various weaknesses and vulnerabilities in-

herent in our current technologies. Shortcomings of rather fundamental

nature are presented by three examples from different technology layers:

common network technology (the Ethernet), protection technologies (in-

trusion prevention systems), and the way technology is used in practice.

Lastly, the professional methods of malware production are presented.

3.1 Ethernet insecurity

Ethernet is the dominant local area network (LAN) technology. One could

argue that nowadays Wireless LAN is more dominant in general, but the

two technologies are closely related and the wired Ethernet is more likely

to be used for ICS applications. Both technologies use the same frame and

address format for data transmission.

Figure 3.1. An Ethernet segment with switches and hosts; addresses are abbreviated; the
address table for one switch is shown.

Ethernet has existed in several physical formats; current versions use

twisted pair cabling to transmit the data between the host computers via

switches. The data is packed in a simple frame that has the recipient’s

and sender’s addresses at its beginning and is sent as bits over the cables.

The Ethernet switch receives these frames and forwards them towards
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the recipient’s connection. Typically, switches keep track of the sender’s

addresses in the frames and learn that way the topology of the network,

i.e., which host is at which connection. Figure 3.1 shows a typical small

Ethernet network, where the switch has learned the Ethernet addresses of

each host and built a table that lets it know where to direct each Ethernet

packet.

Publication I surveys the security of the Ethernet network technology

and mostly finds it lacking. The Ethernet technology is designed to be

self-configuring, which makes creating and extending networks easy and

brings cost savings. It also makes it easy to add new hosts to the networks

without authorization. Once an attacker is connected to the network,

Publication I lists several methods that can be used to gain access to

network traffic for eavesdropping [14, 34, 107] or modification [64], how

to take over existing sessions [97, 10, 75, 114], how to bypass virtual LAN

limitations [34, 105, 2], and how to jam the network [64].

Figure 3.2. The forged MAC address lets A change the port assignment for T’s address in
the MAC table in the switch.

Figure 3.2 shows how a host (A) can capture traffic directed at another

host (T), by sending one forget packet with host T’s Ethernet address as the

sender address. This changes the address table at the switch, as switches’

default mode is to learn and trust all address changes. The new setting

holds as long as the host T does not send any packets. When T becomes

active, the switch returns to previous configuration. As the modified state

of the switch is difficult to hold, this attack has limited practicality.

Figure 3.3 illustrates a different attack. This attack allows a malicious

host on the Ethernet network to force all traffic between two hosts that use

Internet protocols to pass through it. The targets are the hosts on the left,

having IP addresses 10.3 and 10.4 (abbreviated). The attacker on the right

sends each host a gratuitous (unrequested) Address Resolution Protocol

(ARP) message telling that the IP address this host is communicating with

is located at the attacker’s Ethernet address. Each host starts to direct

their traffic to the attacker, who can then re-send it with the recipient’s
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Figure 3.3. A Man in the Middle attack using Address Resolution Protocol.

correct Ethernet address, gaining access to all traffic. In this case, the

information in the switch is not modified and on the Ethernet layer every-

thing is normal, but the attacker modifies the table at each host, which

connects the IP addresses to the Ethernet addresses.

Several solutions exist for securing the Ethernet technology. Security

can be implemented on the Ethernet layer itself, by authenticating the

hosts with cryptography based IEEE 802.1X for port authentication [3],

encrypting all traffic with IEEE 802.1AE MACsec [1], or by ensuring

that all devices are configured conservatively. Conservative configuration

consists of several (often vendor specific) switch options that limit how

many different status changes the switch will accept. For example, the port

security feature can be used to prevent Ethernet addresses from changing

location. This thwarts the attack presented in Figure 3.2.

These solutions add to the cost of networking. While encryption soft-

ware mentioned above is usually free or inexpensive, the required creation,

installation and management of the required encryption keys is not free.

Configuring the network conservatively increases protection against cer-

tain attacks, but also makes the network setup more rigid, limiting network

mobility and expandability, negating the original “plug and play” design

philosophy.

Another way to resolve the inherent insecurity of the Ethernet is to

accept it and build the security on higher layers, in a similar way that

the entire Internet is being secured. Protocols, such as IPsec [15] can be

used to provide authorization, access control, and traffic confidentiality

and integrity on the IP layer. This would thwart the ARP attack shown

in Figure 3.3. However, this also requires certifying and distributing the

cryptographic keys for all network nodes.

Publication I provides a more comprehensive list of the vulnerabilities

and solutions of the Ethernet technology family. It discusses the security of
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Ethernet features not described in this introduction, such as virtual LANs

(VLANs) and the Spanning Tree Protocol (STP). Overall, the security of the

Ethernet is a tradeoff between convenience and security. One of the major

reasons for Ethernet’s popularity is its easy “plug-n-play” installation, an

Ethernet network can be built in minutes just by connecting the cables.

As the network is self-configuring, it can also be extended by adding

new switches, but the features that provide this ease of use also make it

insecure.

3.2 Evasions Pass through the Intrusion Protection Systems

When protecting a whole network against unwanted intrusions, firewalls

are used to limit traffic between networks. These devices simply block

traffic based on some rule, such as preventing access to TCP port 80 (WWW)

in a network where no web servers should exist, but where an user might

accidentally create one. Firewall rules can be based on various protocol

characteristics, such as the direction of initiating a connection, allowing

users inside the protection domain to access services on the Internet, but

preventing attackers to access the computers inside the firewall. Firewalls

can also analyze the content passing through them, for example, scan

e-mail messages for viruses.

A specific type of firewall functionality is an intrusion prevention system

(IPS). An IPS monitors the data streams to the devices in the protected

network and attempts to identify content that exploits vulnerabilities in

the protected domain. For example, once a connection is opened to a web

server, that server might launch an attack against the computer behind

the firewall. An IPS device is usually a separate network appliance located

behind the firewall, as illustrated in Figure 3.4. The logic is that the

firewall blocks most intrusion attempts, but it has to allow legitimate

traffic to pass, the IPS then monitors this traffic.

These systems were first introduced as commercial intrusion detection

systems in the 1990s [111]. Ways to thwart them were found immediately

[32], and the detection facility was hampered by false positives [88, 72].

As the technology developed, the systems graduated from detection to

prevention. These systems can detect and block intrusion attempts based

on signatures [109, 20, 21], or protocol and anomaly analysis [88].

Publication II is a study of how the IPS devices react to special techniques

called evasions. These techniques obfuscate the exploits in various ways,
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IPS

Internet
or untrusted

networks
Protected
networkFirewall

Figure 3.4. A typical IPS setup.

Figure 3.5. An evasion being used to thwart the IPS. The IPS interprets the two data
bursts separately; later burst overwrites part of the first at the target.

such as using IP fragments, disordered TCP segments, application protocol

encodings [81, 82, 26] and also using combinations [65, 48, 85, 104, 17] of

these techniques.

Figure 3.5 illustrates the principle of evasion: the attacker sends data

in two bursts, with an overlapping frame (3). The IPS inspects the bursts

separately and sees the potentially harmful command “su” followed by a

harmless text “html” and then later sees the command “sh”, and passes

this, too, having already purged the previous data from its buffer. At the

target the frame 3 overwrites the previous data and creates the command

“su sh”, initiating a command shell for the attacker. (An actual attack

would be more complex, e.g., involving a buffer overflow to insert the shell

command into memory. Also, TCP frames are not numbered as such; a

practical implementation of this evasion would use TCP sequence numbers

or IP fragments.)

Evasions take advantage of the robustness principle, stated in RFC-761,

“be conservative in what you do, be liberal in what you accept from others”,

which guides network software to accept and interpret all received traffic,

leading to differences in implementation, particularly between end hosts

and IPS devices. [80, 81, 87, 98]

The test setup, described in detail in Publication II, consisted of an at-
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Table 3.1. Success rates of evasive attacks

Experiment A Experiment B Experiment C Experiment D

Windows XP Windows XP Ubuntu Ubuntu

obfuscation disabled obfuscation enabled obfuscation disabled obfuscation enabled

IPS Successful

evasions

Success

rate

Successful

evasions

Success

rate

Successful

evasions

Success

rate

Successful

evasions

Success

rate

Check Point 40748 4.07% 40917 4.09% 34350 3.44% 34688 3.47%

Cisco 4397 0.44% 4499 0.45% 63546 6.35% 189550 18.96%

Fortigate 20705 2.07% 20949 2.09% 1180 0.12% 1969 0.20%

IBM 10970 1.10% 11665 1.17% 37252 3.73% 257138 25.71%

Juniper 84579 8.46% 86093 8.61% 64648 6.46% 94595 9.46%

McAfee - - - - 5202 0.52% - -

Palo Alto 31155 3.12% 31373 3.14% 31464 3.15% 456109 44.61%

Snort 19485 1.95% 36983 3.70% 10623 1.06% 11985 1.20%

SourceFire 11726 1.17% 17543 1.75% 38557 3.86% 65835 6.58%

Tipping Point 2891 0.29% 34582 3.46% 73650 7.37% 75380 7.54%

Ubuntu 12.04

Device being 
tested

Virtualized
Windows XP SP 2
Ubuntu 12.04

Attacker Target

10 IPSes,
one at time

Figure 3.6. The setup for the experiments.

tacker machine and two targets, a Windows and a Linux machine. The

targets were virtual machines, which were re-created after each attempt

to ensure they were not affected by previous attacks. The IPS to be tested

was placed in position to protect the target (Figure 3.6). Each IPS faced

four million attacks, one million against each of the two targets without

obfuscation and one million with obfuscation. Obfuscation is a technique

that modifies the program code while maintaining the functionality. Ob-

fuscation can hide the exploit from a sensor that is looking for particular

exploit code, instead of trying to find any code that attempts to exploit a

particular vulnerability.

Table 3.1 shows how many of the evasive attacks succeeded against

various IPS products. The McAfee device lacks some results as it went to

error state during the testing. The table lists the number of successful

attacks against both targets.

The key finding of Publication II is that various IPS devices let attacks

pass through, at rates from 0.1 % to 45 %. Even 0.1 % is a significant result,
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as it does not matter for the attacker how many of the computer-generated

attempts are thwarted, as long as a single one passes though.

Unlike the Ethernet, IPS fail in their main function. Publication II and

literature suggest that especially traffic normalization could be used to

ensure that the IPS and the target system treat the data in a same way [52,

106, 110]. Now apparently the IPS systems analyze data differently from

how the target systems reconstruct if from the traffic.

3.3 Situational Awareness of Cyber Security

Google and other Internet search engines index the contents of WWW and

other information services. However, there is a different type of indexing

the Internet, not by content, but by server properties and protocol headers.

Shodan [66] is the most well-known of such search engines and it can

be used to find various types of devices on the Internet by information

that specifies the manufacturer, device and software version, especially

cyber-physical controllers. Once a vulnerability is known in a particular

product, Shodan is an excellent tool for finding targets for exploitation.

After the Shodan showed how easy it is to find various devices on the

Internet, and another study indicated the need for further research [63],

we decided to replicate such a search engine, described in Publication

III and Publication IV (former is a conference article and the latter an

extended journal version). During this project, we found several thousands

of suspected vulnerable hosts in Finland. For legal reasons, we were

not able to actually test the vulnerabilities; this assumption is based on

protocol headers that report the version of the software. We also showed

that scanning the IPv4 address space of an entire nation regularly is a

possibility.

Network scanning on the level of a nation or the whole Internet is based

on the limited number of IP addresses the current IPv4 offers. Each

host on the network has an IP address and various services at different

port numbers in the host. By opening connections to standardized port

numbers and recording the protocol replies it is relatively easy to recognize

the operating system of the host. In the case of various cyber-physical

devices, such as ICS controllers, they often tell their model and version

in the protocol replies themselves, or it can be deducted from the various

software existing on that host.

Network scanning can be thwarted by deploying a simple firewall to
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protect the device, either blocking all traffic or by configuring a safe method

for accessing the device, such as a VPN tunnel or some form of access

control. What Publication III found was that such protection was not used

for those hosts that we were able to find. Likely, there are many more ICS

devices connected to the Finnish Internet using some protective measures

that evaded our scans.

Table 3.2. ICS devices found in Finland with Shodan in 2013

Q1 Shodan Q4 Shodan Increase

Total 2915 4695 61%

SCADA/ICS 77 95 23%

Industrial 540 574 6%

Building management 2298 4026 75%

Our findings indicate that plugging systems with known vulnerabilities

(likely not known to the person who does the connecting) to the public

Internet is commonplace. This means that some systems controlling critical

infrastructure are likely to be connected directly to the Internet. Also, the

connected vulnerable systems could be used as a base for denial of service

attacks.

Figure 3.7. Left: Percentage of all devices found with Shodan for countries. Right: Found
ICS devices per 1000 inhabitants

Figure 3.7 shows Finland in relation to several other countries, based on

Shodan queries. USA is leading per number of devices, but Finland shows

up at the per capita graph. The research did not find a specific reason

why Finland (and Sweden) show up, it can be the proliferation of advanced

technologies, or it can also be caused by the search terms used (the exact

search terms were not revealed to not assist improper use).
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Other studies show findings similar to ours. Early research using the

Shodan found and verified 7000 devices globally [63]. Presumably, the

Shodan tool had not collected data as extensively as during our research.

Anonymously reported Internet Census project scanned the whole IPv4

address space [13]. Analysis of its data has found several apparently

vulnerable devices, e.g., 114 000 serial-port servers commonly used in

ICS networks [71]. United States Department of Homeland Security, has

identified 500 000 IP addresses suspected to belong to ICS devices all over

the world [55]. According to the report, at least 7200 of the found addresses

were directly related to devices that are part of critical infrastructures in

the United States alone.

3.4 Escalation of the Threat Space: Cyber Weapons

Publication V examines the significance of autonomous software entities

that can also be called cyber weapons. The study was motivated by the

Stuxnet attack against the Natanz nuclear fuel refinement facility. The

analysis is based on several published analyses of known cyber weapons,

especially the family of Stuxnet, Flame, Duqu and Gauss, which are related

malware entities that share components.

Publication V suggests that the cyber-capable nation states are likely to

have significant malware production pipelines to produce fresh, modular

malware as needed. These entities are built of several distinctive compo-

nents, illustrated in Figure 3.8. They have a “platform” to support the

basic functions, such as penetration or communications to the controllers.

To have an actual effect, the platform then carries a payload, rather like

a military airplane is the platform carrier for a weapons payload. The

payload can perform destructive and disruptive actions or just gather

intelligence and report it back to the controller.

The operational use of a cyber weapon is shown in Figure 3.9. The

weapon is initially packaged in a “dropper” package that is sent to the

target as an email document, hidden in a web page, or otherwise delivered

to the target system. The dropper might also consist of only a small loader

program that loads the rest of the weapon, depending on the situation.

The weapon’s program code then activates at the target host, usually using

some vulnerability that it can exploit. Once inside the target host, the

weapon can perform the actions it is designed to do, possibly communicate

with its controllers, download additional payloads, and spread to other
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Figure 3.8. The modular architecture of a modern cyber weapon

systems inside the target network.

Figure 3.9. Insertion and control of a cyber weapon

These weapons are generally stealthy and attempt to avoid detection.

They may not spread automatically and may stay dormant awaiting some

triggering event. Their command channel is masqueraded to appear as

legitimate traffic, such as HTTP web traffic or DNS queries. The payloads

may be encrypted to avoid detection.

What Publication V contributes to the public discussion, besides the

model of the weapons themselves, is an understanding of the process that
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maintains the cyber-capability of a military force or a nation. At any time,

some vendor may publish a patch that closes certain vulnerabilities, ren-

dering part of the exploit library useless or at least less effective (patches

are usually not applied promptly). Also, the use of these weapons will over

time reveal the vulnerabilities they take advantage of. Thus, the organiza-

tion needs to have a process for continuously acquiring new vulnerabilities

to be exploited when needed. There is also a need for a process to create

deployable versions of cyber weapons for various tasks, including the ob-

fuscation and shielding needed to avoid detection by anti-viral software

and intrusion detection and prevention systems.

In a potential use scenario, a target nation might be seeded with stealthy

cyber weapons before there is any likelihood of conflict, just to have pre-

placed assets in situ.

3.5 Summary

This chapter has demonstrated through examples that, 1) fundamental

networking technologies do not provide security, and can be misused, 2)

actual security technologies can be countered and by-passed, 3) operators

connect vulnerable systems to public networks, and 4) there are well-

resourced and organized attackers targeting various systems.

Much of the existing cyber-physical infrastructure is owned by private or

local public-sector entities. Generally, these people and organizations are

not prepared to meet the threat of well-resourced state actors trying to take

control of their systems. The situation is highly asymmetric and worrisome,

considering the efficiency and scalability effects that the attackers receive,

when potential cyber-physical targets are networked.
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4. Approaches to Protecting the Society

The previous chapter showed that the cyber threat is credible and that a

developed society is vulnerable. This chapter looks at some of the solutions.

There is no complete match between the problems presented in Chapter

3 and what is presented here, as the goal is to gain broad understanding

through specific in-depth studies.

For example while Publication VII attempts to respond to the issues

found in Publication I, Publication VI addresses privacy, which is not one

of the primary issues in relation to protecting the infrastructure of the

society. However, privacy is relevant to the adaptation of various security

solutions. At the time of writing this compendum, privacy has become a

more relevant topic to the security of society, due to revelations of using

personal data to influence elections [49].

4.1 Anonymous Authorization with SPKI

Certificates are cryptographically signed small documents that can be used

to connect a public key to some information, such as identity. They are

commonly used to verify the identity of a web server using the SSL/TLS pro-

tocol [37, 102], but also have more uses. Simple Public Key Infrastructure

(SPKI) [42, 43, 44] is a certificate structure for representing authorization

rights. Unlike SSL certificates used to confirm identity, SPKI has the

potential to provide anonymous authorization; an entity can provide it has

a right to a service, without revealing its identity. Identity information

can be carried in the certificate, too, but the authorization is not primarily

based on identity.

This authorization is proved by presenting a chain of certificates, start-

ing from the resource itself. Each certificate delegates the authorization

right to the entity represented by its public key in the next certificate in
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chain. In addition, each certificate in chain is signed by the private key

corresponding to the public key in the previous authorization certificate.

When the end holder of the chain wishes to access the resource in question,

it presents the entire chain of certificates and proves that it has the private

key corresponding to the public key in the last authorization certificate.

Publication VI is a study of how such chains of authorization can be

reduced to shorter chains, by issuing a certificate that replaces several

certificates in chain. Literature suggests two main motivations for this:

performance is gained by reducing the number of certificates that need to

be verified and privacy is enhanced by removing intermediate certificates

and the information (public keys) that they carry. However, such an oper-

ation is not trivial: the correct chain from a pool of certificates needs to

be found [16], there may be storage and network overhead involved [53],

and deducing the correct access rights can be challenging [18]. If the chain

reduction can be achieved, it provides benefits if the right is used repeat-

edly [60], evaluation effort can be reduced at the verification point [61],

and privacy can be improved by removing intermediate certificates from

the chain [74].

(propagate)
(tag (public_transport (ticket (*))))
(not-after (2017-12-31_23:59:59))

(propagate)
(tag (public_transport (ticket (zones (*)))))
(not-after (2016-12-31_23:59:59))

(propagate)
(tag (*))

(propagate)
(tag (public_transport (ticket (zones (*)))))
(not-after (2016-12-31_23:59:59))
(online crl http://crl.mta.gov/4h6hh332x (public-key (xyz567)))

Ticket reader Bus company

Transit Authority

Convinience store chain

Sales point terminal

Passenger's device

Service request

Reductions
shorten
the chain

(tag (public_transport (ticket (zones (A) (B)))))
(not-after (2015-09-30_23:59:59))

Figure 4.1. A chain of certificates representing a ticket in a Public Transit system.

Figure 4.1 illustrates how a SPKI based bus pass would work in a mu-

nicipal transit case. The use case is somewhat idealized to support the

analysis of the whole value chain. The bus has a device to verify bus passes,

this device trusts the bus company implicitly, which trust is represented
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by a certificate in the reader. The bus company makes a contract with the

Transit Authority and creates a certificate that represents this contract,

according to the type of the contract (transit services) and the length of the

contract. The transit authority in turn makes a contract with a chain of

shops that sell tickets and gives a certificate to the shop chain, which in

turn creates certificates to the sales machines. Finally, when a bus pass

is bought, a certificate is created for the customer and delivered to their

smart device along with the whole chain of certificates. While buses have

their own internal certificates, it is not obvious that they have always a

copy of the certificate that exists between the bus company and the transit

authority. So, likely, the customer has a stack of certificates, including

those that represent all the contracts between the different bus companies

and the transit authority.

Ticket reader

Transit Authority

Passenger's device

Service request
includes one
(reduction)
certificate

((tag (public_transport (ticket (zones (A) (B)))))
(not-after (2015-09-30_23:59:59))
(online crl http://crl.mta.gov/4h6hh332x (public-key (xyz567)))

Internal reduction:
(propagate)
(tag (public_transport (ticket (*))))
(not-after (2017-12-31_23:59:59))

Figure 4.2. Reductions create consistent performance regardless of the length of the
original chain.

Figure 4.2 represents the situation after the certificate chains have been

reduced. When the device in the bus sees a chain of certificates pointing to

the transit authority for the first time, it can verify this chain and store

it as an internal reduction (a reduction made by the entity itself, not by

a third party). This needs to be done only once per the validity period of

the chain (shortest period in the chain). The customer can not create their

own reduction, they have to ask somebody above in the chain to do that (or

a third party who has been authorized to do the reduction). In this case,

the customer sends their chain to the transit authority, who can issue a
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certificate that compresses the validity requirements in the chain to one

certificate.

Improving performance by reducing the number of certificates in chain

is rather obvious, as this reduces the number of verification computations,

and Publication VI verifies empirically that chain reduction can provide

performance benefits in the right context and especially reduce the per-

formance requirements for low powered devices, such as used with IoT

applications. A prototype was built to emulate a wireless access control

system. A certificate reduction that replaced four certificates with one cut

the processing time from 1.3 seconds to 0.8 seconds, showing a marked

improvement. However, providing the reduction uses also resources, so the

performance benefits become more apparent only with repeated use.

The privacy improvements are more demanding to analyze. A simple use

case would be a credit card expressed in the format of a certificate. The

holder of such a certificate could create a new key-pair and certificate for a

particular transaction and then ask the issuing bank to create a reduction

certificate where the bank certifies the public key directly, removing its

customer’s public key from the chain. Thus, when used at a shop, the shop

sees only a valid certificate issued by the bank and a public key that is not

connected to any identity and will not be re-used. However, the bank that

issues the reduction certificate knows the complete chain, based on which

the new certificate was issued.

Publication VI analyzes various privacy benefits that can be achieved

with chain reduction. A key finding is that, unlike previously suggested

by literature, the chain reduction does provide complete privacy from all

the parties in the system. The achievable benefits depend on the actual

authorization information on the certificates and the party, which is chosen

to do the reduction.

In most cases it is possible to create a reduction that hides the inter-

mediate identities along the chain from the resource being used, thus

providing anonymous authorization. However, the reducer has knowledge

of the whole chain, and thus we gain no privacy from the reducer. It is

possible to authorize a third party to act as the reducer. This permits the

creation of structures, where a resource can be used, but the user’s identity

is protected from the original issuer of the authorization.

The SPKI standard includes the possibility to add validity tests to the

certificate. Publication VI extends the SPKI specification with additional

validity tests proposed in [62]. These extensions add a new type of online
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test that can be used to implement, e.g., a quota system. However, all of

these validity tests have the potential to include identifying information

that invalidates the privacy gains of the chain reduction.

Cryptographic authorization systems, such as SPKI, can provide very

fine-grained access control. They can be used in distributed systems, off-

line and to further delegate access rights. Despite its great potential,

SPKI has not gained great popularity. The author feels that certificate

based authorization is a solution looking for a problem. Publication VI

contributes its own share to the solution and enhances the usability of SPKI

by improving its performance, while providing a better understanding of

the privacy aspects of chain reduction.

Other anonymous credential systems have also been proposed, such as

Idemix [25] or U-Prove [76]. While the SPKI is based on the basic capability

of asymmetric encryption to sign information and verify the signatures,

these systems rely on more sophisticated cryptographic schemes that allow

an user to prove that certain information is signed, without revealing the

actual signature [24].

4.2 Trust Modeling for Network Security

The survey on Ethernet security (Publication I) led to a plan for borrowing

some tools from wireless ad-hoc networks, namely trust modeling. In

the wireless environment one, node of the network can monitor whether

another node re-transmits the messages it promises to transmit, and

deduce if they are trustworthy communications partners. Thus, trust

modeling could be used to evaluate the hosts on the Ethernet and possibly

to identify malicious hosts.

Models that evaluate the trustworthiness of the partners can be based

on observed actions such as the volume and seriousness of detected at-

tacks [108] or the number and importance of positive and negative ac-

tions [112]. Based on these ideas, Publication VII proposes several actions

relevant to the Ethernet environment that could signify potential attacks

or that could be classified as positive or negative actions. The man in the

middle attack shown in Figure 3.3 in Chapter 3 shows how gratuitous ARP

messages are used to misdirect traffic to the attacker’s node. Trust mod-

eling can be used to measure the amount of such messages and combine

it with other indicators to evaluate the trustworthiness of that particular

node.
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However, after Publication VII was presented in a workshop, further

discussions led to the conclusion that this approach has serious gaps.

The basic problem was that on the (switched) Ethernet hosts do not see

messages from other hosts and thus can not evaluate the actions of those

hosts. From the viewpoint of an individual Ethernet switch, it is difficult

to evaluate if a port is connected to a single host or to a subnetwork of

many hosts.

Overall, the Ethernet is an example of networking technology that has

been designed to be self-configuring and easily deployable. Much of the

insecurity described in Publication I results from these design goals.

Ethernet-layer security issues can be solved using additional technolo-

gies, such as the MacSec [1] or IPsec [15]. An interesting alternative

approach is the new technology of Software Defined Networking (SDN)

that brings the independent layer-2 switches under centralized control.

Implementations such as OpenFlow [69] keep the existing technology at

the edge nodes, but replace the network equipment with new types of

switches that are not independent, like traditional Ethernet switches, but

operate under centralized control.

4.3 Government Response to Cyber-Incidents

Having found that technology alone will not solve the problems related to

cyber security, it was time to turn to the society and look for other solutions.

For Publication VIII we interviewed four public sector officials and one

representative of the private sector to analyze how Finland would react to

an attack such as the Stuxnet. The methodology for this qualitative study

was to use semi-structured interviews with a prepared case description to

stimulate the interview [11].

The framework for the organizational analysis of the interviews was

public-private partnerships (PPPs) and networks. PPPs are usually based

on formal contracts between parties, while networks are considered infor-

mal in this context. [22, 70]

To ensure coverage of the topic, a list of questions loosely following the

NIST incident handling guide [73] was used by the interviewers. The NIST

SP 800-61 (2012) provides a best practice model for incident handling. It

divides the process to four steps: 1) preparation, 2) detection and analysis,

3) containment, eradication and recovery, and 4) post-incident activities.

The interviews questions were patterned to match the NIST model.
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The organizations that were interviewed were:

• National Emergency Supply Agency (NESA, Huoltovarmuuskeskus) that

is responsible for maintaining the preparedness of the critical infrastruc-

ture for a crisis. NESA is not an active operator during an incident.

NESA funds part of CERT-FI operations to fulfill its own mission.

• Computer Emergency Response Team (CERT-FI) of Finnish Communi-

cations Regulatory Authority (FICORA, Viestintävirasto) is an active

operator whose mission is to monitor and solve information security

incidents. It maintains national information security situational picture.

• National Bureau of Investigation (NBI, Keskusrikospoliisi) is the po-

lice organization that investigates most cyber-crimes. It is limited by

resources and relies on CERT-FI and private sector for resources.

• F-Secure is a anti-virus and security software company of about 1000

employees. It has significant software analysis capability.

• The Defence Forces do not have significant role during time of peace.

This would change if a cyber-attack would be considered an act of war.

The study shows that in the winter of 2013 there was no centralized

responsibility for providing cyber security to Finland. Response to a tar-

geted attack, such as the Stuxnet, would have been reactive and ad-hoc.

However, all representatives interviewed had the same opinion that in an

attack against critical infrastructure CERT-FI would likely be involved and

driving the incident handling. As there is no mandatory requirement to

report attacks, there is no certainty that information would move between

the organizations. As a private sector operator, F-Secure would recommend

that their customer would report the incident to CERT-FI and CERT-FI

would in turn recommend that the incident is also reported to the police.

Even if all three organizations were involved in handling the incident,

there would likely be no contest of authority, as the people interviewed

apparently knew each other and would also trust to receive appropriate

amount of information after incident handling, depending on the target

organization’s decisions.

While the Defence Forces have no peacetime authority, the police have a
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right to request assistance from them, but the capabilities of the Defence

Forces are not public. As NESA is not an operative actor, it would not be

involved in the handling of the incident, but might take steps later on to

adjust preparedness.

The finding of lack of overall control and coordination is supported by a

2017 report from the National Audit Office of Finland, which finds that

responsibilities are divided between various government departments and

that inter-departmental decision-making during a cyber-incident might

take more time than is available [101].

Critical infrastructure

Defence
Police

NESACERT-FI

F-Secure
& security
companies

Financial contract
Legal obligation
Other co-operation
(arrows point at the direction of service delivery)

Organizations of similar types in other countries

Other 
anti-virus 

companies

Figure 4.3. How the different actors interact.

Figure 4.3 shows the public and private organizations’ responsibilities

and connections. Some of these relationships are based on formal contracts

or the law, but there is also a lot of informal co-operation. Three of the orga-

nizations interviewed: NBI, CERT-FI and NESA have legal responsibility

towards protecting the critical infrastructure. Some of these organizations

are buying the services of the private sector, but there is also informal co-

operation and information exchange. All organizations have international

connections and information exchange with their counterparts in other

countries.

Since our study, the government has formed the National Cyber Se-

curity Centre located under the FICORA. However, the center does not

have strong authority: it continues the work of CERT-FI in distributing

information and maintaining situational awareness.

Overall, the problem of cyber security is not a trivial one for the gov-
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ernment to solve. The Internet is a fast-developing phenomenon and

regulating it too soon and too harshly would likely slow down innovation

and limit the potential benefits. At the same time, the ubiquitousness of

the network creates vulnerabilities that can threaten the whole nation or

large segments of its population or economy.

4.4 Improving Situational Awareness

In Publication III and Publication IV we described the problem of vulner-

able digital systems connected to the Internet. We also propose that the

scanning tool to be used by a relevant authority to improve the state of

security.

Scanning the public Internet, as we have done, provides a superficial

overview of the “low hanging fruit”, easy targets with open vulnerabilities

(and likely a few “honeypots”, sensors that look like vulnerable hosts). In

Publication IV we propose that a government agency would be authorized

to perform penetrative testing of vulnerabilities. This would either provide

information about the overall situation, or combined with other legislation

could be used to shut down the most obvious weaknesses in the nation’s

network. It turns out that after the results from Publication III were

delivered to the CERT-FI the National Cyber Security Centre has started

to perform network scans similar to ours [9].

Calculations presented in Publication IV indicate that scanning the cur-

rent IPv4 address space is feasible. For Finland, a rough estimate is that

scanning the country’s 14 million IP addresses generates 150 gigabytes of

outgoing traffic and 34 gigabytes of return traffic. The outgoing traffic is

about what FICIX (interoperator connection point for Finland) transfers

every minute. This means that daily or hourly network scans would be fea-

sible. Scanning the upcoming IPv6 address space completely is unfeasible

due to its huge address space, but RFC 5157 [28] discusses methods for

targeted IPv6 scanning.

Other methods for collecting information for situational awareness exist.

The Cyber Security Centre Finland is running a set of sensors (HAVARO)

that are located at the network interfaces of supply critical organiza-

tions [58]. These collect information about security related incidents, such

as intrusion attempts. This allows the center to maintain situational

awareness. The operation is limited to supply critical companies and

government organizations and, also, constrained by laws and privacy reg-
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ulations. Looking forward into the future, it would be useful to create

a broader system for collecting information on security incidents from

different sources and processing that into a comprehensive picture of a

nation’s network security situation.

4.5 Summary

Various technical solutions to improve security exist and can be deployed.

The question remains, can they provide a comprehensive solution against

the cyber threats. Our network scanning project indicates that technology

alone is not the solution. The large amount of news about security failures

in recent years also indicates that the problem is not that technology does

not exist, but that it is not used. Our study on the government response to

a hypothetical attack indicates that the government has not done all it can

to thwart a cyber-attack.
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5. Summary and Discussion

This thesis started with the question How to secure our society against side

effects of digitalization? with several subquestions that focus the research.

Chapter 3 provides the problem analysis, showing that our contemporary

society is vulnerable at different levels and that there is a credible threat,

as various nation states are actively developing malware.

Chapter 4 probes the solution space and finds partial solutions and

possibilities for improvement.

5.1 Summary of the Research

Publication I found that a common local area networking technology, Eth-

ernet, is not secure. This is not news, but the amount of different attacks

that exist against the common Ethernet is impressive.

Publication II found in turn that a technology that is supposed to prevent

intrusions, IPS, does not achieve that. The dismal performance of intrusion

prevention devices against evasion techniques can be compared to leaving

a back door open while closing the front door. It does not matter how many

intrusion attempts an IPS device can detect and thwart, what matters

is how many pass through. Acceptable value for known vulnerabilities

or exploits should be zero, any more than that means that the device

has failed in its main task. It should be noted that the vulnerabilities

chosen were old and known ones, which the IPS should have no problem of

recognizing. Unknown vulnerabilities are a different issue, it is impossible

to recognize them in general [31].

Publication III and Publication IV in their turn show that a significant

amount of systems that should not be connected to the Internet, are con-

nected. The cherry on the cake was the physical access control system for a

prison. Subsequent inquiry brought up that a subcontractor had decided to
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make remote administration easier. Apparently, there is a general lack of

understanding on how trivial it is to scan the current IPv4 Internet. These

network scans reveal only the least protected devices reachable; it is likely

that many more systems are accessible over the Internet, just not quite as

visible.

Publication V then shows that the assumed threats are serious and

advanced. The potential intruder is not a teenager in their room hacking

away at night, but a nation state that uses part of its military budget to

penetrate other countries’ critical assets, whether public or private. The

cost of a cruise missile is in the order of one million euros, a cyber weapon

can be had for similar expenditure, but it causes much less noise and is

not as certainly considered casus belli.

Publication VI studies a nice method for representing access rights using

cryptography, SPKI. The cryptography is likely mathematically solid and

the SPKI has much potential. However, the systems may be administered

by the same people, who think that connecting a prison’s access control

system to the Internet is a smart idea.

Publication VII was not a very fruitful approach for securing Ethernet,

as became apparent at the workshop where it was presented. Using trust

modeling to analyze the behavior of network elements could be revived

with some architectural changes, such as software defined networking

(SDN).

Publication VIII then looked at the non-technical solution side in Finland

and found that there are public and private organizations that can handle

cyber-incidents. The government has not organized its capabilities to a

coherent response. However, as the people know each other, as is typical

for a small country, the actual response might be more organized than how

the formal organization makes it appear.

Overall, this study leaves us in a situation, where the threat is credible,

technology alone is not the whole solution and the human side is prepared,

but not prepared enough.

Digitalizing and networking systems that control the physical world

brings out new risks. Previously, for such a system to cause harm, would

require an attacker to gain physical access to the system. Now, such

systems can be directed to malfunction and be damaged by remote control.

Furthermore, the standardization of the control systems has the potential

for a systemic failure, where a whole sector or value chain of an industry is

targeted. The reason is that when a software vulnerability is found in one
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system, it is likely to exist in all other systems of same type. Rest of this

chapter discusses how the society could be protected from the side effects

of digitalization.

5.2 Solutions to Previous Leaps of Technology

Many new developments in technology have also brought with them new

problems that have required new solutions. The tendency of steam boilers

to explode was solved with the invention of a safety valve. As the explosion

threatened mostly the operators and the capital investment of such boilers,

it can be assumed that the new safety equipment was readily accepted.

Later, the motor car presented risks not just to its operators, but also to

bystanders. In this case the society stepped in and fairly soon required

registration of vehicles, created new traffic rules, licensed operators and

started to require regular inspection of the vehicles.

In a similar way, regulation has been applied to other systems capable of

significant harm, such as nuclear power plants, food supply, or airplanes.

As there are varying categories of airplanes, there are varying classes of

regulation for them. A commercial airliner, capable of killing hundreds

of passengers, mandates constant maintenance and operation. Private

airplanes have lighter requirements and in most regulatory domains, there

is a lightly regulated space for self-built or ultralight aircraft that, mostly,

pose a risk only to their operators.

This thought of how previous advances in technology have been dealt

with leads to applying the experience to the current situation: taking a

regulatory approach to cyber security.

5.3 The Threat to the Digital Society

Chapter 3 discussed the threats and vulnerabilities from technical view-

point. Based on the overall work done during this thesis, the author can

see three focus areas where digitalization threatens whole society and

where the state can and possibly should interfere.

First area is the existing and recognized critical infrastructure, which

is necessary for the society to function, such as health services, various

industries, or public utilities. These need protection, as shown by the

WannaCry malware that practically managed to shut down the health
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services in the UK [67, 6]. This sector is already recognized as critical and

regulated in most countries. Technical and operational requirements that

provide protection against cyber-attacks could be added to the existing

regulations. The European Union Agency for Network and Information

Security (ENISA) has already published several recommendations towards

this goal.

Second area is the systemic risk to small, independent systems, such

as small manufacturing plants, elevators, smart cars, or wind turbines.

These are usually not considered part of the critical infrastructure, as any

single instance does not have significance and ownership is distributed.

However, together they can form a critical mass and a vulnerability in one

system is likely to exist in all the systems from that vendor. For example,

all trucks from one manufacturer could be disabled in one attack, thus

causing a national logistical problem. In some areas, it will be possible to

extend existing regulation or to create new regulation to cover the effects

of digitalization. It is also possible to create incentives, such as require

a cyber-insurance that would guide the market towards better protection

or self-regulation. The Payment Card Industry Data Security Standard

(PCI-DSS) is an example of successful self-regulation motivated by self-

interest. The marketing automation service provider Mailchimp offers a

10 % discount to customers who use two-factor authentication (February

2018).

Third area is the upcoming home automation and IoT that brings a

large mass of small distributed digital systems to the hands of consumers

across the society. These devices will likely be low cost and vulnerable.

Consumer protection laws could be extended to cover inherent insecurities

or to demand that vendors and manufacturers repair vulnerabilities in

their as they are found or recall the products. Existing public safety laws

can be used or extended to cover the actual harmful products.

It should be noted that these solutions increase the overhead costs to

various parties and as regulation can be difficult to maintain and update,

careful thought should be employed whether the actual risk justifies the

actions. Much of the recent benefits to the digital society have been possible

especially due to lack of regulation, for example the Internet itself managed

to avoid all telecommunications regulation during its creation. However,

computing and software is a remarkably under-regulated field. When

the author had his first computers in the 1980’s he was quite happy to

have anything work and soon had the three-fingered salute of Ctrl-Alt-Del
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engraved in his mental backbone. This was acceptable when using a new

technology and where the risk was losing a few lines of text. It should not

be acceptable level of quality, when people’s lives will be at risk.
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