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Foreword

Information technology (IT) and sensor technology have made many new
steps possible in ship automation. In this report the effects and implications
of the new technology on safety and security are studied using many viewpoints and analyses are made. What kind of new advantages and disadvantages may be expected when cyber-enabled ships, automation and teleoperation are utilized up to levels not seen yet before? This report searches
for answers on the questions what kind of aspects and issues need to be
taken into account in the design and operations along this process of development related to the implementation of new technology onboard.
With expanding portions of numerous tasks and operations onboard
cyber-enabled ships carried out either under remote control or as partly or
fully autonomous operations, it is easy to understand that the challenges
involved in getting an integrated picture of the phases (or required phases)
of this development are big and demanding. Problems can be treated as
challenges, and in engineering they may often be solved by creating new
technological solutions.
The question, what needs to be done to ensure safety and security in ships
applying a continuously rising amount of automation and remote control in
an integrated way is important. Up to what level the automation in ships
can be increased, has become a more relevant question than ever before.
While addressed initially in a few earlier studies, the impacts of autonomous, unmanned merchant ships on maritime safety have not been studied
widely and deeply enough, to its full holistic scope, yet. The gaps in the
knowledge and understanding are hoped to be filled to some extent in this
study report.
This report documents the generic findings of the work regarding safety
and security issues of autonomous and remote controlled ships carried out
in the first half of the 3-year AAWA project1. Part of the findings presented
here has been discussed previously also in the AAWA Position Paper published by Rolls-Royce (AAWA, 2016).
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1. Introduction

1.1

Background

The development of technology, and all related engineering knowledge and the
science in the background, has brought many benefits to our society. It has
improved the capabilities of mankind in many areas of life and made many
dreams to come true. However, with an indisputably great story of success the
history of technology has often been saturated with setbacks and minor reversals, too. In several cases failures and accidents have occurred during the process of technological development and activities where new technology has
been utilised. One reason for this may be the premature steps taken, before the
understanding of all involved mechanisms, direct and indirect effects of the
novelty and its operation has developed far enough. Thus, even in case of successful technology introduction and usage some unexpected and unintended
effects may turn up (Rapp, 1989).
The construction of new technology is bound to the society by many links of
feedback, and the role of this interaction is notable, see e.g. Bijker et al (ed.
1987). Based on the thoughts of Colin Archer, presented posthumously by Edmondsson (1985), technology is meaningful only in a social context and we, as
humans, have a love/hate relationship with technology. However, like in science, there are many self-correcting features and actors providing feedback in
case of technology, too. A crucial question is, whether and to what extent the
preference and efforts in the development of technology are laid on approaches utilizing feedforward or feedback methods and related techniques. The former method may be called an approach of good design, and the latter is the
method of trial and error. In spite of many pessimistic views on some high-risk
technologies, see e.g. Perrow (1984).
Marine technology is applied in one of the largest fields of transportation. It is
known that many activities related to transportation by almost any means can
be inherently dangerous. This applies to sea transportation too. Thus, while
using engineering and new technology to widen the scope of possible operations within this field is inspiring, there are hazards and risks involved that
need to be kept under thorough scrutiny. The perils have been illustrated
many times, even before and after the birth of the ancient Greek myths of Scylla and Charybdis, or Daedalus and Icarus. Still today, the aspects on maritime
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safety and security are important topics that need to be considered continuously during development work of new marine technology, as well as over its
whole lifecycle.

1.2

Objectives

What comes to safety, understanding, knowledge and facts, or at least a reduction of prevailing uncertainty, are needed instead of old myths or pure assumptions in decision-making. Decision-makers need some basis of information for making a value judgement. One of the challenges in this respect is
the viewpoint directed towards future. Risk and safety are always connected to
some uncertainty, so a totally infallible assessment in relation to future is never possible. A zero-level-risk may be a good target in many cases, but when
making an assessment at abstract concept level it must be understood that,
especially with a very broad subject of risk assessment with limited resources
and scarce information of it’s real performance due to generality, uncertainty
becomes more dominant and more important. This in turn may result in risk
assessment that is overshadowed by the existing uncertainty, thus of limited
value from the practical viewpoint. In such case different approach to safety
evaluation may be adopted.
Even, if an attempt is made to create a model or theory encompassing maritime safety or ship safety with the balance of automation, remote operation
and manning, it must be realised that the system involved is huge. It is so large
and multileveled that a high level of generality need to be applied. Therefore, a
certain price must be paid of the generality and this is made by some sacrifices
in content, see Boulding (1956). Thus, all we can say about practically everything is almost nothing (ibid.). One objective of this study is to find out an acceptable balance between the generality and content, and whether it is possible
to create better understanding of the ship safety and maritime safety with the
further preconditions of this study.
The main objective of this study has been to identify and initially assess relevant safety and security risks with operation of a general ship under remote or
autonomous control, or some selected vessel types chosen for concept level
consideration. A focal research question is whether the balance between
manned ships can be changed towards the directions of automation and/or
teleoperation.
The first objective of this study is to make clear what kind of concepts are under discussion and what kind of planned technology application are involved.
The performed work is expected to provide input to discussions between the
marine safety authorities, vessel operators, technology developers and designers when decisions related to the utilisation of the results of AAWA and related
projects and the further development beyond are made.
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The assessment of risks and understanding of the prerequisites of safe and
secure operation will get deepened and updated as more detailed knowledge
becomes available on specific case vessels, their operation, and the implementations of the technologies for remote controlled or autonomous operations.
Along with the development of technological solutions to enable higher levels
of autonomous operation of ships, the work carried out in this study, as well as
in some other projects, aim to build up awareness and understanding on safety
and security risks relevant to envisioned autonomous concepts. It is important
to identify and point out hazards and risks involved and to generate and suggest measures to manage these risks effectively.
However, the knowledge on new, previously unknown or poorly recognized
hazards and risk will build up gradually and cumulatively. The unknown areas
of our knowledge can only be decreased by research, through comprehensive
analyses, first on concept level, then e.g. by experience from simulator studies,
some pilot demonstrator studies, and finally in tests and trials executed on
actual sea going vessels with back-ups and some thoroughly considered restrictions.
Our knowledge and understanding of the risks of autonomous and teleoperated ship systems and their embedded complexity grows gradually, step
by step, but it is also important to form a holistic picture of the new, emergent
technology under development. This is the final objective aim in this study.

1.3

Materials and methods

The preliminary identification and assessment of safety and security risks reported here has been based on a review of research literature related to autonomous or remotely operated vessel concepts, and discussions between the authors regarding the implications of the application of the new technology in
selected ship types.
The discussions have been supported by the preliminary risk assessment performed by the authors exploring the potential safety implications of increased
autonomy on some ship types considered as being conceivable candidates for
proof-of-concept demonstrations as planned in the AAWA project (AAWA,
2015).

1.4

Scope and limitations

This study is focused on generic ships based on a selection of some ship types.
The ship types chosen include different ship types: cargo ships, passenger
ships and service vessels. They may all have some potential for the development towards future technology demonstration trials and applications. However, it is possible that none or some of these ship types, or some other ship
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types now left out of the scope, may be the most promising ones for the first
applications. Economical comparisons are needed to find out the feasibility of
each ship type for being the most promising, suggested platform of this new
technology, but such studies fall out of the scope of this study.
Due to the fact that this study is made on concept level its findings on the relevant safety and security risks are still on an abstract level, being general/hypothetical. This is because of the autonomy concepts are still developing, many features of the solutions in the technology are not know yet in details, and access to specific information on the vessels and their operating
characteristics, considering both normal and abnormal operating situations, is
still limited. Thus, only generic ships are discussed in this study.
The information on the operational practices and experience regarding the
selected ship types would normally be essential prerequisites for a proper risk
assessment.Due to the more generic approach in this case, however, a topdown approach had to be applied without too much weight on details. The
scope of this study is not limited to a single ship and its operations on an isolated area. The ship may have other ships moving within its vicinity on the sea.
Approaches to ports and some straits and sounds may have frequent traffic,
and sometimes a ship may meet another vessel or boat even in the middle of
the ocean.
What systems onboard can be automated and/or teleoperated successfully is a
crucial question. Two main approaches to the use of automation, information
technology (IT), sensor technology and tele-operation onboard may be identified.
The first one utilizes elements of the new technology, e.g. automation in operations and tasks as far as the added value of the utilization can be considered to
give a good impact on the capability and the total performance efficiency of the
ship, and its safety and the well-being of the people onboard and ashore. In
this first approach new technology (including all the technological aids) is considered to have an important role, as being among the tools in the hands of
ship operators onboard and in some cases also ashore, in connected information support centers etc.
The other approach is based primarily or mostly on the expected profits and
economical gains. Reduction or replacement of crew members and even the
master onboard by automation or teleoperation may be seen (by someone) as a
method to minimize the costs, if it is possible by the greater use of automation
technology onboard.
The selection or balance between the two alternative approaches above may
raise some new and potentially serious concerns, some of which are related to
safety, some to security, but many to ethics, too. The new technology may grow
4

new demands on, or pressure on the authorities to allow, such crew reductions
onboard. If that is against or in conflict with the current maritime rules and
regulations, e.g. UNCLOS, SOLAS, STCW and IMS Code etc., it is outside the
scope of this report. The study includes many matters and links to such issues
that belong to the fields of economics, ethics, and maritime law, but due to the
nature and limitations of this report they cannot be thoroughly discussed here.
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2. State-of-the-art

2.1

Safety risks and risk controls in autonomous shipping


2.1.1

Unmanned ships in general

Unmanned vehicles raise increasing interests. However, most of the applications and publications that can be found are related to the sectors of automobiles (on streets and roads, or vehicles operation underground, in tunnels),
aircrafts (and aviation, both civil and military). However, as land and air seem
to be interesting areas of applications of unmanned vehicles at least the sea
surface seems to be an exception. Most of the papers related to unmanned vehicles or robots in the sea environment go deeper, as they do not discuss much
about surface vessels. Some studies concerning military applications of unmanned vessels have also been made, but they are out of the scope of this report. Thus, it is believed that one of the main sources of information in relation
to unmanned vessels will still originate, at least for some time, from the publications of project MUNIN. Another, more recent source of information is the
RINA conference publication “Smart ship technology” including abt. twenty
papers from the conference held 26-27 January 2016, in London, UK, but
more publications are expected.
According to Rødseth and Burmeister (2015) systematic hazard identification
has been used to find critical safety and security risks related to unmanned
ship in project MUNIN. Based on the few references and a statement given in
chapter 2, the papers related to this topic are rare (ibid.). Only five papers are
referred to in (ibid.), chapter 2: Stokey et al. (1999), Griffiths et al. (2003),
Griffiths et al. (2007), Podder et al. (2004) and Brito et al. (2010). Unfortunately, these references are all related to a very different domain, as they are
all related to autonomous underwater vehicles (AUVs), with a quite different
use in relation to the case vessels of AAWA (and MUNIN).
In the EU project MUNIN a feasibility study on an unmanned bulk carrier
concept of around 50 000 dead-weight tons on an intercontinental voyage was
made. The project included several work packages including development of
the concept within several areas of interest described in the project’s web-site,
see “www.unmannedship.org”. The outcomes of the project include several
deliverables (project reports), presentations and publications, many of which
are available via the project web-pages, others may be found easily in some
conference proceedings and in other publications.
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In this report our focus is related also to the concept of unmanned ship, but
with three different applications of the case vessels. Due to this reason, our
main emphasis is laid in this chapter on the findings based on the results of
the risk-based approach applied in project MUNIN and reported in Rødseth
and Burmeister (2015). Thus, the following text and comments given are based
on (ibid.) and our reflections on them within the context of AAWA case vessels.
2.1.2

Maritime Unmanned Navigation through Intelligence in Networks
(MUNIN)

The main findings that project MUNIN picks out of the listed references above
in chapter 2 by Rødseth and Burmeister (2015), and which are also interesting
from the AAWA point of view, include the following general observations, errors, faults and problems (based on the experience with AUVs described by
Stokey et al. (1999), Griffiths et al. (2003), and Podder et al. (2004)):
•

Human error is the most common source of problems, including problems with the software design in the control stations

•

Non-complex errors in hardware, that can also act as a major cause of
problems, including connectors, battery, and calibration of sensors and
algorithms

•

Trivial physical problems and a large group of failures are related to
electronics, GPS receiver, mechanical problems, power, leads etc.

•

Most faults are “trivial” in the sense that they do not occur in the more
complex sensing, control and decision making software modules of the
vehicle

Rødseth and Burmeister (2015) also pick out the following part of the conclusion (made by Griffiths et al. (2003)): “This paper has shown that by good
design and thorough testing of the ‘significant few’ systems that could pose
high risk to the vehicle, the overall reliability of the autonomous vehicle is not
dominated by the complex assemblies needed to provide that autonomy”, and
continue by noting that this is encouraging to other autonomous system designs as this has applications not only to AUVs, but can be viewed as a general
statement about industrial autonomous systems (ibid.).
Safety related high-level objectives in the MUNIN approach are, according to
the paper by Rødseth and Burmeister (2015), given in its chapter 3:
1) “Ensure an acceptable safety and security level for own and other ships
and the international shipping community in general.” and
2) “Minimize uncertainty in the missions’ intended outcome as well as in
unintended side effects.”
The main method how to reach these objectives in MUNIN is the aim to keep
the system complexity as low as possible (ibid.). These very generic objectives
seem to fit well to the case vessels of AAWA, too, but there still exist much uncertainty and lack of information with regard to the assessment on how easily
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non-complexity can be attained with the operation of the technical solutions of
the case vessels.
The risk-based design approach of MUNIN is claimed to be based on the FSA
method, with the latest update presented by IMO (2007). It is a process including several steps, namely hazard identification, risk assessment, risk control options, cost benefit assessment and recommendations (ibid.). The WP2
in project AAWA is also applying some of these steps, but like MUNIN it had
also included the description and better understanding of the system in the
intended scope of the risk or safety assessment. Unfortunately, AAWA WP2
has been suffering from lack of information in relation to the description of the
systems for the case vessels as the interviews of operators, normally a key issue
in safety assessments, have not been possible.
According to the ‘risk-based structured approach’ proposed in the MUNIN
project (Rødseth & Burmeister, 2015) a structured systematic risk assessment
would start by identification of operational scenarios in the different phases of
vessel operation that could pose challenges regarding safety or security. This
would cover both the normal operation as well as foreseen abnormal situations
with the potential for causing problems. Regarding these operational scenarios
one can then identify the support functions or tasks needed for successfully
handling the situations and how the operational procedures would need to be
implemented. These operational scenarios and system specifications one can
then put under scrutiny of detailed risk assessments, and subsequent risk reduction as found necessary.
In chapter 4 of the paper by Rødseth and Burmeister (2015) a number of scenarios, “… to develop a better understanding of the challenges that an unmanned ship would be exposed to, what support functions it needs and how
the operational procedures would have to be implemented to support unmanned operation.” are given. These are listed below with some comments:
Table 3.1 MUNIN initial scenarios (Ibid).
Normal operational scenario
1 Open sea mode without malfunctions

Possible problematic scenarios
identified
9 Flooding detected

2 Small object detection

10 GNSS (GPS/GLONASS) malfunction

3 Weather routing

11 Manoeuvring mode with malfunctions

4 Collision detection and deviation

12 Communication failure

5 Periodic status updates to shore control

13 Onboard system failure and resolution

6 Periodic updates of navigational data
7 Release vessel from/to autonomous
operation
8 Manoeuvring mode  normal

14 Pilot unavailable: Remote control to
safety
15 Piracy, boarding and ship retrieval
16 Rope in propeller
17 Open sea mode with malfunction
18 Unmanned ship in search and rescue
(SAR)
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All the above scenarios seem to be relevant also from the point of view of AAWA case vessels, although the following ones can be easily added to the previous lists (see also Appendix 1 and do not forget the issues discussed already in
chapter 2):
Table 3.2 Additional scenarios
Normal operational scenario
19 Winter Navigation (WN)
20 Passenger guidance and control
21 Important objects moving out of sight
22 Visual and other checks in sectors out
of sight
23 Navigation in restricted visibility (e.g.
fog)
24 Obtaining a valid SA in SCC
25 Shift from one valid SA to another
26 Time lags
27 Operation with lost redundancy
28 Sufficiency of time for maintenance
29 VHF contact/comm. from nearby ship
to SCC
30 Apprenticeships

Possible problematic scenarios
identified
31 Dirt, dust, ice, organic waste, or snow
obstructing the sight by the CCTV and/or
infrared camera
32 Sudden changes in the environm.
conditions
33 Decision-making under increased
uncertainty
34 Detection of structural failures
35 Mischief & pilferage (ship equipment)
36 Man/men overboard & rescue operations
37 Automatic fail-safe anchoring too near
fairway
38 Evacuation (decision-making, all actions)
39 Cargo liquefaction; drunken persons
40 Cargo or pax shift out of control
41 Getting sufficient experience of the
ship & sea
42 Vanishing seamanship & sea experience

Rødseth and Burmeister (2015) describe the operational principles of the unmanned ship with a conservative assumption of a manned Shore Control Center (SCC) included. It will remove many complexity increasing factors from the
operational scenarios of the unmanned ship. Thus, only a relatively limited
degree of autonomy needs to be implemented onboard, and determinism is
easier to be ensured, when the autonomous execution corresponds roughly to
autopilot operation. The autonomous control is a mode where the ship, within
defined operational limits, performs actions on own initiative to avoid dangerous or unwanted situations (ibid.). When more advanced reasoning and decision making is necessary then the control is meant to be changed to the SCC.
Fail to safe
“Fail to safe” is defined by Rødseth and Burmeister (2015) as “a state, where
the autonomous ship will go, when it cannot continue autonomous operations
without SCC assistance and the SCC responses are missing or delayed.” When
describing the MUNIN operational principles for this, the following statement
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is made (ibid.): “The specifications of the fail to safe mode are based on pre
programmed instructions from SCC and will normally be updated from the
SCC as the voyage proceeds. The specific fail to safe mode will depend on what
problem the ship encounters and other environmental or ship parameters
(Burmeister et al. 2014b).” Thus, there seems to be various fail-to-safe modes
depending on environmental parameters, ship parameters and the problem
encountered. However, when taking a closer look at the paper of Burmeister
et al. (ibid.) and its chapters 3.2 and 3.3, it became clear that the correct reference to the description of the fail-to-safe-functionalities of MUNIN seemed to
be Rødseth, Ø.J. and Tjora, Å. (2014). Unfortunately, the only information
provided of the fail-to-safe-functionalities was included in the following table
in (ibid.):
Table 3.3 Autonomy levels used in MUNIN (adopted from Rødseth, Ø.J. & Tjora, Å.
(2014))
Ship
Autonomous
tion

SCC
Monitoring/Lost connection

Description
Ship taking actions within envelope

Autonomous control

Monitoring/Lost connection

Ship following
instructions

Indirect remote control

Indirect remote control

Goal based remote control

Direct remote control

Direct remote control

Direct remote control

Fail to safe

Direct remote control

Ship fails to safe, SCC assuming control

Fail to safe

Lost connection

Ship control and monitoring
lost

execu-

preplanned

In the paper by Rødseth and Burmeister (2015) the operational domain of the
unmanned ship was defined by limiting the voyage to the deep sea passage (on
a voyage in iron ore transport between South America and Europe) and it does
not include transit in congested waters or port approach or departure. This
means that an on-board team needs to be on board at least during the port
approach and the departure, in order to carry out the normal ship crew duties
and to avoid technical and operational problems in congested waters as well as
the problems with unmanned ships in relation to port state legislation
(Rødseth, Ø. J. and Tjora, Å. 2014). It is stated in (ibid.) that the teams can
board and disembark from shuttle boats or from helicopters, but it is not made
quite clear how safe this embarking/ disembarking operation will be for the
ship and the team members, with no crew members onboard.
The paper by Rødseth and Burmeister (2015) lists the following hazards as
unacceptable (i.e. being above the ALARP-region):
1 Interaction with other ships, whether they follow COLREGS or not, is a critical issue. Navigation and anticollision software must be thoroughly tested.
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2 Errors in detection and classification of small to medium size objects is critical as it may be wreckage, persons, life boats or other objects that need to be
reported to authorities. This function must be carefully tested.
3 Failure in object detection, particularly in low visibility, can cause powered
collisions. The advanced sensor module must be verified to be able to do all
relevant types of object detection, also in adverse weather.
4 Propulsion system breakdown will render the ship unable to move. It is necessary to have a very good condition monitoring and forecasting system to
reduce such incidents to an acceptable minimum.
5 Very heavy weather may make it difficult to manoeuvre the ship safely. It is
necessary to avoid excessive weather and it is also required to investigate improved methods for remote control if such conditions hould be encountered.
The risks belonging to the ALARP group were not listed in the paper (ibid.),
but various security hazards, like stowaways, pirate attacks and terrorism were
mentioned, although by the reference to Rødseth et al (2013) it was stated that
investigations into already defined technical barriers showed that it was unlikely that terrorists would be able to take control of the ship (and to use the
unmanned ships as a remotely controlled weapon) as long as communication
systems, position sensing and onboard control systems were designed properly.
Risk control options with regard to the unacceptable risks (listed above) were
listed in the paper by Rødseth and Burmeister (2015), in its table 3.4, as follows:
Table 3.4. Major risk control options (Rødseth and Burmeister (2015))
Hazard

Risk control option

1

Avoid heavy traffic
Object detection and classification
Deep sea navigation module
SCC and VHF communication with ships

2

Improved maintenance routines
Improved condition monitoring
Redundancy in propulsion (water jet)

3

Radar and AIS integrated in object detection
SCC notification when in doubt

4

Weather routing
SCC indirect control

5

Forward Looking Infrared (FLIR) camera and high resolution CCTV
SCC notification when in doubt
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In the paper (ibid.) it is informed that the object detection system consists of a
number of sensors that should give at least and normally better detection capabilities than a human lookout. Among the sensors is radar, CCTV, forward
looking infrared (FLIR) and AIS.
Unfortunately, it is not quite clear to the authors of this report how faultless
e.g. the listed items above, 1.2 Object detection and classification, 1.4 SCC and
VHF communication with ships, and 5.1 Forward Looking Infrared (FLIR)
camera and high resolution CCTV actually are.
In the concluding chapter of the paper by Rødseth and Burmeister (2015),
their statements claim that “The project team’s impression so far is that the
concept of an unmanned ship is viable, although not necessarily as a retrofit
to existing bulk carriers.” Any interpretation of this statement with regard to
the unmanned ship concept of project MUNIN are left to the reader.
Safety and security issues discuss the safety and security issues in deliverables
9.1, 9.2, 10.1 and 10.2 as follows:
Deliverable D 9.2 Qualitative assessment
1) the identification of main risks associated with autonomous vessel,
2) the view of Flag States on autonomous ships and
3) the external perspective of maritime stakeholders on autonomous ships.
According to this deliverable a total number of 58 hazards were identified and
assessed. The full list of the results of MUNIN is given in in Appendix B of the
deliverable (Munin D9.2). About one half, 23 hazards of the identified hazards
were assessed to have an unacceptable high risk unless appropriate risk control measures (RCOs) are implemented, see the tables presented in Appendix
II that are both based on the information given in (Munin D9.2), appendix B.
Risk control options
The project MUNIN used following 11 risk control options RCOs (Munin D9.2)
to address the risks listed in Appendix II:
Table 3.5 Risk control options RCOs (as presented in (Munin D9.2))
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RCO

Risk Control Option

1

Careful design of SCC and SCC manning as well
as training of personnel.

2

Design of on board systems for easy maintenance and accurate monitoring of maintenance
state. Must also be fast to repair.

3

Ship should be unmanned at all times.

4

Need to avoid heavy or otherwise dangerous
weather – use of weather routing

5

Need good sensor and avoidance systems. Selected systems must also be redundant so that a
single failure does not disable critical functions.

6

Ship should be directly controlled in heavy or
complex traffic.

7

Need redundant power generation, distribution, propulsion and steering

8

Automated fire extinguishing systems are required in all relevant areas. Note that no crew
makes this simpler as areas are smaller and
that CO2 can be used more safely.

9

A ship without accommodation section is much
easier to secure against stowaways in enclosed
spaces.

10

Cybersecurity measures are important, including alternative position estimation based on
non-GPS systems. The SCC may be particularly
vulnerable. Data links must also have sufficient
redundancy.

11

Improved cargo monitoring and planning is
required.
(Note! These RCOs are adopted from Munin D9.2)

As part of the project suitable risk mitigation measures and control options
were developed in MUNIN (Munin D9.2). According to the authors of (ibid.)
with very promising results, and indicating that issues at hand are manageable. The deliverable (Munin D9.2) states further that controlling the cost of
risk control options will be a main challenge. To be conclusive in detail one will
need to continue to work on the issue. Particularly a full autonomous ship design would make the necessary assessments of RCO reliability possible (Munin
D9.2).
Some comments on the Risk Control Options presented above (as in Munin
9.2) are given here straight after each RCO:
1. Careful design of SCC and SCC manning as well as training of personnel
Comment: It is self-evident that the SCC equipment, its HCI-features, connections to the ship etc., and, finally the requirements for the SCC staff must be
carefully designed, implemented, managed and controlled. However, the
source seemed not to reveal any ideas how the certificate of qualification of the
SCC-operators should be confirmed and maintained, e.g. is or should some
practicum at sea required.
2. Design of on board systems for easy maintenance and accurate monitoring of maintenance state. Must also be fast to repair.
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Comment: Problems in maintenance can be expected in real life. Some of the
problems may wait for the next visit in port, but how to cope with the needs for
a quick fix, repair and maintenance that sometimes may require immediate
action onboard? Fast repair is sometimes a natural need for a ship that is expensive, but how does this affect the quality of the maintenance and repair?
3. Ship should be unmanned at all times.
Comment: This RCO seems to hinder the maintenance and actions onboard
during the voyages, but does it also involve them by in the port, along the quay
or when anchored? It also prevents taking any other persons onboard, so passengers, pilots etc. How are the sea trials planned to be conducted? How will
the operators in SCC(s) get familiar with the ship and its response in various
conditions?
4. Need to avoid heavy or otherwise dangerous weather – use of weather routing
Comment: Is it always possible? How reliable are the weather forecasts? How
long delays due to waiting for good weather can be accepted?
5. Need good sensor and avoidance systems. Selected systems must also
be redundant so that a single failure does not disable critical functions.
Comment: These are self-evident requirements. Can the sensor and collision
systems be built in a way to sustain also some common cause failure? Such a
failure may incapacitate even redundant systems in some cases if there is not a
sufficient amount of built-in diversity?
6. Ship should be directly controlled in heavy or complex traffic
Comment: Does this requirement require an operator onboard (which would
seem to be in conflict with item 3 above) or a remote-operator in SCC in
charge? What are the limits of heavy or complex traffic to be applied and how
quickly can the occurrances grow up?
7. Need redundant power generation, distribution, propulsion and
steering
Comment: These are self-evident or understandable requirements.
8. Automated fire extinguishing systems are required in all relevant areas. Note that no crew makes this simpler as areas are smaller and
that CO2 can be used more safely.
Comment: These are self-evident requirements, too, but how are the operational tests of the equipment carried out once the equipment is installed or the
replacements of suddenly malfunctioning sensors carried out?
9. A ship without accommodation section is much easier to secure
against stowaways in enclosed spaces.
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Comment: This may be true, but is it always possible to avoid stowaways trespassing cargo units? Does the ship have a full 100%-coverage motion detector
and/or video-control coverage controlling all decks, rooms and surfaces? What
is the recommended action if a stowaway is still observed?
10. Cybersecurity measures are important, including alternative position
estimation based on non-GPS systems. The SCC may be particularly
vulnerable. Data links must also have sufficient redundancy.
Comment: This is true. Sufficient redundancy assuring reliable data links and
uninterrupted connectivity to SCC is required.
11. Improved cargo monitoring and planning is required.
Comment: These are self-evident requirements, if there are no crew members
onboard.

Deliverable D9.2 of project MUNIN considered also the legal issues, attempting to gather the views of flag States on the feasibility, acceptability and desirability of an unmanned ship. What resulted from the questionnaire study
within project MUNIN was that it appears that the most problematic technical point raised by respondent States was the lack of physical human presence on board to take care of specific problems, such as operational or accidental spills, or a sudden malfunction. (Munin D9.2)
It is quite clear that this issue may create extra costs that may be hard to assess.
To this point, one can answer that full and comprehensive information about
the MUNIN proposals and solutions would go a long way towards convincing concerned parties that the unmanned ship can be, and actually is, at least
as safe as a traditional manned ship. The most problematic political problem
appears to relate to piracy and acts of terrorism, as well as SAR obligations.
It is difficult to draw any firm conclusions in this respect, as the current migratory, refugee and terrorism crisis that is hitting Europe may have tainted
responses from States (and prevented more State to respond). Finally, from a
purely legal point of view, there does not appear to be any significant and
unsurmountable problems that could not be resolved by amendments to existing conventions, and by innovative legal solutions. (Munin D9.2)
Safety issues are also discussed in deliverable D9.3 of project MUNIN (Munin
D9.3), the summary of which states that:
“This report has discussed results from an in depth study on collision and
foundering where the risk of the unmanned ship is indicated to be around 10
times lower than for the manned ship. The incident categories collision and
foundering accounts for almost 50% of all total losses in the period 2005 to
2014 and represent clearly highest incident probability category. Also, consequences of these incidents may be very high.” (ibid.)
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Unfortunately, based on (ibid.) it is not quite clear, whether, or which parts of,
the statement above are only related to the part of voyage in the open sea, or
whether they refer to the whole operation of the unmanned ship, including the
parts of voyage intended to be controlled e.g. by the SCC or the more or less
stationary crew onboard. It should be always clear to all parties, who has the
control and who is responsible of the “unmanned” ship that in some cases may
not be fully unmanned. Some effects of the automation may extend to the
parts of the voyage that may belong in some discussions to one category and to
another category in some other discussions.
It is also important to note that the the reason for the increase in safety with a
factor between 5 and 10 is mainly related to the higher degree of redundancy,
when considering the effects of propulsion failure and blackout, see Table 1 in
(Munin D9.3). If this is so, it is not quite clear why such higher degree of redundancy was not considered for the manned ship.

In deliverable D10.1 of project MUNIN, the impacts of unmanned shipping on
short sea shipping were considered, see (Munin, D10.1). A significant part of
the traffic in the European short sea shipping is carried out by passenger vessels and ROPAXes. In any passenger ship there is a need to provide assistance
to passengers in case of an emergency. This may be one of the biggest reason,
why inland barge, short sea cargo ship and a shuttle barge were studied and
assumed to be simplest to implement in terms of technology and regulatory
constraints. In the conclusions of (Munin D10.1) it is stated
“Short sea is in general a more accommodating area for unmanned ship than
deep sea as investments generally will be lower and operational and economical risks correspondingly smaller.” (ibid.)
In deliverable D10.2 of project MUNIN, new ship designs for autonomous vessels were searched for, see (Munin, D10.2). When considering the constraints
for an autonomous ship it was noted among many other things that:
Particularly boarding and leaving the ship in open sea is both a safety risk
and can be a costly affair. Thus, the boarding crew originally foreseen in
MUNIN should be replaced with an escort boat or direct shore control in
coastal waters. (Munin, D10.2).
If hazardous boardings and departings of the vessel can be eliminated, it might
have some positive safety impacts on the unmanned vessel.
An obvious extension to the previous point is that unmanned ships should not
carry passengers. In addition to the arguments above, the mustering and
evacuation of passengers during emergencies is dependent on assistance
from more experienced crew which is not available in these cases. (Munin,
D10.2).
This restriction may also apply to fairly short voyages, e.g., with highway
ferries which would otherwise be an interesting case for unmanned shipping.
(Munin, D10.2).
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It is not clear to the authors of this report how deeply the background of the
above comments were analysed and studied.
The important role of the Shore Control Station (SCC) is self-evident in the
operation and control of unmanned ships within the context of project MUNIN. However, it is not quite clear to the authors of this AAWA-report, how
reliable, uninterrupted and safe are the communication links between the SCC
and the unmanned ship. It is also self-evident, that the systems of an unmanned ship must have very low maintenance requirements. If maintenance
and repairs are needed it must be possible to carry out all related and needed
actions, e.g. changes of faulty components during port calls. The time pressure
for maintenance will be high, although improved redundancy gives of course
better opportunities to get the ship to the port. There may, however be some
pressure to leave these actions to wait for longer pauses, meaning that the unmanned ship may in fact have only a belief of better redundance.
Many other constraints were also discussed in the deliverable (Munin, D10.2).
Special attention was also paid for the fuel costs, business model issues and an
unmanned deep sea container vessel and an offshore supply vessel. It is believed by the authors of (Munin, D10.2) that both have potential for realization, but the supply ship is probably the one which is easiest to get into operation as it will normally only involve flag state and one coastal state. It would
be interesting to know how well the automated feature of the ship and/or an
operator in the SCC can handle the supply vessel in the proximity of offshore
installations e.g. in all the weather conditions of the North Sea without continuosly updated hands-on-experience from such operations in both easy and
more challenging conditions of manned vessels with similar properties.

2.2

Human factors in automation and remote
control

Human error and human factors are known to be important with regard to
safety and accidents. These issues are reported to be either the root cause or a
major contributing factor in 80% of all maritime casualties. The figure may
vary in various studies, partly depending on the definition.


Myths on human error 

There are many source books discussing human error and its background. A
comprehensive analysis is presented e.g. by Reason (1990). Based on the wellknown book ‘Human error’, it is possible to adopt the division of human error
into the following four basic types: Slips, Lapses, Mistakes, and Violations
(Reason, 1990).


Ironies of automation 

By reviewing Bainbridge’s (1983) classic paper ‘Ironies of Automation’, it is
possible to distinguish basic challenges related to abnormal situations in teleoperating or monitoring an automated system. The issues identified include:
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1) skill degradation in remote control,
2) lack of working knowledge for problem solving,
3) potential challenges in detecting abnormal situations,
4) potential lack of competent and motivated workers and
5) the final paradox: too perfect of a system can imply too infrequent abnormalities for worker development.
Firstly, manual skills deteriote when they are not used. Typically in remote
monitoring challenging situations seldom happen, yet high level of capability
would be needed in challenging situations, in particular. It is not yet clear who
would take control of an unmanned ship in a challenging abnormal situation.
Nevertheless, it seems that extensive simulator training would be needed to
maintaining the manual skills needed.
Secondly, it is notable that in operating a system, for predicting future situations and the results of ones own actions, one would typically need ‘working
knowledge’, which can only be achieved through repeated use of the system. In
mere monitoring this might not be possible. This cognitive know-how can be
attained with simulators, but, as also pointed out by Bainbridge (1983), the
problem here is that, at least in principle, the simulator cannot present unimaginable surprising situations. In any case, creating surprising and challenging
simulator tasks for the operator can be effortful. Overall, developing problem
solving capability in monitoring work is a challenge.
Thirdly, it is very hard to keep concentrated on a system with very few events
going on. Thus, alarms are needed to ascertain detection of hazards and abnormal situations in remote monitoring. However, who then notices that the
alarm system is not functioning?
Fourthly, acquiring motivated workers for the monitoring work would be essentially easier if the work itself is meaningful. High process complexity, high
process controllability, coherence of information, rich pattern of activities and
good interface ergonomics seem to be the basis of meaningful monitoring and
remote operating work. Without these qualities, it might be difficult to acquire
motivated workers.
Fifthly, a controversy lies there that the better and more reliable the system is,
the less there will be abnormalities and problems, and therefore also less onthe-work habituation to these situations. In other words, creating an ‘ultrasafe’, highly reliable system could even provide counterproductive safety results. Simulator training would be needed, especially if nothing almost never
happens in real life.
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2.2.3

General issues in remote monitoring and control

The general safety related issues in remote monitoring and control of a ship
include: 1) diminished ship sense, 2) information overload, 3) automation
awareness, 4) boredom, 5) mishaps during changeovers and handoffs, 6) latency and cognitive horizon, 7) potential skill degradation, and 8) resilience in
abnormal situations.
Ship sense. It has been pointed out that due to teleoperation there would be
no bodily feeling of the ship rocking; the look outside, even if represented via
camera systems, would not provide full understanding of the conditions (Man,
Lundh & Porathe, 2014). In smaller ships, this would imply that the ship steering cannot be easily adjusted in accordance to wave formation, thus diminishing the possibility for safer and smoother ride; also, considering whether there
is too much waves for a safe journey might not be simple without the bodily
feeling (Porathe, Prison & Yemao, 2014).
Information overload and automation awareness. Automation and
remote operation involves that the ships will be equipped and overviewed with
a plurality of sensors. The danger here is that the operator could be exposed
with too much information and therefore no longer be able to make sense of
the situation. The problem might be amplified if one person would monitor
several ships; steering the focus from one ship to another might be a potential
point for mishaps (Porathe, Prison & Yemao, 2014). A solution to this problem
is sensor fusion. However, this might be problematic as well for it can be important for the operator to understand what each sensor is doing: the sensors
might not always be working and they might provide conflicting information.
To fully understand what is going on, the operator thus needs so-called “automation awareness”, that is, perception and comprehension of the current and
predicted status of automation (Laitio, 2013). Achieving understanding on
what the automation is doing can be difficult if the sensor data is fused together. This fusion should be done in a manner such that the system is transparent
for the operator yet without inducing information overload – this can be difficult and testing and extensive concepting would be required.
Figure 2.1 represents basic aspects related to situation awereness and sensor
fusion (the model shown adds to the model on sensor fusion as provided by an
AAWA research partner). With commander onboard the sensor data can be
contrasted to the feel of the ship and to the view from outside, while remote at
a shore control centre automation awareness can be achieved by comparing
sensor data only.
Boredom. 92% of UAS (unmanned aircraft system) operators have reported
“moderate” to “total” boredom in a previous study (Thompson, Lopez, Hickey,
DaLuz, Caldwell & Tvaryanas, 2006). Boredom could results as a loss of vigilance and is therefore a risk factor.
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Mishaps during changeovers and handoffs. Several mishaps with
UASs have occurred during changeovers or handoffs, these having been the
direct or indirect cause of the incidents (Tvaryanas, 2003).

SHIP SENSE:
BODILY FEELING OF THE SHIP ROCKING

RADAR

HEARING THE ENGINGE NOISE
CONTRASTING THE SENSOR DATA
WITH THE VIEW OUTSIDE
AIS

COMMANDER ON
THE BRIDGE
CAMERA
SENSOR
FUSION,
VERIFICATION &
DETECTION
LIDAR

WORLD
MODEL

SITUATION
ANALYSIS

DECISIONS

ACTUATORS

SENSOR 5

SENSOR 6

AUTOMATION AWARENESS:

RADAR

”ARE MY SENSORS WORKING RELIABLY?”
”ARE THERE ANY DISCREPANCIES
BETWEEN THE SENSORS?”
AIS

SCC WORKER
CAMERA
SENSOR
FUSION,
VERIFICATION &
DETECTION
LIDAR

WORLD
MODEL

SITUATION
ANALYSIS

DECISIONS

ACTUATORS

SENSOR 5

SENSOR 6

Figure 2.1. Situation awereness issues related to sensor fusion in two ship control and monitoring models: 1) manned solution (above) and 2) remotely at
shore control centre (below)
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Latency and cognitive horizon. It takes for a signal to travel via satellites
or other means. This implies that in teleoperation there is always latency present. Too much latency can inhibit actualizing practical tasks, i.e., with too
much distance/latency the “cognitive horizon” (Lester & Thronson, 2011) in
teleoperation could be exceeded. 50ms delay, which borders the limit of delay
detection for human a brain, is the minimum delay that takes place as light
travels 15,000 km distance. 200ms delay is considered to be noticeable in
practice.
Skill degradation and resilience. Assumedly, with reliance in automation
and without manual driving activity, it is difficult to maintain the skills needed
in varying maritime activities. This could be especially difficult regarding abnormal situations.
“Resilience engineering” refers to the notion that in the design of the system
safety should not be understood only as the absence of accidents and other
negative events but also as a capability to perform successfully in various situations (Hollnagel et al., 2011). Resilience can thus be considered as capability
to perform successfully in any given situation, that is, also when problemsolving is needed. This can be foreseen to become more difficult to achieve
when manual operation is replaced with monitoring and automation.
Recently Man et al (2014) have provided a critical review on the key aspects on
shore-based remote monitoring and control. Furthemore, Wahlström (2016)
has presented initial ideas on human factors validation regarding the shore
control centres (SCC).
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3. Evolution in ships and systems

3.1

Ships and ship types

In risk assessments carried out in the maritime field the notion ‘generic ship’
is often used. It is an abstract notion that should be possibly related to almost
any ship type, and maybe size, too. However, before defining our needs in defining all the relevant properties for a “generic ship” in order to understand the
effects of remote operation or onboard autonomy on its safety, it is considered
necessary to take first a short glance at existing ship types.
Ship types can be divided in to some categories depending on their characteristics. In SOLAS (2009), Chapter I General provisions, Part A, Regulation 1
and 2, the following division and definition of ships, engaged on international
voyages, is used:
-

A passenger ship is a ship which carries more than 12 passengers,
A cargo ship is any ship which is not a passenger ship
a tanker is a cargo ship constructed or adapted for the carriage in
bulk of liquid cargoes of inflammable nature

SOLAS 2009 (ibid.) includes also definitions for a tanker3, for a fishing vessel4,
and for a New ship, meaning a ship the keel of which is laid or which is at a
similar stage of construction on or after 25 May 1980. SOLAS (ibid.) also includes a definition for a nuclear ship5, but in this report it is left out of the
scope. Additionally, SOLAS (ibid.), in Chapter I General provisions, Part A,
Regulation 2, the following ships and vessels are left out of the scope of SOLAS
(unless expressly provided elsewhere):
-

Ships of war and troopships,
Cargo ships of less than 500 gross tonnage,
Ships not propelled by mechanical means,
Wooden ships of primitive build,
Pleasure yachts not engaged in trade, and
Fishing vessels


A tanker is a cargo ship constructed or adapted for the carriage in bulk of liquid cargoes of inflammable
nature.
4 A fishing vessel is a vessel used for catching fish, whales, seals, walrus or other living resources of the sea.
5 A nuclear ship is a ship provided with a nuclear power plant.
3
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It is not quite clear whether the definitions of a ship or the divisions used
above are sufficient of the needs of this study, but at least some parts of them
seem to be feasible. Especially the size of the ship may need an extension to
smaller ships in some cases. However, the main problem is that the multitude
of the ships is so eclectic that three ship types is probably not enough for all
the purposes of this study. Due to the rather broad expressions that is used in
the divisions above a more versatile division is needed. Another division by
Watson (1998) leads to the following ship categories:
-

Merchant ships,
Offshore work ships,
Service ships,
Warships and Naval auxiliary ships

A slightly different division of ship types is made by Colton (2003), with five
broad categories of the world fleet:
-

Cargo ships
Passenger vessels
Naval vessels
Other self-propelled vessels
Barges and other inshore vessels

In this study we leave warships and naval auxiliary ships out of our scope, although is may be assumed that a study related to many ethical aspects and
safety aspects related to unmanned warships would most probably be interesting from the point of view of many navies and the maritime sector. A much
broader division of ship types as adopted from Equasis (2014) is made e.g. in
Appendix I, where the total number of 110 ship types has been divided up into
the following 13 main categories of ship types:
1. General Cargo Ships (5)6
2. Specialized Cargo Ships (4)
3. Container Ships (2)
4. Ro-Ro Cargo Ships (3)
5. Bulk Carriers (13)
6. Oil and Chemical Tankers (4)
7. Gas Tankers (4)
8. Other Tankers (10)
9. Passenger Ships (4)
10. Offshore Vessels (14)
11. Service Ships (22)
12. Tugs (2)
13. Other (23)


6

Note! The number of (sub-) ship types in each group or category is given in parentheses. E.g. there are two
types of tugs (group 2), pusher tugs and ordinary tugs.
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It seems possible and well justified to make the division in just two main categories according to the main technical task of the ship. This is not very clear in
all the above categories of ships, yet. However, the fact is that the main task, or
main mission of the ship is usually either related primarily to providing a)
transportation, as it is the case of ship types 1 to 9 in table 3.1, moving
something from area/point A to area/point B, or b) some service somewhere,
at some accessible distance and location, as provided by ship types 10 to 12.
This division is not absolute or uncompromising, because some shipowners
have ships that have possibilities to offer both transportation and service functions to their customers.
The last sub-group of ship types in table 3.1, i.e. ship type 13 Other, may include ships with roles dedicated either to transportation or service, or both.
Some other ships in the previous categories may have been initially built as
multipurpose ships, too, and in some cases the mission may be changed during
the life-cycle of the ship or during one journey.
It should be noted that new ship types will still emerge during the evolution of
ship technology in future. Market demand, affected by the development of
technology and marketing, and by some other factors, may have strong effects
on increasing or diminishing the need of some particular ship type. Some actors, like regulation, may set some limitations on the design and operation. In
some cases some actions of the above elements may drive the ship type or
some part of it (as a design or artefact) on the verge of extinction and beyond.
Due to the broad scope of our topic, it is considered sufficient in this study to
limit the scope mainly on the application of automation and remote control on
generic ships that are mainly used either for a) transportation or b) service.
Ships dedicated to transportation are either designed to carry cargo or
passengers onboard, although in some cases they can carry both cargo and
passengers. The boundary between cargo ships and passenger ships is clear as
it is determined by the maximum capacity of passengers: Every ship is considered to be a passenger ship, if it has over tvelve (>12) passengers, see SOLAS
(2009), Chapter I, Part A, Regulation 2 (f).
Passenger ships are subjected to more stringent safety regulations than cargo
ships. Some shipowners have 12-passenger cargo liners in their fleets and this
special ship type, being still a cargo ship, has been in use for very many years,
Carpenter (1970). Such ships are still in operation today7. The biggest cruise
ships have the highest passenger capacity onboard exceeding today far over
5000 passengers. In addition to ships there are several smaller vessels and
boats used for professional and recreational purposes.


7

See e.g. “http://www.cargoshipvoyages.com/”, visited 2016-08-02.
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Cargo ships are designed to carry one or some special types of cargo. The main
categories related to the cargo type are based on the states of matter. Thus, this
division is made into: gas tankers, (liquid) tankers and dry cargo ships. There
is a large variety of ship sizes in all these main categories.

Figure 3.1 Division of ship types according to their mission, i.e. technical
task, adopted from Jalonen (1996) with some modifications.
Ship size is normally described by its tonnage (gross tonnage (GT) or net
tonnage (NT)), or by its deadweight (DWT). Ships in the interval from 100 GT
to 499 GT are classified here as small ships.
3.1.1

Cargo ships

Cargo ships are merchant ships whose primary function is to carry cargo, although sometimes they may sail in ballast condition, too. The mission of a cargo ship is often defined by a specified requirement to be able carry a certain
amount of cargo from port A to port B. The distance between the ports is one
important design parameter, as well as the service speed. Different types of
cargo may have specific requirements for the ship, but the quantity of the cargo is the most notable requirement determining the size of the ship (Watson,
1998).
The ship’s main dimensions (length, breadth, draught, depth) must be selected, matching the amount of cargo to be transported and the restrictions of the
route and ports. The power of the ship sufficient for the maximum and operational velocities, depending mainly on the ships’s size, hull form, surface
roughness, water depth and environmental conditions, sea states, wind and
possible ice condition, must be optimized with the ship hull form and all arrangements related to the ship’s machinery and propulsion. Ship design is a
challenging task as there are many parameters that have effects on many others.
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The properties of the cargo type may set certain requirements on the ship with
regard to the nature of cargo, e.g. weight and density, unitized or nonunitized/bulk, equipment, method(s) and route(s) for loading and unloading,
mobility onboard vs. cargo securing, temperature and many other parameters
depending on the solutions selected.
General cargo ships, bulk carriers and tankers are the most typical cargo ships,
but containerships and RORO-ships are very important ship types on many
routes.
3.1.2

Passenger ships

Passenger ships are merchant ships whose primary function is to carry passengers8. The number of ocean liners has decreased with the establishment
and evolution of airlines.Nowadays it is the ferries, cruise ships and yachts that
form the basis of this main ship type. Ferry is a general item as a ship type as it
may include a large variation in size. The smallest ‘ferries’ of today may carry a
single person, whereas the largest ferries, like the cruise ferry Color Magic,
built in Aker Yards in 2007 see (2016), may have a capacity up to 2700 passengers.
Ferries are ships in which the cargo is rolling in or out by using some smaller
transportation unit dedicated for this purpose. So, in ferries the cargo is not
normally lifted in or out by cranes. If a ferry does not have capacity for over 12
passengers, it may be classified as a Ro-Ro Cargo Ship. Ferries with high cargo
capacity, and with a primary function to carry cargo, and passengers as a secondary function, are ROPAX vessels (ROPAX: Passenger/Ro-Ro Cargo Ship).
They belong to the large group of passenger ships, too. Some passenger ships
may carry LOLO-cargo, e.g. containers instead of the typical RORO-cargo,
consisting of cars, trucks, rolltrailers, semi-trailers, full-trailers etc.
3.1.3

Service ships

Offshore vessels (10.), service ships (11.), tugs (12.) and some additional ship
types, i.e. other ships (13.), build up the third, big category of ships: Service
ships. Service ships can be distinguished from the previous ship categories by
their operation. Service ships provide service, so their mission is normally not
related to transportation of cargo between two ports. However, they may
transport some cargo between port and some location offshore, to/from some
ship, or to/from some floating or fixed offshore installation. At each item on
the list they may additionally/alternatively provide some service. The services
offered by service ships may include service at some location, on an area, on a
“spot”, or on some clearly or more generously defined route.


8

Source: “https://en.wikipedia.org/wiki/Passenger_ship”, visited 2016-08-02
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3.2

Ship systems

Safety and security must be thoroughly integrated in the design and operation
of ships in order to do the best to avoid mishaps. The only way to improve our
understanding of ships, is by encompassing all relevant systems, their elements involved, their actions, operations and interactions, not least in interaction with the environment. However, taking such a systemic approach reveals
the size and potential complexity of the whole system. We will soon come to a
similar conclusion as Churchman (1968): “How can we design improvements
in large systems without understanding the whole system, and if the answer is
that we cannot, how is it possible to understand the whole system?”
Following the definition by von Bertalanffy (1945) we can consider ‘a system as
a complex of elements in interaction’. So, it is clear that complexity is often
involved in the design and operation of ships, with a high number of interacting factors.
A ship can be understood as a system consisting of systems. Further on, the
ship operates in a system, the maritime system. The systems in a ship are multitudinous. They may include e.g. the following systems: administrative system, information system, route planning and navigating system, machinery
system, propulsion system, manoeuvring system, cargo management system,
maintenance system, emergency systems as well as some more or less integrated electrical systems and automatic control systems, see e.g. Borstlap &
ten Katen (2011). E.g. in a big passenger cruise ship there may roughly 200
systems, Soinila (2014). Depending on the ships mission, it may have additional mission-related systems. Some typical ship systems are listed below.
Hull systems
- Hull structure, painting and corrosion protection
Interior systems
- Cabins, Public spaces, Service spaces, Medical, Insulation, Doors, Windows, Stairs, Signs, Lifts, Artwork
HVAC systems
- Water, Sewage, Heating & Refrigeration, Waste handling, Air Conditioning
and Ventilation, Fire protection & fighting, Laundries
Machinery systems
- Power plant & transmission, Propulsion, Fuel- and Lub-oil feeding, Cooling
and heating, Steam & heat, Compressed Air, Filling Transfer and Purification for Fuel and Lub oil, Pipe, Exhaust gas cleaning
Deck systems
- Anchoring & mooring, Steering, Stabilizing, Life boats & rescue, Gangways,
WT Doors, Ports and openings, Exposed walkways, Lifting and hoiting,
Cranes and Davits, Rigging, Maintenance
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Electric systems
- Generation, Transformation, Distribution, Lighting, Monitoring, Control,
Automation, Alarm, Safety, Navigation, Communication, Cabling
Safety and security systems

3.3

External systems

A ship from the inner perspective can be considred a system comprising interlinked elements making the ship work. From the outside perspective, it is an
element of a wider system, called maritme transportation system, comprising
moving objects (ships) and control segment (technical infrastructure) bound
by a legal framework.
Technical infrastructure of the control segment comprises various means of
monitoring the traffic and providing guidance. To this end, reporting systems
and vessel traffic services (VTS) are established over busy sea areas and in
harbours.
Such systems integrate and interconnect all the assets relevant to a safe and
secure management of maritime operations ranging from marine environment
protection, and traffic management to law enforcement and security at sea.
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4. Maritime safety

4.1

Background

As it is not always clear what parameters and variables are important to safety,
how and in what kind of pattern types they interact, knowledge about that
could be useful, Hänninen (2015). According to Besnard & Hollnagel (2014):
“safety is the system property that is necessary and sufficient to ensure that the
number of events that could be harmful to workers, the public, or the environment is acceptably low.” However, safety has often a much wider scope.
Safety and security are sometimes linked to assets, too. E.g. a ship can be considered as an asset, as long as it can generate future economic benefits (to the
owner) and as long as the company (the owner) does have sufficient control
over it.
It is wise to learn from accidents and incidents, but at least to some extent this
is a limited view, (Wróbel et al., 2017). Instead of applying the method of trial
and error causing sometimes unnecessary harms it is better to make efforts to
create and acquire the required knowledge and understanding beforehand to
avoid problems earlier than by being wise only after the events, (Wróbel et al.,
2016). Prevention is often better than cure, if we talk about safety and accidents.
In principle, conceptual models of cyber-enabled ships, autonomous and remote-operated ships in various forms have been possible already long time
before the technology enabling them was even available. Now, when the technology has developed to a level that starts to seem having reached at least
many of the set demands new questions have been presented, whether it could
be tested also in real life.
However, the society, IMO and the regional and national regulators still require that the ships and the maritime system must fulfil the maritime laws. If
the ship and the concept of autonomous ships fulfils the requirements of the
regulation it may be expected to be at least as safe as before, assuming that the
requirements are all-inclusive. This is the first natural goal of the application
of new technology, too. Well-grounded requirements involve also the people
onboard (if any), environment and property as the regulations are created to
protect them, and the society as a whole. When the introduction of new tech-
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nology is successful from a sufficient number of viewpoints, it may become
emergent. Due to this possibility some caution needs to be pursued.
The scope of the maritime system is very wide, and the environment involved
has a high, inherent variability. It has many actors and stakeholders, so due to
the complicated nature of their interactions within the system the effects of
some, sometimes even small changes in technology and operations may lead to
changes in many parts of the system, its functionalities as well as its operation
as a whole.
Additional impacts of new technology, autonomous, cyber-enabled and teleoperated ships on some other areas of maritime traffic may be expected with a
concurrent, presumably dimishing share of more conventional ships, taking
care of similar service. A long trial period with some enlarged margins for safety and security may be needed due to the expected increase in uncertainty.
However, due the anticipated considerably higher level of uncertainty in relation to new hazards and risks, it is possible that some more demanding goals
for safety are additionally needed for future applications of the new technology
applied.
Security may be defined as a sub-set of safety, which deals with protection
against threats with an intent, Liwång (2015). A ship can be considered as an
asset, as long as it can generate future economic benefits to the owner and as
long as the owner and operator have sufficient control over it. In matters related to security there is always a human actor with intention to threat the ship.
However, it can also be a person or an organisation (with intent) that potentially can threaten operational values such as human life, health, property or
freedom of action, Liwång (2015).

4.2

Stakeholders in maritime safety management

Scope of maritime safety
Maritime activities have an important role in the world trade and world economy, as well as for many nations. Raw materials and processed materials,
minerals and metals, bulk cargoes, fluids, products and commodities, and
people are transported across the seas along longer and short routes. The importance of shipping for global and national business is huge. Shipping is one
of the world’s most international industries (Stopford, 1997). However, maritime activities are not just limited to transportation. Cruise shipping is a recent, growing sector, although it may be sometimes counted as being a part of
passenger transportation.
Many other, important maritime activities also exist in addition to shipping.
Fishing is one of the oldest maritime activitieswith marine farming grown beside it. Other maritime operations include naval activities, offshore activities
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including oil and gas exploration, drilling, cable and pipeline laying, and some
supply service operations, including energy (oil, gas, wave, wind). Moreover,
research, survey and environmental protection belong to the maritime activities in maritime environment and context.
Maritime activities have many positive features. They can help the mankind to
move, get materials and commodities transported as needed, and create additional value in many various ways. Utilization of the oceans and seas is important to the mankind. Positive impacts of the maritime activities listed above
include also employment, production, creation of values and fortune, and
providing humans with nutrients (in fish, including proteins) etc. In this report the main emphasis is put on seafaring. It is impossible to extract ship
safety out of shipping (=seafaring) as a separate problem, as Varsta and
Hanhirova (1997) claim, so the scope of this study is allowed to be rather wide.
Maritime activities have some negative consequences, too. They can be usually
grouped in to the following three types of consequences: a) harm to human
beings, b) environmental pollution and c) economic losses, see Kristiansen
(2005). As a matter of fact humans may suffer from each of these harms, but
injuries and especially fatalities are the most imminent and severe consequences for humans onboard, in addition to some occupational and social effects, like problems with the relation between shift work and fatigue, and loneliness due to the distance to loved ones, relatives, friends and neighbours.
Economic losses include damage or loss of the ship and cargo, but this category includes also lost income etc.
Economic losses are usually treated from the point of view of the owner of the
ship, the cargo owner and the insurer, but lost income may also be important
from the point of view of the crew members and people ashore. In some extreme cases accidents may also include lost reputation. Lost reputation belongs to the special group of immaterial losses that may have some economical
effects, e.g. loss of income or negative impact on asset valuation, depending on
the case details, even in case of incidents, with no other damage or harm. In
hazard identification and risk analysis all of the harms listed above and even
some others may be included, but most often the scope of the maritime safety
deals only with the three main types (a-c) given above. Additional elements in
maritime safety that may be identified are environmental safety, occupational
safety, and social safety.
Management of maritime safety
All elements of safety are important, although the methods, e.g. governmental
tools, i.e. rules and regulations, and how they are applied to manage risk and
hazards, may vary a lot. International and regional agreements are important
to establish commonly agreed rules and regulations for all actors within the
maritime sector. The role of the companies becomes most important in their
conformance with the regulations and rules and in the company standards,
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risk or actually safety management that is nowadays regulated by the international, regional and national rules, in addition to the established company policy and procedures, and practice.

Figure 4.1 Regulation of maritime safety in Finland, adopted from Kristiansen
(2005)
Maritime safety can be divided in various components, but it consists of management of maritime hazards and risks by technical and organisational actions, so that the risk level does not exceed some acceptable limit. The main
constituents of safety management are the control of the probability of an accident as well as the control or management of the consequences of an accident. The consequences can be minimized with proper crisis management during the accident process. Ship safety is one part of the maritime safety, where
the main focus is in the ship (as an artefact) and its operational use. (Varsta
and Hanhirova, 1997)

Figure 4.2 Some actors and interactions in safety control in Finland (This is a
modification of the model presented by Kristiansen (2005).)9

9

Note! All actions, actors and interactions are not shown, as the network of the elements is more complex,
see e.g. Figure 3.
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The maritime system is wide and it includes many actors. Due to the size and
complexity of this socio-technical system the management of maritime safety
is a complicated. (See figures 4.2 and 4.3).

Figure 4.3 Actors and objects in the maritime safety field. Note! Just a few of
all interactions are marked.
Human operators are an important element in maintaining ship safety, even if
the level of automation is still stoked up in shipping. Many safety issues are
related to monitoring and controlling the ships in normal operations and to
activities in abnormal situations. The role of the ship crew in some tasks related to maintenance is also important for ship safety. Time savings are expected,
if maintenance work can be conducted during the voyage of the ship, thus not
increasing the time the ship has to spend in ports. This is important for the
owners of ships that have high port costs per day and do not pay dividends
during their stay in port or when lying idle at anchor. Environmental conditions have an important role in the maritime context, so they need to be taken
into account, too.
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5. New risk elements brought out by
autonomous and remote controlled
shipping

In marine technology, risks are often assessed and analysed by categorising
them in different types of marine accidents, like: collision, contact, grounding,
fire, explosion, capsizing/listing, flooding, foundering, hull failure, loss of control, and in some accident statistics additionally as ‘unknown’. However, in
case of a new, emergent technology such an approach may not necessarily be
fruitful enough, especially, if some totally new hazards and risks need to be
identified and assessed and risk control options for risk management suggested. Therefore, a more holistic view, not limited by the conventional ways of
thinking, is considered necessary to obtain a more comprehensive knowledge
and understanding.
A review of related literature and preliminary assessment of autonomous and
remotely controlled ship operation points out certain impacts of increased
autonomy that could become detrimental to safety of shipping unless properly
taken into consideration when designing and implementing the systems for
such operation. Safety of autonomous ships depends largely on the design and
technological implementations. However, in addition to the interactions of the
various components and sub-systems in the technology, human operators and
the human-technology interaction remain still even more important elements
in this implementation. In line with this, the risks could be categorized into
those related to the technologies needed to implement autonomous ship operations, and those related to operating this technology successfully as part of
the maritime transportation system. Selected examples of both are briefly described in the following sub-chapters, based on our earlier work presented in
(AAWA, 2016).

5.1

Preconditions of safety and security10

In general autonomous and remotely controlled ships face similar safety
threats as conventional ships, i.e. threats arising from the sea environment,
other ships operating in close vicinity, and ships’ own operations. In case of
autonomous or remotely controlled ships, however, the recognition of and
responding to those threats is transferred, to a certain degree, from the onboard crew to intelligent software and sensor systems operating on-board, or
to supervisors monitoring and controlling the ships via data links remotely

10

Ibid., 60
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onshore. In addition, the interconnected ICT systems needed for the autonomous or remotely controlled operation bring along new risks to be addressed
and mitigated in the design and commissioning of the systems.
To be safe in its operation, an autonomous or remotely controlled ship shall
not produce a safety threat to itself, the surrounding ships and property, or the
marine environment. In addition, it needs to be capable to adjust its operation
if getting threatened e.g. by other ships or unexpected changes in the environment. This implies, in general, that a tele-operated or highly automated, or
even unmanned ship must be capable of:
• generating, or at least using, a valid voyage plan for a foreseen sea voyage
and assuring ship’s readiness for the voyage before departure;
• navigating accurately according to the predefined voyage plan, and avoiding
collisions with other traffic and obstacles – both fixed and floating - encountered during voyage;
• maintaining its sea worthiness and operability over the voyage as carried
out in varying sea states;
• responding safely to critical events and adjusting its operation to potentially
dangerous changes in the operating environment and ship conditions;
• facilitating emergency interventions for recovery and rescue at sea; and
• resisting unauthorized intrusions into ship systems, either physical or virtual, with the aim of malicious acts or illegal exploitation.
The relative importance of these different aspects obviously depends on the
particular application, i.e. ship type and the service it is providing, characteristics of the operating area, etc.
A general requirement commonly stated for autonomous unmanned ships is
that, in order to be acceptable to commercial use, they must be approved to be
‘at least as safe as the conventional vessels currently in use for similar purpose’. Some claims have also been presented that the level of risk that can be
considered acceptable regarding severe casualties should be notably lower for
autonomous ships. This would reflect the assumed lower public tolerance of
risk in case of autonomous ships due to perceived lower level of control by the
people involved on evolution of such situations compared to conventional vessels.

5.2

Reliability of safety critical equipment11

There is an increased demand for reliability or dependability in ships applying
higher than usual levels of automation. As a matter of fact the development
towards tele-operated or autonomous ships urges for dependable, safe and
secure systems on-board, extending to the ship itself, its systems and its envi
11

Ibid., 62
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ronment, including all services the ships use. Thus, all systems the ship is part
of, and all systems and sub-systems the ship uses, are involved, (AAWA, 2016).
ICT systems
Shore-based remote monitoring and control obviously relies on the existence
of reliable and secure communication links between the control centre and the
ships under its supervisory control so that sufficient speed and band-width for
the needed data transfer is continuously available.
In principle, a fully autonomous vessel could operate successfully long times
without having an operational data link with the remote Shore Control Centre
(SCC). However, if control by SCC operator is considered necessary as an
emergency backup, availability of an operational data link would need to be
verified as a prerequisite for the vessel to operate. In other words, starting a
sea voyage should not be allowed unless a data link arrangement having sufficient capacity for emergency operations and required reliability over the mission is known to exist. Typically, at least partially redundant, divergent data
links to facilitate the needs for communications in the different operational
situations would be required.
Similarly, robust, compatible and properly validated ITC structures and software are required both on-board the vessels and at the shore control centre
(SCC) in order to avoid risks related to flawed operation of the embedded system intelligence.
Reliability and maintenance management
Conventional ships appear to rely strongly on the crew on-board as an in situ
resource for timely failure recovery at sea and execution of preventive maintenance programs online during the sea voyage. This allows using less costly
machinery configurations that require frequent preventive maintenance actions and have lower reliability with respect to failures repairable at sea.
Lack of permanent crew on-board would essentially diminish the capability to
perform on-site condition monitoring as well as preventive and corrective
manual maintenance tasks on ship equipment during sea voyages. This implies
that systems essential for operation need to be designed either to be remotely
maintainable or to be resilient to failure and extended maintenance intervals.
Lack of permanent on-board crew also creates higher demands for scheduling
of maintenance actions on harbour stays. This calls for introduction of efficient diagnostics and new predictive prognostic algorithms to help assessing
and controlling the risk of failures and prescheduling of required maintenance
actions as part of overall ship operation planning. Designing the systems easily
maintainable would help to minimise the time and resources required and to
assure that the actions are correctly performed. Additionally, condition-based
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maintenance, which relies on sensor technology within critical equipment,
appear as an essential line of technology development to be implemented.
Regarding machinery systems condition monitoring and control, a common
trend seems to be towards remote monitoring and control from shore-based
service centres run often by the manufacturer. In this context, also the control
of the status/health of other important equipment than the main machinery
needs to be maintained.
Based on experience, revisions and repairs made on existing software intensive
systems represent a common risk to errors with immediate or latent impacts
on system performance. Consequently, revisions or repairs on such systems
need to be thoroughly planned and managed with proper configuration control
and comprehensive verification testing procedures to support recommissioning of the systems back to normal use. All changes and modifications should be
trackable and thus systematically and truthfully registered in vessel/company
logbooks.

5.3

Human factors – issues in remote operation and monitoring12

There are a variety of potential challenges related to operation and monitoring
of the unmanned ships with safety implications.
Firstly, the existing literature has pointed out that due to teleoperation there
would be no bodily feeling of the ship rocking or ship sense. It is therefore
possible that full understanding of the conditions would not be achieved via
camera systems (Man, Lundh & Porathe, 2014). At least in smaller ships,
steering can be adjusted in accordance with encountered waves through bodily
sense of the ship (Porathe, Prison, Yemao, 2014).
Automation and remote operation implies that the ships will be equipped and
overviewed with multiple sensors. The danger here is that the operator could
be exposed to information overload and therefore no longer be able to
make sense of the situation. The problem would be even graver if one person
would monitor several vessels as steering the overview from one vessel to another could be a potential point for mishaps (Porathe, Prison, Yemao, 2014).
With UASs (unmanned aircraft system) several mishaps have occurred during
changeovers or handoffs, these having been the direct or indirect cause of the
incidents. Representing several sources of information in one indication via
so-called sensor fusion is a potential solution to this problem. This might be
problematic as well as it can be important for the operator to understand each
of the sensors. All of the sensors might not always be working and they might
even provide conflicting information. To fully understand the situation, the
operator would need so-called automation awareness, that is, comprehension of the current and predicted status of automation (Laitio, 2013). Yet,
achieving full understanding on what different aspects of automation are do
12

Ibid., 64
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ing can be difficult if the sensor data is fused together. This fusion should be
done in a manner such that the system is transparent for the operator yet
without inducing information overload.
A further complication is potential skill shortage, and skill degradation
at a later phase. The first issue here is related to the availability of onboard
training vacancies for deck and engine ratings and cadets, if e.g. the number of
cabins and trainers onboard get diminished. Assumedly, with reliance in automation and without manual driving activity, it is difficult to maintain skills
needed in varying maritime activities. With respect to abnormal situations this
could be especially difficult. Maintaining good skills could be especially difficult if monitoring a fleet of different kind of ships – the operator could have to
learn the practical differences of each of the ship and could easily forget or fail
to recognize relevant issues when switching the operation from one ship to
another.
Driving the unmanned ships remotely by teleoperation could be challenging
due to latency. It takes time for a signal to travel via satellites or other means.
This implies that in teleoperation there is always latency present. Too much
latency can inhibit actualizing practical tasks, i.e., with too much distance plus
latency the so-called cognitive horizon in teleoperation could be exceeded.
According to research, 50 ms delay borders the limit of delay detection for
human brain. A delay of 200 ms is considered to be noticeable in practice.
Additionally, boredom has to be considered. For example, in a previous study
(Thompson et al, 2006) 92% of UAS (unmanned aircraft system) operators
have reported “moderate” to “total” boredom. According to (Cummings et al,
2013) highly automated environments will likely be considered boring environments that can and will lead to distraction. In the long-duration, low-taskload supervisory control experiment conducted, where the control task of multiple unmanned vehicles required occasional human intervention, see (ibid.), it
was found that the “baby-sitters of the automation” experience difficulties in
sustaining attention and increased stress due to the tedious nature of the environment. A further, perhaps more surprising observation revealed in (ibid.)
was, that participants who regularly played video games were more likely to
perform worse. Boredom has also been touched upon in our study, in a discussion about the features of the work in a VTS control room, which confirmed
the existence of this potential problem. Thus, boredom could result as a loss of
vigilance and it is therefore a risk factor.
As a summary of potential human factors challenges (excluding security) in
automated shipping we may present the following list of issues that need attention
• Diminished ship sense
• Information overload
• Mishaps during changeovers and handoffs
• Need for automation awareness
• Skill degradation
• Latency and cognitive horizon
38

• Boredom and vigilance maintenance

5.4

Security13

Security refers to unauthorized intentional acts of persons or organisations
aimed to cause harm or damage to, or to illegally/criminally exploit a system
for to the purposes of the malicious actor. Piracy, theft of cargo, smuggling of
goods, human trafficking, damaging of ship or port facility structures and
equipment, vandalism and sabotage, hijacking of ship or persons on-board,
use of ship as weapon for terrorist activity, etc. are commonly listed examples
of marine transport related security threats. A particular type of threat being
credible for a particular ship obviously depends on how potential actors perceive the threat type and the ship to match to their objectives and perceived
capabilities for successfully executing the planned malicious act. Vulnerabilities (i.e. caps or defects/weaknesses) identified in the protections of ship systems could be considered as an example of potential incentives for attempting
the act and selecting the ship as the target.
The actors for malicious acts may be external to, or come from inside the organization. Thus, security management needs to consider the threats from all
directions: crew, passengers, service personnel, and almost all non-authorised
any actors. Traditionally execution of malicious acts has required physical
presence of the actors and intrusion into the target system. The growing usage
of networked ITC technology, however, has made it possible to try to intrude
systems also virtually through network interfaces and gain unauthorized remote capability to manipulate or exploit the system or its particular elements
in some undesired manner.
Cyber security
The continuous increase of connected on-board ICT systems to support ship
operations and the use of different types of data networks to make the ships
sailing at sea accessible for various types of remote onshore services has initiated common concerns on cyber security of such systems. In other words, serious questions have been raised on whether the implementations of such systems can actually effectively resist malicious acts on ships that may become
attempted remotely via the ICT infrastructures. This concern and provoked
awareness is reflected, for example, in IMO safety committee work topics, special numbers on professional journals, and by the guidelines that Lloyd’s Register just recently issued for ICT systems’ design and assurance on ships,
(Lloyd’s Register, 2016b).
Concerns on cyber security are further increased in the context of autonomous
and tele-operated ships, in which the connectivity of systems is further expanded to allow the ships to run in autonomous mode or be operated remotely. This implies that, in principle, anybody skilful and capable to attain access
into the ICT system could take control of the ship and change its operation
according to hackers’ objectives. This could mean simply some disruptive actions or manoeuvres introduced for annoyance or showing, hijacking of the
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ship and cargo for ransom, but also powered groundings or collisions created
on purpose to cause severe destruction. In addition to hacking into the systems, operation of autonomous ships could also be threatened by intentional
jamming or spoofing of AIS or GPS signals or the data communications between the ship and the onshore control centre.
Protection against cyber threats would call elimination of vulnerabilities in the
ICT infrastructure and implementation of effective measures for intrusion
prevention, as well as intrusion detection, damage control and safe recovery in
case of the prevention measures failing. Reflecting the fact that potential attackers will get more skilful over time, and will have more advanced techniques available for them, the oversight on cyber security needs to be dynamic
and proactive introducing updates in the systems accordingly. Data classification, data encryption, user identification, authentication and authorization,
data protection against unauthorized use, data integrity protection, connectivity protection, and activity logging and auditing are examples of common cyber
security methods foreseen to be needed. Although some parts of the protection
in cyber security may be automatic there is no doubt that a sufficient amount
of resources need to be allocated for this purpose. In addition to the technology implementation the level of cyber security would obviously depend on education and the organizational culture guiding performance of the people involved.
Social security, health and well-being
Social security is a topic that has several meanings. Within the framework of
this study, we may include under its cover issues related to occupational safety, health and well-being of the seamen onboard ships and ashore. In this area
autonomous and tele-operated actions or ships may help in avoiding or at least
reducing occupational accidents onboard. It may be possible to include many
different security matters, with interactive feedback mechanisms and impacts,
among the lists of high-level interest topics of the industry when new technology is implemented onboard.
Within the framework of this study some issues already included e.g. in the
relevant conventions of ILO may also be seen as indirect proactive measures
against cyber threats, (MLC, 2006). A wide, holistic view may bring new aspects and points of view into discussion. Although a deeper analysis of social
security is left out of the scope of this study, it must be recognised that many
different concepts of social security of the maritime community and society
exist, and many of them are often interconnected, (AAWA, 2016).
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5.5

Cargo management14

In conventional ships, the first officer and ship master are in charge of accepting the cargo and its loading into the cargo spaces. Lack of permanent crew onboard the autonomous ships would emphasise the role of port operators in
accepting the cargo and assuring that it is correctly loaded and stowed onboard in concordance with shipping regulations and the ship specific cargo
manual. Furthermore, in unmanned ships and ships under remote control
possible actions to take any cargo related measures at sea are more limited
than in conventional ships, if no extra equipment facilitating additional
measures, e.g. for additional cargo monitoring, securing or control, are provided.
In case of autonomous ships, assurance of proper initial status of the cargo for
the foreseen sea trip would probably rely mainly on the longshoremen. This
could increase the risk of cargo related incidents, as it is believed that crew
members and officers sailing on-board do have a deeper personal interest to
ensure that the cargo loaded is intact and that cargo loading and the securing
work are safely done and the equipment used are fit for the purpose in all conditions to make the ship seaworthy and safe. In unmanned ships any actions to
cure cargo related problems identified on-board, like: cargo shift, leaks, liquefaction, problems with moisture, increasing temperature, fire and flooding are
limited to those that can be handled either by automation or tele-operation.

5.6

Emergency management15

Lack of trained crew members on-board could be expected to increase the risk
of failure in coping with emergency situations that can be encountered during
voyages. Decreased crew size may create a higher risk to fail in handling emergencies on-board in case some actions are needed. Capability of specific
prompt response actions in situ or evacuation of the vessel, if needed, has
raised strong doubts on the fully autonomous, unmanned operation concept
being applicable at all.
How the autonomous ship can assist in emergency situations related to other
ships is another question with several uncertainties due to the limitation in the
currently available technical specification. Emergency situations include a
wide area of potential operations that need to be discussed in detail when detailed solutions are available.
However, although reducing the crew size might result in diminished capability to assist other ships in emergency situations by hands-on help, the automated ships could have alternative positive contributions to emergency management. For instance, thanks to increased sensor data, the automated ships
could reproduce information to authorities if needed. Video and sensor data
could be transmitted directly to vessel traffic monitoring services (VTSs),
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which could be helpful in increasing authorities’ situational awareness in
emergencies.
Tasks and critical decision-making in ship evacuation
Considering the challenges and possibilities related to diminishing crew size
by developing and implementing onboard automation and sensor technology
has been at the core of the AAWA project. Clearly, one of the most challenging
type of activity imaginable here would be performing an evacuation for the
ship. Evacuation may be seen as an operation with less importance with a diminished size of the crew, or at least on an unmanned ship. It may also been
thought that ships with passengers are the last vessels to become unmanned.
However, as long as there is a single person onboard, this is a highly relevant
topic at least during the transitional period, if a change from current ships
with complete crews towards ships with decreased crew size or none will be
allowed.
Lots of descriptions on passenger evacuation can be found in online sources as
accident reports, requirements, guidelines and case studies exist. Based on
these online sources, a preliminary task analysis on ship evacuation was generated. Firstly, four general aspects were identified, including: 1) decision
making, 2) communication, 3) manual tasks, and 4) general tasks on-board
safety rafts or boats. Different sub-aspects to these general categories were
identified as well, along with issues that, according to accident reports, could
be challenging or go wrong. Finally, safety and design implications related to
the sub-aspects and challenges were considered on a general level.
The actual task analysis is presented in a table format in Appendix III. Conclusions based on task analysis include the following:
Challenges:
• Potentially lack of redundancy in situation awareness and decision making
(problematic, e.g., if the remaining crew member(s) on-board become(s)
panicked or injured);
• Lack of capability to solve flexibly problems that require manual skills;
• Lack of capability to guide and calm the passengers;
• Reduced possibility to command the safety boats/rafts.
Potential solutions:
• Well thought out safety procedures along with robust automated systems
and sensors;
• Community involvement, i.e., safety training for regular commuters;
• On-board video representations for passenger guidance, i.e., somewhat
similar to as provided on-board commercial flights;
• Shorter maintenance intervals for increased robustness of safety devices
(e.g., safety boat engines, evacuation systems, etc.);
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• New technical solutions for evacuation of disable passengers;
• Technical solutions for guiding the lifeboats and communicating with them;
• Routes always close to shore and emergency planning should involve the
help from shore.
Overall, based on this preliminary task analysis, it seems that passenger evacuation includes several uncertain aspects that require flexible acting and
onboard human-perspective, if something goes wrong.
In addition, to the task analysis, a preliminary ‘cognitive analysis’ was performed by considering the crucial decision making point in ship evacuation:
whether or not to abandon the ship. This is crucial because abandoning the
ship can result either as saving or losing the lives of the passengers. For instance boarding the safety vessels can be challenging, especially in harsh
weather conditions. Thuis kind of accidents have occurred even in safety drills,
which are conducted in good weather (see e.g. the source 12 on Appendix III).
In some cases remaining on-board the ship could be a better option than leaving the ship.
In the FLOODSTAND (2010) project several passenger ships masters and SAR
personnel were interviewed with questionnaires exploring different aspects
related to the decision making process in the case of flooding. The main elements found to be important in decision making were as follows:
•

type of initial event,

•

location of the flooding,

•

how long the ship will remain afloat,

•

the motion of the ship (heel, sea state etc.),

•

measures to mitigate problems (reballasting),

•

time needed to abandon,

•

risk of LSA deployment failure,

•

conditions to which the evacuees will be exposed,

•

expected time at sea, and

•

means of rescue.

All the above elements were considered fairly important for decision making
on abandonment (minimum average score was 3.5 on 1–5 scale, score 1 indicating ‘not important at all’ and 5 being ‘very important’).
Based on these findings and in view of the accident reports, a cognitive model
on decision making regarding abandoning the ship was generated intuitively.
On the model, the complexity of decision making was considered (i.e. whether
it requires synthesis of several issues or is relatively straightforward) along
with potential information sources used for decision making. In other words, it
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was intuitively considered whether sensor data could provide the needed information. Furthermore, some design indications were considered on a very
general level.
It is worth to stress that the analysis is very preliminary and more research
would be needed, that is, interviews and observations on safety drills, along
with more specific study on the potential sensor and presentation technologies, in the very least. Nonetheless, even this ‘imaginary’ analysis seems to indicate that an experienced seaman on-board could be needed in crucial decision making on ship abandonment as understanding the details of the situation can be challenging remotely at SCC. On the other hand, if the ships would
only journey relatively short and fixed routes, it might be possible to create
sufficient procedures for (nearly) all the plausible scenarios, i.e., such that certain procedure could take place in certain conditions and ship locations.
The generated initial cognitive model for abandoning decision making is
shown in Appendix IV.

44

6. Challenges for risk management

6.1

General

Within the maritime context the safety management is carried out by applying
a multi-level approach, where international regulations have an important
role. Ships that operate making international voyages, e.g. from one country to
another, need to be built according to commonly agreed regulation and standards. The administrations of Flag states and Port states have an important role
in the enforcing and control that all ships under their flag or visiting their
ports are built and operated according to the same rules, thus ensuring a minimum standard of safety. Classification societies have also an important role,
as some of these tasks may be carried out by them as admitted by the administration.
The current system of maritime safety management is based mainly on a traditional and clear pattern of liabilities, processes, actors (or stakeholders) and a
distribution of the responsibilities in a reasonably determined way. Good seamanship may be recognized as one of the most essential elements in safety
management onboard that has been developed during centuries. However, the
emergent effects of automation may have many yet unknown impacts on a
wide set of stakeholders. This may cause opportunities, but also problems,
especially if the balance between cargo owners, insurers, shipping company,
crew, master, other operators, passengers, special personnel, design offices,
classification society, manufacturers, shipyards, repair yards, maritime administrations of flag states, port states and coastal states, and their roles and, particularly their capabilities to carry on their traditional tasks are changed to a
new, yet unknown balance within the sometimes calm and sometimes hostile
marine environment.
A challenging aspect for autonomous and remote-controlled ships is the management of nascent and progressive emergencies. In some aspects, the existence of remote operator is beneficial and a safety development in contrast to
the existing shipping: his or her capability to anticipate/predict emergencies
and to be in contact with authorities and other ships would not be compromised by the rough conditions of the sea. However, as discussed in the Chapter
2, there are several challenges as well: The plurality of the sensors implies the
danger of information overload in an emergency situation where efficient deci45

sion making would be needed. Alarms and presentations based on sensor fusion may mitigate this problem, but here lies yet another problem: how to ensure that they always work flawlessly in any given situation. Has the design of
the implemented sensor fusion been made to be sufficient in all conceivable
situations?
A fault, being the origin of the emergency, can exist sometimes in different
places: in sensors, in automation, in GUI, in data fusion, etc. Hence, it will be
so that in the SCC design the operators need to be given direct access to sensor
data, thus giving the possibility to monitor different redundant sensors and
signals independently. In addition to this, to mitigate the information overflow
problem, decision making support should be provided by sensor data fusion.
Different kinds of predictive presentations are especially needed here: ship
locations, compartment flooding, proliferation of fire, etc. now and in near
future and in function to the operative decisions made by the SCC operator.
All this is especially important if the ships entail passengers and then we also
have the challenge of evacuating the ship: who helps and guides the passengers, commands the safety vessels and makes situation based decisions if there
are only few professional marines on-board (who, quite possibly in an accident
situation, can be helpless, transfixed, scared, panicked or injured). New thinking would be needed to overcome these challenges: community involvement
(i.e., safety training and drills) specific plans for shore-based emergency help
for fixed routes as well as new kind, perhaps video-based, emergency guidance
could be helpful. These issues would have to be designed methodically within
each particular case for safety approval.
How to actually operate the ships in certain situations seems to be an open
question still. Porathe, Prison and Man (2014) have delineated three categories of control for autonomous ships: 1) ‘Indirect control’ means generating
updates to the voyage plan; on the fly changes could be necessary, for example,
due to changes in weather. 2) ‘Direct control’ implies providing specific maneuvers, such as stopping or slowing down the vessel. 3) ‘Situation handling’
means that the autonomous system is bypassed totally; this means that the
(remote) operator controls the rudder and thrusters directly.
Creating a ship without the possibility for manual situation handling implies
that the automation would have to work especially robustly in any given situation, and extensive model validation would be needed. In contrast, the reliance
on situation handling implies that operators with manual skills are needed.
This, in turn, implies that a simulator would have to be designed and that situation handling would have to be trained occasionally in varying conditions in
real life as well. Training curriculum is thus another aspect that would have to
be addressed and designed preliminarily by the professionals during the coming years.
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One might immediately assume that the transition from typical manned operation to unmanned operation would be fairly straightforward as in some
weather conditions, especially in the combination of darkness and thick fog,
the visibility on-board is limited and solely GPS-based navigation thus takes
place already. However, these low-visibility conditions take place only occasionally, and usually the watch on-board should be able to double-check the
signal-based data. Furthermore, in the dark heavily foggy environment some
collision types are likely to be non-existent as recreational seafarers, such as
sailboats or kayaks, are likely to stay away. Professional marines are likely to
be extra cautious as well. In unmanned models of operation, where on-board
double-checking and watch-keeping would never take place, some new risk
types seem to emerge.
Firstly, the system would be vulnerable to errors in object detection or in classification of objects. With this failing, an unwanted collision could be a risk in
some occasions. A solution to this could be clear communication for the public
and the environment about a particular ship being unmanned, i.e., the aim
would be that other ships would always stay clear of the unmanned ships. A
new maritime flag and distinctive ship features could be imagined. Secondly,
GPS-signals are weak signals and therefore apparently fairly easy to hack16. It
would therefore be beneficial if the location knowledge would be provided with
other/alternative means than GPS-signal only, that is, with celestial navigation
and/or ship-to-shore signaling. Thirdly, to the best of our knowledge, it is yet
to be tested whether an autopilot may handle heavy weather situations similarly to on-board operator. Direct handling from a SCC, in turn, might be problematic if there would be only limited opportunities for training.
In concepts where some crew members still remain on-board these problems
are somewhat mitigated, given that the remaining crew members participate
in watch-keeping. The new risk here, however, would be in the share of responsibility and leadership between the SCC and the on-board crew. If the
leadership would not be clear, resolving problem situations could be challenging as someone clearly has to make the final decisions. It is currently unclear,
and a matter of designing the operations, who would have the command of the
ship.
Based on the need for the safety assessment to address the main targets for
development in order to keep the holistic risk on a level at-least-as-good-astoday, with regard to the operation of unmanned ships, the System-Theoretic
Process Analysis (STPA, see Leveson (2011)) model is believed to give the most
promising result. Due to the fact that the operating environment, the maritime
system is a socio-technical system, positive influences and support by method(s) ensuring an all-round view on the potential problems of safety is recommended for this purpose.

16

Such issue was actually discussed at the MUNIN Final Event in Hamburg.
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From the ship operation point of view, further research is required, at least,
regarding automatic collision avoidance (ACA) in normal and harsh weather
conditions, and regarding the failure modes and effects related to the redundancy of the machinery systems, to ensure that these aspects are in line with
the needs identified.

6.2

Managing shipping safety and security in
short and long term17

Management of safety and security of shipping in short term may be seen
mainly as a process that requires having specific well-defined systematic procedures applied in the classification and approval processes. Such processes
are sufficient for assuring safety and security of such ships. However, there
may also appear needs to be able to act in unforeseen situations. When the
operation of a new, large and safety-critical system, such as an autonomous or
remote controlled merchant ship is considered to be allowed for even a limited
use, a precautionary principle is suggested to be followed. When the system
can pass all the checks and tests understood necessary to confirm its safety
and security, a step towards a more complicated system or use in a different
environment may be considered.
In short term the mistakes made by autonomous systems may be still attributed to humans, as the software is planned and produced by humans. However,
controls must be in place to ensure that no bad or erroneous information or
distorted ideas of the functionalities or environmental conditions are used.
In longer time perspective, management of safety of autonomous ships could
be expected to work through IMO regulations and conventions getting adapted
to better encompass also autonomous modes of ship operation and the associated safety risks. The initial risk-based approaches for approval could be expected to develop into standardized prescriptive and goal-based requirements
to guide the design and implementation of autonomous features on ships and
the onshore control centers. Safety management should be directed to a comprehensive, holistic view extended to aspects and issues related the full lifecycle of the autonomous ship.

6.3

Qualification of new technologies for use18

Qualification of new technologies, such as ICT systems to enable autonomous
or tele-operated ships, for commercial use can be outlined as a step-wise process. Small steps with continuous improvements are needed to ensure that the
proposed new technology can fulfil the requirements identified for safe operation. Confidence is expected to build up with time. Implementation of new
technology can be seen as a gradually proceeding learning process
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Currently internationally agreed conventions, such as SOLAS (i.e. Safety of
Life at Sea), specify the minimum standards for the construction, equipment
and operation of ships considered to enable safe operation together with such
codes and regulations as COLREG19, ISM20 and STCW21 etc. These standards
include prescriptive requirements on structural design, specific equipment,
size and qualifications of crew, etc., compliance to which needs to be proofed
for each individual ship. Deviation from any prescriptive requirement requires
the ship owner to demonstrate with sufficient evidence that the proposed deviation is at least as safe as the initial requirement in the considered service.
Based on such documented evidence on unaffected or reduced safety risk, the
Flag state can then issue an exemption permit for the deviant solution in a
particular ship and service.
The safety assurance process for a proposed alternative solution needs to start
with a thorough description of the ship operations, both normal and abnormal,
on which the proposed solution is foreseen to be involved, followed by identification of hazards and other safety issues considered relevant to these operations. The role, capabilities and limitations of the proposed solution in controlling the hazards and contributing to the risk of accidents then needs to be
thoroughly identified and assessed to produce a suitable body of evidence to
support the argument of safety equivalence of the alternative solution. The
‘standard’ solutions compliant with the prescriptive requirements provide the
baseline for risk comparison.
Autonomous or tele-operated ships represent a major technological and operational change with a number of uncertainties regarding their safety in operation, and no relevant field data currently available to support their approval for
commercial use. Well planned demonstrator studies, carried out initially at
specially planned simulator settings, and later on-board actual sea going vessels are seen as the way forward for learning and building gradually the evidence and confidence on safety of such ships and the operating concepts. Obviously demonstrator studies on-board actual vessels need to start with limited
scope and endeavour, and having a competent crew on-board as a backup and
ready for take over the control in case of serious problems. The shore control
centre (SCC) work processes constitute another area of the autonomous ship
system in which demonstrator studies are seen necessary.

6.4

Managing the risks during technology
transition22

Due to the nature of shipping industry, the transition from the current conventional concepts in marine transportation to a stage dominated by autonomous,
unmanned ships is expected to take place slowly, and has been claimed to require at least a couple of decades. During this period there would be a mixture
of vessels with different levels of autonomy operating at sea. In worst case, this
may lead to unexpected behaviour of some systems, hazards, and, consequently risks.

19
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One important aspect in the technology transition is the management of
maintenance and repair of systems, and ensuring only as-planned interactions
between e.g. subsequent software generations. The well performed management with standardized routines of up-to-date documentation is an important
part and feature of the systemic approach.

6.5

Obtaining and maintaining operator skills23

It is clear that an updated training regime of STCW (Standards of Training,
Certification and Watch-keeping for Seafarers) will be needed, before any
further steps are made to allow crew reductions. The crew members need to be
trained in any case to fulfil all functional tasks and capabilities left for the crew
in autonomous ships. It is not quite clear to us how this will affect the crew
lists, but at least in the beginning there is an important phase, when the automatic of tele-operated operations need to be observed and supervised onboard.
Similar type of requirements as in STCW may eventually have to be developed
for persons operating ships remotely. It is recommended that persons working
in the Shore Control Centres (SCCs) are required to have a sufficient amount
of experience related to similar ships, i.e. with regard to dimensions,
deadweight and power and their relations. These requirements of competence,
knowledge and understanding, based on hands-on training in sea service and
simulators, should be clearly higher for the supervisors in the SCCs.
Good skills are needed in safety critical and challenging situations. There are
several issues to be considered in obtaining and maintaining the operator
skills for remote operation tasks. Manual skills weaken when they are not
used, that is, it could be problematic if the operator usually only monitors the
ships and at times takes control. In remote monitoring challenging situations
seldom happen, yet high level of capability would be needed in challenging
situations in particular. Working knowledge can only be achieved through repeated use of the system and if the work mainly involves monitoring, this
might not be possible. In the maritime context, the vessels are usually all more
or less different. The operator would not need to learn the particularities of all
of the ships, but at least both theoretical and practical knowledge and understanding of the main cause and effect relations and their variations due to the
peculiarities would be advisable.
Overall, well designed simulator training would be needed for practicing challenging safety critical situations. This is not unproblematic, since, at least in
principle, the simulator cannot present unimaginable surprising situations.
Creating challenging situations demands creativity and understanding of maritime accidents from the developers of the training. The operators would need
to have sufficient training days at the simulator, where these surprising and
challenging situations would take place. Debriefing after the simulator sessions is important and need to be designed as well. In debriefing, the operator
should be able to evaluate his or her own performance and hence would learn
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from successes as well as from failures. One option is to show and discuss video clips of operators’ actions during safety critical situations at the simulator.

6.6

User-centred design and validation of
shore control center operation24

In view of safety, it is essential for the design of good autonomous or remote
controlled systems to first carry out field studies on actual maritime activities
and tasks on regular ships. The studied conventional ships should perform the
same tasks as the new unmanned ships would actualize. Well done field studies allow understanding safety critical aspects of the work and the means
needed for maintaining safety.
Task-analyses based on the field studies allow understanding what aspects in
activity should be left for the automation and alarms and what should monitored in other means. Field studies can also reveal surprising safety-relevant
aspects from workers activities. Knowledge of these allows taking them into
consideration in the system design.
After designing and implementing the system, validation that it truly works as
wanted is essential. In other safety critical domains, such as in nuclear power
plant operation, this involves contrasting the findings from testing the system
to relevant safety standards and demands.
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7. Discussion

7.1

Are autonomous ships safe or not?25

The presented visions of future autonomous ships sailing unmanned have
raised generic concern and questions among some professionals and wellinformed laymen about the credibility and safety of such ships as compared to
conventional ships operated by a crew on-board. Examples of safety concerns
expressed have considered:
• Capability of automation to reliably detect small vessels and floating objects
on route;
• Capability of automation to avoid collisions in case of encounters of multiple ships;
• Capability of automation to navigate safely on coastal fairways;
• Reductions on preventive and corrective maintenance that are currently
largely carried out during voyages;
• Capability to handle emergencies, such as firefighting or failure recovery
and repairs at sea26;
• Errors and malfunctions in software (including updates);
• Disturbances, malfunctions and vulnerabilities in data communication
connections;
• Undue trust on the capability and flawlessness of ICT systems
From a security point of view concerns have been raised as to the higher vulnerability of envisaged unmanned ships to hijacking or piracy with the purpose of steeling the cargo or kidnaping the vessel for ransom. Similar to the
concerns raised regarding cyber security of ICT systems in general, potential
vulnerability of unmanned ships to cyber-attacks by different adversaries, allowing them to illegally manipulate or exploit the attacked system, has been
especially underlined.
Contrary to the feared negative safety and security effects, claims have also
been made for the higher safety levels of ships with higher levels of automation
and operation autonomy. Such claims have been reasoned e.g. based on high
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involvement of human error in accidents at sea in the past, and the high crew
fatality rate when compared to other industries observed currently. Both of
these issues could be hypothesised to be reduced by increased ship autonomy
by reducing the human involvement in direct control of ships, and by reducing
the size of the crew on-board and exposed to hazards of the hostile sea environment.
While addressed initially in a few studies, it appears that the impacts of unmanned merchant ships on maritime safety have not yet been studied comprehensively. Furthermore, there is no experience available on such ships and
their safety in everyday use. Therefore it is of high importance in any new development projects that the safety risks are systematically addressed from the
very beginning, and the knowledge on safety implications are systematically
built up, without forgetting the applicable experience from other applications
from the past.
Unfortunately, based on this study and the limited sources of information in
use we can not formulate any short and clear answer to the question: Are unmanned ships safe? As it has shown in the previous chapters the question has
a large and complicated background. Therefore, it is not possible to condense
all results into a short answer to such a simple looking question, being in fact a
wicked problem.
Instead of trying to answer to the question it is believed that this explorative
study helps to recognise and understand many aspects, limitations, mechanisms, and the social and technological viewpoints related to the topic.

7.2

Building risk understanding for the future27

Based on initial identification of hazards and risks carried out on the concept
of unmanned ship, a number of risk issues have been pointed out that could be
problematic in terms of safety or security, but to which we have confidence
that effective solutions can be found with properly focused and systematic research and testing. The issues include, for example:
•

Skill degradation in remote control by SCC operators (i.e., simulator
training and on board training should be developed eventually).

•

Ergonomic SCC design, which, through presentation of fused sensor
data, allows work without cognitive overload, but which also allows socalled “automation awareness” by allowing the operator to consider
functioning of each separate sensor.

•

Collaboration and share of responsibilities between SCC and crew
members)on-board, if any; this is especially pertinent in abnormal situations.
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•

Performance and validation of relevant IT structure and software and
problems related to lack of its functioning; at least initially, this is apparently to take place by retrofitting a regularly-manned vessel with IT
systems of the more automated concept.

•

One of the key issues is still the linkage between position, power, responsibility and liability, being more clear in the existing, traditional
relationships between ship and shore, but that may become more
vague and confused, if the location of the ships “master” is not always
fully clear in the system having several operational possibilities between a manually operated conventional-style ship and a fully unmanned ship.

On the other hand, the new concepts of operation and the technologies aimed
to facilitate it incorporate issues that we know to entail elements of risk, but
the seriousness and the complexity of the risk is currently largely unknown to
us. These comprise, for example:
•

Changes of human behaviour in interaction with unmanned ships; i.e.
behavior of other manned vessels or passengers on unmanned ships.

•

Evacuation of passenger ships with reduced crew size

•

Remote control of the ship in harsh weather conditions

•

Object detection in harsh weather conditions.

•

Long-term robustness of IT structure.

•

Maintenance management

•

Cybersecurity

Finally, characteristic to any novel technology in its infancy, we can assume
that some risk issues could yet be hidden or vague to us. Further research in
co-operation with the various stakeholder groups is thus needed as the new
concepts for autonomous operation become more exactly specified.
Safety of automated ships depends largely on the design and technological
implementations and systematic structured risk analyses like FMEA might
give support to some urgent questions related to system reliability. However,
on the different levels of automation human operators and the humantechnology interaction remain still important. Design decisions should thus be
made in view of safety considerations where a holistic system-based approach
is also applied.
As a step towards the era of autonomous maritime traffic, the Finnish AAWA
project aims to make its share in building up the awareness and understanding
on safety and security risks relevant to the envisioned autonomous concepts,
and the measures needed to manage these risks effectively.
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The risk knowledge will build up gradually through comprehensive analyses,
simulator studies, pilot demonstrator studies executed on actual sea going
vessels with some thoroughly considered restrictions, and finally in commercial use. Consequently, in the following phases of the AAWA project, the main
emphasis regarding safety and security issues will be placed on:
•

systematic risk identification and assessment focusing on both design and
operation interactions and processes;

•

assurance of cyber-security;

•

validation of algorithms for autonomous navigation, including obstacle
detection and collision avoidance, and assurance of each corresponding
software, and their safe interactions, by analysis and simulations;

•

validation of data links for ship-shore communications;

• user-centred design and validation of shore control centre (SCC) operations.
Aside these efforts for improving knowledge on relevant safety and security
risks and their control, comprehensive Safety Case documentation will be
compiled for the planned field demonstrator case(s) to support approval of the
exemptions needed from the national maritime safety authorities for carrying
out the demonstrator studies.
The full scale pilot demonstrations are planned to be executed onboard selected case vessels on specific routes by increasing gradually the level of autonomy
while the crew still remains onboard the vessels. Progressing to next level will
be conditioned on successful outcome of the operation at the previous level(s)
and thorough pre-assessment showing that risks are identified and sufficiently
controlled, and the next level pilot demonstration does not jeopardize safety of
the vessel nor the other marine traffic or the environment.
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8. Conclusions & Recommendations

8.1

Conclusions

Safety and security impose essential constraining requirements that need to be
fulfilled in the design and implementation of ship automation. In principle,
autonomous or tele-operated ships are required to be, at least, as safe as conventional vessels in similar service. However, due considerable uncertainty
concerning new hazards and risks, it may be possible that even more stringent
safety goals are needed for future applications with expanded portions of tasks
and operations carried out either under remote control or as autonomous operations. Problems can be treated as challenges, and in engineering they may
often be solved by creating new technical or sometimes even technological
solutions.
The questions, what needs to be done to ensure safety and security in ships
with continually rising level of automation and remote control, or up to what
level the automation can be increased in ships, have become more relevant
than ever before. While addressed initially in a few earlier studies, the impacts
of autonomous, unmanned merchant ships on maritime safety have not been
studied widely and deeply enough, yet. It is hoped that some of the gaps in
information will be filled to some extent by this study.
Making something new that has not existed before is central to engineering.
According to historical records the concept of failure has quite often been very
central to the increasing understanding in several areas of the multidisciplinary engineering science, not least in marine technology. In new designs it has
always been an overriding objective to avoid failure, however, accidents still
occur. Safety and security need to be taken into account well enough from the
early beginning of the design process till the end of the life-cycle of the new
design. The socio-technical approach (e.g. Perrow (1984)) has widened our
eyes to possibilities to consider, not only many important technical details, but
also wider aspects. This leads us to systemic thinking with the important effects of operational and organisational factors shaping the system design.
Visions of new developments in the field of automation may be identified as
heralds of a new technological and operational era. Emergent technology may
include many hazards and even some disruptive effects. These features set
high demands on the social responsibility of the developers to cover all important aspects in their assessments of impacts on safety and security. So, ob-
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ligations are high for meticulous and over-arching work before practical test
applications and first commercial solutions can start to spread. One of the
many challenges is to assess the pace of the development. If the technological
development seems to be faster than the design and construction of all necessary and feasible safety controls and improvements, more efforts should be put
on getting them developed at the same pace.
Alongside development of technological solutions to enable higher levels of
autonomous operation of ships, efforts should be made to build up awareness
and understanding on safety and security risks relevant to any envisioned autonomous concepts, and point out some suggested measures to manage these
risks effectively. Nevertheless, risk knowledge will be built up gradually and
cumulatively through comprehensive analyses, simulator studies, and finally
through some pilot demonstrator studies and tests to be executed, at last stage
on some actual sea going vessels with thoroughly considered restrictions. Understanding autonomous or tele-operated ship systems and their embedded
complexity grows gradually, but it is also important to form a holistic picture
of the new, emergent technology under development.

8.2

Recommendations

The following recommendations are given based on the work carried out in the
AAWA Initiative (2016, April) with some additional notes:
1) Remote controlled and autonomous ships shall be made at
least as safe as existing vessels with sufficient confidence,
taking in to account relevant uncertainties, e.g. environmental conditions and disturbances in technology or operation
As the share of uncertainty and risk may grow at least in the beginning, when
moving towards higher levels of automated routines, the target level of safety
must be set actually higher than the current one. There is some potential to
reduce human based errors, but at the same time some new types of hazards
and risk may arise and will need to be addressed, e.g. in the area of cyber security.
An additional feature, when proceeding towards more and more complex systems, is the uncertainty related to emergent risks with some neglected, obscure
or previously unknown, negative consequences. An additional safety margin
may need to be called for, depending on the nature and scale of conceivable
consequences and the assessed amount of uncertainty. This should be no problem, if unmanned ships and their operation is less risky than the same operations with existing ships.
2) Progress only by small and cautious steps in close operation
with experts in the application area

57

Application of this precautionary principle means a careful and systematic
approach in risk assessment, design, deployment and operations. This requires
increasing knowledge and understanding in areas of ‘unknown’ by research.
Additionally, it is important to listen to all relevant stakeholders, improve dissemination and flow of information, in order to avoid missed or unacceptable
risks and to confirm safety. Co-operation is needed also to pare down the uncertainties involved.
3) Co-operative actions are needed to develop international
standards and guidelines for the maritime industry, preferably in co-operation within IMO
International co-operation between the national administrations, classification
societies and other relevant bodies with interest in the field to utilize the global
maritime knowledge under the wide umbrella of IMO is recommended for the
further development.
Co-operation is necessary to be able to create a common ground for a coherent, safe approach already when laying out the first sketches of principles to be
followed in the procedures to be used guiding and controlling the technical
and operational safety of autonomous and tele-operated ships. It will be even
more important if and when the further new technological artefacts, like autonomous and tele-operated ships will start to interact with the operational
environment of the maritime society. Therefore, it is important to start discussions with all stakeholders.
Maritime safety and security is a very wide and deep conceptual topic. It can
be divided in many sectors, including e.g. ship safety, cargo safety, maritime
traffic safety, environmental safety, occupational safety and security. The recommendations above are presented just on a very general level in an early
phase of the progress and development of autonomous ships. Therefore, it
must be underlined that the above recommendations are not allencompassing.
It is believed that the efforts to increase the level of autonomy acts in changing
shipping, but not in isolation from the whole maritime sector and society. The
development of the new technology will occur in many interactions, known to
be typical for the social construction of all significant technologies. All this
needs to be taken into account, when safe and secure technology, depending
both on design and operation is developed.
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Definitions

Accident

An unexpected chain of events resulting in: damage, loss of life
or injuries, material damage, environmental damage or disturbance in production. Source: Varsta & Hanhirova, 1997.

ARPA

Automatic Radar Plotting Aid; ARPAs are computer assisted
radar data processing systems which generate predictive vectors and other ship movement information. Source:
“http://msi.nga.mil/MSISiteContent/StaticFiles/NAV_PUBS/
RNM/310ch5.pdf”, available 2016-08-03.

Automation

A cross-disciplinary combine with one or more actions, functions, processes, and/or tasks carried out by a control system.

Autonomy

(In mechanics:) The capacity of a system to make a decision
about its actions without the involvement of another system or
operator.
Source:
“https://en.wiktionary.org/wiki/autonomy”, visited 2016-0718.

Autonomous ship
An autonomous ship is a ship that “has systems based on automated software that may advice human operators, or at
the highest level of autonomy replace human decision making
and action. Autonomous ships may have crew onboard, e.g.
for service tasks or inspections or for occasional manual control.” Source: Bertram (2016)
Boat

A vessel for transport by water, constructed to provide buoyancy by excluding water and shaped to give stability and permit propulsion. Source: Webster’s Encyclopedic Unabridged
Dictionary of the English Language. Gramercy Books, Random
House Value Publishing, Inc., Avenel, New Jersey, 1996.

Cargo ship

Any ship which is not a passenger ship. Source: SOLAS 2009.
Any ship, not specifically a passenger ship, yacht or highspeed craft, which is used commercially. Source: DNVGL,
RULES FOR CLASSIFICATION, Ships, Part 6 Additional class
notations, Chapter 8 Living and working conditions. Edition
October 2015, Amended January 2016. Available at
“https://rules.dnvgl.com/docs/pdf/DNVGL/RU-SHIP/ 201601/DNVGL-RU-SHIP-Pt6Ch8.pdf”, visited 2016-07-20.
Any ship, not a passenger ship, with transportation of cargo
being its primary mission during design, construction (reconstruction), classification and operation.
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Classification

A system based on a dedicated working organisation, a classification society, with its tasks related to:
- Creating and developing rules mainly related to ship structures, machinery and other systems,
- Surveying and granting of acceptance documents related to
the calculations and drawings of ship structures and machinery systems,
- Surveying and granting of acceptance documents related to
the structural materials,
- Quality control of the construction work, acceptance and
granting of final acceptance documents
- Condition monitoring of the ship and related classification
- Information services
- Technical/technological research, supporting rule development
Source: Varsta & Hanhirova (1997).

Component

One of the parts that make up a system. A component may be
hardware or software and may be subdivided into other components. Note: The terms “module”, “component”, and “unit” are often
used interchangeably or defined to be sub-elements of one another in different ways depending upon the context. The relationship of these terms is not
yet standardized. Source: ABS, GUIDE FOR SYSTEMS VERIFI-

CATION, JULY 2014.
Concept of Operations (ConOps)

“A statement of an owner’s intentions for the operation of the
ship.”
The ConOps describes the ship’s intended service in terms of
purpose and function and is to include, but not be limited to,
information on the following: crewing, operational speeds,
wave heights, displacements, service area, temperatures, motions, aircraft and boat operations, and arrangements under
reasonably foreseeable, normal and abnormal conditions. The
ConOps is to be provided by the owner. LR may accept alternative documents if these provide the information which
would be included within the ConOps. In these cases, the sections that provide the equivalent information must be identified. Source: Cyber-enabled ships. Lloyd’s Register, First edition, February 2016
Control

The process of conveying a command or order to enable the
desired action to be effected. Source: ABS, GUIDE FOR SYSTEMS VERIFICATION, JULY 2014.

CPA

Closest point of approach, the shortest distance from own ship
to other ship calculated for actual course and speed

Craft

A ship or other vessel
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Crew

All persons carried onboard the ship to provide navigation and
maintenance of the ship, its machinery, systems, and arrangements essential for propulsion and safe navigation or to
provide services for other persons on board.
Source: Ships, Part 6 Additional class notations, Chapter 5
Equipment and design features. DNVGL, RULES FOR CLASSIFICATION,
Edition
July
2016,
available
at
“https://rules.dnvgl.com/docs/pdf/DNVGL/RU-SHIP/201607/DNVGL-RU-SHIP-Pt6Ch5.pdf”, visited 2016-07-20.

Cyber (relating to ICT)
The interpretation of ‘cyber’ adopted covers:
–

what ICT comprises – sensors, monitoring, control, off
ship support, hardware, documentation and processes, not
only in the engine room but across the whole ship, ship to
shore and ship to ship

–

data, and use of the term ‘big data’

–

autonomous systems, and

–

off ship support.

Source: Cyber-enabled ships. Lloyd’s Register, First edition,
February 2016
Cyber-enabled system
“A computerized, automated or autonomous system that contains logic, data processing hardware, behaviour-governing
software and external communications capabilities.A completely cyber-enabled system may have human-independent
communications and behaviors within programmed baoundaries that can be addressed of adjusted by external control
methods or paths.” Source: Reilly, G., Jorgensen, J. (2016)
Cybernetics

A science, where the control and communication of different
systems is in the focus of the research.
Cybernetics is a transdisciplinary [1] approach for exploring
regulatory systems, their structures, constraints, and possibilities. In the 21st century, the term is often used in a rather
loose way to imply "control of any system using technology."
Cybernetics is relevant to the study of systems, such as mechanical, physical, biological, cognitive, and social systems.
Cybernetics is applicable when a system being analyzed incorporates a closed signaling loop; that is, where action by the
system generates some change in its environment and that
change is reflected in that system in some manner (feedback)
that triggers a system change, originally referred to as a "circular
causal"
relationship.
Source:
Wikipedia,
“https://en.wikipedia.org/wiki/Cybernetics”, visited 2016-0727.

Decision maker The person that in the risk evaluation (based on the risk analysis) makes the necessary risk decisions. Decisionmakers come
in many forms and roles. Source: Liwång (2015)
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Dependability the extent to which a system can be relied upon to perform
exclusively and correctly a task under given conditions at a
given instant of time or over a given time interval, assuming
that the required external resources are provided. [SOURCE:
IEC 61096-5]
ECDIS

Electronic Chart Display and Information System; an electronic navigation system that may replace paper charts (, when applicable under current regulation).

Engineering system
“An engineering system is considered to be a combination of
interacting elements (sub-systems, equipment, components,
hardware, software), organised to achieve one or more of the
purposes stated in the Concept of Operations or the System
Operational Concept documents” (Definition taken from
Lloyd’s Register’s Rules and Regulations for the Classification
of Naval Ships[10], Volume 2, Part 1, Chapter 1, Section 3.1.)
Ergonomics

See human-factors engineering.

Failure

The termination of the ability of an item to perform a required
function. [SOURCE: IEC Guide 50(191)]

Fault

The state of an item characterized by inability to perform a
required function, excluding the inability during preventive
maintenance or other planned actions, or due to lack of external resources. [SOURCE: IEC Guide 50(191)]

Function

A function is defined as an elementary operation performed by
the system which, combined with other elementary operations
(system functions), enables the system to perform a task [IEC
61096-1]. (Functions are an attribute of systems whereas tasks are performed by users within work systems.)

Hardware

Physical equipment used to process, store, or transmit computer software or data. Source: ABS, GUIDE FOR SYSTEMS
VERIFICATION, JULY 2014.

Hazard

A situation that could occur during the lifetime of a product,
system or plant that has the potential for human injury, damage to property, damage to the environment, or economic loss.
[SOURCE: BS 4778]

Human error

“A complex multidimensional outcome that affects maritime
safety and sea environment protection.” Source: IMO, 2003, p.
3. See also Reason (1990).

Human engineering
See human-factors engineering.
Human-factors engineering
Human-factors engineering, also called ergonomics or human
engineering, science dealing with the application of information on physical and psychological characteristics to the design of devices and systems for human use. Source: Encyclopedia Britannica (School and library subcribers). Written by:
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Alphonse Chapanis, Last Updated 5-18-2016, available at
“https://global.britannica.com/topic/human-factorsengineering”, visited 2016-08-04.
Humanity

1) All human beings collectively; 2) the quality or condition of
being human; human nature; 3) the quality of being humane;
kindness; benevolence. Source: Webster’s Encyclopedic Unabridged Dictionary of the English Language. Gramercy Books,
Random House Value Publishing, Inc., Avenel, New Jersey,
1996.

Human Machine Interface (HMI)
A display and operator input device. Source: ABS, GUIDE
FOR SYSTEMS VERIFICATION, JULY 2014.
Incident

A set of events that potentially can lead to negative consequences, past or future. Source: Liwång (2015)

Lifecycle

“Evolution of a system, product, service, project or other human-made entity from conception to retirement at the following two levels:
–

‘ship level’ – covering ship design concept to disposal, and

–

‘design level’ – covering the requirements from production
to acceptance by clients, and includes nested lifecycles

Source: Cyber-enabled ships. Lloyd’s Register, First edition,
February 2016
Maritime transportation
An activity in which ships transport goods from one location to
another over sea or waterway areas. Goerlandt (2015)
Operator

“Persons operating equipment associated with day-to-day operation of the ship, on board or remotely.” Source: Cyberenabled ships. Lloyd’s Register, First edition, February 2016

Passenger

Passenger means every person other than:
— the master and the members of the crew or other persons
employed or engaged in any capacity on board a ship on the
business of that ship; and
— a child under one year of age.
Source: Ships, Part 6 Additional class notations, Chapter 5
Equipment and design features. DNVGL, RULES FOR CLASSIFICATION,
Edition
July
2016,
available
at
“https://rules.dnvgl.com/docs/pdf/DNVGL/RU-SHIP/201607/DNVGL-RU-SHIP-Pt6Ch5.pdf”, visited 2016-07-20.

Product Lifecycle Management (PLM)
a system that aims to manage all information and design processes related to a product by utilising a software framework.
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Programmable Electronic System (PES)
a system based on one or more programmable electronic devices, connected to (and including) input devices (e.g. sensors)
and/or output devices/final elements (e.g. actuators), for the
purposes of control, protection or monitoring. [SOURCE: IEC
61508-4] Note 1 to entry: The term PES includes all elements in the system, including power supplies, extending from sensors or other input devices, via data highways or other communicating paths, to the actuators, or
other output devices.
Note 2 to entry: See A.1 for an elaboration of this term as used in this International Standard.

Risk

A concept which refers to the possible but uncertain occurrence of a situation where something of human value is at
stake;
- A “bridge” between possible futures and a present time
- Used for exploring future possibilities and for coping with
identified possibilities
- Possibility is understood in factually epistemological, uncertainty in ontic sense
- Refers to future situations which we believe could become a
reality
Depending on the context, the focus of the possible situation
can be an event, or both events and consequences. Source:
Hansson (1999) and Solberg and Njå (2012)
The term ‘risk’ can be considered something that is positive or
negative, and it could be both a noun (taking risks) and a verb
(to risk losses). Aven (2012a).
The probable rate of occurrence of a hazard causing harm and
the degree of severity of the harm. [SOURCE: IEC 51]
The potential loss of something of value, defined by its probability and consequence. Source: Liwång (2015)

Robot

an automatic, position-controlled, reprogrammable, multifunctional manipulator, consisting of several axes designed to
move materials, components, tools, or special devices through
variable programmed motions for the performance of various
tasks. Source: Dhillon (1991)

Safety

The degree of freedom from danger and harm. Safety is
achieved by doing things right the first time and every time.
Source: Kristiansen (2005).
The ability of a system to avoid catastrophic behavior. Source:
ABS, GUIDE FOR SYSTEMS VERIFICATION, JULY 2014.
Safety is the system property that is necessary and sufficient to
ensure that the number of events that could be harmful to
workers, the public, or the environment is acceptably low.
Source: Besnard & Hollnagel (2014)
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Security

“A sub-set of safety, which deals with protection against
threats (with an intent)”. Source: Liwång (2015)
“Capability of the CB (Computer Based) system to protect information and data so that unauthorized persons or systems
cannot read or modify relevant data or perform or inhibit control actions, and authorized persons or systems are not denied
access [Source: ISO/IEC 12207[2]:2008, 4.39, modified in
Cyber-enabled ships. Lloyd’s Register, First edition, February
2016].”

Ship

A vessel, especially a large oceangoing one propelled by sails
or engines. Source: Webster’s Encyclopedic Unabridged Dictionary of the English Language. Gramercy Books, Random
House Value Publishing, Inc., Avenel, New Jersey, 1996.

Smart ship

A manned ship with higher level of automation (than modern,
contemporary ships in 2015) giving the officers Sense and Decision making assistance.
“A marine asset built with significant automation in systems,
system monitoring and management, and data communications. Automation provides labor-saving methods; human
augmentation and error-checking; multiple simultaneous system control and management; and data reporting to enable
better and faster decisions. A smart ship may have entirely automated, or even autonomous, processes that operate without
significant human intervention.” Source: Reilly, G., Jorgensen,
J. (2016)

Smart vessel

Manned vessel with higher level of automation (than modern,
contemporary vessels in 2015) giving the officers Sense and
Decision making assistance.

Socio-technical systems
The family of systems studied here which include technology,
but also interaction between people and technology. Source:
Liwång (2015)
Software

All or part of the programs, procedures, rules and associated
documentation of an information-processing system.
[SOURCE: ISO 2382-1:1993]

Special personnel
Special personnel means all persons who are not passengers or
members of the crew or children of less than one year of age
and who are carried on board in connection with the special
purpose of that ship or because of special work being carried
out aboard that ship. Wherever in this section the number of
special personnel appears as a parameter it shall include the
number of passengers carried on board.
Source: Ships, Part 6 Additional class notations, Chapter 5
Equipment and design features. DNVGL, RULES FOR CLASSIFICATION,
Edition
July
2016,
available
at
“https://rules.dnvgl.com/docs/pdf/DNVGL/RU-SHIP/201607/DNVGL-RU-SHIP-Pt6Ch5.pdf”, visited 2016-07-20.
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System

A set of elements in interaction. Source: von Bertalanffy,
(1945). Note! Other definitions also exist.

System design System design is the design of the total system so that it serves
its intended purposes or missions. Source: Morgan (1963).
Task

The smallest indivisible part of an activity when it is broken
down to a level best understood and performed by a specific
user. [SOURCE: BS 4778]

“The three laws of robotics “ (by Asimov)
A set of rules created by the science fiction author Isaac Asimov and introduced in a short story "Runaround". However,
some ideas related to these rules, or laws, had been developed
in a few of his earlier stories. The Three Laws, quoted as being
from the "Handbook of Robotics, 56th Edition, 2058 A.D.",
are:
0. A robot may not harm humanity, or, by inaction, allow humanity to come
to harm.
1. A robot may not injure a human being or, through inaction, allow a human being to come to harm except where such orders would conflict with
the Previous Law.
2. A robot must obey the orders given it by human beings except where
such orders would conflict with the Previous Laws.
3. A robot must protect its own existence as long as such protection does
not conflict with the previous Laws.

The zeroth law was added later on by Asimov, to precede the
other laws. Sources: Dhillon (1991), Wikipedia (2016)
Threat

“A person or organisation (with intent) that potentially can
threaten operational values such as human life, health, property or freedom of action. Source: Liwång (2015)

Unmanned ship
“Unmanned ships have no crew onboard, but may be under
autonomous or remote control. Most visions of unmanned
shipping involve a mix of autonomous systems and remote
control by humans.” Source: Bertram (2016)
“Unmanned ships can be either remote controlled or autonomous. In practice they will have to be both.” Source: Levander
(2016)
Validation

Confirmation, through the provision of objective evidence,
that the requirements for a specific intended use or application have been fulfilled. [SOURCE: ISO 9000:2000]. Note 1 to
entry: Validation demonstrates that the PES, before or after installation,
meets the requirements for the PES.

Determination that an item (system) is suitable for the intended service. Source: ABS, GUIDE FOR SYSTEMS VERIFICATION, JULY 2014.
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Verification

Confirmation, through the provision of objective evidence,
that specified requirements have been fulfilled. [SOURCE: ISO
9000:2000] Note 1 to entry: In the context of this International Standard, verification is the act of demonstrating that deliverables for a specific
life cycle stage meet the inputs to that stage.

Determination that an item (system) meets the specified criteria. Source: ABS, GUIDE FOR SYSTEMS VERIFICATION,
JULY 2014.
Vessel

A craft for travelling on water, now usually one larger than an
ordinary rowboat; a hip or boat.

Zero-level-risk A state of safety, which does not have any risk at all.
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APPENDIX I
Ship types (The world merchant fleet in 2014. Equasis statistics28)


Source available at: “http://www.emsa.europa.eu/implementation-tasks/equasis-astatistics/item/472.html”, visited 2016-08-02
28
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1. General Cargo Ships

Crude Oil Tanker

Deck Cargo Ship

Oil Products Tanker

General Cargo Ship
Palletized Cargo Ship

7. Gas Tankers

Passenger/General Cargo Ship

CO2 Tanker

Refrigerated Cargo Ship

Combination Gas Tanker
LNG Tanker

2. Specialized Cargo Ships

LPG Tanker

Barge Carrier
Heavy Load Carrier

8. Other Tankers

Livestock Carrier

Asphalt/Bitumen Tanker

Nuclear Fuel Carrier

Bunkering Tanker
Caprolactam Tanker

3. Container Ships

Edible Oil Tanker

Container Ship

Fruit Juice Tanker

Passenger/Container Ship

Latex Tanker
Molasses Tanker

4. Ro-Ro Cargo Ships

Vegetable Oil Tanker

Container Ro-Ro Cargo Ship

Water Tanker

Ro-Ro Cargo Ship

Wine Tanker

Vehicles Carrier
9. Passenger Ships
5. Bulk Carriers

Passenger (Cruise) Ship

Aggregates Carrier

Passenger Ship

Bulk Carrier

Passenger/Landing Craft

Bulk/Caustic Soda Carrier

Passenger/Ro-Ro Cargo Ship

Bulk Dry Storage Ship
Bulk/Oil Carrier
Cement Carrier
Limestone Carrier
Ore Carrier
Ore/Oil Carrier
Powder Carrier
Refined Sugar Carrier
Self-Discharging Bulk Carrier
Wood Chips Carrier

6. Oil and Chemical Tankers
Chemical Tanker
Chemical/Oil Products Tanker
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10. Offshore Vessels

Training Ship

Accom. Offshore Supp. Vessel

Trans-Shipment Vessel

Drilling Ship

Utility Vessel

FSO, Oil

Waste Disposal Vessel

Mining Vessel

Work/Repair Vessel

Offshore Processing Ship
Offshore Supply Ship

12. Tugs

Offshore Support Vessel

Pusher Tug

Offshore Tug/Supply Ship

Tug

Pipe Burying Vessel
Pipe-Layer

13. Other (Out of the scope)

Production Testing Vessel

Anchor Hoy

Standby-Safety Vessel

Cable Repair Ship

Supply Vessel

Coal/Oil Mixture Tanker

Well-Stimulation Vessel

Crewboat
Exhibition Vessel

11. Service Ships

Fish Carrier

Buoy/Lighthouse Vessel

Fish Factory Ship

Cable-Layer

Fishing Support Vessel

Crane Ship

Fishing Vessel

Dredger

Landing Craft

Fire-Fighting Vessel

Launch (unspecified)

Hopper Dredger

Live-Fish Carrier

Hospital Vessel

Mooring Vessel

Icebreaker

Motor Hopper

Kelp Dredger

Pearl Shells Carrier

Patrol Vessel

Sail Training Ship

Pilot Vessel

Sailing Vessel

Pollution Control Vessel

Seal-Catcher

Power Station Vessel

Trenching Support Vessel

Research Vessel

Urea Carrier

Salvage Ship

Unknown

Search & Rescue Vessel

Vessel (function unknown)

Tank-Cleaning Vessel

Whale-Catcher
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Appendix II
Table 3.5 Risk matrix frequencies & consequences as applied in (Munin D9.2)
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Table 3.6 Hazard indentification and risk assessment (Munin D9.2)
3.6.1. Voyage / Shore control centre (6 hazards, 2 of which have at least one red alert)
Hazard

RI/Hum
an

RI/Materia
l

RI/Envir
on

5. Human error in remote monitoring and control (e.g.
through situation unawareness, data misinterpretation, SCC
capacity overload) - collision

10

10

9

6. Human error in remote maintenance (e.g. through situation unawareness, data misinterpretation, SCC capacity
overload) - foundering/loss

6

10

8

(Note! These risk values, see Table 3.5, are reported in Munin D9.2)

3.6.2. Sailing (12 hazards, 7 of which have at least one red alert)
Hazard

RI/Hum
an

RI/Materia
l

RI/Envir
on

7. Foundering in heavy weather

4

8

6

8. Collision in low visibility

9

9

8

9. Collision with conventional ships in heavy traffic

9

9

8

10. Grounding after propulsion failure

5

8

8

11. Collision after sensor failure

9

9

8

14. Collision with floating objects

6

8

6

16. Embarkation and disembarkation of crew at a rendezvous point – injury

8

5

5

(Note! These risk values, see Table 3.5, are reported in Munin D9.2)

3.6.3. Observation (8 hazards, 2 of which have at least one red alert)
Hazard

RI/Human

RI/Material

RI/Environ

19. Failure in detection of small objects - fail to observe
castaway/wreckage

9

6

6

23. Failure in detection of semi-submerged towed or floating devices (e.g. seismic gauges, fishing trawls or nets)

5

8

5

(Note! These risk values, see Table 3.5, are reported in Munin D9.2)
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3.6.4. Safety / emergency (7 hazards, 2 of which have at least one red alert)
Hazard

RI/Human

RI/Material

RI/Environ

30. Fire loss of ship or systems

5

8

6

32. CO2 application for firefighting purposes might compromise safety of individuals on board - stowaways

8

6

5

(Note! These risk values, see Table 3.5, are reported in Munin D9.2)

3.6.5. Security (7 hazards, 3 of which have at least one red alert)
Hazard

RI/Human

RI/Material

RI/Environ

37. Jamming or spoofing of AIS or GPS signals - collision
with other ship

8

8

8

38. Jamming or spoofing of communications, hacker
attack, also on SCC (e.g. in case of pirate or terrorist
attack) - collision with other ship

8

8

8

39. Hacker attack on system as above - grounding in
critical areas (port appr.)

7

9

(Note! These risk values, see Table 3.5, are reported in Munin D9.2)

3.6.6. Crew / passenger (none: 0 hazards!)
Note: No hazards identified in this topic in MUNIN, but this may be quite otherwise in other projects with
other ship types, like in project AAWA WP2.

3.6.7. Cargo / stability / ship strength (4 hazards, 2 of which have at least one red
alert)
Hazard

RI/Human

RI/Material

RI/Environ

41. Loss of intact stability due to unfavourable ship responses (e.g. to waves)

6

10

8

42. Loss of intact stability due to shift/liquification of
cargo

5

9

7

(Note! These risk values, see Table 3.5, are reported in Munin D9.2)

3.6.8. Technical (11 hazards, 5 of which have at least one red alert)
Hazard

RI/Human

RI/Material

RI/Environ

44. Sensor failure - loss of control

7

8

7

46. Temporary Loss of electricity (e.g. due to black-out)
- loss of control

6

8

6

48. Failure of ship's IT structure (e.g. due to fire in the
server room) - no control

6

10

8

50. Total loss of propulsion

4

8

4

52. Total loss of rudder function

4

8

4

(Note! These risk values, see Table 3.5, are reported in Munin D9.2)
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Appendix III
Task analysis of evacuation activity with implications of reduced crew
Task in evacuation activity

Generally challenging aspect
and/or an issue that has gone
wrong according to accident
reports

Safety/design implication
with reduced crew size

Initiative to can be delayed if the
commander is not on the bridge1;
bridge watch alarm (BNWAS) has
been disconnected2

Reduction in lack of redundancy:
lack of bodily feeling & local situation awareness;

2. Assessing emergency situation

Decision making under stress can be
compromised/delayed

(same as above)

3. Weighing options and selecting
between them
a. Decision on whether and
how to evacuate
b. Decisions on other activities
(medical care, passenger
guidance, extinguishing
fire…)

Decision making under stress can be
compromised/delayed; crew members may prefer their own survival
over passenger safety3,4; in real life
not one clear option but hesitation
and change of mind1

(same as above); more varied and
specific emergency plans probably needed

4. Decision on whether to abandon
the ship or not

Abandoning the ship may cause loss
of lives5,6 rather than safe depart to
lifeboat or -raft

(same as above); evaluating
whether the ship might capsize or
sink could be challenging remotely.

Was not made promptly e.g. during
the Estonia accident (this is a controversial claim found online, cannot
find confirmation for this in accident
report7)

Significant reduction; could be
mitigated with automation

6. General communication
with/among the crew
a. Emergency signals via
loudspeaker
b. Radio and direct communication

Has not always been efficient (consider the case of bartender calling the
bridge himself1)

Significant reduction;

7. Distribution of tasks for the crew;
task-groups:
a. Man over-board rescue activity
b. Medical care
c. Fire fighting
d. Passenger guidance, etc.

Are there crew members enough to
take care of every task simultaneously?

More challenges with

8. Informing the passengers via loudspeaker
a. Automatic signals
b. Spoken communication

Loudspeakers have not reached all
passengers due to noise, technical
reasons and language barriers1; Took
long (13 minutes) in Isabella grounding event to initiate general alarm1

Possible reduction – providing
accurate information more challenging and information distributes via unofficial routes1

Decision making
1. Identifying emergency situation

Communication
5. Communication to other ships and
authorities
a. SART: Manual or automatic
distress beacon
b. VHF-radio
c. Flares

9. Interacting face-to-face with the
passengers
a. Guiding towards evacuation systems (e.g., chutes,
slides)
b. Helping with safety gear
(and clothing)
c. Reduction of stress by
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Considering challenging passengers8:
•
Panicked
•
Intoxicated
•
Disabled
•
Sick / wounded
•
Those without common

a diminished crew size

Significant reduction; new technological solutions might somewhat mitigate the reduction in capability

calming

tongue with the crew;
Passengers’ spontaneous activity
can beneficial (e.g. when selecting
warm clothing9) or hindrance (e.g.,
when actualizing safety plan but not
current safety orders1). Providing
factual information for passengers
considered important for calming10

Manual tasks
10. Preparing the evacuation system
(chutes or slides) (if not direct
boarding to life rafts)
11. Preparing the lifeboats

Not always successful
(e.g. lack of installing the drain
plug)11

12. Lowering the lifeboats and/or
rafts

Significant reduction; increased technical preparedness required

Dangerous process with people
inside, loss of lives even in drills12

Significant reduction; robust technical
solutions required

Has involved technical problems12

Significant reduction; increased technical robustness required

13. Loading the lifeboats and/or
rafts
•
Transferring disabled passengers with stretchers
14. Unhooking the lifeboats/rafts
15. Other tasks (e.g., fire extinguishing)

Significant reduction; increased technical preparedness required

General tasks on-board lifeboats/rafts
16. Commanding the safety vessel
•
SOLAS would require a
vice-commander on lifeboats
17. Making an inventory and use of
safety equipment

Significant reduction; new technical
solutions would be needed

18. Using the lifeboat motor

(same as above)

19. Navigating the lifeboats

(same as above)

(same as above)
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Appendix IV
Cognitive model of decision making regarding abandoning the ship, with
sources of information and design implications considered
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Note: * Practical meaning could be better felt onboard rather than with sensors.
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