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Implanted electrodes at the scalp or beneath skin provides an efficient substitute
to wired electrodes in order to measure frequency and seizure location for patients
suffering from severe epilepsy. A efficient wireless communication system can deliver
an improved set of measurement results and can assist with ease for patients.
This work aims at implementation of efficient protocol to achieve wireless data
transmission and to gain a digital control over communication between the medical
sensor implant and the EEG monitoring device. The system is based on inductive
powering and inductive coupling for implantable devices. The inductive link
uses mutual inductance of two coupled coils of RFID tag and an external reader
and it consumes less electrical power than conventional radio systems which also
removes the need of batteries. The operation to transmit data through wireless
inductive link communication comprise transmitting RFID reader signals, receiving
RFID response signals and determining range of RFID implanted device. The
operation is achieved by digitally controlling communication between implanted
RFID tag and external reader. The implemented digital system consist of four
digital blocks including a First in First Out (FIFO), a Cyclic Redundancy Check
(CRC) error detection and single bit error correction block, a FMO encoder block
and a state logic block. The system is implemented on XILINX Zc706 FPGA
board which serves as a controller to digital inductive transceiver and is tested
using UART communication between PC and implemented inductive transceiver
on FPGA. The objective is to achieve high data rate and to minimize error rate
in the communication to build a very high speed and high performance system.
High speed enables the continuous EEG data monitoring from brain without data
overlapping while error free data ensures correct data communication which is very
critical in EEG signals monitoring.
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Ihon alle implantoidut elektrodit tarjoavat epilepsiapotilaille tehokkaan vaihtoehdon tavanomaisille langallisille elektrodeille epilepsiakohtauksien taajuuden ja
sijainnin mittauksessa. Tehokas langaton tiedonsiirtojärjestelmä voi toimittaa
mittaustulokset ja edistää potilasmukavuutta.
Tässä työssä pyritään toteuttamaan tehokas protokolla tiedonsiirtoon ja digitaaliseen ohjaukseen langattoman anturi-implantin ja aivosähkökäyrää seuraavan
ulkoisen vastaanottimen välille. Järjestelmä pohjautuu induktiiviseen tehonsiirtoon
ja induktiiviseen kytkeytymiseen. Induktiivinen linkki käyttää kahden RFID-kelan
keskinäisinduktanssia tiedon- ja tehon yhtäaikaisessa siirrossa, mahdollistaen tavanomaista radiojärjestelmää pienemmän tehonkulutuksen ja paristottoman laitteen.
Tiedonsiirto sisältää RFID-lukijan komentojen lähetyksen, RFID-vastauksien vastaanottamisen ja implantoidun RFID-laitteen etäisyyden päättelemisen. Näitä
toimintoja hallitaan digitaalisella ohjauksella. Toteutettu digitaalinen järjestelmä muodostuu neljästä osasta: FIFO-puskurista, CRC-virheentunnistuksesta ja
yksibittisestä CRC-virheenkorjauslogiikasta, FM0-enkooderista, ja tilakoneesta. Järjestelmä on toteutettu XILINX Zc706 FPGA-alustalla, joka toimisi ohjausyksikkönä
induktiiviselle järjestelmälle. Testauksessa FPGA-alustaa ohjattiin tietokoneella
UART-sarjaportin kautta. Tavoitteena on saavuttaa nopea tiedonsiirtonopeus ja
minimoida virheiden määrä korkean suoritusasteen järjestelmän rakentamiseksi.
Nopea tiedonsiirto mahdollistaa jatkuva-aikaisen vastaanottamisen ilman uudelleenlähetystä, ja virheettömyys takaa aivosähkökäyrämittauksessa kriittisen tiedon
säilymisen siirron aikana.
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Introduction

For treatment of patients suffering with severe epilepsy, electrodes are placed at
the scalp to measure frequency and seizure location known as electroencephalogram
(EEG) [1]. Placement of electrodes require patients to be at hospital which offers
relatively less time for monitoring and also causes discomfort for patients. The
proposed solution is to use implanted electrodes with ultra-low power sensor electronics
and data transmission that enable patient monitoring for longer period away from
hospital [2]. It also enables patient to continue daily activities while system can
monitor uninterruptedly. Implanted electrodes would require wireless communication
mechanisms to measure the EEG of the brain thereby eliminates the need to use
wired electrodes.
The work aims at the implementation of efficient protocol to achieve wireless
data transmission and to gain a digital control over communication between the
medical sensor implant and the EEG monitoring device. The system is based on
inductive powering and inductive coupling for implantable devices. The inductive
link uses mutual inductance of two coupled coils of RFID tag and an external reader
and it consumes less electrical power than conventional radio systems which also
removes the need of batteries [3]. The operation to transmit the data through wireless
inductive link communication comprise transmitting RFID reader signals, receiving
RFID response signals and determining the range of RFID implanted device from
the fixed device using the response signals [4]. The operation is achieved by digitally
controlling the communication between implanted RFID tag and external reader.
The implemented digital system consist of four major digital blocks [4]: (1)a
First in First Out(FIFO) circular buffer to maintain high speed data rate, (2)a
Cyclic Redundancy Check(CRC) error detection and single bit error correction block
reduce the possibility of error in data transmission, (3)a digital FMO encoder block,
encoding the data before transmission, (4)a state logic block that provides control to
all other digital blocks. System is implemented on XILINX Zc706 FPGA board which
serves as a controller to digital inductive transceiver and is tested using the UART
communication between the PC and implemented digital transceiver on FPGA. The
digital inductive transceiver is based on EPC C1G2 protocol using the external
reader device and an implantable sensor device. The objective is to achieve high
data rate and to minimize the error rate in the communication to build a very high
speed and high performance system. High speed enables the continuous EEG data
monitoring from brain without data overlapping while error free data ensures correct
data communication which is very critical in EEG signals monitoring.
The objective from the external reader device is to provide standard control
mechanism for communication exchange with the implanted sensor. Also it should
be able to detect the error in the received data. The external reader should be able
to correct the single bit error in the received data. Objectives from implanted sensor
device is to received the EEG digital data from measurement front end of implanted
sensor and transmit the data to an external reader through wireless communication.
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The implanted sensor device must reply the control commands sent by external
reader. The implantable sensor is required to have error detection and single bit error
correction to be able to receive the correct commands from external reader. Implant
side data transmission mechanism should not overlap the data during transmission
to external reader.
In this work the following technical challenges are addressed.
• The implantable systems will transfer the data to an external reader at 640
kb/s.
• The implantable system will retrieve the data from ADC of Measurement Front
End at 16 kHz with 10 bit resolution.
• The packet size for data transmission is 240 bits of data per communication
cycle.
• The system should use the standard error detection mechanism by including
CRC16 as defined by EPC C1G2 protocol.
• The developed system is to be implemented in 28nm process.
The organization of this book is as follows. Chapter 2 introduces the relevant
theory and background of the low power biomedical implant sensor device and the
theory related to design of RFID communication systems. Chapters 3 presents the
design steps followed in present work to build a efficient communication system. The
communication system key performance parameters are measured and analyzed in
chapter 4. The work is concluded in chapter 5.
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Background

In order to deliver energy, initially implanted devices were interfaced thorough
the skin using wires. The method of powering is cumbersome due to movement
restrictions of the patients and the chances of infection [5]. Adding batteries to the
implanted devices is also prohibitive as it increase the size of the implanted device
and limits the possible implant locations. The possible solution could be energy
harvesting but that requires the use of external environment as a energy source which
is unavailable in case of implanted devices. The use of antenna in implanted device
and external device and the transmission of energy to the implant through wireless
communication appears to be better solution. However safety parameters and power
efficiency requires that the operational frequency should be below 10 MHz due to
biological tissue absorption loss [6]. The constraints requires the size of required
antenna with the implanted device to fulfill the electromagnetic radiation frequency
become too large to be implanted [7].
The promising solution is the inductively powering of implanted devices. Inductive
link is established by using a pair of coils, one is placed inside human body with the
implanted device and other is placed outside human body with the external device
which forms a loosely coupled transformer, known as inductive link. Electromagnetic
field is created by the external coil which produces current in the implant coil and thus
transferring power to the implant coil. Thus inductively powered medical implants
can be described as bio medical electrical sensor devices that are powered from a
external radio device by means of inductive coupling [8]. Figure 1 presents the
commonly used topology in inductively coupled medical implants.
IMPLANT

READER

Measurement
Front End

Radio
Front End

Radio
Front End

Control Logic

Microcontroller

Power
Extraction

Power
Extraction

PC

Figure 1: Medical Implant Sensor Measurement System Block Diagram [6].
The challenge of using inductive coupling in power transfer to medical implants
is the regulations limiting the allowed radio power absorbed to a tissue mass, called
specific absorption rate. In order to guarantee human safety, the power transmitted
from the external unit must comply with safety standards and must not exceed
10mW/cm2 [9].
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In addition to power delivery and communication, the implanted devices have
various building blocks required for successful monitoring of bio medical signals.
Measurement Front End is used for different bio potential measurements. Electroencephalogram(EEG) measures the electrical potential fluctuations of brain. Typical
bandwidth of EEG signals is from 0.5Hz to 100Hz [10]. The measurement front end
measures biopotential signals of the interest. The low amplitude biopotential signals
measured with electrodes on the scalp ranges between 10 µV and 100 µV [6]. If
the electrodes are placed under the skin then the amplitude is increased upto 10
mV [6]. Measurement front end should be selective and sensitive for desired signals
with very low amplitude. It mainly consist of a reference electrode per measured
channel, preamplifiers, filtering of signals, post amplifiers and signal acquisition with
Analog to Digital Converter [6].
Same inductive link which is used for power transfer can be used for bidirectional
data transmission between the implant and the external device [11]. In present
work the targeted data transmission is bidirectional where the implanted device is
named as RFID tag and the external device is named as external reader. Variety of
communication methods has been used in previous works. Choosing the preexisting
protocol with predefined performance and commercially available front ends makes the
design cycle of communication front end of system less complex. Table 1 presents the
common RFID Communication protocols and the associated frequency bandwidths.
Table 1: Commonly used communication standards and protocols [12].

Frequency-range
30 kHz to 300 kHz
3 MHz to 30 MHz

300 MHz to 3000 MHz

Bandwidthdescription
Low Frequency (LF)

Standard/Protocol

ISO 18000-2
ISO 18000-3
ISO 14443
High Frequency (HF)
ISO 15693
EPC Global Class-1 HF
EPC global gen2
Ultra High Frequency
EPC global class-0,class-1
(UHF)
ISO 18000-4

The focus of present work is in passive RFID tags that receive the required energy
from external reader. Tags are compliant with EPC class 1 generation 2 protocol.
The protocol defines the logical and physical requirements for passive backscatter.
External reader talks first and the RFID tag replies. The protocol can be used with
865 MHz frequency and a selection of off-the-shell front ends for both the implanted
RFID tag and external reader are available. Communication protocol for EPC C1G2
is suitable choice for implant communication and support continuous data rate upto
640 kbit/s.
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The design steps of communication protocol for implantable sensor device follow
the Open System Interconnection model (OSI) which gives the conceptual illustration
of data communication [13]. The model has hierarchical structure and is based on
layers of communication which defines the communication link between RFID tag
and external reader. Communication layers define the communication requirement
between the two ends of communication. Each layer specified in Figure 2 is dependent
on the previous layer.
Transmit Data

Received Data

Application Layer
Presentation Layer
Session Layer
Transport Layer
Network Layer
Data Link layer
Physical Layer

Physical Link

Figure 2: The seven layer communication model [14].
Physical layer is the lowest layer which carry the signals for all higher layers.
It provides the Data encoding which modifies the digital pattern of 1s and 0s to
aid in frame and bit synchronization and to better transmit data according to
physical medium characteristics. Physical layer defines the physical states for 1 and
0 respectively. Also it determines how the receiving end of RFID communication
identifies the start time of a bit and frame transmission delimiters. Physical layer
represents the volts/db requirements for a signal state in the medium of transmission.
It describes the mechanical, electrical and functional interface to the physical medium.
The physical interface between RFID tag and external reader requires antenna to be
connected with the RFID interface between two ends of communication [15].
Data Link layer is responsible to establish the data block transmission and is
dependent on physical layer because it cannot be created unless physical interface is
established between RFID tag and external reader. It provides the error free transfer
of data over the physical layer from one node to another node. Frame sequencing to
transmit and receive data and frame error checking to ensure error free communication
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happens in data link layer. Data link layer frame acknowledgement detect and recovers
from errors that occur in physical layer by introducing re transmission of data or
error correction scheme in RFID communication scheme [13].
After physical and Data layers, next layer is Network layer. In RFID communication network layer is not used, as communication in RFID is point to point and
there is no intermediate user of transmitted data and it can be skipped in RFID
communication protocol [15]. Transport layer is used in systems where complex link
between the end users is required as in case of keeping tracking of data which is not
used in RFID systems as no complex link between the end user are required in RFID
systems.
Session layer starts the communication round between the two ends of communication and it is responsible for processes such as termination or resending of
data. Session establishment, maintaining the communication and terminating the
communication represents a single session [13].
Presentation layer encrypts the data to be presented to application layer. It
translates the received data from RFID to a encrypted form that is readable by
network and it can be named as translator for network [15]. The application layer is
the interface to the user and is responsible for carrying the received data from RFID
tag to Network visual terminal.
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RFID communication Architecture Implementation
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Figure 3: Proposed RFID tag architecture design.
The proposed system has been designed to send and received data in an implantable device. The architecture retrieve the digital data from measurement front
end through 16 to 32 number of channels. In order to transmit the data in continuous
manner and with constant data rate, the First In First Out (FIFO) buffer is proposed
in the architecture. The error block appends the redundant bits with the digital
data to ensure error detection at data receiving end. The EPC C1G2 protocol
proposes the encoding schemes to avoid data corruption during transmission [16].
The architecture ensures that the digital base-band signal is mixed with carrier wave
signals to modulate before actual data transmission.
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While receiving the data from external reader the implant architecture proposes
the demodulation in the proposed architecture. The demodulation is carried out
using the envelope detector block which detects the received envelope and translates
that into corresponding bits using comparator block. To ensure the validity of
received bits the error detection and error correction block are added to the proposed
architecture. The correct data is received at the controller which decides according
to the the state logic control mechanism to either start, stop or terminate the EEG
data transmission to external reader.

3.1

Physical layer of Communication

Physical layer defines the data encoding methods in digital communication. Data encoding modifies the digital pattern of 1s and 0s to transmit the data over transmission
medium.
3.1.1

Data Encoding In Digital wireless Communication

Binary data transmitted between passive RFID tag and external reader is encoded
into a stream of symbols prior to transmission. Although there are variety of data
encoding schemes that are available for wireless data communication but the power
limitation in passive RFID brings constraints on data encoding choice. The different
characteristics of uplink communication from RFID tag to external reader and
downlink communication from external reader to RFID tag is due to very limited
power source of passive RFID tag and virtually unlimited power resource for the
external reader [17]. That requires different encoding schemes for downlink and
uplink communication to achieve optimal performance.

Radio Wave
Transmit
antenna
current

Received
antenna
current
Backscattered
Signal

Radio Wave

Backscattering
Encoded
Signal

1

0

0

1

0
transistor On
transistor o

MODULATING
ENCODED
SIGNAL

Figure 4: Backscattering encoded signal phenomenon.
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The data transmission from passive RFID tag to an external reader is achieved
by backscattering, which modulates the termination resistance of antenna of the
RFID tag [18]. The antenna termination resistance determines the zero reflection
or full reflection. By detecting the presence of reflected wave, the external reader
determines that weather the received data is binary 0 or binary 1.
In data communication there are two major techniques that defines the selection of
encoding mechanism. These two techniques are AC coupling and clock data recovery.
Both of these technique improve the transmission based on single basic principal
of DC Balance [19]. The aim of introducing DC balance in data transmission is to
achieve the number of logical 1 equal to that of logic 0 for a series of binary data
which leads to zero mean signals and the receiver only detects the actual signal
variation without taking care of DC level shift that makes the receiver architecture
more efficient and feasible. At higher frequency the signals with higher transition
are obtained and clock extraction is also possible at receiver end [20].
3.1.2

RFID Downlink Communication Encoding

EPC class 1 generation 2 UHF RFID protocol use pulse interval encoding with the
objective to maximize the power flow from interrogators to tags during transmission of
data. Manchester encoding and Pulse Interval Encoding (PIE) are popular encoding
schemes from external reader to RFID tag communication. These encoding schemes
are transition based and self clocked which greatly reduce the complexity of the
synchronization circuitry required in tag which has already very low power available.
So if the data rate is twice then sufficient clock information can be recovered from
the data stream and separate clock is not needed in RFID tag.
_
_
1.5Tari<data-1
<2.0Tari
_ _
0.5Tari<x<Tari

Tari
PW

PW

data-0
data-1
Figure 5: PIE symbols [16].
Pulse Interval Encoding (PIE) for binary 1 and 0 is represented by active high
pulse that is followed by a fixed width space called Pulse Width. The length of the
pulse determines that either 1 or 0 is encoded which makes the time period different
for each value. PIE encoding is based on the minimum pulse duration known as Type
A Reference Interval(TARI) and is named after the ISO 18000 reference interval [16].
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Binary 1 is represented by pulse of duration 2T prior to following pulse while binary
0 is represented by pulse of duration T prior to following pulse [21]. PIE encoding is
used so that there is definite radio frequency energy from the reader to power the
RFID tag. The operational power of passive RFID tags is harvested from the RF
waves emitted by external reader. The power source should be continuous and it is
necessary to maximize the interval of binary 1 and binary 0 to maximize the power
floating from external reader to RFID tag [22]. The disadvantage of PIE encoding is
the data rate is dependent on the data due to different interval duration of binary 0
and binary 1 and the stream of 0 is transmitted at a higher data rate than stream of
1. EPC C1G2 Protocol uses PIE encoding for down link transmission from external
reader to a RFID tag.
3.1.3

RFID Uplink Communication Encoding

Communication from RFID tag to external reader is termed as uplink communication. EPC Class 1 Gen 2 RFID protocol set two encoding schemes for up link
communication. The encoding schemes are based on trade off between high data
rate and data reliability. The two encoding methods elaborated by EPC protocol for
up link communication are Miller encoding and FMO encoding. In Miller encoding
the binary 1 is represented by transition from high to low or low to high in the
middle of clock cycle while binary 0 is represented by continuous of logic state of
1 over clock cycle. The transition takes place at start of each clock cycle if the
sequence of binary zero occurs. Miller encoding is also termed as Miller sub carrier
encoding as Miller sequence might consists two, four or eight sub carrier cycles per
bit, which enables optimization of range, speed and bandwidth by adjustment of the
modulation encoding. Bit rates ranges from 5 to 320 kbps for miller encoding [23].
FMO encoding is the fixed period encoding. ISO 18000 standard sets the possible
discrete values of data rate achieved by FMO encoding. These discrete values are
160,256,320 and 640 Kbps [23].

CLOCK CYCLE

INPUT

0

1

1

0

FMO CODE

Figure 6: FMO encoding.

1

0

0
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Table 2: Truth table represent possible FMO encoder states.

Reset
1
0
0
0
0
0
0
0
0

Input
–
0
1
0
1
0
1
0
1

Current State
–
00
00
01
01
10
10
11
11

Next State
00
10
11
01
00
10
11
01
00

The EPC C1G2 Protocol uses the same discrete values as set by standard. Thus
use of Miller encoding provides a slower maximum data rate than FMO encoding but
the miller encoding is more resistant to interference than FM0 encoding. In noisy
environment slow bit rate is preferred whereas in interference free environment faster
data rate can be achieved by FMO encoding [23]. The targeted data rate mentioned
in objective of present work was set to 640 kbps which is only achieved by FMO
encoding as defined by standard. Thus FMO encoding is selected for very high speed
data transmission between RFID tag and the external reader.
FMO encoding consists of former half cycle and later half cycle of clock. Both
half cycles of clock are aligned to obtain the logic 1 of the clock and logic 0 of the
clock. In FM0 encoding, a binary 1 is represented by constant voltage occupying
the entire window and a binary 0 is represented by a transition in the middle of
the bit window [23]. FM0 inverts the phase phase at the boundary of each symbol
to achieve the DC balance and to maximize number of transitions in the data to
improve backscattering performance.
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3.2

Data Link Layer of Communication

Data Link layer is dependent on physical layer because it cannot be created without
the physical interface is established between RFID tag and external reader [24]. It
provides error free transfer of data over the physical layer from one end to another
end. Frame error checking to ensure error free transfer of data happens in data
link layer. Frame sequencing to transmit and receive data and frame error checking
to ensure error free communication happens in data link layer [15]. Also frame
delimiting, which is the indication of start of transmission by adding bit sequence in
the beginning of frame is determined by data link layer of RFID communication.
3.2.1

Data Link Layer Frame Structure Definition

Framing divides the bits stream into smaller blocks called frames. Frame makes it
easier to determine if something goes wrong and to fix if the correction is required [25].
Framing wraps the actual payload with the additional information which contains
information about addressing and also include checksum to detect any error in data
transmission. Frames can be variable length frames, fixed length frames and clock
based frames [25]. Fixed length frame ease the implementation of FIFO buffers
which allows reading from FIFO buffers when data equal to one frame size is written
inside FIFO buffer memory array and are simpler to implement. The fixed length
frames are not well suited for small payload size as they occupy a larger memory
space. Variable length frames are used to avoid overhead but they require a complex
system at receiving end in order to decode the variable length frames correctly.
Clock based frames requires no extra bit in data stream but does require tight clock
synchronization between sender and receiver [25]. The targeted frame in the present
work are of fixed length frame structures.
3.2.2

RFID Uplink Communcation Frame Structure

The communication between RFID tag and external reader is carried out with the
defined frame structure. The Frame structure is defined by delineating the frames [25].
The external reader needs to know that when the frame starts and when does it
ends. Otherwise error may occur due to misinterpretation of data stream. Thus the
start of frame(SOF) bits are added at the beginning of actual payload and end of
frame(EOF) bits are added at the end of payload before transmission so that the
frame wraps the payload with additional information.
To External Reader
Preamble

SOF

Payload

Error Check Bits

EOF

Figure 7: RFID tag to external reader communication frame structure.
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The figure 7 depicts the frame structure definition for the communication of data
from RFID Tag to an external reader.
Table 3: Block length definition of RFID upwnlink communication frame structure.

Frame

Data Size(Bits)

Preamble

8

SOF
Payload
Error Detection
EOF

8
240
16
8

3.2.3

Purpose
Synchronization Between
External Reader and
RFID Tag.
Start Of Frame.
Actual Data Bits.
CRC16.
End Of Frame

RFID Downlink Communcation Frame Structure

The external reader talks first in passive RFID communication. Thus the communication starts with the command from reader to tag. In Downlink Communication the
frame structure is similar to as of uplink frame. The difference is in the flags set by
RFID tag and the external reader. RFID tags set the status flags while the external
reader sets the control flags [16]. Figure 8 depicts the frame structure definition of
commands send by external reader to RFID tag.
To RFID Tag
Preamble

Command

Figure 8: External reader to RFID tag communication frame structure.

Table 4: Block length definition of RFID downlink communication frame structure.

Frame

Data Size(Bits)

Preamble

8

Command

8

Purpose
Synchronization Between
External Reader and
RFID Tag.
Query Command
Acknowledge Command
Handle Command.
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With the frame structures definition for both uplink and downlink RFID communication, still there is possibility of misinterpretation of frame boundaries due to frame
length corruption or drift in clock cause confusion in frame boundaries. The data
inside the frame may also be corrupted due to bit errors caused by noise, hardware
failure or software failures. Thus error detection mechanism is required to ensure
correct reception of data and error correction mechanism to avoid retransmission of
data over the physical communication layer.
3.2.4

Error Correction in Digital Data Communication

Digital wireless channels are prone to errors due to high speed binary data transmission
between RFID tag and the external reader. These error cause the changes in bit
pattern of binary data. The transmitted signal carrying binary data containing even
a single bit of error can change the meaning of whole message and integrity of system
in compromised. The process of detection and the correction of the changes in these
bit pattern is called error encoding [26]. In error encoding process additional bits are
inserted into the original data message bits. Inserting additional bits increase the
length of the data bit stream which is called as overhead [26]. Overhead increases
the time to transmit the data stream. The extra bits added to the actual message
introduces information redundancy, which is used for error detection and correction
at the receiving end.
In radio link transmission the modulation type affects the error in communication.
Each modulation perform different in the presence of noise. High order modulation
like amplitude modulation are suited for high data rates but is not robust in presence
of noise while low order noise such as phase shift keying is more robust to interference
but usually provides slower data rates [27].
Interference also affects the error probability in digital transmission. Generally
interference is set by external factors which cannot be controlled. However by
reducing the bandwidth the level of interference can be reduced but there is trade
off between interference and throughput of the system [28]. Increasing the power
of transmitter also increases the power per bit and reduces the probability of error
arising in radio link transmission. Bit error rate is defined as error occurring rate
which is the number of error that can occur in string of bits. Bit error rate depends
on the medium between the transmitter and the receiver. If the medium is good
and signal to noise ratio(SNR) is high then BER is very small and have no major
affect on the system. However in the presence of noise bit error rate need to be
considered [29]. The error encoding scheme has significant impact on energy per bit
dissipation [28].
Choice of error encoding method depends on type of expected error, the expected
error rate and possibility of data retransmission. The trade off is in between encoding
complexity and delay between transmission which is considered in implementation of
digital communication system [28].
Parity check is the the addition of single parity bit to an information data in order
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to gain even or odd parity. Due to its fast performance and simple implementation,
the parity check is used where the probability of error in data is low and time
constraints are high. Parity check codes can detect only odd number of bit errors
and do not correct any corrupted data. Two Dimension Parity Checking increase the
likelihood of detecting burst errors.But it cannot detect all the burst errors [30].
Arithmetic checksum provides better error detection capability compared to parity
check codes [31]. The checksum bits are generated by summing all the codes of
a message and are stored with data but the error remains undetected if the error
occurring at one place is compensated by the other [31].
CRC gives better error detection performance compared to arithmetic checksum.
CRC codes doesn’t increase the design complexity and can detect all single bit errors,
all double bit errors, all errors over odd number of bits, all burst error of length less
than or equal to 16 and 99.97 percentage of burst error of length greater than or
equal to 18 [32]. It detects error in more than one position unlike the parity check
method but overhead is more. Increasing the overhead increase the capability to
correct the error in more than one position. However, more than one bit error is
unlikely for memory read and if there occurs error in more than 1 bit position then
the data is read again [32].
The protocol EPC C1G2 uses CRC as the error detection mechanism for data
transmission at 640 kbps. The protocol uses two CRC types i)a CRC-5 ii)a CRC-16.
It uses cyclic redundancy check that a RFID tag uses to ensure the validity of
command from an external reader to RFID tag and external reader uses to ensure
validity of backscattered reply from RFID tag. CRC-5 is used to transmit the data
with shorter length and is mainly used for exchange of command between RFID tag
and external reader while CRC-16 provides the error detection in actual digital data
transmission.
3.2.5

CRC Polynomial Selection

Mathematically, a CRC can be described as treating actual data bit stream as a
polynomial and performing polynomial division by predetermined polynomial [33].
The polynomial division produces CRC bits as a remainder which are appended at
the end of original data bits. The CRC bits are sent as frame check sequence with
the original data over the communication medium. In data transmission there is
probability of data corruption due to inversion of bits in certain sequence which
is undetectable therefore using the right polynomial is critical in CRC based error
detection.
Many commonly used polynomials provide less error detection capability [34].
It is due to the fact that many polynomials are useful for only particular length
of message and if the message size increase the error detection capability of those
polynomials decrease significantly. One approach to select CRC polynomial is to use
the polynomial already being used.
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Table 5: Commonly used CRC Codes and Application [35].

CRC Code
CRC8
CRC-CCITT
CRC-16
CRC-32

Generatorpolynomial
x8 + x 2 + x + 1
x16 + x12 + x5 + 1
x16 + x15 + x2 + 1
x32 +x26 +x23 +x22 +x16 +
x12 + x11 + x10 + x8 + x7 +
x5 + x 4 + x2 + x + 1

Application
ATM header
Bluetooth
USB
LANs

The width of the polynomial is the position of the highest 1 bit which dominates
in whole CRC calculation [36]. The selected polynomial for the implementation of
communication systems for EEG data transmission is x16 + x12 + x5 + 1. The EPC
C1G2 protocol also uses the same polynomial to carry out the binary division. It
has advantage of having only three feedback bits and thus chosen to decrease the
number of 1 bits in the feedback which reduces the hardware implementation [16].
3.2.6

CRC Linear Feedback Shift Register

In actual hardware implementation of CRC, the CRC polynomial can be translated
into the series of shift register’s having feedback. Series of shift registers are known as
Linear Feedback Shift Register which carry out the binary division of actual message
bits [16]. The CRC polynomial is named as generator polynomial as it generates the
CRC bits. Figure 9 shows the linear feed back shift register implementation of the
selected polynomial x16 + x12 + x5 + 1. The predetermined binary sequence by which
the actual message bits are divided is generated by the polynomial.
The shifting process starts by first appending the number of zeros equal to the
degree of CRC polynomial at the end of original message bits. Careful implementation
of LFSR can help reducing the step by doing bit wise XOR operation at the output
of last shift register. Figure 9 presents the step by adding the input bits at the end of
shift registers instead of giving input from the 1st shift register. That automatically
add the zeros at the end of original message bits and additional step can be avoided.
Figure 9 shows the bit wise shift operation of original message of size 16 bits
equal to Hex C0B9. 1st step in shifting in of Hex C which has binary equivalent
of 1100, with each bit there is bit wise shift and XOR operation carried out. Once
binary equivalent to C has been shifted the next data word Hex=0 comes in which
has binary equivalent of 0000 and shifting process is carried out till the point when
the last bit of input data is shifted in. The next data come in is equal to Hex B
which has binary equivalent of 1011. Once all bits are shifted then the last data word
Hex=9 with binary equivalent of 1001 is shifted in. The LFSR gives the CRC value
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Figure 9: Linear Feedback Shift Register.
at the the last bit of input. Figure 9 indicates that once all the input are shifted in,
the CRC value is obtained in parallel form, from bits b0 to b15. b0 represent the
LSB and b15 represent the MSB of calculated CRC value. In case of series extraction
of CRC value from LFSR, it would required additional 16 clock cycles which adds
the delay in data transmission. Thus obtaining CRC value in parallel form is speedy
and efficient through LFSR. The calculated CRC is equal to Hex 20A6 which is
appended with actual data message of Hex C0B9 making the data plus CRC value
equals to Hex C0B920A6, which is the 32 bit binary sequence and is ready to be
transmitted.
Figure 10 presents the mathematical description of Linear feedback shift register.
The XOR operation is carried out at each step between the actual message data bits
and the polynomial equivalent bits. To carry out the binary division number of zeroes
equivalent to CRC polynomial degree are appended with the original message bits.
The Remainder obtained by successive XOR operation gives the CRC redundant
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Data Bits

Appended Zeros

11000000101110010000000000000000

Data Bits

Polynomial

+ 10001000000100001

10010001010100110
10001000000100001
11001010000111000
10001000000100001
10000100000110010
10001000000100001
11000000100110000
10001000000100001
10010001000100010
10001000000100001
11001000000011000
10001000000100001
10000000001110010
10001000000100001
0010000010100110

Remainder

Figure 10: CRC binary division methodology.
bits. Cyclic Redundancy Check make use of redundant bits and append the bits
with original data bits so that the resulting data unit becomes exactly divisible by
generator polynomial.
3.2.7

Data Link Layer CRC Error Detection

Error detection mechanism enables the data receiver to determine if the received
message is corrupted. Binary sequence before transmitting the data between RFID
tag and external reader are converted to continuous signals using modulation. During
the transmission the signals are exposed to various distortions and disturbances.
The reason of distortion during communication can be noise from electrical circuits,
interference or impulse noise [37]. That brings challenge at receiver end to interpret
the signal and extract the information out of carrier. To accomplish CRC error
detection mechanism, the transmitter uses a division function to calculate CRC bits
value for the data and appends the CRC bits to the original data frame. The receiver
uses the same division methodology for the received data frame and compares the
calculated remainder. If the remainder values is equal to zero, the received data
frame is correct and no data corruption has occurred during transmission. Figure 11
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presents the basic error detection scheme.
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Figure 11: CRC error detection.
Error can be of different types depending upon the disturbances across the
communication medium. Change in one bit of data from 1 to 0 or from 0 to 1 is
single bit error. Fig 12 shows single bit error in digital binary data. There is more
likelihood of single bit error in parallel transmission of data. If parallel data bus is
used to transmit 16 bit of data, then noise in one of wires can corrupt a bit and
produce single bit of error.
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Figure 12: Single Bit Error.
Burst error is the change in two or more bits in data unit from 1 to 0 or from 0
to 1. The changed bits are not necessarily be the consecutive ones. The length of
burst error is from 1st corrupted bit to the final corrupted bit. Figure 13 shows the
burst error of length 7. Likelihood of burst error is in serial communication. As the
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Figure 13: Burst error.
noise affects the data in serial communication so the duration of noise and data rate
determines the number of bits affected. If the duration of noise is longer then the
duration of single bit, the burst error occurs.
In previous section the CRC value for the input message of Hex C0B9 was
calculated as Hex 20A6 which was transmitted as single frame of data bits and CRC
bits. The frame having its components as data bits and the CRC redundant bits
is transmitted through radio link to receiver. Data with CRC bits is read at data
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receiving end as 32 bit binary number. The receiver carry out the binary division
through the LFSR.
Data Bit

CRC BITS

11000000101110010010000010100110
+ 10001000000100001

Polynomial

10010001010100110
10001000000100001
11001010000111100
10001000000100001
10000100000111010
100010000001000010
11000000110110010
10001000000100001
10010001100100111
10001000000100001
11001100000110001
10001000000100001
10001000000100001
10001000000100001
000000000000000000

Remainder

Figure 14: Binary division.
When the last bit of received frame is shifted in through the LFSR, the resulting
16 bit remainder should be zero if the received data bits are correct. Figure 14
presents the mathematical binary division interpretation of LFSR for the received
data and CRC bits of Hex C0B920A6. The calculated remainder is zero and hence
the data is accepted. If after shifting in, the LFSR does not gives the remainder as
zero, that indicates that the received data is incorrect and error correction mechanism
is required to ensure correct data transfer.
3.2.8

Data Link Layer CRC Error Correction

All error correcting codes work on same basic principle of adding redundancy to the
information in order to correct any errors. Basic principle is appending redundant
symbols with information symbols in order to obtain a code sequence. Ratio of
length of uncoded sequence to a coded sequence is called the code rate and describes
the signal bandwidth expansion [38].
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System decides on the bases of type of error weather to ask the re-transmission
of data or apply error correction. Data error correction is advantageous in case
of faster data transmission and where re-sending of data is not possible as in case
of data receiving of EEG signals from the human brain, where signals are coming
continuously and delay in re-transmission of data may cause a possible data loss.
In Backward Error Correction, if the data is received with error, the receiver
requests the transmitter for re-transmission of previously sent data. The receiver
does-not correct but only detect the presence of error in the data. Backward error
correction is mostly used in long distance communication. There is a protocol used
in backward error correction known as Automatic Repeat Request(ARQ) in which
transmitter re-transmits the sent packet if it receives non acknowledge command
from the receiver and it does not resend the packet, if the transmitter receives the
Acknowledge command from the receiver [16]. The redundant bits are used for error
detection resulting in increased reliability of system but the data rate is reduced if
data re-transmission is required in case of detected error.
In Forward Error Correction(FEC), transmitter adds the redundant bits to the
information, so that the receiver detect as well as correct the error automatically
without re-transmission of data. Normally error correcting codes are used in forward
error connection. Thus resulting in constant data throughput but varying reliability
[39]. Forward error correction is used in short distances and wireless communication.
Hybrid error correction uses error detection and correction code. It includes the
Automatic Repeat request (ARQ) and Forward Error Correction(FEC). In general
line communication adopts Automatic Repeat request(ARQ) scheme while wireless
communication adopts Forwards Error Correction(FEC).
The data frame of size 240 bits appended with 16 bit CRC bits is transmitted
from sender to receiver through wireless communication and there is possibility of
error in communication process. The receiver detects the error and decide which
type of error has occurred. If multiple bit burst error has occurred the system goes
for backward error correction and send feedback of Automatic repeat request(ARQ)
to the transmitter. On the other hand if single bit error has occurred then the
system goes for Forward error correction and corrects the error to maintain the
throughput and to avoid losing data due to delay caused by automatic repeat request.
Thus the proposed error correction scheme for EEG signal data transmission over
wireless communication from RFID tag to external reader is hybrid error correction
mechanism.
3.2.9

CRC Lookup Table Computation

CRC error correction mechanism starts with the computation of lookup table. Lookup
table is created against the generator polynomial of x16 + x12 + x5 + 1 having width
n equals to 16. Thus a bit stream of length 2n − 1 is created that composes entirely
of zeros. Each successive bit of bit stream is then replaced with the 1 and is shifted
into the polynomial shift register LFSR where binary division is carried out to find
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the CRC value against each successive bit replacement [40]. Figure 15 is the CRC
value calculation of the bit stream where the 1st position is replaced with the 1.

...
+

Q

INP

OUTPUT

b15

Initial CRC Value

0

...
+

Q

b14 b13
0

0

b12
0

b11
0

...

Q

b10 b9
0

+

Q

0

b8 b7
0

0

Q

Q

b6

b5

b4

b3 b2

b1 b0

0

0

0

0

0

0

0

Hex Digit [00...1]
INP in [0]
INP in [0]

0

0

0

0

0

0

0

0

0

0

0

0

0

0

0

0

INP in [.]

0

0

0

0

0

0

0

0

0

0

0

0

0

0

0

0

INP in [.]

0

0

0

0

0

0

0

0

0

0

0

0

0

0

0

0

INP in [1]

0

0

0

1

0

0

0

0

0

0

1

0

0

0

0

1

First Lookup
Table Value

Figure 15: LFSR Error.
The calculated CRC value fills the 1st slot in the lookup table. Similarly with
the each successive bit replacement from 1 to 2n − 1 and the corresponding CRC
value, the corresponding lookup table slot is filled. Table presents the lookup table
fill for the data length of size 240 bits.
Table 6: CRC lookup table fill for single bit error correction.

Bit Position
..............000000000000001
..............000000000000010
..............000000000000100
..............000000000001000
...........
001000000000000.............
010000000000000.............
100000000000000.............

Error Position
0
1
2
3
.....
238
239
240

CRC Value
0001000000100001
0010000001000010
0100000010000100
1000000100001000
...............
1100111100000100
1000111000101001
0000110001110011

Selected polynomial is of critical importance as all the available 16 bit polynomials
does not give the unique lookup table values and hence cannot be used for CRC error
correction. The bit position of ’1’ in the string of zero bits represent the error position
in the bit stream and the obtained unique CRC value through LFSR represent the
unique lookup table value against each error position. The lookup table value is
filled and stored as memory block in hardware implementation of crc error correction.
Figure 16 depicts the error correction flow at the receiving end of data with CRC bit
stream.
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Figure 16: CRC error correction flow diagram.
Received data with appended CRC bits are shifted into the LFSR. If the remainder
after LFSR shifting is zero then that indicates the received data bits are correct.
The non zero remainder indicates the incorrect receiving of data and the system
goes for CRC error correction. The system checks that the non zero remainder of
received data is matched with what value of lookup table. If the error bit position
in the receive data is 1 then the remainder calculated through LFSR should match
with the 1st entry of lookup table value. Similarly the error at 240th bit of received
data gives remainder that matches with the 240th entry of lookup table value. The
error bit can be corrected by simply inverting the bit at the located position. The
corrected data with the appended CRC bits is shifted in the LFSR to verify that zero
remainder is obtained after the single bit single bit error correction is performed.
If the remainder calculated through LFSR does-not match with any of the entry
in lookup table and reaminder is also not zero then that indicates that there is
multibit error in received data and the data receiver sends the Automatic repeat
request(ARQ) to data sender to send the request for resending of data and perform
backward error correction. The ARQ is send from external reader to RFID tag in
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Figure 17: Received corrupted data and remainder calculation.
the form of command. Exchange of communication between RFID tag and external
reader through commands requires a proper mechanism that defines the possible
commands from external reader to RFID tag and from RFID tag to external reader
and the possible states of RFID tag and external reader during communication
exchange. These exchange of commands between external reader and RFID tag is
defined by session layer of communication.
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3.3

Session Layer of Communication

Session layer starts the communication round between the two ends of communication
and it is responsible for processes such as termination or re-sending of data. Session
establishment, maintaining the communication and terminating the communication
represents a single session. The RFID tag and external reader communicates with
each other using half duplex communication. External reader talks first and tag
replies. External reader manages tags population using three operations. One or more
commands are associated with each of these three operations. Figure 18 indicates the
two operations associated with the external reader and the four states associated with
RFID tag in the implemented communication between two ends of communication
for EEG data transfer to external reader. During select operation the external reader
Reader

Tag

Arbitrate
Select

Reply
Acknowledged

Inventory

Open

Figure 18: Interrogator/Tag operations and tag states.
send a single command to select a tag. The select command also access the memory
bank inside the RFID Tag. Once the Tag is selected and memory block is specified
inside RFID tag the reader moves from select operation to inventory operation. There
are series of commands associated with inventory operations. The commands and
functions associated with each command during inventory operation are elaborated
by the table 7.
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Figure 19: Proposed frame structure of reader and RFID tag.

3.4

Application Layer of Communication

Application layer is the interface to the user and is responsible for carrying the
received data from RFID tag to Network visual terminal in external reader. In RFID
tag, application layer provides interface between output of ADC from measurement
front end and CRC register using the First In First Out buffer registers.
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Table 7: External reader commands defined for RFID communication [16].

Command
Query
REQ-RN
Acknowledge
New Query

3.4.1

Purpose
Start inventory round.
Request 16 bit random number from RFID Tag.
Acknowledge that Reader is
ready to receive the Data.
Tells RFID tag weather to
start new inventory round or
not.

First In First Out Buffer Register

In First In First Out buffer (FIFO) registers the data which is written into the register
first also comes out first [41]. The purpose of using FIFO is to store or buffer data at
intermediate stage which serves the purpose of interface between digital components
which are irregular or at different speed. In RFID tag if FIFO is not introduced in
between the ADC and CRC blocks then the slowest digital block i.e. CRC block
determine the speed of the all other components involve in digital communication.
Writing in the FIFO buffer is based on the principal that the input data fills the
buffer till it is completely full and then it starts to fill the buffer again from the
beginning and overwrites the previous content. It is the system responsibility to
use and read the stored data before it is overwritten by new incoming data which is
achieved by running the data read clock faster then the data write clock.
The FIFO buffer register can be classified into different types on the bases of
the read and write operations. Shift registers are first in first out register in nature
as the data is read immediately as it is written into the buffer. Serial Peripheral
Register(SPI) can be regarded as shift register FIFO. Although the SPI is first in
first out in nature but it is usually not referred to as FIFO buffer [41]. Another type
of buffer register is named Exclusive Read and Write FIFO [41]. In exclusive buffers
there is a timing relationship between the data read and data write operation. The
write and read operations are dependent on each other and there is no overlapping of
write and read operations in exclusive read and write FIFO. The third type of FIFO
buffer register are concurrent read and write FIFO [41]. In concurrent FIFO buffer
the write and read operation is possible simultaneously and there is no dependence
between the writing and reading of data. Simultaneously writing and reading of
clock is possible in overlapping fashion or successively.
Concurrent read and write buffers have two sub categories on the basis of control
logic which are concurrent synchronous FIFO buffers and the concurrent asynchronous
FIFO buffers [41]. In synchronous FIFO the digital processor system works in

27
synchronized with system clock. Write and Read Enable signals also known as chip
select(cs) signals starts the synchronous execution of write and read operation. The
speed of synchronous FIFO is high compared to asynchronous FIFO as they are
operated by free running clock.
The FIFO buffer can be implemented in different hardware architecture. The two
categories of hardware FIFO implementation are by the fall through principal and by
SRAM [41]. In fall through FIFO buffer when a new data is written into the buffer,
it falls through the entire row of latches and is stored at last free location and the
reading of fall through buffers causes the remaining data to be shifted one position
in the direction of the output. The time required for a data word to be shifted from
the input to the output is called the fall through time. The buffers have longer fall
through time in case of long data length and thus are not in practical use at present.
The problem of longer fall through time is solved by usage of SRAM buffers where
the architecture do not shift the data words through all the memory locations and
is implemented by use of circular buffer memory with two pointers [41]. Figure 20
shows the working principal of SRAM circular buffer.
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Figure 20: Circular buffer.
In circular FIFO the memory address of incoming data is in write pointer while
the memory address of outgoing data is hold by read pointer. Each write operation
sets the write pointer to next memory location and each read operation sets the read
pointer to next data bit that is to be read out [41]. The read pointer follows the
write pointer constantly and if it reaches the write pointer then FIFO is empty. If the
write pointer catches read pointer then FIFO is full. Circular buffer offers efficient
mechanism to moves packets of data in ordered fashion. The advantage comes by its
capability to process large data with less required memory space. The challenge in
implementation is to allocate suitable memory size according to the requirement to
avoid data overlapping.
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3.4.2

Development Platform

The digital system communication system is implemented on XILINX Zc706 board.
Zync System on chip consists of ARM Cortex A9 hard intellectual property(IP) and
programmable logic(PL) [42]. Zync processing system(PS) can be used in a standalone
mode, without any additional IP cores or IP cores can be instantiated externally
and can be attached to Zync PS as processing system and programmable logic
combination. Xilinx Zync 7000 SoC devices internally provide four high performance
AXI slave interface blocks in the processing system(PS) [42]. The high performance
port enables a high throughput data path between AXI masters in programmable
logic and the processing systems memory systems(DDR and on chip memory). HP
slave ports are configurable to 64 bit or 32 bit interfaces. VIVADO is used for
Processing System
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Multi-standard I/O multiplexer

Figure 21: Zc-706 FPGA board internal architecture major modules.
all hardware system development. Specification of the microprocessor, peripherals
and the interconnection of these components along with their respective detailed
configuration takes place in VIVADO. SDK is used for software development and it
can also be used to debug software applications. SDK also provide profiling option
which is a method by which the software execution time of each routine is given.
The information can be used to determine critical pieces of code and optimal code
placement in a design. The digital system is implemented in VHDL and in order to
make sure that the VHDL description defines the wanted functionality correctly, the
code is simulated in Mentor Graphics Modelsim. When the functionality is verified
by simulation then the system is implemented in XILINX Zc706 FPGA board. After
verification on FPGA board the synthesis is carried out in Synopsys Design Compiler
which is used as a logic synthesis tool. The VHDL description of the circuit is entered
into Design Compiler, with design constraints for speed and operating conditions.
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Design verification and analysis
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Figure 22: Implemented digital system block diagram.
The implemented system provides the complete communication and control
mechanism for RFID tag at the implant end. Communication block transmits the
digital data and the control block provide state logic control mechanism to the
communication system. Major components of communication block are First In First
Out(FIFO) circular buffer, the CRC-16 error check mechanism and the FMO encoder.
Data is transmitted serially into the communication block using the General Purpose
Input Output(GPIO) pins of Zc706 FPGA board. Serial data is converted to 10 bit
parallel data and is transmitted into the FIFO block. The data is read faster from
the FIFO buffer compare to the the data write frequency which enables the FIFO
buffer to provide communication at constant data rate. Parallel output of FIFO is
serialized and fed into the CRC-16 block. Data with appended CRC bits is then
encoded using FMO encoder. The output from encoder is read serially through the
GPIO pin and is transmitted using the UART communication between FPGA and
the PC. The data is observed at MATLAB using continuous plotting of received
data.
Control block provides the digital control of the communication system. In passive
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RFID implanted systems the external reader talks first and RFID tag replies to the
command received from external reader. Thus the implemented system receives the
16 bit command using the GPIO pin of FPGA board from the PC. Serial 16 bits
are paralleled and fed into the state control block. State control block interprets the
received command and replies back. The reply bits are transmitted serially through
GPIO pin after appending CRC bits and encoding of data. The reply from the state
control block is observed at MATLAB using UART communication between the
PC and the FPGA board. State control blocks decide the start and termination of
communication system on the basis of received command.
Zc706 processing system have three independent timers counters known as Triple
Timer Counters(TTC) [43]. Each triple timer counter has 16 bit up and down
counters. The TTC has multiple options to have clock input from internal processing
system(PS) bus clock(CPU 1x), internal clock from programmable logic(PL) or
external clock from Multiplexer Input Output(MIO). The implemented system use
the internal PS bus clock(CPU 1x) as the clock input source of TTC timer with
maximum available frequency of TTC timer is 133 MHz. The frequency of the TTC
is set to 640 kHz which is the maximum frequency for communication of EEG data
to external reader. Clock divider block is implemented in VHDL to divide the clock
of 640 kHz according to the timing description and frequency requirements of the
individual components of implemented communication system.
SPI controller of Zc706 board can function in master mode as well as in slave
mode [43]. In implemented system the SPI controller works in master mode and and
it drives the serial clock from the PS clock subsystem. The SPI controller read and
writes to the SPI slave device by writing byte to the 32 bit write/read data port
register. The SPI controller has its own FIFO which provides buffer between the
SPI I/O interface and is used for both master and slave modes. The SPI provides
control to the implemented FIFO buffer in such a way that the FIFO buffer reads
the data faster as compared to write operation.
UART controller is full duplex asynchronous transmitter and receiver that support
a wide range of baud rates [43]. The baud rate for the implemented communication
system is set to 921600. UART operation is controlled by the configuration and
mode registers. The controller is structured with separate Rx and Tx data paths
and each path has 64 bit FIFO. The controller serializes and de-serialize data in the
Tx and Rx FIFOs.
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4.1

Synchronous FIFO Implementation

The implemented communication system has synchronous FIFO IP block which is
operated by single clock source. The clock of different frequencies required to have
faster read operation compare to write operation are generated by implementation
of clock divider IP block. The master clock runs at the frequency of 640 kHz. Figure
23 depicts the pin diagram of implemented system synchronous FIFO IP block.
Designed FIFO architecture is synchronous and operated by single clock source.
As there is only one master clock so the clocks of different frequencies are generated
by the use of clock divider. The master clocks operating frequency is set to 640
kHz which is the maximum data rate required for the implemented system. The
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Figure 23: Synchronous FIFO IP block.
synchronous FIFO has WRITE ENABLE and READ ENABLE signals that
control the Write and Read operation of FIFO buffer. The FIFO RESET signals
set all the memory spaces and pointers inside FIFO to the value of zero. The FIFO
CLOCK is the continuous clock source. The data resolution from ADC is set to 10
bits per clock cycle so each memory space inside the FIFO buffer is set to 10 bits and
there are total 102 memory registers allocated inside the implemented FIFO which
makes the total size of FIFO buffer as 128 Bytes. When the data is written inside
all the memory registers then the FIFO indicates the FULL signal while when all
the data is read from FIFO then the EMPTY signal is turned on. The START
READ signal indicates when the FIFO buffer is half filled.The OUTPUT DATA
is the bus of 10 bit parallel data which is read from the FIFO with each negative
edge clock cycle.
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4.1.1

Timing Description of Synchronous FIFO
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Figure 24: Synchronous FIFO timing description.
Data flow through FIFO buffer starts with reset signal which brings the logic
down to a known reset state. FIFO CLOCK has operational frequency of 32 kHz.
It performs the FIFO Read and FIFO write operation either simultaneously or
separately depending upon selected operation. The data is read from the FIFO till
the point when 24 packets of 10 bits are read from FIFO. After that the FIFO waits
for the next half filled condition to be triggered to read the next 240 bits from FIFO.
As the data is read faster in FIFO then the data which is being written into the
FIFO so it never gets full and never gets empty which ensures the continuous and
smooth FIFO operation. The parallel data from FIFO is serialized with each read
operation and is sent to the next digital CRC IP block.
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4.1.2

Challenges in FIFO Implementation

A pertinent concern was about FIFO buffer implementation in VHDL and it’s testing
on FGPA board since careful control of digital clock frequency was needed to switch
FIFO buffer Read and Write enable signals. The constraint in FIFO implementation
was due to previously defined frequency of digital data (i.e. 16 kHz from ADC) and
output data rate of 640 kbps, which bounds the system to fulfill both conditions and
process the data in uninterrupted manner. The idea behind making such circular
buffer is to write into the buffer till the point when it is half filled. Once half-filled
condition is triggered, system can start reading from FIFO at a faster rate up to the
set threshold point. As data is read at a higher rate and next condition (half-filled)
is triggered after some delay, data never overlaps and FIFO works smoothly because
FIFO doesn’t become full. Another key factor to be taken care of while implementing
such FIFO buffers is the usage of single clock for FIFO buffer and controlling read
and write enable signals instead of using separate clocks (for writing data into FIFO
and to read the data from FIFO buffer). It benefits to make actual timing diagrams
before implementing, which gives the clear picture of clock frequencies and help to
debug the errors. FIFO buffer read operation transmits the data from FIFO into the
next digital block of CRC-16 in digital communication operation presented in figure
25.
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Figure 25: Redundant bits generations CRC-16.

4.2

Implemented CRC IP Block

The OUTPUT DATA from FIFO buffer is extracted in the form of 10 bit parallel
data per clock cycle. The data is serialized by the parallel to serial block and enters
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into Cyclic Redundancy Check block shown in figure 25. Thus it takes 24 clock
cycles to read 240 bits from FIFO with resolution of 10 bits per memory space.The
data serialization clock is set to 640 kHz which is 20 times faster then the FIFO read
clock frequency of 32 kHz. The INPUT DATA is shifted in serially and bit wise
shift operation is carried out inside the internal LFSR architecture. The 240 bits
are entered and shifted into the LFSR architecture which results in 16 bits of CRC
appended with the data bits. The output data clock frequency is 640 kHz and the
information is sent to next digital Encoder Block.

FIFO READ CLOCK
(32 kHz)

FIFO OUTPUT DATA
(10 Bit parallel)

Data 1

Data 24

Parallel In Serial Out Reset
(FIFO CLOCK)
Parallel In Serial Out clock
(640 kHz)
Serial Data Output
(CRC INPUT 10 bit Serial)
Enable CRC OUTPUT
CRC CLOCK
( 640 kHz)

CRC OUTPUT

DATA + CRC

Figure 26: Timing conditions CRC-16.

4.2.1

Challenges in CRC Implementation

There were number of polynomials that do not provide the error detection and single
bit error correction at same time. Selecting the CRC polynomial which provides both
error detection and error correction for the packet size of length 240 pose challenge
in the hardware implementation. Different methods are provided in literature to
achieve CRC error correction but few are practically possible to implement as other
require either an enormous memory space to implement or they do not provide the
error correction as mentioned in literature. Figure 27 presents the single bit error
correction from implemented system.
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Figure 27: Implemented CRC Single Bit Error Correction.

4.3

Implemented FMO Block Design and Timing
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Figure 28: FMO enocder architecture.
Serial data output with the appended CRC bits enters in encoder block from
Data with CRC pin. The encoder block change each bit into its corresponding
FMO encoded symbol. The encoder block consist of two flipflops and a multiplexer
unit. The architecture is designed on the basis of FMO encoder truth table.
CRC CLOCK and the FMO ENCODER CLOCK both have frequency of
640 kHz and both digital blocks are synchronous to each other. The bits are extracted
from CRC block using the negative edge of the CRC clock while the bits enter inside
the encoder block with the next positive edge of encoder clock.
ENCODER STATUS FLAG is high till the 256 bits(Data and CRC) are
encoded to their FMO equivalent symbols. The encoder digital block gives its output
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Figure 29: Implemented FMO encoder.
from FMO Output pin. The encoded output is modulated through amplitude shift
keying and data is ready for wireless transmission over communication link. Figure
28 presents the timing description of FMO encoder digital IP block implemented on
XILINX FPGA board.
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Figure 30: Timing description of FMO enocder.

4.4

Implemented State Logic Control

Figure 31 represents one complete inventory round communication between RFID
tag and reader. The tag stays in Arbitrary state before the communication starts.
The Arbitrate state is a holding state of tag participating in inventory round. The
inventory round starts with the Query command from reader to RFID tag. If the tag
receives incorrect Query command then it stays in Arbitrary state and reader sends
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the Query command again. The tag moves to Reply state upon correct receiving of
Query command. Once tag enters the Reply state it back-scatters the 16 bit random
number RN16 and stays in Reply state.
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Figure 31: State control mechanism of implemented RFID communication system.
The RN16 acts as tag identification. If the reader receives the incorrect RN16 then
the reader send the REQ-RN command to request the RFID tag to send the RN16
number again. If reader receives the correct tag identification, it send the acknowledge
command to RFID tag. The tag moves to arbitrate state on receiving incorrect
acknowledge command and wait for new Query command. On correct receiving
of Acknowledge command the tag start back-scattering the actual communication
data. Each back-scattered data packet size is 256 bits, which contains 240 bits actual
data information bit stream and 16 bits of appended CRC bits. After the defined
number of packets have been transmitted over the communication medium the tag
moves from acknowledged state to Open state. The RFID Tag sets the message sent
complete flag high which is indication of completed transmission. The reader after
receiving the completed information send the Req-RN command to the tag which is
in Open state. The tag back-scatter the Handle command. Once the external reader
has received the handle command, it is ready to send the New Query command
which moves the tag either to Acknowledged state again and send more data or it
moves the tag to arbitrate state to start a new inventory round from the beginning.
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4.5

Communication System Verification
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Figure 32: The input datastream at 16 kHz.
The implemented system to transmit the EEG data from RFID tag to external
reader is tested with continuous waveform. The ramp of triangular waveform goes
high for decimal values starting from 1 to decimal 255 and it is ramped down from
decimal 255 to decimal 1. Each decimal value is represented by 10 bits which is
equal to resolution of ADC per clock cycle used in actual communication of EEG
data. The test waveform code is written in VHDL and is implemented as IP block in
XILINX Zc706 board. Figure 32 presents the continuous input waveform generated
for testing of implemented system. The frequency of input wave form is set to 16
kHz which is equal to the frequency of digital data retrieved from ADC of actual
measurement front end. The input 10 bit parallel data per clock cycle is fed into the
FIFO buffer which maintains the output data rate of 640 kHz after passing through
the CRC and Encoder IP blocks.
The output waveform is observed at LeCroy wavesurfer 200 MHz oscilloscope.
The received data at the output from encoder block is plotted in real time using
MATLAB. Serial connection is established between PC and FPGA board using
UART communication. The baudrate of serial communication is set initially to
115200. Figure 33 presents the real time plotting of received data in MATLAB
against the continuous input triangular waveform. The plotted data indicates the
missing of data at irregular intervals which can be observed precisely by plotting the
absolute differential of received ramped waveform as depicted by figure 34.
The overlapping and missing of data leads to incorrect receiving of EEG signals
and is of critical importance in communication protocol implementation. Debugging
indicates certain possible reasons that creates error in digital communication.The
possible reasons are listed as follows.
• The implemented digital FIFO buffer is not working accordingly and buffer is
full after irregular intervals leading to data loss.
• The baudrate initially set as 115200 for serial communication using UART
interface between FPGA and PC is too slower to maintain the output data rate at
640 kHz and plot in real time.
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• The FIFO buffer in Matlab is getting overflowed.
• The slow speed of data plotting function in matlab to keep pace with real time
continuous communication plot at 640 kHz.
To debug the error the output data rate was reduced from 640 kHz to 115 kHz.
The initial baudrate for serial communication was set to 115200. The data plot at the
frequency of 115 kHz against the baudrate of 115200 results in error free receiving
of data and plot is continuous. That indicates the serial communication baudrate
should be equal to or higher than actual communication data rate in order to received
data without any loss. Thus for data rate of 640 kHz the baudrate was set to 921600
and data was plotted again in real time in MATLAB but the data loss was observed
again.
Then the continuous plotting in MATLAB was held temporarily and the received
data was stored in memory array in the MATLAB and plotted after complete
data received in the storage array. The plot still indicated the corrupted data
receiving . That concludes that error was not due to slow data plotting in MATLAB.
Reevaluation of implemented FIFO buffer was carried out using the oscilloscope
probing method at the FIFO EMPTY and FIFO FULL signals. Probing indicated
the correct functionality of the FIFO buffer as neither the FIFO FULL nor the FIFO
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Figure 35: Received data at 640 kHz.
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Figure 36: Absolute differential of received Waveform.
EMPTY signals triggered.
Finally the received data from the UART communication between the FPGA
board and PC was stored without using MATLAB. After storing the received data
completely, it was imported into MATLAB as an array of variable and plotted. It
resulted in error free data plotting which verified the precise performance of the
implemented communication protocol. The system was run for 0.8 million samples
with each sample size of 10 bits. Figure 33 presents the data plotted over 0.8 million
samples. The received ramped waveform is continuous and data overlapping and
missing is indicated. The result can be verified by taking the differential of the
received ramped waveform. The absolute value of the differential gives the continuous
graph of absolute value of 1 as depicted in figure 36.
It concludes that FIFO buffer inside MATLAB to transmit the data continuously
through serial communication does not support the communication frequency upto
640 kHz. It overflows at irregular intervals which leads to data corruption inside the
memory array in MATLAB. Thus the implemented communication system is tested
for output frequency of 640 kHz and verified over 0.8 million samples.
Figure 37 presents the full timing description of the EEG data transmission
across the digital communication system. The timing figure represents the digital
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Table 8: Communication system specifications.

Parameters
Each Data Packet Length
Error Detection
Error Correction
Encoding
System Input Frequency
System Input Resolution
Output Data Rate
FIFO BUFFER SIZE
Control
Testing Platform

Specifications
240 bits
CRC16
CRC16 single bit
FMO
16 kHz(max)
10 bits
640 kb/s
128 Byte
Fully State Logic Controlled
FPGA Zc706 Xilinx

communication for the packet size of length 20. The real system is implemented for
actual payload size of 240 bits per packet. The system is fully controlled by the state
logic mechanism and is tested at XILINX Zc706 FPGA board.
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Figure 37: Timing description of implemented communication protocol.
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5

Conclusion

To treat patients suffering from severe epilepsy, electrodes are placed at scalp to
measure seizure frequency and location known as electroencephalogram. It requires
patient to be in hospital during measurement and thus limits the time used to
monitor while increasing discomfort for patients. After various considerations and
review of alternatives, concluded solution suggest using implanted electrodes with
ultra-low power sensor electronics and data transmission. It enables monitoring of
patient for longer periods while they are away from clinics. Patients with implanted
electrodes can continue their daily activities during continuous measurement of
seizure frequencies and location.
The data transmission task set at the beginning of project to achieve continuous
transmission of digital data from ADC to external reader through wireless communication. The system comprises interrogators also known as external reader and
Tag. To achieve the goals certain directions and limitations were set. The targeted
transmission data rate was set to 640 kbps while the data receiving frequency from
ADC was already defined as 16 kHz. The communication was aimed to have error detection and error correction mechanisms and the suitable encoding scheme
was required to achieve the targeted data rate. The aimed specification defines
the RFID Tag transmits information to an external reader by modulating an RF
signal at 860 MHz frequency. The external reader receives the information from
tag by transmitting a continuous wave RF signal to the Tag and the tag replies by
modulating the reflection coefficient of its antenna. The external reader and tag does
not communicate simultaneously and the communication is half duplex.
The major challenge appeared was in FIFO buffer implementation in VHDL
and its testing on the FPGA board. Careful control of digital clock frequency was
required to switch FIFO buffer Read and Write enable signals. The limitation in
FIFO implementation was due to the previously defined frequency of 16 kHz of digital
data from ADC and output data rate of 640 kbps, which bounds the system to fulfill
both conditions and process the data in continuous manner. The idea behind making
such circular buffer is to write into the buffer till the point when it is half filled. Once
the half filled condition is triggered the system can start reading from FIFO at faster
rate up to the set threshold point. As the data is read at higher rate and the next
half filled condition is triggered after some delay so the FIFO never gets full and the
data never overlaps and it works smoothly. Another important factor to be taken
care of while implementing such FIFO buffers is the usage of single clock for FIFO
buffer and control read and write enable signals instead of using a separate clocks to
write the data into FIFO and to read the data from FIFO buffer. It benefits to make
timing diagram of the system before actual implementation, which clears the clock
frequencies requirements and helps in dubugging the system after implementation.
FIFO buffer read operation transmits the data from FIFO into the CRC component
of digital system.
There was possibility to use Parity checks, Hamming code and Cyclic Redun-
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dancy Check to introduce error detection mechanism. The standard follows cyclic
redundancy check mechanism which also had advantage to be used for single bit
error correction. The defined payload to be transmitted was equal to 240 bits which
rules out the option of using CRC-5 as it can be used for maximum of 32 bits.
Thus the CRC-16 was selected and implemented in VHDL and tested on FPGA
board for error detection and correction purpose. Selection of CRC-16 shift register
against the suitable polynomial was a major challenge faced in implementation of
error correction scheme as all 16 degree polynomials are not suited to perform error
correction. CRC-16 appends 16bits of CRC value at the end of each data packet
which is than transferred to encoder component of digital system
Attenuation in transmission medium is avoided by encoding the transmitting
information.Encoding also helps to optimize the data rate and reduce the error rate.
Multiple options were there to chose among encoding, major among them are Miller
and FMO encoding. As the targeted data rate was 640 kbps, which is possible
through FMO encoding that gives the reason to chose and implement FMO encoder
in VHDL and FPGA board. The encoded information is then transmitted to an
external reader by modulating an Rf signal at 860 MHz.
Modulation choice depends upon the type of receiver.PSK modulation requires a
fairly complex receiver. OOK doesn’t provide constant power to RFID Tag which
limits its application in passive Tag as passive Tags gains power from the receiver
end. ASK can be detected with simple envelop detector and is used in implemented
system.
External reader and RFID Tag does not communicate simultaneously rather the
communication is half duplex. The external reader talks first and RFID Tag replies.
State logic design provides control over the communication between external reader
and RFID Tag.Frame Structure Design was carried out to have defined communication
states and added headers and preamble were required for communication transmission.
There is probability to enhance the system in future at higher data frequency than
16 kHz from 32 channel ADC. The modification will require the implementation of
ring buffers of ring buffers of FIFO. Which will enhance the memory storage capacity
of FIFO buffer and may also increase the FIFO buffer write and read frequency.
Also there is possibility of modification and enhancement in state logic controlled
communication between external reader and RFID Tag as per future requirements.
Communication mechanism work to transmit multiple channel EEG data to an
external reader is completed. The system works at very high frequency with the
addition of error detection and correction mechanisms. Continuous communication
is achieved through FIFO buffer. Encoder is added to minimize the attenuation and
to optimize the data rate and error rate during wireless communication. The Digital
Communication between RFID Tag and the external reader is implemented in VHDL
and tested at FPGA Xilinx ZC706 Board. The communication between RFID Tag
and external reader is managed by state logic controlled procedure. The design is
tested and it fulfills the specifications for the implant communication system. Thus,
the goals set for this work are achieved.
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