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Extreme weather conditions are a major threat to electricity distribution networks, and 

have caused many severe power outages in the past. A reliable electrical grid is some-

thing most of us take for granted, but storms and strong winds, heavy snowfall and ac-

cumulation of wet snow, urban flooding and other effects of extreme weather continue to 

cause disruptions in electricity supply. 

 

The main objects of this thesis are to identify the vulnerabilities of the electricity distri-

bution network caused by extreme weather, and the methods that can be taken to im-

prove the network’s resilience. The nature of extreme weather conditions and their con-

sequences varies regionally. Because infrastructure, legislation and practices also vary 

greatly, this thesis focuses on Finnish networks. The thesis reviews existing literature 

and statistics, focusing on recent research and information discussing conditions in 

Finnish environment in particular. The thesis was done as a part of two ongoing projects 

at VTT: INTACT (Impact of extreme weather on critical infrastructure) and EL-TRAN 

(Transition to a resource efficient and climate neutral electricity system). Interviews and 

questionnaires from the INTACT project were utilized in the thesis.  

  

This thesis points out that resilience of the electricity distribution networks can be in-

creased significantly through better planning and preparedness, technological solutions 

and better cooperation between different stakeholders. Planning and preparedness en-

tails adjacent forest management, utilization of broad and shared situational awareness 

systems, contingency planning for specific threat scenarios and easy access to required 

resources during an extreme weather event. Technological solutions consist of increased 

cabling rate, introduction of microgrids and energy storages, increased utilization of 

emergency power systems, smart grid technologies, distributed generation, taller pylons 

and unmanned aerial vehicles to inspect the condition of overhead lines. Better coopera-

tion between different stakeholders refers to coordinated and efficient use of resources, 

such as tree clearance crews, electricians and emergency power generators during ex-

treme weather events.  
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Äärimmäiset sääolosuhteet uhkaavat jatkuvasti sähkönjakeluverkkoja ja ovat johtaneet 

useisiin laajoihin sähkökatkoihin viime vuosina. Luotettavaa sähköverkkoa pidetään 

itsestäänselvyytenä, mutta myrskyt ja kovat tuulet, tykkylumi ja märän lumen kertymi-

nen, kaupunkitulvat ja muut äärisääolosuhteiden vaikutukset aiheuttavat häiriöitä säh-

könjakelussa ajoittain. 

 

Tämän diplomityön tavoitteena on tunnistaa sähkönjakeluverkon äärisääolosuhteiden 

aiheuttamia haavoittuvuuksia sekä metodeja, joilla verkon resilienssiä voidaan paran-

taa. Äärisääolosuhteiden ja niiden seurausten luonne, infrastruktuuri, lainsäädäntö ja 

toimintatavat vaihtelevat alueittain, mistä syystä tämä diplomityö keskittyy suomalaisiin 

verkkoihin. Työssä tehdään kirjallisuuskatsaus keskittyen erityisesti tuoreisiin tilastoi-

hin ja tutkimustietoon suomalaisessa ympäristössä. Työ tehtiin osana INTACT- (Impact 

of extreme weather on critical infrastructure) ja EL-TRAN-projekteja (Transition to a 

resource efficient and climate neutral electricity system). INTACT-projektin aikana teh-

tyjä haastatteluja ja kyselyitä on myös hyödynnetty tässä diplomityössä. 

 

Työ osoittaa, että sähkönjakeluverkkojen resilienssiä voidaan parantaa merkittävästi 

paremmalla suunnittelulla ja valmistautumisella, teknologisilla ratkaisuilla ja parem-

malla eri tahojen välisellä yhteistyöllä. Suunnittelu ja valmistautuminen käsittävät vie-

rimetsänhoidon, laajan ja yhteisen tilannekuvan käyttämisen, tietynlaisiin uhkaskenaa-

rioihin varautuvan varautumissuunnittelun sekä tarvittavien resurssien helpon saata-

vuuden myös äärisääolosuhteiden aikana. Teknologiset ratkaisut sisältävät kaapeloin-

tiasteen nostamisen, mikroverkkojen ja energiavarastojen sekä varavoimageneraattorei-

den käyttöönoton nykyistä laajemmassa mittakaavassa, smart grid –teknologiat, hajau-

tetun pientuotannon hyödyntämisen, korkeampien pylväiden käytön sekä miehittämät-

tömien lennokkien käyttämisen ilmajohtojen kunnon tarkistamista varten. Parempi eri 

tahojen välinen yhteistyö viittaa koordinoituun ja tehokkaaseen resurssien hyödyntämi-

seen, jossa resursseja ovat mm. puunraivaajat, sähköasentajat sekä varavoimageneraat-

torit äärisääolosuhteiden vallitessa.  
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1 INTRODUCTION 

 

A reliable electrical grid is something most of us take for granted. We draw electricity 

from it to light up our houses, power up our machines and run the production lines in 

factories. Most of the time the complex, interconnected network of power plants, sub-

stations and transmission lines works so well that we don’t even think about it, but 

sometimes power outages do happen. Without alternative power sources, power outages 

can lead inconveniences, loss of business and production or even health risks.  

 

This thesis is a look into the vulnerability and resilience of the electricity distribution 

network as part of critical infrastructure in light of one of the most common causes of 

power outages, extreme weather. Extreme weather can be defined in many ways, but in 

this thesis it is understood to comprise of weather phenomena that can be directly harm-

ful or damaging to the physical electricity distribution network or its components. Resil-

ience of the networks is a topical issue as the distribution network in Finland is largely 

being rebuilt or modified due to extensive blackouts in recent years that have been 

caused by storms and snow loads. Another reason for these changes in the network are 

changes in production and consumption structures as distributed generation is becoming 

more prevalent and the network needs to be able to adapt to that with smart grid tech-

nologies. 

 

The thesis will first, in the second chapter, introduce the electricity distribution system 

as a critical infrastructure. The chapter will take a look into definitions of resilience and 

critical infrastructure, critical infrastructure interdependencies, the structure of the Finn-

ish electricity system and the current regulations and legislation on both Finland and EU 

level. The third chapter goes through the ways in which extreme weather can affect 

electricity distribution networks in Finland. Wind or storms, snow loads, urban flood-

ing, thunderstorms and other effects of extreme weather, their mechanisms and their 

respective disruption statistics are analysed. In the fourth chapter of the thesis, different 

methods and technologies for improving the electricity distribution network resilience 

are discussed. The methods and technologies are divided into different parts of the dis-

aster management cycle – preparedness, response, recovery and mitigation. In the fifth 

chapter, a case study related to the ways to improve the distribution network resilience 

in Pirkanmaa region will be discussed. Finally, the sixth chapter goes through the con-

clusions of the thesis.  
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2 ELECTRICITY DISTRIBUTION NETWORK AS A CRIT-

ICAL INFRASTRUCTURE 

2.1 Resilient infrastructures 

 

There are many definitions for resilience and the definitions may vary depending on the 

context. Resilience in context of a system is typically thought to refer to the capacity to 

withstand stress or a catastrophe; to adapt successfully in the face of threats or disaster. 

Merriam-Webster defines resilience as the ability to become strong, healthy or success-

ful again after something bad happens [1]. A resilient organization or system is able to 

cope with change by anticipating, preparing and responding to changes or sudden dis-

ruptions in order to survive and prosper. Whereas reliability refers to a probabilistic 

notion, resilience is a measure of robustness under special circumstances and speed of 

subsequent restoration. 

 

Electric Power Research Institute (EPRI) states that efforts to harden the electricity grid 

must focus on prevention, recovery and survivability. According to EPRI, preventing 

damage in the distribution system will require changes in design standards, construction 

guidelines, maintenance routines, inspection procedures and recovery practices through 

the use of innovative technologies, and that a distribution system operator’s (DSO) ap-

proach to these changes must be determined more specifically by its distribution system 

and work environment. Proper resilience planning will help a system get back on its feet 

by providing rapid damage assessment, prompt crew deployment to damaged assets and 

readily available replacement components. By survivability EPRI refers to the ability to 

maintain some basic level of electrical functionality to individual consumers or commu-

nities in the event of a complete loss of electrical service from the distribution system. 

Survivability is a new function for DSOs and will require new business models and in-

novation. Its key elements include communicating with customers, using resilient tech-

nologies to supply critical infrastructures and equipping and enabling consumers to use 

distributed generation. [2] 

 

Regarding electricity distribution networks, resilience against extreme weather condi-

tions refers to the ability to withstand the effects and strains put on the network by 

storms, snowfall, floods and other forms of unusual but anticipated weather. It does not 

necessarily equal a fully weather-proof network that never even partly fails, but rather 

an adaptable network that is prepared for disasters, can take a hit and still keep function-

ing - perhaps in a lower capacity for a while - and then can be swiftly lifted back on its 

feet. In practice, this means being aware and preparing for the network’s vulnerabilities, 

mitigating the risks before-hand, making and having contingency plans and enough re-

sources available for special situations and that the operators know at all times the status 

of the network. Part of the reasons for mitigation measures is to improve the network 

further. 
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2.2 Critical infrastructures 

 

Modern societies consist of services and assets that provide their citizens their basic 

needs. The functions and systems essential for societies are called critical infrastructure. 

Definition for critical infrastructure varies, but the European Commission defines criti-

cal infrastructure as an asset or a system which is essential for the maintenance of vital 

societal functions, and that damage to it, its destruction or disruption by natural disas-

ters, terrorism, criminal activity or malicious behaviour may have a significant negative 

impact for the security of the EU and the well-being of its citizens. One of the major 

objectives of the EU is reducing the vulnerabilities of critical infrastructure and increas-

ing its resilience, and ensuring an adequate level of protection and limiting the detri-

mental effects of disruptions on the society and citizens as much as possible. [3] 

 

According to the European Commission, critical infrastructures include energy installa-

tions and networks, communications and information technology, finance, health care, 

food, water, transport, government, and production, storage and transport of dangerous 

goods. Energy installations and networks consist mainly of electrical power, oil and gas 

production, storage facilities and refineries and transmission and distribution systems. 

Communication and information technology includes telecommunications, broadcasting 

systems, critical software and hardware, and networks including the Internet. Finance 

refers to banking, securities and investment. Health care includes hospitals, health care 

and blood supply facilities, laboratories and pharmaceuticals, search and rescue re-

sources and emergency services. Food refers to production means, safety, wholesale 

distribution and the food industry as a whole. Water means dams, water storage, treat-

ment and networks. Transport includes airports, ports, intermodal facilities, railway and 

mass transit networks and traffic control systems. Government refers to critical services, 

facilities, information networks, assets and key national sites and monuments. Produc-

tion, storage and transport of dangerous goods refer to that of chemical, biological, ra-

diological and nuclear materials [4]. In addition to these, road networks and waste man-

agement are often thought of as critical infrastructures as well. In short, critical infra-

structures can be said to mean the resources and structures necessary for a well-working 

society and economy.  

 

International Risk Governance Council (IRGC) defines critical infrastructures as a net-

work of independent, large-scale, man-made systems that function collaboratively and 

synergistically to produce a continuous flow of essential goods and services and that are 

essential for economic development and social well-being [5]. However, there is no 

universally accepted definition of critical infrastructures, and the only general rule, ac-

cording to Critical Infrastructures at Risk [6], seems to be that the higher the develop-

mental level of a society, the longer the list of its critical infrastructures, and the more 

severe the society’s dependence on them. 
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While people, industries and governments have all gotten used to – and dependent – on 

the foregoing infrastructures and the services and supply chains they provide, the infra-

structures have been introduced to a myriad of new vulnerabilities that stem from their 

connectedness and mutual interdependencies. Protection of society’s critical infrastruc-

tures has gained a central role in civil emergency planning and needs to stay up-to-date 

and adapted while the structures and technologies keep advancing. However, it is not 

always clear which infrastructures and which of their components are critical to society 

or other infrastructure systems. The complex interdependencies and their order of prec-

edence are not fully known. The infrastructures keep advancing as new technologies are 

being developed, and they are owned by many different parties. Because of this, protec-

tion of critical infrastructure cannot be done by any single governmental office or a 

company alone. Critical infrastructures also reach across national borders, as do the im-

pacts of their disruptions. For instance, a severe disruption in an electric power system 

of a country could have a huge impact on its neighbouring country’s energy security. [7] 

 

2.3 Interconnectedness and interdependencies of critical in-

frastructures 

 

Western, industrialized societies rely on a set of systems that provide energy, transport, 

food, water, public health services and other systems to manage information, provide 

communications services and to manage wastes. These systems used to be infrastruc-

tures dedicated to specific services, and the infrastructure elements were physically and 

logically independent and separate with little interaction with each other or other infra-

structure sectors. With advances in technology, the systems became automated, inter-

connected and dependable on each other. They now form a ‘system of systems’ without 

a single owner or operator. Tighter integration improves efficiency and convenience, 

but also increases vulnerabilities and can lead to cascading impacts as a disruption or 

malfunction may propagate to other systems.  

 

While technologies keep advancing and societies keep getting larger, critical infrastruc-

tures are growing more interdependent (see an example in Figure 2.1). Smaller systems 

have been integrated into larger, more complex systems with the help of modern ICT. 

Advanced information systems are now an essential part of all critical infrastructures, 

needed for the exchange of information on the status of subsystems between their opera-

tors to maintain overall system stability. Electric power system is now necessary for 

water and sewage system, telecommunications, rail transport, ICT systems, and almost 

every other critical infrastructure. Railways are needed not only to transport people and 

goods, but also to transport fuels for electricity generation and other essential supplies 

across industries. Infrastructure failures in modern societies are less likely to be isolated 

incidents, and can often cause widespread disruption because of cascading effects. 
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Figure 2.1 An example of interdependencies between different infrastructure sectors. 

[8] 

 

Two infrastructures are considered interdependent when they are both critically depend-

ent on each other, and both of them are susceptible to the other one’s failures. Infra-

structures can be interconnected across national borders but also across infrastructure 

sectors. For instance, ICT systems are dependent on a functioning electric system, 

which in turn is also dependent on a functioning ICT system. [6] 

 

In a system of interconnected critical infrastructures, failure of one infrastructure can 

trigger a failure of other infrastructures as they become overloaded or simply unable to 

operate. For instance, an interruption in electricity distribution will immediately stop 

electricity-based water pumps required for a functioning water supply, a disruption in 

ICT networks will prevent banking services from working and a damaged railroad 

might halt fuel deliveries for power plants. 
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Figure 2.2 An example of the complexity and interdependencies. [6]  

 

The increased use of information and communication technology at all levels of elec-

tricity infrastructure makes the network more effective and allows faster response to 

disturbances. It also makes the infrastructure more complex and interdependent with 

ICT infrastructure, and more reliant of proper security-related standards and cyber secu-

rity technologies in control and protection of the electricity infrastructure [6].  

 

The complexity of system topology makes it possible for failures to propagate through-

out the system and could allow local problems to escalate to cascading blackouts and 

other broad disturbances. Liberalization of the electricity markets has also led to an in-

creased organizational complexity, which can play a factor in the difficulty of coordi-

nating and restoring services with the array of multiple connections among systems 

within the European critical electricity infrastructure. Furthermore, many control and 

protection strategies and contingency plans in use today were developed for a smaller 

and simpler system and are now outdated. [6]  

 

2.4 Electricity system in Finland 

 

The Finnish power system consists of electricity generating power plants, nation-wide 

transmission grid, regional networks, distribution networks and electricity consumers. 

Together with systems in Sweden, Norway and Eastern Denmark, it is part of the inter-

Nordic power system with direct current transmission links from Russia and Estonia. 

The inter-Nordic system, pictured in Figure 2.3, is also connected to the Continental 

European system with direct current links. [9] 
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Figure 2.3 The Nordic power system and interconnections with other systems. [10] 

 

2.4.1 Transmission network 

 

The nation-wide transmission grid is a high-voltage trunk network that covers entire 

Finland. It consists of 4 608 kilometres of 400 kV transmission lines, 2 557 kilometres 

of 220 kV transmission lines, 7 453 kilometres of 110 kV transmission lines and 113 

substations. The total length of the trunk network is 14 618 kilometres [11]. Major pow-

er plants, industrial plants and regional electricity distribution networks are connected to 

this grid. Industries, trade, services and other high-consumption users, such as agricul-

ture, can be connected to a distribution network, a regional network or the nation-wide 

transmission grid depending on the case. High voltages in transmission grid enable long 

transmission distances of high powers with small losses. The nation-wide transmission 

grid is maintained and operated by Fingrid. [9] 
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Table 2.1 Lengths of different types of lines in Finland. [11][12] 

 

 

Substations are network junctions where power lines of different voltages are connect-

ed. They are used to transform and distribute electricity. Substations are usually in-

stalled outdoors, and if the existing substations are expanded, or if the available space 

for new substations is very limited, gas-insulated switching stations are used. In these 

stations, the live components are enclosed in a metal casing containing pressurised insu-

lating gas. [9] 

 

Because underground high-voltage cables are very costly to use in a country with such 

long transmitting distances, and because they restrict land use in areas where the cable 

is installed, high-voltage networks, including the main grid, are all built as overhead 

lines except for small parts around substations and city centres where underground ca-

bles are used for saving space. 

 

 
Figure 2.4 An illustration of generation, transmission and distribution of electricity, as 

well as a substation, distribution substation and loads. [13] 
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2.4.2 Regional networks 

 

The 45 kV and 110 kV power lines that are not part of the nation-wide transmission grid 

form the regional networks. Regional networks transmit electricity regionally, i.e. in a 

certain province. They are connected to the nation-wide transmission grid. Regional 

networks are also mostly built as overhead lines. 

 

2.4.3 Distribution networks 

 

Distribution networks operate at a voltage level of 400 V to 20 kV, and they can be 

connected directly to the nation-wide grid or use the grid services through a regional 

network. Households are connected to the distribution networks [9]. The electricity dis-

tribution system comprises of distribution substations (110/20 kV, 45/20 kV), medium-

voltage networks (20 kV), distribution transformers (20/0.4 kV) and the low-voltage 

networks (0.4 kV). The distribution system in Finland includes some 800 substations, 

150 000 km of medium-voltage lines, 100 000 distribution transformers and 240 000 

km of low-voltage lines. [14][11] 

 

Table 2.2 Types of lines or cables in different networks. *) Small parts of high-voltage 

network around substation and city centres are built as underground cables. [11]  

 
 

80 % of the medium-voltage network is overhead lines, 7 % of it is overhead cables and 

13 % of it consists of underground and underwater cables. 3 % of the low-voltage dis-

tribution network is overhead lines, 58 % of it is overhead cables and 39 % of it under-

ground cables. The electricity distribution system operators (DSOs) are actively increas-

ing the cabling rate to make the network less vulnerable to storms and other impacts of 

extreme weather events or conditions. The underground cabling rate of the entire distri-

bution network (medium- and low-voltage networks) is expected to increase from 29 % 

in 2014 to 44 % by the end of 2019. [11] 

 

The distribution networks are almost always used as a radial network, which is a tree-

like system where each customer has one source of supply. In radial network, locating 

and isolating faults is easier than in a meshed network. In case of a fault, short-circuit 

currents are also lower and voltage control and network protection are simpler. On the 

other hand, in a meshed network, voltage drop and energy losses can be reduced and 

reconfiguring the network is easier. [14] 
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Distribution networks (low- and medium-voltage) are typically built as meshed net-

works and operated as radial. Meshing improves the reliability of the networks in dif-

ferent types of fault or maintenance situations. In a meshed network, effects of a line 

fault can be limited into a smaller amount of consumers. The goal is, with underground 

cable networks in urban areas in particular, that each distribution substation has at least 

two medium-voltage feeders. As repairs with a medium-voltage underground cable are 

inherently slow, building meshed underground cable networks is worthwhile in order to 

avoid long interruptions in electricity supply. This is contrary to overhead lines, with 

which repairs are much faster. By contrast, in sparsely populated areas and particularly 

around uninhabited areas, lines are typically built as radial. This is due to the fact that 

the costs of securing the distribution with meshed lines would well exceed the benefit of 

decreasing the costs of electricity supply disruptions. [14] 

 

The electricity distribution networks and the functions associated with them have a sig-

nificant influence on the retail price, quality and general safety of electricity. The elec-

tricity distribution network trade comprises 15-50 % share of the total retail price of 

electricity depending on consumption; the smaller the electricity consumption, the high-

er the transmission’s relative share of the total price. Private consumers are connected to 

the low-voltage networks, thus all the distribution network’s cost components are in-

cluded in the transmission cost. A household typically pays a 3-4 c/kWh transmission 

cost before taxes, which forms around 30 % of the total price of electricity (although 

recent increases in transmission costs will inevitably result in transmission costs having 

a higher share the total price of electricity). Middle-sized industrial customers are usual-

ly connected to medium-voltage network, so the cost components from distribution 

transformers and low-voltage networks are not included in their transmission costs. In 

their case, the transmission networks’ share of the total electricity transmission costs is 

15-20 %, or 1.5-2.5 c/kWh. [14] 

 

In 90 % of the power outages experienced by consumers, the reason is a fault in the 

electricity distribution networks. Most of the disruptions in distribution networks occur 

in medium-voltage networks. Although there are even more disruptions in low-voltage 

networks, a single fault usually affects only a few consumers at the same time whereas a 

fault in the medium-voltage network often leads to hundreds of consumers experiencing 

a power outage. While disruptions in regional networks and transmission networks do 

occur as well, they can usually be isolated with the use of meshed networks so that the 

consumer doesn’t notice the faults (exception to this are customers of a DSO that is ra-

dially connected to only one feeder) [14]. These networks are built according to N-1 

criteria, which refers to a meshed network where each load (in this case, each substa-

tion) has at least two feeders. Substations’ bus systems are also typically divided onto 

two busbars and distinct transformers that work as each other’s backup feeders. [15] 
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Table 2.3 Line lengths in medium-voltage distribution network in 2014. [12] 

 

 

 

In 2014, total length of the medium-voltage distribution network (1-45 kV) was 136 707 

kilometres. As per in Table 2.3, 76.5 % of the network was bare overhead lines, 6.9 % 

was PAS insulated overhead lines, 0.5 % was other aerial cables and 16.2 % was under-

ground cables.  

  

Table 2.4 Line lengths in 400V network in 2014. [12] 

 

 
 

Total length of 400 V network was 236 978 kilometres, of which 2.8 % was bare over-

head lines, 55.9 % aerial cables and 41.6 % underground cables (Table 2.4) [12]. A 

popular and very widely-used option for low-voltage networks in Finland is AMKA, an 

aerial bunched cable, where one to five black, weather-resistant polyethylene-insulated 

aluminium conductors are twisted around a bare aluminium alloy messenger [16]. The 

messenger, which is also the neutral conductor, carries all mechanical loads.  

 

Distribution substations transform higher voltages into lower voltages suitable for the 

electricity users. Majority of them are located on poles, but they can also be installed in 

substation buildings in parks (pad-mounted substations) or in basements of buildings. 

 

The electrical power network operations are a natural monopoly as the construction of 

competing electrical power networks is not feasible in regard to the national economy. 

The electricity distribution networks are owned and operated by DSOs, and the opera-

tions require a grid permit from the Energy Market Authority. The Electricity Market 

Act contains equality and fairness stipulations for the DSOs, and they are also responsi-

ble for maintaining and developing the networks, connections for consumers and pro-

duction plants as well as distributing electricity.  

 

The grid permit defines a geographic area of responsibility where the DSO has a mo-

nopoly to build the distribution network. Location of a consumer within the DSO’s area 
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of responsibility cannot affect the price of electricity distribution. The distribution costs 

can neither be affected by from whom the consumer buys the electricity. Electricity dis-

tribution prices vary between different grid operators, but consumers are not able to 

tender out different DSOs. Electricity distribution cost is affected by the amount of elec-

tricity distributed, peak power requirements and the voltage level on which the consum-

er has been connected to the network. Currently there are 79 DSOs and 12 regional net-

work operators. Figure 2.5 illustrates the responsibility areas of the DSOs.  

 

 
Figure 2.5 Areas of responsibility of the distribution network owners (2013). [17] 

 

In 2014, the largest DSO in Finland, Caruna, had 640 000 customers. The largest 15 

DSOs in Finland covered more than 70 % of the distribution networks, electricity users 

and revenue. The smallest DSOs operate on an area of only a single municipality and 

serve a few thousand customers. Majority of the DSOs in Finland are owned by munici-

palities or municipality majority-owned joint-stock companies. [17] 

 

2.5 Significance of the electricity system for society 

 

In today’s industrialised societies, electricity has become ubiquitous and a prerequisite 

in almost everything we do. All other critical infrastructures are dependent on a func-

tioning electricity system, and even single failures in the system may affect large areas 
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of the electricity supply system and snowball into other infrastructures. Everyone is an 

electricity user, and continuous supply of electricity of uniform quality is a requirement 

for businesses, production facilities and services. As the entire society relies on systems 

and services based on electricity, even short interruptions in electricity supply may crip-

ple water supply, wastewater treatment, operation of banks, grocery stores and gas sta-

tions and some parts of transportation. Effects of longer blackouts would permeate op-

erations of public and private facilities, health care, heating systems and communication 

systems.  

 

 

Figure 2.6 Dependence of an interruption’s seriousness on its duration and extent. [18] 

 

Were an extensive power outage to occur, it would lead to trains, metros and trams 

stopping immediately. Traffic lights and street lightning would shut off. Banks would 

close their doors as they would be unable to operate, and ATM’s would go dark. Ma-

jority of businesses would close as well. Most people in Finland would lose heating at 

the instant, and the delivery of district heating would stop too, because it requires elec-

tricity.  

 

Water supply, based on pumps that require electricity to run, would stop as the pressure 

dropped, and only people close enough to water towers could still access fresh water, 

for less than a day. Toilets could not be flushed anymore, and the drainage network 
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would stop functioning. During power outages, sewage treatment plants without backup 

power could be forced to run the wastewater into ground or rivers, which could contam-

inate the soil or groundwater. Roads and streets would become congested as people 

tried to get home or pick up their children from schools and nurseries. However, gas 

stations would not be able to operate the gasoline pumps anymore, and before long, the 

roads would become quiet, too. Large grocery stores might be able to utilize backup 

power for a few hours, and after that would be forced to close their doors. Refrigerators 

and freezers in people’s homes would start to warm up and food would spoil before 

long. During a cold winter, homes without a fireplace or other alternative heating meth-

od would start to lose heat. A wooden one-family house would go cold in 12 hours; an 

apartment house could stay warm on its own for another 18-48 hours. [19] 

 

A long power outage could lead ICT networks to experience disruptions or be forced to 

shut down completely, as mobile base stations ran out of their emergency power after a 

few hours. This could have severe consequences on safety issues as people would be-

come unable to call emergency services and the government or a municipality would be 

unable to broadcast essential information about the situation and its developments. 

Were the government official radio network VIRVE to shut down, alerting and manag-

ing or coordinating rescue authorities, police etc. would be prevented.  

 

Some fear that risk aversion by society and the difficulty in obtaining the necessary 

permits might slow down growth of transmission capacity so much that it would result 

in bottlenecks. There are some concerns too that research and system-level thinking 

could begin lagging behind the increase in the scale of the electricity infrastructure and 

its vulnerabilities if performance of individual components or the control of individual 

networks gets bigger share of the research focus than crucial questions such as interna-

tional network stability and market performance. [6] 

 

Market related issues include uncertainties whether competitive markets can lead to a 

socially optimal fuel mix that meets all the concerns of society, and whether they can 

provide adequate and timely investment incentives. Market distortions are another risk 

not fully understood, created by the complexity of the institutional design and European 

countries liberalizing their power markets at different speeds and implementing differ-

ent models. Furthermore, there is also a risk that the post-liberalization regulation can-

not balance the incentives between reducing costs and maintaining network quality 

while also expected to expand in an efficient manner. 
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Figure 2.7 Impacts of an electricity failure on different sectors. [20] 

 

2.6 Regulations and legislation 

 

In its energy policy, Finland focuses in functionality of the energy markets, securing the 

supply of energy and limiting the emissions according to the international agreements. 

Finland was amongst the first nations to liberalise its electricity markets, and today has 

some of the freest electricity markets in the world. Because it is not thought to be likely 

that the requirements regarding functionality, reliability and environmental issues would 

be materialised in a completely liberal market, the operations of the electricity compa-

nies are regulated and controlled by authorities. [21] 

 

Regulation affects all parties within the electricity network: consumers, society, electric-

ity companies and distribution system operators. For a consumer, the idea of regulation 

is to secure good quality electricity supply with moderate prices. Societally, the target is 

a reliable electricity network with moderate costs. Shareholders of DSOs are guaranteed 

a reasonable profit for the capital invested in the network, and DSOs are guaranteed a 

stable and predictable business environment with reasonable profits to maintain and 

improve the networks. [21] 



 

 

16 

 

The Ministry of Employment and the Economy governs the regulation of energy indus-

try in Finland. It is in charge of companies’ operational preconditions, protecting the 

position of citizens on the markets and managing the government’s business assets. Au-

thorities responsible for regulating the electricity distribution are Energy Authority, 

Competition and Consumer Authority and Safety and Chemicals Agency. Energy Au-

thority oversees the compliance of the Electricity Market Act and promotes the func-

tionality of the electricity markets. Regulation dictates the maximum upper level of 

profits for the distribution system operators and requires proper maintenance and im-

proving of the networks. Distribution system operators are also required to make their 

operations more effective with lower costs. Competition and Consumer Authority acts 

under the Ministry of Employment and the Economy and aims to increase the economic 

efficiency by, i.e., monitoring the price of electricity. Another goal for them is to protect 

the economic, health and juridical positions of consumers and to implement consumer 

politics regarding the consumption. Safety and Chemicals Agency oversees the compli-

ance of the Electrical Safety Act, which requires electrical devices and equipment to be 

built, maintained and used in a way that doesn’t threaten anyone’s life, health or proper-

ty. National Emergency Supply Agency, acting under the Ministry of Employment and 

the Economy, protects the society’s critical economic functions in case of emergencies. 

It focuses on functionality of technical systems in particular, i.e. preparing for disrup-

tions in the electricity networks. [21] 

 

The Electricity Market Act was revised broadly in September of 2013. The new law sets 

stricter requirements for the reliability of supply for the distribution system operators, 

giving them both more rights and more responsibilities. The 51
st
 article of the revised 

Electricity Market Act states the quality requirements for the distribution network. Ac-

cording to the requirements, the distribution network must be planned, built and main-

tained in a way that the network meets the reliability requirements set by the main grid 

operator and that a failure of the network as a result of a storm or snow will not cause 

power outage of more than 6 hours to customers in urban areas and more than 36 hours 

in other areas. In addition, exceptions for distribution systems operators are allowed if 

the consumer resides on an island without a bridge or a regularly operated ferry, or if 

the consumption of the consumer has for the last 3 years been maximum of 2500 kWh 

and the remote location would make the extra investment’s costs exceptional or unrea-

sonable. The 111
th

 article of the revised act gives distribution system operators authori-

zation to harvest and clear trees and other vegetation located near the distribution net-

work without the explicit permission from the landowner in case it is necessary for pre-

venting disruptions or ending an already ongoing one. [22] 

 

The requirements stated in the revised Electricity Market Act must be fulfilled by the 

end of year 2028. DSOs must also provide the Energy Authority with a development 

plan that explains the measures and actions that will be used to achieve the goals every 

two years. In addition, the act obligates DSOs to produce contingency plans delivered to 
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the National Emergency Supply Agency at least every two years. The plans must cover 

the preparedness measures taken by DSOs for faults happening during normal opera-

tions and the emergency situations defined by the Emergency Powers Act (1552/2011). 

[22] 

 

Long interruptions in electricity supply may disrupt the telecommunication networks 

after their backup power runs out. Regulation 54 A/2012 issued by the Finnish Commu-

nications Regulatory Authority sets the minimum backup power requirements for the 

telecommunication network components. The requirements are subject to the priority 

rating of the component in question, which is defined by the amount of users it is used 

by or by the size of the geographical area its operations cover. The operating time of the 

batteries in base stations varies, being typically 3-6 hours depending on the priority rat-

ing. Furthermore, base stations with a high priority rating are required to have a fixed 

backup power generator, and others must be able to connect a mobile backup power 

generator into them. In an extended power outage, base stations would start running out 

of power and blind spots in the service area would begin to occur. [23] 

 

Recently, the role of European Union has increased in directing the energy policy. EU’s 

electricity market directive aims to reinforce the competition on the electricity markets 

and to promote the realisation of Europe’s mutual energy markets. Focal points in EU’s 

energy policy are increased efficiency through competition and improved security of 

supply. According to EU, reliable energy security can be achieved only when complete-

ly liberalised energy markets, connections to neighbouring countries and Europe’s mu-

tual safety norms and standards are in place. [21] 
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3 THREATS TO THE ELECTRICITY DISTRIBUTION 

NETWORK FROM EXTREME WEATHER CONDI-

TIONS 

 

The most vulnerable part of the electricity distribution system to extreme weather condi-

tions is overhead lines. Overhead lines are vulnerable to trees and tree branches falling 

onto them during storms and disrupting electricity supply, or cutting the lines complete-

ly. Heavy snowfall or accumulation of wet snow can also bend trees onto the bare con-

ductors, which will cause circuit breakers or other protective equipment to shut off the 

flow of power. Customers who are connected to that circuit will lose access to electrici-

ty supply until the trees are removed and the equipment reset. A toppled tree can also 

bring down pylons used for holding up the overhead lines.  

 

 

Figure 3.1 Examples of system faults: a) 3-phase b) phase-earth c) phase-phase d) 

phase-phase-earth e) broken conductor f) broken conductor to earth. [24] 

 

Figure 3.1 presents the most common short circuit and earth fault instances. Earth faults 

can occur as single-phase or biphase; short circuit may occur as biphase or three-phase 

faults. Faults can also be combinations of different types of faults, such as the phase-

phase-earth fault (d) in Figure 3.1. Short circuits and earth faults can both occur because 

of vegetation around the right-of-way. For instance, a falling tree branch can cause a 

biphase or 3-phase short circuit; a tree leaning on a conductor can cause an earth fault. 

 

Interruptions in electricity supply can be divided into unexpected and planned interrup-

tions, or transient and permanent faults. If a disruption can be cleared with a recloser, it 

is considered a brief transient fault. If the disruption still persists after reclosing opera-

tions, it is considered a permanent fault. Reclosing operations are typically not used 

with underground cable feeders, because faults occurring in them are mostly permanent 



 

 

19 

 

and require repairs, and because underground cables are not designed to withstand the 

stress that reclosing operations would put on them. 

 

A transient fault can last three minutes at the longest depending on the time settings 

applied. First order of business in case of a fault is a fast reclosing operation that trig-

gers the circuit-breaker. After a brief moment of dead time, e.g. 0.2 seconds, voltage is 

attempted to be returned to the conductor. Fast reclosing operations clear around 75 % 

of the faults. If a fault still persists after the fast reclosing operation, the circuit-breaker 

is triggered for a second time and a dead time of, e.g., 120 seconds follows, after which 

a delayed reclosing operation is attempted. During the dead time, a branch or other for-

eign object might fall down from the lines, after which the electricity distribution may 

be continued normally. Delayed reclosing operation clears around 15 % of the faults. If 

a fault is not cleared after reclosing operations, it is considered a permanent fault. In this 

case the distribution system operator must locate the fault, isolate the dead zone to as 

small an area as possible and send a crew to the location to repair the network manually. 

[25] 

 

More than 90 % of the electricity supply interruptions experienced by consumers are 

due to faults in distribution networks [14]. Disruptions occur in regional and transmis-

sion networks as well, but in meshed networks they can typically be isolated and by-

passed in a way that they do not reach the customers. In disruptions in the distribution 

networks, medium-voltage networks play a major role. A fault in the medium-voltage 

network that cannot be cleared with automatic reclosing operations triggers network 

protection that typically leaves several hundreds of customers without access to electric-

ity until the fault is isolated and the electricity flow can be rerouted. Of the medium-

voltage network of 1-45 kV, only 16.2 % is underground cables, which leaves 83.8 % of 

the medium-voltage network vulnerable to the impacts of extreme weather conditions 

[12]. Additionally, 51 % of the bare overhead lines, and 56 % of all overhead lines of 

the medium-voltage network are located in forests [26]. During the span of 2010-2014, 

average of 56 % of interruptions per year were caused by extreme weather, causing an 

average of 72.2 % of the interruptions time-wise per year (see Table 3.1 and Table 3.2) 

[27][28][29][30][12]. The average total duration of interruptions a customer experi-

enced, including also planned interruptions, was 3.98 hours, i.e. 3 hours and 59 minutes. 

The total interruption duration ranged from 1.85 hours in 2014 to 8.15 hours in 2011. 

 

Table 3.1 Interruption amounts caused by different types of extreme weather (% of total 

interruption amounts). [12][27][28][29][30] 
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Table 3.2 Interruption durations caused by different types of extreme weather (% of 

total interruption durations). [12][27][28][29][30] 

 
 

58.7 % of the 400 V low-voltage network is still either bare overhead conductors or 

aerial cables, which makes the majority of the low-voltage network vulnerable to ex-

treme weather too [12]. However, impacts of a fault in the low-voltage networks are 

much smaller, and a single fault in the low-voltage network typically causes an interrup-

tion to only a handful of customers at a time. The high-voltage powerlines of the nation-

wide transmission grid are built as overhead lines too, but they rarely suffer from tree-

related faults. This is because the transmission grid is built as tree-secure by utilising 

taller pylons and wider rights-of-way. The right-of-way (pathway cleared from any trees 

for overhead lines, discussed further in chapter 4.1.1) for 110 kV lines is usually 26-30 

metres wide, for 220 kV lines 32-38 metres wide and for 400 kV lines 36-42 metres 

wide. Additionally, the adjacent forest zones (also discussed further in chapter 4.1.1) on 

both sides of the right-of-way are 10 metres, in which Fingrid has a right to remove 

overgrown trees. Fingrid has permanent rights to use and maintain the land beneath the 

nation-wide grid. [31] 

 

Finnish Energy publishes yearly interruption statistics, from which the exact shares that 

each disruption type causes can be found. Because disruption and interruption statistics 

vary greatly due to individual extreme weather events, such as the winter storm of 2011 

that is discussed in length in chapter 3.8, statistics over the past five years, 2010-2014, 

will be presented and analysed. Even though statistics from earlier years are available 

too, they are not included in the analysis, because the networks are upgraded constantly, 

and the statistics from earlier years might not be relevant to the current networks any-

more. It is important to get a view that balances between analysing statistics temporally 

limited enough to keep the information current and relevant to the state of the current 

network structure, and analysing a large enough sample size to minimize the variation 

that stems from the inherent unpredictability of extreme weather events.  

 

In these statistics, the electricity distribution network is divided into three parts accord-

ing to their cabling rate: countryside, urban areas and city areas. Countryside refers to 

areas with a maximum cabling rate of 30 %, urban areas to parts of the network with a 

cabling rate of 30-75 %, and city areas to areas with more than a 75 % cabling rate. A 

single network owner may operate in each of these groupings.  
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During the span of 2010-2014, extreme weather conditions (wind and storm, snow and 

ice loads, thunder and other rough weather) caused, on average, 1.51 interruptions per 

customer per year (see Table 3.3). For comparison, technical reasons caused on average 

0.24 faults per customer, and other reasons (external, unknown, Force Majour) caused 

0.37 interruptions. The average duration of interruptions in a year caused by extreme 

weather conditions was 2.72 hours, while durations caused by technical or other reasons 

were both 0.16 hours (see Table 3.4). [27][28][29][30][12] 

 

Table 3.3 Average amount of disruptions on a customer in a year (pcs/a) (all levels of 

cabling). [12][27][28][29][30] 

 

Table 3.4 Average duration of disruption for a customer in a year (h/a) (all levels of 

cabling). [12][27][28][29][30] 

 
 

As cabling rate and network structure in general varies greatly around the country, the 

interruption statistics also look very different between these parts. The earlier mentioned 

disruption amounts and durations were an average of the entire country. In Table 3.5, 

Table 3.6 and Table 3.7, interruption amounts on an average customer in countryside, 

urban areas and city areas are presented. An average customer living in an area consid-

ered countryside (less than 30 % cabling rate) experienced an average of 3.18 weather-

related interruptions in a year. A customer in urban areas (30-75 % cabling rate) experi-

enced only 0.61 weather-related interruptions in a year, and a customer in city areas (at 

least 75 % cabling rate) experienced a mere 0.11 interruptions in a year (i.e. once in 9 

years). 
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Table 3.5 Amount of interruptions on an average customer in a year in a countryside 

(less than 30 % cabling rate). [12][27][28][29][30] 

 

 

Table 3.6 Amount of interruptions on an average customer in a year in urban areas (30-

75 % cabling rate). [12][27][28][29][30] 

 

 

Table 3.7 Amount of interruptions on an average customer in a year in city areas (at 

least 75 % cabling rate). [12][27][28][29][30] 

 

 

Table 3.8, Table 3.9 and Table 3.10 present an average total duration of interruptions on 

a customer in a year in countryside, urban areas and city areas. Average duration of in-

terruptions caused by extreme weather conditions experienced by an average customer 

in countryside was 6.08 hours, whereas a customer in urban areas experienced only 0.72 

hours of interruptions. An average customer in city areas suffered only 0.03 hours of 

interruptions caused by extreme weather conditions, i.e. less than 2 minutes. 

 

Table 3.8 Average total duration of interruptions on a customer in a year in countryside 

(less than 30 % cabling rate). [12][27][28][29][30] 
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Table 3.9 Average total duration of interruptions on a customer in a year in urban are-

as (30-75 % cabling rate). [12][27][28][29][30] 

 
 

Table 3.10 Average total duration of interruptions on a customer in a year in city areas 

(at least 75 % cabling rate). [12][27][28][29][30] 

 

 

During the span of 2010-2014, extreme weather conditions or other natural phenomena 

were the reason for 47.8 % of disruptions in bare overhead conductors, 47.6 % of dis-

ruptions in PAS insulated overhead lines, 29 % of disruptions in aerial cables and only 

4.4 % of disruptions in underground cables, as seen in Table 3.11.  

 

Table 3.11 Shares of nature-related disruptions of all disruptions that occurred in dif-

ferent types of lines and cables (%). [12][27][28][29][30] 

 

 

However, Table 3.11 tends to present a skewed view of disruption rates as it only shows 

the relative shares of nature-related disruptions and does not take into account the fact 

that the absolute amount of disruptions on a certain power line type could be very small. 

For this reason, a more revealing statistic is the disruption frequency. Table 3.12 pre-

sents the disruption frequencies as disruptions per 100 kilometres of a certain power line 

type. It is apparent that the bare overhead conductors have by far the highest disruption 

frequency of any power line type, at 5.82 disruptions per 100 kilometres over the span 

of 2010-2014. Average disruptions frequency in PAS insulated overhead line was only 

0.37, in aerial cable only 0.18 and in underground cable only 0.06 disruptions per 100 

kilometres per year. 

 



 

 

24 

 

Table 3.12 Nature-related disruption frequency in lines and cables (disruption amounts 

per 100 kilometres of different types of power lines). [12][27][28][29][30] 

 

 

The mechanisms and impacts of the most common and most significant extreme weath-

er conditions are discussed in the following subchapters. 

 

3.1 Strong winds and storms 

 

During 2010-2014, average of 29 % of all interruptions per year in the electricity supply 

in Finland were caused by lengthy, strong winds formed by low-pressure storms or re-

curring storm fronts, making them by far the biggest single threat to electricity distribu-

tion network stability. Duration-wise, winds and storms formed an even bigger share of 

the total, average of 49 % of the total duration of interruptions per year. On average, 

they caused 1.71 interruptions per customer per year in countryside, 0.37 interruptions 

in urban areas, and 0.04 interruptions in city areas. The average interruption durations 

caused by winds and storms per customer per year on average were 4.55 hours in coun-

tryside, 0.64 hours in urban areas, and 0.03 hours in city areas. [12][27][28][29][30] 

 

The reason for such high disruption rates related to wind and storms is that 80 % of me-

dium-voltage network is built as overhead lines, and 56 % of the total length of the me-

dium-voltage network is located in forests [26]. Electricity distribution companies do 

not own the land beneath the power lines, and even though they have the right to clear 

the trees that pose a risk for the lines [22], strong wind can cause a tree or a part of it 

from outside the designated tree-clearance area, or right-of-way, to topple or break onto 

the overhead line. When a tree or a branch falls onto the power lines, it causes a disrup-

tion in power distribution or breaks the line completely. The width of the right-of-way 

depends on the type of the power line; for bare 20 kV overhead lines it is usually 10 

metres, for 20 kV insulated conductors 6 meters. The width is agreed with the land 

owner in a contract on the power line right-of-way [32].  

 

In Finland, the strongest winds occur typically in autumn and winter. Strong winds can 

involve extreme gusts that can topple trees and fly branches onto the overhead lines and 

cause disruptions in electricity distribution. The weakest trees start to topple when wind 

speed reaches 17 m/s, and broader damages begin to occur when the wind speed reaches 

20-23 m/s. The worst damages occur in stands that for some reason are weaker and una-

ble to withstand strong winds. For instance, precipitation can soften soil and weaken the 
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binding power of tree roots; thinning and fertilizing can result in weaker stands that are 

more vulnerable to storm damages. Most storm damages occur in recently thinned 

stands bordering regeneration fellings. Recently treated forest edges are particularly 

vulnerable to storm damages, as they have not yet adapted to the changed wind condi-

tions. [33] 

 

Although strongest winds typically occur in autumn and winter, most wind-related 

damages occur when ground is unfrozen and trees can uproot. Strong winds are also not 

exclusive to colder seasons. Examples of this were the four summer storms of July-

August 2010 in the warmest summer in 100 years. They destroyed 8 million cubic me-

tres of trees, similar to the destruction of the two October-November storms of 2001 

where 7.3 million cubic metres of trees were destroyed. [34] 

 

The susceptibility of trees to wind damage is dependent on the forest structure, site con-

ditions, forest management and tree and stand characteristics such as tree species, tree 

height, diameter at chest height, crown area, rooting depth and width and also soil type 

and topography [35]. Spruces have roots that run close to the surface, which makes 

them prone to falling down during strong winds [36]. Pines, on the other hand, have a 

strong vertical main root that supports the trunk better against strong winds, unless the 

tree grows on top of rock. During late autumn and winter times, when deciduous trees 

have shed their leaves, they are less likely to be affected by wind than coniferous trees 

[34].  

 

In Finland, even relatively low mean wind speeds of 9-13 metres per second can cause 

damage, especially if trees are subjected to additional snow loads. Wind damages often 

occur near sea or large lakes, as wind speeds are typically higher in these areas due to 

lower surface roughness compared to the surrounding forested areas. [35] 

 

A study about wind-related damages in Finland’s forests during the span of 1986-1994 

was conducted in 2004. The study found that two thirds of wind-related damages to 

trees occurred in pine-dominant forests and a third in spruce-dominant forests. This 

seems to contradict the fact that spruce is more susceptible to wind-related damages 

than pine, but is due to the fact that the share of pine-dominant forests was 64.6 %, 

while the share of spruce-dominant forests was only 25.7 %. Wind-related damages in 

deciduous forests were low. [34] 

 

3.1.1 Downbursts and derechos 

 

Strong downbursts from thunderclouds in summer can also cause extensive damages. 

Downburst is a strong, cold air current emanating from a cumulonimbus cloud. They are 

typically associated with thunderstorms, but can occur also with little or no rain. Down-
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burst is formed when rainwater and its weight start the descending air current 

(downdraft) of a thundercloud. Typically, descending air warms up, but in thunder-

clouds the changes of state in water (i.e. evaporation, melting, sublimation) bind heat, 

which causes the descending air to become cooler and cooler relative to its environment, 

which again reinforces the downdraft of the thundercloud. When the downdraft hits the 

ground, it is spread outward from the surface landing point into different directions, 

producing extreme horizontal winds. The winds in downburst advance in a relatively 

straight line, which is different from tornados that twist the air. Because of this, the 

damages between downbursts and tornados or other gusts look different; after a down-

burst, trees are toppled pointing at the same direction. [37] 

 

 

Figure 3.2 Effects of a downburst during Asta storm on 29th and 30th of July, 2010. 

Downburst with wind speeds up to 50 metres per second completely destroyed a thick 

forest in Rautjärvi. [37] 

 

Sometimes a mass of thunderclouds appears, and a downdraft produced by them can 

form a vast area of cold air under the mass of the thunderclouds, leading to formation of 

a derecho (see Figure 3.3). Gusts from derechos can destroy even healthy, mature for-

ests entirely for hundreds of metres of length, at dozens of different spots along the 

derecho’s path. [37] 

 

While wind speeds in thunder gusts are generally below 15 metres per second, thunder-

showers with wind speeds above 20 metres per second that cause extensive damages are 

not an exception in Finnish summers. Wind speeds in extreme downbursts can reach up 

to 50 metres per second. However, downbursts that cause the type of destruction illus-



 

 

27 

 

trated in Figure 3.2 are rare, occurring only once or twice in a summer. Derechos that 

cause vast destruction in several provinces at the time are very rare, occurring only 

about once in a decade. Last derechos in Finland were Asta storm in July of 2010 and 

Unto storm in July of 2002. [37] 

 

 

Figure 3.3 Formation of a derecho. [38] 

 

3.2 Heavy snowfall, accumulation of wet snow and crown 

snow-loads 

  

Heavy snowfall or accumulation of wet snow will sometimes result in trees or tree 

limbs bending onto bare conductors, which in turn will result in circuit breakers or other 

protective equipment to shut off the flow of power. Customers who are connected to 
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that circuit will lose access to electricity supply until the tree is removed and the equip-

ment reset. These disruptions have potential to last from several hours to days or even 

weeks, depending on development of weather conditions and preparedness measures 

taken beforehand. In 2010-2014, an average of 15.2 % of all interruptions in electricity 

supply per year were caused by snow and ice loads. Of the total duration of the interrup-

tions, snow and ice loads were responsible for 15.4 % per year on average. They caused 

0.92 interruptions on countryside per year, 0.11 interruptions in urban areas, and 0.02 

interruptions in city areas on average. The total durations caused by snow and ice loads 

per year were 1.25 hours on countryside, 0.13 hours in urban areas and 0.02 hours in 

city areas on average. [12][27][28][29][30] 

 

Bending happens especially during and after heavy snowfall [36]. Young birches and 

other frail-bodied deciduous trees in unmanaged, young stands are particularly vulnera-

ble to bending under heavy snow loads [39]. Although coniferous forests tend to get 

more severely damaged by snow than forests dominated by birch, they are not as sus-

ceptible to bending; spruces have a symmetrical crown and low centre of gravity, which 

makes them resistant to snow damage. Pine- and birch-dominant forests are usually 

most vulnerable to snow-related damages, such as stem bending or breakage when the 

soil is frozen [35]. In interviews conducted for INTACT project, it was often noted that 

the lack of frost on some winters complicates the situation, because trees are more prone 

to uprooting, and also repair works become more difficult when the soil is softer [40].  

 

Accumulation of wet snow can cause even heavier loads on trees as the snow is denser. 

Wet snow is formed when snowflakes fall through warmer layers in the atmosphere and 

start to melt when they pass the zero-degree zone. These wet snowflakes are made up of 

a mixture of water and ice, and as long as they are only partially melted, they will be 

sticky and can adhere to other objects. If the temperature falls below freezing after the 

accretion, they will freeze and form a hard and dense layer with strong adhesion to the 

object. Wet snow density typically varies between 400 and 700 kg/m
3
. [41]  

 

Snowflakes that fall through dry, cool air will be small and powdery, and while they are 

likely to drift in the wind, they will not stick together. 

 

Rapid thawing can sometimes introduce new disruptions, too. Melting of heavy snow 

loads may cause bent trees or tree limbs to spring back up and come in contact with the 

overhead lines.  

 

Another common issue related to snow loads – apart from bending of trees or tree limbs 

– is that trees are not the only thing affected by snowfall, but roads get their share of it 

too. Repairing the problems in the electricity distribution network caused by heavy 

snow loads can be slow due to roads being inaccessible. 
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3.2.1 Crown snow-load 

 

Crown snow-load is a special condition in which an unusually heavy layer of snow 

builds up on tree crowns or structures. It mostly occurs in highlands of northern and 

eastern Finland, and is rare in central or western Finland and low-lying lands in general. 

The cause for crown snow-load related problems with overhead lines is often the lack of 

proper management of the forests surrounding the rights-of-way.  

 

Long-lasting frosts combined with winters with low levels of wind exposes trees on 

higher altitudes to crown snow-loads. Other predisposing factors are high level of air 

humidity, hard rime forming on trees and rains of supercooled water. An essential factor 

in forming crown snow-loads in sub-zero temperatures is the closeness of an unfrozen 

sea that gives out humidity. Also the structure of the forest affects formation of crown 

snow-loads. In an unmanaged and thick forest, trees compete for the available light. For 

this reason, they attempt to grow in height at the expense of the robustness of their 

trunks. When snow-load accumulates in the frail crown, tree is bent down easily if the 

trunk is not broken first. [42] 

 

Crown snow-load is caused by hard rime and heavy snow accumulating on objects in 

cold climate. Hard rime is formed when supercooled water droplets in fog and in sub-

zero temperatures instantly freeze to the windward side of tree branches or other ob-

jects, such as overhead lines [43]. Due to the small size of the droplets, their velocities 

are very low, so precipitation is not needed [44]. Thus, the force causing them to move 

around and to ultimately accumulate on structures is wind. Riming usually occurs with 

high wind velocities and air temperatures milder than -8 °C [43]. The higher the wind 

velocity, the faster hard rime is formed [41]. Hard rime combined with snowfall, espe-

cially wet snow brought by a warm front will lead to formation of crown snow-loads. 

The accumulation of snow on tree branches is most efficient with temperature close to 

freezing point, preferably between 0 and 0.5 °C [43]. Slightly wet snow is heavier and if 

the temperature falls below 0°C after the snowfall, snow will attach tightly to the 

branches when frozen. 

 

Heavy crown snow-loads can damage the tree stems, cause uprooting and bend the 

trees, sometimes onto the power lines (see an example in Figure 3.4). Metla measured 

crown snow-loads in trees in the winter of 1994 and found that the heaviest snow load 

in a tree – a 20-metre spruce – was 3400 kilograms [42]. In 2001 during the Pyry storm 

in Finland, over 20 000 damaged trees fell over power transmission lines in a single 

blizzard, causing blackouts to 177 000 households [43].  
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Figure 3.4 Crown snow-load has bent a tree onto overhead lines. [45] 

 

Figure 3.5 presents an example of the results from two models used for predicting 

crown snow-loads in Finland. The first one, on the left and marked with (a) shows the 

results of a calculation method developed by the Finnish Meteorological Institute pri-

marily for the use of DSOs. The second one, on the right and marked with (b) shows the 

results from a simpler study that, amongst other things, ignores the accretion of hard 

rime. The calculations were based on meteorological observations from 29 different 

localities, and the amount of crown snow-loads were calculated by using observations 

made every three hours of temperature, relative humidity, wind velocity and daily pre-

cipitation. The figure presents snow-load on trees that occurred on one day per year on 

average, during the span of 1961-2010. Both methods concluded that the biggest snow 

loads occurred in eastern Finland, close to the Russian border; the smallest snow loads 

on coastal areas. [46] 
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Figure 3.5 Snow-load on trees (kg/m
2
) that occurred on one day per year on average, 

during the span of 1961-2010, according to the (a) crown snow-load model by Finnish 

Meteorological Institute and (b) arithmetic method by Gregow. [46] 

 

3.2.2 Snow loads on overhead lines 

 

While bending of trees is the most commonly occurring issue related to snow loads, 

significant snow loads can sometimes accumulate onto electricity lines, too. Snow is 

often accumulated on the lines by drifting, which usually occurs when frosty snow 

gathers on the lines in a calm weather. However, this type of snow is light and structur-

ally weak, and doesn’t stick to the lines. Because of this, it doesn’t cause heavy loads 

and falls easily due to its own weight and the wind. [44] 

 

A more serious issue is wet snow. If, while snowing, the temperature is above zero, 

there is a layer of water on the surface of snowflakes as they are melting while falling 

[44]. This layer of water causes snow to stick to the surface of the cable, which can lead 

to quick accumulation of more snow. The accretion of wet snow on overhead conduc-

tors is particularly effective due to strong adhesive forces within the compact snow 

sleeve forming on the conductor as it rotates or the accreted mass slides around it [47]. 

Density of the wet slow is typically high, so the load it may cause in snowy and windy 

conditions can increase rapidly [44]. This phenomenon has caused significant damages 
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in many countries by collapsing power lines or even pylons. In Finland, the intensity of 

rain is usually not high in these conditions and the instances are short in duration. For 

this reason, accumulation of snow on power lines is not a very significant problem.  

 

Freezing rain, referring to rain in sub-zero temperatures, can also cause loads on power 

lines and pylons. In some areas around the world, it can be the most significant external 

load to take into account when designing the structures of the network. Freezing chang-

es the profile of the cable and can increase wind loads or lead to galloping, which is a 

phenomenon that causes the lines to start oscillating. This can damage the pole and py-

lon structures. However, this phenomenon is not a significant cause for loads in Finland 

due to climatic factors, as precipitation in freezing temperatures is rare and low in quan-

tity.  

 

3.3 Thunderstorms and lightning 

 

Local thunderstorms, storm fronts and downbursts can have devastating effects on a 

small area. Thunderstorms cause disruptions in electricity distribution not only because 

strong gusts emanating from them may topple trees onto the overhead lines, but also 

because of lightning strikes they produce. A direct lightning strike on a power line con-

ductor will cause high voltage pulses at the strike point. The pulses are then propagated 

as travelling waves, forwards from the point of strike. In addition, lightning can also 

strike a tree, toppling it onto overhead lines. 

 

Between years 2010 and 2014, 10.8 % of all interruptions in electricity supply were 

caused by thunderstorms. They were also the cause for 7 % of the total duration of the 

interruptions. On an average customer, they caused 0.49 interruptions on countryside 

per year, 0.11 interruptions in urban areas per year, and 0.04 interruptions in city areas 

per year. The total amount of thunderstorm-related disruptions per customer including 

all levels of cabling was 0.26 per year on average. The average power outage durations 

caused by thunderstorms were 1.27 hours on countryside, 1.32 hours in urban areas and 

0.37 hours in city areas, and the total average of them per customer including all levels 

of cabling was 0.21 hours per year. [12][27][28][29][30] 

 

In Finland, thunderstorms can be divided into two equally common types: air-mass 

thunderstorms and frontal thunderstorms. Air-mass thunderstorms typically start form-

ing in warm summer afternoons, when solar radiation heats the ground and humid air 

around it, resulting in an updraft and a rising air mass. The moisture then cools into wa-

ter droplets in the higher altitudes, creating cumulus clouds. As the cumulus clouds 

grow higher, they then form into dense and vertical cumulonimbus clouds that are capa-

ble of producing lightning. Frontal thunderstorms, on the other hand, are usually formed 

when cool, dry and dense air mass collides with warm and humid air mass, wedging 
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itself under the warm and humid air mass, causing it to lift upwards. Frontal thunder-

storms can form any time of the day, and they are not dependent on any particular fea-

tures of the surface of the earth. [48]  

 

 

Figure 3.6 Development of a thundercloud. (a) updrafts grow the cloud (cumulonimbus 

phase), (b) the cloud grows and a downdraft area is formed (mature phase), (c) growth 

of the cloud stops (dissipation phase). [49] 

 

Lightning strike can put stress on a power line by forming transient overvoltage on the 

conductor. Overvoltage can form through a direct strike to the phase conductor, through 

a back flashover caused by a strike to the grounded part of the line, or as a result of in-

duction. [50] 

 

Overvoltages cause earth faults and short circuits and may damage equipment, which 

can lead to long-lasting disruptions in electricity supply. Earth faults cause voltage dips 

in transmission networks, and short circuits cause voltage dips in both transmission and 

distribution networks. In process industry, even a single voltage dip can halt the entire 

process and cause massive damages. As ground fault currents are small due to the net-

works grounding techniques, ground faults in industrial networks typically do not lead 

to significant voltage dips. [50] 

 

Often lightning-induced faults can be cleared with a fast reclosing operation, but over-

voltages can also cause permanent damage to conductors or transformers. Faults in dis-

tribution transformers can typically be fixed in a few hours, depending on the scale of 

damages and the geographical location. Faults in underground cables are also possible, 

and may take longer to fix.  
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3.4 Urban flooding 

 

Urban flooding is a phenomenon in a densely populated area, where the capacity of 

drainage systems is overwhelmed by intense rainfall. It can severely impact electricity 

distribution networks, water and sewage treatment infrastructures and road transport.  It 

may also damage buildings and cars. Frequency of urban floods is predicted to increase 

in the future due to climate change and increased precipitation [51]. Urban floods do not 

threaten overhead lines like storms and snow loads do, but pose a risk of transformers 

getting submerged. 

 

When designing electricity distribution networks in city centres or other densely popu-

lated areas, available space is often in short supply. In rare cases that unbuilt area is 

available, pad-mounted transformers that can be visually adapted into their environment 

are utilized. However, in most cases, distribution transformers are installed in base-

ments of apartment buildings. Because overhead lines in densely populated areas are not 

practical or are not allowed for aesthetical reasons, cabling is the only alternative for 

connecting the equipment to the network. [14] 

 

In Finland, a rainfall of 100 mm can typically lead to drainage network overflowing and 

water rising up to the streets and flooding underpasses. Water can then start flooding 

buildings, starting from basements and ground floors. If transformers, emergency power 

generators, pumps or other essential components of the electricity distribution network 

are in the basements that become flooded, electricity supply in those areas may become 

severely disrupted as the equipment breaks. 140 mm of rain will cause damage to large 

number of buildings, surrounding them and filling up their elevator pits. Spill water 

from overflown sewage systems may spread contaminated water and lead to contagion 

of diseases or epidemics. Road structures may collapse, and cars may become sub-

merged. Intense rainfall and resulting floods can also damage cable networks and pad-

mounted transformers, further hindering the electricity distribution. [52] 

 

In August of 2007, Pori experienced a 140 mm rainfall within a small area in the course 

of 3 hours, which resulted in an urban flood that had been unprecedented in Finland 

until then. Streets, ditches and drains were flooded. Water also got into hundreds of 

basements through flooded plumbing. Dozens of cars and many streets were damaged, 

and total losses were estimated to reach around 15 million euros. Rescue authorities got 

requests for more than 300 operations almost simultaneously, and all of them were 

pumping-related. However, pumping the floodwater was mostly impossible, as there 

was nowhere to move it to. Authorities lacked suitable pumping equipment for an event 

this magnitude, but even with proper resources, relocating the water would have been 

very difficult as it had spread everywhere evenly. Eventually, once the rain had stopped, 

basements could be drained, and water started flowing away through all available 

routes. [53] 
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Some switchboards and transformers located in basements barely avoided getting flood-

ed. Switchboards and transformers in newer buildings have been installed in a way that 

they are not vulnerable to flooding, but older buildings are often not so well prepared. 

This time, the city was able to continue electricity distribution, apart from a local power 

outage that occurred in the city centre. However, the situation could have been much 

more severe if a wide power outage occurred, as the electric pumps, and also the pumps 

in drainage systems and ditches would have stopped working. Also, had the floodwater 

gotten into the building where the emergency response centre was located, their func-

tions would have been interrupted. [53] 

 

 

Figure 3.7 Return periods for rainfall intensities. Years 2002-2005, 1km
2
, 3h-24h radar 

observations and fitted Weibull distributions. Blue circle marks the rainfall in Pori on 

the August of 2007. [54] 
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3.5 Other effects of extreme weather and new challenges from 

climate change 

 

Other natural hazards might be harmful for the electricity infrastructure even if they 

didn’t threaten it directly. Earthquakes, flooding, droughts, landslides or storms might 

affect and disrupt other critical infrastructure or infrastructural services on which the 

critical electricity infrastructure depends on [6]. For instance, gas supply system pro-

vides fuel for generators, railroads are required for transporting other fuels needed for 

power generation (such as coal), and ICT systems are necessary for controlling and 

managing the electricity systems and markets. 

 

Climate change will lead to increased precipitation and humidity which will weaken and 

soften the ground [50]. This makes building the electricity network and its maintenance 

more difficult as heavy machinery is often needed for the work. It may also increase 

rotting damages, and pole footings may decay. Soft, sludgy ground weakens the root 

systems of trees which makes them - especially if located in slopes - more likely to top-

ple onto the overhead lines in the event of strong winds or heavy snow loads [55]. Ur-

ban flooding is possible in case suburban drainage systems become too slow to drain the 

streets because of the increased precipitation. Floodwater could then make its way into 

basements and damage transformers that are often located there [50]. Fuel supply infra-

structure and power stations and substations close to rivers and coast could also risk 

flooding [56], and droughts could threaten the supply of cooling water to power sta-

tions.  

 

Rise of the groundwater level and increased precipitation causes decay and corrosion, 

and even though cables are waterproof, they are not designed to withstand the effects of 

being continuously submerged. Underwater cables can be vulnerable to strong winds 

moving ice floes around, especially where the ocean gets shallower and wind presses 

the floes together creating pack ice. Pack ice can reach the seabed and put a strain on a 

sea cable. [50]  

 

3.6 Past case: Winter storms of 2011 

 

At the early hours of December 26
th

 of 2011, Finnish Meteorological Institute issued a 

warning for dangerously strong winds. The warning advised people to be on the lookout 

for toppling trees, broken electricity lines (see example in Figure 3.8) and flying debris. 

The situation was expected to get worse in the following hours, and it would become 

the worst storm the country had experienced in a decade. Wind speeds would rise up to 

36.4 meters per second in the northern Baltic Sea, and 31.5 meters per second on land. 

The storm, named Tapani, would move from west to east and would last for 16 hours, 
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and the very next day another storm, named Hannu, would continue the destruction, 

mainly in south-eastern Finland. 

 

On the morning of the 26
th

, railway transport started experiencing disruptions as the 

tracks between Helsinki-Turku, Tampere-Pori and Turku-Toijala had been damaged by 

the storm. Repairs had started early in the morning, but trains were still experiencing 

delays or would even come to a halt on the next day’s evening. Railroad crossings in the 

affected areas lost their warning systems after their emergency power batteries ran out. 

Some trains were temporarily replaced with extra buses, and some flights were can-

celled due to strong winds. 

 

 
Figure 3.8 Damaged electricity lines being repaired in Porvoo. [57] 

 

At around 10.30 AM on the 26
th

, the storm had cut off electricity from around 200 000 

households, and by the afternoon the number of people without access to electricity was 

300 000. Figure 3.9 illustrates the overall status of the electricity network in south-

western and southern Finland at the time; lines marked with white colour had no elec-

tricity. Repairs of the electricity network had started early in the morning, but the ongo-

ing storm hampered or even prevented them completely for a while. Fortum and Vatten-

fall recommended their customers to prepare for the repair works to go on for several 

days. Warm weather and lack of frost resulted in toppling of exceptional amounts of 

trees, which took the electricity companies by a complete surprise. 110 kV power lines 

of Kolsi-Forssa suffered two consecutive faults due to toppling trees. [58] 



 

 

38 

 

 

Figure 3.9 Status of the electricity network in Southwestern and Southern Finland, at 

10.30 AM on the 26
th

 of December 2011. Lines marked with white colour had no elec-

tricity. [59] 

 

By noon, the toppled trees had caused large-scale damages by falling onto electricity 

lines, houses, cars, roads and railways. Many roads were blocked by fallen trees, which 

further slowed down the repair works of the electricity network (see examples in Figure 

3.10, Figure 3.11 and Figure 3.12). Police department of Southwest Finland issued a 

statement recommending people to equip themselves with chain saws or other clearance 

tools if they had to travel by cars. Local rescue departments kept clearing toppled trees 

for about 24 hours, after which the road network was mostly functional again. Many 

unmanned gas stations stopped working as the pumps lost power. Several ferry lines 

were halted in many areas due to the storm. 

 

At 3 PM on the 26
th

, Finnish Meteorological Institute issued a statement that Tapani was 

starting to weaken and move towards east, but that the winds were going to intensify 

again on the next day. In the afternoon of the 27
th

, a new storm followed and swept 

across the country. The storm of the 27
th

, named Hannu, caused even further damages 

on electricity distribution lines, and also 110 kV power lines in two separate locations 

suffered from toppling trees, which caused three-hour interruptions in Fingrid’s nation-

wide power grids electricity transmission between Forssa and Lahti. [60] 
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Figure 3.10 Firemen clearing trees that have toppled onto the electricity lines on the 

26
th

 of December, 2011. [61] 

 

In population centres, power outages lasted from a few hours to a few days. Sparsely 

populated areas and summer houses experienced longer power outages, lasting up to 

twenty days. Disruptions in electricity supply quickly led to other problems. Indoors 

temperatures in households, and in some areas also retirement homes, fell. Some munic-

ipalities started preparing for evacuation and emergency accommodations for their pa-

tients, but as the weather had been mild, the lack of heating did not become as severe of 

a problem as it would have, had the temperatures been freezing during that time. Many 

health centres lost access to their electronic patient information systems due to power 

outages, and also had problems with their electronic lock systems. 

 

As a result of the storms, a third of TeliaSonera’s cellular network’s base stations lost 

their power in Southwest Finland and Satakunta regions. Emergency power was utilized 

wherever possible, but reception quality was lowered, and some areas lost reception 

completely. Elisa reported that 10 percent of its base stations were down during the 

power outages. The next day, 27
th

 of December at noon, 6 percent of its base stations 

were still down, and on the 30
th

, the number was less than 2 percent. Disruptions hap-

pened mainly in sparsely populated areas, leaving the cellular networks in suburbs 

largely unaffected. On the 27
th

, the storm cut off electricity from a telecommunications 

station in Kisko. It continued to function for another 33 hours on its emergency power 

batteries, but on the 28
th

 the station lost its power. All telecommunication connections 

that normally go through it were lost, including Fingrid’s remote access connections to 
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two 110 kV substations and a gas turbine station in Naantali. After 31 hours, electricity 

and telecommunications were restored with an engine-generator. [58] 

 

 
Figure 3.11 A tree had broken and fallen onto an electricity line. [62] 

 

Finnish authorities' telecommunications network was also experiencing disruptions as 

electricity supply for the necessary base stations had been cut off, or because the tele-

communications link between the centre and the base stations had been disconnected. 

At the worst, half of the dedicated authorities’ telecommunications base stations 

stopped working, and many were unable to utilize emergency power. Public-safety an-

swering points got backed up and the waiting times went up to 4 minutes on average, 

while they are in normal conditions less than 10 seconds. [63] 

 

Power outages also meant that water could not be pumped into water towers, and as the 

towers typically store enough water for just one day of normal use, water supply started 

experiencing disruptions. Most water facilities were not equipped with emergency pow-

er, and some towns advised people to limit their water consumption. Special methods 

like tanker-lorries were also deployed in some towns. Some households in sparsely 

populated areas had no other water supply than their own wells, and without electricity, 

their pumps stopped working too. Most wastewater treatment plants were not equipped 

with emergency power, and during the power outage, wastewater had to be ran into riv-

ers or the ground. Some towns drained the wastewater plants with suction vehicles. 

 

During Tapani, the emergency services of Southwest Finland and the Satakunta region 

got assigned 2 500 and 1 600 operations respectively, which equalled about 20 percent 

of the amount of the emergency services’ annual operations. The problems with both 

the cell phone network and the authorities’ telecommunications network hindered the 
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operative management of the rescue operations, and some volunteer fire departments 

could not be called to work at all.  

 

All in all, total of more than 570 000 people experienced power outages and 120 000 

were paid reimbursements for the outages, worth some 30 million euros. Furthermore, 

the electrical power networks suffered extensive damages worth some 31 million euros. 

Two people lost their lives doing the clearance works during the storms. 

 

 

Figure 3.12 A tree had toppled onto electricity lines. [64]  
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4 IMPROVING THE RESILIENCE OF ELECTRICITY 

DISTRIBUTION NETWORKS 

 

Resilience of the electricity distribution networks can be improved by preparing for ex-

treme weather conditions ahead by minimizing the risk-factors and making plans how 

the stakeholders can mitigate the impact of an unpredictable but inevitable event when it 

does emerge. In addition to preparing and planning, cooperation between stakeholders 

during and after an event can make all the difference in how fast the disruption can be 

remedied. Exploiting technological solutions is essential for improving the electricity 

distribution network and preparing it for the extreme weather conditions ahead. Tech-

nology can be utilized in many ways and in all phases of a special event. 

 

The methods discussed in this chapter are divided into the four phases of the crisis man-

agement cycle illustrated in Figure 4.1. Even though extreme weather events and condi-

tions are erratic in nature and their occurrence unpredictable, their occasional emer-

gence and recurrence is virtually inevitable. Preparedness is the phase before a crisis has 

happened, where DSOs, municipalities, rescue authorities and other parties responsible 

for critical infrastructure or governmental services make plans on how to respond to a 

given incident. Following an occurring crisis, response phase is where preparedness 

plans are executed and there are attempts to reduce further damages. Recovery phase 

includes actions taken to return to a normal situation following a crisis. Mitigation 

phase measures are implemented in order to prevent future emergencies or at least to 

decrease their likelihood, or to minimize the effects of an unavoidable event. This will 

feed back into the preparedness phase with updated plans in place to deal with future 

emergencies.  

 

Many of the methods presented below are not placed in the only phase that they fit in. 

For instance, unmanned aerial vehicles can be utilized in both mitigation and recovery 

phases. However, for the sake of clarity, each method is placed in just one phase and 

possible applications of the methods in other phases is mentioned in their respective 

subchapters where applicable. 
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Figure 4.1 Crisis management cycle. [65] 

 

4.1 Preparedness  

 

4.1.1 Adjacent forest management 

 

As by far the largest share of interruptions in electricity supply is due to disruptions in 

the overhead lines, and as 51 % of the medium-voltage overhead lines are still located in 

forests [12], understanding and managing tree growth around those lines is of para-

mount importance when considering the resilience of the distribution networks.  

 

The pathways where the overhead lines are built are called rights-of-way. They are are-

as designated for overhead lines that the DSOs are required to administer and maintain 

so that the overhead lines cannot be reached by trees, which means all trees within the 

right-of-way are cleared regularly. A typical width for the right-of-way, cleared from 

any trees, is 10 metres, and 7.5 metres of the right-of-way is cleared from any tree limbs 

or branches. However, width of the right-of-way varies depending on the power line 

type and its voltage, and can also be 6 metres with a branch-less width of 3.5 metres, or 

8 metres with a branch-less width of 5.5 metres (see Figure 4.2 for an example). 

[66][26] 
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Figure 4.2 Typical widths of a right-of-way cleared of any trees and adjacent forests 

surrounding it. [32] 

 

Where overhead lines are located in forests (56.4 % of all medium-voltage lines [26]), 

surrounding their rights-of-way is the adjacent forest that is outside the right-of-way, 

but from which trees can still, due to strong wind or heavy snow loads, bend and con-

nect with the overhead lines or fall-in onto them. While it is essential to keep the rights-

of-way cleared from trees and anything else that could threaten the overhead lines hang-

ing above, understanding and managing the adjacent forest is also a key to reducing 

tree-related disruptions in electricity distribution. The goal is to achieve an adjacent 

forest with such a structure that it will grow into withstanding the strains put on it by 

snow and storms better than an unmanaged forest.  

 

There is no official definition for the width of the adjacent forest, but it is typically 

thought to extend 10-20 metres from the edge of the right-of-way on its both sides. 

Thus, the right-of-way being typically 10 metres wide, trees at the maximum of 25 me-

tres from the overhead lines can be considered to belong to the adjacent forest. The 

management and clearing operations on the adjacent forests are usually done on a 10 

metre zone from the edge of the right-of-way, and only trees that clearly threaten the 

overhead lines are removed from beyond that. [26] 
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Figure 4.3 Left: Percentage of the power lines located in forests. Right: Frequency of 

trees taller than 10 metres. [26] 

 

Trees within the adjacent forest can pose a threat to the overhead lines only if they are 

able to reach the overhead lines in case they bend or fall. In practice, this requires a tree 

from the adjacent forest to be at least 13 metres tall. Overhead lines that go through for-

ests with at least 13 metre average height form 47 % of all overhead lines surrounded by 

trees. Because the overhead lines are located at a height lower than 10 metres and cano-

py dominant trees are typically 1-2 metres taller than the adjacent forest average, the 

assessment of hazard trees in adjacent forests should be extended to adjacent forests 

with an average tree length of more than 10 metres. Medium-voltage overhead lines that 

pass through forest lands with the average height of trees higher than 10 metres form 

33.8 % of the total length of rights-of-way, i.e. about 40 500 kilometres. [26] 

 

It is quite common in Southern Finland that trees reach heights of 25-30 metres. If a tree 

27 metres tall growing 25 metres from the overhead line toppled directly towards a line, 

it would reach the conductors. However, healthy forests with a majority of trees these 

heights are typically able to withstand even very strong storms. Exceptions to this are 

stark forest edges or wedge-shaped forms formed in loggings and single, separate seed 

trees and retention trees. Further reducing the risk of trees growing further back toppling 

onto the lines is the fact that the angle within which a tree must fall to reach the over-

head lines narrows when the distance from the line is increased. [67] 
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A forestry consulting company TAPIO conducted a study looking into improving the 

reliability of medium-voltage overhead lines in 2013. The main result of the study was 

that emphasizing the management of the adjacent forests alongside medium-voltage 

overhead lines is a significant way to further improve the reliability of electricity distri-

bution, in addition to cabling and moving the overhead lines to better places. The study 

found benefits of the management of the adjacent forests to be fast and wide effective-

ness with moderate costs. Management of adjacent forests during seedling- and/or first 

thinning phases reduces bending of broad-leaved trees in particular onto the overhead 

lines under the weight of heavy snow loads. Thinnings help remaining trees grow more 

robust quicker, which also mitigates impacts of storms long-term. Management of the 

adjacent forests can be done by landowners, but also by DSOs with the landowner’s 

permission, either by themselves or by purchasing the services from forestry companies. 

[26] 

 

Amongst adjacent forests surrounding medium-voltage overhead lines, young forests 

with an average chest-height diameter of 8-16 centimetres cause the majority of power 

outages. According to a study about overhead line damages caused by trees, birch was 

particularly vulnerable, causing two thirds of damages to overhead lines. Pine was the 

cause for one fourth or the damages. Both tree types are most prone to bending, but 

breaking is also quite common. Toppling occurs mostly with pines. Majority of the 

damage-causing trees had a chest-height (1.3 metre) diameter of 7-11 centimetres and a 

height of 11-12 metres. An important factor considering the proneness to topple was 

slenderness, i.e. the ratio between diameter and height of a tree. Trees that are tall but 

slender are particularly prone to damages caused by storm or snow. [67] 

 

Whether or not a tree in an adjacent forest poses a risk to nearby overhead lines depends 

on many other things too. Type, size, age and health of trees in question and whether the 

forest has been managed properly will affect the vulnerability of trees in an adjacent 

forest [67]. Also topological factors such as shape of the terrain, its qualities and damp-

ness, and also wind conditions and snow or frost potential have their own impact on the 

risks. In addition, the type of forest where a potential hazard tree grows has a big effect 

on the risks. In general, it is recommended to primarily remove all broad-leaved trees 

that have grown tall but slender, and all damaged or tilted trees. See an example in Fig-

ure 4.4. 
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Figure 4.4 Damaged or tilted trees as well as tall but slender broad-leaved trees should 

be removed from the adjacent forest. [32] 

 

The study by TAPIO gives recommendations on how to improve the reliability of elec-

tricity distribution by proper adjacent forest management. First, broad-leaved trees 

should be systematically removed from adjacent forests during the seedling stand tend-

ing phase. After that there should be first thinning, which further reduces risks via in-

formed tree selection. After the first thinning, the adjacent forest should be left to grow 

by itself. Obvious hazard trees can be removed in a second thinning during a normal 

forest thinning, or as a separate operation. Lastly, when the forest has grown to certain 

sturdiness, it should be regenerated according to forestry recommendations. When re-

generating an adjacent forest stand, only coniferous seedling stands should be aimed 

for. [67] 

 

Table 4.1 shows risk assessments of adjacent forests with different types of trees and in 

different phases of forestry development. Seed tree stands are stands managed with a 

felling that aims to naturally regenerate pines or birches, and where seed trees are not 

removed. Dominating tree types are pine or birch. As seed trees are vulnerable to storm 

damages, they must be completely removed from around the overhead lines. The mini-

mum distance of seed trees from the lines should be 20-25 metres, depending on the 

tallness of the trees and the height of the lines. Seedling stand is classified as small, 

when its average height is less than 1.3 metres.  
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Table 4.1 An assessment of risk levels posed by adjacent forests by tree types. [67] 

 

  

 

4.1.2 Inspection of the network condition 

 

Periodic inspections of the electricity distribution network are necessary for estimating 

the maintenance needs of the network and for detecting faulty or damaged network 

components. The inspections have traditionally been made patrolling the rights-of-way 

by foot, by all-terrain vehicles or by snowmobiles. The inspection cycle is typically 3-

15 years, but the inspection cycle and clearance practices differ between different DSOs 

and topographically different areas [68]. For instance, Elenia evaluates the need for 

clearance by areas and network types annually and orders the clearance works based on 

these analyses [66]. In low-voltage networks, the need for clearance works is deter-

mined based on the occurrence of recent faults and by the year the networks were last 

cleared. When it is time for clearance works around low-voltage networks, clearance 

crews walk along the overhead lines and clear the areas that require it. The average cy-
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cle for clearance works in Elenia’s medium-voltage networks is around five years and in 

Elenia’s low-voltage networks around eight years. 

 

Aerial inspections from helicopters can make the periodic inspections more effective 

and more standardized. At present, aerial inspections are made in 3-6 year cycles and 

the flights operated typically in summer time to ensure good flight and photographing 

conditions [68]. In Elenia, for example, the vegetation clearance crews clear the rights-

of-way and manage the adjacent forests along medium-voltage networks based on aerial 

inspections [66]. The aerial inspections offer a clear view on which parts of the network 

are in need of clearance works. Some inspections on the ground are still needed though, 

as some faults of the network, i.e. decaying damages of the poles cannot be detected 

from the air [68].  

 

The network condition can be efficiently and reliably inspected by equipping the heli-

copters with different sensory devices to cost-effectively maximize the observation data. 

The devices may include, for example, two 2D cameras for photographing front and 

back, a camera for an overview and an airborne laser scanning (ALS) system [68]. 

Sometimes a thermographic camera can also be included. The aerial inspections are 

usually done by photographing both frontwards and backwards from the helicopter, or 

sometimes flanking the overhead lines a bit. The gathered data can then later be virtual-

ly “flown” again on a computer, which allows for detailed observations of the network. 

Flight speed on periodic aerial inspections done with a helicopter is typically 60-80 

km/h, and the high speed requires high resolution sensor on the camera, large aperture 

lens and good lighting conditions to ensure adequate sharpness for the photographic 

data. In case the aerial inspections are made without the above-mentioned sensory 

equipment, flight speeds must be lower to allow the inspector to have enough time to 

observe the condition of the network and its components.  

 

Inspections based on aerially gathered data are not restricted by seasons or weather as 

the data can be accessed and studied anytime. The aerial view typically offers details 

that are not seen in inspections done from the ground level. It also reveals spots where 

there is an object under or near the overhead lines, which could lead to safety risks [69]. 

The aerial data also better reveals where trees from the adjacent forest are leaning to-

wards the overhead lines. The inspection flight altitudes are typically very low, only 30-

60 metres from the ground. The gathered data must be high-quality and high-resolution 

so that different problems in the network or its components requiring repairs can be de-

tected from it. For instance, some faults in conductors or insulators require a resolution 

power of at least one centimetre. It is likely that in the near future the flight altitudes can 

be increased as the ALS technology advances further. 
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ALS, along with the burgeoning use of unmanned aerial vehicles, or drones, are often 

utilized after a storm or heavy snow has damaged the distribution network, so they will 

be discussed further under mitigation measures, in chapters 4.4.4 and 4.4.5. 

 

 

Figure 4.5 Information needs DSOs might have for remote sensing. [69] 

 

Helicopter inspections are also essential for forming situational awareness during and 

after a blackout. DSOs start doing aerial inspections to quickly gather information for 

situational awareness as soon as the weather conditions allow flying a helicopter, and 

after this continue flying to more accurately locate the faulty spots in regional and me-

dium-voltage networks. Accessing the fault locations by ground vehicles or by foot can 

be difficult or impossible during and right after a storm before roads have been cleared, 

which is when the use of helicopters is particularly advantageous. In fault situations 

after storms, cameras and other sensory equipment are typically not used, but the obser-

vations are made by experienced professionals who often work for a DSO or a mainte-

nance contractor. During extensive storms, most of Finland’s operable helicopters may 

be operating the inspection flights for DSOs. [68]  

 

4.1.3 Contingency plans 

 

Security of continuous supply is the first priority in electricity infrastructure, but ex-

treme weather events and natural hazards make occasional service outages unavoidable. 

Because of this, system operators should improve resilience of the infrastructure by 

stockpiling and maintaining critical components and other equipment, sharing resources 
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among different system operators, training work crews and preparing plans for rapid 

restoration of services in case of disrupting events [5]. Preparedness, readiness and 

proper allocation of resources of rescue authorities, tree clearance crews and other 

stakeholders or operators plays a major role in the resilience of the electricity distribu-

tion network.  

  

When a system fails, it might expose its operators to circumstances they have not expe-

rienced before. IRGC suggests some strategies that can reduce risks in such circum-

stances [5]: strategies and designs that support ‘graceful’ degradation of capabilities (for 

example ‘island solutions’ or bandwidth priorities), demand management (including 

priority setting), incorporation of rapid-acting, cooperating, distributed autonomous 

computer control agents, and careful contingency preparation (including operator train-

ing conducted in realistic simulators). 

 

In preparedness phase, plans should be made on how to respond to different incidents or 

set of circumstances. Lines of command and control should be included in the plans, as 

well as division of activities and responsibilities between different agencies and opera-

tors. Under special circumstances, resources often quickly become scarce which is why 

efficiency of the undertaken operations is particularly important. If the roles are not 

clear and defined in the preparedness phase, different agencies might devote valuable 

time and manpower to overlapping endeavours during the response phase.  

 

The Electricity Market Act was revised in 2013 and the revised act dictates the National 

Emergency Supply Agency to supervise the contingency planning. The contingency 

planning obligation applies to DSOs, operators of the high-voltage distribution network 

and operators of the main transmission grid [70]. The revised Electricity Market Act 

regulates in its 28
th

 article DSO’s contingency planning, and in its 106
th

 article the con-

trolling authorities and their duties [22]. The 28
th

 article states that a network operator 

must with appropriate planning prepare for fault situations during normal operations and 

emergencies defined in the Emergency Powers Act (1552/2011). The contingency plan 

must contain the operations models and instructions for serious fault situations and 

emergencies. The operator must prepare a contingency plan and, to a necessary extent, 

participate in contingency planning directed in securing the security of supply. The con-

tingency plan must be updated at least every two years, and also in situations where 

circumstances have undergone significant changes. 

 

The contingency plan and the possible changes made into it must be provided to the 

National Emergency Supply Agency, as well as a development plan for the contingency 

plan. The development plan describes how in the next two years the operator intends to 

improve its networks level of preparedness towards its target level. These plans are, 

under the Act on the Openness of Government Activities, not public. Because of nation-

al security concerns, only the National Emergency Supply Agency may access the oper-
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ator-specific plans. In case the contingency plan does not meet the imposed require-

ments, the National Emergency Supply Agency has a right to stipulate changes to it that 

the operator must fix. [22] 

 

The Electricity Market Act also states that DSOs must participate in preparedness plan-

ning that aims at improving the security of supply [22]. In the instructions produced by 

the National Emergency Supply Agency about the planning requirements this is inter-

preted to include seminars, exercises and projects organized by the National Emergency 

Supply Agency and a pool formed by Fingrid and the National Emergency Supply 

Agency that aims to create readiness to secure energy production, transmission and dis-

tribution during disruptive events. 

 

4.1.4 Emergency power systems 

 

Recent storms, particularly those of July 2010 and December of 2011, showed that not 

only DSOs, but also municipalities, telecommunications operators, emergency services 

and other operators and facilities were insufficiently prepared for the vast chaos the 

storms caused. Electricity distribution networks, roads and railways were perhaps the 

only critical infrastructures physically damaged by the storms. However, once the elec-

tricity supply was disrupted it revealed just how dependent almost all critical and non-

critical services are on a functional electricity supply, and how few of them possess any 

kind of emergency power systems. 

 

Emergency power systems are sources of electrical power independent from the elec-

tricity distribution system. They can be utilized to secure the electricity supply in dis-

rupting events, such as storms, service breaks or deliberate attacks. Large energy stor-

age facilities can also be used to balance grid load volatilities by balancing out fluctua-

tions in voltage and frequency.  

 

While cabling rate is rising and the resilience of the electricity distribution networks is 

improving, occasional disruptions will still occur as entirely faultless networks are not 

feasible. During these disruptions, various emergency power systems, possibly com-

bined with distributed generation, could be utilized to get through the worst. Emergency 

power systems can rely on electricity producing generators or energy storages, such as 

deep cycle batteries, flywheels, pumped hydro or hydrogen fuel cells. Chapter 4.1.4.1 

discusses using backup power generators for producing energy during power outages, 

and chapter 4.1.4.2 discusses using energy storages to both secure electricity supply 

during power outages to make the electricity distribution more resilient and also to bal-

ance the grid. 
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4.1.4.1 Backup power generators 

 

Emergency power can be supplied with a backup power generator, the most common 

type being a fuel-powered engine-generator. These generators run either with diesel or 

with petrol. Diesel generators are more efficient, but also noisier and more costly. The 

smallest generators are typically petrol-based. The generators are usually portable and 

typically used at construction sites, farms, summer houses, hospitals, single-family 

houses or as part of military systems. Engine-generator produces alternating current and 

can be equipped with an electronic power rectifier to produce direct current.  

 

Backup power generators can be used by anyone for the convenience of securing one’s 

own power supply, but for many critical infrastructure operators, service providers and 

business owners that rely on an uninterrupted electricity supply they are vital. For in-

stance, water supply facilities cannot operate without electricity, but not all are prepared 

for long disruptions in electricity supply. In 2008, only 51 % of the facilities that served 

more than 5 000 consumers owned a backup power generator, and 37 % did not have 

access to any kind of emergency power [71]. 10 % had made an agreement that could 

allow them to borrow a generator and some facilities had mutually owned generators. A 

third had equipped key parts of their network with connections for backup power. Other 

examples of organizations or facilities that need backup power are hospitals, rescue au-

thorities, wastewater treatment plants, electricity companies, farms, municipalities, data 

centres, traffic control systems in tunnels and key railway control centres, airports and 

the most important parts of telecommunications networks. Regular maintenance and 

sufficient fuel supply are also needed to make sure the generators actually work during a 

disruption in electricity supply. 

 

Backup power generators can be also used to recover electricity supply during disrup-

tive events. For instance, if a fault has occurred in a radially operated medium-voltage 

network and there is no backup connection available, a generator can temporarily sup-

ply customers beyond the faulty point until the fault has been fixed. Pad-mounted sub-

stations that have become more common in the recent years have good coupling capa-

bilities. DSO’s can use backup power generators to improve the electricity transmission 

capabilities of the 20 kV network in challenging fault situations. Electricity produced 

with a 100 - 1 000 kW backup power generator does not need to be transmitted through 

the 20 kV network, which allows higher total power for the area where power supply is 

disrupted. The extra power capacity produced by the generators is usually small com-

pared to the total output of the network, but sometimes even a little extra power may 

help postpone a large and costly network investment to a later date, for instance if a 

critical customer is located in a sparsely populated area where underground cabling is 

not feasible. Customers that can be considered critical typically include agribusinesses, 

industry, water supply facilities, health care facilities or other places where disruption 

duration cannot be higher than one hour. [72] 
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Substations in the distribution network usually vary between 50 and 1000 kVA. In 

sparsely populated areas, a 50 kVA generator is usually enough as the loads are usually 

low. However, average peak power of a generator is around 40 % of its nominal power, 

which should be taken into account when surveying needs for backup power. Transport-

ing large portable generators of more than 100 kVA requires a C class driving license 

which can limit their usability during storms or other special circumstances where man-

power is likely limited already. However, in these cases, multiple lower-powered gener-

ators can be joined in series to produce the desired output. 

 

During wide power outages, fuel supply often quickly becomes a significant issue. If a 

province has lost access to electricity supply, vehicles needed for repair and mainte-

nance works and other important operations cannot be refuelled. National Emergency 

Supply Agency conducted a pilot project in 2014 to learn more about equipping a ser-

vice station with a fixed backup power generator and an automatic change-over switch. 

Another thing the project studied was what measures and contracts are required so that 

fuel can be delivered to the societally significant operators and other consumers during 

a disrupting event. The project found that the backup power generator at the service 

station in Siilijärvi started working flawlessly after a winter storm disrupted the electric-

ity distribution several times, and that during the power outages, the service station was 

able to operate normally. The longest power outage in the affected area during the win-

ter storms of January 2015 was 48 minutes. The study found also that installing a back-

up power generator next to a service station is a complicated process, filled with chal-

lenges related to electricity connections, different types of permissions and contracts 

between parties, and even landscaping. As verification of payment cards is not likely to 

work in a broad power outage situation, payment transactions become an issue, too. 

[73][54] 

 

4.1.4.2 Energy storages 

 

Significance of energy storages is also increasing as renewable energy sources are be-

coming more prolific in energy production. Solar panels and wind turbines are being 

built in increasing numbers, but the variation in their energy production is inherently 

volatile. This causes new challenges for balancing the network, as power production 

must always meet power consumption in any energy system. Energy storages allow 

storing solar and wind energy into chemical (batteries), potential (pumped hydro) or 

kinetic (flywheels) energy during good weather when production is high but consump-

tion is low, and releasing that energy back to the grid when production is low or con-

sumption is high. Typically this type of circumstances would refer to times where there 

is no sunshine or the wind conditions are poor, and there is high consumption due to, for 

example, wide heating or cooling needs. However, at the same time, it refers to disrup-

tive occasions, where customers are experiencing power outages due to issues with elec-
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tricity distribution. Local energy storages allow the users of that energy system to keep 

using electricity as long as the energy storage capacity lasts.  

 

Helen reported in June of 2015 that they are conducting a pilot project of building an 

electricity storage close to their solar power plant in Helsinki. The electricity storage 

will be able to store the electricity production of two nearby solar power plants (340 

kWp and 850 kWp). It will consist of 15 000 lithium-ion batteries, and will have a nom-

inal output of 1.2 MW and capacity of 600 kWh, making it the largest energy storage in 

the Nordic countries. The installation will not require a permanent foundation, but will 

be placed on a stand. The pilot project will study flexible electricity storing and new 

business models that can be developed with the technology. Expected are results on 

when the batteries should be charged and discharged, who is willing to pay for its use 

and when, and why or in what type of circumstances. The energy storage facility is sup-

posed to be ready for use in the spring of 2016. [75] 

 

Electricity can also be stored at pumped hydroelectric stations. When consumption is 

low and there is excess electricity production, it can be used to pump water from a low-

er elevation reservoir to a higher elevation (see Figure 4.6 for an example). Then, when 

the electrical demand is high, the stored water is released and used spin the turbines 

between the two reservoirs to produce electricity. In 2012, according to The Economist, 

pumped-storage hydro accounted for more than 99 % of bulk storage capacity world-

wide, around 127 GW [76]. 

 

 
Figure 4.6 Diagram of the TVA pumped storage facility at Raccoon Mountain Pumped-

Storage Plant. [77] 

 

Another way to store energy is to use the excess electricity to run a compressor that 

compresses outside air and pushes it underground, typically into a cavern or an old mine 

(compressed air energy storage, CAES). The compressed air can later be released 
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against a turbine to produce electricity (see Figure 4.7 for an example). Whereas bat-

tery-based energy storages can function as a local backup power, pumped hydro and 

CAES are meant for larger scale nation-wide energy security and balancing. 

 

 
Figure 4.7 Operating principle of a CAES system. [77] 

 

4.1.5 Smart grids 

 

While the traditional electric power delivery system is almost entirely a mechanical sys-

tem with only limited use of sensors, smart grid employs digital technology to improve 

transparency and to increase reliability and efficiency. As a term it refers to a power 

grid that utilizes computer-based remote control and automation technologies that are 

made possible by two-way communication technology and computer processing. Smart 

grid can be thought of as a computerized electricity network, adding two-way digital 

communication technology to devices associated with the grid.  

 

Smart grid consists of distribution automation equipment, smart meters, power compa-

nies’ ICT systems and the actual power grid. Any device on the network can be given 

sensors, such as power meters, voltage sensors or fault detectors, to gather data. The 

two-way digital communication between these devices and the DSO’s network opera-

tions centre coupled with the automation technology and smart meters allows the DSO 

to adjust and control the individual devices from a central location, and both DSOs and 

consumers are able to access real-time information about the consumption in their net-

works.  
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Smart grid is scalable and able to anticipate disturbances. It is able to locate and isolate 

occurring faults into smaller zones with remotely controlled switches and automatically 

reroute electricity supply to consumers, which makes it significantly more reliable than 

the traditional electric power system. Although faults will still need manual repairs, au-

tomatic isolating and rerouting makes returning the power to consumers much quicker. 

This also decreases the amount of power outages and their average durations. Smart grid 

is significantly more robust as it can also operate as an ‘island system’; in case of an 

extensive blackout (due to, for instance, winter storm), smart grid can still maintain its 

operation locally, which reduces the society’s vulnerability to extreme weather events 

significantly. The self-sustaining parts of the grid can isolate themselves from other, 

disrupted sections and help to start the system after a widespread blackout. Microgrids 

and island use will be discussed further in chapter 4.3.2. [78] 

 

Integration of renewable energy sources into low-voltage distribution systems is one of 

the main topics of smart grid research and marks a fundamental change in the current 

power system requiring changes in grid automation and protection [79]. Whereas con-

sumers have traditionally been just a passive receiving end of electricity, smart grid al-

lows utilizing the excess electricity generated by distributed generation by taking it into 

the grid. Smart grid operates as a market place for distributed generation and consumers 

with controlled, active and multi-directional power flows. [78] 

 

There are also other reasons for making the grid smarter, in addition to the fact that 

smart grid improves the system’s resilience against power outages. Electricity consump-

tion is growing, but the climate change, air pollution and finite resources for primary 

fuels are forcing governments to shift production from fossil fuels to renewable energy 

sources and otherwise improve energy efficiency. Adding large amounts of renewable 

energy to the grid requires smart grids that are adaptable and flexible.  

 

Although the CI interdependency between electricity distribution systems and ICT net-

works is not new, smart grid technologies do make the electricity systems even more 

reliant on a functioning ICT infrastructure. An essential feature of smart grid is that the 

infrastructure’s network components as well as domestic appliances and other devices 

will begin to communicate with the network and markets to help balance them through 

demand-side management. This in turn of course opens up new challenges for the ICT 

infrastructure related to cyber security and privacy concerns that will have to be dealt 

with. Efficient integration of distributed generation will also require changes to the 

transmission and distribution network structure, planning and operating procedures. The 

distinction between them will likely get smaller as distribution networks will become 

more active and share many of the characteristics of transmission. [80] 
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Smart grid technologies will enable and facilitate wider penetration of distributed gen-

eration and microgrids, which in turn will improve the network’s resilience. Distributed 

generation will be discussed in chapter 4.3.1 and microgrids in chapter 4.3.2. 

 

 

 
Figure 4.8 An example of an energy system utilizing smart grid, distributed generation 

and microgrids. [81] 

 

4.2 Response 

 

The necessary response methods of DSOs depend on the cause, the extent and the dura-

tion of the fault situation, as well as damages sustained by the network. DSOs’ opera-

tions methods during fault situations are typically well defined in their contingency 

plans and the personnel are well aware of their duties under special circumstances.  

 

4.2.1 Situational awareness 

 

Council of State states in its Decision in Principle from 2010 that in order to function, 

every organization needs information about its environment and the events happening in 

it, and their impacts on the organizations own operations [82]. The Decision in Principle 

defines situational awareness as a presentation of a situation or performance abilities 

based on a collection of sporadic pieces of information. The situational awareness 

should provide decision-makers and their assistants an understanding of what has hap-

pened, circumstances that led to that, the goals of different stakeholders, and potential 

alternatives on how the event still might develop. In short, the idea of situational aware-

ness is to understand what led to the event, what is happening at the moment, and what 

is likely to happen next. Situational awareness is a tool for quick decision-making and 
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actions based on good understanding of an event and reliable predictions on its evolu-

tion.  

 

The significance of situational awareness is emphasized in disrupting events, where 

broad decisions must be made quickly. During extreme weather conditions, such as 

winter storms, DSOs might suddenly experience lots of new faults within a short time 

period, and keeping on top of the situation gets difficult fast. The Electricity Market Act 

states that a grid operator must, in a disruptive situation, cooperate with other grid oper-

ators as well as rescue authorities, police, and other relevant authorities to clear the 

faults and limit their effects [22]. It also states that the operator must participate in form-

ing the situational awareness within their operating area, and also deliver the necessary 

information to the authority responsible for forming situational awareness.  

 

Situational awareness is essential for management tasks and systems operations during a 

disruptive event, but grid operators can also take advantage of situational awareness in 

other sectors of operations, such as customer service and communications [83]. A 

DSO’s situational awareness may include information about the network and the status 

of its topology, faults and storm damages, customers and their priorities, weather condi-

tions, available resources, materials and spare parts and operations related to electricity 

distribution. Information for the situational awareness should mainly come directly from 

the back-end systems to ensure that the situational awareness stays current. Forming 

situational awareness quickly requires active scouting that takes advantage of multiple 

simultaneous methods or tools, such as helicopter inspections, smart meters, reports 

from customers and ground staff and by patrolling the grounds, and utilizing unmanned 

aerial vehicles. Aerial photographs taken from the stratosphere could be used to form 

situational awareness and estimate the extent of storm damages during broad blackouts 

[68]. However, accurate photographs would need to be delivered quickly to keep the 

information current. 

 

Situational awareness based on the right information and reliable estimates helps in 

timely decision-making and operations. The decision-maker should be aware of the ba-

sis and potential consequences and risk factors of his actions. Situational awareness 

must be constantly updated according to changes in the situation. Acquiring and main-

taining sufficient situational awareness becomes more difficult as the dynamics and 

complexity of the environment increases. The process of forming situational awareness 

consists of gathering, categorizing and analysing information from different sources and 

delivering the situational awareness to different partners, of whom each partner should 

receive the information relevant for their own needs. A well visualized situational 

awareness helps in making satisfactory conclusions and readings of the situation quickly 

and easily. Often the best way to visualize situational awareness is by using a map-

based representation of the situation. [83] 
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Real time situational awareness allows the management to efficiently lead the situation 

during a disruptive event, to estimate the duration of the event, to define the focus 

points of repair works, to optimize the use of available resources, to estimate the work 

load, to size the materials orders, to estimate the fault-clearing durations by geograph-

ically different areas and to deliver information quickly to all parties involved in the 

event. The broader the disruptive event is, the more essential is a high-quality and relia-

ble situational awareness. 

 

Reneco, a consulting company, recommends in their report that situational awareness is 

kept digital and preferably in just one or two data systems [83]. Centralizing infor-

mation makes analysing the situation easier. Sharing digital information is also then 

faster and requires less work. With a centralized system, the situation where same data 

has to be updated to several different systems can be avoided. However, complete cen-

tralization would currently require new development projects. Another challenge with 

centralizing is the huge amount of information and details which may obscure the over-

all picture. For this reason, the situational awareness data systems would benefit from 

simplifying and clarifying.  

 

4.2.2 Cooperation and lending arrangements 

 

The Electricity Market Act obligates DSOs to cooperate during disrupting events [22]. 

Neighbouring operators can agree on backup arrangements for feeders or lending mate-

rials necessary for repairing faults. Most DSO’s have outsourced their network fault 

repair works to contractors. In case lots of severe faults occur simultaneously (during, 

for instance, an extensive storm), more electricians may be needed than the contractor 

has available for the DSO. In that case, a DSO can request for more electricians from 

other contractors outside their own network area. According to Caruna, Finland ran out 

of available electrical engineering professionals during Tapani storm in 2011, and had 

to get extra help from other DSO’s and from Estonia to repair the network and return 

the power [84].  

 

In a panel discussion held by Erve [84], it was agreed that authorities, DSOs and other 

companies should develop their cooperation practices further to make the operations 

during disruptive events faster and more effective. It was found that there might be lots 

of resources to deal with disruptive events, but unless the manpower and equipment can 

be effectively utilized, there is little that can be done with those. On the other hand, ef-

fective use of shared resources can be challenging until a mutual, real time situational 

awareness system is in use, which currently is still lacking. Perhaps the forthcoming 

situational awareness system could be coupled with some type of a resource register that 

could, for instance, have a list of all portable backup power generators around the coun-

try that could, in case of an extreme weather event, be borrowed for the party in need of 
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it. The register could save valuable time during a disruptive event as the generators and 

their owners could be reached easily. 

 

Customers can help a DSO in forming their situational awareness by reporting faults 

and locations they may observe on the DSO’s website or phone number. This way the 

operator can send the contractors to the exact location of the fault right away. Locating 

faults in bad weather can be slow and strenuous, and this way the fault durations can be 

shortened and the DSO’s resources are used more efficiently. AMR meters (smart elec-

tricity meter that digitally transmits information about consumption and voltage level to 

DSO) normally let the DSO know if a household has lost electricity which lets DSOs 

know which parts of the small-voltage network are dead during a disruptive event. Cus-

tomers that do not yet have AMR meters or whose AMR meters are experiencing dis-

ruptions can also report if the electricity has gone out in their home. 

 

Authorities can request executive assistance from the Finnish Defence Forces during 

disruptive events. This can be, for instance, backup power generators or off-road vehi-

cles for rescue departments. Conscripts can also be utilized if manpower is needed but 

the operation does not require special expertise and is not dangerous. During Tapani 

storm in December of 2011, the Finnish Defence Forces received 18 requests for backup 

power generators as an execute assistance [63]. Amongst those that sent the requests 

were two separate rescue departments, a Regional State Administrative Agency and the 

Ministry of the Interior’s Department for Rescue Services. They requested the genera-

tors to start up base stations for mobile and VIRVE networks and to secure the func-

tionality of the management and alert systems of the Department for Rescue Services 

during the storm.  

 

4.3 Recovery 

 

According to UNISDR (United Nations Office for Disaster Risk Reduction), the recov-

ery task of rehabilitation and reconstruction begins soon after the emergency phase has 

ended, and should be based on pre-existing strategies and policies that facilitate clear 

institutional responsibilities for recovery action and enable public participation [85]. 

UNISDR defines recovery phase as “the restoration, and improvement where appropri-

ate, of facilities, livelihoods and living conditions of disaster-affected communities, 

including efforts to reduce disaster risk factors”. 

 

4.3.1 Distributed generation 

 

Electricity has traditionally been produced in large, centralized power plants located 

away from end-users, often close or within easy access to resources they require for 
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energy production. Electricity has then been transmitted and distributed to consumers, 

one-way, through the electrical grid. While centralized power production is generally 

reliable, having vast transmission and distribution networks with long distances causes 

the system to be vulnerable to extreme weather conditions. 

 

Distributed generation (DG) refers to a production model where energy is produced by a 

variety of small, grid-connected devices that are part of a decentralized, modular and 

flexible system located close to the load it serves. It can include one or several small-

scale production facilities, which can function as completely independent systems or 

connected to the distribution network and thus offer extra capacity to electricity distri-

bution. Modularity of the concept means that the electricity is often produced in several, 

smaller units instead of one large facility. Energy production by DG systems is typically 

based on renewable energy sources, including wind power, solar power, small hydro 

and geothermal power and is typically in the range of 3 kW to 10 MW [80]. In the fu-

ture, energy produced by large conventional power plants will be partially displaced by 

a combination of DG and renewable energy sources, demand side management and en-

ergy storages. 

 

Because DG is often based on renewable energy sources, its output can be fluctuating 

and unpredictable. For instance, solar panels produce electricity only when the sun is 

shining and winds turbines only when it is windy. To secure the equilibrium of produc-

tion and consumption at all times, DG can be coupled with an energy storage, e.g. a 

rechargeable battery. Another essential characteristic of a DG production model is two-

way transmission and flow of information, enabled by smart grid technologies that are 

becoming more common. This also makes it possible for consumers to sell their excess 

production on energy markets or to the grid, depending on circumstances. 

 

DG and distributed energy resources as a whole are an essential aspect of smart grid as a 

future of the distribution network. They can help improve power quality and reliability 

or power supply. Integration of DG into the electrical grid can help reduce the amount 

of energy lost in distribution because production happens close to the load and reduce 

environmental impacts because renewable energy sources are usually used. Other bene-

fits of DG integration can include peak load shaving, increased overall energy efficien-

cy, relieved distribution congestion, voltage support and better quality of supply at low-

er costs. It can also help defer investments to upgrade existing generation, transmission 

and distribution systems [86].  
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Figure 4.9 An example of a future energy system including central power production, 

distributed generation, energy storages and loads. [80] 

 

DG can help consumers and businesses to become less dependent on centralized energy 

production and more self-sufficient energy-wise. Use of, for instance, small-scale wind 

turbines or solar panels for electricity production can help improve the security of sup-

ply like a diesel generator can, although there are distinctions between them. Whereas a 

diesel generator can produce uniform quality electricity on demand if refuelled properly 

but is noisy and runs with fossil fuel, solar power system produces clean energy with 

hardly any marginal cost given that there is enough insolation. A combination of a solar 

power system and a battery can, however, reduce the need for an actual backup power 

generator and the investment and fuel costs associated with it because of a lower need 

for electricity generation [79]. Another benefit of DG is that consumers may become 

more aware of their energy consumption than previously, which may lead them to make 

more conscious and energy-efficient decisions in their every-day life.  

 

While electricity transmission costs are rising as DSOs are investing large sums to in-

crease cabling rates, utilization of DG can bring power generation close to the point of 

consumption which will lower transmission distances and line losses. This will, in the 

long run, result in lower transmission costs, too. [86] 
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4.3.2 Microgrids 

 

Contrary to the traditional, centralized electrical grid, a microgrid is a localized small-

scale, typically low-voltage, grid that utilizes smart grid features. It is a cluster of elec-

tricity production and consumption that normally operates connected to the traditional 

power grid, but can, at need, be disconnected from it and is able to function autono-

mously. [79] 

 

 

Figure 4.10 An example of a microgrid connected to the main grid with a common cou-

pling (PCC). [87] 

 

A microgrid is connected to the electrical grid at a point of common coupling that main-

tains the microgrid’s voltage at the same level as the main grid (see an example of grid-

connected microgrids in Figure 4.10). In case a fault occurs on the main grid, a mi-

crogrid can be separated from it automatically or manually and continue to function as 

an island. The point of common coupling is also the point from which a DSO does its 

measuring and where the responsibilities related to network maintenance shift from 

DSO to consumer. 

 

A microgrid’s ability to sustain its operations while the main grid is experiencing dis-

ruptions means communities within the microgrid will experience less power outages. 

Mitigating the grid disturbances this way makes these communities more energy self-

sufficient and helps them to strengthen their grid resilience. Local power generation and 

storage allow critical facilities to operate independent of the main grid when necessary 

and prevent blackouts.  

 

Electricity production from microgrids could also help to restore the main grids func-

tionality after a major failure [88]. In the future, local microgrids that remained func-

tional could be used for returning the electricity distribution with bottom-up approach 

where the local microgrids were extended and combined into bigger entities. Distributed 

decision-making would operate active load control to maintain the stability of the mi-



 

 

65 

 

crogrids and switch off some of the less important loads to enable extending the mi-

crogrids.  

 

As an energy system needs a regulating power that can be adjusted according to the load 

and if DG is utilized as one part of the system, it is a good idea to combine it with a 

backup power generator. Covering the whole load with controllable units is not eco-

nomical, so a typical solution is to combine solar or wind power with a diesel generator 

or an energy storage. Having redundant sources of electricity improves the system’s 

resilience further, as it is not reliant on just one source of supply. See Figure 4.11 for an 

example of a microgrid featuring loads, energy storage and DG units and the point of 

common coupling where the microgrid can be disconnected from the main grid if need-

ed. 

 

 

Figure 4.11 Microgrid with loads, storage and DG units in island or grid-connected 

mode. [87] 

 

While microgrids have previously been utilized mostly by college campuses, military 

bases, base stations, large ships and other large installations or institutions, increase in 

small-scale distributed generation and technological advancements in smart grid and 

battery technologies have made them more feasible for other types of users as well [88]. 

Recent power outages caused by storms and other natural events as well as rising costs 

of electricity transmission due to large investments in underground cabling have also 

made them more desirable to consumers and communities. Microgrids make it possible 

for communities to integrate local electrical and thermal networks to achieve coherent 

generation, storage and load control and by utilizing microgrids, communities can bene-

fit from combined heat and power generation and thus improve their energy efficiency 

[87].  

 

Microgrids are also an important element from the grid perspective. An important ad-

vantage is that microgrid elements can be collectively regarded as a single controllable 
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unit, meaning that DSOs do not need to consider each unit separately for their system 

management (although this has yet to be implemented in practice). In addition, they are 

essential in integrating massive amounts of DG units and renewable energy sources into 

an existing system. Microgrids can also reduce congestion, support demand response, 

help reduce feeder losses and remove transmission and distribution bottlenecks, provide 

reactive power and local voltage support and finally, help meet renewable energy obli-

gations. [87] 

 

Forming grid-connected microgrids within communities (i.e. more than one house) is 

currently still challenging as the power lines between houses are owned by DSOs who 

are thus also responsible for their operations, maintenance and safety. If a community 

was islanded, a DSO could not oversee the functionality of these lines and guarantee the 

safety of their use. Another challenge is that the current legislation prevents DSOs from 

owning energy production, in which DG and energy storages are also included. For 

these reasons, microgrids (and DG units and energy storages connected to them) can 

currently still only be formed within individual buildings or facilities. 

 

4.4 Mitigation 

 

4.4.1 Placement of the overhead lines 

 

Placement of the powerlines used for electricity distribution can affect their vulnerabili-

ties greatly. The objective in building the lines used to be minimizing the material costs, 

which meant that the lines would often be built in straight lines in the middle of forests. 

Now that the objective of building the networks has shifted to reliability and security of 

supply, building new lines next to roads, or on fields, where possible, is advisable for 

many reasons. Firstly, lines that are located next to a road are significantly easier to 

maintain and repair in case of a fault. Secondly, moving the existing lines and building 

new ones next to roads almost halves the number of tree-related faults in those parts of 

the network [14].  

 

Today landowners tend to oppose placing the power lines in their forests because it 

would reserve the land for rights-of-way, which would mean cutting down some of their 

trees. According to The Central Union of Agricultural Producers and Forest Owners, 

compensation for the land use does not currently fully cover the damages it causes to 

landowners [89]. This further suggests placing them alongside roads. The overhead 

lines are more visible next to roads, but that is often considered less of a drawback 

compared to placing the lines in a forest as fewer trees need to be felled. Building costs 

are typically comparatively moderate when building next to roads, as building costs are 

lower than in forests and compensation for land use alongside roads is cheaper. Placing 

the lines alongside roads is also a more environment-friendly solution as it utilizes the 
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areas already once cleared for road use. Furthermore, the lines should be installed on 

that side of the road towards which the wind usually blows to further reduce the risk of 

a tree falling onto the line.  

 

Building the lines alongside roads is not entirely trouble-free, because road owners are 

often against the idea. If the line is built too close, it may hamper maintenance of the 

road [14].  

 

4.4.2 Underground cabling 

 

As long as the electricity distribution network includes overhead lines, it is vulnerable 

to natural phenomena. Underground cabling is the single most effective technological 

solution to improve the resilience of the electricity distribution networks, because it 

replaces the most vulnerable and disruption-prone part of the networks, the overhead 

lines. Underground cables are not affected by storms, snow loads, lightning or other 

extreme weather conditions. While natural phenomena was the reason for averagely 

47.8 % of all interruptions on bare overhead conductors per year during 2010-2014, in 

underground cables the corresponding share was mere 4.4 %. For comparison, for PAS 

insulated overhead lines it was 47.6 % and for aerial cables 29 %. Even more illustrative 

are the disruption frequencies that in underground cables were only 0.06 faults per 100 

kilometres, whereas on bare overhead conductors they were 5.82, PAS insulated over-

head lines 0.37 and aerial cables 0.18 per 100 kilometres (Table 3.12). 

[12][27][28][29][30] 

 

Underground cables can typically remain in use for far longer than other alternatives, up 

to more than 50 years. Cable ploughing technologies have advanced in recent years 

which has significantly lowered the installation costs. Underground cables reserve much 

narrower surrounding strip of land compared to overhead lines. Use of underground 

cabling is also more environmentally friendly in a sense that it does not require mainte-

nance of a wide right-of-way and the adjacent forest, and neither do underground cables 

interfere with wildlife.  Burying the cables may also increase property values compared 

to overhead lines. 
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Figure 4.12 Underground cable being installed. [90] 

 

Underground cables are typically built on a road right-of-way if possible [91]. Road 

rights-of-way have only a single landowner, and only professionals possessing the nec-

essary skills to avoid damaging underground cables can do excavation works within the 

area. In the Highways Act, revised in 2013, highway rights-of-way were extended to 

include also the area adjacent to the highway that is, while constructing the highway, 

required for placing cables or other structures necessary for society [92]. Thus, highway 

right-of-way can be reserved to extend further than is necessary for just road mainte-

nance.  

 

 
Figure 4.13 Cross-section of a two-lane highway with a fast lane. 1a and 1b) left and 

right lanes, 4) verges, 5) median barrier, 6) inner slopes, 7) ditch, 8) outer slope, 9) 

edge areas, 10) highway right-of-way [93] 

 

Figure 4.13 illustrates a typical right-of-way for a two-lane highway featuring a fast 

lane. For road maintenance purposes, the best place for underground cables would be 

the zone between the top of the outer slope (zone 8 in Figure 4.13) and the end of the 

right-of-way (zone 9 in Figure 4.13). If located within this area, underground cables 

would cause the least hindrance for building road signs, working ditches and in regards 
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to the permanence of the road structure [91]. However, there are often trees in the area, 

and removing them and their roots can increase costs and worsen the views. The exact 

placement of underground cables within a road right-of-way depends on many things, 

such as structure of the road and surrounding terrain, locations of previously installed 

cables and also plans for future projects concerning roads, bridges and other cables. 

Pedestrian roads, cycle paths and the areas between them and road rights-of-way can be 

used for placing underground cables, but if the cables are placed alongside a freeway, 

they must be installed and maintained using other parts of the road network as parking 

or driving the machinery required for underground cabling on a freeway is forbidden. In 

all, placing underground cables on a road right-of-way is advisable, but there are strict 

regulations of its exact placement and acquiring the necessary permits.  

 

As opposed to other network types, underground cables hardly experience momentary 

faults that lead to short interruptions in electricity supply. However, when a fault does 

occur, precise locating is challenging and repairing of the fault can take longer. This 

needs to be taken into account when designing the underground cabling network by 

building the necessary backup connections. Modifying the existing underground cabling 

network is slower and more costly compared to a network consisting of overhead lines. 

In a medium-voltage network, underground cabling also increases earth fault currents, 

which requires increasing of the compensation of earth fault currents.  

 

4.4.3 Coating of conductors 

 

In medium-voltage networks, a more competitive option for aerial bunched cables is a 

PAS conductor, a plastic covered overhead conductor without metal sheaths. The plastic 

insulation is simple and inexpensive, and allows for 40 % smaller spacing between 

phase conductors compared to bare overhead conductors (see Figure 4.14 for an exam-

ple). This, in turn, makes narrower rights-of-way possible. Ensto, an electrical equip-

ment company, states that only a 4 metre wide right-of-way is needed, which allows for 

more trees being left for cover and noise protection [94]. It also makes PAS conductors 

more environment-friendly than bare overhead lines that require wider clearances from 

trees. 

 

 

Figure 4.14 Plastic-coating in PAS conductors allows for 40 % smaller spacing be-

tween phase conductors compared to bare overhead conductors. [94] 
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The plastic covering prevents interruptions due to the contact between conductors as 

long as the contact is not permanent. It also prevents interruptions due to collisions or a 

momentary contact with foreign objects, i.e. twigs or birds [14]. The relatively thick 

conductors are often able to bare the weight of a fallen tree, and the plastic covering 

allows the conductor to stay functional for several days even if a tree is leaning on the 

line. However, in time, damage to the plastic covering will lead to a permanent fault. 

Wooden pylons that are used to carry the overhead lines are also often unable to with-

stand this kind of stress. [16] 

 

A broken PAS conductor that has fallen on the ground typically cannot automatically be 

disconnected by protection. Because of this, a broken PAS conductor can be very dan-

gerous for its environment, and it takes a longer time to repair it. The conductor can be 

cut for example by a disruptive discharge from a lightning strike, which causes an arc 

that is unable to move the same way as on uninsulated overhead lines due to the cover-

ing. Local failures in the conductor are formed by the arc, their extent depending on the 

short circuit current and the tripping time of the relay. This can lead to the conductor 

burning through and breaking. [16] 

 

Another issue with PAS conductors is that a consumer might not realize that a tree has 

toppled onto the lines. If the insulating cover is damaged, the tree will cause a high-

impedance earth potential and a dangerously high voltage can form on the tree and the 

ground around it. Because of this, the state of PAS conductors should always be 

checked after a storm. This is one of the reasons why they are often built alongside 

roads, to help the maintenance work. The other reason is that this practice further im-

proves the resilience of the network, as trees across the road are further from the lines, 

as discussed in chapter 4.1.1. Increased need for inspections raises operating expenses. 

[14][16] 

 

The investment costs of PAS conductors are around 30 % higher than those of bare 

overhead lines, mainly because of the more costly conductor and arc protection. They 

are typically used as double or triple circuit lines connected to substations, or in areas 

with particularly challenging reliability issues, such as areas where crown snow-loads 

occur. [14]  

 

4.4.4 Airborne Laser Scanning of the electricity network 

 

In order to keep the electricity distribution network in shape and functional, DSOs re-

quire up-to-date information and data about the condition of the network components, 

the need for clearance works in and around the rights-of-way, potential hazard trees in 

the adjacent forest and customer service operations. These information needs can be met 

with use of existing remote sensing data or by utilizing remote sensing technologies. 
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The methods and the acquired data support maintenance planning of the network, daily 

operational functions of the network and also the required clearance works in the ter-

rain. [69] 

 

Best results for remote sensing can be achieved with aerial imaging done from a heli-

copter, coupled with Airborne Laser Scanning (ALS) [69]. ALS is an active remote 

sensing technology where a remote sensing device transmits and receives laser pulses. 

ALS produces accurate topographic data without the need for any field surveying. Dif-

ferent classifications essential for DSOs, such as average tree height, can be derived 

from the topographic data. Aerial photographs provide visual material that is easy to 

read. The aerial photographs can also be used to observe the condition of certain com-

ponents of the network. The photographed and laser scanned data requires an automated 

vegetation analysis which enables doing clearance works based on real needs [68]. The 

analysis then recommends clearance works directed on specific parts of the network.  

 

Accuracy of the inspection done with ALS technology depends on the amount of laser 

pulses hitting the surface area unit of the inspected surface. The amount of pulses de-

pends on the target’s distance, pulse frequency, scan speed (number of scan lines per 

second) and the velocity of the scanning device relative to the environment, i.e. flight 

velocity. The scanners are typically operated on a 50-600 kHz pulse frequency, 250 nm 

– 10.6 μm wavelength, scan speed of 500 scans per second, measuring speed of 

1 000 000 measurements per second, typical pulse density of 20-100 pulses per square 

metre and with a vertical inaccuracy of 10-20 cm and horizontal inaccuracy of 1-100 

cm.  

 

A benefit of ALS is the objectivity and accuracy of reading the data as all data is tied to 

co-ordinates. Although its results are not flawless, they do not vary depending on the 

person or the party doing the inspection as they do with traditional terrain inspections. 

ALS inspections can be started quickly and with less labour than traditional aerial pho-

tographic inspections. It enables inspecting and observing large areas and gathers data 

also from shadowy areas. The data can be used to produce also topographic models of 

the terrain. Most accurate and reliable results that ALS produces are the volume and 

length of the growing stock. Finland’s forestry centre’s target level for the accuracy 

regarding the average length of the growing stock is ±20 metres 80 % of the time, and 

±20 % accuracy for the average volume 80 % of the time. [69] 

 

A current drawback of ALS is the inability to reliably read the treatment requirements 

of the stands still in seedling phases [69]. Features of these stands are still difficult to 

interpret from the data gathered by ALS, so at least in Finland’s forestry centre’s inven-

tory processes the seedling stands must be inspected on the ground. ALS cannot pene-

trate thick vegetation, for instance thick leaf cover [68], and so another drawback of it is 

the difficulty of distinguishing different tree types, particularly broad-leaved trees, from 
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each other [69]. ALS also produces very large data files and there is currently still a lack 

of standardized protocols. ALS equipment is, in addition, very costly and can be many 

times more expensive than other equipment. 

 

Use of manned helicopters is also costly, typically varying between 700 and 1 300 euros 

per hour depending on a helicopter type, equipment level and the operation type [68].  

As both large and small DSOs need accurate and reliable data about their networks, the 

requirements for the ALS data are similar between different DSOs [69]. Acquiring ac-

curate data has high costs, which is why jointly funded mutual projects between differ-

ent DSOs can be advisable. In growing stock inventories, mutual projects of gathering 

remote sensing data have been common in recent years, and the remote sensing opera-

tors have been adapting their operations to them.  

 

 
Figure 4.15 ALS system schematic. [95] 

 

4.4.5 Unmanned Aerial Vehicles in inspecting the electricity network 

 

Helicopters are currently being widely used by DSOs for aerial inspections of the elec-

tricity network and for building and maintenance works related to the network. As dis-

cussed in chapter 4.1.2, helicopter flights can be used to form situational awareness dur-

ing extreme weather events and to quickly locate faults (e.g. trees that have fallen onto 

overhead lines), but also for regular maintenance related inspection flights during nor-

mal times, where the helicopter is equipped with cameras and special sensors so that a 

DSO can focus the maintenance resources in the places where it, for instance tree clear-

ance works, is most needed. [68] 
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However, the use of traditional, manned helicopters is expensive and some DSOs can be 

wary of using them or would rather opt for less effective and cheaper methods for the 

network inspections, e.g. foot patrolling. Advancements in electric motors and battery 

technologies in the past 10 years have made Remote Piloted Aircraft Systems (RPAS) 

and Unmanned Aerial Vehicles (UAVs) an appealing alternative, and they are expected 

to provide virtually the same benefits as traditional helicopters but for a significantly 

lower price. In the future, they are likely to replace manned helicopter flights in both 

fault patrolling operations and on maintenance related inspection flights. [68] 

 

Airspace is divided into controlled airspace and uncontrolled airspace. Controlled air-

space is heavily controlled and in Finland begins at the altitude of 150 metres. Uncon-

trolled airspace refers to the lowest 150 metres and it is the airspace that UAVs and hel-

icopters typically operate in. Apart from some exceptions (such as airfields or military 

bases), operating an aerial vehicle within the uncontrolled airspace is simple and does 

not generally require any special permits [68].  

 

Until recently, however, operating a UAV beyond visual line of sight (BVLOS) would 

require reserving the airspace for the flight and closing the airspace from other aviation 

activities even within the uncontrolled airspace. This was a time-consuming and a cum-

bersome process, but for the inspection flights to be efficient, the flight distances should 

be at least 10 kilometres without interruptions. In October of 2014, a Finnish drone 

UAV manufacturer, Sharper Shape, announced that it had received approval for large 

scale UAV BVLOS flights [96]. The founder of the company noted that the limitations 

to restrict the use of drone flights to only VLOS flights had prevented important UAV 

applications but that the possibility for BVLOS operations would unblock all the new 

opportunities.  

 

In October of 2015, Trafi, the Finnish Transport Safety Agent, announced new aviation 

regulation on the use of unmanned aircraft which states that “operations that deviate 

from the general conditions, such as beyond visual line-of-sight operations, are only 

permitted in areas that are specifically reserved for that purpose”. In addition, the opera-

tor of the remotely piloted aircraft must draw up a written safety assessment of the in-

tended operation that identifies and mitigates risks, and must also draw up operation 

instructions that include instructions of normal and emergency procedures. The regula-

tions also states that these documents must be kept at least three months and presented 

to supervisory authorities upon request. [97] 
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Figure 4.16 Sharper Shape’s Next Eagle UAV that was the first drone in Finland to get 

an approval for BVLOS flights. [98] 

 

The equipment that was approved for BVLOS flights was Sharper Shape’s Next Eagle 

UAV (see Figure 4.16). Next Eagle has a payload capacity of 8 kg and with a 6 kg pay-

load it has up to 1 hour flight time. It features an HD video link between the UAV and 

its operator, and three redundant separate communication channels for telemetry and 

control to ensure safe BVLOS operations. It is equipped with a LiDAR surveying sys-

tem, high precision IMU (Inertial Measurement Unit), multi GNSS (Global Navigation 

Satellite System) receiver, on-board computer and storage unit and a high resolution full 

frame cameras with high end lenses. [96] 

 

BVLOS flights are typically flown by an autopilot assisted by satellite navigation or 

IMU along a pre-programmed route. Operators of the UAV can observe the flight via a 

video link and if necessary, take manual control of the UAV. This currently restricts the 

flight distances to 50 – 150 kilometres depending on the height of the communication 

antennae relative to ground and the altitude of the UAV. [68] 

 

Currently the only UAVs suitable for aerial inspections of the network are internal-

combustion engine-equipped helicopters. Utilization of UAVs in periodic inspections of 

the electricity distribution network is likely to become techno-economically competitive 

compared to traditional helicopter flights in the near future [68]. Utilizing them during 

extensive blackouts for gathering situational awareness data will take slightly longer as 

it requires operating partly within controlled airspace. In locating faults in single, geo-

graphically restricted areas, UAVs will be practical very soon. See Table 4.2 for a com-

parison between traditional helicopters and UAVs. 
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Table 4.2 Comparison between traditional helicopters and UAVs. [68] 

 

 

 

Sharper Shape demonstrated the technical viability and cost-efficiency of drone based 

inspections in a study in 2014. The study found drones to be very efficient and econom-

ical in making inspection flights for power network maintenance purposes, and the test 

team estimated 50 % reductions in aerial inspection costs. [99] 

 

4.4.6 Network structure modifications  

 

Substations are typically used to transform a 110 kV high voltage into a 20 kV medium 

voltage that is then fed to the feeders. They play an essential role in the security of elec-

tricity supply. The lengths and the pathways of the feeders rely directly on the amount 

and the locations of the substations. Larger amount of substations splits the network into 

smaller protection zones, which in turn decreases the size of the affected areas in case of 

a fault (although adding substations is not necessarily needed to split the network into 

smaller protection zones as it can be achieved by utilizing fully or semi-automated dis-

connector and switching stations). With a smaller protection zone, the amount of per-

manent faults and their durations, as well as the amount of reclosing operations per cus-

tomer can be decreased. Larger amount of substations also decreases the ground fault 
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currents as the galvanically linked network decreases. This in turn reduces the need for 

the ground fault current compensation and makes the use of underground cabling more 

favourable. [25] 

 

If new substations are built, they will also help in the aftermath of storms or other ex-

treme weather events as there are more transmission network feeding points available. 

Larger amount of substations also allows more diverse interconnections.  

 

Substations are costly and may be even unnecessary in terms of power transmission 

capacity, in which case they need to be thought of as investments in the security of sup-

ply and as a way to increase the resilience of the distribution network [25]. However, in 

the recent years, new, lighter substations have become more affordable and now a 110 

kV light substation can be had for just under 400 000 euros [100]. Generally, 10 kilome-

tres of underground cable can be built or 25 kilometres of overhead lines can be moved 

to a roadside for the price of a new, light substation [25]. The aforementioned methods, 

however, affect far smaller group of customers than a new substation, which suggests 

that in certain places, building a new substation may be a cost-effective way to increase 

the resilience of the distribution network. 

 

 
Figure 4.17 An example of a 110 kV light substation. [101] 

 

Instead of installing electricity cables underground, the overhead lines could also, where 

surrounded by trees, be raised higher. If the overhead lines were built high enough that 
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toppling or bending trees could not reach them, tree-related interruptions would be elim-

inated.  

 

Typical height for 20 kV medium-voltage poles is 11 metres. The tallest structure with 

reasonable costs for wooden poles would be 18 metres. This would increase the kilome-

tre costs 12 % compared to the costs of normal-height pylons. Pylons taller than 18 me-

tres would require special structures consisting of more than one pole. [102] 

 

18 metre-tall pylons would carry the conductors at a height of about 15 metres, which 

would reduce faults resulting from alder thickets and other similar vegetation around, 

for instance, swamps. A doctoral dissertation estimated that higher pylons would pay 

themselves back in less than 20 years even with just a 20 % reduction in faults [102]. 

Building the pylons taller than 18 metres would increase building costs beyond reason-

able, and they would also have a bigger impact on landscape. 
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5 CASE STUDY FROM PIRKANMAA REGION 

 

In this chapter, climatic factors in Pirkanmaa region as well as the forests surrounding 

its electricity distribution networks are first analysed. Then, an example of a probabilis-

tic risk analysis that can be used when surveying the key issues of an area will be pre-

sented. Finally, selected methods to improve the electricity distribution network’s resili-

ence in Pirkanmaa region will be discussed. Pirkanmaa region was selected for this case 

study because it is also the subject of one of the case studies included in the INTACT 

project that this thesis is done as a part of. 

 

5.1 Climate in Pirkanmaa region 

 

Pirkanmaa belongs to the boreal climate zone and its annual average temperatures are 

+4°C in its southern parts and +3°C in its northern highlands [103]. The coldest month 

on average is February and the hottest month is July. Average rainfall per year varies 

between 600 and 700 mm, February being usually the least rainy month (30-35 mm) 

and June or July being the rainiest (75-90 mm). See Figure 5.1 for precipitation varia-

bility in Tampere. First snow is typically received by the first week of November, and 

permanent snow covers the land usually in the first weeks of December.  

 

 

Figure 5.1 Precipitation variability in Tampere, 1961-2015. [104] 

 

Storms and heavy snowfalls are typical natural phenomena that affect critical infrastruc-

ture in Pirkanmaa. The electricity distribution network’s overhead lines are often locat-

ed in forests and here and there trees grow close to the lines, creating a threat to security 

of supply of electricity during storms and heavy snowfalls. Customers are mainly resi-

dential customers, but there are also more critical customers such as telecommunication 
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links, sewage pumping stations, elderly homes, schools, shops, etc. Farms are also an 

important customer group which is strongly affected by electricity failures; however, 

they are typically prepared with their own backup power.  

 

 

Figure 5.2 Snow damage risk days in a year. In Pirkanmaa region’s (5) northern parts, 

the amount of risk days is around 12-14, in mid-parts around 8-10 and in southern 

parts around 4-6. [35] 

 

Long-lasting power outages during cold winters may lead to homes and other buildings 

to lose heating, which can lead to serious issues in retirement homes, hospitals or other 

places with unique challenges. Service stations may become unable to pump gas, gro-

cery stores may lose their frozen goods, water supply and transaction systems may be 

disrupted. Repairing snow-induced disruptions in overhead lines is challenging as the 

snowfall might still be ongoing, and many locations may be very hard to access. Forests 

and roads can be particularly difficult to access in deep snow. In case of a long-lasting 

snowfall, new disruptions tend to pop up faster than they can be cleared. When the 

snow-loads start melting, some of the bent trees spring back up, causing yet again new 

power outages.   
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5.2 Electricity networks in Pirkanmaa 

 

The transmission grid operated by Fingrid in the southwestern part of Finland is illus-

trated in Figure 5.3. Tampere and Pirkanmaa region in general have good connections 

to surrounding cities and regions. 

 

    
Figure 5.3 Fingrid’s power transmission lines and substations in southwestern Finland. 

[105] 

 

Figure 5.4 visualises the portion that medium-voltage electricity lines located on forest 

land comprise of the total length of electricity lines (varies from 15 % to 60 %), as well 

as the length of the electricity lines that pass through forest land in Pirkanmaa munici-

palities (varies from 50 km to 400 km). Figure 5.5 visualises the prevalence of all trees 

in Pirkanmaa municipalities, as well as deciduous trees exclusively, that are taller than 

10 metres and that are located in forests that surround the rights-of-way of the overhead 

lines. Prevalence of all tree types taller than 10 metres varies from 30 % to 75 %, 

whereas prevalence of deciduous trees taller than that varies from 5 % to 40 %. [106] 
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Figure 5.4 Left: Portion of medium-voltage electricity lines located on forest land of the 

total length of electricity lines in municipalities of Pirkanmaa. Right: Length of the elec-

tricity lines (kilometres) located on forest land in municipalities of Pirkanmaa. [106] 

 

   

 

Figure 5.5 Left: Prevalence of trees taller than 10 metres in forests surrounding the 

rights-of-way of the overhead lines. Right: Prevalence of deciduous trees taller than 10 

metres in forests surrounding the rights-of-way of the overhead lines. [106] 
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Figure 5.6 presents how much of the forest land the rights-of-way cleared for overhead 

lines take, presuming all rights-of-way are kept 10 metres wide. The portion varies from 

0.2 % to 0.6 %. Figure 5.7 visualises average tree heights in Pirkanmaa region. The 

average heights vary for the most part from 8 metres to 19 metres. [106][107] 

 

 
Figure 5.6 Portion of rights-of-way of the forest land (rights-of-way presumed 10 me-

tres wide). [106] 

 

 
Figure 5.7 Average tree height in Pirkanmaa (2006). [107] 
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5.3 Risk analysis on the probability of an electricity blackout 

 

In order to focus the resilience-improving measures in the right place, it is important to 

understand the probabilities of different factors or circumstances that might result in a 

blackout. Figure 5.8 presents an example of a simple risk analysis, where a tree-like 

structure has been constructed. The idea of the method is to estimate blackout probabili-

ties resulting from a snow storm in forests dominated by different types of trees. The 

structure starts from the first factor affecting the Pirkanmaa region’s electricity distribu-

tion network’s vulnerability to snow storms, i.e. the portion of overhead lines built in 

forest areas and ends in blackouts resulting from several different factors. Each of these 

factors has been given an estimated probability. In the end, probabilities for each out-

come are calculated to see which outcomes are the likeliest. The risk analysis was con-

ducted by a team of researchers as a part of the ongoing INTACT project and adapted 

for this thesis. Main focus of this analysis was not so much on the end results but rather 

on testing out the method where each step is reviewed independently by experts and to 

see how adjusting the probabilities of these factors impacts the blackout probabilities of 

the complete chains of events. 

 

First, 49 % of the lines in Pirkanmaa region pass through forest lands [108]. Elenia, a 

major DSO in Pirkanmaa region has an underground cabling rate of 23.4 % in its medi-

um-voltage network [109], so in the second step it is assumed that the share of overhead 

lines is around 80 %. 71 % of the lines are located in areas where the average height of 

broad-leaved trees in the adjacent forest is great than 10 metres [108], making the trees 

able to reach the overhead lines that are typically hanging at around 8 metres. Where the 

overhead lines pass through forested areas, virtually nowhere are the rights-of-way 

twice as wide as the average height of surrounding trees which makes the management 

of the adjacent forests so essential. In Pirkanmaa region, spruce dominates 44 % of the 

forests, pine dominates 37 % and birch 16 % [110].  
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Figure 5.8 An example of a simple risk analysis where key factors that contribute to 

tree-related faults during blizzards in overhead lines have been assembled into different 

chains of events, in which each step has been given an estimated probability. 

 

Next, it is estimated how well snow is able to accumulate on different types of trees. For 

spruce, given their downward-widening structure and hanging branches, it was estimat-

ed as 90 %. Pine and birch typically do not suffer from the same level of snow-loads 

and were given an estimate of 70 %. Next step is about weighting the chances of the 

ground being frozen. For spruce- and birch-dominant forests it was estimated to be 

50 % chance that the ground would be frozen, and for pine-dominant forests 25 % be-

cause of the dry type of soil it typically grows on. Then, the probabilities have to be 

estimated for the trees to actually fall or bend onto the overhead lines, given all the pre-

vious conditions. For spruce on a frozen ground, this was estimated to be 5 % and on an 

unfrozen ground 15 %. For pine, the estimates were 10 % on frozen ground and 20 % if 

the ground is unfrozen. For birch, the probability of coming into contact with the lines 

was estimated to be 60 % on frozen ground and 70 % if the ground is unfrozen. Finally, 

the probabilities for a blackout to occur if a tree fell or bent onto an overhead line were 

estimated. Spruce and pine that came into contact with a conductor were estimated to 

cause a blackout 90 % of the time. For birches, the probability of a blackout was esti-

mated lower, at 60 %, because while they often bend onto the lines, it does not always 

cause a disruption in electricity supply. 

 

From Figure 5.8 it can be seen that the overhead lines that are located in forest areas 

with the average tree height more than the height of the overhead lines, and where the 

right-of-way is narrower than twice the height of surrounding trees, form 28 % of the 

total length of the electricity lines in Pirkanmaa region. Following the chain of events, 
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starting from the snow accumulation on trees, in spruce-dominant forests where the 

ground is frozen, a blackout can be estimated to occur due to a tree-related fault with a 

2 % probability. If the ground is unfrozen, the probability would be 6 %. For pine-

dominant forests, the probabilities would be 2 % and 9 % respectively, and for birch-

dominant forests, 13 % for frozen and 15 % for unfrozen grounds (see Table 5.1).  

 

Table 5.1 Blackout probabilities calculated from Figure 5.8, given that the previous 

conditions have been fulfilled (the chain of events starting from snow accumulation on 

trees and ending in blackout). 

 

 
 

Finally all factors are put together by multiplying the probabilities from Table 5.1 with 

the common factors and the share of forests dominated by different tree types. As 

spruce-dominant forests form 44 % of the forests in Pirkanmaa region, the probability 

for a blackout to occur due to a spruce-related fault when the ground is frozen is 0.2 %, 

and when the ground is unfrozen it is 0.7 %. For pine-dominant forests that form 37 % 

of the forests, the probabilities would be 0.2 % and 1 % respectively and for birch-

dominant forests (16 % of the forests in Pirkanmaa region), 0.6 % for frozen and 0.7 % 

for unfrozen grounds.  

 

Table 5.2 Total blackout probabilities for the electricity distribution network built in 

forests dominated by different tree types, calculated from Figure 5.8 (the complete 

chain of events). 

 

 

Table 5.3 presents the estimated probabilities for durations of the blackouts caused by 

different trees. It was estimated that a fault resulting from a spruce could be cleared in 

under four hours 50 % of the time, a fault resulting from a pine 25 % of the time and a 

fault caused by a birch 75 % of the time because they are lighter and can be often easily 

pushed away from the lines by network repair crews. Probability for a blackout duration 
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of four to twelve hours was estimated to be for a spruce 40 %, for a pine 60 % and for a 

birch 20 %. Probability for an over 12 hour blackout was estimated to be 10 % for 

spruce, 15 % for pine and 5 % for birch. Although these probabilities are only estima-

tions, a DSO with access to more accurate statistics could continue the risk analysis 

further by multiplying the probabilities in Table 5.2 with the blackout duration probabil-

ities in Table 5.3 to estimate the probabilities of, for instance, long interruptions in elec-

tricity supply. 

 

Table 5.3 Estimated probabilities for blackout durations due to different types of trees. 

 
 

5.4 Conclusions 

 

As almost half of Pirkanmaa region’s electricity lines are built in forests and around 

80 % of them are still built as overhead lines, the significance of managing the adjacent 

forests properly is emphasized. A far-reaching way to reduce faults due to trees falling 

or bending from the adjacent forest onto the overhead lines in the area would be to start 

managing the adjacent forests already during seedling and first thinning phases. This 

way the forests could form a robust structure that is able to withstand the effects of ex-

treme weather [67]. In mature spruce- or pine-dominant adjacent forests, all broad-

leaved trees should be removed as they pose the highest risk to overhead lines. Regular 

inspections should be made where hazard trees, especially lanky birches and other 

broad-leaved trees, are removed. Also all damaged or tilted trees within the reach of the 

overhead lines should be removed.  

 

Where a seedling stand has not been properly managed and the trees have grown tall but 

thin, the stand should be thinned when the trees within it are 8-10 metres tall [32]. Over-

aged adjacent forests may start decaying which increases the risk of the trees or their 

branches falling onto the overhead lines. These forests should not be thinned anymore 

as it may increase the risks even further, and the best way to deal with them would be 

regeneration of the forest [67]. In case the adjacent forest is regenerated, spruce should 

be preferred if the ground allows it [32].  

 

A well-managed adjacent forest is not only good for DSOs and all electricity consumers 

within the affected area, but also a benefit for the landowners because a healthy forest 

returns the best profits. Regardless of its wide impact on robustness of the forests and 

reduced amount of falling or bending trees, management of the adjacent forests has only 

moderate costs. However, sometimes landowners may ignore the management, in which 

case a DSO can ask the landowner for their permission to do it. In these cases, DSOs 
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can also offer that the timber be sold after felling and give the profits to the landowner. 

A landowner can also request a DSO to remove a tree that clearly poses a threat to the 

network even if an adjacent forest management project is not in progress.  

 

It is also essential to focus the adjacent forest management projects on the locations that 

most require it. Risk factors and statistics from the distribution network area can be uti-

lized when choosing locations, but the basis for planning the locations should be a fully 

automatic analysis based on the ALS data gathered on inspection flights. Automatic 

analysis becomes necessary particularly for DSOs with large networks as a manual 

analysis would be very time-consuming. For instance, total length of Elenia’s medium-

voltage overhead lines is almost 20 000 kilometres. Another important thing to consider 

when designing the adjacent forest management projects is the network’s long-term 

plans. Management projects should not be conducted on areas where plans have been 

made for underground cabling or other maintenance works for the next few years. [111] 

 

Other ways to mitigate the harmful effects of falling or bending trees would be placing 

the remaining overhead lines on fields or alongside roads or utilizing taller pylons. 

However, because much of the distribution network is in the end of its lifecycle and 

needs replacing anyway, many DSOs have undertaken the task of underground cabling 

much of their network as it would take several decades for the next economically feasi-

ble chance to come around [112]. For instance, Elenia has been building all new and 

replaceable networks using underground cables since 2009 and plans to increase the 

cabling rate of its network from 34 % in 2015 to 70 % by 2028 [109]. This is of course 

costly and Elenia is currently spending around 100 million euros per year for the ca-

bling works, but it does have the most far-reaching consequences in regards to an elec-

tricity distribution network free of weather-related disturbances. Expensive underground 

cabling projects raise the costs of electricity transmission significantly, which has been 

a topic of much discussion in the Finnish media in early 2016.  

 

In the near future, UAVs could start to be utilized in a much broader way in periodic 

network inspections as well as in locating the faults during or immediately after extreme 

weather events. In Pirkanmaa region where heavy, tree-bending snow-loads are a recur-

rent issue, UAVs could be used to quickly locate the trees leaning on the overhead lines 

after the worst winds have died down. If the regulation fully allowed the DSOs to oper-

ate BVLOS flights and the UAVs themselves kept being developed further, UAVs 

could replace much of the helicopter flights and thus bring considerable savings to 

DSOs.  

 

Organizations and facilities with critical electricity supply requirements should consider 

utilizing emergency power or possibly microgrids. Borrowing or otherwise accessing a 

backup power generator during a disruptive event can be virtually impossible, but the 

lack of power could result in much greater damages than the investment and mainte-
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nance costs of a generator. In November of 2015, when a massive snow-fall broke or 

bent thousands of trees onto the overhead lines in Pirkanmaa region, Elisa, Sonera and 

DNA reported to have lost the electricity to around 920 base stations after their backup 

batteries ran out [113]. This meant that tens of thousands of people lost the ability to 

make phone calls. Not enough portable backup power generators were available and 

only some locations could be supplied with them in an attempt to secure the emergency 

calls. Another serious problem was the loss of electricity and heating in a retirement 

home of Juupajoki. Fortunately, a portable backup generator was brought and the re-

tirement home avoided being evacuated this time. 
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6 CONCLUSIONS 

 

This master’s thesis examined Finnish electricity distribution networks as a critical in-

frastructure, their interdependencies with other critical infrastructures and services and 

their significance to the society as a whole. The objective of the thesis was to identify 

and analyse the most common extreme weather phenomena affecting the electricity dis-

tribution networks in Finland and discuss solutions that can be utilized to improve the 

networks’ resilience against them.  

 

Weather-related vulnerabilities and interruptions in electricity supply are very topical as 

Finland has seen several extreme weather events in recent years that have affected hun-

dreds of thousands of people. Climate change is even expected to increase the amount 

and the extent of extreme weather events and at the same time is also driving societies 

to replace fossil fuels with renewable energy sources in energy production. The revised 

Electricity Market Act obligates DSOs to improve their distribution networks’ resilience 

against extreme weather, too. Much of the electricity distribution networks in Finland 

are close to the end of their life cycle anyway, which makes it advisable and cost-

effective to start replacing the old network with more resilient smart grid network, start-

ing from the most vulnerable parts of the network. Many DSOs are currently under-

ground cabling large parts of their networks. 

 

The thesis found medium-voltage bare overhead lines located in forests to be by far the 

most vulnerable part of the electricity distribution network because a single tree top-

pling or bending onto the line can cause a disruption. They are also a major part of the 

distribution network, forming more than half of it. Winds and storms were identified as 

the phenomenon that caused the most interruptions in electricity distribution and it was 

found that they may occur regardless of the time of the year. Heavy snowfall and espe-

cially crown snow-loads were found to cause a large amount of disruptions too, alt-

hough they are exclusive to winter time. Whether the ground is frozen or not was found 

to have a significant impact on the amount and extent of tree-related damages on over-

head lines. 

 

Several methods, technologies and practices are available that can improve the net-

works’ resilience against extreme weather conditions. Many DSOs have started under-

ground cabling large parts of their networks, making the lines tree-secure. Underground 

cables are not vulnerable to natural phenomena and thus improve the resilience of those 

parts of the network significantly, but replacing all overhead lines with underground 

cables is economically challenging in a country with such long transmitting distances. 

Instead, management of forests adjacent to overhead lines is advisable for both DSOs 

and landowners, as a properly managed adjacent forest can withstand storms and snow-

loads and is also more profitable. Regular aerial inspections with modern equipment 

should become a common practice for DSOs to be able to focus the forest management 
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operations in the locations that require them the most and to quickly locate possible 

faults after a disruptive event.  

 

Even with increased underground cabling rate and proper adjacent forest management, 

disruptions in electricity distribution are bound to happen from time to time. Thus, own-

ers of critical infrastructures, municipalities, authorities and other critical customers 

should consider emergency power systems to secure electricity supply in case of a 

blackout. In addition, implementation of a real-time, shared situational awareness sys-

tem between all essential actors would help them respond to an extreme weather event 

rapidly and with maximum efficiency.  

 

Smart grid technologies allow real-time monitoring and controlling of loads, and in case 

of disturbances, make it easier for DSOs to isolate the faults and reroute electricity to 

consumers automatically. Smart grid also eases integration of distributed generation and 

forming microgrids with energy storages, helping communities and facilities to become 

more energy independent. There is evident potential in utilizing smart grid technologies 

for improved system resilience. 

 

Whereas some of the discussed methods and technologies are either ready to be imple-

mented in large-scale or already widely in use, others may require more experimenting 

or changes in legislation to become an established practice. For instance, adjacent forest 

management is a fairly recent tool for DSOs and has not yet become a fully established 

practice for all of them. Many DSOs have done pilot projects, but there is still little sta-

tistics available on the actual impact that adjacent forest management can have on the 

resilience of the distribution networks. Forming grid-connected microgrids between two 

or more separate buildings is currently not possible due to current regulative and legisla-

tive procedures (e.g. safety and responsibilities). However, the pressure to improve en-

ergy efficiency and security of supply is driving authorities and infrastructure owners to 

face these challenges and revise the legislation and predominant practices, which will 

ultimately improve the overall resilience of electricity distribution in Finland. 
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