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Abstract
This masterb6s thesis follows a software pr

manufacturing execution system (MES) which guides the production of medical devices and
collects traceability data, including the device history files.

Because the software is used in the manufacturing of medical devices and in the
implementation of the company quality system, the software needs to be validated for its
intended use. The validation process must comply with the guidance and regulations of the
Food and Drug Administration. The software system is implemented by a software supplier
but the customer organization is responsible for the validation process.

In addition to fulfilling the regulatory requirements, the software is expected to increase
productivity. In order to increase productivity, the software needs to be usable. This thesis
uses previous research on medical device usability and on enterprise resource planning
(ERP) system usability as guidance for improving the usability of the software system along
with the human-centered design process and principles.

The target of the research was to find out how usability considerations can be integrated to a
medical device software validation process; and how the medical device validation process
contributes to the usability of the system. The research is implemented as a single case study,
with the software project as the case.

The results suggest that managing use-related risks is an important part of the project.
Sometimes regulatory requirements may over rule usability requirements, especially
efficiency and flexibility. However, many of the principles of human-centered design turned
out to be important success factors. Iterative process structure is a good choice. It is useful to
have team members with different skills and backgrounds. End user involvement is needed
throughout the project. Especially requirements gathering and design turned out to be
critical activities for the project success. They are also activities which require input from end
users.

Keywords Humancentered design, amufacturing execution systemgdicaldevice
manufacturing, software validation, usability
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Tiivistelma

Tama diplomityd seuraa erasta ohjelmistoprojektia terveyden huollon laitteita ja tarvikkeita
valmistavassa yrityksessa. Ohjelmisto on tuotannonohjausjarjestelma, joka ohjaa tuotannon
tyontekijoita ja keraa jaljitettavyystietoja tuotannosta.

Koska ohjelmistoa tullaan kayttam&an terveyden huollon laitteiden valmistuksessa ja
laatujarjestelman  toteutuksessa, se  tarvitsee validoida  kayttdtarkoitukseensa.
Validointiprosessin tarvitsee noudattaa regulatiivisia vaatimuksia. Ohjelmiston toteuttaa
ohjelmistotoimittaja, mutta validointivastuu on asiakasorganisaatiolla.

Regulatiivisten vaatimusten tayttdmisen lisdksi ohjelmiston odotetaan parantavan
tuottavuutta, mikad taas vaatii ohjelmistolta hyvaa kaytettéavyyttd. Tassa diplomity6ssa
hyédynnetaan aikaisempaa tutkimusta terveyden huollon laitteiden ja
toiminnanohjausjarjestelmien  kaytettavyydestd seka kayttajakeskeisen suunnittelun
prosessia ja periaatteita ohjenuorana ohjelmiston kaytettavyyden arvioinnissa.

Tutkimuksen tavoitteena oli selvittdéd miten kaytettdvyysnakékulma voidaan yhdistaa
terveyden huollon laitteiden ohjelmistovalidointiprosessiin. Lisaksi tavoitteena oli selvittda
miten edella mainittu validointiprosessi vaikuttaa jarjestelman kaytettavyyteen. Tutkimus
toteutettiin tapaustutkimuksena, jossa ohjelmistoprojekti on tutkimuskohteena.

Tulosten perusteella voidaan todeta, ettéd kayttoon liittyvien riskien hallinta on térkea osa
tallaista projektia. Toisinaan regulatiiviset vaatimukset yliajavat kaytettavyysvaatimuksista,
erityisesti tehokkuuteen ja joustavuuteen liittyvistd. Monet kayttdjakeskeisen suunnittelun
periaatteista osoittautuivat kuitenkin tarkeiksi menestystekijoiksi. Iteratiivinen prosessimalli
on suositeltava valinta, samoin monialainen projektitiimi. Loppukayttdjia tarvitaan koko
projektin ajan. Erityisesti vaatimusten madrittely ja suunnittelu osoittautuivat projektin
onnistumisen kannalta Kkriittisiksi toiminnoiksi, joissa olisi tarkeda olla loppukéayttajia
mukana.

Avainsanat kayttajakeskeinen suunnittelwotannonohjausjéarjestelmi&rveydenhuollon
laitteiden valmistusohjelmistovalidointj kaytettavyys
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Glossary

Enterprise resource planning (ERP)
system

Human-centered design
Manufacturing execution system

(MES)

Medical device

Quality system / Quality
management system

Risk

Usability

Usability engineering

User-centered design (UCD)

= A software system for managing the business of an

organization

= Iterative design which focuses on users and their
needs

= A software system for controlling and guiding
production work

= An article, instrument, apparatus or machine that
is used in the prevention, diagnosis or treatment of
illness or disease, or for detecting, measuring,
restoring, correcting or modifying the structure or
function of the body for some health purpose.
Typically, the purpose of a medical device is not
achieved by pharmacological, immunological or

metabolic means. (WHO)

= A management system to direct and control an
organization with regard to quality (ISO 9000)

= Combination of the probability of occurrence of
harm and the severity of that harm (1SO 14971)

= Extent to which a product can be used by specified
users to achieve specified goals with effectiveness,
efficiency, and satisfaction in a specified context of
use (1ISO 9241-11)

= The process of producing usable products. Also

used as a synonym for human-centered design.

= See human-centered design



Validation

Verification

= Confirmation, through the provision of objective
evidence, that the requirements for a specific
intended use or application have been fulfilled (1SO
9000)

= Confirmation, through the provision of objective
evidence, that specified requirements have been
fulfilled (1SO 9000)






Introduction

1 Introduction

Modern medicine uses all sorts of medical devices for treating and diagnosing patients.
Medical devices range from more complex software devices, like patient monitors, to simpler
thermometers and they are used in hospitals and homes alike. Patients and medical
professionals depend on me dyidepent updneawnedica device, A per
so it is extremely important that the medical device is safe and works as intended. This is why

medical devices around the world are regulated by laws and regulations. [1]

Since the quality and safety of medical devices is so important, there are also regulations for
medical device manufacturing. A tool used in medical device manufacturing affects the
quality of the final medical device; hence the quality of the tool is equally important. These
d a y effivaressystems are often used in manufacturing. When a software system is used in
medical device manufacturing, it needs to be validated for its purpose. [2, 3]

For a device or software to work in its intended use and be safe to use, it is not enough that it
works technically correctly. If the device is so difficult to use that the person who should
operate it cannot do it correctly, the device is not useful. In some cases incorrectly using a
system can be dangerous. This leads us to the importance of usability. Usability is a safety

factor especially for medical devices. [4, 5]

Thi s ma s t efollbws thé mansfacteiring software project of one medical device
company. The focus is on the effect that the validation process required for a software system
used in medical device manufacturing has on the usability of the system; and how the

validation process could improve the usability of the software system.
1.1 Background

The object of study for this masterés thesis h
company. The software in question was a manufacturing execution system (MES) which is
used to control and guide the manufacturing of medical devices. The system is also used for
collecting and storing manufacturing historydatawhi ch makes it part of
guality system. The system was developed by an external software supplier, but the customer

was responsible for system validation according to quality system regulations.
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The goal of the project was to improve the productivity by making the manufacturing work
easier and to improve product quality by adding quality controls. In addition the software
needed to keep accurate and complete records of manufacturing and comply with electronic
records and electronic signatures regulations [6].

1.2 Research Q uestions

Although validation of medical device software, as well as software used in manufacturing of
medical devices, must follow certain regulations, there is no rule that regulated software
systems should not be usable. In fact, if the software systems are expected to improve

productivity, the systems need to be sufficiently usable.

The target of this thesis is to examine how usability considerations can be taken into account
in the software validation process for medical device manufacturing software. The secondary
goal is to suggest concrete activities for software validation processes for medical device
manufacturing, which improve the usability of the validated software system. Based on these
goals, two main research questions with additional sub questions were formulated.

How does the validation process for medical device software af fect the usability

of the software?

The validation process for medical device software requires certain activities to be performed.
These activities may or may not affect the usability of the software system. Some activities

may improve the system usability while some may have an opposite effect.

Is usability in some situations over ru led by regulatory requirements?

Since the regulatory requirements for medical device software have a higher
priority than usability requirements, it is examined whether or not these
requirements contradict each other and if they do, in what kind of situations.

How can we produce  usable, medical device regulated software  ?
This thesis tries to find ways to perform software validation for medical device regulated
software that also address usability concerns for the software system.

How should the end users be involved in the validation process?

End user involvement is typically a corner stone for user centered design and
usability methods. How do end users fit in the software validation process for
medical device regulated software?
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What kind of methods should be used, in which stage of the process and by
whom?

Which are the actual methods that could be useful in the software validation of
usable, medical device regulated software? When should they be used? Who
should perform the activities?

What the software validation process should look like for medical device
regulated , usable software?

What should the process model for usable, medical device regulated software be
like? Are there some qualities that the process should or should not have?

Which are the critical points in the validation process?

Critical point in this question refers to the project stages, activities or attributes
that affect the successfulness of the project. Successfulness is considered to be
measured by the usability of the software system and the cost benefit ratio of
the project. Regulatory requirements are not a factor in successfulness because
fulfilling them is not optional but mandatory.

1.3 Research Implementation

The research for this thesis was implemented as a case study with one case, a medical device
manufacturing software project, as the object of research. To support and complement the
empirical data from the case study, background research data is also presented. Since there is
not much research data about the usability of medical device manufacturing software or MES
software, medical device usability research and enterprise resource planning (ERP) system
usability research were used as the usability references.

1.4 Organization of the Thesis

The following two chapters present the background for medical device regulation and
software validation, which are relevant for this thesis. Chapter two describes generally how
and why medical devices are regulated presenting risk management and quality system
regulation. Software and process validation, especially medical device related validation, is
described in chapter three. Risk management, quality system regulation and software

validation practices for medical devices are all vital components of the case study project.

Chapters four, five and six all discuss usability and user-centered design presenting the

related research on usability topics which are similar to the case study project. Chapter four
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gives a general summary of usability and user-centered design. Chapter five discusses
usability aspects of medical devices and chapter six the usability of the ERP systems.

Chapter seven presents the case study research method, which is used as the research
method in this thesis. Chapter eight explains how the case study was implemented and
connects the background research to the case study project. Chapter nine presents the results
from the case study project. Chapter ten includes the analysis of the results as well as the
answers to the research questions.
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2 Regulatory Requirements and Standards

Medical device industry is a regulated industry, which means there is a set of rules that a
company needs to follow if they manufacture and/or sell medical devices. These rules are
typically part of legislation or other form of governmental control. In United States, the
medical device regulation is part of the code of federal regulations title 21, which covers food
and drugs. The regulatory authority in charge of the area is Food and Drug Administration
(FDA). In Europe, the medical device regulations can be found from directives 90/385/EEC
[7], 93/42/EEC [8] and 98/79/EC [9].

2.1 Safety through Risk Management

Medical devices are commonly regulated to ensure the safety of the patients and other users.
Regulation protects patients and other medical device users from malfunctioning and
inefficient medical devices. Because of medical device regulation, people can safely assume
that when they buy or use a medical device, the device will function in its intended use. All
medical devices carry some level of risk and potential to cause problems under specific
circumstances. Problems may occur due to device malfunction or inappropriate use of the
device. In addition to safety, the performance of a medical device is an important factor
which is often linked to the safety of the device. Let us consider a patient monitor as an
example. If it shows false information to the medical stuff, the decisions based on false data
can have devastating consequences to the patient. If the monitor shows correct data, but the
monitorés alarm sound when something is wrong
patient may again suffer severe consequences. Both of these examples describe performance
failures which affect the safety of the medical device. [1]

Medical device manufacturers are required to analyze and evaluate risks associated with the
use of the device. [2, 10] A risk consists of a hazard, which is a potential source of harm, and
the probability and severity associated with the hazard, i.e. how likely the hazard is to happen
and how bad are the consequences. The process of handling risks is called risk management.
The manufacturers of medical devices have the responsibility to demonstrate to the
regulatory authority that they have identified and addressed the possible risks associated
with the use of the device. [1]
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The degree of regulation imposed on a medical device depends usually on the potential
hazards associated with it. Most of the regulatory systems classify medical devices in to three
or four different categories which are subject to different levels of regulatory control.
Attributes that can affect the classification of the medical device are e.g. the degree of
invasiveness, duration of contact, the body system affected and local versus systemic effects.

[1]

SFS-EN 1SO 14971 [10] is an international standard, which describes how to apply risk
management to medical devices. According to SFS-EN 1SO 14971, risk management process
consists of risk analysis, risk evaluation, risk control, and production and post production
information.

Risk analysis and risk evaluation together form risk assessment activities. During risk
analysis, the manufacturer is required to document the intended use of the device. In
addition, the manufacturer needs to identify any reasonably foreseeable possibilities to
misuse the device and the characteristics related to safety of the medical device. Based on the
previously mentioned information, the manufacturer identifies and documents all known and
foreseeable hazards associated with the use of the medical device. The hazards have to be
considered both in normal conditions and in various fault conditions. All hazards are

estimated regarding the probability and severity of the hazard, in case it would occur. [10]

Based on the estimates from risk analysis, the manufacturer needs to decide whether or not
risk reduction measures, or risk control measures, are needed. The three possible approaches
to risk control are, starting from the best, inherent safety by design, protective measures and
information for safety. After the application of risk control measures the residual risk must be
evaluated and if it is not acceptable, more risk control measures need to be applied. Also the
risks arising from risk control measures need to be identified and evaluated in a similar
manner. Sometimes, if the residual risk is not on an acceptable level but further risk control
measures are not reasonable, the manufacturer can perform a risk-benefit analysis. If the
medical benefits of the device outweigh the risk, the device may be acceptable for use despite
the risk. [10]

Production and post production information

information about the device and its safety during and after production. This information is
evaluated and if necessary, the risk assessment and risk control measures need to be
reconsidered. [10]
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2.2 Regulation as a Part of Medical Device Life C ycle

Medical devices are regulated in different ways throughout their life cycle, because any phase
during their life span can affect the safety and performance of the medical device. The top
row of figure 1 shows the main phases in life span of a medical device.

The first three phases: conception and development, manufacture and packaging and
|l abeling are typically t hén theéirstpliaseccongeptiom d@nd
development, the medical device is designed, developed, constructed and tested. Risk
management is nheeded from the beginning to make a safe device. Thorough testing including
verification, validation and clinical trials is also important. In manufacture phase the medical
devices are manufactured. Manufacturing process needs to be controlled and managed in
order for it to produce quality products consistently. Packaging and labeling can also affect
the safety of the medical device. Inadequate packaging may result in a broken and
malfunctioning medical device. Incorrect labels or use instructions can also compromise the

safety of the patient.

Advertising and sale phases are the responsibility of the medical device vendor. Medical
device advertising is usually regulated to prevent untrue claims about the performance of a
medical device. Sale is the point when the medical device is put into actual use. If sale of
medical device was not regulated in any way, anyone could sell medical device and the public
would have no way of knowing which of the devices being sold are quality products and

which are not.

Medical device users are usually responsible for the last two phases of the device life span:
use and disposal. The use of the medical device has a great impact on the safety and
performance of the device. Even if the device has no fault in it, a use error can cause a threat
to the patients. Issues with device calibration and maintenance can also affect the safety and
performance of the device. For some medical devices their correct disposal has a big impact
on their safety. For example devices with toxic or contaminated materials must be disposed

of correctly.

Life span Conception  and| Packaging
phases development Manufacture |and labeling |Adwvertising |Sale Use Disposal

Manager of]

the phase Manufacturer Vendor User
Regulation Post-market surveillance /
stage Pre-market Placing on-market vigilance

Figure 1: Medical device life span phases

resfy
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The last row of figure 1 lists the different stages of medical device regulation and in which life
cycle phases they are linked to. Different authorities have different names and systems for
things, but the common idea behind them all is similar. This chapter describes the common
framework for medical device regulation, not any specific system. In pre-market stage a
medical device typically needs to fulfill the safety and performance requirements for the
device, quality system requirements (see chapter 2.3) and labeling requirements.

Before a medical device can be put into market, most medical devices require a marketing
clearance from the regulatory authority. The vendors who are in charge of the placing on-
market stage are required to register with the regulatory authority. Vendors are also required
to participate in the post-market surveillance. Medical device manufacturers are required to
gather information about adverse events. Post-market surveillance studies can also be
required either as a condition for product approval or after an adverse event. Manufacturers
and in some regulatory systems also users are required to report any adverse events, that
could result or have resulted in serious injury or death, to the regulatory authority. Post-
market surveillance is related to the quality system requirements which are described in the
following chapter. [1]

2.3 Quality System R egulation

All medical device manufacturers must fulfill some version of quality system requirements.
In United States, the quality system regulation is part of the code of federal regulations [2]. In
European Union, the requirements to have a quality management system can be found from
council directives 90/385/EEC [7], 93/42/EEC [8] and 98/79/EC [9]. Quality systems are
subject to auditing. In United States, the agency auditing medical device manufacturers is
Food and Drug Administration (FDA). In European Union the audit is performed typically by
an independent third party. [1]

A

Worl d Health Organizati ond$ Gltbeldverviaw anddgrlidingc e r e
principles [1] def i nes gual ity system as o0t he organi z
proced ur e s, processes and resources needed t o i
standards 1SO 9000 and 1SO 13485 [11, 12] use the term quality management system instead
of quality system. ISO9000 [11]def i nes quality management syste
to direct and contr ol an organi zat ireqoirementt h r e ¢
can influence all phases during medical device life cycle: design, manufacture, packaging,
labeling, storage, installation, servicing and post-market handling. The applicable

requirements depend on the device and its risk level. [1]
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The purpose of the quality system is to control the processes that affect the medical device
during its life cycle. Carefully planned and controlled processes reduce the likelihood of non-
conforming products and other risks related with the device. As opposed to reacting to issues
found with the device while manufacturing or using it, the quality system is a preventative
approach to medical device safety and quality. [1, 11, 12]

Quality system regulation requires documents and records to be maintained of practically
everything that is related to the quality system compliance: device history, design history,
complaints, procedures, reviews etc. These records are needed to prove to regulatory

authorities that quality system regulations have been fulfilled. [2, 12]

Since software is becoming an integral part of modern medical devices, software used in
medical devices affects the diagnosis or treatment of patients. Therefore the software itself
and its development are scrutinized to ensure its safety and efficacy. [13] Software can be a
medical device on itself or a part of a medical device. Quality system regulation applies to
software in these cases just like it would apply to any other medical device. [2]

Quality system regulation specifically notes that design control section of the quality system
regulation applies to devices automated with computer software. Design controls require that
the manufacturer of the medical device establishes and maintains procedures for medical
device design. These controls cover e.g. the process of forming requirements, design
verification and design validation. The design process is documented in design history file,
which is used to prove to authorities that procedures were followed during the design

activities. [2]

FDA has published a separate document [3], which offers guidance to software validation to
satisfy the validation, design control and general quality system requirements for software.
General Principles of Software Validation [3] uses a wide interpretation of software
validation activities. The document covers the whole software life cycle from initial
requirements to software maintenance. FDA recommends integrating risk management into
software life cycle management. This brings the safety aspect, which is critical for medical
device and medical device manufacturing software, into software development process. The
contents of General Principles for Software Validation [3] will be explained in more detail in

chapter 3.3.

Quality system regulation states, that software which is used in medical device production or
in implementation of the quality system must be validated for its intended use. [2] F D A

General Principles of Software Validation document applies also to software that is used in




Regulatory Requirements and Standards

medi cal device manufacturing or in implementat

quality system. [3]

When a software system is used to maintain records, e.g. device histories, the records in the
software system are electronic records. Quality system records typically need to be signed. If
a software system is used, that requires implementation of electronic signatures. Code of
Federal Regulations title 21 part 11 [6] defines the requirements for electronic records and
electronic signatures. These requirements must be met in order for electronic records and
signatures to be considered equal to paper records with hand written signatures by the FDA.

Computer systems for keeping electronic records are subject to FDA inspection.
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3 Software and Process V alidation

ISO 9000 [11] def i nes v al i dreationg throughs the fprovisioh of objective
evidence, that the requirements for a specific
Validation demonstrates that the object of validation meets user expectations, guidelines and
other acceptance criteria. [14] Validation should ensure that the object of validation can be

used for its intended purpose.

The object of validation can vary depending on the case. The quality system regulation [2],
for example, mentions both process validation and device validation. FDA validation
guidance, especially software validation guidance [3], has been criticized for confusing
process and product validation. [15]

3.1 Process V alidation

21 CFR section 820.75 [2] dictates when process validation is required. The rule is simple: If
it is not possible to fully verify the results of a process, the process itself must be validated.
Process validation activities and results need to be documented. Manufacturers are also
required to have procedures to monitor and control the validated processes to ensure that the
process continues to meet its requirements. Revalidation of a process needs to be considered
if, for example, the process somehow changes or there are issues with the quality of the
results produced be the process.

Before process validation can happen, a validation team is needed, preferably with multi-
functional expertise areas. Process validation needs to be carefully planned and documented.
Requirements for the validation need to be established as well as the approach to process
validation. [16]

Process validation is divided into three phases: installation qualification (1Q), operational
gualification (OQ) and performance qualification (PQ). Some sources [17, 18] add a fourth
phase, which happens before 1Q: design qualification (DQ). [16]

Design Qualification (DQ)
The purpose of design qualification phase is to make sure that the design is
correct. It is important to verify early that the design corresponds to the

requirements. Requirements consist of all requirements and guidelines that

11
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concern the process, e.g. user requirements, validation plan, cGMP and
applicable standards. [17]

Installation Qualification (1Q)

Installation qualification phase ensures that the installation is correct. The
activities in 1Q phase depend on the process and the process result. Calibration
of process variables or equipment may be needed. If the process uses materials
produced by a supplier, the supplier documentation may be inspected. If the
process requires specific environmental conditions, such as temperature or
humidity, these can be tested to be suitable for the process. The installation
qualification phase should ensure that everything needed for testing the process
is in place. [16]

Operational Qualification (OQ)

The purpose of operational qualification phase is to ensure that the process is
guaranteed to produce an output that will meet its requirements. If the process
has control limits, these need to be tested. Different kinds of failure modes and
worst case scenarios should be experimented to see that the process will work
correctly in these circumstances. User training can also be part of the OQ phase.
After the OQ phase the process should be ready to be put into real use. [16]

Performance Qualification (PQ)

Performance qualification phase should demonstrate that the process continues
to produce outputs that meet the requirements also in the long run. During PQ
the acceptable variation in the process and the output should be established
which will help with the process control. The PQ phase also tests the process
repeatability. After the PQ phase the process should be stable and appropriate
process controls are established for monitoring and maintaining the process.
[16]

3.2 Software Validation

Software verification and validation (V&YV) is performed in order to ensure the quality of the

software. Verification ensures that the software or product meets the requirements for it. In

other words, that the software works as specified. Validation on the other hand is concerned

with whether the software meets the customer needs and requirements. In other words, does

the software work in its intended use. Software testing is an essential part of V&V activities,

but other activities, like reviews, are useful too. [11, 19]

12



Software and Process Validation

V&YV activities are performed during a software development process. There are a number of
different kinds of software process models, but most of them include, with differing emphasis
and detail level, the same abstract phases: specification, design, validation and evolution.
Some software process models are more rigid, like the V-model, which is presented in Figure
2. In the V-model every step is completed before moving on to the next stage. Each level of V
digs in to a more detailed level of the software. V&V activities are emphasized by creating
V&V or test plan for every stage before the actual software development happens. [20]

. System
Requiremeants \aildatian
System System
Design Verification
Sub-System Sub-System
Design Verification
Component Component
Design Verification
-
Software
Development
Figure 2: Software development process V -model [20, 21]

While the V-model has its perks, it has also disadvantages. There will be no prototypes or
anything else concrete to show to customers until pretty late in the process, also there is no
clear way to solve problems found during testing. Changes in project scope or requirements
are also difficult to handle in a V-model. [20]

Agile software development models are a more flexible approach to software development.
The idea of agile software development is to deliver working software frequently. Every
delivery contains a little more features to the final product. The cycle of requirements, design,
implementation and V&YV are repeated for every software delivery. If the project scope or
requirements change, the changes can be taken into account in the next delivery. Similarly
any problems found during testing can be addressed in the next iteration. [19]

13
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3.3 Software Validation Guidance for Medical D evices

The goal of software validation is to build a level of confidence that the software works in its
intended use and does not contain defects that could cause unacceptable risks. This is by no
means a trivial task. Software programs have the ability to branch to so many possible action
sequences that it is not reasonable to test each and every possible sequence. Because
complete testing of software is not a possibility, it is important to focus on perfecting the
design and development process to produce quality software. Design and development are
the critical phases to software quality when the majority of problems are introduced in to the
product. [3]

Another critical phase is making changes to existing software. Software changes are also
pretty easy and quick to do but they also carry a significant risk of inserting defects to the
software. This is why software design and development processes should be tightly controlled
and well planned. Change management as well as verification and validation after every

change are important. [3]

These days not all software used in medical devices or in medical device manufacturing is
specifically developed for that. Instead manufacturers may use already existing off-the-shelf
software. In this case the manufacturer has no control over the software development
process, but the manufacturer still has the regulatory responsibility. This means that the
manufacturer of the medical device must ensure the safety of the off-the-shelf software,
which can mean e.g. risk management activities, validation or auditing the software vendor.
Off-the-shelf software needs to have documented requirements which define its intended use.
[3,22]

3.3.1 Principles of Software Validation

This chapter describes the 10 principles of software validation which are presented in the

General Principles of Software Validation [3].

Requirements
Software needs to have documented requirements. Both software verification
and software validation need requirements specifications to have requirements

against which the verification or validation can be done.

Defect Prevention
Preventing the introduction of defects into the software during software

development is important. Since it is impossible to thoroughly test software,
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defect prevention requires planning and use of other methods, like reviews, in
addition to testing.

Time and Effort

Software validation requires both time and effort. Therefore the planning and
preparation for software validation should begin early on in the software life
cycle. Evidence to conclude that the software is validated is gathered

throughout the life cycle according to plans.

Software Life Cycle

General Principles of Software Validation does not recommend any specific
software life cycle model, but one should be chosen and used. Software
validation is tied to the software life cycle. Process validation framework
presented in chapter 3.1 is sometimes used in software validation, but not as a

rule.

Plans

Software validation is executed according to a plan. The plan defines and
controls what the validation activities are meant to accomplish. Software
validation plans include things like schedules, resources, scope, and validation
activities.

Procedures
Defined procedures are used in the execution of the software validation. A
procedure defines how a validation activity should be executed. Procedures

define actions or action sequences used in software validation.

Software Validation after a Change

Every time a software change takes place the validation status of the software
needs to be re-evaluated. Validation needs to be done not only to the changed
feature but also to ensure that the change did not have any undesirable side
effects. Regression testing is used to build confidence that the old features still

function as intended after a change.

Validation Coverage

Validation coverage should depend on the risks associated with the software
and the complexity of the software. High risk software needs more
comprehensive validation than a low risk one. Validation efforts and their
results should be found from the validation documentation.
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Independence of Review

Independence of review dictates that quality assurance, like testing or reviews,
should be conducted be someone who did not participate in creating the object
of quality assurance activities. This is a good practice, because self-validation is
di fficult. It is easier to evaluate

Flexibility and Responsibility
Flexibility and responsibility means that the device manufacturer has flexibility
in deciding how to apply the above mentioned principles. The implementation
of the principles can differ between applications. Yet, the device manufacturer
has the responsibility to demonstrate that the software has been validated
according to these principles.

3.3.2 Software Validation Activities

Software validation consists of performing certain activities and tasks during different stages
of software lifecycle. The selected software life cycle model dictates when and how many
times these activities are executed. The software life cycle model should cover the software
from the very beginning to its retirement. For very low risk applications some of the
validation activities may not be necessary, but it is recommended that the following activities

are at least considered when planning validation of software: [3]
1 Quality Planning
1 System Requirements Definition
9 Detailed Software Requirements Definition
1 Software Design Specification
9 Construction or Coding
I Testing
M Installation
1 Operation and Support
 Maintenance

¥ Retirement
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4 Usability E ngineering

Usability and focusing on users is sometimes seen as a luxury which can be left out of a
development project. Yet, completely dismissing usability may lead to developing a useless
product. Il n wor st case scenari os, tot al negl e
impossible to use the product at all. Users may also cease to use a product if it is awkward

and difficult enough for them. [23]

Focusing on wusability and usersd needs has man
more successful commercially than less usable counterparts. Usable systems can increase the
productivity and efficiency of users and organizations. Systems with good usability require

less user support. Sometimes usability focus is needed for safety, to protect users from risks

to their health and safety. [24]

4.1 Usability 7 What is it?

Usability can and has been defined in multiple different ways. 1SO 9241-11 [25] defines
usability as "extent to which a product can be used by specified users to achieve specified
goals with effectiveness, efficiency, and satisfaction in a specified context of use." This short

description has a number of noteworthy characteristics. First of all, the definition says

Aspecified userso instead of j ust user s. Ma ki
di fficult. That is why the focus is on the tal
goal so is a similar <case. T h esal wal,andtead it neddsto n o t r

work well for the task it is intended for. Effectiveness is defined in 1SO 9241-11 [25] as the
Afaccuracy and completeness with which users ac!
must be able to perform the task correctly with the product. Since not just getting the job
done is not enough, efficiency is part of the definition to add the expending of resources, e.g.

time, to the mix.

Jakob Nielsen [26] depicts usability as a part of the overall model of system acceptability.
Usefulness of the system consists of usability and utility. Usefulness on the other hand is part
of the practical acceptability of the system, alongside with cost, compatibility, reliability and
other attributes. System acceptability, on the top level, consists of practical and social

acceptability.
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System
acceptability
[ I
Social Practical
acceptability acceptability
I
| I I I |
Usefulness Cost Reliability Compatibility Etc.
Litility Lsability
Subjectively Few Easy to Efficient Easy to
pleasing arrors remamber to use learn
Figure 3: Usability as a part of system acceptability [26 ]

Nielsen defines usability as consisting of five attributes: learnability, efficiency, memorability,
errors and satisfaction. Learnability describes how fast a new user is able to get something
meaningful done using the system. Efficiency is related to the time it takes from an
experienced user of the system to complete a task using the system. Memorability assesses
how well a casual user of the system can remember how to complete a task using the system
after some time has passed since they have done the task previously. Errors refer to the
amount of errors users make using the system. The amount of use errors should be low and it
should be easy for users to recover from them. Catastrophic errors should not occur.
Satisfaction means the subjective opinion of the users, whether or not they consider the

system to be pleasant to use. [26]
4.2 Usability E ngineering

How do we make something usable? That is what usability engineering is for. Faulkner
interprets usabilityengi neering as fan approach to the dev
which involves user participation from the outset and guarantees the efficacy of the product
through the use of a usability specification
engineering as fithe entire pr@¥Yess of produci ng
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Usability engineering as a process that is used in product/system/software development is
qguite a common one. For example both Faulkner [23]; and Leventhal and Barnes [27]
describe usability engineering as a process. The processes differ in detail, but the common
phases are 1) information gathering about the users, their tasks and the context of use, 2)
writing a usability specification based on the gathered information, 3) creating the design and
4) evaluating the design with users. The process is iterated as long as it takes to develop a
design that is acceptable. A similar process model is also described in 1ISO 9241-210:2010
[24], although the standard does not use the term usability engineering but instead calls it
human-centered design. In this thesis, term user-centered design (UCD) is also used to refer
to the same process model.

In addition to the process steps, another common feature of the varying usability engineering
process is the strong focus on the users and in understanding the reality of the users work.
1SO 9241-210:2010 [24] describes the following as the principles of human-centered design:

a) The Design is Based upon an Explicit Understanding of Users, Tasks and
Environments

In addition to recognizing the actual users of the system and finding out their
characteristics, it is important to consider who else might be affected by the
project outcome. They are stakeholders. Once again the context of use is an
important factor. That might include the work practices, like frequent

interruptions due to other work, or noise level.

b) Users are Involved throughout Design and Development

The users can not be involved in just some little part of the project, but be part
of the project team from start to finish. Users need to actively participate, not
just observe from the sidelines. The nature and frequency of their involvement
can naturally vary depending on the project stage. Users can for example act as
the experts sharing their knowledge about their work or actively take part in the

design and evaluation activities.

¢) The Design is Driven and Refined by User-centered Evaluation

The participation of actual end users is especially important in the evaluation of
the design. The users are experts at their job, not anyone else. That is why they
can better than anyone else evaluate whether or not the design works for them

and comment on it. All feedback from users should be considered carefully.
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d) The Process islterative

It is impossible to get a potentially complex system exactly right on the first
attempt. That is why the process must be iterative. Each iteration is a possibility
to get feedback from the users to improve the design. It is also possible that
users will be able to express some of their concerns or requirements only when
there is a design they can comment on.

e) The Design Addresses theWhole User Experience

This principle reminds us that the concept of usability is not just about making

things not actively difficult for the user. The design should take in to account
things | ike userb6s attitudes, personal g
what this could affect is deciding the extent to which something is automated in

the system or performed by the user. It is noted that in safety or mission-critical

systems effectiveness and efficiency may be considered to be more important

than user satisfaction.

f) The Design Team Includes Multidisciplinary Skills and Perspectives

The design team should have a large variation of skills and perspectives to be
able to see the design from different viewpoints. A multidisciplinary team can
also better consider the effects of the project outside the obvious one that might
not get noticed by a more homogeneous team. A multidisciplinary team is also
more likely to develop revolutionary thinking outside-the-box solutions. Some
examples of potentially useful expertise areas are: human factors and usability,
users and other stakeholders, application domain/subject matter expertise,

marketing, user support, user interface and product design, engineering.

The standard [24] defines a human-centered design process which consists of the following
steps: a) understanding and specifying the context of use, b) specifying the user
requirements, c¢) producing design solutions and d) evaluating the design. The steps are
iterated until the solution meets the requirements. The process flow from one step to another
is presented in figure 4.
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Plan the human-centred
design process

Understand and specify the
context of use

Designed solution meets
USEr requirements

lterate, where
appropriate

Evaluate the design against

. Specify the user requiremeants
the requirements pecify 4

Produce design solutions to |
meet user requirements

Figure 4:Process forh uman -centered design [24]

Understand and specify the context of use: The process begins with knowledge gathering.
Who are the users? What are their skills, goals and work practices? Are there multiple
different user groups? Where will they use the system and how? These questions along with
many others help with understanding the context of use, which consists of the users with

their various attributes, their tasks and the environment in which they work.

Specifying the user requirements: User requirements should take in to account user needs
and context of use, as well as organizational requirements. Standards and guidelines may
also be useful when specifying the requirements. In this stage, conflicting requirements
should be identified and resolved. The result should be a requirements specification with

measurable criteria for usability objectives in specific contexts of use.

Producing design solutions: In this phase, design solutions are produces based on the
defined requirements. In early iterations the solution might be in form of a simple model or a
paper prototype with which the design can be evaluated. In later iterations the design gets

closer to the actual final solution.
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Evaluating the design: In earlier iterations evaluation if important for getting feedback from
users to guide the next iteration. The evaluation of proposed solutions with users may even
bring up new user needs or requirements which they have not been able to express before. In
the end evaluation is done to assess whether the solution meets user requirements. Even
though evaluation with actual users is very important, expert evaluation methods, such as

heuristic evaluation, can also be used.
4.3 Usability Engineering Methods

During a usability engineering process it is often necessary to gather information about the
users, their tasks and the context of use. It is also useful to evaluate the possible design
solutions. This chapter presents some methods used in usability engineering. This is not an

exhaustive list, only the methods relevant for this thesis are presented.
4.3.1 Questionnaire

Questionnaire is one possible method for gathering information directly by asking from
users. Questionnaire is a set of questions the user answers to. Questionnaires can be
something user completes by himself or an interviewer might fill it while asking the questions

from the user. Questions in a questionnaire can be open ended or have a limited number of

possibl e answer s. Questionnaires ar e usef

opinions. They are not optimal for gathering objective data.

A common problem with questionnaires is the possibility that the questions are interpreted
differently by each participant. That is why questionnaires require time for careful
preparation. The questions should also be tested with a couple of sample users to see if there
is ambiguity in the interpretation. A questionnaire, especially one with open questions, may
produce a lot of diverse data which is difficult to analyze. The results of a questionnaire may
become biased if the subject is embarrassing to the users or the questions make the users feel

inadequate or incompetent. In these cases, the users may not answer entirely truthfully. [23]
4.3.2 Interviews

Interview, like questionnaire, is an information gathering method which asks users to answer
guestions. Interviews are usually done in person with the interviewer and interviewee in the
same location. When comparing to questionnaire, interviews make it possible to rephrase
questions in case there is reason to suspect that a misunderstanding has happened. This may
help prevent bias from misinterpreted questions. Interviews share the issues with

guestionnaires regarding users not always being honest with their answers. Interviewees may
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also give false information e.g. about what they do unintentionally, not being aware of every
bit of data that matters.

Interviews can range from unstructured to structured ones. Unstructured interviews do not
have a specific set of questions to be answered. They allow the interviewee to steer the
interview and bring up topics that are important to them. Therefore unstructured interviews
are well suited for explorative research where the interviewer does not yet know what they
are looking for. In the other end of the spectrum structured interview has a prepared set of
guestions, and possibly also a prepared set on possible answers for the interviewee to choose
from. Structured interview does not leave room for individual variation; instead it looks for
gross response. Between the two extremes is semi-structured interview. It includes some
prepared questions, but there is also room for additional questions and topics depending on
thei nt er v anewers. §28,@6]

4.3.3 Observation

Observationismet hod for gathering data about wuseros

actually going to see what the users are

doi

work as little as possible. Th e go al is to see the usgyethesday. wor k

The observer should mostly just watch what is happening, although sometimes it is necessary
to ask for an explanation to something the observer does not understand. Observation has a

\

ng

chance of giving more r eal thanttheic owp acounts ofeit. Ib f  t h ¢

gives an opportunity to see unexpected ways of using a system that would have otherwise
never occurred to the researcher. Yet there is a risk that being observed may, consciously or
unconsciously,af f ect t he .[2er sdé actions

4.3.4 Contextual |nquiry

Contextual inquiry combines observation with unstructured interviews. For contextual

inquiry, the researcher goes t en-dndinterviewsewitls 6

the users while they work. The goal is to thoroughly understand the details and motivations
of us ey ébsewvationkand by simultaneously asking the user to explain what they are
doing and why. Contextual inquiry is originally part of contextual design, an approach to
product design that emphasizes t[28e under st

4.3.5 Heuristic Evaluation

Heuristic evaluation is a method for evaluating a user interface against a set of rules i.e.
heuristics. The target of evaluation can be a finished product or a prototype. Heuristic

evaluation is a form of expert evaluation i.e. evaluation without actual users. Heuristic
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evaluation is called a discount usability method, because it does not require access to users
and takes relatively little time and effort. [23, 26]

The evaluation has two phases. In the first phase, the evaluators will each individually go
through the user interface or prototype against the heuristics. All violations of the heuristics
are recorded during the individual evaluation. In the second phase the evaluators gather
together to form a combined list of findings. Heuristic evaluation does not provide solutions
to the recorded violations but since each violation is linked to the heuristic(s) it violated, it is
usually possible to come up with a solution considering the heuristic. The heuristic evaluation
should preferably be done by more than one evaluator. Evaluators tend to find different
issues, which is why having three to five evaluators provides a better coverage than a single
evaluator. [26]

There are a number of possible heuristics that can be used in a heuristic evaluation. There are
Shneidermanés 8 Golden Rules and Normands Sev:¢
Tasks into Simple Ones. The most wel | known s
heuristics, which are [23, 26]

1) Simple and natural dialogue
2) Speak the usersod | anguage
3) Minimize the user memory load
4) Consistency
5) Feedback
6) Clearly marked exits
7) Shortcuts
8) Good error messages
9) Preventerrors
10) Help and documentation
4.3.6 Usability Testing

Usability testing sometimes referred to as user testing, is a usability evaluation method. In a
usability test, a user is asked to perform certain tasks using the system which is being

evaluated. The user is observed during the test by the researchers. The user is also
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encouraged to think aloud while they use the system to make it easier for the researchers to
know why the user does something or if they are wondering about something. The tasks for
usability testing are previously prepared and vary based on what is being investigated.
Typically a similar usability test is run for more than one person to get more comprehensive
data. Usability tests are typically done in a usability laboratory or other controlled
environment, not at Udalslity deste card Ise usedb to kolleqt Ibatic e .
quantitative and qualitative data, e.g. identifying usability issues and tracking task
completion times. The selection of users is important, since usability tests are usually
performed with a very limited number of users. The selection of user participants for
usability tests, e.g. novice or expert users, as well as whether the users should all be alike or
have varied backgrounds and skill sets, depends on what is being studied. [26]
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5 Medical Device U sability

The main reason to strive for usability for medical devices is the safety of patients and other
device users. The goal is to minimize the likelihood of use errors and use-related hazards,
which in worst cases can lead to fatal consequences. Use error means using the device in a
way that leads to unintended results. [29] Hazards caused by use errors are called use-related
hazards. [5] Use errors are becoming a significant factor that affects medical device safety. It
is suggested that frequency and consequences of use-related hazards might far exceed the

hazards arising from device failures. [5]

With the growing awareness of usability related issues, the authorities are also beginning to
require that the manufacturers take action to prevent the issues. FDA has replaced the term
user error with use error, to emphasize that the users are not to blame when accidents
happen because of poor usability. [30] This gives the manufacturers the signal that it is no
longer enough to consider risks related to device failures. Also use-related failures need to be
addressed. [4] The manufacturers are also required to submit evidence of including use
errors and their control measures in risk management activities. [30, 31] The design control
requirements in quality system regulation mentions addressing user needs and the intended
use of the device during design input and design validation. [2, 30, 31]

Although there are requirements for improving medical device usability and safety, more
awareness of the issues is needed in the industry. Acharya at al. [4] claim that there are not
enough people with human computer interaction (HCI) skills in the medical device industry.
This leads to medical devices with use-related risks which could have been found and
corrected with basic HCI practices. Viitanen and Nieminen [32] point out the importance of
pl anning ahead and considering the big pictur
device software projects. They claim that the focus of usability related activities is too much
on evaluation, when it should be on planning and design phases of medical device software
projects. If issues are found when the device or software is almost ready, mending them is

expensive.

One major obstacle for applying usability engineering in medical device industry is the lack of
support from upper management. Usability engineering activities require time, access to
users and support from other disciplines inside the company. This is why the management

should be aware of benefits of usability engineering and advocate for it. [30, 33]
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5.1 Usability Engineering and Risk M anagement

5.1.1 Usability Engineering Process for Medical Devices

There are at least two standards which describe a usability engineering process for medical
devices. There is IEC 62366 Medical devicesi Application of usability engineering to medical
devices [29] and IEC 60601-1-6 Medical electrical equipment i General requirements for
basic safety and essential performance T Collateral standard: Usability [34]. The standards
describe a recommended usability engineering process for medical devices which is meant to
ensure that the remaining residual risk is at an acceptable level. The process models in these
two standards resemble each other. This chapter presents the process according to IEC
62366.

The standard requires the manufacturer to establish, document and maintain a usability
engineering process throughout the entire life cycle of the device. The documentation of the
usability engineering process forms the usability engineering file, which is also a mandatory

requirement according to the standard. [29]

The usability engineeri ng pr ocess i n Al EC i @gplcatdn desability a |

engineering to medi caahavirdthefollovergsteps:s descri bed

1) Application specification

2) Frequently used functions

3) ldentification of hazards and hazardous situations related to usability
4) Primary operating functions

5) Usability specification

6) Usability validation plan

7) User interface design and implementation

8) Usability verification

9) Usability validation

Steps 1-4 are mostly preparation for forming the usability specification (step 5). The

application specification is meant to answer questions like who, why, when and where is

going to use the device. Step 2, AiFrequently

the most often used functions of the medical device that involve user interaction with the
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medical device. Step 3 is about performing a risk analysis for the device, focusing on usability
related risks and possible use errors. During step 3 the characteristics of the device that are
related to its safety are identified. The primary operating functions (step 4) are determined
based on frequently used functions (step 2) and characteristics related to safety (identified in
step 3). In the usability engineering process the results of the previous steps are often used to
execute the following steps in the process. [29]

In step 5 the usability specification is created. Usability specification includes testable
requirements for the primary operating functions and also the criteria for evaluating the
adequacy of risk control measures. The usability specification must include at least use
scenarios related to primary operating functions, user interface requirements for primary
operating functions and requirements for determining if the user can easily recognize the
primary operating functions. [29]

Based on usability specification a usability validation plan is created in step 6. The usability
validation plan presents methods and criteria used for validation of the usability of the
primary operating functions. The plan also describes the planned involvement of
representative users in the validation. The standard specifies that both quantitative and
gualitative validation methods may be used. It is also noted that usability validation may be
performed in laboratory setting, in a simulated use environment or in an actual use

environment. [29]

In part 7, user interface design and implementation, the user interface is implemented as
described in usability specification. The created user interface is evaluated during steps 8 and
9, usability verification and validation. Verification means evaluating the user interface based
on the usability specification to make sure that the user interface meets all the requirements
in the specification. Usability validation is executed according to the usability validation plan.
The accompanying document (for example instructions for use) is subject to validation as
well as the user interface. If the validation criteria are not met, the options are either to
improve user interface design (return to step 7) or assess whether the benefits of the intended
use of the medical device outweigh risk arising from usability problems. The latter
consideration may lead to the device being acceptable if the risks are estimated to be at an
acceptable level. [29]

The usability engineering process described in IEC 62366 [29] is meant to be used side by
side with the risk management decision making process described in 1SO 14971 [10]. Figure

in appendix A describes the interaction between the processes.
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5.1.2 Use-related Risks

Kaye and Crowley [5] claim that medical device designers do not consider use-related risks
enough. Instead, the focus in risk analysis is on device and component failures. It is
suggested that human factors engineering approach should be integrated into risk
management process. This would make it easier to identify, control and prevent use-related

risks. Use-related risks usually occur because something not anticipated happens in the use

situation of the device. The unanticipated aspect can be many things, lik e user 6s
userd6s capabilities or use environment. The

into risk management is to be able to anticipate the previously unanticipated risks in device

use.

Three factors affect the safety and effectiveness of the medical device use. These are use
environments, users and the device itself. All of these need to be considered in the
management of use-related risks. The use environment can affect the use situations with e.g.
distractions or adding to the mental or physical workload of the user. Users have different
kinds of abilities, expectations and limitations which all can affect the device use. The
medical device can affect the safety and effectiveness of the use with e.g. complexity of the
system and safety mechanisms which make recovery from errors easier.

Kaye and Crowley [5] present a process for addressing use-related hazards in risk
management. The process is depicted in figure 5. The process begins with identifying
scenarios that can lead to use-related hazards. Then the risks associated with the hazards are
assessed and prioritized. Mitigation and control strategies are developed and implemented
for risks if they are needed. After that the mitigation and control measures are verified. If the
risks from use-related hazards are not acceptable after that, more mitigation and control
strategies are needed. If the risk after verification of mitigation on control strategies is
acceptable, the introduction of new use-related hazards needs to be evaluated. If new use-
related hazards have been introduced during the process, the process needs to start from the
beginning. If there are no new use-related hazards, it is time to validate safe and effective use

of the medical device.
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Figure 5: Management of use -related risks

Just like 1SO 62366 [29] includes descriptions of device use, users and use environments,
Kaye and Crowley [5] also recommend a device use description as a tool for identifying use-
related hazards. In addition analytic and empirical approaches are recommended to help
identify more use-related hazards. Analytic approaches involve using systematic methods,
like function or task analysis, for analyzing the device use. Empirical approaches consist of
methods which include actual or simulated use of the device, like usability testing or walk-
throughs. Analytic approaches can identify the so called anticipated hazards with the device
use. Empirical approaches can find hazards which could not be found with analytic
approaches. Empirical approaches can also be used to get more information about an
analytically identified hazard or to test the adequacy of mitigations. Analytic approaches, on
the other hand, can find rarely occurring hazards which would not manifest themselves
during empirical approaches. Analytic and empirical approaches complement each other and

are recommended to be used together. [5]
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5.1.3 Alternative Approaches

IEC 62366 [29] has been criticized for being too abstract and unclear. [33, 35] The usability
engineering process descriptions in the standard include inconsistencies, which make it more
difficult to apply. The interaction between usability engineering and risk management
processes is claimed to be insufficient. The standard lacks qualifications for the usability
engineer and does not give instructions or requirements for developing a mature and

functional usability engineering process. [33]

Freudenthal et al. [33] have suggested improvements to the IEC 62366 standard [29]
regarding the division of responsibilities and the process model. They have concluded that
usability engineering is not easy. Therefore the usability engineering process and methods
should be managed by a trained usability engineer. They have also come to a conclusion that
the management of use-related risks should be the responsibility of the usability engineer
instead of the risk manager. This reason for this is that the management of use-related risks
requires using usability engineering methods, with which the usability engineer is already
familiar with. It is expected that it is easier for the usability engineer to learn to focus on risk
analysis and control than it is for the risk manager to learn the methods and mentality of

usability engineering.

For the usability engineering process for medical devices, Freudenthal et al. [33] suggest that
the standard should make it clear that the usability engineering process iteration can be used
both as an overarching development process, which is iterated, and as a sub-process, which is
iterated in various phases of the development. They have demonstrated the successful use of
the latter version in a strictly linear product development project. It is also suggested that the
usability engineering process needs mor e

process model may give the impression that requirements cannot change once they have
been created. This should not be the case. New information gathered during one iteration

should be able to affect the requirements for the next iteration.

Many sources [5, 32, 35] emphasize the importance of early consideration of usability and
safety. Evaluating risks or usability issues when the product is almost ready is much less
efficient than considering these things during the requirements and design. If an issue is
found late, fixing cost is usually high. If there is no more room in the budget, the fix may be
just an added warning, or nothing. If the same issue is considered earlier, the product may

originally be designed to prevent the issue from occurring.

Thimbleby [36] has claimed that usability engineering methods, while useful, are not

sufficient for safety critical systems. Usability engineering methods cannot handle the
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complexity of the devices, which can have hundreds or thousands of different states. As a
solution Thimbleby suggests using formal methods e.g. for the analysis of device states and
transitions between states. Formal methods can find issues with state transitions more

reliably and with less effort than usability engineering methods.
5.2 Methods of M edical Device Usability E ngineering

Usability engineering for medical devices uses many of the same methods as the traditional
usability engineering, either as is or with some modifications. The methods range from
drawing information from users; like contextual inquiry, interviews, questionnaires and
usability testing; and expert evaluations, like heuristic evaluation and cognitive walkthrough;
to analysis methods, like task analysis and use error analysis. No single method is a silver
bullet which suits every situation. Usually several methods need to be used together to get the
best results. The right methods are likely to be slightly different for each case. Because the
records may be audited, methods that generate objective data are preferred. When methods
which require research participants are used, it is of vital importance to have representative
participants who perform the tasks under evaluation. [29]

The next two chapters present in more detail two methods suggested for improving medical
device usability: heuristic analysis and Appraisal and Measurement of User Satisfaction
(AMUSE). Both of these methods are based on quality attributes which are deemed to be
desirable in medical devices.

5.2.1 Heuristic Evaluation

Zhang et al. [37] have proposed heuristic evaluation as a method for evaluating safety

features of medical devices. Heuristic evaluation as a general method has been described in
chapter4.35. The proposed heuristics for medical dev
Shneidermanés heuristics. The heuristics are

1) Consistency and standards

2) Visibility of system state

3) Match between system and world
4) Minimalist

5) Minimize memory load

6) Informative feedback
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7) Flexibility and efficiency

8) Good error messages

9) Preventerrors

10) Clear closure

11) Reversible actions

12)Use userds | anguage
13) Users in control

14) Help and documentation

Heuristic evaluation is recommended as a method which is easy to use and learn. It does not
take a lot of time and it can find a great proportion of larger usability problems. The
limitations of the method are that it does not reveal missing functionality or indicate which
elements of the system under evaluation follow usability guidelines. Heuristic evaluation also
does not find issues related to use environment. It is recommended to combine heuristic
evaluation with other methods, like observation or usability testing to find most of the major
usability issues. [37]

5.2.2 AMUSE

Doerr et. al [35] have suggested using the Appraisal and Measurement of User Satisfaction
(AMUSE) methodology in medical device requirements engineering. The goal is to factor in
usability and user-perceived product quality early on in the development process. In the
heart of AMUSE methodology is a quality model, which is based on quality in use -metrics in
ISO/IEC 9126-4 [38] and technology acceptance model (TAM) [39]. [35, 40] In AMUSE
guality model the overall user satisfaction consists of five quality aspects: effectiveness,
productivity, trust, hedoni c [3%] Tre first foyr ofdhesd arema n u f ¢
closely related to the quality in use metrics in ISO/IEC 9126-4 [38]: effectiveness,

productivity, safety and satisfaction.

i Effectivenessrepresents the ability to achieve intended results with completeness and
correctness. Completeness means that it is not necessary to perform additional
manual tasks even in a worst-case scenario. Correctness means the absence of errors
when operating the system. The system should be robust enough to allow easy

recovery from various possible errors. [35]
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1 Productivity refers to effort needed to successfully complete a task using the system.
[35]

1 If users trust the system, they consider the risk of damage to themselves, to other
people and to business to be low when they use the system. [35]

f Hedonic qualty descri bes t he systemods abil it
stimulation and identification. For example it should be possible to experimentally

explore the system without risk of causing damage. [35]

T Manuf ac tsaviceis parsof the system package to the users. If users perceive the
manufacturer having put a | ot of wor k

more satisfied with the system.

The AMUSE method is designed to aid in the selection of features for a product. AMUSE
guestionnaire can be used to measure the current state of each quality aspect in a product.
This will give an idea about which quality aspects need improvements. Potential new features
are rated based on how they will affect each of the quality aspects. This is called appraisal.
Appraisal outcome can then be used in feature prioritization. [35] AMUSE is best suited for
enhancing existing products. It can also be used to compare two or more products. AMUSE is
more difficult to use for a new product, because in that case there is no base score for quality

aspects from which to work on. [40]
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6 Human Factors in ERP System

Implementation

Enterprise resource planning (ERP) systems are business management software used to
manage business data of a company. Typical data handled in the ERP system are e.g.
inventory, orders and purchase orders, and manufacturing data. The reason for discussing
ERP systems in this thesis is their similarity with MES systems, or at least the MES system
project studied in this thesis. There is not much research yet about MES systems, especially
about MES usability, but ERP systems and their usability has been studied previously. Both
of these systems support important processes in the company and can have a large effect on
the processes. It is expected that system implementation will increase efficiency and
productivity of the company regarding the processes which are handled by the new system.
Both ERP and MES systems are used to integrate scattered information and actions in one
central system. This is expected to improve the availability of information. The project
models are also similar: the system is purchased from an external vendor and customized for

the customer.

Although ERP systems are recognized as valuable tools for business, they are not considered
to be easy to use. Many sources comment on the complexity of ERP user interfaces which
makes it difficult to learn to use them. [41, 42, 43] ERP systems have also been criticized for
making information finding tedious [42] and not providing enough guidance to users [41, 42,
44]. In addition to ERP systems being not user oriented enough, human factors issues rise
also from ERP implementation project practices. ERP system implementation often means
big changes for the users. Failing to provide the users with sufficient training or introducing
the new work patterns to users only when the system is deployed does not improve the user
acceptance of the new ERP system [41, 45]

ERP usability and human factors aspects have not been a widely researched topic, probably
because ERP systems have been created for business processes and not to please users. [43]
However, ERP systems and ERP projects could benefit from human factors approach,
because user errors in ERP use can have far-reaching consequences to business. [43] There is
also the risk that if the ERP system is difficult and unappealing enough to users, they might

not use it but instead find alternative ways to do things. [46]
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Minimizing these aforementioned problems is not an easy task. Previous studies suggest
some possible methods and tools for this. Some studies focus on ERP system characteristics
that affect system usability. Other studies concentrate on methods used for evaluating ERP

usability or on implementations of ERP projects from the user centered perspective.
6.1 Usability Engineering Process in ERP System Implementation

Vilpola [47] has suggested integrating user-centered design (UCD) process in to ERP system
implementation project. She claims that since the goals of the user-centered design are
similar to the goals of an ERP implementation project, the principles of user-centered design
are applicable to ERP implementations. One of the main goals for an ERP project is typically
improved efficiency, which is also a significant factor in user-centered design.

Vilpola [47] has integrated user-centered design process in to an ERP implementation
process description by Méakipaé [48]. The ERP implementation process has 8 + 2 stages as
described in figure 6. Initiative stage is the start of the ERP implementation project, where
the need for an ERP system is recognized. In evaluation stage the processes and requirements
for the ERP system are gathered. This contains both requirements gathering inside the
company and also gathering information about the available ERP system vendors. After that
the vendor and ERP system are selected. [47]

Between the selection and go-live, when the use of the system begins, there are several tasks
that need to be performed. Existing processes of the company and the ERP system have to fit
together. This requires modifications to the system, business process reengineering (BPR) or
both. Modification may consist of code level tailoring or setting up parameters and
configuration. Modification may also include the building of interfaces with existing systems.
The existing data needs to be transferred to the ERP system. The intended users of the ERP
system need training in the use of the ERP system. [47]

The go-live phase can happen in a big bang or the system can be taken in to use incrementally
or in phases. After the go-live, the project ends, or is supposed to end, with a termination
phase. However, there is evidence that the project rarely is considered fully completed.
Instead, the implementation of the system functionality goes on as a continuing process. The
roles people have had during implementation or BPR tend to stick even though their main
responsibilities are elsewhere. After the implementation project is finished, it is
recommended that the companies keep working on improving their utilization of the system
to make the most of it. [47]
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Figure 6:UCD in ERP system projects [47]

Vilpola suggests applying user-centered design process, which is described in chapter 4.2, in
three phases of an ERP implementation project: evaluation, modification, and exploitation
and development. [47]

In evaluation phase the UCD process is used to help choose the correct ERP system. ERP
systems are often commercial-off-the shelf (COTS) software products, which means they
have not been built to the exact requirements of the customer organization. This makes the
choice of the most suitable system important. The UCD in evaluation phase helps in
understanding and defining the context of use both in current state and in planned future
state. This information is turned in to user and organization requirements. The requirements
are the basis for designing target work processes and illustrating how the ERP system should
support the processes. The designed work processes are evaluated against the requirements
and the functionalities of the potential ERP system. This indicates whether the potential ERP
system will be able to support the planned processes in the company. [47]

The UCD process in modification phase covers both modifications to the system and changes
to existing business processes, i.e. BPR. The goal is to fit the selected ERP system
functionalities and the internal processes together in the best possible way. Modifications to
the system are error prone and can cause problems with project schedule and future software
updates. This is why the potential of BPR should not be overlooked. The UCD process in
modification phase starts when a need for change is recognized either in ERP system, existing
processes or both of them. Again, the context of use for the business process or ERP system
functionality needs to be understood. The next step is specifying the user, organizational and
ERP system requirements. Here especially the end users should be closely involved. Based on
the requirements a system modification and/or a BPR solution is designed. The design is
evaluated against requirements. It is strongly recommended to include end users also in the
design and especially evaluation stages for two reasons. The first reason is to get early
feedback to avoid problems during deployment. The second reason is to see user

participation as a form of change management. Users are more likely to accept the new
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system and changes if they are active participants in the change, instead of being forced into
it. [47]

The UCD process in the exploitation and development phase is similar to the process in
modification phase, except that modifications to the software are mostly off the table.
Instead, the UCD process is used to further improve the work processes and increase efficient
utilization of the ERP system. [47]

6.2 Other ERP Usability Methods

Several previous studies have experimented with different kinds of methods for evaluating
ERP usability in order to improve it. Scholtz, Cilliers and Calitz [41] recommend combining
several different methods. Used to together, complementary methods can give a more
complete understanding about the system than any one method. This is called triangulation.
One could use for example a questionnaire with a large number of participants and then get a
more detailed view about an issue rising from the answers with in depth interviews with a

smaller number of participants.

Topi, Lucas and Babaian [44] suggest that ERP usability will improve if collaboration is used
as the model for the system design. The idea is that the user and the ERP system are
collaborating with each other to achieve a goal, i.e. perform a task. The three principles of
collaborative behavior are commitment to mutual support, commitment to joint activity and
mutual responsiveness. In their study they were able to connect common ERP usability issue

categories to violations of one or more of these three principles.

Inka Vilpola and Kaisa Vaananen-Vainio-Mattila [45] suggest a thorough contextual analysis
at the start of the ERP implementation project to get a good picture of the organizational
aspects. Contextual design has also been suggested as a tool to help choose the right ERP
system for the use context. [49] Vilpola and Vaananen-Vainio-Mattila [45] have also
suggested including end-users early in the project so that their input can be considered early

enough during the project.
6.3 ERP Usability C haracteristics

Parks [43] has studied the effect of ERP user interface complexity on system usability. In this
case, the wusability attributes evaluated

and the time it took to achieve it. These are expected to be the most important usability
factors for an ERP system. Users completed tasks using both an existing ERP software

interface and a specially built simplified interface. The complexity of the two user interfaces
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was evaluated using two different methods, which both indicated that the default interface
was much more complex. According to this research, screen complexity does not significantly
af fect the userb6s abil it yweteng affecotmptime titdakemaito t as k .
complete a task. Users completed the task faster using the simpler user interface than the
more complex one. The simpler interface, which also included more guidance, got positive
feedback from the users. The default interface received comments about leaving the user
feeling puzzled what to do next. As an unexpected result, the researchers noticed that all test

participants, who succeeded in their task, checked their data before submitting.

Calisir & Calisir [46] have studied which user interface usability characteristics contribute to
user satisfaction. Based on their research, perceived usefulness is the biggest contributor to
user satisfaction. To a lesser degree, learnability was also a notable factor. Based on this
study, perceived usefulness is affected by perceived ease of use, system capability and user
guidance. User guidance was also a factor which affected the learnability of the system.
Calisir & Calisir also suggest multiple different interfaces for ERP systems to cater to the
needs of a diverse user population.

Singh and Wesson [42] have a slightly different approach to the subject. They have proposed

a set of heuristics and evaluation criteria for ERP systems. Their study shows that traditional
heuristics (like Nielsends 10 heuristics) do
usability issues. ERP heuristics brought to light different problems which were significant to

the users. Using both their ERP heuristics and Nie
overall pi ctur e ab o ustuestThesSinghwnel Wessob [12] BRP aidakilittyi t y i
criteria and corresponding heuristics are:

Navigation

The corresponding heuristic is Navigation and Access to Information. This

heuristic is used to determine whether the user can find and correctly identify
information and functionality in the sy:
ability to guide the user to complete a task. Guidance information and search
functionality are also worth considering.

Presentation

The corresponding heuristic is Presentation of Screen and Output. This
heuristic is used to evaluate the layout, menus, dialog boxes, controls and other
information presented on the screen. The information presented on screen and
in reports should be easy to understand and interpret.
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Task Support

The corresponding heuristic is Appropriateness of Task Support. This heuristic
takes in to account the alignment between the system and the real world.
System terminology and user terminology should be consistent with each other.
The system should automate routine tasks and improve user productivity. The

system should provide real-time information fast enough.

Learnability

The corresponding heuristic is Intuitive Nature of System. This heuristic
describes how easy it is for a new user to learn to use the system efficiently. The
system should have a sufficient on-line help. The user should be able to explore
the system and identify the function or information they are looking for.

Customization

The corresponding heuristic is Ability to customize. Customization of the
system enables the system to match the business processes of the users more
accurately. Business processes are bound to change over time and
customization makes it possible to change the system accordingly. This
heuristic covers also the ability to customize the system on a single user level, to

better match the needs of different types of users.
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7 Case Study Research Method

A case study is a qualitative research method, which focuses on one or more subjects, i.e. the
cases, which are examined in detail. The case study is a research strategy which originates
from social sciences but can be used for many different kinds of research areas. As opposed to
an experiment, which typically is conducted under controlled circumstances, a case study
investigates a phenomenon in its real life context. Therefore the case study method is
especially suitable for phenomena which cannot be separated from their context. In a case
study there are likely to be more points of interest than there are data points. Because of this,
case study relies on multiple sources of data, which can include qualitative and/or
guantitative data sources. The purpose of multiple data sources is data triangulation, which
means that more than one source of data supports the same finding. [50]

Because a case study investigates one or few subjects in detail, but the case study is suitable
for research which focuses on finding out reasons or focuses on methods. In other words, a
case study is recommended when the resea
Another research characteristic that advocates the use of case study method is focus on
current events. Since case study examines a phenomenon in its context instead of controlled
circumstances, the case study is suitable when the investigator has little or no control over
the phenomenon under investigation. [50] Bensabat claims that yet another characteristic
that separates case studies from alternative methods, e.g. field experiments, is that a case
study researcher may have less previous knowledge about what the variables of interest will
be and how they will be measured [51].

Yin [50] mentions three types of case studies: exploratory, descriptive and explanatory.
Exploratory case study focuses on a phenomenon with little or no previous research
knowledge. It can be used e.g. to test a theory. Descriptive case study focuses on creating
detailed descriptions about the case(s) being investigated. This can be used e.g. to describe a
phenomenon in its context. Explanatory case studies focus on causal relationship and finding
an explanation to a phenomenon. A case study typically uses prior propositions or theories
which guide the collection of and analysis of data. An exploratory case study might not always
have a prior theory but some initial ideas are necessary to focus the data collection activities
and to determine whether the study was successful or not. [50] Case studies can also be used
to build theories based on the research. [52, 53]

41



Case Study Research Method

The case study research method has not been used very much in information system
research. Still, case study research method is well-suited for information system research
especially when the focus of the research is organizational rather than technical. [51]

7.1 Planning a Case Study

There are a number of things to be considered in designing a case study. The first issue is
deciding on the studyés questions. These
answer. They define what the study is about. The second important task is thinking about the
propositions related to the research questions. Propositions, or theories, are needed to guide
the data collection. A question alone might not give any indication what kind of data should
be collected, but a proposition gives ideas what kind of data could support or rebut the initial
proposition. [50]

The third big decision in case study planning is the unit or units of analysis. This defines what
will be the subject of investigation: company, project, group of people or something
completely different. When choosing the unit of analysis and the specific case(s) to be
studied, it is especially important to remember the research questions. The unit(s) of analysis
and specific case(s) to be investigated has to fit the research questions. [50] The cases in case
studies are not random samples; they are selected because of their suitability. [50, 52]

Some less evident but still important considerations in case study design are logic linking
data to the propositions and the criteria for interpreting the findings. There are no
established practices for how these should be done, which makes these issues a bit more
difficult. One possible way to link data to propositions is patter-matching, which is described
in chapter 7.3.2. Some other method for finding links between theory and data can be used as
well. Criteria for interpreting the findings refer to criteria that define whether the data fits the
theory well enough. A statistical test is often not an option for case study data. One way to
address the issues is a thorough consideration of rival theories. If the data fits the chosen

theory better than any of the rival theories, that makes the results more convincing. [50]
7.1.1 Case Study D esigns

A case study research can have one or more specific cases which are investigated. A single
case study design has only one case; multiple case study design has two or more cases. A case
can contain one or several units of analysis. A case which contains more than one units of
analysis is called an embedded case. A case with only one unit of analysis is called a holistic
case. An embedded case study design can be used e.g. if the case is a public program which

consists of projects. In this case, the projects would be the embedded units of analysis. Both
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embedded and holistic case study designs can be used with single and multiple case study
designs. [50]

Single and multiple case designs, as well as holistic and embedded case study designs, all
have their strengths and weaknesses. A multiple case study design is often considered to be
more convincing because there is a wider set of data and everything does not depend on one
case giving all the answers. Naturally a multiple case study requires more resources for data
collection and handling than a single case study, which may not be always possible for
practical reasons. A multiple case study design is not supposed to produce quantitative data
based on the number of cases. Instead, the logic in multiple case studies is replication. A case
in the study can be either literal or theoretical replication of the proposition of the study. A
literal replication is a case which is expected to produce the same results as the proposition
describes. A theoretical replication is a case, which is expected to produce contrasting results
to the proposition, but for a previously anticipated reason. [50]

Even though a multiple case study design is recommended when it is a possibility, there are
situations when a single case study design is more suitable and a multiple case study may not
be even possible. Yin presents five reasons for a single case study. First reason is a critical
case, which can be used when there is a well-formulated theory and a single case meets all the
requirements of the theory. [50] Second reason is an extreme or unique case. This refers to a
case which is so rare to come by that it is difficult or even impossible to find another case, so
it is always worthwhile to investigate the case when one is found. [50, 53] Third reason is a
typical case, which is considered to represent the typical company, project or whatever is the
subject of investigation. Fourth reason for a single case study design is a revelatory case. This
is a possibility when the investigator gets an opportunity to study a phenomenon which has
not been accessible to researchers previously. Fifth reason Yin suggests is a longitudinal case,

where the same case is studied at multiple different time points. [50]

A holistic case study design is a natural choice when the case does not have any recognizable
subunits. However, a holistic case study design has two potential flaws. First, the case study
might be on a too abstract level, if the chosen case is a large one. A holistic case study should
not mean avoiding all details. The second possible pitfall of a holistic case study is that the
case study may drift away from the original research questions and focus on something else
that turned out to be interesting during the research. An embedded case study design, on the
other hand, can provide plenty of data for extensive research. However, there is a risk that
the study focuses too much on the subunits and the whole case level perspective is lost. This
would effectively make the subunits the cases and the original case is just context for them.
[50]

43



Case Study Research Method

7.1.2 Case Study P rotocol

The case study protocol is formed before data collection for a case study begins. It is an
important factor for improving the reliability of a case study. The case study protocol is the
plan for conducting the data collection for the case study. If the case study is going to have
multiple investigators collecting data, they can create the case study protocol together. At
least all investigators need to be familiar with the protocol. The case study protocol will help
the investigator to focus on the subject of the study. In addition it requires anticipation of

possible problems during the data collection beforehand.

A case study protocol should give the investigator the information they need on their site
visits. There should be an overview of the case study project, e.g. the research questions,
propositions and additional information about the research topic. The case study protocol
should describe the field procedures, like data collection procedures and information about
the site(s) to be visited. Important information can be things like accessing the site to be
visited, the schedule for data collection and instructions for handling problems if they arise.

Case study questions also need to be included in the protocol. These are the questions the
investigator is trying to find the answers to during the data collection, not the ones being
asked from interviewees. The case study protocol should also include some information about
the case study report. This can give the investigators information about the style and detail
level of the report, which will help them collect data at an appropriate level and keep in mind
what the data will be used for. [50]

7.1.3 Research Q uality

Because case study research does not have an established framework for conducting case
studies it is especially important to pay attention to the quality and credibility of the research.
Yin [50] recommends using the four common tests for the quality of empirical social research
as the quality criteria for a case study: construct validity, internal validity, external validity

and reliability. These should be considered during the design of the case study research.

Construct Validity

Construct validity deals with the concern that the case study findings are biased
or otherwise false, because subjective bias in data collection and analysis may
affect the findings. The tools for improving the construct validity of a case study
are using multiple sources of data, establishing a chain of evidence (see chapter

7.2.2) and having key informants of the case review the case study report.
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Internal V alidity

Internal validity refers to establishing causal relationships during research and
is therefore only applicable to explanatory or causal types of studies. If the case
study finding claims that condition A leads to condition B, i.e. condition A
causes condition B, there should be strong evidence that there actually is a
causal relationship and not something else. Internal validity can be improved by
using pattern-matching, explanation-building and logic models in data analysis
phase. Addressing rival theories is also an important tool for better internal
validity.

External V alidity

External validity deals with the question of whether the case study findings can
be generalized to other situations except the case or cases that were
investigated. In multiple case studies the replication with different cases
strengthens the external validity of the research. The approach that works for
both single and multiple case studies is analytical generalization. The case study
research aims to generalize the results to a theory instead of another concrete

case.

Reliability

Reliability is, in a way, related to the repeatability of the research. A research is
considered to be reliable, if another researcher performing the same operations,
like data collection and analysis, would arrive at the same findings and
conclusions. Methods for improving the research reliability are the use of a case
study protocol (chapter 7.1.2) and forming a case study database (see chapter
7.2.2).[50]

7.2 Data Collection

7.2.1 Sourcesof D ata

Case study data can be collected from many different kinds of sources. Both qualitative and

guantitative data can be collected. [50] Qualitative data can reveal cause or explanation for

the findings from quantitative data. Quantitative data in turn can be used to support a theory

suggested by qualitative data. [52] Yin presents six commonly used sources for evidence.

They are documentation, archival records, interviews, direct observations, participant-

observation, and physical artifacts. [50]
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Documentation can range from newspaper clippings to letters and meeting minutes. The
strengths of documentation are its exactness and stability. Documents can provide
information from a long time frame. The problem with documentation as a data source is
that the data can be intentionally or unintentionally biased by the authors. In addition the
availability of documents can vary which can prevent the use of documentation completely or
cause bias based on the documents which are attainable. Archival records share many of the
strengths and weaknesses of documentation. The usefulness of archival records for a case
study depends a lot on the case. [50]

Interviews are a popular source of data in case studies. Interviews can give a lot of useful
information. An interview can focus right on the topic at hand and depending on the
interviewee can provide both detailed dat
ability to ask good questions is crucial. Leading questions or other personal influence can
cause biased answers. [50] It is also important to choose the informants well and try to find

highly knowledgeable people who view the case from different perspectives. [53]

Direct observation of events can be a great way to collect data about a phenomenon as it is
happening. This produces real time data in the actual context. On the downside observation
is time consuming, which makes it hard to cover a long period of time. This in turn can skew
the data because only a small part of the phenomenon was observed. Observation also carries
the risk that a phenomenon will proceed in a different way than it normally would because it
is being observed. [50]

When the investigator no longer just passively observes but instead plays an active role in the
events being studied, we are talking about participant-observation. For example a staff
member in an organizational setting would be a participant-observer. Participant-
observation shares the qualities of observation and adds some which are specific to this
situation. The advantage of participant-observation is that it can provide insights that would
otherwise be inaccessible. The disadvantage of the method is that the investigator can
intentionally or unintentionally manipulate the data, which causes bias. [50]

In some case studies it is possible to use physical artifacts as data sources. When relevant for
a case study, physical artifacts can provide insightful information, e.g. about cultural
features. Sometimes physical artifacts, like technological devices, can store information that
would not surface during a limited time site visit. Not all case studies can use physical
artifacts as sources because there are no relevant artifacts to be studied. Availability of

physical artifacts, even if they do exist, can also vary. [50]
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7.2.2 Principles of Data C  ollection

Yin presents three principles of data collection, which can help improve the construct validity
and reliability of the case study. These three principles should be used with all sources of
data. The three principles are use of multiple sources of evidence, creating a case study
database and maintaining a chain of evidence. [50]

Use of Multiple Sources of Evidence

Using multiple sources of evidence, i.e. triangulation, to support a finding

makes the finding more convincing. Usually this principle refers to data
triangulation, which means that multiple data sources support a finding, as

opposed to making deductions based only on one data source, e.g. interview.
Sometimes other triangulation types can be worth consideration as well. A good

example is investigator triangulation which means that more than one

i nvestigatoroés evi 56,8 e supports a result

Creating a Case Study Database

A case study should result in two different collections of data: case study

database and case study report. The case study database should include all the

raw data used during the case study, e.g. documents, interview transcripts and
investigatorodos notes. This way a critical
conclusions in the case study report. They can examine the data behind the

conclusions. [50]

Maintaining a Ch ain of Evidence

This principle also deals with the case of a critical reader. An external reader
should be able to trace how the conclusions were derived from the raw data
based on case study documentation. This traceability should be possible to track

both ways, from data to conclusions and from conclusions to data. [50]
7.3 Data Analysis

Data analysis is one of the least established parts of case study research. There are no general
purpose methods which are always useful to apply to data. This makes data analysis also one
of the most difficult stages of the research. Analysis should attend to all of the evidence
gathered from a case, but still maintain focus on the topic of the study. Planning data analysis
early on, e.g. as a part of the case study protocol, is recommended. If analysis methods have
been chosen they can be taken into account during data collection. The goal is to collect data

which is analyzable. [50]
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The goal of the data analysis is to build sufficient evidence that the evidence from case study
research supports, or does no support, a certain theory better than any other theory. [50] If
the case study is a theory building case study, the goal of data analysis is to build a theory
based on the evidence. A good theory takes into account all of the available evidence. A good
theory is robust and generalizable instead of being very narrow and complex. [52, 53] One
strength of building theories based on case study research is that the theory is likely to be
empirically valid testable. [52]

7.3.1 General Analysis S trategies

Yin [50] recommends three general analysis strategies for case studies. The first and most
preferred strategy is relying on theoretical propositions. The case study usually has some
preliminary propositions or theories which guide the data collection. These propositions
presumably already focus on the research topic and research questions, so using them will
keep the analysis also focused on the research topic.

The second general analysis strategy is thinking about rival explanations. This strategy is
related to the previous one since propositions often lead to rival explanations. Rivals can still
be considered even if there are no clear propositions to start with. The findings of the study
become more convincing by every rival that has been ruled out. Rival explanations can be real
world rivals or craft rivals. A real world rival e.g. some other intervention than the one
presumed by the proposition causing an effect. Craft rivals, like investigator bias, challenge
the validity of the research.

The third general strategy can be used if neither of the previous ones seems appropriate. It is
developing a case description, i.e. organizing the case study using a descriptive framework.

This is mainly useful for descriptive case studies.

7.3.2 Analytic T echniques

Yin [50] presents five specific analytic techniques which can be used in the data analysis of
case study research. These techniques help with improving the internal and external validity

of the research.

Pattern M atching

Pattern matching is the technique of comparing a pattern based on empirical
information with one or several theoretical patterns. Patterns have variables
which can depend on each other or not depending on a pattern. Comparing the
variables of the theoretical pattern and perceived pattern determines if the

patterns match or not.
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Explanation B uilding
This technique is a special case of pattern matching and mostly only applicable
to explanatory case studies. In explanation building the data analysis happens

by building an explanation about the case being analyzed.

Time-series Analysis

Time-series analysis focuses on studying series of events over time. This is
especially suitable approach if the case study deals with consecutive events over
time; and their relationships, e.g. whether events always happen in the same
order and which events lead to other events.

Logic Models

Logic models are, in a way, yet another special case of pattern matching. Logic
models deal with variables which can be organized into cause-effect patterns.
Cause-effect variable series can be long. A cause can also have more than one
effect, which may happen at different points in time.

Cross-case §nthesis

Cross-case synthesis technique is only relevant for multiple case studies. It uses
different kinds of methods for handling cross-case data. If the number of cases
is large, quantitative methods may be used.
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8 Research Implementation

8.1 The Case Study Project

The project which was investigated was a manufacturing execution system (MES) project in
an international medical device company. The MES system is meant for both storing the
records, i.e. traceability data, from manufacturing and for guiding the production worker in
their work. Before the software developed during the project the same tasks have been
accomplished with a combination of two or more software applications accompanied with
customized MS Excel spreadsheets. The goal of the project was to improve the productivity
by making the manufacturing work easier and to improve quality by adding checkups to
ensure everything is going right. In addition the software needed to keep accurate and
complete records of manufacturing and comply with electronic records and electronic

signatures regulations [6].

The software was developed by an external software supplier. The suppl i er 6s
was heavily modified to fit the requirements of the client. The client, not the supplier, had the
responsibility of conducting formal validation to fulfill quality system requirements, as well

as requirements regarding compliance with electronic records and electronic signatures [6].

The MES system was built for three production lines inside the company, each of them
producing different types of products. The three production lines were each treated as
separate subprojects with their own schedules and validation processes. In addition to the
subprojects there were a number of common features which were also treated as their own
project, to which the production line subprojects were dependent upon. At the time of writing
this thesis, two of the subprojects have reached deployment stage while the third one is still

being developed by the software supplier.
8.2 Data Collection Methods

Data for this thesis was collected with various different methods to get as comprehensive
picture of the project and its outcome as possible. Five different types of data collection
methods were used: documentation, interviews, questionnaire, observation and participant-

observation.
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During the research the whole project documentation created by that point in time was
available. This consisted of requirements documents, validation and test plans, validation
and test reports, risk analysis documents, meeting minutes and gathered user feedback. To
help navigate this massive amount of documentation and to provide more insight in to the
project there was the information and experience gained working as the project assistant for
this particular project in the customer company since the early days of the project.

To find out more about the project and its outcome, interviews were conducted with six
people who had been heavily involved in the project. They had been involved in creating and
reviewing the requirements, plans and reports. They had also participated in the actual
testing and deployment of the software. All of them use the software at least as a small part of
their job. Four of the interviewees work as process engineers or team leaders with their work
focusing on one of the production lines using the software. Two of the interviewees are from
guality, regulatory and compliance department, one of whom is also the project manager of
the whole project. The interviews were semi structured and had the same baseline for every
interview, but the selection of exact questions depended on the interviewee. The questions
handled the intervieweesdopinions about the outcome, the project and the usability aspects
in both of the previous ones. The interview questions (in Finnish) can be found from
appendix B.

Observation and questionnaire were conducted to find out how the daily users at the
production line used the software and what they thought about it. Both the observation and
guestionnaire were done with only one of the production lines, because that was the only
production line where the software was used regularly at that point.

Most of the observation was done in one day, following what went on at the production line.
During the observation many of the users were eager to explain what they were doing with
the software and offered their opinions and ideas about it. All these were written down along

with the observations. Together they form the observation data.

The questionnaire consisted of four different parts. The first parti nqui red about t
participation in the project. The second part asked the user to rate usability related
propositions on a scale of 1-7 depending on how much they agreed with the proposition. The
propositions were inspired by Ni el senés u s a b[26], iISOy924h1¢ usabilisyt i c s
definition [25], the questionnaire in the appendix of [46], ERP heuristics in chapter 6.3,
AMUSE quality aspects in chapter 5.2.2 and medical device heuristics in 5.2.1. The purpose of
these propositions was to find out about the usability aspects which are expected to be

important in this kind of system. The third part asked the users to evaluate whether certain

51



Research Implementation

tasks are easier to do with the new software or with the previous system. The last part asked
the users the three best and three worst things about the software.

8.3 Data Analysis Methods

The observation data, the best and worst things from the questionnaire as well as all the
remarks regarding the project outcome from the interviews were gathered to form an affinity
diagram [54]. The expectation was that the affinity diagram would demonstrate the
important aspects of the software and work, which had drawn attention and remarks, either
good or bad. The entries were first grouped into 27 groups with a common topic. The groups

were then united to form 8 larger categories.

The results from the rating usability propositions were combined. Mean, median and
standard deviation values were calculated for each proposition. The comments from the
interviews regarding the project were combined to find common themes.

A number of lists which contained change requests, improvement ideas and issues regarding
the software were looked over. The items in the lists were categorized to see if they related to
some usability aspect or regulative requirements. It was also considered how the issue might
have been prevented and whether or not the issue was known before the deployment of the
software.

8.4 Feasibili ty of Methods for Case Study Project

Many usability, and medical device usability, methods and process models are aimed at
companies which create the products completely themselves, including requirements, design,
implementation and testing. Since the case study project has design, implementation and
some of the testing outsourced to the supplier, using these models as is does not work.
Instead the general ideas of tasks, methods and principles, like the principles of human-
centered design, can be applied.

During the project the customer company did not have much control over the methods used
by the supplier, nor were the methods always communicated to the customer. This is why
only the actions of the customer company are evaluated in this thesis. The researcher did not
have much control over choosing the process model used in the project or whether or not to
use usability engineering methods during the project. The time and resource constraints for
the project did not leave room for anything that could be considered additional tasks.

The ERP usability methods presented in chapter 6 is better suited to the case study project,

because ERP systems, just like the MES system, are often implemented by or purchased from
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suppliers. This makes for example the process model represented in chapter 6.1 a good fit for
the case study project, at least in theory. In addition, the ERP usability research gives
suggestions which project phases may cause issues or are otherwise important from the
software usability viewpoint. Both ERP and medical device usability research present
suggestions about which attributes of the software system make it usable. These can be useful
attributes to pay attention to also in the case study project.

The software which is the result of the case study project will be used in the manufacturing of

medical de vi c e s . It wi || al so be used as a part o]
software will implement electronic records and electronic signatures, as described in part 11

of code of federal regulations title 21 [6]. All of these require software validation according to

guality system regulation design controls. Also the principles and tasks of software validation

need to be applied to the project. Risk management is a necessary part of the case study

project, as required by the quality system regulations. Managing the use-related risks is

therefore a part of the project and the procedures for managing use-related risks presented in

chapters 5.1.2 and 5.1.3 could be applied to the project.

8.5 The Original Hypothesis

It was expected that the tools and principles of usability engineering, especially medical
device usability engineering and ERP usability engineering could, to some extent, be applied

to the case study project.

No previous data directly about the effect of validation process on system usability was
found. Neither was there one clear process model to be followed. Instead, there were
guidelines like the principles of human-centered design. It was expected that adherence to
those principles would increase the usability of the system. End user participation in the
project was expected to be a very important factor for increasing the usability and user
acceptance of the system. In addition to the human-centered design principles the process
needed to comply with the principles of software validation presented in chapter 3.3.1 and

implement the recommended software validation tasks, one way or another.

The project phases which would have major impact on how users see the system were, based

on research in chapters 5 and 6, the requirements gathering and deployment. Many sources

both in medical device usability and ERP usability point out the importance of requirements

and design which match the user needs. The ERP usability sources bring up the importance

of deployment and wuser training as something t
system a lot.
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There was no previous research data to suggest that regulatory requirements would
negatively affect the usability of the system. Instead it was expected that since the validation
required be regulations would require a lot of effort, it might negatively affect the usability
since there might not be resources available for planning and performing purely usability
engineering related tasks.
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9 Results

9.1 The Project

The project used process validation model as a framework for the validation activities
throughout the project. In addition to the traditional validation phases a specification
qualification (SQ) phase was added before design qualification. Verification and Validation
(V&V) model was included in the process validation model so that specification and design
qualification were treated as verification phase and operational qualification was treated as
the validation phase. The validation activities were performed at system level and at
subproject level. The system level activities covered the common features of the software,
such as interfaces with other systems and management features. Each production line was

represented by a corresponding subproject, which covered the production line specific

features.
Specification
Qualification
Preliminary Supplier Installation Operational
System — I I -
Y requirements selection Qualification Qualification
Design
Qualification
» Risk analysis
Subproiect 1 Specification Design Operational Performance
proj Qualification | Qualification Qualification Qualification
Subproiect 2 Specification | Design Operational Performance
nroj Qualification " Qualification Qualification 7| Qualification

Figure 7: Project process model

Specification qualification phase for both system and subprojects was for creating more
detailed requirement documents. The format used for most of the requirements was a use
case. One use case represented an operation at the production, such as a test run for the
manufactured product. Risk analysis for both the system in general and for the subprojects
started during SQ phase.
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Design qualification (DQ) for the system included technical descriptions for e.g. interfaces
and hardware requirements. DQ for subprojects consisted of creating test plans and
performing the first round of testing. A test plan was created for every use case in the
subproject. The test plans included testing of error situations and different variations. The
first round of testing was performed using the test plans. In addition, free form explorative
testing was done. During subproject DQ, the software was updated regularly, first to add new
features little by little and later to fix problems which were found during testing.

Installation qualification (1Q) for the system consisted of checking that the hardware and
software installations meet their technical requirements. Operational qualification (OQ) for
system consisted of creating and executing test plans for common system features.
Procedures for technical system administration were also created.

0OQ for subprojects included re-executing the testing performed in DQ, although in some
cases the test plans had been updated to make testing easier. This validation testing was
originally planned to be executed using the same stable software version which would then be
deployed after thorough testing. In reality, software defects were still found and software
updates were necessary. However, change management was much more rigorous than during
DQ phase. Only small changes were made and their effect on the software quality was
carefully evaluated. Additional testing was performed when it was considered necessary.
After the validation testing, acceptance testing was performed. Acceptance testing consisted
of virtually manufacturing a small number of products completely using the software, and

replicating the manufacturing of one or more already manufactured actual products.

The subproject OQ included also activities preparing for deployment. The master data in
MES system used for manufacturing was inspected. A regression testing plan for the
subproject was created. User trainings were organized and new working instructions created.
Procedures for system administration and manufacturing process management were created
or updated.

Performance qualification (PQ) for subproject started from its deployment. Deployment
started with using both the new and the old documentation side by side to make sure that
MES system works, before the old system was retired and manufacturing was performed
solely using the new system. PQ continued with monitoring period, which will end when the
project ends, after all three subprojects have been in PQ phase long enough to build sufficient
confidence that everything works.
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9.1.1 Role of Usabilityinthe Project

The project did not have formal usability activities like measurable usability requirements,
usability evaluations or testing, nor did the project follow either the usability engineering
process (ISO 9241) or usability engineering process for medical devices (IEC 62366).
Usability was still considered during the project. One of the interviewees pointed out, that
one of the reasons the software supplier was selected was that their software interface was

considered likely to be simple and easy to use.

Usability issues were often written down during testing sessions. These issues were handled
usually from the risk analysis point of view. Two of the most important aspects in the
software were the ability to produce exact and complete traceability data from production
activities and to always manufacture a product which meets its requirements. The third
important aspect was efficiency, which was one of the reasons the project was originally
started. Usability issues which would negatively affect any of these three aspects were
considered in risk analysis sessions. Corrective actions included software modifications,

configuration modifications to add more checkups, instructions and training.

Based on the interviews, usability was more prominent in this project than in most of the
other software projects the interviewees had been part of. Three out of six interviewees
emphasized that in this project usability improvements were made intentionally, compared
to just verifying that the software works as specified, which seems to have been the case in
the previous projects they have been involved in. One interviewee commented that if the
effort needed to make the software work correctly and reliably had not been so big, there

might have been more usability work.
9.1.2 Management of Use-related Risks

The project did not use any use-related risk specific activities but use-related risks were often
handled in risk analysis meetings along with other risks. Especially once the software testing
started, the testers brought up use-related hazards they had encountered while testing the
system. Modifications to the system were made a number of times because of use-related
risks. Still, some use-related risks surfaced only after the deployment. Since there were no
pre-determined activities to specifically identify use-related hazards, finding them depended
on the testersd perceptiveness and willingness to go through the trouble of reporting the

potential hazards.
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9.1.3 Project Feedback fromthe Interviews

The main topics arising from the interviews were requirements, testing, supplier quality,
resources, project management and software quality at deployment. All of these topics were

mentioned by more than one interviewee.

Four of the interviewees commented on requirements issues with the project. Requirements
were created mostly in-house without interaction with the supplier, due to financial reasons.
In some cases requirements workshops were held together with the supplier. One interviewee
commented that sometimes there was ambiguity and misunderstandings with the supplier
regarding the requirements. Two interviewees assumed that the complexity of the
manufacturing processes and the requirements regarding the processes, traceability as well
as electronic records and signatures was most likely originally not evident to the supplier. It
has been also a surprise to some of the project stake holders in-house. Some requirements for
manufacturing processes have surfaced after the requirements for the subproject have been
written and accepted.

Test planning and testing conducted in-house received positive feedback from three persons
in the interviews. The amount of testing performed during the project was huge and was
naturally considered as a bit of a burden during the testing. During the interviews, all who
commented testing placed it among the successful aspects of the project. So far, no critical
defects have been found after the software has been deployed.

Two interviewees commented on the quality of the software released for customer testing by
the supplier. There have been quite a few issues with the software releases, some of which
could have been detected with more thorough testing at the supplier. There was also the issue
of introducing new defects in to the software when fixing something else in a release.

Resources and scheduling received comments from two persons during the interviews. It was
commented that the expectations from the upper management were not always realistic in
this area. The workload was estimated to be much smaller than it turned out to be, which
affected the schedule. The deployment for the first subproject was over a year late. Most
people were doing the project alongside with their normal work, which caused stress and

conflicting requests for their time.

Project management received remarks from two persons in the interviews and it was
considered to be one of the successes of the project. It was commented that a project needs a
clear leadership and a stable group of people who are committed to the project. A clear vision

of what is to be created is necessary and the vision needs to be communicated clearly.
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Three interviewees considered it a successful choice, that the software was not deployed
before it was ready for it, despite the noticeable delay from the planned schedule. These
interviewees felt that the reception at the manufacturing lines would have been far more
negative, if the software had been deployed in a less mature state. Negative first impression

might have permanently affected the attitudes towards the software.
9.1.4 Adherence tothe Principles of Human -centered Design

9.1.4.1 The Design is Based upon an Explicit Understanding of Users, Tasks and
Environments

Although the end users did not participate in the project in a big way, they were considered
pretty well during the project. No major deficiencies were uncovered during the research. The
stakeholders who are not main users were considered less, but not completely forgotten. For
example the people who insert information to the ERP system, which MES reads, were
considered and involved, because the importance of correctly formulated ERP system data
surfaced during testing. On the other hand people who might just need to access some small

part of data on MES were considered less.

The only issue uncovered during research regarding environment or context of use, was not
an issue actually depending on the MES software and more related to the question of where
and with what kind of device the system should be used. This issue had been considered

during the project, but resource limitations affected the possible solutions.

The wunderstanding of usersd tasks was achi

supports users in their tasks. However, the road there might have been a bit shorter. During
the project there were quite a few moments when a completely new requirement appeared
during testing or test planning, or it was discovered that a practice which affected the
requirements had changed some time ago and the information had not reached the project in

time.
9.1.4.2 Users are Involved throughout Design and Development

The super users, who have become the administrators of the production related data, have
been involved in the project activities after the supplier selection. The production workers,
who are the daily end users, have participated less. Especially the requirements gathering

phase and early testing phases could have benefited from more frequent end user feedback.

eV E

As has been mentioned in the previous sectiol

processes could have been better. Having end users participate in the requirements gathering
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phase would likely have lessened deficiencies in requirements. The next section describes the

participation of users in evaluation activities.

When asked in the questionnaire, 6 of 15 production workers replied that they would have
wanted to participate more in the MES system project. Eight respondents would not have
wanted to participate more and one questionnaire had no answer to the question.

When asked to clarify how they would have wanted to participate more, the following
answers were given (some respondents had more than one comment to this): Two
respondents would have wanted to be more involved in fitting the MES system to the work,
so that they would match better together. One person would have liked to participate in
testing the system. One would have wanted to be involved in the details of the user interface
that they have to use most. One respondent would have wanted to see the system before the
final version, and presumably be able to comment on it. One person would have liked to be
able to go through different kinds of cases using the system; another would generally have
wanted to be more involved with the project. In general, the people who would have wanted
to participate more seem to wish they could have affected what the system became like

instead of just be given a finished system to use.
9.1.4.3 The Design is Driven an d Refined by User-centered Evaluation

The super users of the system were heavily involved in the testing phases giving them plenty
of opportunities to give feedback about the system design. No formal user-centered
evaluation methods, like usability testing were used due to limited resources. The following
paragraphs describe how the production workers, who are the main daily end users of the
system, participated in the evaluation of the system.

The first couple of releases from the supplier were accompanied with a presentation session
where the supplier would present the new features to project team members and end user
representatives. The presentations were also a venue for giving feedback and asking

questions about the design.

There were also some end users involved in the testing activities, during which their
comments were collected and processed afterwards. The end user participation in testing was
divided unevenly among the subprojects. Subproject 1 had all except one of their production
workers participate in testing. Subproject 2 had just a production team leader representing
the production workers in testing sessions. The reason for differing participation levels was
different needs for workers in production during testing. The only exception to production
worker participation was performance testing session, which had production workers from

both subprojects participating to create enough load to the system. The production workers
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had a chance to comment on the system during and after the performance testing session, but
they were not given a full tour of the system or given tasks that simulate the actual use
situation. There were not many comments after the testing session, except for unexpected
error messages given by the system, which were mostly caused by still existing software

defects.

During and after deployment user comments and feedback was collected to a list. This list
was processed by the project team to decide on measures for each entry. Some of the
comments are on the feature lists for future software updates; some will be addressed in-
house by altering the system configuration. Some comments will lead to no further actions,
because the issue is considered to be minor or because fixing the reported issue would violate

regulatory requirements.
9.1.4.4 The Process islterative

Since the software was designed and developed by the supplier, it was not possible to
influence the design process. Design and implementation for new features was often
completed by the supplier as a whole. Sometimes there was a design document that was
approved by the project team before implementation, sometimes there was not. After

implementation improvements were made mostly to fix defects.

On the other hand the project as a whole was iterative. The software was developed in
sprints, releasing features for testing little by little. There were two full rounds of formal

testing for each subproject, during which the software was improved.
9.1.4.5 The Design Addresses theWhole User Experience

The project approached usability and user experience from the practical viewpoint. Making
the use of the system exciting or fulfilling was not important. MES is a mission-critical
system, for which effectiveness and efficiency outweigh user satisfaction. Both efficiency and
user satisfaction might have improved if MES supported every single task for production

workers, but resource limitations forced to make some compromises with this.
9.1.4.6 The Design Team Includes Multidisciplinary  Skills and Perspectives

The project had a small team of people who were heavily involved in the project. This team
included a couple of representatives for each production line, a couple of people from the
quality, regulatory and compliance (QRC) department, and the project assistant, who had

background in software engineering and human-centered design. Depending on a matter at
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hand, rel evant team members were |joineiduseby su

experts of e.g. system administration, sales or purchasing.

The testing performed by the customer was always done with at least two people
participating in the testing session. Most of the time one of these people would have their
background in quality and regulatory affairs, and the other in manufacturing. Although this
took a lot of human resources, it was usually a good solution. People with different
backgrounds would look at the system from a different point of view and two people would

spot more noteworthy issues than one person.

Since MES directly affects the quality system compliance of the company, it was both useful
and necessary to have a strong QRC representation in the project team. Having production
worker end users involved in the project early on and working more closely with the supplier
during requirements gathering and design might have made the project easier and improved

the result.
9.2 Usability of the System

9.2.1 Usability Attributes

From observation data, comments from production workers and interview comments of
project team members 8 categories were formed, which all include more than one smaller
topic. These 8 categories are presented below. Some of the topics as well as single data entries
could belong to more than one of the larger categories, which is why no deductions have been
made on the importance of each of the categories based on the number of topics or data

entries.

Correctnessof Us e rAétisns

Correctness o f us er O0means theé absentes of errors in the work. The
topics that contribute to correctness of actions include e.g. error prevention,
sufficient guidance, standardized work practices and correctness of

instructions.

Understandability

Understandability refers to the user 6s ability to wunders
works. The topics contributing to understandability are complexity of the

system, consistency of the system operating logic, learnability and how

confident the user feels about using the system.
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Accessibility of Information

Accessibility of information describes how easy it is for a user to find or notice
the information they need. The topics contributing to accessibility of
information are e.g. searching for information, visibility of status and flow of

information.

Unnecessary Work

Unnecessary work refers to work that the user feels is pointless and does not
contribute to their actual work goals. The topics contributing to this category

are mostly variations of re-inserting data in to the system, which fromthe user s 0
point of view the system should already remember. Having to repeat a set of

actions because the system tools do not support handling larger bits of data was

also a minor theme.

Suitability for the Work

Suitability for the work describes the systemés abi |l ity to suppor
work. The topics contributing to suitability are match between the system and

the work and the completeness of the system in covering the work process, i.e.

are there actions that need to be taken outside the system.

Correctness ofRecords

Correctness of records refers to the exactness, correctness and completeness of
the records, which store the manufacturing history of products. The topics
which contribute to the correctness of records are traceability, real-time

recording of events in to system and fixing errors.

Efficiency

Efficiency refers to the systemds abilit)
done in smaller amount of time. The topics which contribute to efficiency are

the amount of paperwork, having one system instead of many; and speed and

fluency of work.

Comfort

Comfort describes how comfortable it is for a user to use the system. The topics
which contribute to comfort of the system are the visual amenity of the
interface, ergonomics of the work with the system and the flexibility of the

system.
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Most of these usability attributes or similar quality descriptors can be found from the
usability attributes and heuristics in the medical device usability and ERP usability research
presented in chapters 5 and 6.

9.2.2 Us e rRatihgs on System U sability

Table 1 presents the results of end users rating statements about the MES system based on
how much they agree with the statement. The possible range for replies was from 1 to 7,
number 7 being the highest rating to the MES system and number 1 the lowest. The overall
mean value from all ratings is 4,59 which is a little above the average of 4. The most favorable
ratings suggest that the production workers find MES system fairly easy to learn and use. The
MES system is also regarded as quite trustworthy and pleasant to use. On the other end of the
scale, it is easy to see, that according to the production workers, once a mistake has
happened, it is not easy to recover from it using MES.

Table 1: System statement questionnaire results

Standard
Statement Mean* variation Median*
It is difficult to use MES. 5,27 1,71 6
| learned easily to use MES. 573 1,03 6
I usually fail if I try to use a new or rarely used
MES functionality. 5,33 1,45 6
Using MES has slowed down my working pace. |4,20 2,27 5
Working using MES is efficient. 4,67 1,45 5
MES guides me enough in my work. 4,87 1,41 5
I need to memorize things to be able to use
MES. 3,93 1,58 4
It is easy to understand MES error messages. 4,33 1,84 5
If I make a mistake, fixing it using MES is
difficult. 2,00 1,51 1
It is unpleasant to use MES. 5,33 1,54 6
Using MES is a natural part of my work. 4,93 1,49 5
| trust that MES works as it should. 5,20 1,70 5
Itis easy to make mistakes while using MES. 4,33 1,50 4
| find the information | need easily from MES. 4,47 1,68 5
MES uses misleading words or terminology. 4,60 1,59 4
Using MES has increased my productivity. 4,00 1,77 4
MES is useful to me. 4,87 1,46 5

* Numbers adjusted so that number 7 is always the most favorable rating to the MES system,

number 1 is the worst.
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Another part of the questionnaire asked the production workers to evaluate whether certain
tasks are easier to perform using the new MES system or using the old combination of
systems and Excel spreadsheets. The possible range for replies was from 1 to 7, number 1
meaning easier with the new system and number 7 easier with the old system. Table 2
presents the mean, standard deviation and median values for those tasks that gathered more
than three replies. Users were instructed to only evaluate the tasks they have performed

themselves using both systems.

The overall mean value for the replies, including the tasks omitted from the table, was 4,64
slightly in favor of the new MES system. Starting a work order and running tests during
manufacturing were the tasks where the new system was most preferred over the old one.
Starting a work order was known beforehand to be time consuming and unnecessarily
complex before the new system, so this result is not surprising. Settings, changing a part and
creating an error report were the tasks where the users slightly preferred the old system to
the new one. Settings are a task which has little support in the new MES system, which
probably explains the low rating. Changing a part and creating an error report are related to

recovering from error situations, which already got low ratings in the MES system in table 1.

Table 2: Comparison questionnaire results

Task Mean ** Standard deviation Median **
Starting a work order 6,78 0,44 7
Assembly 4,33 1,32 4

Settings 3,5 1,27 4

Running tests during

manufacturing 5,25 1,04 6
Changing a part 3,6 1,78 4

Creating an error report 3,91 1,87 5
Re-running a test 4,11 2,03 4
Searching for information 4,83 1,70 5

** Number 1 means the task is easier in the previous system; number 7 means the task is

easier in the new MES system

When the production workers were asked to list the best and worst qualities of the MES
system, the positive comments were mostly related to efficiency. The tasks that are easy and
fast to perform with the new system were often mentioned. Some liked also the availability of
information and a few people mentioned liking that the system guides the worker and that

there are checklists which help prevent errors.

A large number of the worst qualities were also related to efficiency. Cases which require re-
inserting information were disliked as well as the tasks that are considered slow with the new

system. Recovery from errors was considered too difficult and time consuming. In addition to
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efficiency, quite many negative comments related to the system not matching or supporting
the actual work well enough. A few comments related to the inflexibility of the system in
some situations. The reason for some of the negative comments about flexibility and work
support may be that some of the workers needed to change their working routine. The new

system forces everyone to use the same processes, which makes it easier to control quality.
9.3 Issues and Improvement ideas

9.3.1 Change Requests

Change requests are issues which require an update to the software system. The change
requests are either clearly outside the scope of the original system requirements or it is

unclear whether they are covered by the requirements or not.

The latest change request list has 24 change requests. 10 of those have been reported already
before deployment for either subproject. Two out of 24 have already been implemented and
will be deployed in the next software update. Additional 13 change requests have been listed
previously, which are no longer included in the latest change request list. Three of the
thirteen older change requests have been implemented; other 10 have been discarded either
as outdated or not feasible in the near future.

Out of the 24 remaining change requests, all except three can be classified as usability
improvements. The three other change requests are related to regulatory requirements. At
least three of the usability related change requests are also related to regulatory
requirements. The regulatory requirements related change requests are mostly
improvements for gathering more detailed traceability data or improvements to preventing
and recovering from error situations. Usability related change requests mostly belong to one
or more of three categories: easy access to information, efficiency and dealing with error
situations.

9.3.2 QRT Issues

Quick Response Team (QRT) is a team which handles the recorded issues during the software
validation, both before and after the deployment. The QRT has members from quality and

regulatory, manufacturing and MES system project.

There are 19 issues which have been handled by the QRT during the follow up period after
the deployment of the second subproject. Two of these issues are not directly related to the
MES software. The remaining 17 issues all are at least partially usability related. Most of the

issues belong to one or more of the following categories: missing, misleading or erroneous
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information, efficiency, something not working, system not being able to prevent use error or
allow recovery from it and system not working as expected by the user.

Out of the 17 usability related issues only one was known before the deployment, but the
consequences of the issue were not investigated thoroughly. The issue has later been mended
by the implementation of one of the change requests. Four of the remaining 16 issues were
rare or random so that it would have been quite difficult to reliably catch them before
deployment. Most of the 12 remaining issues should have been caught during either design or
testing. Many of the issues arise from the same situation: A feature has been designed by the
supplier to fulfill the letter of the requirements written by the customer. However, the
consequences of the design solution are causing unwanted effects. This is probably caused by
the combination of the supplier not being
that the design might cause problems; and the customer not understanding the consequences
of the design solution. More dialogue between the supplier and customer might have been
needed during the design phase. The testing by the customer could have caught these issues,
but in many cases that would have required the involvement of the actual users as well as use
of more realistic data and use situations.

The QRT records include two issues in which a feature aimed at improving the quality and
control of the manufactured products, i.e. improving the compliance with regulatory
requirements, adversely contributed to the usability of the MES system. One of these issues
caused sometimes unnecessary manual tasks to the users. The other made it impossible to
recover from a use error. It was possible to prevent the latter issue appearing again by
changing the configuration of the system.

9.3.3 Improvement Suggestions

Improvement suggestions were collected and recorded approximately during the first three
months of the system usage. The improvement suggestions come directly from the different
users of the MES system: the production workers, quality and regulatory as well as the

administrators, who use the system to manage the manufacturing processes.

Total of 54 improvement suggestions were recorded during the follow-up period. These
include a couple of overlapping suggestions, but not many. 22 of the 54 suggestions are not
directly commenting on the features of the system, instead they can and mostly have been
fixed by updating the configuration of the manufacturing processes in the system or by
updating the work instructions. These improvements have improved the match between the
system and the actual work.
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Out of the remaining 32 suggestions, two are not usability related, leaving 30 usability related
improvement suggestions to system functionalities. Over one third of these are mostly minor
efficiency issues i.e. things that the users feel could be automated or made otherwise easier.
Other recurring themes are the easy availability of needed information, matching the system
better with the actual wor k, decreasing

recovering from errors.

16 of the 30 usability related issues were already known before the deployment. As with QRT
issues, most of the improvement suggestions that the project team was not aware of before
deployment, could have been found during the design or testing phases. Having more actual

end users and more realistic use scenarios could have revealed some of these issues earlier.

Seven of the usability related issues are related to regulatory requirements. A couple of these
are directly related to the compliance with the electronic records and electronic signatures
requirements causing additional work. Other cases have to do with ensuring the
completeness and correctness of manufacturing traceability data and ensuring independence

of review, i.e. ensuring no one reviews their own work.
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10 Discussion and Conclusions

10.1 The Research Questions

10.1.1 How does the Validation Processfor Medical Device Software Affectthe
Usability of the  Software?

There was no clear evidence of the medical device validation process directly affecting the
usability of the software. The validation process does not need to include usability specific
activities, but on the other hand, they can be integrated to be part of the process if usability
focus is chosen.

The validation process can be used to help improve the usability aspects of the software, as

was done in the case study project. The extensive documentation required from validation

can be used to improve the usability of the software. The documentation can be used to add

usability concerns to requirements, from where they will be transferred to validation and test

plans. If the software design and development is outsourced to a supplier, it is especially
important to integrate usability goals in to the requirements. The research data from the case

study suggests that efficiency, easy access to relevant information and proper handling of
error situations along with suffi cporamtusabdityppor t
factors.

Risk management needs to be part of the validation process and use-related risks need to be
managed as well as the other risks. A sufficient focus on use-related risks will help with

diminishing the likelihood of having unexpected hazardous features in the final software.
10.1.1.1 Is Usability in Some Situations Over Ruled by Regulatory Requirements?

The expectation was that regulatory requirements would only affect usability indirectly, i.e.
the resources needed to comply with regulatory requirements might be away from the
resources which could be used to improve usability. This turned out to be true in the case
study project: there were not enough resources to perform tasks solely aimed at improving
usability.

In addition it was discovered that in some cases regulatory requirements will over rule

usability of the software. In the case study project there were some system features that the
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users would have liked to change to make things faster or more flexible. In some cases the
users might not know why the improvement they suggest cannot be implemented, because

they are not intimately familiar with the details of the requirements.
10.1.2 How can we Produce Usable, Medical Device Regulated Software ?
10.1.2.1 How Should the End Users belnvolved in the Validation Process?

The experiences from the case study project support the claim that end users should be
involved in the project from start to finish. It would be especially beneficial to involve the end
users in the early phases of the project to make sure that the requirements and design
decisions will meet the end user needs. End user input is needed for requirements, design
and evaluation phases of the software project. The earlier the input can be obtained, the

easier it will be to use the input to influence the project outcome.

The methods for describing how the end users should be involved in a project are also
important. The case study did not use any specific methods; instead the users were
participants in the testing sessions or meetings like everyone else. However, based on both
the experiences from testing sessions, and the user feedback in questionnaires and
improvement suggestions, it is clear that usage of some other methods might be beneficiary.
Especially if the end users are not constantly part of the project they may not have the whole
picture, nor are they always aware of regulatory requirements. This combined with direct end
user input may lead to inefficient design solutions, when users comment based on their
current work practices instead of the new ones, or non-complying software. Using usability
engineering methods, like contextual inquiry, observation and usability testing would

probably be a good addition for obtaining information from end users.
10.1.2.2 What Kind of Methods should beused, in which Stage of the Process and by Whom?

The previous chapter already discusses the participation of end users and the methods that
should be used to obtain end user feedback. To properly use the usability engineering
methods suggested in the previous chapter, a usability engineering knowledge is needed in

the project.

It has been a good solution to have a multidisciplinary project team, as is suggested by the
principles of human-centered design. If the software that is developed during the project is
going to be strongly linked to the quality management and compliance with regulatory
requirements, as was the situation with the case study project, it is recommended to have
project team members with quality and regulatory knowledge. For a software system like this

one, the ideal solution takes in to account both the quality and the manufacturing needs.
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A method used in the case study project that can be recommended was testing sessions with
more than one person, typically two. Two people have the ability to notice more important
things than one person. Also having people with different backgrounds, typically quality and
manufacturing, inspect the system brought up a variety of noteworthy issues that might

otherwise have been left unnoticed before deployment.

There should be a method for iteratively evaluating design decisions before they are set in
stone. The case study project had some issues with design decisions being made based solely
on written requirements with little or no discussion between the supplier and customer
representatives. It often happened that the requirement was misunderstood or that the
design decision brought up more requirements or risks that needed to be addressed. Both
guality and end user representatives, as well as necessary subject matter experts, should be

part of the iterative design.

10.1.2.3 What the Software Validation Process shouldLook like for Medical Device
Regulated, Usable Software?

Based on this one case study project it is impossible to suggest one process model which will
always work. Instead suggestions can be given on the attributes that the process model
should have. The process should naturally adhere to the principles of software validation in
chapter 3.3.1 and the quality system regulation [2]. The principles of software validation
already present activities which should be included in the software validation process (see
chapter 3.3.2). The rest of this chapter focuses on the other desirable aspects of the validation

process.

Iterative process structure is recommended like in the principles of human-centered design.
The requirements and design are bound to change a little during the project. Seeing design
decisions will also inevitably bring up comments and requirements which might otherwise

remain hidden. Iterative process makes it possible to react to these changes.

End user involvement has already been discussed in chapter 10.1.2.1. Risk management
should be a part of the validation starting from the very beginning. Risk management
activities should continue through the project, including recognizing new risks and evaluating
the old ones and their control measures. It is important to pay sufficient attention specifically

to use-related risks.
10.1.2.4 Which are the Critical Points in the Validation Process?

As was expected, the early phases including defining requirements and design decisions had

far-reaching consequences in the project. Thorough testing was also considered a major
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factor in ensuring that the developed system will be successful. It was considered important
to the user acceptance of the system, that the software was not deployed until it was mature
enough and the biggest rough edges had been smoothed out.

There was no indication that the actions during deployment, like user training, would have
had a big effect on the acceptability of the system. However, the deployment including
trainings was considered successful; the importance of the deployment might have been
more evident had there been problems with it. Instead it was considered that presenting the
project in positive light to the end users who were not actively involved in the project had a
huge influence on their opinions about the system.

As was mentioned in a couple of previous studies on medical device usability, management
support to usability seems to be important. The project team may want to focus on usability,
but with tight schedules and limited resources there is not much that can be done.

10.2 Research Assessment

The choice to conduct a single case study was somewhat acceptable, since it would have been
difficult to find another project with a sufficiently similar setting. With only one researcher, it
would also have been quite impossible to gather the participant-observation data similarly
from other projects. However, to draw more convincing conclusions, more cases would have
been needed, or the selected one case could have provided more useful data, had it been a bit
different. Especially the method suggestions which were not used in the case study project
should be studied, possibly with another case study which experiments with one or more of
them.

The case study project in this thesis had pot
multiple subprojects. They could have provided a variety of data and comparisons could have

been made between subprojects. This was not possible in practice, since the first deployed

subproject did not use the new system much during the research period and the third
subproject was in a very early stage. Therefore most of the data came from only one
subproject.

Construct validity and reliability of the research are quite good. Multiple sources of data have
been used and original data, participant-observation information excluded, is still available.
Internal and external validity of the research could be better. Since this was a theory building
case study, there was not a clear theory to begin with and even less plausible rival theories to

be addressed. The results do not form a concise and complete theory. On the other hand,
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some of the findings can be generalized as common instructions; in fact many suggestions
made based on case study findings can be found from existing usability engineering methods.

10.3 Future Work

More research is needed to strengthen the findings of this thesis. More cases would need to
be studied to test the results. Especially interesting would be the possibility to study projects
which use usability engineering methods and principles in the requirements gathering phase

to see if it makes a difference.
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Appendix A : Information Flow between ISO
14971 and IEC 62366 Processes
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Appendix B: Interview Questions in Finnish

Miten kaytat jarjestelmad? Minkalaisia asioita teet jarjestelmalla? Kuinka usein?

Miten hyvin jarjestelma palvelee omia tarpeitasi? Enta miten hyvin se sinun nakékulmastasi

palvelee tuotannon tarpeita?

Vertailu jarjestelmaéa edeltavaan aikaan (sekda oma ty0 etta tuotannon sujuminen yleisesti):
Mitka asiat ovat vaikeutuneet, mitk& helpottuneet? Muita merkittavid muutoksia?

Oma roolisi  projektissa?  Mihin  osallistuit?  Milloin  mukaan  projektiin?

Vaikutusmahdollisuudet?

Kun ajatellaan koko projektia toimittajavalinnasta vaatimusten ja testausten kautta
kayttoonottoon: Mitka asiat projektissa ovat mielestasi onnistuneet? Mita olisi kannattanut

tehda eri tavalla ja miten?

Oletko ollut mukana muissa samantyyppisissa validointiprojekteissa yrityksessa? Mita eroja

jayhtalaisyyksia tahan projektiin verrattuna?

Miten projektissa omasta nakdkulmastasi otettiin kaytettavyysasioita huomioon? Mika

onnistui, mita olisi pitanyt tehda toisin?

Jos verrataan projektia muihin samantyyppisiin yrityksen projekteihin, onko kaytettavyyteen

suhtauduttu naissa samalla tavalla? Mita eroja?




