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Abstract 
In recent years, the importance of cyber security has increased. Cyber security has not become 
a critical issue only for governmental or business actors, but also for armed forces that 
nowadays rely on national or even global networks in their daily activities. The Network 
Centric Warfare (NCW) paradigm has increased the significance of networking during last 
decades as it enables information superiority in which military combat power increased by 
networking the battlefield actors from perspective of processes, operations and information 
sharing. At tactical level, the ability to share information sets high requirements for data 
transport, and its security because the circumstances and needs of the operational activities 
are very challenging. 

The development of military communication capabilities requires long term planning to 
ensure interoperability and maintain a life cycle support for even decades. Different network 
system architectures, including also cyber security, are an important tool to manage this long 
term development. 

This thesis is focused on architectural cyber security aspects of military networks, and 
considers how security is improved by developing network cyber security architectures in line 
with military networking capability development. In the long term capability development, 
Cognitive Networks (CN) are seen as a promising solution for intelligent, self-learning and 
reliable networking. The phases of the NATO Network Enabled Capability (NEC) development 
require different types of architectural approaches for cyber security. In the short and mid-
term, the development is based on the common security solutions and multilevel security. For 
the long term goal, the coherent networking requires a novel network cyber security 
architectural approach as networking will be based on the cognitive networks. 

For the short and mid-term, the architectures for privacy protection, delay-tolerant 
networking, and multilevel security provide partial solutions for developing network cyber 
security. For the long term development, the thesis presents a novel cognitive network-based 
cyber security architecture that provides an overall design to build automated, self-
configurable security management and control for future tactical military communications. 
The capabilities of the architecture ensure improved cyber threat management, and situational 
awareness. Cognitive behavior enables dynamic service configuration to protect services 
against cyber attacks. 

The implementation of the architectures requires more research. The evaluation of 
architectures is a challenging task requiring simulations and practical implementations to 
measure the features designed in the architecture. 
Keywords cyber security, cognitive network, military communications, security architecture 
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Tiivistelmä 
Kyberturvallisuuden merkitys on kasvanut viime vuosina. Kyberturvallisuudesta ei ole tullut 
kriittinen kysymys vain valtiollisille tai yritysmaailman toimijoille vaan myös asevoimille, 
joiden päivittäinen ja erityisesti poikkeusolojen operointi riippuu kansallisista tai jopa 
globaaleista tietoverkoista. Verkostokeskeisen sodankäynnin paradigma on lisännyt 
verkottumisen merkitystä viime vuosikymmeninä, koska se mahdollistaa tietoylivoiman, jossa 
sotilaallinen voima kasvaa verkostoimalla taistelukentän toimijoiden prosessit, toiminnot ja 
tiedonjakaminen. Taktisella tasolla tiedonjakaminen asettaa korkeat vaatimukset tieto- 
liikenteelle ja sen turvallisuudelle, koska olosuhteet ja operatiiviset tarpeet ovat haastavat. 

Sotilastietoliikenteen kehittäminen vaatii pitkäjänteistä suunnittelua yhteentoimivuuden 
varmistamiseksi ja elinkaarituen ylläpitämiseksi jopa vuosikymmenien ajaksi. Erilaiset 
tietoliikennejärjestelmän arkkitehtuurit, mukaan lukien myös kyberturvallisuus, ovat tärkeä 
väline hallita pitkän aikavälin kehitystä. 

Väitöskirja keskittyy sotilastietoliikenneverkkojen arkkitehtuuritason kyberturvallisuuteen 
ja tarkastelee, miten verkkojen turvallisuutta voidaan parantaa kehittämällä kyberturvallisuus- 
arkkitehtuureja osana sotilastietoliikenneverkkojen kehitystä. Pitkän aikavälillä kognitiiviset 
verkot nähdään lupaavana ratkaisuna tuottaa älykäs, itseoppiva ja luotettava tietoliikenne- 
verkko. Naton verkostokeskeisen suorituskyvyn kehittämisen vaiheet vaativat erilaisia 
arkkitehtuurillisia lähestymistapoja kybertietoturvallisuuteen. Lyhyellä ja keskipitkällä 
aikavälillä kehittäminen perustuu yhteisiin ratkaisuihin ja monikerrostietoturvaan. Pitkällä 
aikavälillä kognitiivisiin verkot vaativat uusia ratkaisuja kyberturvallisuusarkkitehtuuriin. 

Lyhyellä ja keskipitkällä aikavälillä yksityisyyden suojan, viiveitä sietävän verkon ja 
monikerrostietoturvan arkkitehtuurit antavat osittaisia ratkaisuja tietoliikenteen 
kyberturvallisuuteen. Pitkän aikavälin kehitykseen väitöskirja esittelee uuden kognitiiviseen 
verkkoon pohjautuvan kyberturvallisuusarkkitehtuurin, joka tarjoaa kokonaisratkaisun 
automaattisen ja itsekonfiguroituvan tietoturvallisuuden ylläpidon, hallinnan ja valvonnan 
rakentamiseksi tulevaisuuden taktisiin sotilasverkkoihin. Arkkitehtuuri parantaa kyberuhkien 
hallintaa ja tilannetietoisuutta. Kognitiivinen toiminta mahdollistaa dynaamisen 
palvelukonfiguraation verkkohyökkäyksiltä suojautumiseksi. 

Arkkitehtuurien implementointi vaatii vielä lisää tutkimusta. Arkkitehtuurien evaluointi on 
haastavaa, ja se edellyttää simulaatioita tai käytännön toteutuksen, jotta voidaan tarkasti 
todentaa arkkitehtuurin vaatimustenmukaisuus. 
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1 

1. Introduction 

Computer networks and services, as part of cyber domain, are revolutionizing 
our society worldwide by giving people, business and government more effi-
cient ways to work and co-operate with one another. Cyber domain means a 
digital information processing domain, and it comprises of one or several in-
formation technology infrastructures with the all hardware and software de-
ployed to process digital information (bits). Growing number of connections 
and devices expand cyberspace continuously. Also for armed forces, cyber do-
main has become a strategic domain where strategic or operational advantages 
of military business can be won or lost. The military’s growing dependency on 
cyber domain means that its disruption will disturb or damage armed forces’ 
ability to function effectively during a crisis. [101] 

The security of the cyber domain, cyber security, has become a worldwide is-
sue in recent years. The various players have expressed cyber security the most 
significant factor in the near future. Many countries have drawn up cyber secu-
rity strategies. The Finnish cyber security strategy described cyber security as 
the desired end state in which the cyber domain is reliable and its functioning 
is ensured. In the desired end state, the cyber domain will not jeopardize, 
harm or disturb the functions dependent on digital information processing. 
[26] 

Events in cyberspace may occur in milliseconds. Traditional responses may 
not be sufficient to protect critical services provided in cyberspace. Risks in 
cyberspace can be managed in several ways, but risk mitigation may turn out 
to be challenging due to this complex and dynamic environment and changing 
threat. Increasing dependence on cyberspace brings new benefits but also new 
threats. Cyber intrusions and attacks have increased dramatically over the last 
decade, exposing sensitive personal and business information, disrupting criti-
cal operations, and imposing high costs on the economy. While cyberspace 
raises open markets and open societies, this very openness can also make 
business and military actors more vulnerable to criminals, hackers, and for-
eign intelligence services who try to compromise or damage the critical sys-
tems. [101] 

Simultaneously with growing cyber security threats, military troops are more 
dependent on networks and information services than ever. The Network Cen-
tric Warfare (NCW) paradigm [2] has increased the significance of military 
communication networks during last decades. NCW is an operational concept 
driving towards information superiority in which the main idea is to increase 
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military combat power by networking the battlefield actors from perspective of 
processes, operations and information sharing [2]. NCW is primarily an opera-
tional model, but communication networks play an important role as an ena-
bler of networking activities and information sharing. Ideally in NCW, all tra-
ditional military capability areas (weapon systems, targeting, logistics etc.) are 
interconnected via networks and the capabilities rely heavily on information 
technology and applications. NCW has brought new requirements for military 
networking which naturally reflects to the way network security is designed 
and implemented. New warfighting paradigms demand new approaches and 
innovations how network security is built in a military communications sys-
tem. 

Network cyber security as a subset of cyber security focuses on protecting 
communication networks, and it has become critical to armed forces as they 
operate using the national or even global networks. Legacy security architec-
tures and controls were not designed to face the emerging cyber threats. Tradi-
tionally, military networks were totally isolated from the other networks, and 
access to them was very limited to both geographical areas and the number of 
authorized users. Physical security means played an enormous role in these 
systems. In the legacy systems, security controls are often built after the im-
plementation without a holistic view on information and cyber security. [21] 

For the future secure military network, a potential research area is Cognitive 
Networks (CN). These intelligent and self-learning cognitively behaving net-
works are believed to generate more performance to communications net-
working including military networking systems. The cognitive networks are 
simply smart communications networks (made up of a network nodes, and 
wired and wireless connections between them) that are able to be aware of the 
network’s internal and environmental situation [60]. CN has an ability to op-
erate independently, make decisions and adapt according to the given goal. A 
key feature is learning which means that the network can exploit previously 
made decisions during a cognitive process. CN is able to use network resources 
dynamically and effectively. Network administration and configuration is 
maintained without human operators [84]. 

In military context, the development of communications network and ser-
vices is based on long term roadmaps such as introduced in the NATO Net-
work Enabled Capability (NEC) [74] and Federated Mission Networking [73] 
concepts. The long term capability development requires the architectural lev-
el analysis which means also network cyber security is considered from a holis-
tic view point, and the focus is moved from a single security protocol to the 
architectural and design model level. [39]This thesis focuses on architectural 
aspects on cyber security of military networks. The main purpose of the the-
sis is to consider how cyber security is improved by developing overall net-
work cyber security architectures in line with military networking capability 
development. The thesis presents several architectures and frameworks to 
improve security capabilities in different phases of the development. Finally, 
the thesis introduces a cognitive network-based cyber security architecture, 
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and describes its benefits for providing cyber security in military communica-
tions networks. 

The thesis combines the research fields of cyber security and system archi-
tecture design. The purpose is to provide applied research results rather than 
new theoretical models in the context of military communications. An idea is 
to deliver practical guidance for system architects and development engi-
neers with relation to state of the art technologies. The thesis proposes how 
the ideas and technologies of cognitive networking could be used to design 
security architecture for military communications. 

1.1 Motivation 

Security architecture can be defined as the design artifact that describes how 
the security controls and security countermeasures are positioned, and how 
they relate to the overall information technology architecture. These controls 
serve to maintain the system's security quality attributes which typically are 
confidentiality, integrity, availability, accountability and assurance services. 
[77] 

As it is known the life-cycle of military capability is long when compared to 
civilian systems [17]. Long life-cycles typically concern for example weapon 
systems such as main battle tank or artillery pieces, but also special communi-
cations systems such as tactical networks. In a military context, the long life-
cycle means the systems are initially designed to be capable and operational 
for decades. Typically, the average life of a major weapon system often exceeds 
20 years [17]. The long life-cycles require overall system of system design sup-
porting modularity and flexibility. In a system of systems thinking, all inter-
faces between subsystems are standardized enabling varying lifecycles to the 
sub components [42]. 

Successful long term support of systems, such as military communications 
systems, requires careful up-front planning, and a proper system architecture 
that supports a comprehensive long term life cycle management plan [35]. For 
military communications systems, software is becoming increasingly more 
important in long term sustainment as it continues to define more and more of 
the functionality of networking systems. Architectures must support software 
and hardware development and interoperability in a long term as the system of 
systems of a military network may consist of heterogeneous technologies and 
components in a certain time of life cycle. 

If the architecture of the systems does not support flexible updates of securi-
ty controls or components, it may be impossible to maintain desired cyber se-
curity level as the threat changes and grows. Changing the entire security ar-
chitecture is much more challenging with the long-lifecycle systems. Experi-
menting new features is relevant at the protocol level, but not at the architec-
tural level where experimenting requires large implementations. Thus, it is 
vital to develop cyber security architectures and design models to respond to 
the future threats and technologies. 



Introduction 

4 

Many complex systems have behaviors and properties that no subset of their 
elements have [16]. Architecture models and frameworks help designers to 
perceive overall nature of a large, complex system of systems, such as a mili-
tary network system. A key function of architecture as a tool of the architect is 
to provide a framework within which complexity can be managed successfully 
[91].  

Cyber threats are not only subject to military command and control (C2) sys-
tems, but also subject to all military systems that include software and hard-
ware. Overall military capability with technical systems of systems form a 
complex ICT infrastructure with embedded commercial off-the-shell (COTS), 
military and civilian technologies. Managing cyber security in this challenging 
environment requires an architecture level design. 

CN is a paradigm that has its potential in civilian business and networks 
[60], but it could also provide great benefits to the military communications. 
CN providing automated and self-learning features may help to meet the high 
requirements of especially tactical networking where dynamic and auto-
configure capabilities are demanded. CN has also its potential to provide im-
proved cyber security for military networking by controlling security controls 
dynamically. In theory, the cognitive process is aware of current situations of 
security controls and it is able to adjust security parameters according to envi-
ronmental or other changes. 

A security architecture is a basis for designing security services for network-
ing system. The architecture is required to meet the needs of its users, system 
elements to implement the security services, and performance levels to miti-
gate cyber threats. Security must be integrated into the network design from 
the very beginning in order for the network to meet the needs of the users and 
for security to provide adequate protection. Thus, security must be considered 
also at the architectural level. [63] 

Network cyber security is defined as the protection of networks and their 
services from unauthorized access, modification, destruction, or disclosure. 
Network security provides assurance that the network performs its critical 
functions correctly and that there are no harmful side effects. [63] The security 
architecture of a network system is an important tool to ensure that all the 
requirements are considered before implementation. Through architecture 
design, it is possible to find relationships and dependencies between the com-
ponents providing services for integrity, confidentiality and availability. 

A need for developing a new cyber security architecture for military tactical 
networking could be summarized with the following three points: 

 Life cycle management. A security architecture ensures the technical 
solutions in different life cycle phases are interoperable, and different 
technologies are implemented with a managed manner. 

 Complexity management. Military networks form a large system of 
systems in which technical security must be managed at all the layers. 
This requires an overarching security architecture to be developed. 

 Risk management. Managing a risk in a complex system means that 
the system is considered as a whole. Concentrating only on the risk 
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level of a single element, means that overall risk is not analyzed. The 
overall risk may turn to be at a different level than the sum of partial 
risks [58]. 

 Design guidance. In a large organizations, such as armed forces, sub-
systems are developed by different actors. A security architecture de-
scribes how security must be implemented from a technical point of 
view, and guarantees that sub elements fulfil security requirements. 

1.2 Scope and Objectives of the Thesis 

The main objective of this thesis is to develop cyber security architectures for 
future military networks. The purpose is to research how cyber security archi-
tectures must be designed as part of the military communications capability 
development including the short, mid and long term improvements to fulfill 
the future operational requirements. The scope is not to develop the NATO 
NEC roadmap phases, but support these phases by architectural development. 

The thesis focuses on the architecture level challenges and develops novel ar-
chitecture approaches to overcome emerging cyber security challenges. The 
architecture level research inevitably leads to analysis that is conducted at the 
higher level of abstraction. The architectural design is considered from a tech-
nical viewpoint, and protocol level research and development is outside of the 
scope. The focus of this dissertation is to develop a technical architecture, and 
thus, architecture views of organization and processes are out of the scope of 
the thesis. 

A large part of the research work specifically focuses on cognitive networking 
and how it could improve network security in military networking systems in a 
sense of communications security, privacy, automated risk assessment, dy-
namic security adaptation and service availability. Cognitive networks are a 
promising paradigm for managing network security in rough environments 
where a networking system is under continuous reshaping due to changing 
communications requirements. The thesis emphasizes the benefits of cognitive 
networking in development of security architectures for military networks. 

The thesis also discusses the cyber security requirements of military net-
working, presents the paradigm of cognitive networks, and introduces a novel 
cognitive network-based cyber security architecture of military networks. 

1.3 Research Contributions 

The scientific results achieved in the thesis are related to the field of develop-
ing network security architectures in the context of military networking. The 
proposed architecture models represent improvements to the prior art and 
also present new approaches for solving existing problems in network security 
of military communications. A major contribution is to present the benefits of 
using the cognitive network paradigm to improve cyber security of military 
networking systems in the long term development. Figure 1 illustrates how the 
publications cover the phases of military networking development roadmap. 
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Figure 1. Publications covering the development roadmap. 

The main contributions of this thesis are divided into three development phas-
es: 

The short term development. The architectural development concerns priva-
cy protection (P1). An architectural framework model for ensuring privacy in a 
network centric environment was described to mitigate the threat of losing 
privacy by hostile intelligence. Privacy is considered through a layered model 
with content, communication and network levels. The model presents various 
protection schemes at each layer. 

Related Research: Privacy is defined as the claim of individuals, groups, 
and institutions to determine for themselves, when, how, and to what extent 
information about them is communicated to others [113]. While privacy is not 
a new requirement, the networked world poses several challenges, as infor-
mation may be efficiently gathered, processed, and distributed, also for ille-
gitimate purposes or by illegitimate means. Privacy protection is researched 
in many studies (see Publication 1), but a privacy protection model including 
all the layers of a communications system has not been presented. 

The mid-term development. The architectural development concentrates on 
multilevel security (P2) and delay-tolerant networking (P3).  A concept of mul-
tilevel security (MLS) architecture framework for a network centric environ-
ment was defined and a solution for secure information sharing was proposed. 
Multilevel security was considered from three perspectives; content, commu-
nication and network security. 

Related Research: The traditional view of multilevel security is to ensure 
that information at a high security classification cannot flow down to a lower 
security classification (see Publication 2). In a traditional MLS mechanism, 
users, computers and networks carry computer readable labels to indicate 
security levels. Publication 2 considers MLS within a larger perspective, not 
only limiting to information processing challenges in computer systems, but 
also expanding the problem to information sharing and network structures. 

 A security architecture for tactical delay-tolerant networking (DTN) was de-
scribed to improve security in the battlefield conditions where delay-tolerance 
is one of the critical communications requirements. The functionality descrip-
tions for each level were defined and implementation challenges of the archi-
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tectural security solutions for low-bandwidth, high-delay tactical military net-
works were discussed. 

Related Research: The IRTF Delay-Tolerant Networking Research Group 
(DTNRG) has developed an architecture (RFC4838) [10] for Delay-tolerant 
networking. The architecture defines an end-to-end message-oriented over-
lay called the "bundle layer" that exists at a layer above the transport (or 
other) layers of the networks on which it is hosted and below applications. 
Security architectures for DTN are defined in many papers (see Publication 
3), but a common feature for these architectures is they all focus on a certain 
piece of security without overall aspects. Typically, these include trust mod-
els, authentication or key management, but an overall architecture is not 
defined. 

The long term development. The architectural development in the long term 
focuses on the cognitive networks and its applications. Publications 4 – 6 uti-
lize a cognitive process to improve network cyber security in a certain part of 
the area while Publication 7 introduces a new overall cyber security architec-
ture for military networking. 

Self-organizing map techniques (P4) were used to provide improved security 
situational awareness for cognitive networking. Self-organizing map was used 
to visualize multi-dimensional security status data to help decision-making in 
a cognitive network system. For testing the performance of SOM, a rough met-
ric for network security was created. 

Related Research: Routing performance and auto-configuration of tactical 
military networks are researched a lot in recent years, but building situa-
tional awareness, that is critical for cognitive networking, is studied only in a 
few research papers. This research includes, for example, the use of Dezert-
Smarandache theory for trust evaluation and building situational awareness 
in mobile hostile environment [30, 31]. Applying the SOM for building situa-
tional awareness in a cognitive networking environment is unique. 

A three-phase cyber threat management framework (P5) was developed to 
improve threat mitigation processes in a network system. A cognitive layer 
enables automated threat management required in a dynamic tactical net-
working environment. The framework presents a three-phase management 
process including threat identification, risk assessment, and mitigation trade-
off phases. 

Related Research: Most of the research on security of cognitive networks 
concentrates on a certain piece of security in cyberspace, e. g. security threats 
and detection techniques or control channel security. Also, threat manage-
ment is widely studied, but in the context of cognitive vetworking. These stud-
ies approach cyber threat at very high-level. The current research typically 
has a quite narrow scope without presenting an overall approach or frame-
work for cyber threat management (see Publication 5). 

A functional architecture with dynamic and cognitive service configuration 
(P6) was developed to protect military networks against evolving security 
threats. Cognitive service configuration continuously modifies service struc-
ture and configuration making a network system as a moving target to a poten-
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tial attacker. Without static system configuration the attacker has a challenge 
to exploit found vulnerabilities as information is out of date immediately after 
the collection. 

Related Research: Only a few research papers of cognitive information ser-
vices have been published. Zheng et al [115] propose a new intelligent and 
cognitive Service Delivery Platform model integrated with the concept of 
cognitive networks. The new model helps the platform turn to an autono-
mous platform without unnecessary manual interventions. The model pro-
vides dynamic system configuration for easier service creation and mainte-
nance. Kliazovich et al [51] propose a novel concept in cognitive network 
management and protocol configuration in which any protocol of the TCP/IP 
protocol reference model can be extended to dynamically tune its configura-
tion parameters based on history performance. Jimenez-Molina and In-
Young [44] present a novel cognitive engineering mechanism to optimize 
service functionality coordination. None of the research papers considers 
cognitive features to enhance cyber security. 

A novel cognitive network-based cyber security architecture for mission criti-
cal communications (P7) was developed to improve overall cyber security at all 
layers of a networking system. The architecture includes a new cognitive layer 
that is responsible for learning and decision-making in accordance with the 
security requirements and environmental conditions. 

Related Research: Several security or enterprise architectures exist, but 
none of them apply cognitive networking features when addressing security 
controls design in a communications network [96]. Security architecture 
frameworks in the context of cognitive networking provide only partial solu-
tions to build a secure networking system. Several security architecture 
frameworks concern cognitive radios. These include a security framework of 
access control [61], a physical layer approaches to defense against security 
threats [37] and an unified layered security architecture with two security 
sub-layers; application layer and physical layer. [59]. None of the proposed 
frameworks present an overall architecture supporting cognitive networking 
systems.  

1.4 Structure of the Thesis 

The rest of the thesis is structured as follows. Chapter 2 presents the develop-
ment roadmaps of the network enabled capabilities and the federated mission 
networking that are leading concepts towards future military communications. 
The chapter discusses how the security architecture development must be con-
sidered when developing networking capabilities according to the concepts. 

In Chapter 3, the fundamentals of tactical military communications are pre-
sented. The chapter considers basic properties and security requirements for 
military networks and presents the major cyber threats on tactical networking. 
Chapter 4 presents the security architecture development in the short and 
mid-term as it proposes the security architectures to improve privacy, multi-
level security (MLS) and network security in delay-tolerant networking. 
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Chapter 5 covers the paradigm of cognitive networking, and presents an 
overview of the paradigm and its benefits and promises in network security. 
The chapter illustrates how network security is developed by using the cogni-
tive network-based approaches such as dynamic service configuration and 
cognitive threat management for improving the network security architecture. 
The chapter also presents a novel cognitive network-based security architec-
ture for the long term development. Finally, Chapter 6 includes the discussion 
and conclusion statements of the thesis.  
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2. Developing Security Architecture for 
Military Communications 

Network cyber security is one of the critical requirements for military commu-
nications [18], and thus cyber security must be considered in all system archi-
tectures and future development roadmaps. The purpose of this chapter is to 
explain how network cyber security is connected to the development of net-
working capabilities, and how security features be improved as part of the next 
generation federated Communications and Information System (CIS) [79] ca-
pabilities. The implementation of these cyber security architectures must pro-
vide an outcome that achieves desired design goals, and security requirements. 

According to a definition given by the Open Group [106] an architecture 
framework is a tool which can be used for developing a wide range of architec-
tures. It should include a method, a set of tools, a common vocabulary, rec-
ommended standards and compliant products. Existing defence related archi-
tecture frameworks are not fully compliant with the definition, but many of 
them such as MOD Architecture Framework (MODAF) [66], DoD Architecture 
Framework (DODAF) [20] and NATO Architecture Framework (NAF) [72] 
provide relevant assets and values [29]. However, the existing system architec-
tures are very high-level architecture frameworks for security designing pur-
poses. The frameworks do not originally include any security related views or 
assets. There also exist many architectural approaches addressing the design 
of secure system architectures but, in many cases, they have a low level of as-
sistance for integrating security mechanisms in the initial system development 
stages [87], in which an overall security functionality of a communication sys-
tem is designed. 

The context of the capability development is NATO as Finland has chosen to 
build the future military capabilities in line with the NATO requirements. This 
decision is stated in the Finnish Government Program [83]. 

2.1 Cyber Security in Network Enabled Capability Development 

Network Enabled Capability (NEC) is a NATO term for implementation of the 
network centric warfare tenets [79]. The purpose of NEC is to provide the 
timely exchange of secure information, and to utilize communication networks 
that are seamlessly interconnected, interoperable and robust. These networks 
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must support the timely collection, fusion, analysis and sharing of coalition 
information. 

The Nato NEC Framework consists of three components: human processes, 
information and network. The network component comprises a physical ele-
ment of networking and information infrastructure (NII) that include commu-
nications, network, computer, and core services layers. In the framework, Ser-
vice Level Agreements (SLAs) and network security are critical functions to 
effectively manage scarce system resources [79]. 

The NEC concept introduces five Command and Control (C2) maturity levels 
(phases) [67, 74]. From least capability to most capable these levels are: Con-
flicted, De-conflicted, Coordinated, Collaborative, and Coherent. The objec-
tives associated with each of the levels is presented in Table 1. The phases pro-
vide a step-by-step approach for implementing C2 capabilities that provide 
operational benefits at each step along the way. 

Figure 2 illustrates the idea of evolving operational needs, leading to assess-
ments of architectural concepts and required technology needed to support the 
maturity levels. The evolution in operational needs is considered through sev-
eral service components that are Functional Application Services, Information 
Integration Services, Communications Services, Information Assurance Ser-
vices, System Management and Control (i.e. System and Network Manage-
ment), and Policy, Processes and Architectures. 

Table 1. The objectives of the NNEC maturity levels [67, 74]. 

Maturity level Objective 
Conflicted C2 None. C2 systems are implemented by the individual contributors over 

their own forces or organizations. 
De-conflicted C2 – Func-
tional “Stovepipes” 

The avoidance of adverse cross-impacts between and among the actors 
by separating the problem space and the solution space. 

Coordinated C2 – Com-
municate and Inform 

Enhanced overall effectiveness by 
- seeking mutual support for intent 
- developing relationships and links between and among entity plans 

and actions to reinforce or enhance effects 
- pooling of non-organic resources 
- increased sharing of information to increase the quality of infor-

mation. 
Collaborative C2 – Collab-
oration and Planning 

Developing significant synergies by 
- negotiating and establishing shared intent and a shared plan 
- establishing or reconfiguring roles, and coupling actions 
- rich sharing of non-organic resources 
- some pooling of organic  resources 
- increasing interactions in the cognitive domain to increase shared 

awareness. 
Coherent C2 – Sensing 
and Responding 

To provide the enterprise with additional C2 approach options that involve 
entities working more closely together and with the ability to identify and 
implement the most appropriate approach to coalition C2. 

 
Figure 2 highlights the impact of the development process on the Functional 
Application, Information and Integration, and Communications Services lay-
ers. Information Assurance, and System Management and Control Services 
function as a back plane and provide services to these higher level applications 
and services. Unlike in the diagram presented in NNEC Feasibility Study [74], 
cyber security is added as a new, separated layer to illustrate how cyber securi-
ty technology and functionalities are to be developed during the NNEC trans-
formation process. The references of the NEC and CIS development [74] do 
not provide exact phasing for each technology, architecture, or functionalities, 
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but rather consider cyber security development using short, mid and long term 
approaches. 

Cyber security mechanisms are embedded into every aspect of the overall 
NEC architecture to achieve the overall goal of protecting information and 
data whether at rest or in motion. The security mechanisms ensure that the 
right information can be delivered to the right actors at the right time, and that 
the information that they receive can be trusted. [74] 

In the near term (De-conflicting Phase), IP encryption and key management 
infrastructures are the key enablers to meet the needs for secure communica-
tions. In the end of Coordination Phase, the transformation from separated 
encryption solutions to a common encryption is completed. However, the se-
curity solutions are still based on legacy technologies in that phase. 

 

 

Figure 2. Evolving C3 Requirements and Technology Trends for NNEC [74]. 

In the mid-term (Coordination Phases), security architectures and capabilities 
are to enable the fielding of dynamic, role-based, policy-based, information 
access schemes [74]. The long term (Collaboration and Coherent Phases) am-
bitions include the concept of multilevel security (MLS) with object level en-
cryption, where information is protected at the information object level and 
access is controlled based on a user identity and a user role within any certain 
operation [74]. In the Coherent Phase, NII is based on cognitive networking 
that requires a novel approach and even some major technology break-
throughs to meet the cyber security needs. Thus, it is rational that also the 
network cyber security capabilities are based and rely on a cognitive network 
based approach. 

2.2 Cyber Security in Federated Networking 

Military communications capabilities are developed towards federated net-
working to ensure more effective information sharing during operations [73]. 
An example of this capability development is NATO’s Future Mission Net-
working (FMN) concept.  The aim is to provide overarching guidance for es-
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tablishing a federated mission network capability that enables information 
sharing among nations participating in coalition operations [73]. The FMN 
concept will be based on trust, willingness and commitment. FMN will enable 
command and control (C2) services in future NATO operations. 

The FMN capability consists of three components that are Governance, FMN 
Framework and Mission Network (MN). The FMN Governance component is 
established to effectively manage both the FMN Framework and each MN. The 
FMN Framework offers a structure to provide processes, plans, templates, 
enterprise architectures, capability components and tools needed to prepare, 
develop, deploy, operate and evolve and terminate Mission Networks in dy-
namic, federated operation environments [73]. Each MN provides a capability 
of the Communication and Information Systems (CIS), management, process-
es and procedures. 

From an architectural point of view, a goal of FMN is to provide a common, 
mission-wide information domain where there is open sharing of information 
underpinned by mutual trust and governed by a common rule set. The com-
mon information domain should include the fewest number of security classi-
fication levels required to meet the operational commander’s requirement in 
order to reduce the need for complex gateways or manual processes, which 
would deter information sharing. A security classification level indicates how 
sensitive information is, and a governmental body sets a level on information 
that requires protection of confidentiality, integrity, or availability. The levels 
are typically public, restricted, confidential, secret and top secret [92]. Infor-
mation in the common information domain should be managed at the lowest 
classification level permitted [73]. 

The strategic roadmap of FMN Mission Execution Environment includes 
three major phases. Figure 3 illustrates the strategic roadmap from cyber secu-
rity architectural view.  

 

 

Figure 3. The FMN strategic roadmap from cyber security perspective [73]. 
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Milestone 1 refers to a maturity level in which separate physical infrastructures 
of CIS exist per mission and per security classification level. The aim of Mile-
stone 2 is to achieve support for multiple security classification levels within 
each mission, but still with separate physical infrastructure per mission. Final-
ly, Milestone 3 aims to achieve a single common CIS infrastructure for all con-
currently existing MNs and their multiple levels of security classification. 

2.3 Implementing Cyber Security Architectures 

A cyber security architecture for military communications must include all the 
functions that are required to meet design goals and desired security level. 
Architectures create a plan for high-level direction and guidance, and provide 
guidance on requirements capture, design, and evolution. The architectures 
will be implemented through a set of detailed design models [32]. 

The CIS cyber security architecture is part of an enterprise architecture. The 
CIS cyber security architecture is a plan that aligns the organization, the CIS, 
and the technology with high-level direction and guidance [32]. The focus of 
this dissertation is to develop a technical architecture, and thus, architecture 
views of organization and processes are out of scope. 

 NATO’s security architecture called CIS Security Capability Breakdown [34] 
includes a number of high level capabilities from supply-chain management to 
education. Most of the capability areas concern security management rather 
than technical design. Implementing security capabilities defined in the CIS 
Security Capability Breakdown requires more detailed specifications as the 
level of technical design is not sufficient enough for building technical security 
functionality for future communication systems. 

Military communication systems should be designed to provide battlefield 
networks that are highly automated, adaptive, interoperable, secure, and resil-
ient to all types of attacks. The cyber security architecture should take care on 
its part that a military networking system achieves the following goals [28]: 

1. Graceful degradation. Battlefield networks should be developed with a 
degree of fault tolerance along with the capability to degrade gracefully. 
The creation of critical nodes should be minimized, and move toward dis-
tributed systems. A certain level of redundancy should be built into these 
networks, also with all security services. 

2. Robustness. Robustness means a security function, mechanism, service, 
or solution, reflecting whether it is adequately strong to provide the de-
fined information protection in all circumstances [71]. A natural first 
phase in reducing cyber vulnerabilities within a system is to enhance 
overall quality of software and devices. Identifying and preventing to use 
the products with easily exploitable vulnerabilities reduces the number of 
attacks. Automated tools to detect and mitigate malicious codes should 
be developed. 

3. Rapid reconstitution. Physical attacks can and often do target multiple 
sites which means that one backup location may be insufficient. Although 
diversity has benefits, recovery may be easier and faster with homogene-
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ous, readily available systems. These two attributes must be addressed 
carefully. Another critical element that affects the ability to reconstruct 
destroyed systems, even partially, is system experts with unique 
knowledge or experience, especially with respect to integration issues. 

4. Security up front. Many security vulnerabilities in both hardware and 
software result from inadequate consideration of security during the de-
sign process. Information technology companies must be encouraged to 
carry out security training for designers and software developers and im-
prove their efforts to build in security up front. In practice, security up 
front means that security is considered from the very beginning of system 
design, and security aspect is basis for decision-making.  

In security architecture design, comprehensive principles are needed to 
achieve an effective security outcome. The principles for guiding security ar-
chitecture design may include the following [80]: 

Defence in depth. In a military context, defensive controls are designed to 
form a layered model. The objective is to build separated security domains 
with different types of security controls between them. An attacker must pene-
trate through many layers to access the most critical information. The defence 
in depth concept also defines redundancy of security controls, where the fail-
ure of one layer is mitigated by the existence of other layers of controls. 

Compartmentalization. Different assets and information with different clas-
sification levels should exist in physically or logically separated security do-
mains. Attacks that try to access higher-security domains through lower-
security domains are mitigated by using trust relationships between the com-
partments. 

Least privilege. The idea originated in military and intelligence operations, 
is that if fewer people know about confident information, the risk of unauthor-
ized access is reduced. In network cyber security, this means restrictive securi-
ty policies that allow access to and from a security domain only for the re-
quired users, application, or network traffic. All other access is denied by de-
fault. 

Weakest link. A network security system is as effective as its weakest link. A 
layered approach to security, with weaker or less protected assets residing in 
separated security domains, mitigates the necessary existence of these weakest 
links. Humans are often considered to be the weakest link in information secu-
rity architectures. 

Accountability and traceability. The principle involves the existence of risk 
and the ability to manage and mitigate it. Network security architectures 
should provide mechanisms to track activity of users, attackers, and even secu-
rity administrators. An architectural design should include provisions for ac-
countability and nonrepudiation. 

The well-known secure dimensions, confidentiality, integrity and availability 
[21, 32] provide basic information protection requirements for tactical military 
information services and networking. Prioritizing the dimensions is challeng-
ing, but information confidentiality plays a critical role in military operations. 
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Classified information is protected by all means to keep operational intentions 
secret. Disclosing critical data may cause a loss of human lives.  

Some balancing between the dimensions is also required [28]. It is possible 
to build a networking system with complete availability (available to anyone, 
anywhere, anytime, through any means). However, such unrestricted access 
poses a high danger and threat to the security of the information. On the other 
hand, a totally secure information system would not allow anyone access to 
information or services. To gain balance, in which an information system satis-
fies both the user and the security professional, the security level must allow 
reasonable access, and at the same time, protect against the most likely 
threats. 

Security services of ensuring confidentiality, integrity and availability must 
be decentralized so that the network has no single point of failure. The coher-
ency of a military network is often difficult to maintain as the network may 
split up into fragments during combat operations. 

Multilevel security requirements have become more important as building 
separated infrastructures is not cost-effective and information exchange be-
tween different security domains has become critical in military operations. In 
many cases, information sharing between the domains is provided by using 
manual methods leaving a place for undesired behavior, and causing delay in 
information sharing. At the services and infrastructure layers, the separated 
systems require information exchange gateways which provide data packet 
authentication and content monitoring services. 

Network security features must be implemented by using light weight proto-
cols and methods that will not add much overhead to data packets. An addi-
tional requirement is an ability to reconfigure communication and security 
parameters after topology changes. 

Security requirements for each functional layer are different. At the applica-
tion layer, confidentiality, integrity and availability of user and application 
must be ensured. At the services layer, the aim is to protect all services and 
control traffic against denial of service, corruption and modifications. Security 
services must provide origin authentication and integrity verification for data 
packets. The infrastructure layer concerns the protection of the network infra-
structure against unauthorized usage. The layer includes security services such 
as network access control and routing protection [90].  

The military network is a subject for military intelligence. In commercial 
networks privacy is achieved by protecting information and content. In a mili-
tary environment, protecting information content is less important than pro-
tecting communication, existence or time in many cases. Besides of infor-
mation content, an adversary is also interested in who communicates, in which 
kind of networks and where network nodes are located.  Thus, privacy re-
quirements are defined to protect data content, communication behavior and 
network control from disclosure. Privacy protection consists of data, identity, 
location, existence, time, and transaction protection [9]. 

For delay-tolerant communications, security features must guarantee that 
[10] unauthorized data is not carried through or stored in a network node, and 
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prevent authorized applications from sending bundles at a prohibited rate or 
class of service. Also, damaged or improperly modified bundles must be dis-
carded, and compromised nodes must be promptly detected and de-
authorized. 

Limited power consumption and computation capabilities of mobile tactical 
devices make networks more vulnerable to attacks such as Denial of Service 
and incapable to process computation-heavy algorithms like public key algo-
rithms. More chances for attacks are created by enforcing frequent networking 
reconfiguration of fast moving nodes. For example, it is difficult to decide be-
tween true and faked routing information. In a hostile environment, there is 
high probability for trusted node being compromised and then being used by 
enemy to launch cyber attacks or to exploit the node for other purposes. In 
other words, both insider attacks and outsider attacks need to be considered in 
challenging tactical networks, and probably these insider attacks are even 
more difficult to deal with. [111] 

2.4 Summary 

Network cyber security is one of the critical requirements for military commu-
nications, and it must be considered while networking capabilities are devel-
oped. Both the NEC and FMN concepts include a number of development 
phases with the design goals for functional area, information and communica-
tion services. The requirements for cyber security services are not described in 
details. However, both concepts identify some important areas of security. 
These requirements must be noticed in the security architecture development 
for each evolutionary phase. 

The roadmaps of the military CIS capability development extend far into the 
future including the short, mid and long term development. The roadmap pe-
riods are typically longer than those designed for commercial technologies 
which is reasonable due to interoperability requirements and large invest-
ments for decades. 

The target state is achieved through several phases. Thus, it is rational that 
network cyber security architectures are considered and designed to support 
the phases of the roadmap. While implementing cyber security capabilities, the 
security, reliability and endurance requirements must be considered. The net-
working systems must be developed to support operations in hostile and rough 
environments. 

The purpose of the next chapter is to introduce the special characteristics of 
tactical military networking, and present the requirements for secure infor-
mation services and networking for military communications. 
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3. Tactical Military Networking 

A military networking environment, especially at the tactical level, is very chal-
lenging [95]. Simultaneously, the paradigm and doctrine of Network Centric 
Warfare (NCW) [2] increases demands on military communications and net-
working. The goal of NCW is to convert an information advantage, enabled in 
part by information technology, into a competitive advantage through the ro-
bust networking of geographically distributed military forces.  

Even though social networking and human’s role has increased after the par-
adigm was introduced, information sharing and communications systems and 
technologies play a critical part of building situational awareness and infor-
mation sharing capabilities to the actors of the battle space [114]. The effective 
linking means that distributed troops can generate synergy through which re-
sponsibilities and current tasks can be dynamically reallocated to adapt to 
changing situations. Effective information sharing requires the establishment 
of a robust, high-performance information service systems and networks that 
are able to provide all required services for warfighters across the whole armed 
forces. [114] 

To achieve the full capability of network centric end user services, seamless 
networks with flexible information sharing are required. At the same time, the 
tasks of a military mission and battle space conditions set up high require-
ments for information security in these networks and services. Battle space 
conditions provide new demands for security solutions. Legacy and commer-
cial standards, security architectures and techniques are often too complex, 
static and non-reliable for tactical military networking. Implementing com-
mercial off-the-shell (COTS) security technology into military systems is often 
difficult or even impossible. [52] 

This chapter concentrates on introducing of the special characteristics of tac-
tical military networking, and presents the requirements for secure infor-
mation services and networking. 

3.1 Overview 

Tactical military networks are designed and built for the tactical-level military 
operations to enable command and control, firing, intelligence and other oper-
ational warfighting services. Originally, these networks were implemented for 
voice communications, but today the main purpose is to transfer data for sev-
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eral applications and services. A part of the tactical networks operates under 
extreme circumstances while they are deployed in harsh environments where 
temperature, weather and other factors set high requirements for functioning. 
As the tactical networks support moving troops, wireless links are often an 
only realistic manner to connect troops. 

 
 

 

Figure 4. Heterogeneous nature of tactical networking environment. 

Figure 4 illustrates the heterogeneous nature and structure of a tactical net-
working and communications system. At the highest level of tactical edge, the 
communications system is built to support operational commands, such as 
joint commands that are typically located in fixed locations (bottom left of 
Figure 4). Mobile services are not mandatory, but there may appear some 
needs inside of the headquarters’ facilities. [19] 

At the task force or brigade level, networking services are based on deploya-
ble communications system (center of Figure 4). Networking system is recon-
figured according to the phases of the operations, but the services are not pro-
vided to support on the move features. At the individual soldier or warfighter 
level, the networking subsystem consists of the tactical networking services 
supporting a company or platoon level warfighting. This means that services 
are built to support command and control on the move. 

3.2 Tactical Networking Environments 

Roughly, a tactical networking system consists of network nodes and commu-
nication links between them. However, the operating environment is different 
at each level of warfighting. Tactical networking architecture may be decom-
posed into three information technology (IT) environments, each of which 
represents a unique category of mission functions [57]. These networking en-
vironments are the enterprise environment, the installation environment, and 
the operational environment. 

Each networking environment are decomposed into mission environments, 
that represent the physical environments such as office environments, com-
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mand posts, foxholes, etc. In general, each networking environment provides 
IT capabilities, but the requirements for these services are generated from the 
user needs focused on each type of mission environment [57]. 

The enterprise networking environment is the backbone for tactical commu-
nications. It enables interoperability, and connects all users operating 
throughout the network. Unlike the other networking environments, the en-
terprise networking environment has very few dedicated end-users. The envi-
ronment is generally characterized by high-capacity and always-on transport, 
and by shared computing. 

The installation networking environment encompasses the portion of net-
works that is physically located on fixed and temporary posts, camps, and sta-
tions. The environment is generally characterized by reliable transport and by 
mature and connected computing at all levels. It utilizes enterprise network 
services, provides local network services, and hosts mission-specific applica-
tions. [57]. 

The operational networking environment consists of physically deployable 
and mobile networking systems. It directly supports operational units whether 
they are based (at an installation), or deployed [57]. The environment is de-
signed to operate in dynamic, less environmentally controllable, and mobile 
environments, without fixed IT infrastructure. The environment is generally 
characterized by disconnected, intermittent, or limited communications, fre-
quency-based transport, and local computing and server capabilities. It con-
sumes limited enterprise services and locally provides and hosts all required 
applications not otherwise available. Table 2 presents the attributes of each 
networking environment. 

Table 2. Networking environments and their characteristics. 

 Networking Environment 
Attribute Fixed Deployable Mobile 
Communication 
links 

Fixed optical and copper 
lines, satellite links 

High capacity links, 
optical and copper lines, 
satellite links. 

HF/VHF (data) radios 

Topology Static Dynamic Ad hoc 
Link capacity Mbps - Gbps Mbps kbps 
Latency Milliseconds Hundreds of millisec-

onds 
Seconds 

Connectivity Assured Disconnection may 
appear. 

End-to-end disconnection 
may be more common than 
connection. 

Queuing Times Very short The queuing time could 
seconds, and in mes-
sage systems it could be 
minutes. 

The queuing time could be 
extremely large (hours, per-
haps days). 

Interoperability Commercial, civilian 
technology ensures 
good interoperability. 

Mixture of military and 
civilian technologies, 
tolerable interoperability. 

Many special protocols, not 
designed for interoperability. 

Node Longevity Nodes are mostly locat-
ed in physically protect-
ed environments, great 
longevity. 

Physical protection 
available in some situa-
tions. 

Nodes are placed in hostile 
environments, nodes not be 
expected to last long due to 
environmental dangers or 
power exhaustion. 

Duty Cycle 
Operations 

Network devices backup 
powered, power infra-
structure available. 

Most critical devices 
backup powered, lacking 
power infrastructure. 

Network devices often run off 
batteries when nodes are 
deployed in areas lacking 
power infrastructure. 

Resources Memory and processing 
capabilities of devices at 
a necessary level. 

Memory and processing 
capabilities of devices at 
a necessary level. 

Limited memory and pro-
cessing capabilities are used. 

Protocols IP IP/ Proprietary Proprietary 
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Qualitatively, the tactical military networks are characterized by latency, 
bandwidth limitations, error probability, node longevity, or path stability, 
which are substantially worse than is typical of static networks as the Internet 
[23]. It is natural to use the performance of the Internet as a baseline due to its 
enormous scale and influence [23]. 

The tactical communication systems are expected to operate in hostile envi-
ronments where mobile nodes, environmental factors, or intentional jamming 
may cause disconnection. The network topology at the warfighter level is ad 
hoc based, and the capacity of the combat net radios (CNR) is typically limited 
to 64 - 256 kbps. The capacity of the deployable radio relays varies from a few 
megabits up to hundreds of megabits. However, in the near future emerging 
technologies such as software-defined radios will provide higher capacity even 
to the mobile users with 1 – 100 megabit connections [68] depending on cir-
cumstances and distances. 

Priority features of the tactical network may cause traffic delay because data 
traffic on these networks may have to compete for bandwidth with other ser-
vices at higher priority. Data traffic may have to unexpectedly wait several sec-
onds or more while high-priority voice traffic is carried on the same underlying 
links. The tactical systems may also have especially strong infrastructure pro-
tection requirements [23]. 

Based on the ITU-T X.805 standard [90], a tactical networking system can 
also be divided into three functional security layers: application security layer, 
services security layer, and infrastructure security layer [54]. The applications 
security layer focuses on security of the network-based applications accessed 
by end-users from a high commander to an individual soldier. The end-user 
applications are enabled by network services and infrastructure, and they con-
sist of basic C2 applications, file transport/storage applications, voice messag-
ing and email, video collaboration, etc.  

The services security layer addresses the services the network provides to the 
end-users. These services range from basic transport and connectivity to ser-
vice enablers like those that are essential for providing service and network 
access to value-added information services such as military C2 tools, location 
services, messaging, and VPN connections. 

The Infrastructure Security Layer includes the security controls of network 
transmission facilities, and individual networking elements. The infrastructure 
layer represents the most vital base when the building blocks of networks, ser-
vices and applications are created [90]. Network elements belonging to the 
infrastructure layer include individual routers, switches, servers, and the 
communication links (wireless and fixed) between these routers, switches and 
servers. 

3.3 Cyber Security Threats on Tactical Military Networking 

The emergency of large-scale cyber operations has moved network security 
attacks from the realm of hacktivists to criminal organizations and states what 
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makes threat more dangerous with potential for great economic and political 
harm. At the same time, today’s operations require military force, governmen-
tal and non-governmental organizations, and even supporting private sector to 
be globally networked which provides attackers new and even better opportu-
nities to conduct cyber attacks. Military networks and communication services 
are always an interesting target for hostile parties. There are numbers of tech-
niques and methods to attack in cyberspace, but the following attack methods 
[89] are most relevant in the context of tactical communications: 

 Cyber espionage is the act or practice of obtaining secrets (sensitive, 
proprietary or classified information) from enemies using exploitation 
methods on networks, software and or computers. 

 Gathering data means that classified data that is not securely stored or 
handled is intercepted and even modified, making espionage possible 
from the other corner of the world.  

 Distributed denial-of-services attacks are generated using a large 
number of computers controlled by an attacker launching a DoS attack 
against target systems. A huge amount of traffic prevents normal users 
to access the service. 

 Equipment disruption may put soldiers and troops in high danger. In 
military operations communication equipment is vital. Orders and 
communications can be replaced or interrupted by using different ex-
ploitation methods. 

Cyber attacks usually do not take place in one shot. Typically, the attacker first 
engages in mapping out the opponent’s networks, resources, IP addresses, 
open or vulnerable services, and so on. This is called reconnaissance or cyber 
intelligence, and the attacker may try to get information that appears to be 
harmless if discovered, but may have some impact on cyber security later. The 
reconnaissance phase is followed by exploitation of vulnerabilities, infor-
mation theft, taking over of hosts, feeding malicious information, etc. 

Wireless military communication systems such as tactical networks provide a 
larger attack surface than fixed systems because of weaker physical protection 
and radio signal propagation. The tactical networks face the same cyber securi-
ty threats as the fixed systems, but the wireless channels and interfaces cause 
some new threats. Table 3 lists some major cyber threats on the tactical wire-
less systems [93]. 

The passive methods include wiretapping and traffic analysis. In the tactical 
environment, wiretapping is a potential risk for losing confidential data, and it 
is almost impossible to avoid it. Traffic analysis is a consequence of succeeded 
wiretapping. Although all traffic is encrypted traffic analysis may provide criti-
cal information of communication profiles and command structures. 

The active methods consist of packet replay, fraud counterfeiting, packet 
tampering, and denial of service. The purpose of packet retransmission is to 
cause malfunctioning in a target system. For example, a software defined radio 
may change transmit frequencies as a result of a fake packet. Fraud counter-
feiting enables communication with unauthenticated network nodes as a node 
uses a fake identity. [93] 
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Table 3. Passive and active cyber threats on the military information service infrastructure. 

Threat Description Security risks 
Passive   
Wiretapping Interception of transmitted data 

packets. 
 

Access to confidential 
information. Disclosure of 
the structure of network or 
importance of various 
nodes. 

Traffic analysis Analysis of characteristics of 
packet frequency, length and etc. 

Disclosure of the commu-
nications profiles and us-
ers.  

Active   
Packet replay A data packet is re-transmitted. Undesired functions in the 

target system (malfunc-
tioning). 

Fraud counterfeit-
ing 

A network entity behaves as an-
other entity to carry out network 
activities,  

Communication with unau-
thenticated network enti-
ties. 

Packet tampering Data is modified, or deliberately 
delayed transmission, or a pas-
sive change in the order.  

Integrity failure, delays, 
traffic fluctuation, network 
congestion. Injection of 
malicious code. 

Denial of service An authorized entity cannot ac-
cess to the services 

Service availability failure. 
Critical systems and ser-
vices are not available 
when required. 

 
The purpose of the packet tampering is to modify packets or packet transmis-
sion between network nodes. This could be used to corrupt messages or act as 
a relay that corrupts selected frames. By modifying data packets  malware 
could be injected into the system. The enemy also attempts to cause blackouts 
to the opposite’s communications systems. Denial of service attacks is an effi-
cient method in which services are overloaded to deny service availability. A 
challenge with tactical networks is that these networks are not always connect-
ed to the global internet, and thus this attack requires other means to gain 
connection to the tactical ICT servers [93]. 

3.4 Summary 

Military operations require reliable and secure communications networks also 
at the tactical level. At the tactical level, communication systems consist of 
several subsystems with certain capabilities depending on deployment scenar-
ios. Thus, the communications infrastructure in the tactical environment is 
very heterogeneous. The infrastructure includes several technologies support-
ing both fixed and mobile users. 

Managing cyber security of the heterogeneous system of systems is challeng-
ing due to variety of technologies and protocols, movement of the network 
nodes, changes in topology, and loss of connectivity and at worst, network 
nodes. The tactical networks are subject to a wide spectrum of cyber threats. 
Commercial solutions used in military systems provide the adversaries many 
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benefits when searching vulnerabilities and creating exploits. Both the passive 
and active methods are used to disturb and damage communication networks, 
or to steal or modify data. 

The next chapter presents three approaches to improve network cyber secu-
rity prior to the coherent phase of the NEC roadmap (see Figure 2). 
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4. Developing Security Architectures 
Prior to the Coherent Phase 

This section focuses on architectural development before the coherent phase 
networking (see Figure 2). During these previous phases (coordination and 
collaboration), security improvements are provided by developing legacy ar-
chitectures without changing the fundamentals of a cyber security architec-
ture. 

In the coordination phase, the interoperability of security functions is 
achieved by implementing common security solutions. Interoperability is 
reached through the agreements of using similar security controls and proto-
cols. For the coordination phase, the chapter introduces a security architecture 
for privacy protection (P1). 

As previously described, one of the important goals of the collaboration 
phase in the NEC development process is to implement multilevel security 
capabilities. The chapter presents an architectural framework for multilevel 
security (P2), but it also introduces an architecture for secure delay-tolerant 
networking (P3) as an example of adding new functional layers into the legacy 
security architectures. The chapter presents the essential results of Publica-
tions 1 - 3, while the papers themselves provide further details. 

4.1 A Security Architecture for Privacy Protection 

As it was stated in the previous section, privacy is one of the key functions dur-
ing warfighting. Disclosing critical data may cause deaths and operational fail-
ings. Threat against privacy includes all means of military intelligence such as 
signal, open source and human intelligence. Tactical networks have become 
more wireless, which makes the usage of electronic warfare capabilities easier. 
Wireless nodes could be located by tracking radio frequency (RF) signals and 
recording them. 

Privacy in this study is understood as unauthorized data exposition, and thus 
the level of privacy is not mathematically defined or measured. There are 
many well-known measures for privacy such as k-anonymity [97] and ε-
differential privacy [22]. k-anonymity seeks to hide individuals within groups 
of indistinguishable records. A release of data is said to have the k-anonymity 
property if the information for each entity contained in the data set cannot be 
distinguished from at least k-1 individuals whose information also appear in 
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the same set. ε -differential privacy, based on confidentiality, seeks to limit the 
knowledge gain provided by the output data. ε-differential privacy uses a ran-
domized algorithm to guarantee that presence or absence of an individual will 
not affect the final output of the query significantly. These measures could be 
used for evaluating and developing the technical security mechanisms pre-
sented in the proposed architecture. 

Figure 5 illustrates a security architecture (presented in P1) with privacy pro-
tecting mechanism at each layer of a networking system. The architecture in-
cludes the layers according to the IP stack with two additions that are the host 
layer and the packet layer. In the architecture, the infrastructure layer is pro-
tected using physical connections such as optical and copper cables, or in a 
case of wireless communications, methods such as frequency hopping or 
spread spectrum techniques. Protection of the MAC protocol is provided with 
link encryption and link authentication whenever required. At the packet lay-
er, privacy is ensured by using packet level authentication (PLA) in which data 
packets is authenticated using digital signatures and forwarded only through 
valid routes, and to some extent on the network level, for example, using IP 
Security Protocol (IPSec).  

The IP level at the services layer is protected by using with IPSec together 
with the IKE protocol for key exchange. The host layer, originally from the HIP 
[76] architecture, adds a cryptographic namespace to the IP stack, thus ena-
bling authentication, mobility, multi-homing, and easier IPv4/IPv6 transition 
in a sound way [76]. The transport layer provides similar services as IPSec, 
and these are data origin authentication, confidentiality, and integrity verifica-
tion. On the transport layer, protocols such as TLS/SSL and SSH [12] are ap-
plied. Whether to deploy network or transport layer security depends on the 
situation. 

 

  

Figure 5. A security architecture for privacy protection (P1). 

The protection of the application layer includes Content-Based Information 
Security (CBIS) [8], end-to-end encryption and Service-Oriented Architecture 
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(SOA) [55] techniques. Management and access control, and future multilevel 
security capabilities concern all the layers to ensure overall management and 
to provide the ability to process information belonging to the different security 
domains. 

The presented architecture ensures privacy with many means at each layer of 
the network system. At the application layer, content privacy can be ensured 
by encryption and access control. Furthermore, functional measures such as 
avoiding the usage of identity or role information, especially in clear text, 
should be enforced. Location privacy needs to be ensured by measures at the 
infrastructure layer. Existence privacy can be enforced, for example, by ste-
ganography in which a file, message, image or video is concealed within anoth-
er file, message, image or video [45].  

The services layer comprises the transport, host, and IP layers of the protocol 
stack. The content of the communication can be protected by encryption. Iden-
tity of nodes can be enforced by not using IP addresses as an identifier, but 
only as a location identifier, and to ensure that cryptographic identities can be 
protected by anonymity schemes or multiple certified cryptographic keys. Lo-
cation privacy may be ensured by various packaging means [24]. Existence 
privacy of identities may need to be enforced on lower levels, however, user 
behavior through sufficient training typically reduces the amount of traffic in 
the network and therefore ensures better protection with respect to location 
and existence. Transaction privacy can be enforced by encryption of the IP 
packet together with scrambling to protect the length of the IP packet which 
may give away the type of signalling.  

 The infrastructure layer comprises the IP, packet, MAC, and the physical 
layer of the protocol stack. At this layer, privacy can be enforced by network 
design (placing of nodes, usage of dummy transmitters), networking proce-
dures (mobility, radio silence, trafficking patterns), radio technology (spread 
spectrum, frequency hopping), transmission power and direction, and access 
control to network resources. 

4.2 Multilevel Security Framework 

Multilevel security (MLS) capabilities are a key to improve data processing and 
sharing between several stakeholders on the battlefield. Publication 2 presents 
a MLS architectural framework depicted in Figure 6. The framework repre-
sents MLS as an entity which has functional elements and areas. Implement-
ing the MLS capability is based on a common policy which covers all the au-
thorities, and includes all the classification levels and domains. To guarantee 
interoperability between content, communication and network elements, a 
Service Level Agreement (SLA) is provided. SLA includes an agreement of 
supported capabilities between the content, communication and network ele-
ments. 

On the content level, multilevel security is executed by implementing Con-
tent-Based Information Security (CBIS) capabilities. Basically, all classified 
information is processed in a same physical infrastructure and operating sys-
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tem. In a CBIS system, the security domains are created on the content level, 
instead of the system level. On the communication level, MLS is supported 
using the “edge” device (the boxes with letter E in Figure 6) with security ca-
pabilities. 

The network layer consists of protected core networking (PCN) [34] ele-
ments. PCN is a concept to be used to implement a flexible transport infra-
structure that supports future military operations based on NEC. PCN is based 
on creating a loose coupling between CBIS domains and the transport infra-
structure meaning that the CBIS domains are allowed to move to another loca-
tion and reconnect to the PCN core without any manual configuration. PCN 
focuses on the provision of high service availability, also in high-threat envi-
ronments. The PCN network includes a set of security features to support in-
formation transportation in the sense of MLS. Security services provided on 
each layer are presented in the following chapters. Publication 2 explains the 
services in more detail. 
CBIS provides a single physical and virtual IT infrastructure environment that 
interconnects different information domains for command and control, infor-
mation sharing, and situational awareness dissemination, while enforcing and 
maintaining security and privacy concerns. CBIS distributes the access control 
information to the content or documents [49]. 

 
 

 

Figure 6. A concept of MLS framework. 

CBIS considers the issue of sharing information in such a way that the content, 
while placed in a shared domain or transmitted cross domains, is protected 
end-to-end, and only authorized users may gain access to that information. 
CBIS is also characterized by multiple independent, yet co-operating security 
domains, which need to interchange content as well as access control infor-
mation with each other. CBIS encrypts and signs all of the content and related 
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metadata. Most of the CBIS requirements rely on proper selection and expres-
siveness of the underlying cryptographic schemes to be used for the key man-
agement.  

At the communication level, MLS defines the capabilities needed to connect 
CBIS domains into the PCN network segment. The main services produced by 
the communication level element are: 

 Fixed transmission Rates (to prevent critical information to be discov-
ered)  

 Flow control (Quality of Service for critical information)  
 Peer discovery (enables to set up connections between two different 

CBIS domains without pre-knowledge) 
 Multicast group mapping (functionality to allow mapping of multicast 

groups between CBIS domains) 
 Seamless relocation of CBIS domains 

 
The PCN trusted network provides following basic services and characteristics 
[34] at the network infrastructure layer: 

 Authentication (supporting seamless connectivity, connection between 
PCSs) 

 Risk level feedback (requires superior knowledge and dynamic real-
time risk assessment) 

 Traffic flow confidentiality 
 Trust-based routing 
 Dynamic accreditation of a PCS (a method to accredit (or reject accred-

itation of) the systems even in the presence of frequent changes) 
 Federated security management (ability to exchange management in-

formation (related to the risk level, security policies, and key manage-
ment) between PCSs. 

 
The features of PCN bring many benefits to both network users and operators. 
Traffic flow confidentiality is guaranteed because the protected core knows 
which paths in the network offer confidentiality. The purpose of traffic flow 
confidentiality is to hide communication structures and hierarchies. PCN sup-
ports seamless mobility of security domains by offering dynamic set-up of se-
cure connections. The PCN supports transporting information from different 
classification (CBIS) domains in the same physical infrastructure. Traditional 
cryptographic separation is used between information security domains. 

Traditional ad hoc management does not provide the means to respond to 
changes in the network environment in an automated fashion. In PCN, the 
management agents that enforce the security policy are network nodes. The 
nodes have to communicate with the management system constantly in order 
to receive policy updates or report back their status with respect to the en-
forcement of the current security policy. In order to provide a trusted path 
through the network, a standard requirement in the network element security 
policy is for each node to authenticate the link that it monitors. As a result, all 
links in the element are authenticated. 
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In order to ensure proper MLS services, a Service Level Agreement (SLA) 
must be negotiated. The SLA must cover available security and communica-
tions services including necessary parameters such as bandwidth, delay, cryp-
tographic schemes, authentication protocols, and priority. The SLA enables 
service predictability for the CBIS domains, and gives the PCN network the 
ability to differentiate services according to policy (e.g., ensuring that CBIS 
domains with critical data are not prevented from receiving service). 

Understandable policy is the key to manage MLS in the whole information 
and communication system supporting the network-centric warfare. Policy 
should state explicitly what the system must do. Policy explains very clearly 
how classified information is processed and shared, and how clearance levels 
of users and classification of information are provided. 

Publication 2 presents some challenges of implementation but an important 
research area will be integration of CBIS and PCN mechanisms. Integration 
issues concern for example key management,  identification and service access 
capabilities, and cross-layer functionalities. 

4.3 Delay-Tolerant Networking 

Several security architectures for DTN are presented, but a common thing for 
all the architectures is that they only focus on a certain part of network securi-
ty such as trust models, authentication and key management. In Figure 7, a 
security architecture for tactical DTN is presented. The architecture is inspired 
by the architectures presented by Candolin [9] and Wang [111]. 

In the proposed architecture (P3), the content level handles “end-user prod-
ucts”, such as information or services. The communication level takes care of 
the distribution of the content as well as protocol signaling. The network level 
comprises the physical network infrastructure. The architecture also includes 
policy and management segments. The architecture is described in more detail 
in Publication 3. 
 

 

Figure 7. A security architecture for tactical DTN. 

Security on the content level ensures confidentiality, integrity, availability, and 
trustworthiness of the content as well as verifiability of the source. On the 
communication level, security is ensured end-to-end between communicating 
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nodes, and protocol signaling is protected. Communication level security ser-
vices include data origin authentication, confidentiality and integrity verifica-
tion. The network security level is concerned with protecting the network in-
frastructure and includes services such as network access control and Denial-
of Service (DoS) protection. 

To ensure confidentiality, availability and trustworthiness at the content lev-
el, the concept uses the previously introduced CBIS. The communication level 
ensures secure information transport between endpoints.  The layer consists of 
the DTN protocols (the bundle protocol and convergence layer). Bundle Secu-
rity Protocol (BSP) [99] has developed to improve security capability of the 
original bundle protocol. BSP provides data authentication, integrity and con-
fidentiality services. BSP provides separate capabilities to protect the bundle 
payload and additional data that may be included within the bundle. 

The network level provides the capabilities to protect physical transport and 
provide network access control for tactical DTN. The network level includes 
the physical, link and bundle transport layers. In the tactical networks, physi-
cal security is provided for example using frequency hopping and spread spec-
trum techniques in wireless systems or using optical cables between the com-
munication nodes. Physical security is also increased by utilizing specific net-
work tactics (movement, radio silence, trafficking patterns) and using robust 
network design (placing of nodes, usage of dummy transmitters). 

As with Publication 2, practical integration of BSP and CBIS requires further 
research. Cross-technology transactions and communication remains open.  
For example, how key management for CBIS is implemented to guarantee a 
reliable key exchange in a delay-tolerant networking system where communi-
cation links are not continuously maintained. 

4.4 Summary 

Before the coherent phase development, the security improvements include 
common security solutions and multilevel security. The proposed security ar-
chitecture for privacy protection includes many security protocols that could 
be used as the common solutions for military operations. The architecture in-
cludes various protocols to be used at the different layers of a CIS system. 

Multilayer security capabilities are key requirements for the collaboration 
phase. The presented architecture is based on the PCN core and CBIS domains 
that are allowed to move around the core transport system. The CBIS domain 
enables processing and sharing data from all classification levels in a same 
physical infrastructure. The DTN cyber security architecture integrates CBIS 
and BSP to provide delay-tolerant networking system.  

A main challenge with the all architecture is how to manage complexity of 
the systems in the tactical warfighting environment. The layered approaches 
require some cross-layer communication. The key management for CBIS may 
appear challenging as all data elements are separated by a specific key. 

To support cognitive networking in the NNEC coherent phase, and to pro-
vide a holistic approach for network cyber security, a new approach is re-
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quired. The next chapter introduces a cognitive networking paradigm, and 
presents how cognitive features are used to improve network cyber security. 
The chapter also proposes a novel network cyber security architecture with 
cognitive layer. 
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5. Developing Security Architectures for 
the Coherent Phase 

In the Coherent Phase of the NEC development (Figure 2, page 13), the net-
working and information infrastructure is based on cognitive systems and be-
haviour. Military communications networks must be self-aware to govern 
themselves and provide resilient communications capabilities for applications 
and services. Self-awareness is a prerequisite for learning that is a critical ele-
ment to reduce human involvement. Although, some existing breakthroughs 
such as machine learning, reasoning techniques and biologically inspired 
computing may be used for building cognitive behavior into military networks, 
more innovations are demanded. [60] 

Cognitive networks are a promising paradigm and the future of military 
communications.  Cognitive networks are simply needed because they enable 
network operators to focus on other important issues instead of manual net-
work configuration and management [60]. Especially in a military tactical en-
vironment, soldiers should not concentrate on managing military networks, 
but conduct their main warfighting tasks. Manual configuration provides a 
higher risk for misconfiguration and causes delays when redeploying the net-
work systems during military operations. 

Cognitive networks [60, 103, 105] can dynamically adapt its operational pa-
rameters in response to user and service needs or changing environmental 
conditions. The networks can learn from these adaptations and exploit 
knowledge to make future decisions.  The applications of cognitive networks 
enable the vision of pervasive computing, seamless mobility, ad-hoc networks, 
and dynamic spectrum allocation, among others.   

This chapter introduces the cognitive networks, and presents the main fea-
tures of these networks. The chapter also discusses on the promises of cogni-
tive capabilities for military networking, and presents three conceptual appli-
cations (P4 - P6) to improve network cyber security.  The aim is to show how 
cognitive capabilities enhance security in military communications networks. 
The chapter presents a cognitive-network based cyber security architecture for 
tactical military communications (P7). 

5.1 Cognitive Networks 

The cognitive networks provides a smart communication platform which could 
observe its internal and external environment, plan, decide and adjust its pa-
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rameters as a result of this process. The adjustment is done according to the 
desired goal, which could be set by users, applications or other services de-
pending on situation. Because of this automated functioning, the hostile envi-
ronment and dynamically changing goals, overall security of the network is 
challenging to obtain, although the cognitive layer is in theory able to take care 
of all the security requirements. 

The basic functions of the cognitive networks include observation, learning, 
decision-making, self-management, and automatic configuration [60]. Thom-
as et al [102, 105] describe cognitive networks as: 

 
A cognitive network is a network with a cognitive process that can perceive cur-
rent network conditions, and then plan, decide, and act on those conditions. The 
network can learn from these adaptations and use them to make future deci-
sions, all while taking into account end-to-end goals. 
 

The cognitive aspect of this description is similar to those used to describe a 
cognitive radio and broadly includes many simple models of cognition and 
learning. Unlike cognitive radios, cognitive network do not restrict its scope in 
radio spectrum. CN tries to exactly perceive the current network situation and 
plan and decide to meet the end-to-end goals in an entire network aspect. CN 
learns through this adaptation and uses information of these previous actions 
in future decisions. As new aspects, the definition introduces the terms net-
work and end-to-end goal. Without the network and end-to-end approach, the 
system may only perform as a cognitive device or network layer, but not as a 
cognitive network in a wide scale. 

In the definition, end-to-end represents all the network elements involved in 
the transmission of a data flow. In military communications, this includes e.g. 
the tactical radios, radio relays, routers, switches, virtual connections, encryp-
tion devices, interfaces, or wireless waveforms. The end-to-end goal which is 
typically defined by a client-server type of service, gives a cognitive network its 
network-wide scope. This separates the scheme from other adaptation ap-
proaches, which usually have a scope of single element, layer or resource. 

5.1.1 Cognitive Process  

An important element of the cognitive network is a cognitive engine or process 
that includes all learning and decision-making features needed to reach service 
level goals. The cognitive process could be regarded as the commonly known 
OODA loop [6], in which the network observes, orients, decides and acts. The 
cognitive process attempts to exactly perceive the current network situation 
and plan and decide to meet the end-to-end goals in an entire network aspect. 
Figure 8 presents the phases of the OODA loop in context of networking.  

First, in the observation phase, the network collects status information from 
all relevant sources. The phase is critical as the effect of a cognitive network’s 
decisions on the network performance depends on how much correct network 
status information is available. If the cognitive network has all knowledge of 
the entire network’s state, cognitive decisions should be more “correct” than 
those made in ignorance. For a complex and heterogeneous system such as 
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military tactical networks, it is unlikely that the cognitive network would know 
the exact system state. Transferring status information through all network 
elements may be high costly, meaning CN is required to work with less than a 
complete picture of the network resource and performance status.[102] 

The observation phase is followed by the orientation phase in which all ob-
served information and previous knowledge are added together and analyzed.  
For learning capabilities, an appropriate amount of history data has to be 
available to the cognitive process. Learning is an important part of the orienta-
tion phase as it may prevent the recurrence of past mistakes in future deci-
sions. Various methods such as filters and weighting may be used in the orien-
tation phase. During the decision phase, the best decision for the desired end-
to-end goal is made.  

 

 

Figure 8.  The OODA loop in context of cognitive networking. 

Finally, a network adjustment is provided through the acting phase. The ad-
justment includes modifications and reconfiguration of cognitive network el-
ements. The network nodes are also allowed to act selfishly and independently 
(in the context of the entire network) to achieve local goals, but the local goals 
must be resulted from the end-to-end goal. The accomplished actions have a 
straight effect to the observed environment or network state, thus a feedback 
loop is created in which past interactions with the environment guide current 
and future interactions. 

5.1.2 Cognitive System Framework 

Figure 9 illustrates a cognitive system framework [105] including three func-
tional levels. The end-to-end level includes applications, users and resources 
which form the end-to-end goals to be achieved at an appropriate service level. 
The cognitive level consists of three components that are the specification lan-
guage, cognition layer, and network status sensors. These components provide 
the actual intelligence of the cognitive level, and allow the level to interface 
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with the configurable network elements and the users and applications on the 
end-to-end level. 

 

  

Figure 9.  A cognitive system framework. 

For connecting the top level requirements to the cognitive level, an interface 
layer must exist. Information about the goal must not be globally known by 
network nodes, but needs to be communicated between the source of the re-
quirements and the local cognitive processes. Other requirements for the spec-
ification language include for example a support for distributed or centralized 
operations with the information sharing between multiple cognition layers. 
The specification language does not actually provide cognitive processes, but 
the language layer is required to translate application level requirements for 
the cognitive layer. 

The cognitive process of the network can be either centralized or distributed. 
In a military environment, the requirements for high-resilience mean that 
each node should be able to maintain a cognitive process, providing an argu-
ment against the centralized solution. The cognition layer contains the cogni-
tive element of the framework. Typically, cognition is provided through vari-
ous machine learning algorithms such as neural networks, genetic algorithms, 
artificial intelligence, Kalman filters and learning automata algorithms [102]. 

The network status sensors provide feedback from the network to the cogni-
tion layer, and the sensors also allow the cognition layer to observe patterns, 
trends, and thresholds in the network for possible action. To be able to report 
a connection status the cognitive layer must have an ability to manage the sen-
sor. The sensor layer is also capable to distribute their information to the en-
tire network. 

The software adaptive network layer consists of the network application pro-
gramming interface (API) and configurable network elements. The network 
API provides a generic interface to adjust network parameters according to 
actions decided by the cognitive layer. Another responsibility of the API is to 
notify the cognitive network of what the operating states of the network ele-
ments are. Many modifications to the network stack require that all the links 
and nodes are synchronized and operating in the same mode. The communica-
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tion required to synchronize these states is the responsibility of the software 
adaptive platform and could be realized either in or out of channel. 

5.1.3 Characteristics of Cognitive Networks 

The basic assumption is that the cognitive network provides better end-to-end 
performance than traditional, non-cognitive communication networks. Cogni-
tive processes improve network resource management, quality of service 
(QoS), security, access control, and many other network-determined objectives 
[104]. The performance of the cognitive networks is only limited by the adap-
tation ability of the network elements. An ideal cognitive network functions 
proactively rather than reactively so that adaptation takes place before actual 
problems appear. 

Cognitive networks have three basic characteristics: situational awareness, 
learning and decision-making abilities, and fully controlled network parame-
ters and settings [60]. Situation awareness is generated through network's 
ability to observe the environment and the state of the network, and thus to 
form “understanding” of external and internal conditions. For network optimi-
zation, it is important that the network nodes share their status information 
with other nodes. In cognitive radio networks, an important factor is the abil-
ity of sensing the electromagnetic spectrum in place or time to find free radio 
channels. Learning consists of a network's ability to learn from past events, 
and decision-making is the ability to make decisions based on situational 
awareness and learning. 

5.2 Benefits of Cognitive Networking for Network Security 

The cognitive networks present a novel, motivating approach for the develop-
ment of the future military communications systems. In theory, the cognitive 
networks will offer better networking and security capabilities to meet the high 
requirements of battlefield communications. From a network performance 
point of view, the following value-added factors can be highlighted: 

 Speed of adaptation 
 Interoperability 
 Usage of network resources 
 Security 

Cognitive, self-adaptive networks are able to respond quickly to the changing 
service level and performance requirements, primarily caused by developing 
operational needs. This may require updates for example in network topology, 
resource allocation, and security levels. Cognitive networking reduces the de-
lay of manual network planning and configuration. Faster network conver-
gence accelerates the deployment of tactical networks, and thus information 
sharing between the troops and actors. 

Achieving the maximum effectiveness of network centric operations, full in-
teroperability between the actors’ networking systems, interfaces and proto-
cols is required. Interoperability is a key for modern warfighting and especially 
for joint operations where military services and branches conduct operations 
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side by side supporting each other. Cognitive, software-programmable net-
work devices enable complete adaptation of network protocols and parameters 
[25]. For example, the waveforms in tactical radio networks can be modified in 
such a way that the nodes do not interfere with each other. The cognitive pro-
cess allows the actors equipped with different types of systems to communi-
cate with the others. Improved interoperability enhances also the reachability 
of network nodes. The more nodes are compatible, the wider area of network 
coverage can be obtained. Gateways between cognitive network elements are 
transparent enabling open information flow between the network elements, 
and thus the quality of information can be maintained at the high level as this 
information flow remains unmodified while it passes the nodes. 

In tactical military networking, the efficient usage of the network resources 
particularly means the efficient utilization of electromagnetic radio spectrum. 
Legacy radio technology only supports partial utilization of the frequency spec-
trum. The cognitive radio network is able to identify and utilize idle parts of 
the spectrum [25]. In the future, dynamic spectrum usage will be a mandatory 
capability as the number of wireless devices keeps growing. The effective use of 
network resources is not only limited to the efficient use of spectrum as the 
cognitive network is also able to utilize available bandwidth capacity, security 
controls and other resources. The efficient use of network resources also 
means that information services do not allocate too much network capacity or 
resources. 

From the perspective of this thesis, security is the most interesting factor. In 
theory, a cognitive system is able to observe and adjust all the security parame-
ters throughout the entire communication network. The network is able to 
adapt its security mechanisms and parameters according to the end-to-end-
goals derived from the network security policies. The network is able to adapt 
automatically to the desired security level, which minimizes security vulnera-
bilities caused by human errors and omissions. The cognitive process can con-
trol and monitor overall security instead of having separated management 
processes for each security control. 

As the previously described cognitive process controls all the elements of a 
communications network, a CN based network enables a holistic and dynamic 
approach for managing security parameters, building situational awareness 
and protecting mission critical networking. Through automated adaptation all 
the security parameters and controls can be continuously adjusted to provide 
the best available protection against current threats. The optimization of secu-
rity parameters is provided through the entire network and all the layers which 
means that all conditional events are considered during the adaptation pro-
cess. 

 In a networking system, privacy must be ensured at all the layers and enti-
ties. There are many methods, such as packet level authentication (PLA) [9] or 
data encryption, to build privacy and confidentiality, but guaranteeing that the 
privacy requirements are met through all the layers and network elements 
demands a common and distributed process such as a cognitive process. 

The cognitive layer may also provide secure data processing in and between 
different security domains (e.g. confidential, secret, and restricted) as new 
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efficient security controls such as flow control (domain access, information 
sharing between different domains), risk level feedback and trust-based rout-
ing are implemented within a cognitive system (see Section 4.2). 

A cognitive network is a promising approach when concerning network ro-
bustness and resilience. In military networking, the environmental conditions 
vary a lot, and a hostile adversary is always present. Network nodes may lose 
their connectivity causing a need for delay tolerant capabilities and disaster 
recovery. The cognitive process may bring some advantages when delay-
tolerant (P3) and distributed operational capabilities are required for military 
missions. 

Situational awareness (SA) is a key functionality to build overall understand-
ing of network security including cyber threat evaluation, risk assessment, and 
the knowledge of the network state and performance. SA plays a critical role 
when a network is adjusted during operations. With incomplete decisions the 
situation may lead to the conditions where the network is not operational an-
ymore. Through the cognitive process, SA could be established automatically 
and preciously. Several methods could be applied for building SA.  The Self-
Organizing Map is an example of these methods (P4). 

Cognitive networking also provides a support to dynamic information service 
configuration. Static configurations are attractive to attackers as a configura-
tion do not change between intelligence and attacking phases. Instead of hav-
ing a static network configuration, dynamic service configuration makes a mil-
itary network a moving target for the adversary (P6). The cognitive network 
may change its information service configuration randomly or with a certain 
rule so that the attacker’s intelligence information expires before the attack 
will influence. 

The cognitive process enables an automated cyber threat management. The 
cognitive process is able to collect threat data from various sources and to ana-
lyze this data to create threat awareness. Publication 5 introduces a layered 
framework of cyber threat management for cognitive networking. The frame-
work provides functionalities to identify threats, and to run a risk assessment 
process automatically. Through the previous strengths, the opportunities of 
the cognitive security management include faster adaptation to a changing 
environmental and threats, effective resource-usage, enhanced privacy and 
data confidentiality, higher robustness and resilience, and better situational 
awareness and overall security management. 

5.3 Improving Cyber Security Using Cognitive Process 

As it was stated in the previous section, the cognitive network includes many 
advantages for tactical military communications. The cognitive layer provides 
several benefits when cyber security architecture for military networking is 
developed. The following sections present three architectural design cases in 
which the cognitive behavior potentially improves networking security. In the 
first case, a self-organizing map is used to build situational awareness in a 
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cognitive network (P4). The second case concerns threat management (P5), 
and the third one introduces a cognitive service management (P6). 

5.3.1 Situational Awareness of Network Security 

Situation awareness in a cognitive network- based network is provided 
through a cognitive process. For making rational decisions, a cognitive system 
such as a cognitive network must be aware of available resources and capacity, 
current configuration and previous states of the network. The construction of 
rational security situational awareness requires an appropriate metric for se-
curity that could be measured. The security metric can be defined using a 
comprehensive approach in which security parameters are considered from all 
the security perspectives: authentication, authorization, availability, confiden-
tiality, integrity, and non-repudiation [41]. 

The Self-Organizing Map (SOM) [53] is an efficient tool to analyze and visu-
alize multi-dimensional data. SOM is a type of artificial neural network which 
is trained by using unsupervised learning to produce a low-dimensional (typi-
cally two-dimensional) and discrete representation (called a map) of the input 
space of the test data samples. In this case, SOM is used to analyze and visual-
ize observed parameter data of network security to create the situational pic-
ture of network security. During the training phase, a multidimensional data 
collection is repeatedly presented to the SOM until a topology preserving 
mapping from the multi-dimensional measurement space into the two-
dimensional output space is finally attained. 

The SOM method has been compared to other data mining technologies in 
many research papers [4, 56, 64]. Performance analyses show that SOM is an 
efficient method when processing multidimensional data processing. Howev-
er, the analysis results depend on the features of data sets and preconditions. 
Other techniques are to be analyzed in further research. 

Measurable security metrics are studied in many research papers [38, 82, 
88]. Most of them propose qualitative metrics that are not an appropriate ap-
proach as the SOM requires quantitative input data. In Publication 4, a rough 
metric with twelve parameters was defined. The purpose was not to define the 
best possible metric for security measurements but to build a metric that pro-
duces reasonable parameter values to be fed into the self-organizing map. 
Most of the parameters indicate the percentage level of expected or unex-
pected protocols and methods of data traffic in each ad hoc network node (see 
more details in Publication 4). 
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Figure 10. The network segmentation and possible parameter values for data generation. 

Input data for the SOM was generated by using a segmentation in which the 
tactical network is divided into four segments with the specific ranges of the 
network security parameters. 

Each segment was able to receive parameter values presented in Figure 10. 
The range of values of the parameters #1, 7, 11 and 12 are explained in Publica-
tion 4. For the demonstration, 2000 samples from each network segment were 
generated. The parameter values were randomly produced so that they clearly 
represent the behavior of each network segment. Motivation for using random 
data was to generate test data for testing the proposed concept. Producing re-
alistic data requires more research.  

The values were modified to follow the truncated normal distribution, also 
known as the Gaussian distribution. The normal distribution is commonly 
used to avoid the uniform distribution which could cause the SOM feature map 
to appear flat [53]. The normal distribution is reasonable for analysing overall 
behaviour of the proposed concept, and thus the use of other distributions was 
not researched during the study. 

Figure 11 presents the U-matrix of a self-organized map. The colors on the 
map illustrate the distances between the SOM map units. Dark blue colors 
indicate short distances, and dark red colors long distances between the code-
book vectors (map units). Several clusters can be observed from the figure. The 
clearest three clusters appear on the right side of the map. The map proves 
that some input samples have common features which form these separated 
clusters in the output space. 

 



Developing Security Architectures for the Coherent Phase 

 
44 

 

Figure 11. The U-matrix of the data set. Dark colors indicate short distances, and red colors 
long distances between the map units. 

Figure 12 shows the Davies-Bouldin index [48] and a clustered map. The in-
dexes are calculated when the number of the clusters varies between one and 
ten. The diagram in Figure 12(a) shows that the optimal number of the clusters 
is four when the maximum number of the clusters is ten. Figure 12(b) presents 
the optimally clustered map based on the index. 

 

 

Figure 12. Clustering the SOM with the Davies-Bouldin index. Diagram (a) dictates the values 
of the index, and Fig. (b) shows the clustered map. The ideal number of the clusters is four 
according to the index. 

The SOM is also a proper tool for monitoring a status of different processes 
[110]. The observation of the network security status can be figured as a con-
tinuous process which generates status information samples in a certain time 
interval. The current status can be shown on a trained SOM. When the net-
work is operating in desired conditions, the status data sample is located to the 
map area of normal operations. When an undesired state is obtained, the sta-
tus data sample is located to the map area of abnormal behaviour.  
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The monitoring feature is demonstrated in Figure 13. The figure illustrates 
three pieces of security status data which were generated using unwanted val-
ues of the security parameters (no encryption, high service blockage, no au-
thentication applied, etc.). The figure depicts that these samples are located to 
the map area of the segment 4, which is related to the anomalous operating 
state. One of the samples clearly belongs to the cluster of the segment 4 inputs, 
and two of them are located to the boundary area, which can illustrate that the 
network state is moving towards or away from the undesired state (if time se-
ries are examined). 

 

 

Figure 13. The SOM applied to network state monitoring. Three red polygons illustrate sam-
ples of the undesired security state. 

5.3.2 Cyber Threat Management in Cognitive Networks 

Both rapidly evolving cyber threats and the adaptive and self-acting behaviour 
of the cognitive military network requires new approaches to build a cyber 
threat management. Risk management and security mechanisms of the net-
work must adapt to cyber threats and dynamically provide a coordinated re-
sponse preferably in real-time. Threat management is able to build inside the 
cognitive process as the framework of Figure 14 illustrates. 

The proposed threat management framework consists of three layers which 
are the network, cluster and node layers. The structure is based on the fact that 
optimizing of the cognitive network is provided at three levels; a single node, a 
cluster of nodes, and the entire network. 

The framework includes two main functionalities in each network node: the 
threat management process as a part of the cognitive process and the database 
element. The threat management process is based on the assessment process 
introduced by Shore et al [94], and it consists of threat identification, risk as-
sessment and mitigation trade-off sub processes. The threat identification el-
ement receives information from security data sources and databases, and 
then calculates and enumerates the threats and sets out intrusion/attack sce-
narios, and identifies the relevant vulnerabilities.  
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Figure 14. Overview of the framework. 

The risk assessment sub process quantifies the risk for each intrusion scenario 
through the use of event history databases, and policies and mitigation strate-
gies. Quantifying the risk can be done using historical data or statistical sam-
pling. The cyber event or incident may not always result in the same conse-
quences. A number of consequences with differing probabilities (e.g. an attack 
on a network may result in a temporary outage of one workstation at one ex-
treme, and a complete extended loss of the network at the other) may exist. 
The expected loss from this event is then the sum of the products of  the con-
sequences multiplied by their probabilities. [27] 

At the final stage the mitigation trade-off sub process calculates the trade-off 
cost of mitigation against the risks. The process provides an adaptation map in 
which different responses to an incident are shown in a sense of costs. The 
costs of mitigation include such attributes as service availability, connectivity, 
security levels, etc. 

The database element includes four main data storages. The policy database 
maintains the current security policies that need to be applied at each layer. 
The configuration database contains all configuration files to keep the network 
nodes running. Previous data is vital to create cyber threat scenarios during 
the learning process, and thus it saved in the history database. To keep the 
database element updated, continuous information sharing between the net-
work nodes is required. 
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The basis of threat identification is a clear situational awareness of cognitive 
network’s current state. The network should recognize all vulnerabilities in 
configurations and software. Also, threat libraries must be up-to-date, so that 
all known attach graphs are recognized. Each network node maintains a de-
tailed list of all relevant threats including each possible intrusion/attack sce-
nario and vulnerability which may be exploited during the current operation. 

Several methods exist to calculate the risk level, but the common under-
standing is that a risk consists of probability of a certain event and conse-
quences caused by the event. Jiaxi [43] presents an integrated risk assessment 
method that is an integrative method to assess the cyber threat risk of any or-
ganization and thus it could be applied to cognitive networks. 

The integrated cyber vulnerability assessment can be calculated by applying 
the following formula: 
 

T
scaiir LVMWI ,   (1) 

 
where Iir is the vulnerability index, and LV is the security risk vector.  Ms is the 
cyber security risk matrix and Wcai = [wr  wa  wl] is a vector, whose value indi-
cates the weight of cyber security risk, damage risk and the damage influence. 

According to the method, the level of security risk is divided into five catego-
ries, and each category is assigned a value to indicate the relevant risk produc-
ing the security risk vector LV. The first row of the cyber security risk matrix 
Ms includes the percentage values of the cyber system risk belonging to each 
category. The second row consists of the probabilistic factors of incidents in-
troduced by cyber events. The third row contains the influence factors of the 
incidents in cyberspace. The explanation of the variables and an example of 
using the formula are presented in Publication 5. It should be noted that the 
used values are selected arbitrarily for the purpose of testing the proposed 
method. Real values are subject to further research. 

Mitigation of an incident typically causes some trade-off between service 
availability and the risk level of the network. A network system is a complex 
combination of hardware and software, and thus it is challenging to build the 
system without any vulnerability. The mitigation of an incident may need ser-
vice break-outs or QoS level updates. In some case, a threat is approved to ap-
pear if its probability is relatively small and consequences are estimated to be 
limited.  

Policy is a formal statement of operational requirements laid out in a formal-
ized way [94]. In cognitive networking, reliability and survivability require-
ments create a demand for three security policy domains: the network, the 
cluster, and the node. The Network policy sets critical network infrastructure 
obligations which then will drive the policy in the cluster domain. The cluster 
security policy sets requirements to each node in which the node policy is cre-
ated. 

Information sharing plays an important role for threat management. Data of 
knowledge bases and threat libraries must be shared in real-time among all the 
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nodes. This requires communication channels are reliable and include capacity 
enough.  

5.3.3 Cognitive Service Configuration 

The idea behind cognitive service configuration is to build networks and in-
formation services to appear as a moving target for an attacker. In that way, 
cyber attacks are not defended by placing packet filters or other intrusion pre-
vention systems on the edge of the information system, but the consequences 
of the attacks are avoided by using a dynamic system configuration that is able 
to adjust its current configuration by using a cognitive process. 

Figure 15 depicts the functional architecture of the cognitive information 
service configuration that consists of three layers that are the target layer, cog-
nitive layer and reconfiguration layer. The architecture is based on one pre-
sented in Figure 9. The target layer is guided by security policies, security situ-
ation awareness (vulnerability libraries) and service level agreements. A ser-
vice level agreement (SLA) [36] defines minimum requirements for infor-
mation services. SLAs level agreements can contain numerous service perfor-
mance metrics with corresponding service level objectives. 

 
 

 

Figure 15. The overview of the cognitive information service structure. 

The purpose of the target layer is to define an end-to-end service target for 
each information service. A service goal can be, for example, an availability 
level or sub services available for dedicated users. The goal is fed to the cogni-
tive layer as a set of individual goals (service element targets) for each cogni-
tive service elements. The main task of the cognitive service element is to de-
cide how network and server parameters are reconfigured in network and ser-
vice elements at the reconfiguration layer. 
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Each cognitive service element uses the previously defined cognitive process 
to make a decision for adaptation. The optimization of decisions is processed 
at several levels depending on the service structure. The optimization may oc-
cur at the service element level, server level or entire service system level. 

The software adaptive service and network element is required for adjusting 
service configuration and networking parameters. The cognitive behavior 
needs software-adaptable hardware and devices. The element transforms the 
higher level decisions to actual configuration orders at the configuration level. 
A configuration order may include e.g. new IP addresses, or a change of 
transport protocol. Table 4 lists some reconfigurable protocols or attributes. 

The status sensors monitor current situation. Sensor information is used for 
decision-making, and the sensor information may launch a new adaptation 
phase. The adaptation phase is also initialized when the end-to-end target is 
changed according to vulnerabilities, policies or service level modifications. 

Table 4. Reconfigurable protocols or attributes by the cognitive process. 

 
Publication 6 presents an example which demonstrates how cognitive service 
reconfiguring protects against distributed denial-of-service (DDoS) attacks. In 
the DDoS attack, an attacker controls a few handler computers that use a large 
number of agents to generate flooding traffic to the target system. During the 
attack, the target server reconfigures system parameters so that the DDoS at-
tack has no effect. The cognitive process tunes system parameters and adjusts 
filter settings so that the incoming packets from illegitimate origins are 
blocked out. 

5.4 Cyber Security Architecture Based on Cognitive Networking 

The previously presented conceptual applications utilize the cognitive features 
to solve a sub problem of network cyber security. To fully support the cognitive 
capabilities of the coherent phase, a holistic architectural approach is required. 
This section presents a cognitive network-based network cyber security archi-
tecture for tactical military communications (P7). 

Existing cyber security or enterprise architectures do not include or take into 
account the cognitive features when addressing security controls design in a 
communications network [96]. Thus, the proposed security architecture that is 
presented in the following paragraphs, is not based on any existing security 
architecture frameworks, but it rather complies with the layer structure of the 
ITU-T X.805 recommendation [90]. 

Protocol/attribute Alternatives/options 
Application protocol HTTP, HTTPS, FTP,  
Transport protocol TCP, UDP, others 
IP address Changing IP addresses 
Port number Changing standard ports, changing port numbers randomly 
Encryption key Key lengths 
Encryption algorithm AES, DES, Blowfish 
Firewall filters Blocking certain sources and destinations, dropping desired protocols 
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5.4.1 Overview of the Proposed Cyber Security Architecture 

The overview of the cognitive network-based cyber security architecture for 
the military networks is presented in Figure 16. The architectural design is 
based on a block diagram that describes functional element at five functional 
layers. The functional layers of the architecture are the Security Policy and 
Management Layer, Cognitive Layer, Application Security Layer, Service Secu-
rity Layer, and Infrastructure Security Layer. 

 

 

Figure 16. Overview of the cyber security architecture. 

The layers appear in each network node throughout the entire network. At the 
top, cyber security policy and end-to-end goals are set and executed by the 
Security Policy and Management Layer that controls the Cognitive Layer. The 
top layer also includes the Threat and Vulnerability Management (TVM) ele-
ment that provides threat and vulnerability information for the Cognitive Lay-
er. 

The main task of the Cognitive Layer is to provide a cognitive process for de-
cision making and to execute the security adaptations in a network node. The 
process is based on the previously introduced OODA loop presented in Figure 
8. The layer is connected to the Application Security Layer, Service Security 
Layer, and Infrastructure Security Layer by two manners. The Cognitive Layer 
controls and adjusts Security Control Elements (SCE) of these three layers 
according to the adjustment orders (based on the decisions), and secondly, the 



Developing Security Architectures for the Coherent Phase 

 
51 

Cognitive layer monitors all the Security Control Elements and receives status 
data from them. 

The security controls are designed at three separated layers in accordance 
with the ITU-T X.805 recommendation [90]. The Infrastructure Security Lay-
er includes the security controls of network transmission facilities, and indi-
vidual networking elements. The infrastructure layer represents the most criti-
cal part when building blocks of networks, services and applications [90]. The 
Services Security Layer concerns security of services a network provides to the 
end-users. The services range from basic transport and connectivity to service 
enablers like those that are essential for providing service and network access 
(e.g. authentication/authorization services, dynamic host configuration ser-
vices, domain name services, etc.). The Applications Security Layer focuses on 
security of the network-based applications accessed by end-users. The applica-
tions are supported by network services and infrastructure. In the military 
networking context, the applications include basic Command and Control (C2) 
applications, file transport/storage applications, voice messaging and email, 
video collaboration, etc. 

5.4.2 Infrastructure Security Layer 

The Infrastructure Security Layer architecture describes the security controls 
to protect data transition, communication links, and their supporting control 
capabilities such as routing, and network access. Network elements at the layer 
include individual routers, switches, servers, and the communication links, 
wireless or fixed, between them. 

In a context of tactical networking, the Infrastructure Security Layer consists 
of deployable network nodes that provide both networking and information 
service capabilities to war fighters. The layer protects user data packets while 
transported through the network nodes, as well as, being transported across 
wireless and fixed communication links. Securing the infrastructure layer also 
includes the protection of the control information (e.g. routing information) 
when it is processed or shared. 

 

 

Figure 17. Infrastructure Security Layer. 

Figure 17 presents the architecture of the Infrastructure Security Layer con-
sisting of six separated security elements. The infrastructure layer is connected 
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to the other layers as depicted in the overall architecture (see Figure 16). The 
features of each element are described in more detail in Publication 7. 

5.4.3 Services Security Layer 

Network services are often built-upon one and another causing a challenge 
when implementing security controls at the Service Security Layer. For exam-
ple, in order to provide a secure email service, the network has to provide a 
simple IP service that relies on enabling services such as DHCP, DNS, and au-
thentication [90]. Also, cryptography and QoS services must be provided to 
meet end-user’s quality and security requirements for the service. 

 

 

Figure 18. Services Security Layer. 

The Services Security Layer includes the security controls that protect data 
used and processed by network services. Figure 18 presents the architecture of 
the Service Security Layer with six security elements. The layer has input and 
output connections to the cognitive layer so that the layer is able to control the 
security elements, and to collect status data. The features of the security ele-
ments are described in more detail in Publication 7. 

5.4.4 Application Security Layer 

Protection at the applications layer focuses on securing data generated by end-
user applications that are locally installed or network-based (server-client so-
lutions). In the military networking environment, the applications have high 
requirements for processing, sharing and storing classified information to en-
sure operational security. Securing the applications layer also includes the pro-
tection of the control or signaling information used by the network-based ap-
plications. 

 

 

Figure 19. Application Security Layer. 
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Figure 19 presents the architecture of the Service Security Layer. The Cryptog-
raphy Element, Management Log Element and Management Access Control 
Element provide the same functionalities as those at the infrastructure layer 
(see Figure 16). The properties of the security elements are described in more 
detail in Publication 7. 

5.4.5 Other Layers 

The cognitive layer implements the cognitive process. The layer receives status 
information from all the security elements in the system. Simultaneously, the 
cognitive layer controls the security elements according to the decisions made 
during the cognitive process. The cognitive layer obtains the end-to-end secu-
rity goals from the Security Policy and Management Layer. 

The cognitive layer is distributed over the entire network through a control 
channel. Reliable information sharing is critical when parameters are opti-
mized over the network. For optimizing and decision-making, several algo-
rithms have been developed [60]. In a sense of parameter optimizing, the net-
work is divided into three zones. The first zone includes a single node, and it 
requires no control channel as the optimization is completed locally. The sec-
ond optimizing zone consists of several nodes that form a sub network with 
specific end-to-end goals. The third optimizing area includes all the nodes, and 
optimizing is performed within the entire network.  

The Security Policy and Management Layer enforces the security policy 
through an automated process without any manual enforcement creating few-
er possibilities that the policy is not followed. Typically, the security policy 
includes access control, configuration rules and processing of classified infor-
mation. The main task of the security goal management is to define the end-to-
end security goals for the network performance. The security goals include for 
example approved encryption algorithms, key lengths, access protocols and 
controls, overall security controls in each node, etc. The Threat and Vulnera-
bility Management (TVM) element maintains a threat assessment, and 
through the layer the network is able to adjust its parameters to defend against 
current threats. The element also provides threat and vulnerability infor-
mation for the risk assessment implemented at the cognitive layer. 

5.4.6 Architecture Evaluation 

An assumption is that designing a network architecture with security functions 
will produce more secure architectural design and eventually more secure 
networks. However, it is still imprecise how to seamlessly evaluate a security 
architecture. It is also clear that a good architectural design is one that per-
forms certain tasks (i.e. functionalities) and exhibits certain properties (e.g. 
security) [86]. Evaluation of architectures is important, and in the case of 
cyber security it is even critical. In the next sections, we discuss evaluation 
methods and provide an evaluation of the proposed architecture. 
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Evaluating Security Architectures 
The main problem about security assessments is that the security of a given 
architecture cannot be measured directly. No single value or component of the 
network can reliably tell us how secure a system really is. Actually, every secu-
rity assessment has to face this challenge. A chance remains that a network 
system includes a vulnerability although all components have been checked. 
Thus, it is difficult to develop a security evaluation method that provides relia-
ble and exact feedback about the network system [70]. 

Many methods for evaluating and assigning assurance levels to information 
and communications systems have been developed. The well-known security 
evaluation criteria such as TCSEC [107], ITSEC [40] and Common Criteria 
(CC) [15] were developed to evaluate computer security within products and 
systems, and to provide an international standard for computer security certi-
fication. The purpose of the evaluation criteria is to establish a trust between 
the customer and the product vendor [70]. Some criticisms against these eval-
uation criteria have shown up [47]. Evaluation focuses primarily on assessing 
the evaluation documentation, and not on the actual security, technical cor-
rectness or merits of the security product. Only the highest certificate levels of 
the evaluation require deeper, full source code analysis. Evaluation using the 
criteria is also a costly process, and the evaluation does not make a product 
more secure. 

In addition to the evaluation criteria, several network security evaluation 
methods are presented [1, 62, 69, 75]. However, these models concentrate on a 
specific sub functions without evaluating overarching security architecture. 
The models include the performance evaluation of security architecture for 
wireless local area networks [75], and the evaluation of a Massively Parallel 
Architecture [62] for network security applications such as malware detection, 
security breaches, and covert channels. The existing network security evalua-
tion methods also include the model-based security evaluation of in-vehicle 
network architectures [69] and the novel quantitative approach for measuring 
network security [1] that presents a model to calculate the risk level of a net-
work system by using vulnerability history data. 

Although, network security architecture evaluation lacks of appropriate eval-
uation methods, software architecture assessment models may be applied to 
the network development.  J. Bosch introduces four types of software architec-
tural assessment; mathematical modelling, simulation-based, scenario-based 
and experience-based assessment [5]. From these, mathematical modelling 
and simulation-based method are challenging as they require exact perfor-
mance parameters that do not exist before code is written. The experience-
based assessment is more subjective than the others. From these assessment 
methods, the scenario-based evaluation seems to be the most promising, and it 
was used for the evaluation of the proposed cyber security architecture. 

Evaluation of the proposed security architecture 
Although the scenario-based evaluation framework is not originally developed 
for network security architecture, it is a promising approach to evaluate a 
high-level network security architecture [3]. The evaluation process includes a 
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scenario-based architecture review. Using scenarios is maturing process and 
has proven to be a successful practice [14]. The framework includes six phases 
that are presented in more detail in Publication 7. 

An important phase of the process is to create security scenarios. A coherent 
and logical security scenario is a key for the relevant evaluation results. To 
generate a reasonable scenario, threat modelling and security requirements 
must be considered closely. Threats can be well defined and classified using 
several threat models [98]. In the evaluation phase, the selected security pro-
file is analyzed using a risk-based approach. The process of associating risk 
values with each scenario in the profile is described using the standard risk 
model [78]. The risk Ri of each scenario i is calculated by: 
 

iii ILR ,     (2) 

 
where Li is the likelihood and Ii is the impact of the scenario i. The OWASP 
Risk Rating Methodology [78] uses the simple numerical values (0 - 9) for 
likelihood and impact to simplify the analysis process. The overall risk severity 
level is achieved as a combination of the levels of impact and likelihood (see 
Publication 7). Focusing on severity levels to complete the risk evaluation may 
take a purer meaning and draw greater attention than numerical values. Thus, 
it is recommended using the severity levels in the scenario-based evaluation 
[50]. The likelihood of the scenario i is calculated by: 
 

iii LRVFL ,    (3) 

 
where VFi is the average of the vulnerability factors for each scenario. LRi is 
the lack of security element resistance that is achieved by: 
 

)(1 ji MinLR .     (4) 

 
Each security element has the improvement effect αj (from 0 to 1) that increas-
es security resistance. If multiple elements are applied to a single scenario, the 
smallest improvement effect αj is chosen. The overall impact Ii is achieved as 
the average of the impacts I on corresponding security objectives for each 
threat scenario. For evaluating the proposed architecture, four most-likely 
threat scenarios for tactical military networking were described, and the vul-
nerability and impact factors based on the OWASP Risk Rating Methodology 
[78] were defined (see Publication 7). 

The evaluation results are presented in Table 5. The security controls applied 
to each scenario are chosen from the presented  architecture layers (see Fig. 17 
- 19). The improvement effect αj is estimated for each security element. For the 
first threat scenario, the mitigating security elements are the Node Access 
Control Element (NACE), Application Access Control Element (AACE) and 
Service Access Control Element (SACE) that has the improvement value of 
0.75 as they partly protect against unauthorized access. 
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Table 5. Evaluation results. 

# Threat Scenario Security  
Element (α) 

Impact Factors Vulnerab. Factors Risk 
Level LC LI LA LAC ED EE AW ID 

1 Unauthorized access by 
node capture 

NACE (0.75), AACE (0.75), 
SACE (0.75) 

9 1 1 9 3 3 9 1 Low 
I=5, V=1 

2 Eavesdropping of 
wireless links  

CE(1.0), TSE (1.0) 9 1 1 9 3 9 9 9 Low 
I=5, V=0 

3 Denial-of-Service RSE (0.75), PACE (0.5), 
TMFE (1.0), VME (0.5) 

2 1 9 7 3 3 6 1 Low 
I=4.75, V=1,6 

4 Violation of network 
operations  

RSE (0.25), MACE (0.75) 2 7 7 7 3 1 1 1 Low 
I=5.75, V=1,1 

 
As the attacker has the physical access, software-based access controls do not 
prevent from entering to a hard disk or other databases. The Loss of Confiden-
tiality (LC) and Loss of Accountability (LAC) are high (9) in a node capture, 
while the Loss of Integrity (LI) and Loss of Availability (LA) are low (1) as ser-
vices are distributed and the captured node automatically released from the 
networking system. Ease of discovery (ED) and Ease of exploit (EE) are diffi-
cult (3) but still possible as the attacker is well aware of capturing opportuni-
ties (Awareness, AW=9). In the cognitive system, an indication of capture is 
provided actively (Intrusion detection, ID=1). 

In Scenario 2, the protecting elements are Cryptography Element (CE) and 
Traffic Shaping Element (TSE). If the encryption algorithms used in commu-
nications are strong enough as expected, the improvement effect is 1.0. Simi-
larly, it is expected that TSE provides 100% traffic flow confidentiality. The 
impact factors are equal to Scenario 1 as critical data is lost by eavesdropping. 
ED is difficult (3) but once a link is discovered recording traffic is quite trivial 
(EE=9). Eavesdropping is well known (AW=9) and it is almost impossible to 
detect (ID=9). 

The security elements concerning Scenario 3 are Routing Security Element 
(RSE), Packet Access Control Element (PACE), Traffic Monitoring and Filter-
ing Element (TMFE) and Vulnerability Management Element (VME). The im-
provement effect of RSE is estimated to 0.75 as routing management may pre-
vent lots of DoS attacks. PACE may drop lots of DoS packets but when the at-
tacker hides DoS commands in a payload, PACE is unable to discover it. In 
theory, TMFE should detect all DoS attempts (α=1.0) as it is able to form com-
plete situational awareness. VME shares information about potential DoS at-
tack vectors which helps protecting against DoS attacks (α=0.5). The impact 
factors LC and LI are low while LA is very high (LA=9). Tracing the attacker is 
challenging but possible (LAC=7).  ED and EE are difficult (3) as the mission 
critical network is hard to access and includes specific protocols. Vulnerabili-
ties for DoS attacks are obviously known (AW=6), but not public in mission 
critical communications systems. 

In Scenario 4, threat protection is achieved by RSE and Management Access 
Control Element (MACE). RSE concerns routing violations, but most of the 
violation is conducted at the cognitive layer (α=0.25). MACE prevents most of 
the hostile accesses to the network management including the cognitive pro-
cess (α=0.75). The impact factor LC is low (2) as data theft is not a goal. On the 
other hand, LI, LA and LAC are quite high (7) due to the effects on networking 
capabilities and trust. The vulnerability is difficult to find (ED=3). The other 
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factors EE, AW and ID are very low (1) as the vulnerabilities at the cognitive 
and management layers are unknown, and the attacks are detected actively 
due to complete situational awareness. 

The numerical values of the likelihood and impact factors are calculated us-
ing Equations 1 - 3, and finally converted to the likelihood and impact levels 
(low 0 ≤ 3, medium 3 ≤ 6 and high 6 – 9), and the final risk value is obtained 
by using the risk severity levels (see Publication 7). The results show that the 
security elements of the architecture decreased the risk level to low in all the 
scenarios. The result indicates that improvements are still to be designed to 
achieve the lowest risk level  for each scenario. 

5.5 Summary 

As the NEC roadmap states, the networking in the coherent phase is based on 
CN. The cognitive approach and behavior could be used to improve cyber secu-
rity from many perspectives as the proposed approaches for SA, dynamic con-
figuration and threat management demonstrate. However, the greatest benefit 
is obtained when the whole cyber security architecture is designed above a 
cognitive layer. 

The cognitive-network based architecture provides many advantages such as 
auto-configuration, network parameter optimization and adaptation. The cog-
nitive layer controls all networking layers by collecting status data, and provid-
ing control data to the security control elements. The cognitive-network based 
system adapts to new cyber threats rapidly and automatically without manual 
configuration. 

However, implementing the architecture is challenging and requires more 
research. The modern information systems and networks are layered and con-
tain a lot of software. The cognitive layer increases this complexity which inev-
itably opens new attack surfaces. Cognitive processing may not sense all the 
errors of the decision-making chain. 

Evaluating the architecture is important, but difficult. Unless the architec-
ture functions are not implemented or simulated, it is very challenging to veri-
fy how cyber security requirements are fulfilled. The scenario based method 
used in this thesis gives only rough estimation, and lots of future work must be 
conducted to achieve precise results.  
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6. Discussion and Conclusions 

The main objective of this thesis was to develop cyber security architectures 
for future military networks. Instead of developing and presenting a single 
novel architecture, the thesis focuses on the challenge how the cyber security 
architecture for tactical military networking must be developed during the 
network evolution. The thesis presents a several architectural models that 
could be used in different phases of the NEC roadmap. In this chapter, we dis-
cuss on the relevance of developing military cyber security architecture and the 
challenges of implementing the presented architectures. 

6.1 Relevance of Developing Cyber Security Architectures 

Developing military capabilities is a long, demanding process. It requires a 
long term planning and procurement. Military technologies have a long life 
cycles as the budgets are not enough to replace all systems and technologies in 
a short period. Thus, the current military capability is a mixture of old and 
modern systems. To overcome these challenges e.g. European Union recom-
mends several solutions. These includes a reduction of redundant and obsolete 
capabilities, favouring optimization, promoting innovations and integration 
[65]. 

An architecture framework is an efficient tool to enable the management of 
the nation’s investments in technologies, programs, and product support nec-
essary to achieve the national strategy and support employment and mainte-
nance of the armed forces [100]. An architecture is a basis for the development 
of integrated plans or roadmaps that are used to conduct capability assess-
ments, guide systems development, and define the associated investment 
plans as the basis for aligning resources and as an input to the defence plan-
ning [100]. 

A security architecture plays an important role as it concentrates on how to 
secure information sharing and processing in a network infrastructure. The 
security architecture must be developed in line with the overall enterprise or 
CIS architecture to fit security controls and capabilities to current and future 
ICT technologies used in military communications systems. The objective of a 
network security architecture is to reduce network complexity, minimize the 
network attack surface and standardize network security. By reducing and cen-
tralizing the number of security stacks, the architecture improves network per-
formance and creates efficiencies. [108] 
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The NNEC and FMN development roadmaps also set requirements for secu-
rity. The security architecture development have to follow the overall roadmap 
to provide efficient, cost-effective and viable security controls, protocols and 
processes for future networking. In the short and mid-term development, se-
curity enhancements include interoperability and common solution issues 
while the long term development requires totally new approaches such as cog-
nitive-based security architectures. 
In developing the security architecture, it is essential to determine what prob-
lems an organization is trying to solve. Some common areas addressed by the 
security architecture include resources (to be protected), threats, the likeli-
hood of each problem (threat), and architecture review and updating [46]. A 
challenge is to maintain the architecture updated reflecting the current state of 
security threats to the network. The high-level network cyber security architec-
ture should be designed to support the evolution of threat environment and 
future technologies, and the development of the operational requirements for 
a mission. 

The security architectures are useful only if they could be implemented into 
actual operational networks to provide better protection against emerging 
cyber threats. However, there may appear many perceived architectural con-
flicts between security and other architectural goals. These other architectural 
goals must be separated into those that are complementary to the needs of 
secure design, and to those that are independent of secure design; and those 
that are at times at odds with the goals of secure architecture design. [85] 

Building and implementing security in networking systems is a demanding 
work. A dilemma is that the more we add new security features into the system 
the more complex the networking systems become. And the management of 
vulnerabilities becomes more challenging requiring increasing amount of re-
sources to collect, and analyze vulnerability information. Therefore, rigorous 
network cyber security changes to risk management as complete information 
of system state is impossible to collect in real-time. 

6.2 Implementation of Network Cyber Security Architectures 

The components, protocols and functions described in the security architec-
tures must be feasible to implement. Feasibility means cost-effectiveness, 
technological maturity, complexity management, and options to integrate new 
features into the legacy systems.  In the following, the feasibility of the archi-
tectures is considered from technology maturity and complexity point of view. 

Implementing the multilevel security framework requires more research. 
However, the functionality of CBIS and PCN has already been demonstrated, 
but complete implementations are still far ahead. Some products to support 
the traditional approach to MLS are available [81]. A challenge with CBIS is to 
build lightweight key management for tactical use. 

Delay-tolerant networking requires dynamic trust management as network 
connectivity is unstable, but implementations providing these functionality are 
not produced yet. Also, dynamic key management system is required. Some 
key management prototypes are already developed and tested [112] to support 
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low-bandwidth, high-latency networks. Capabilities include, e.g. no hand-
shakes prior to communication, both unicast and multicast security, join and 
leave features, and over-the-air rekeying. For overall privacy protection and 
delay-tolerant capabilities, cooperation between system layers is required 
[109]. A challenge is to build this cross-layer functionality.  

Implementation of threat management features requires automated threat 
identification that is a challenging process. The system should have a clear list 
of all threat types and possible vulnerabilities. At the same time, attackers are 
looking for new attack scenarios and graphs. It is challenging to implement 
cognitive threat management features that automatically recognize new threat 
types and vulnerabilities. 

To keep services available for legitimate users, a control channel is required 
in the cognitive service production. The control channel provides a new attack 
surface for an attacker. Control channel attacks may paralyze the entire infor-
mation system leaving the user without any service. The control channel adds 
traffic between the client and the server, and it requires high- level security 
protocols that also consume the limited bandwidth of the tactical networks. A 
challenge is also how end-to-end targets are formulated so that lower level 
elements are able to make the most optimal decisions. It could be difficult to 
formalize vulnerability information into an understandable format. This could 
be provided by using standardized format although a risk is that some infor-
mation is lost. 

One of the major challenges with cognitive networking is decision-making 
process and learning functionality. It is possible to teach computers to act in a 
certain way in a limited scenario, but the problem is how the system learns in 
the situation where no data in prior exists. The complexity of a large cognitive 
system increases enormously. Every single security element is software-
controlled which causes a lot of new software code to be run. Managing soft-
ware defined security elements requires another software-based management 
layer at each network node. A complex, software defined system requires a lot 
of computational capacity. That consumes electric power and requires power-
ful microprocessors. The nodes are connected to each other through links that 
include separated control channels to build a solid, network-scale manage-
ment plane. Even though the CN provides automated and dynamic manage-
ment for network operators, and thus simplifies an operator’s configuration 
environment; the practical implementation may appear complex and unrelia-
ble. 

Ensuring security of information sharing between cognitive nodes is vital for 
network optimization. For optimal functioning the nodes of cognitive network 
must exchange a huge amount of control information. The corruption of con-
trol data causes a reduced capability to optimize network behavior within all 
the other nodes in the network. A single node may still be able to make optimal 
decisions, but cognitive behavior is limited to the single node. In that case, 
cognitive networking no more exists. 

The new architectural design with a cognitive process and software con-
trolled security controls may create emerging and unknown cybersecurity 
threats. Security challenges of the cognitive process are researched and dis-
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cussed in several sources [7, 11, 13]. Cognitive networks face some unique se-
curity threats not appearing in conventional wireless or wired networks. The 
cognitive process itself may appear vulnerable. For instance, incomplete situa-
tion awareness or a disturbed decision-making process may lead to the deci-
sion not to use any security controls. An attacker is able to change the infor-
mation environment by violating sensor data, information sharing and history 
data (databases). By manipulating the receiving information the attacker can 
feed faulty statistics data to be stored in the knowledge database of a network 
node. Further decisions based on the current situation and information in the 
knowledge database may not be optimal as the stored information is not valid. 
In addition to the above-mentioned threats, some unknown threats will always 
exist, and thus it is important to research vulnerabilities of cognitive systems 
all the time. 

6.3 Conclusions 

The main message of this research is to describe how cyber security architec-
tures for tactical military networking should be designed in line with the gen-
eral development of military networking capabilities and architectures. The 
main purpose was to develop cyber security architectures for the phases of the 
network enabled capability roadmap. The development of the network enabled 
capabilities for networking and information infrastructure also requires that 
the security architecture is designed to meet the security goals of each phase. 

Cyberspace, cyber warfare and cyber threats are the hot topics of media in 
today’s networked world. Cyberspace extends everywhere with integrated cir-
cuits and computers. It seems like our physical world does not function with-
out the capabilities of cyberspace. Dependency on networks and the Internet 
also concerns armed forces and their operational information systems. This 
dependency creates new cyber threats to the military networks and infor-
mation systems. Cyberspace is easy to access and operate, and it has also be-
come a new playground of nation actors that furiously develop new cyber 
weapons and doctrines to utilize cyberspace. 

As concluded in Chapter 3, the tactical networking environment is difficult 
for networking. The networks should be mobile, reliable and secure at the 
same time. Network Centric Warfare (NCW) requires that the networks and 
information services have enough data processing and sharing capacity, and 
the network is able to maintain continuous connections between the network 
nodes. To gain information superiority a commander and other decision-
makers must have relevant information services and sources available during a 
military operation. The military information systems must be secured so that 
information confidentiality, integrity and availability are sustained.  

Developing cyber security capabilities is part of the NEC development. The 
security architectures must align with the phases of the NEC and FMN 
roadmaps that set the technological and functional architectures for military 
networking and information services. The cyber security architectures support 
the requirements described for the secure networking and information infra-
structure. The short and mid-term development aims to coordination and col-
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laboration. The security architectures provide common security solutions and 
multilevel security capabilities. The long term development requires totally 
new approaches as the networking infrastructure will be based on new para-
digms such as cognitive networking. 

Cognitive networks is a promising approach to improve capabilities in mili-
tary tactical networks. In theory, the cognitive networks bring many ad-
vantages that enhance network performance and especially cyber security in 
the battlefield conditions. The cognitive network is based on a cognitive pro-
cess that has the ability to observe, orient, decide and execute these decisions 
within the network parameters. Cognitive networking will provide smart func-
tionality for future communication networks. Automated cognitive processes 
ensure better capacity allocation, less human configuring and management 
and more security features. But while the human control over the networks 
decreases, cyber threats are going to even more complicated. 

The cognitive network-based cyber security architecture provides a new ar-
chitectural design as it uses the cognitive process to manage network security. 
All the functions are controlled by the cognitive layer according to collected 
information from internal and external sources. The cognitive behaviour ena-
bles enhanced threat management and automated, dynamic maintenance of 
security. The main challenges of implementation are increased complexity and 
decision making process to provide the most optimal decision in the complex 
networking environment. New processes such as cognitive decision-making 
and information sharing make software and hardware more sophisticated. 
Extra communication channels and data processes set up new vulnerability 
points. An attacker may use these channels and processes to disturb and pre-
vent normal processing. 

The main results of this thesis can be summarized as follows: 
 Cyber security must be considered in a long term military capability 

development to ensure cost-effectiveness, overall security of network-
ing and interoperability with legacy solutions. 

 The phases of the NEC development require different types of architec-
tural approaches for cyber security. In the long term, the coherent 
phase requires a novel approach as networking will be based on the 
cognitive networks. 

 In the short and mid-term development, the architecture for privacy 
protection, delay-tolerant networking, and multilevel security provide 
part of the solution for developing cyber security. However, the imple-
mentation of the architectures requires more research and develop-
ment. 

 In the long term capability development, emerging cyber threats and 
future networking technologies require novel approaches to build se-
cure military networking systems. Cognitive networking requires cog-
nitive security management and control. 

 The thesis presents the novel cognitive network-based cyber security 
architecture that provides an overall security architecture to build au-
tomated, self-configurable security management and control for future 
tactical military communications. 



Discussion and Conclusions 

 
64 

 The capabilities of the cognitive network-based cyber security architec-
ture ensure improved cyber threat management, and situational 
awareness. Cognitive behavior enables dynamic service configuration 
to protect services against cyber attacks.  

 The implementation of the presented architecture requires more re-
search to development protocols, cross-layer functions and manage-
ment features. The evaluation of a security architecture is a challenging 
task, and it requires simulations and practical implementations to 
measure the features designed in the architecture. The evaluation re-
sults are only indicative. 
 

There are several areas that could be researched further. These include the 
protocols of security controls and management, the performance of the cogni-
tive layer, and the evaluation of the architectures. 

The security protocols should be light-weight and support distributed archi-
tecture. Resources in the tactical environment are limited which means that 
the protocols must provide minimum overhead to communication links. The 
protocols themselves should be secure and reliable. 

The cognitive layer and the algorithms for decision-making and parameter 
optimizing need to be researched. Again, the solutions must be suitable for 
tactical communications in which networking and computational resources are 
scarce, and all the security functions must be implemented without a single 
point of failure. 

An important field of the future research concerns architecture evaluation. 
Through evaluation an architectural designer is able to find weaknesses in the 
security design. However, the current evaluation methods and criteria are not 
designed for the architecture level evaluation, and they typically require a real 
product for evaluation. Thus, developing new evaluation methods is beneficial. 
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Errata 

Publication 1 

No erratas 

Publication 2 

No erratas 

Publication 3 

No erratas 

Publication 4 

No erratas 

Publication 5 

In the introduction paragraph, the statement “traditional human based net-
work management” is imprecise and interpretable. In this context, “traditional 
human based” means manually provided configuration management. A net-
work operator adjusts network parameters manually without automated pro-
cesses. Next generation network management will include automated, and 
even self-learning network management but in some sense human control may 
appear to ensure automated system provides reasonable results. 

In Section 4.2, the expected damage from an event or incident is defined as 
the sum of the probabilities of each possible consequence. The correct defini-
tion is the sum of the products of the consequences multiplied by their proba-
bilities. 

Publication 6 

No erratas 
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Publication 7 

No erratas 
 
 



9HSTFMG*ageffa+ 

ISBN 978-952-60-6455-0 (printed) 
ISBN 978-952-60-6454-3 (pdf) 
ISSN-L 1799-4934 
ISSN 1799-4934 (printed) 
ISSN 1799-4942 (pdf) 
 
Aalto University 
School of Electrical Engineering 
Department of Communications and Networking 
www.aalto.fi 

BUSINESS + 
ECONOMY 
 
ART + 
DESIGN + 
ARCHITECTURE 
 
SCIENCE + 
TECHNOLOGY 
 
CROSSOVER 
 
DOCTORAL 
DISSERTATIONS 

A
alto-D

D
 17

0
/2

015 

 

A
nssi K

ärkkäinen 
D

eveloping cyber security architecture for m
ilitary netw

orks using cognitive netw
orking 

A
alto

 U
n
ive

rsity 

2015 

Department of Communications and Networking 

Developing cyber security 
architecture for military 
networks using cognitive 
networking 

Anssi Kärkkäinen 

DOCTORAL 
DISSERTATIONS 


	Aalto_DD_2015_170_Anssi_Karkkainen_verkkoversio


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (Coated FOGRA39 \050ISO 12647-2:2004\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 220
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 2.00000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /SUO <>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice




