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Software product companies often face the 
diversity of customer needs. Instead of 
developing a single product as a compromise 
of such heterogeneous needs, many 
companies have built a software product 
line, that is, a set of software products with 
slightly varying capabilities and a shared 
architecture. At the same time, quality 
attributes, such as performance and 
security, play a significant role in satisfying 
the stakeholders' needs. To complicate 
matters, different customers may have 
different needs and expectations about the 
product quality. 
  
This dissertation studies why and how to 
vary quality attributes purposefully in a 
software product line. Why should a 
software company offer products with 
purposefully different quality attributes? 
How can the company communicate these 
quality differences to the customer? How 
can these quality differences be produced 
efficiently under the same product line 
architecture, and how to ensure the quality 
differences between the products? 
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Abstract 
Software product line engineering is a plan-driven paradigm to produce varying software 

products. Software product lines typically differentiate the products by their functionality. 
However, customers may have different needs regarding performance, security, reliability, or 
other quality attributes. Building a software product line that is able to efficiently produce 
products with purposefully different quality attributes is a challenging task. 

The aim in this dissertation was to study why and how to vary quality attributes purposefully 
in a software product line. The study focused on two quality attributes, performance and 
security. We conducted a systematic literature review on quality attribute variability, 
conducted two case studies on performance variability, and constructed a design theory and 
artifacts addressing security variability. 

The results indicate that quality attributes can be purposefully varied to serve different 
customer needs, to conduct price differentiation, and to better balance product and design 
trade-offs. Additionally, quality attributes can be varied to adapt to varying operating 
environment constraints. The quality attribute differences can be communicated to the 
customers as observable product properties, as internal resources, or as the target operating 
environments. In particular, security can be distinguished as countermeasures. In the product 
line architecture, quality attribute differences can be designed through software or hardware 
design tactics or by relying on indirect variation. Just designing the differences may not be 
enough to ensure the product has given quality attributes, but the impact of other variability 
may need to be handled at the product-line or product level. 

Our contributions are as follows. Instead of focusing on how to represent quality attribute 
variability, we focused on understanding the phenomenon of how specific quality attributes 
vary. We identified several differences between performance and security variability, for 
example, that security is more difficult to distinguish to the customers but more 
straightforward to design and derive. We combined design and customer viewpoints: the 
reason to vary and the means to communicate to the customers should be analyzed both from 
the technical and non-technical viewpoints. Finally, we drew evidence-based generalizable 
knowledge from the industrial context. 
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Ohjelmistotuoteperheet ovat tapa tuottaa suunnitelmallisesti toisistaan eroavia 
ohjelmistotuotteita. Tyypillisesti tuoteperheen tuotteita differentioidaan toisistaan 
toiminnoilla. Asiakkailla voi kuitenkin olla erilaisia tarpeita liittyen tuotteiden suorituskykyyn, 
tietoturvaan, luotettavuuteen tai muihin laatuattribuutteihin. On haastavaa rakentaa 
tuoteperhe, jonka avulla pystytään tehokkaasti ja hallitusti tuottamaan laadullisesti toisistaan 
eroavia tuotteita. 
    Tämän väitöskirjan tavoitteena oli tutkia miksi ja miten laatuattribuutteja varioidaan 
tarkoituksellisesti tuoteperheissä. Tutkimus keskittyi kahteen laatuattribuuttiin, 
suorituskykyyn ja tietoturvaan. Teimme systemaattisen kirjallisuuskatsauksen 
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näkyvinä tuoteominaisuuksina, sisäisinä tuoteresursseina tai tuotteiden 
toimintaympäristöinä. Ennen kaikkea, tietoturvan erot voidaan kuvata tietoturvauhkien 
vastakeinoina. Laatuerot voidaan suunnitella tuoteperheen arkkitehtuuriin hyödyntäen 
ohjelmistoa, laitteistoa tai epäsuoraa laatuvarioituvuutta. Laatuerojen 
arkkitehtuurisuunnittelu ei yksinään riitä takaamaan haluttuja laatutasoja tuotteisiin, vaan 
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1. Introduction

1.1 Background

Quality attributes, such as performance, security and availability, play a

significant role in satisfying the stakeholders’ needs. Quality attributes

can be defined as characteristics that affect an item’s quality (IEEE Std

610.12-1990, 1990). Software architecture, that is, the structures of a soft-

ware system that include software elements and their relations, is critical

to the realization of many quality attributes (Bass et al., 2003).

At the same time, many software product companies face the diversity

of customer needs. Instead of developing a single product as a compro-

mise of these heterogeneous needs, companies may decide to offer sev-

eral software products with slightly varying capabilities. Software prod-

uct lines are an industrially relevant paradigm for efficiently developing

such varying products. A software product line (Bosch, 2000; Clements

and Northrop, 2001), also known as a software product family, is a set of

products, or product variants, that share a managed set of features and

a product line architecture (Figure 1.1). The product variants are devel-

oped by reusing assets, such as software components and code. Instead of

developing products independently or by opportunistically reusing the as-

sets, the development of the product variants and the reuse of the assets

take place in a prescribed, preplanned manner (Clements and Northrop,

2001). The act of planning and developing the reusable assets is called do-

main engineering while the act of developing the product variants based

on the plans and assets is called application engineering or derivation.

The product line architecture is an important part of software product

lines (Clements and Northrop, 2001), since the architecture lays out the

plan of how to reuse the assets to achieve the desired features.

9
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Figure 1.1. The basic concepts of the research setting. Within this dissertation, quality
attribute variability is defined as the ability to create product variants with
different quality attributes.

A software product line must be able to handle commonality and vari-

ability. Commonality represents those aspects that are shared among

the product variants. Having commonality between the products enables

reuse and development efficiency. In contrast, variability is the ability of

a system to be efficiently extended, changed, customized or configured for

use in a particular context (Svahnberg et al., 2005). Thus, variability en-

ables differentiation between the product variants and customization for

different customer needs.

One of the key challenges in software product line engineering is the

efficient management of variability. For this purpose, feature modeling

(Kang et al., 1990; Benavides et al., 2010) has become a de facto standard

in the research community. A feature can be seen as a system charac-

teristic that is relevant to the users or other stakeholders and is used

to capture commonalities or discriminate among product variants (Kang

et al., 1990; Czarnecki et al., 2005). In addition to managing features, the

product line architecture must be designed to support variability, that is,

the ability to create different product variants from the reusable assets.

10
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1.2 Research Motivation

Variability in software product lines has been a focus of intense research

activity in recent years, encompassing all activities in variability man-

agement (Chen and Babar, 2011). However, the research has mostly con-

centrated on the variability of functional product characteristics, and the

variability of quality attributes has received less attention. At least from

the research point of view, and from the point of view of cases reported in

the research, products in a software product line differentiate from each

other mostly through their functional capabilities. Quality attributes are

kept more or less similar, or at least their variability is not purposeful and

explicitly managed.

Despite this, different customers and market segments may have dif-

ferent needs regarding quality attributes (Figure 1.1). For example, a

weather station targeting the general consumer market has less stringent

data reliability requirements than a military weather station (Kuusela

and Savolainen, 2000).

The differences in the customer quality needs can be resolved in a soft-

ware product line in two ways. The first alternative is to produce product

variants with a common quality level: the product line architecture may

be designed to address a common, "the worst case" quality requirement

(Hallsteinsen et al., 2006a).

The second alternative is to build the software product line to produce

products with purposefully different quality attributes (Figure 1.1). In the

domain engineering phase, the product line architecture must be designed

to support quality attribute variability. Based on the definition of vari-

ability by Svahnberg et al. (2005), we define quality attribute variability

as the ability to create product variants with different quality attributes.

In the application engineering phase, this ability is used to derive prod-

uct variants that have the quality attributes that meet specific customer

needs.

However, certain aspects of quality attribute variability make it more

challenging than functional variability.

Firstly, many quality attributes are continuous (Regnell et al., 2008),

which means that different customer needs can be addressed with the

same product. As a concrete example, if customer A requires that the

response time of a function should be 500 ms, and customer B requires

the response time to be 1000 ms, a product with 500 ms response time

11
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will satisfy both customers. Since the customer value from the quality

attributes can also be continuous (Regnell et al., 2008), customer A might

be willing to accept a less valuable product with 750 ms or 1000 ms. This

is in contrast to functionality, where variants often cannot be ordered or

substituted with each other. To summarize, there has to be a good moti-

vation to purposefully vary quality attributes in a software product line.

Secondly, quality attributes may be difficult to explicate in a way that

the customer understands the differences between the products and is

able to select a variant that matches her needs. In many domains, the

product quality attributes are described in imprecise and vague terms.

Even if there are metrics to characterize a quality attribute, such as up-

time percentage for availability, the customer may not be able to under-

stand or relate the measures to her needs. Some quality attributes, such

as security, are notoriously difficult to be characterized with simple mea-

sures, but their requirements need to be elaborated taking into account

several dimensions (Fabian et al., 2010). Therefore, it is worthwhile to

know how the quality attribute differences in the product variants can be

distinguished to the customers.

Thirdly, the product line architecture must be designed to support qual-

ity attribute variability (Figure 1.1). Because of the architectural nature

of quality attributes (Bass et al., 2003), the design for quality attribute

variability may in the worst case affect many assets in the product line

architecture. Designing and managing such widespread variability may

make the cost of quality attribute variability prohibitive (Hallsteinsen

et al., 2006a). Thus, the strategies of designing quality attribute variabil-

ity in the product line architecture and deriving product variants using

this designed ability need to be efficient enough.

1.3 Research Problem and Questions

The research problem in this dissertation can be stated as follows:

Research problem: Why and how to vary quality attributes purpose-

fully in a software product line?

Thus, this dissertation studies purposeful quality attribute variability

in software product lines. In more detail, the research questions are set

as follows (Figure 1.2).

12
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RQ1: Why to vary quality attributes purposefully in a software product

line?

RQ2: How to distinguish the quality attributes of the product variants to

the customers?

RQ3: How to design the quality attribute differences in the product line

architecture?

RQ4: How to derive a product variant with given quality attributes using

the product line architecture?

RQ1 is about understanding the reason to purposefully create the prod-

uct variants with different quality attributes. RQ2 is about character-

izing the quality attributes and their differences in a way that they can

be communicated to the customer. Thus RQ2 takes an external view to

the product variants. In comparison, RQ3 studies the internal, designed

ability to create the externally visible quality attribute differences in the

product variants. RQ3 focuses on the domain engineering activities and

on the product line architecture design. On the application engineering

side, RQ4 is about deriving the product variants utilizing the designed

ability in the product line architecture. The derivation must ensure that

Software product line with
quality attribute variability

Quality attribute variability = the ability to create product variants with different quality attributes

Different customers and needs

De
riv

at
io

n 
of

 a 

pr
od

uc
t v

ar
ian

t

Product line architecture

Product variants with different quality attributes

Design for quality 

attribute variability

RQ2: How to distinguish?

RQ1: Why to vary?

RQ3: How to design? RQ4: How to derive?

Figure 1.2. The research questions related to the basic concepts of the research setting.
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Table 1.1. How the publications address the research questions.

Publications I II III IV V

Quality attributes All Performance Security

RQ1: Why to vary quality attributes purposefully in a

software product line?

X X + + +

RQ2: How to distinguish the quality attributes of the

product variants to the customers?

+ + + X +

RQ3: How to design the quality attribute differences

in the product line architecture?

+ X + + +

RQ4: How to derive a product variant with given

quality attributes using the product line architecture?

+ + X X

Notation:

"X" = publication has been explicitly built to answer the particular research question.

"+" = publication provides insight to the research question but as an additional find-

ing to its original research goal.

the required quality attributes are met by the product variants.

The research questions are answered in the publications as follows (Ta-

ble 1.1). All publications have been explicitly built to answer at least one

of the research questions. Conversely, all research questions are explicitly

answered in at least one publication. Additionally, all publications either

directly answer or give some insight into most research questions.

1.4 Research Scope

The scope of this study is limited to software product lines. In a software

product line, there has to be a way to tell whether a particular software

system is a member of the product line (Weiss, 2008), the commonalities

and variabilities that characterize the members of the product line are

known (McGregor et al., 2002; Weiss, 2008), there is an underlying prod-

uct line design that takes advantage of the commonality and variability

(Clements and Northrop, 2001; McGregor et al., 2002; Weiss, 2008), and

the organization makes a distinction between domain and application en-

gineering (Clements and Northrop, 2001; McGregor et al., 2002).

Moreover, this study focuses on purposeful quality attribute variability:

the product line has been built to purposefully create product variants

with different quality attributes. In general, it is possible that the prod-

uct variants have different quality attributes but not on purpose. This

is because any variability in the product line may cause indirect varia-

tion in the quality attributes (Niemelä and Immonen, 2007): for example,
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Table 1.2. How this dissertation is structured to answer the research questions.

Chapter in this dissertation Chapter 4 Chapter 5 Chapter 6
Quality attributes All Performance Security

Research approach Review Empirical Empirical

Publications I, II II, III IV, V

RQ1: Why to vary quality attributes purpose-

fully in a software product line?

Section 4.1 Section 5.1 Section 6.2

RQ2: How distinguish the quality attributes

of the product variants to customers?

Section 4.2 Section 5.2 Section 6.3

RQ3: How to design the quality attribute dif-

ferences in the product line architecture?
Section 4.3

Section 5.3 Section 6.4

RQ4: How to derive a product variant with

given quality attributes using the product

line architecture?

Section 5.4 Section 6.5

selecting optional functionality may increase the memory footprint of an

application (Siegmund et al., 2013).

Due to the diversity of quality attributes, it is challenging to propose

constructs that are applicable to all quality attributes similarly. There-

fore, we decided to focus on two quality attributes: performance (includ-

ing resource consumption, time behavior, and capacity (ISO/IEC 25010,

2011)) and security. The results of the empirical studies are stated to

cover only performance and security, and the generalizability to other

quality attributes is left as future work. There were several reasons for

this decision. Performance and security are both properties of the product

(ISO/IEC 25010, 2011) and measurable at runtime (Bass et al., 2003), but

they also have remarkable differences in the way they are specified and

improved in the design (Bass et al., 2003). For example, security has a

close relationship with functionality, whereas performance is more emer-

gent in the software architecture. Performance also seems to be the most

commonly varied quality attribute in the examples and cases presented

in the literature (Publication I).

The focus on performance and security is also visible in the way the

publications address the research questions. Publication I answers the

research questions for all quality attributes, Publication II and Publica-

tion III answer the research questions for performance, and Publication

IV and Publication V answer the research questions for security.
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1.5 Structure of the Dissertation

The rest of this dissertation is organized as follows (Table 1.2).

Chapter 2 outlines the research methods used in this dissertation and

explains how these methods contribute to different kinds of results. Chap-

ter 3 defines the central concepts needed to understand the research ques-

tions and the results.

Thereafter, Chapters 4, 5 and 6 lay out the answers to the research ques-

tions. Chapter 4 reviews the previous work on quality attribute variabil-

ity in software product lines. Chapters 5 and 6 describe the results of

the empirical studies, the former for performance variability, the latter

for security variability. Each research question is addressed in a sepa-

rate subsection. Chapters 4, 5 and 6 are organized along the research

questions.

Chapter 7 synthesizes the answers to each research question based on

the empirical studies (Chapters 5 and 6): this synthesis combines the re-

sults for performance and security. Thereafter, the synthesis is compared

with the previous work (Chapter 4). Additionally, Chapter 7 describes the

validity and reliability of the results. Finally, Chapter 8 concludes and

identifies areas of future work.
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2. Research Methods

2.1 Overview of the Methods

This dissertation utilized three different research methods. Since dif-

ferent research methods focus attention on different aspects of the phe-

nomenon, a multiple-method research deals with the richness of the real

world and helps in different phases of the research (Mingers, 2001). Paral-

lel research design was used (Mingers, 2001): different quality attributes

were treated with different methods and the methods were carried out in

parallel with the results feeding into each other.

The three methods utilized were systematic literature reviews, case stud-

ies, and design science (Figure 2.1). Firstly, a systematic literature review

(Wohlin and Prikladnicki, 2013; Kitchenham, 2004) focused on all quality

attributes (Publication I) and on performance (Publication II). Secondly,

two descriptive and explanatory case studies (Yin, 1994; Patton, 1990;

Runeson and Höst, 2009) focused on performance variability: Case Nokia

(Publication II) and Case Fathammer (Publication III). Thirdly, design

science (Hevner et al., 2004; Peffers et al., 2007) focused on security vari-

ability (Publication IV, V).

We mostly did not utilize triangulation between these three methods, as

has been suggested in order to improve validity (Jick, 1979). This was be-

cause case studies and design science covered different quality attributes

and produced different kinds of results. The only triangulation between

different methods was to use data from the systematic literature review

in the case study theory building (Figure 2.1).
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Figure 2.1. The overview of the research methods used in this dissertation and their
focus on specific quality attributes.

2.2 Systematic Literature Review

Systematic literature reviews (SLRs) start by defining a review protocol,

are based on a defined search strategy, document their search strategy so

that readers can evaluate rigor and completeness, use explicit inclusion

and exclusion criteria to select primary studies, and assess the quality of

the primary studies (Kitchenham, 2004). Such practices aim at four ob-

jectives (Kitchenham, 2004; Staples and Niazi, 2007). Firstly, one should

aim at completeness, that is, all relevant primary studies should be in-

cluded. The second goal is objectiveness, so that no researcher bias exits.

Thirdly, the aim is replicability, so that the method can be repeated with

similar results. Finally, validity should be assessable from the outside.

2.2.1 Research Design

At the core of the systematic literature review is the search strategy, that

is, the means of identifying a set of potentially relevant primary stud-

ies. A search strategy can employ the following: searching publication

databases with search strings, backward and forward snowballing, man-

ually reading specific venues, personal contact, and previous knowledge

of relevant studies (Kitchenham, 2004; Wohlin and Prikladnicki, 2013;

Jorgensen and Shepperd, 2007; Kitchenham et al., 2009). Out of these,

searching databases is the prevailing way that dominates the descrip-
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Table 2.1. The inclusion and exclusion criteria utilized in the selection strategy.

Inclusion criteria Exclusion criteria

The study says explicitly OR uses

an example / case:

There is purposeful variability of

quality attributes in a software

product line.

OR

Different products in a software

product line have purposefully dif-

ferent quality attributes.

The study does not explicitly mention that

the quality attribute variability takes place

in a software product line / family.

OR

Quality attribute variability is not part of the

study contribution / results.

OR

The study is not a peer-reviewed publication

or the contribution is not assessable from the

study.

tions of the search protocols. However, backward and forward snowballing

(Wohlin and Prikladnicki, 2013) have been recommended as the primary

method for finding relevant primary studies in software engineering.

The search strategy in this dissertation omitted database searches al-

together and utilized manual reading and backward and forward snow-

balling. It was very difficult to come up with a search string that would

firstly yield known relevant primary studies and secondly return a man-

ageable number of potential studies (Publication I). Quality attribute

variability is discussed with very heterogeneous terms and is rarely the

main focus in the study. Since we decided to use snowballing, the search

protocol was not dependent on any specific terms or synonyms utilized to

characterize quality attribute variability.

Another key element in the systematic literature review is the selection

strategy, that is, the means of selecting the relevant studies from the set

identified through the search strategy. This involves both the process of

screening the studies as well as the inclusion and exclusion criteria ap-

plied in screening. The inclusion and exclusion criteria explicate what is

relevant within the study scope. The criteria are especially important for

search strategies that utilize backward and forward snowballing, since

the included studies drive the search process into new directions.

The selection strategy in this dissertation did not exclude any primary

studies based on the title and abstract only. To increase completeness, all

potentially relevant studies were retrieved and the full content was read

through for all studies encountered in the search process. Thus, studies

that did not mention quality attribute variability in the title or abstract

but nevertheless contributed were not excluded. The inclusion and ex-

clusion criteria (Table 2.1) were set to address all quality attributes and
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Manual reading, inclusion and 
exclusion always based on full content

All full studies published in Software 
Product Line Conferences up to 2010 

(221)

Relevant primary studies (29)

Analysis and synthesis of quality 
attribute variability; reported in 

Publication I

Backward and forward snowballing, 
inclusion and exclusion always based 

on full content

Relevant primary studies (139)

Analysis of performance variability, 
synthesis with the case account to build 

theories; reported in Publication II

Figure 2.2. The process of conducting the systematic literature review.

to include all studies that address quality attribute variability in their

contribution.

2.2.2 Research Process

In the following, we outline how the research was conducted based on the

search and selection strategies (Figure 2.2): we manually read conference

proceedings and then extended the initial set by backward and forward

snowballing.

In the first phase, we manually read through 221 studies (Table 2.2),

that is, all full studies in the Software Product Line Conference up until

2010. We chose only one venue, the leading conference on this topic, since

we wanted to read all content and hence to find all relevant studies. The

selection resulted in 29 primary studies; the analysis and synthesis from

these primary studies were reported in Publication I.

In the second phase, we utilized snowballing to extend the set of rele-

vant primary studies beyond what was published in the Software Prod-

uct Line Conference. After applying the revised set of inclusion and ex-

clusion criteria to the 29 studies identified through manual reading, 26

primary studies were selected as the initial start set (Wohlin, 2014) for

snowballing. Thereafter, we conducted iterative and incremental back-

ward and forward snowballing as outlined in Table 2.2. The order of the

iterations followed the guidelines by Wohlin (2014).

For backward snowballing, the primary studies in the start set were

processed as follows. The reference list of each primary study was pruned
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Table 2.2. The backward and forward snowballing iterations taken to select the 139 pri-
mary studies.

Search action Start set Candidate for selection Selected as new
Manual reading - 221 29

Manual reading: 29 primary studies selected

Revised exclusion criteria: 26 primary studies as the start set (Wohlin, 2014)

Search action Start set Candidate for selection Selected as new
Backward snowballing 26 92 28

Backward snowballing 28 74 7

Backward snowballing 7 17 1

Backward snowballing 1 - -

Backward iterations: 36 primary studies selected as new

Search action Start set Candidate for selection Selected as new
Forward snowballing 62 (= 26+36) 342 54

Forward snowballing 54 69 9

Forward snowballing 9 1 -

Forward iterations: 63 primary studies selected as new

Search action Start set Candidate for selection Selected as new
Backward snowballing 63 155 13

Backward snowballing 13 30 1

Backward snowballing 1 - -

Backward iterations: 14 primary studies selected as new

Search action Start set Candidate for selection Selected as new
Forward snowballing 14 52 1

Forward snowballing 1 - -

Forward iterations: 1 primary study selected as new

Iteration Start set Candidate for selection Selected as new
Backward snowballing 1 - -

In total: 140 primary studies selected; 1 primary study excluded in analysis

based on the recommendations by Wohlin (2014): by firstly looking at the

publication type, and thereafter by looking at the context of the actual

reference in the primary study. If an item in the reference list passed both

criteria, it was deemed as a candidate for selection. After all reference

lists in the start set had been examined, the candidates for selection were

recorded, duplicates removed, and new, previously unprocessed studies

retrieved. The inclusion and exclusion criteria were then applied, based

on the full content, for all retrieved studies.

For forward snowballing, the primary studies in the start set were pro-

cessed as follows. Two citation databases were used: ISI Web of Science

and Scopus. The forward citations covered studies published up until

February 2013. For each primary study in the start set, the studies that

cited it in either database were recorded, duplicates removed, and new,
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previously unprocessed studies retrieved. The inclusion and exclusion cri-

teria were then applied, based on the full content, for all retrieved studies.

As the result from snowballing, 140 primary studies were selected. How-

ever, during the detailed analysis of one primary study, it was deemed not

to contribute to quality attribute variability. This resulted in 139 selected

primary studies.

The selected primary studies were analyzed in two stages, in Publica-

tion I for all quality attributes and in Publication II for performance. For

this dissertation, the analysis from Publication I and Publication II was

revised. Also a few important primary studies published after February

2013 were added manually.

2.3 Case Studies

Case studies have emerged as one form of empirical software engineering

research (Runeson and Höst, 2009). A case study investigates a contem-

porary, non-manipulable phenomenon in its real-life context and is char-

acterized by the lack of clear boundaries between the phenomenon and

its context (Yin, 1994). Consequently, case studies have more variables of

interest than data points and have to rely on multiple sources of evidence

(Yin, 1994). Further, case studies are suitable for "how" and "why" types

of research questions, that is, for all research questions in this disserta-

tion.

Theory plays an important role in the case study methodology (Yin,

1994; Urquhart et al., 2010). In empirical software engineering, two dis-

tinct research designs can be identified: theory building (observational

path) and theory testing (hypothetical path) (Stol and Fitzgerald, 2013).

This study took the theory building approach: we built theories from the

empirical data and observations, and theory testing was left as future

work.

2.3.1 Case Selection

Two cases were selected: Case Nokia and Case Fathammer (Table 2.3).

The case selection combined criterion sampling and convenience sam-

pling (Patton, 1990). For criterion sampling, the case needed to exhibit

purposeful quality attribute variability in a software product line. For

convenience sampling, both Case Nokia and Case Fathammer were easily
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Table 2.3. The characteristics of the selected case study cases.

Case Nokia Case Fathammer

Domain Telecommunication

infrastructure

Mobile games

Company More than 50.000 employees Less than 50 employees

Product line IP-BTS, a customizable and

configurable base station in 3G

mobile radio access networks.

X-Forge 3D game platform and

several game titles built on top

of it.

Customers Operators Operators, device manufactur-

ers and game portal users

Customer
value in

Capacity, coverage, support for

upgrades, reliability, guaran-

teed quality

Playability, game attractive-

ness, gaming satisfaction

Main
variability

Radio access standards, capac-

ity, coverage, dimensioning

Target mobile device hardware

and software, sales channel

customizations

Product line
characteristics

The product line contains both

software and dedicated hard-

ware. Long-lived investment

products, variability manage-

ment focusing on reconfigura-

tion.

The capabilities of the target

mobile devices vary drastically.

No evolution of product vari-

ants, light-weight variability

handling.

Product line
status

The product line was designed

and evaluated, but was can-

celed due to market reasons

before the production was

started; data collection took

place approximately ten years

from this.

At the time of data collec-

tion: 80 licensees of X-Forge,

15 game titles shipped. Several

years later, the case company

was acquired and merged.

accessible due to existing personal connections and there were no confi-

dentiality issues to collect the data and publish the results.

The units of analysis were set as follows. For Case Nokia, the unit of

analysis was capacity variability in a software product line. For Case

Fathammer, the unit of analysis was set to cover the software product

line and its variability management practices.

The product line in Case Nokia was discontinued before it reached pro-

duction (Table 2.3), but the reasons were not related to the unit of anal-

ysis. This post mortem nature decreased the study validity (Section 7.2),

but also enabled us to access confidential documentation. Hence, select-

ing another case to improve validity would have decreased the amount of

available data.
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Table 2.4. The data collection in the cases.

Case Nokia Approximately 300 pages of internal documents, including the prod-

uct line software architecture document, detailed subsystem archi-

tecture document, and a product specification document

First-hand experience of the second author, informal discussions

recorded through notes

Publicly available information about the domain, e.g., by Holma and

Toskala (2000)

Two validation sessions, where the product line chief architects re-

viewed the case account

Written clarifying questions exchanged with e-mail and answered by

the chief architects

Case
Fathammer

A 3-hour long joint interview with the process manager and deriva-

tion manager; recorded and transcribed

Public and non-public documentation

One validation session with the interviewees, where clarifying ques-

tions and uncertain issues were resolved

2.3.2 Data Collection

Several sources of data were used (Table 2.4).

For Case Nokia, there were two main data sources: internal technical

documents about the product line and observational first-hand experience

of one co-author who had participated in the product line architecture

evaluation. These data sources were triangulated with two validation

sessions and personal contact with the chief architects who had designed

the case product line. The validation also enabled us to collect further

data. In addition, publicly available information about the domain was

used to augment the internal documents.

For Case Fathammer, the main data collection method was a 3-hour

long interview with two product line managers. The interview questions

were modified from an existing research framework. The interview re-

sults were triangulated against public and internal documents about the

product line: we compared that the findings were similar and added fur-

ther information from the documents to the analysis. The results were

later validated with the interviewees.

2.3.3 Data Analysis

For Case Nokia, we adopted some of the analysis principles from the

grounded theory (Urquhart et al., 2010; Strauss and Corbin, 1998). In par-
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ticular, we built a theory from the data without any existing hypotheses,

utilized data comparison to identify and saturate concepts and relations,

and used additional slices of data to guide the analysis (Urquhart et al.,

2010). However, the suggested practices of coding (Strauss and Corbin,

1998) were not adopted to the full extent. It was more appropriate for the

data to use light-weight open coding and analyze the relations between

the concepts separately. The threats to validity stemming from this are

discussed in Section 7.2.

In the first phase, the analysis was carried out to describe capacity vari-

ability in a base station product line, that is, to build a case account with-

out generalization beyond the case domain. This analysis utilized light-

weight coding, constant comparison between the data sources, and adding

new data samples from the validation with the chief architects. The re-

sulting concepts and relations were kept relatively low-level (Urquhart

et al., 2010), that is, describing only the case domain.

In the second phase, the analysis was carried out to describe perfor-

mance variability in software product lines, that is, to generalize the re-

sults beyond the case domain and to build theoretical models. For this

purpose, 139 primary studies from the systematic literature review (Sec-

tion 2.2) served as new data. This analysis involved identifying case ac-

counts and examples of performance variability from the primary studies

through light-weight coding. We also re-visited the studies to saturate

emerging concepts and explanations in the theory building.

As the result, three theoretical models were proposed (Publication II):

two theoretical models to explain (Gregor, 2006) and one theoretical model

to describe (Gregor, 2006) the phenomenon. We proposed these models

to describe the results using domain-independent, explicitly defined con-

cepts and to enable analytical generalization from the case study.

For Case Fathammer, we followed the principles of the grounded theory

approach using deductive coding of data (Strauss and Corbin, 1998) and

utilized data comparison to identify and saturate concepts and relations

(Urquhart et al., 2010). However, the resulting descriptions were rela-

tively case-specific and low-level (Urquhart et al., 2010). Thus, the the-

ory building part of grounded theory was omitted (Urquhart et al., 2010).

Later on, Case Fathammer was used to identify new categories and satu-

rate existing ones in the proposed theoretical models in Publication II.
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Figure 2.3. The research design within this dissertation, following the design science
framework (Hevner et al., 2004) and the distinction between theory and arti-
facts (Gregor and Jones, 2007).

2.4 Design Science

Design science as a research paradigm seeks to create artifacts that ex-

tend the human and organizational capabilities in managing, using or

developing information systems (Hevner et al., 2004). The relevance in

design science is ensured by focusing on solving business needs that are

either heretofore unsolved or solving them in a more effective way, and by

evaluating the utility of the artifact against the needs of the application

environment (Hevner et al., 2004). The rigor in design science is ensured

by utilizing existing scientific knowledge when constructing and evalu-

ating the artifacts (Hevner et al., 2004) and by building design theories

about the artifacts (Gregor and Jones, 2007).

Design science was chosen since we wanted to both understand the phe-

nomenon and build concrete solutions to the problem. In addition, we

were able to build on and further develop existing artifacts and princi-

ples, which enabled a wider scope of the results.

2.4.1 Artifacts and Theory

At the core of design science is the artifact: the artifact can be a con-

struct, a model, a method, or an instantiation, such as a prototype tool

(Hevner et al., 2004). Further, a distinction is made between the concrete
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Table 2.5. The characteristics of the cases used for evaluating the theory and concrete
artifacts.

Case Magento Case Shopping Mall

Product line Magento, a configurable and

extensible web shop product

line; is available as enterprise,

hosted and open-source ver-

sions

A customizable service portal

within a shopping mall; in par-

ticular, a service to search for

offers and information

Market
position

A commercially successful

framework and an ecosystem

Not an industrial product line,

but an example envisioned by

Nokia Research Center

Product line
characteristics

Vast amount of varying web

shop functionality, only small

amount of security variability.

The web shop owners and ad-

ministrators can configure this

variability through web-based

Admin Panel.

Users have varying preferences

on authentication. The number

and capabilities of the partici-

pating services may vary.

artifact and the theory about the artifact (Gregor and Jones, 2007): the

design theory lays out the constructs, relations, and scope of the design

knowledge codified in and needed to instantiate the concrete artifact.

Within this study, a design theory and concrete artifacts were built to

represent and configure software product lines with functional and secu-

rity variability (Figure 2.3). To enable representation and configuration,

several concrete artifacts were constructed: a configurator tool, and case-

specific configuration models and configurations. The generalized knowl-

edge to build these artifacts was captured in the design theory, in par-

ticular, as a modeling conceptualization and as the principles of building

and using a configurator operating on stable model semantics. Thus, the

concrete artifacts acted as expository instantiations of the theory (Gregor

and Jones, 2007).

2.4.2 Evaluation

The evaluation of the theory and artifacts utilized two cases, Case Ma-

gento and Case Shopping Mall (Table 2.5). Case Magento was based on

a commercially successful configurable web shop, Magento. Magento is a

variability-rich, highly configurable product line and ecosystem. Most of

the explicitly configurable variability is about functionality: only a small

part of the web shop security can be varied. The data needed to instanti-

ate the artifacts for Case Magento consisted of the following: the source
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code, official documentation, and the demonstration version of the Ma-

gento Admin Panel. In contrast, Case Shopping Mall was a case example,

that is, it was not a real-life software product line. Case Shopping Mall

originated from Nokia Research Center. The particular case example was

inspired by the search service described by van Gurp et al. (2008).

The criteria for the evaluation were set as three testable propositions

(Gregor and Jones, 2007) that characterized the effect of the concrete ar-

tifacts. The testable propositions followed the form "if you want to achieve

Y in situation Z, the use of X helps" (Gregor and Jones, 2007).

With the testable propositions, the evaluation was conducted at two lev-

els.

Firstly, the feasibility of the instantiation was used. That is, the de-

sign theory was instantiated as concrete artifacts that included the Kum-

bangSec configurator and the configuration models and tasks for Case

Magento and Case Shopping Mall. A realistic instantiation tests the po-

tential problems in the generalized design and tests that the artifact is

worth considering (Gregor and Jones, 2007). Further, the instantiation for

Case Magento represented a "slice of life", which as such "is most likely to

be convincing" (Shaw, 2003).

Secondly, a descriptive comparison to the current state was used, in par-

ticular, by comparing with the current state of practice in Case Magento.

That is, the design theory and artifacts were evaluated descriptively using

an informed argument (Hevner et al., 2004).

The feasibility of the instantiation and the comparison to the current

state were both evaluated qualitatively. No quantitative evaluation was

conducted, for example, in the form of systematic performance testing,

mainly because it was deemed less suitable for assessing the testable

propositions. In addition, the instantiation and the evaluation were con-

ducted by the researchers: therefore, the concrete artifacts were not tried

out in the real application environment nor evaluated with the real stake-

holders.

2.4.3 Research Process

The research proceeded as suggested by Peffers et al. (2007).

Firstly, the problem and the motivation were identified in collaboration

with Nokia Research Center. This collaboration also served as a way to

define the objectives for a solution iteratively. In the design theory, the

objectives were captured as testable propositions.
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Figure 2.4. The overview of the research results in this dissertation.

Secondly, the design and development took place iteratively. The initial

version of the modeling conceptualization and the configurator tool were

constructed and applied to the initial case examples. Later on, the model-

ing conceptualization was simplified and applied to Case Shopping Mall.

Finally, the design theory was formulated and finalized while applying

them to Case Magento.

The demonstration of the artifact took place by instantiating the arti-

facts for the case examples; this was iterated with the design and devel-

opment. The evaluation utilized the testable propositions of the design

theory. Finally, the communication took place via a number of research

publications.

2.5 Overview of the Results

Given three different methods, there were three different types of results

in this dissertation. The different results from the different methods are

illustrated as the first three columns in Figure 2.4.

Firstly, the systematic literature review produced an analysis and syn-

29



Research Methods

thesis of the previous work (Chapter 4). The results were organized along

the research questions and the answers were given to address all quality

attributes in general.

Secondly, the case studies produced descriptions and explanations for

performance variability (Chapter 5). For RQ1 and RQ3, the results were

given as theoretical models for explaining and classifying the phenomenon

(Gregor, 2006). For RQ2 and RQ4, the results were given as descriptions

of the case accounts.

Thirdly, the design science produced a design theory and artifacts for

security variability (Chapter 6). For RQ2, RQ3 and RQ4, the results

were given as descriptions based on the design theory and the artifacts.

For RQ1, the results were given as descriptions based on the cases, since

the artifacts did not explicitly address this research question.

Last, the results of the case studies and the design science were synthe-

sized, that is, we synthesized the results over performance and security

(last column in Figure 2.4). The synthesis was conducted qualitatively,

by identifying dimensions that revealed the differences and similarities

between the results, and by identifying hierarchies and relations between

the concepts across the results. Thus, the synthesis was conducted as a

form of cross-case analysis (Huberman and Miles, 1994). The results of

the synthesis included one model to explain, one model to classify, and

two synthesized descriptions given as tables. Finally, the synthesis was

compared with the previous work (Chapter 7).
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3. Terminology

The following defines the central concepts upon which the results are

built.

3.1 Quality Attributes and Software Architectures

Quality attributes are defined as characteristics that affect an item’s qual-

ity (IEEE Std 610.12-1990, 1990). Quality is the degree to which the sys-

tem satisfies the stated and implied needs of its various stakeholders and

thus provides value (ISO/IEC 25010, 2011). Quality attributes are often

defined via attribute taxonomies (ISO/IEC 9126-1, 2001; ISO/IEC 25010,

2011; Boehm et al., 1978; McCall et al., 1977) and then defining the con-

stituent subattributes in more concrete terms or with concrete measures.

To complicate matters, more or less a similar concept has been called with

a multitude of terms: as quality attributes (ISO/IEC 9126-1, 2001; IEEE

Std 610.12-1990, 1990; Bass et al., 2003), quality characteristics (ISO/IEC

25010, 2011; ISO/IEC 9126-1, 2001), quality factors (IEEE Std 1061-1998,

1998), and quality properties (ISO/IEC 25010, 2011; Rozanski and Woods,

2011). Within this dissertation, we use the term "quality attribute".

A closely related concept is a quality requirement, also known as a non-

functional requirement (Mylopoulos et al., 1992; Berntsson Svensson et al.,

2012). A quality requirement can be defined as a requirement that a qual-

ity attribute is present in software (IEEE Std 1061-1998, 1998).

There are different kinds of quality attributes. Some quality attributes

manifest themselves in the product, whereas some attributes manifest

themselves in the interaction when the product is used (ISO/IEC 25010,

2011). Product quality attributes can be divided into those that are ob-

servable or measurable at runtime and to those that are not (Bass et al.,

1998, 2003; ISO/IEC 25010, 2011). Examples of the former include perfor-
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mance and security, whereas examples of the latter include modifiability

and testability. Some consider business qualities, such as time to market

and cost (Bass et al., 2003), to be part of quality attributes as well.

Software architecture has been defined as the fundamental organization

of a system that is embodied in the system elements, relationships, and in

the principles guiding the system design and evolution (ISO/IEC 42010,

2011). That is, software architecture is about different software system

structures (Bass et al., 2003; Rozanski and Woods, 2011). Software archi-

tecture can also be seen as the set of early design decisions people perceive

as hard to change (Fowler, 2003; Jansen and Bosch, 2005). Software ar-

chitectures are created solely to meet the concerns of their stakeholders

and to balance any conflicts in an acceptable way (Rozanski and Woods,

2011).

Many quality attributes are architectural, meaning that the software

architecture is critical to their realization (Bass et al., 2003): a significant

part of the quality attributes are determined by the choices done during

the architecture design. To improve quality attributes, design tactics and

patterns encapsulate reusable design strategies and solutions (Bass et al.,

2003; Rozanski and Woods, 2011).

However, many design decisions improve one quality attribute at the ex-

pense of another: for example, most of the availability tactics (Bass et al.,

2003) increase the overhead and complexity and thus may decrease per-

formance. Such situations are called trade-offs and they are usually re-

solved by finding a global, multi-attribute optimum (Barbacci et al., 1995).

3.2 Performance

Performance is considered as one of the most important quality attributes

in the industry (Berntsson Svensson et al., 2012). Performance is de-

fined as the degree to which a system or component accomplishes its

designated functions within given constraints, such as speed, accuracy,

or memory usage (IEEE Std 610.12-1990, 1990). Performance is rela-

tive to the amount of hardware or software resources used to meet those

constraints (ISO/IEC 25010, 2011). Performance is one of the quality at-

tributes to which it is relatively straightforward to associate quantitative

measures: examples include response time, throughput and jitter (Bar-

bacci et al., 1995).

Performance is divided into subattributes of time behavior, resource uti-
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lization and capacity (ISO/IEC 25010, 2011). Time behavior is either the

latency of responding to an event or the throughput of processing events

in a given time interval (Bass et al., 2003; Barbacci et al., 1995). Resource

utilization refers to the amount of resources the system uses to perform its

functions (ISO/IEC 25010, 2011); typical resources include both static and

dynamic memory. Capacity means the degree to which the maximum lim-

its of a product or system parameter meet requirements (ISO/IEC 25010,

2011). As a concrete example, capacity can be defined as the maximum

achievable throughput without violating the latency requirements (Bar-

bacci et al., 1995).

The software architecture is critical to the realization of performance

(Bass et al., 2003; Smith and Williams, 2002). Performance is affected by

many aspects in the architecture: the type and amount of communica-

tion among components, the functionality that has been allocated to the

components, and the allocation of the shared resources (Bass et al., 2003).

Hence, performance is an architectural, emergent quality attribute. Sev-

eral design tactics and patterns have been proposed to improve perfor-

mance (Bass et al., 2003; Smith and Williams, 2002; Rozanski and Woods,

2011): they often involve decreasing resource demand or increasing or

parallelizing resources (Bass et al., 2003).

3.3 Security

Security is the capability of the software system to protect information

and data so that unauthorized persons or systems cannot read or modify

them and authorized persons or systems are not denied access to them

(ISO/IEC 9126-1, 2001). Security is the composite of confidentiality, in-

tegrity and availability: confidentiality is the absence of unauthorized in-

formation disclosure, integrity is the absence of unauthorized system al-

ternations, and availability is the readiness for correct service for autho-

rized actions (Avizienis et al., 2004). Security can also be characterized

through assets, threats, countermeasures, and vulnerabilities (ISO/IEC

15408-1, 1999; Firesmith, 2004). The core of security is protecting as-

sets from threats: assets are sensitive information or resources (ISO/IEC

15408-1, 1999). A threat exploits vulnerabilities in the system and ma-

terializes as an attack (ISO/IEC 15408-1, 1999). Countermeasures are

introduced in the software to reduce vulnerabilities (ISO/IEC 15408-1,

1999). Countermeasures are also termed security mechanisms (Firesmith,
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2004), security controls (Fabian et al., 2010), or security use cases (Sindre

and Opdahl, 2005).

Given the complexity of the software security definition, it is not easy

to characterize or measure security with a single quantitative metric.

This poses a challenge for security requirements elicitation and defini-

tion (Fabian et al., 2010). Some of the best-known methods for defining

security requirements include misuse cases (Alexander, 2003; Sindre and

Opdahl, 2005), Common Criteria (ISO/IEC 15408-1, 1999) and quality fac-

tors (Firesmith, 2004, 2005).

Countermeasures, such as authentication, authorization or obfuscation,

are the link between the requirements and the design. This is because

countermeasures are responsible for fulfilling the security requirements

(Firesmith, 2004). A countermeasure is a technique that meets or opposes

a threat, vulnerability, or an attack by eliminating or preventing it, by

minimizing the harm, or by discovering and reporting it (IETF RFC 4949,

2007). Countermeasures can be defined at different levels of abstraction

(Fabian et al., 2010): for example, the requirements on preventing, detect-

ing or reacting to security incidents (Firesmith, 2005) are requirement-

level countermeasures. At the design level, countermeasures correspond

to security tactics and patterns: concrete examples include Authenticator

or Defense in Depth (Hafiz et al., 2007).
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4. Previous Work on Quality Attribute
Variability

In this section, a synthesis of the previous work on quality attribute vari-

ability is given based on the systematic literature review.

Based on the review results, three observations can be made.

Firstly, although a large number of primary studies (139) was selected

into the review, most of the studies had quality attribute variability only

as a minor part of their contribution. Nevertheless, the topic has received

research attention: there are even other literature reviews that address

the topic as a major (Etxeberria et al., 2007) or minor (Montagud and

Abrahão, 2009; Asadi et al., 2012) contribution.

Secondly, most of the selected studies discuss quality attributes in gen-

eral: a typical case is to propose a method or a construct that is implied

to be applicable to all quality attributes. Yet, it is unknown whether

a blanket solution can cover all quality attributes equally well (Bernts-

son Svensson et al., 2012). Only a handful of studies focus on specific

quality attributes, for example, on security variability (Mellado et al.,

2008; Fægri and Hallsteinsen, 2006; Wang et al., 2006) or on performance

variability (Siegmund et al., 2013; Tawhid and Petriu, 2011; Street and

Gomaa, 2006).

Thirdly, industrially relevant yet rigorously obtained empirical evidence

on quality attribute variability is lacking. There are studies that describe

quality attribute variability within its real-life industrial context (Kishi

et al., 2002; Sinnema et al., 2006; Niemelä et al., 2004; Hallsteinsen et al.,

2006a). However, such studies mostly do not describe data collection, data

analysis or validity threats. There are also studies that utilize an example

of varying quality attributes and mention or imply an industrial product

line (Lee and Kang, 2010; Siegmund et al., 2012b; Jarzabek et al., 2006;

Tun et al., 2009; Kuusela and Savolainen, 2000; White et al., 2009). Yet,

it is not clear if these studies are merely statements backed up by exem-
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plary experience (Fettke et al., 2010), slices of real life (Shaw, 2002), or

examples influenced by industrial software product lines.

In the following, we summarize and synthesize the current body of knowl-

edge for each research question.

4.1 Explanation for Varying Quality Attributes (RQ1)

It is relatively challenging to analyze the explanations for the decision

to vary quality attributes purposefully (RQ1). For many studies, it was

difficult to distinguish whether they were addressing purposeful or un-

intended quality attribute variability. Unintended quality attribute vari-

ability may be caused by indirect variation (Niemelä and Immonen, 2007).

As a concrete example, Etxeberria and Sagardui (2008) describe an arcade

game product line in which the refresh time should always stay under 100

ms, yet other variability causes the actual refresh time to unintendedly

vary within that limit. Moreover, the studies rarely analyze the reason

to vary explicitly. The need to vary quality attributes may be just taken

without explanations (Sincero et al., 2007). Some studies justify purpose-

ful quality attribute differences through examples, anecdotes and small

case studies. For example, Halmans and Pohl (2003) give an example of

availability variation that is due to different geographical locations, while

Siegmund et al. (2012b) justify the need to produce database systems for

embedded, real-time and mobile devices as the reason to vary resource

consumption and performance.

However, there are studies that discuss the explanations in more gen-

eral terms. Lee and Kang (2010) and Lee et al. (2014) describe how vari-

ability in the usage context causes variability in quality attributes: usage

contexts include the user, physical, social and business contexts as well

as the product operating environment. An example of the user context is

the peak service rush hour causing varying minimum waiting time (Lee

and Kang, 2010). An example of the business context involves different

customer segments and their price points (Lee and Kang, 2010). Niemelä

and Immonen (2007) justify the varying quality requirements through dif-

ferent business domains. For example, high availability and recovery are

required in the emergency domain, whereas in the entertainment domain,

the service availability only needs to be of medium rate (Niemelä and Im-

monen, 2007). Further, even within the same domain, the standards and

regulations that constrain quality attributes vary between geographical
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Figure 4.1. Explanations for the decision to purposefully vary quality attributes in the
primary studies (slightly modified from Publication I).

areas (Niemelä and Immonen, 2007).

We identified two different kinds of explanations for varying quality at-

tributes (Figure 4.1). Firstly, there may be differences in the user or cus-

tomer needs. These reasons may stem from the user, business and social

contexts (Lee and Kang, 2010). These reasons may include geographical

market segments (Kang et al., 2002), different types of usage (Kuusela

and Savolainen, 2000), or different service domains (Niemelä and Immo-

nen, 2007). Also, the customer needs may change over time (Ishida, 2007).

Secondly, there may be differences in the hardware or resources that affect

or constrain the product quality attributes. Differences in the mobile de-

vice hardware (White et al., 2007), embedded system capabilities (White

et al., 2009; Tun et al., 2009; Siegmund et al., 2012b), or network capac-

ity and battery power (Hallsteinsen et al., 2006b) may cause the need to

adapt quality attributes, and in particular, memory consumption and time

behavior.

The explanations in Figure 4.1 are also used to justify performance and

security variability. For performance, and in particular, for resource con-

sumption, the differences in the hardware or resources are the prevail-

ing way to explain the need to vary (White et al., 2007; Tun et al., 2009;

Sinnema et al., 2006; Siegmund et al., 2012b). Surprisingly, it is rare

that performance variability is linked directly to the user or customer

needs: examples include different customer needs in regard to data vol-

umes (Ishida, 2007) or the resulting price for the better performing vari-

ant (Bartholdt et al., 2009). For security, different user and customer

needs are mentioned as the reason to vary, for example, as differences

in the legislation and users’ privacy preferences (Wang et al., 2006; Hen-

drickson et al., 2009). Additionally, security variability is often motivated

by the need to balance trade-offs between security and other quality at-

tributes, for example, to vary encryption to mitigate the increase in the

response time (Bartholdt et al., 2009; Myllärniemi et al., 2006).
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Table 4.1. Identified approaches in the previous work for modeling customer-relevant
quality attribute variability (extended from Publication I).

Proposed
modeling
concept

Quality attribute feature

Quality attribute softgoal

Quality attribute requirement

Quality attribute information attached to other features

Quality
attributes
modeled as

Soft: qualitative with a measure on the nominal or ordinal scale,

may not have clear-cut satisfaction criteria

Hard: quantitative with a measure on the interval or ratio scale,

measurable and verifiable

Differences
modeled as

Different levels of the same quality attribute

Different quality attributes

Finally, Niemelä and Immonen (2007) argue that quality attributes that

are not visible at runtime are less prone to be purposefully varied, since

typically only the internal stakeholders have interest in them. In con-

trast, the needs for runtime-observable quality attributes, such as se-

curity and performance, are usually different for each product variant

(Niemelä and Immonen, 2007).

4.2 Distinguishing Quality Variants (RQ2)

Distinguishing the quality attributes of the product variants to the cus-

tomers (RQ2) is addressed in the primary studies mostly from the mod-

eling point of view. This is because variability representation is one part

of variability management (Chen and Babar, 2011), which in turn is nec-

essary to understand and communicate the differences between the prod-

ucts. When communicating the variability to the customer, one should

focus on the customer-relevant aspects of variability, that is, on essential

variability, and not on technical variability (Halmans and Pohl, 2003).

In the primary studies, customer-relevant quality attribute variability is

modeled in several ways: as features, as softgoals, as requirements, or by

attaching quality attribute information to other features (Table 4.1).

Firstly, varying quality attributes can be represented as features. In

order to be meaningful to the customer, quality attributes should be rep-

resented as problem domain features (Lee et al., 2014). Similarly to tradi-

tional features (Benavides et al., 2010), the variability of quality attribute

features can involve mandatory, optional or alternative relations. For

example, there could be an optional quality attribute feature Minimum

waiting time (Lee and Kang, 2010) or alternative quality attribute fea-
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tures Low, medium, high usability (Etxeberria and Sagardui, 2008).

Secondly, varying quality attributes can be represented as softgoals. In-

stead of capturing "what the system does", softgoals capture intention-

ality, that is, "why the system does it" (Gonzales-Baixauli et al., 2004).

Therefore, softgoals have been argued to be suitable for selecting the prod-

uct variants (Laguna and González-Baixauli, 2008). Softgoals represent

requirements that do not have clear-cut satisfaction criteria. Instead, the

softgoals are satisfied when there is sufficient positive evidence and little

negative evidence (Mylopoulos et al., 2001). Because of this, softgoals are

often used for quality attributes that have no quantifiable measures, such

as security and usability (Gonzales-Baixauli et al., 2004; Yu et al., 2008):

an example includes User authenticity.

Thirdly, varying quality attributes can be represented as requirements

(González-Huerta et al., 2012; Kuusela and Savolainen, 2000). In par-

ticular, Mellado et al. (2008, 2010) define varying security requirements

through the Common Criteria (ISO/IEC 15408-1, 1999) concepts: varying

security requirements are distinguished through threats, assets, counter-

measures, and objectives.

Finally, quality attribute variability can also be modeled by attaching

information about quality attributes into other features (Table 4.1). A

popular way is to simply attach some quantitative or qualitative infor-

mation about the impact of the feature on the overall quality attributes

(Siegmund et al., 2012b; White et al., 2009; Bagheri et al., 2010). For

example, feature Diagnostics increases the binary footprint by 191 KB

and improves reliability (Siegmund et al., 2012b). Attaching feature im-

pacts is used especially for resource consumption, perhaps since resource

consumption is one of the feature-wise quantifiable attributes (Siegmund

et al., 2012b).

To compare the approaches in Table 4.1, varying quality attribute fea-

tures, softgoals and requirements are typically closer to essential vari-

ability. As a drawback, it must be known how High usability affects the

product line solution-space features, such as capabilities and design deci-

sions (Lee et al., 2014; Asadi et al., 2011). For this purpose, qualitative

contributions are often used: for example, a solution-space feature may

strongly support or hurt a quality attribute feature (Lee et al., 2014).

Within the models, quality attributes can be treated either as soft or

hard (Table 4.1). Soft quality attributes have no clear-cut satisfaction cri-

teria and only impose restrictions on how behavioral requirements should

39



Previous Work on Quality Attribute Variability

be met (Jarzabek et al., 2006). Such soft quality attributes are typically

described qualitatively (Siegmund et al., 2012b) with a measure on the

ordinal scale (Stevens, 1946), for example, as "high security". In contrast,

product line quality attributes can be also quantifiable (Siegmund et al.,

2012b): they can be characterized on the interval or ratio scale (Stevens,

1946) and be measured unambiguously, for example, as "latency less than

100 ms". The primary studies typically treat security as a soft attribute

whereas performance is treated as a hard attribute.

Moreover, the differences between quality attributes can be modeled in

two ways (Table 4.1): either as different levels of the same quality at-

tribute or as different quality attributes (Niemelä and Immonen, 2007).

To exemplify the former, the length of encryption can be 128 or 256 (Sun

et al., 2009), the response time can be less than 5, 15 or 30 seconds

(Gimenes et al., 2008), and the service recovery rate may be low, medium

or high (Niemelä and Immonen, 2007). To exemplify the latter, one prod-

uct may require monitoring and controlling functionality to ensure avail-

ability, whereas another product does not (Niemelä and Immonen, 2007).

4.3 Designing Variability and Deriving Variants (RQ3,RQ4)

From the viewpoint of the product line architecture, the design of quality

attribute variability (RQ3) and the derivation of product variants (RQ4)

are rarely covered in the previous studies explicitly. Instead, both aspects

are mostly addressed in conjunction or through feature models. This is

because features can be used to represent, besides problem domain en-

tities, also solution domain entities even to the level of design decisions

and technologies (Lee et al., 2014; Jarzabek et al., 2006; Kang et al., 2002).

Therefore, many studies on feature models and quality attribute variabil-

ity actually describe design. As a concrete example, Linux Ubuntu pack-

ages, that is, architectural entities, are modeled as varying features with

a certain impact on memory footprint (Quinton et al., 2012). As another

example, redundancy controls active and standby, that is, design tactics

for availability, are modeled as alternative implementation technique fea-

tures (Kang et al., 2002). Additionally, there are studies that focus on the

product line architecture design activities (Kishi and Noda, 2000; Kishi

et al., 2002). Also the link from the feature models to the product line

architecture has been studied (Kang et al., 1990, 1998, 2002).

The architectural, emergent nature of quality attributes makes design
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and derivation more challenging. It has been argued that quality at-

tributes cannot be directly derived, that is, derived by simply selecting

single features that represent product quality attributes in the feature

models (Sincero et al., 2010). This is because quality attributes are the re-

sult of and impacted by many functional features (Sincero et al., 2010). In

other words, quality attributes are indirectly affected by other variability

in the software product line (Niemelä and Immonen, 2007). This impact of

other variability must be taken into account in the design and derivation

approach.

To address the impact of other variability, most studies use model-based,

externalized approaches. In particular, the impact of other variability is

explicitly represented in the feature models as feature impacts. A fea-

ture impact characterizes how a particular feature contributes to a spe-

cific quality attribute: for example, selecting feature Credit Card adds

50 ms to the overall response time (Soltani et al., 2012). There can be two

kinds of feature impacts that depend on the nature of the specific quality

attribute. Firstly, there can be qualitative feature impacts, for example,

feature Verification improves reliability (Siegmund et al., 2012b); these

can be used as a guideline during the product derivation. Secondly, there

can be quantitative feature impacts that can be either directly measured

or inferred from other measurable properties, for example, one can com-

pute to which extent a feature influences the memory footprint of an appli-

cation (Siegmund et al., 2012b). However, there are also quality attributes

that are quantifiable but not measurable per feature: for example, it has

been claimed that response time can only be measured per product vari-

ant (Siegmund et al., 2012b).

To complicate matters further, the impact of one feature may depend

on the presence of other features (Siegmund et al., 2013, 2012a; Sincero

et al., 2010; Etxeberria and Sagardui, 2008). Thus, the derivation must

take into account feature interactions. The features in a software product

line are not independent of each other, but their combinations may have

unexpected effect on quality attributes compared with having them in

isolation. For example, when both features Replication and Cryptography

are selected, the overall memory footprint is 32KB higher than the sum

of the footprint of each feature when used separately (Siegmund et al.,

2012b). Feature interactions may occur when the same code unit partic-

ipates in implementing multiple features, when a certain combination of

features requires additional code, or when two features share the same
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resource (Siegmund et al., 2012b, 2013). An approach to approximate and

measure feature interactions has been proposed and evaluated for mem-

ory footprint, main memory consumption, and time behavior (Siegmund

et al., 2012a, 2013).

Managing feature impacts and interactions may require explicit repre-

sentation and dedicated tool support, as manifested by the Intrada prod-

uct line derivation (Sinnema et al., 2006). It may be possible to man-

age the feature impacts manually by trying to codify tacit knowledge

into heuristics or by comparing with predefined reference configurations

(Sinnema et al., 2006). However, when Intrada needed to create a high-

performance product variant, the complications of the manual impact

management caused the derivation to take up to several months, com-

pared with only a few hours (Sinnema et al., 2006). Even when supported

with a tool that was able to evaluate the performance of a given configura-

tion, only a few experts were capable of conducting a directed optimization

towards the high-performance configuration (Sinnema et al., 2006).

Based on this, we identified two distinct strategies for both designing

quality attribute variability and deriving it from the design.

Firstly, quality attribute variability can be designed and derived through

design tactics and patterns, that is, by varying architectural patterns

(Hallsteinsen et al., 2003; Matinlassi, 2005) and tactics (Kishi and Noda,

2000; Kishi et al., 2002). This approach is used both for performance

(Kishi and Noda, 2000; Kishi et al., 2002; Ishida, 2007) and for security

(Fægri and Hallsteinsen, 2006). The challenge with varying tactics and

patterns is that they may crosscut the architecture (Hallsteinsen et al.,

2006a), and thus may be costly to implement, test, manage and derive.

Also the impact of other variability may need to be managed separately.

Secondly, quality attribute variability can be designed and derived by

using indirect variation only. We have termed this as indirect variation

strategy. Instead of using explicit design mechanisms, this approach pri-

marily relies on other variability in the product line to create the required

quality attribute differences. That is, indirect variation (Niemelä and Im-

monen, 2007) is used as a way to purposefully vary quality attributes. For

example, a variant with different memory footprint is derived by leaving

features Replication and Cryptography out from the product (Siegmund

et al., 2012b). Indirect variation is especially used for resource consump-

tion (Tun et al., 2009; White et al., 2007; Siegmund et al., 2013), but other

quality attributes are covered as well (Siegmund et al., 2012b).
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To create desired products with the indirect variation strategy, one must

estimate and represent the impacts and interactions from other variabil-

ity. Most of the studies use feature models as the basis. During derivation,

one needs to aggregate single feature impacts onto overall product quality

and manage interactions. The derivation can be about finding a variant

that meets specific quality attributes, for example, to find a product that

has 64 MB or smaller memory usage (Sinnema et al., 2006), or about opti-

mizing over one or more quality attributes, for example, to find the most

accurate possible face recognition system that can be constructed with a

given budget (White et al., 2009). From the computational point of view,

algorithms that are needed for finding and optimizing variants from fea-

ture models are computationally very expensive. Earlier solvers based

on constraint satisfaction problems resulted in exponential solution times

to the size of the problem (Benavides et al., 2005). White et al. (2009)

showed that finding an optimal variant that adheres to feature model and

system resource constraints is an NP-hard problem. Therefore, several

approximation algorithms have been proposed to find partially optimized

feature configurations (Guo et al., 2011; White et al., 2009). Other pro-

posals utilize hierarchical task network planning (Soltani et al., 2012).

In particular, when the derivation takes place at runtime, the scalability

of the approach becomes an issue (Wang et al., 2006; Hallsteinsen et al.,

2006b).
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5. Performance Variability

This dissertation focused on performance and security. In the following,

the results for performance variability are given based on two case studies

(Case Nokia and Case Fathammer). The results are given as generalized

theoretical models and as case-specific descriptions.

5.1 Explanation for Varying Performance (RQ1)

To study why performance is purposefully varied, we proposed a theoret-

ical model of the explanations behind the decision to purposefully vary

performance in software product lines. The proposed model consisted of

generalized explanations (Figure 5.1), definitions, scope, and instantia-

tions (Publication II). Each of the explanation was instantiated in either

Case Nokia or Case Fathammer.

Three types of generalized explanations behind the decision to vary were

identified: explanations related to the customer needs and characteristics,

explanations related to the product and design trade-offs, and explana-

tions related to the operating environment.

Firstly, the customer needs and characteristics, that is, the problem do-

main, can motivate the decision to vary (Figure 5.1). Performance may be

varied to serve different or evolving customer performance needs. Also the

ability to conduct product or price differentiation motivates: differentia-

tion is supported by the customers’ ability to understand the performance

differences and their willingness to pay more for better performance.

Secondly, the product and design trade-offs, that is, the solution domain,

can motivate the decision to vary (Figure 5.1). Performance can be varied

to balance two kinds of trade-offs: trade-offs between performance and

other quality attributes, and trade-offs between performance and costs.

The latter can be caused by the expensive hardware needed to improve

45



Performance Variability

Explanations related to the 
operating environment constraints

Explanations related to
the product and design trade-offs

Explanations related to the customer 
needs and characteristics

Differences in the customer 
performance needs 

(caused, e.g., by differences in 
the amount of requests or data)

Differences in how customers are 
willing to pay for better 

performance

Evolution of the customer 
performance needs over time, 
long-lived investment products

Differences in the resources 
available in the product 

operating environment that 
constrain performance

Trade-off between performance 
and production costs 

(caused, e.g., by the hardware 
design)

Case Nokia

Case
Fathammer

Case Nokia Purposeful performance 
variability in 

a software product line

Case Nokia

Ability of the customer to 
understand the performance 

differences

Case Nokia

Case Nokia

Trade-off between performance 
and other quality attributesCase

Fathammer

Legend
An explanation to

the decision A decision
Case X

Identified as one explanation (no direct 
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Figure 5.1. RQ1: Generalized explanations for the decision to purposefully vary perfor-
mance in a software product line (adapted from Publication II). All explana-
tions were instantiated in either Case Nokia or Case Fathammer. See scope
and other instantiations from Publication II.

performance.

Thirdly, constraints in the operating environment can also explain the

decision to vary (Figure 5.1). If there are differences in the resources

available in the product operating environment and the resources con-

strain performance, the situation can be resolved by adapting the product

performance.

In Case Nokia and Case Fathammer, there were several explanations

that contributed to the decision to purposefully vary performance.

In Case Nokia, the main explanations were related to the problem do-

main. Different base stations had initially different capacity require-

ments and the capacity needs grew over time. Moreover, the operators

were willing to pay more for better capacity, since capacity was tied to

the operators’ business and revenue mechanisms. The case company was

able to characterize the capacity with unambiguous metrics and guaran-

tee the capacity to the operators. All this supported price differentiation.

The case company offered the operators the possibility to upgrade the base

station capacity in the future: this flexibility in pricing added to the cus-

tomer satisfaction and acted as a differentiating feature. In the solution

domain, production cost trade-offs acted as one explanation: when capac-

ity differences were achieved with hardware, the conflict between capac-

ity and hardware costs could be resolved with variability. To summarize,

Case Nokia was about price differentiation of capacity, both in space and
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in time.

In Case Fathammer, the customers did not have any explicitly stated

differences in the game performance needs. Instead, the main reason was

related to the drastic differences in the tightly-constrained target mobile

devices. In addition, game playability and graphics attractiveness were

valuable to the market success, yet were in conflict with resource con-

sumption and game refresh rate. Since the device capabilities differed

so much from each other, the single solution would have either been too

heavy for the low-end devices, or would have had too poor graphics for the

high-end devices. To summarize, Case Fathammer was about maximizing

the use of varying device capabilities in the product operating environ-

ment.

5.2 Distinguishing Performance Variants (RQ2)

To study how performance in the product variants could be distinguished

to the customers, we describe Case Nokia and Case Fathammer from the

following viewpoints: what the varying performance attributes were and

how they were distinguished to the customers (Table 5.1).

In Case Nokia, the base stations had different phone call capacity (Ta-

ble 5.1). Phone call capacity was defined as the maximum phone call

throughput, that is, using an established, externally observable perfor-

mance measure. The phone call capacity differences were communicated

to the customers in two ways: directly as phone call capacity or as channel

elements. Since the ability to serve as many phone calls as possible was

one of the most valuable aspects to the operators, phone call capacity was

used as a selling point when network elements were purchased. However,

when configuring base stations, the base station capacity was communi-

cated to the customer technical representatives as channel elements. A

channel element was an abstraction of the internal resources needed to

deliver certain phone call capacity. Channel elements dictated phone call

capacity independently from other network planning parameters, such as

base station interference and power. Hence, channel elements were eas-

ier to configure separately. To summarize, the varying phone call capacity

was communicated either directly, as externally observable capacity, or as

internally observable resources needed to deliver the capacity.

In Case Fathammer, the varying performance attributes were game re-

source consumption and refresh rate (Table 5.1). Three resource consump-
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Table 5.1. RQ2: Distinguishing the product performance variants in the case study
cases.

The varying performance
attribute

Distinguished to the cus-
tomers

Case Nokia Phone call capacity: the

maximum number of phone

calls the base station can pro-

cess per a time unit, that is, the

maximum phone call through-

put.

As externally observable ca-
pacity: as phone call capacity

when selling the products.

As internally observable re-
sources: as channel elements

when (re)configuring the prod-

ucts; channel elements mea-

sure the internal resources

needed for certain phone call

capacity and are independent

of other product parameters.

Case
Fathammer

Resource consumption:

game heap memory consump-

tion, application size when

downloading and application

size when installed on the

device.

Refresh rate: the game action

and graphics refresh rate.

As target operating envi-
ronment: as the target mo-

bile device to which the game

resource consumption and re-

fresh rate were adapted.

tion measures were varied: runtime memory consumption, game binary

size and download size. Refresh rate was varied as game graphics and

game action refresh rate. These differences in resource consumption and

refresh rate were not explicated to the customers as such. Instead, the

product performance was communicated to the customers only as the tar-

get device to which resource consumption and refresh rates were adapted,

for example, by stating that the game was meant for Nokia 6600 mobile

phone. To summarize, varying resource consumption and refresh rates

were communicated indirectly as the target operating environment.

To synthesize the results in Table 5.1, the varying performance attributes

included capacity, resource consumption and time behavior, that is, estab-

lished, externally observable product attributes with quantitative mea-

sures. However, these attributes were not necessarily used to distinguish

the variants to the customers. Performance differences were communi-

cated to the customers in three different ways: as the externally observ-

able product performance, as the internally observable resources needed

to deliver that performance, and as the target operating environment to

which the product performance was adapted.
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Figure 5.2. RQ3: Generalized strategies for designing performance variability in product
line architectures, see definitions from Table 5.2. Also the cases in which the
strategy was used are illustrated.

5.3 Designing Performance Variability (RQ3)

To describe how performance differences can be designed in the product

line architecture (RQ3), we proposed a theoretical model that classified

the strategies for designing performance variability in product line archi-

tectures. The proposed model consisted of a classification (Figure 5.2),

definitions (Table 5.2), and the description of scope and instantiations

(Publication II).

In Case Nokia, there were two strategies for designing capacity variabil-

ity in the base station architecture. Firstly, major differences in capacity

were achieved by scaling up and out the base station hardware respon-

sible for speech processing. This is called hardware design tactic strat-

egy (Table 5.2). Secondly, differences in capacity were achieved through

software means, and in particular, by downgrading the maximum sys-

tem capacity achieved with the full hardware configuration: this is called

downgrading tactic strategy (Table 5.2). Downgrading was achieved by

having a dedicated component to monitor and limit the channel element

usage and to programmatically disable the dedicated hardware resources.

Since other software components were unaware of the actual hardware re-

sources, available channel elements could be changed at runtime without

affecting other operations in the base station.

In Case Fathammer, several design tactics were used to design resource

consumption and time behavior variability in the mobile games. Many of

these tactics altered game graphics. For example, resource consumption
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Table 5.2. RQ3: Definitions of the generalized strategies illustrated in Figure 5.2.

Performance Variability Design Strategy
The explicit product line architecture design means of purposefully creating perfor-

mance differences between the product variants. A software product line can apply

several different strategies simultaneously.

Hardware Design Tactic
Differences in performance are achieved by hardware scaling, that is, by having dif-

ferent installed hardware in the product variants. This corresponds to varying design

tactic Increase Available Resources (Bass et al., 2003).

Software Design
Differences in performance are achieved by varying software.

Software Design Tactic
Create differences in performance by one or more purposefully introduced, varying

software design tactics (Bass et al., 2003) that affect performance; performance vari-

ability is managed through these tactics. Can be either about downgrading or trading

off tactic consequences (see below).

Downgrading Tactic
Vary software design tactics with the purpose of decreasing performance without af-

fecting other quality attributes. Can be done by limiting both software and hardware

resources and processes through the operating system or middleware.

Trade-off Tactic
Vary software design tactics with the purpose of decreasing performance but improv-

ing other quality attributes or lowering the production costs.

Indirect Variation
Differences in performance are primarily achieved by indirect variation, that is, as

an emergent byproduct from other software variability. Indirect variation is managed

through externalized impacts and interactions, often using feature models as a basis.

was varied by changing the materials, textures, object models and game

levels. Game refresh rate was varied by changing the number of poly-

gons and rendering algorithms. Since all these tactics improved game

visual attractiveness and playability at the expense of performance, Case

Fathammer was an example of a trade-off tactic strategy (Table 5.2).

Additionally, the proposed model defined and classified the prevailing

strategy in the previous work, that is, indirect variation (Table 5.2). This

strategy is described in Section 4.3.

To summarize the proposed model in Figure 5.2, performance differ-

ences can be designed with software or hardware. Moreover, software can

either utilize purposeful design tactics to vary performance or let perfor-

mance differences emerge indirectly from other variability. Finally, soft-

ware design tactics can either trade off performance with other quality at-

tributes or simply downgrade performance without trying to affect other

quality attributes.
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Figure 5.3. RQ3: Explanations for the selected design strategies in the cases, adapted
from Publication II.

The reasons why Case Nokia and Case Fathammer selected different

design strategies are outlined in Figure 5.3.

In Case Nokia, since the hardware costs were a major driver in the

base station products, varying capacity through hardware was straight-

forward. Additionally, scaling base station hardware was an established

practice in the domain. However, when the hardware configuration was

fixed and the capacity was varied through downgrading, there were no

cost differences between the variants and the lower capacity variants had

"too good" hardware. With the downgrading strategy, capacity variabil-

ity was motivated by price differentiation: different price points and the

possibility to upgrade were valued by the customer. Finally, the use of

a software design tactic to vary capacity enabled reconfiguring the base

station at runtime without affecting other product functionality.

In Case Fathammer, resource consumption and time behavior variabil-

ity were motivated partly by the drastic differences in the mobile devices,

partly by the inherent trade-offs between game graphics and performance.

An example of such an inherent trade-off was that having more game lev-

els increased the application size. Therefore, it was straightforward to

adapt the game performance to different devices by varying these inher-

ent trade-offs.

5.4 Deriving Performance Variants (RQ4)

RQ4 is about deriving products that meet given performance needs using

the designed product line architecture variability.

In Case Nokia, since the base stations were expensive long-lived prod-

ucts and the capacity needs increased over time, capacity reconfigura-

tion was essential (Table 5.3). The reconfiguration was done by the cus-
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Table 5.3. RQ4: How the cases derived product variants that met given performance
needs using the product line architecture variability.

Case Nokia Case Fathammer

Derivation task System-supported
(re)configuration: installing

or upgrading base stations,

either remotely at runtime or

manually, by the customer.

Configuration logic and sup-

port were implemented into

the system.

Manual porting and opti-
mization: manually adapting

a game to a specific mobile de-

vice and sales channel after

the outsourced game produc-

tion; relied on the skills of the

Fathammer engineer.

Binding
architecture
variability

Through design tactics: set-

ting software parameters or in-

stalling hardware.

Through design tactics: tun-

ing the code parameters and

compiling; but also creating

new implementation or game

content.

Handling the
impact of other
variability

Minimized in the product
line architecture design:

impacts were minimized in

the design and ignored during

derivation.

Tested and tuned for a
product: the high impact of

other game variability was

manually checked during

derivation.

Ensuring the
performance needs
are met

Testing at the product-line
level: testing beforehand to

guarantee promised capacity;

not all variants tested.

Testing when deriving a
product: the performance,

graphics and playability of

each variant were tested iter-

atively, based on which final

decisions on the variant were

made.

tomer technical representative, and it involved either purchasing new ca-

pacity licenses at runtime or upgrading the base station hardware. In

Case Fathammer, the derivation was about adapting a game to a spe-

cific mobile device and sales channel in the post-production phase (Ta-

ble 5.3). No maintenance of the games took place. Thus, the deriva-

tion tasks were vastly different. Case Nokia was focused on supporting

automated, customer-conducted reconfiguration for the evolving capacity.

Case Fathammer was focused on light-weight, manual performance adap-

tation by the product line engineer.

In both cases, the product derivation bound performance variability in

the product line architecture (RQ3). In Case Nokia, the desired perfor-

mance level was achieved by upgrading the hardware or by changing the

number of channel elements that were visible to all software components.

Thus, performance was set by binding the variability introduced through
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the hardware and downgrading strategies. In Case Fathammer, the de-

sired balance between frame rate, memory consumption, playability, and

visual appeal was achieved by binding the variability of several design

tactics. These varying tactics had been introduced to implement the veri-

fication configurations.

Performance in general is affected by the software architecture and thus

may be heavily impacted by other variability. Hence the impact of other

variability may need to be managed and checked in addition to binding

the design tactic variability. Nevertheless, explicit or externalized impact

management was not necessary in either case, but the impacts were either

minimized in the product line design or manually checked per product. In

Case Nokia, the design was built to minimize the impact of other soft-

ware variability on phone call capacity. Since dedicated resources were

reserved for handling the phone calls, the variability of other base station

functionality mostly did not affect phone call capacity. In Case Fatham-

mer, the impact of other variability was high, but it was manually tested

and tuned for each product during derivation.

Finally, both cases used testing to ensure the performance of the variant

was sufficient, but in a very different way. In Case Nokia, the variants had

to be tested beforehand, since the customer did the reconfiguration herself

at runtime and the capacity was guaranteed. Instead of testing all capac-

ity variants against all configurations, it was sufficient to test only the

maximum, minimum and some downgraded design tactic variant. This

was due to minimizing the impact of software variability in the design. In

Case Fathammer, testing was an integral part of the derivation: during

post-production, the suitable levels of performance were decided based on

iterative testing and tuning. The tuning relied on the domain knowledge

and judgment of the post-production engineer.

53



Performance Variability

54
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This dissertation focused on performance and security. In the following,

the results for security variability are given based on the artifacts and

the design theory. The artifacts and the theory were built through design

science and evaluated with two cases (Case Magento and Case Shopping

Mall). We briefly introduce the artifacts and the theory, describe the re-

sults for each research question, and summarize the evaluation results.

6.1 Artifacts and Theory

We constructed a set of concrete artifacts for representing and configur-

ing software product lines with security and functional variability. The

most important concrete artifact was the KumbangSec configurator tool,

but also concrete, case-specific configuration models and configurations

were considered as artifacts (Figure 6.1). Besides just building the con-

crete artifacts, we separated the generalizable knowledge of the artifacts

into a design theory (Gregor and Jones, 2007). The design theory consists

of the KumbangSec modeling conceptualization and a number of princi-

ples (Table 6.1). The concrete artifacts were instantiations of the theory

knowledge (Figure 6.1).

The scope of the artifacts and the theory was set on configurable soft-

ware product lines, that is, on software product lines where the applica-

tion engineering requires very little or no implementation effort (Bosch,

2002). Therefore, we built a configurator tool that supports the automated

configuration task, that is, the task of deriving a product variant dur-

ing application engineering. A configuration describes one particular soft-

ware product variant, while a configuration model describes the structure,

the variability, and the rules upon which valid product variants could be

constructed from the product line. Given a configuration model, the Kum-
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Figure 6.1. The concrete artifacts and the design theory proposed in this study.

bangSec configurator tool can be used to efficiently derive configurations

that both satisfy and are justified by the configuration model.

The proposed design theory codifies several principles that the concrete

artifacts instantiate (Figure 6.1). At the core of the design theory is the

KumbangSec modeling conceptualization. Similarly to knowledge-based

configuration (Soininen et al., 1998), the design theory codifies the princi-

ple of separating the domain engineering models with variability from the

application engineering models where all variability was bound. Further,

the configuration knowledge is described separately from the configura-

tor implementation. The configuration task is defined utilizing the stable

model semantics (Simons et al., 2002): a KumbangSec configuration is

calculated as a stable model from an answer set program. All this is em-

bodied in the principles of building and utilizing a configurator for the con-

figuration task. Consequently, the design theory is based on knowledge-
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Table 6.1. The design theory of the concrete artifacts (Publication IV), described using
the guidelines by Gregor and Jones (2007).

Theory
purpose

The theory aims at representing and configuring software product lines

with security and functional variability.

Theory
scope

The theory is applicable to configurable software product lines with

varying functional and security requirements and composable or pa-

rameterizable software architecture entities.

Constructs
and
principles

The principles of using countermeasures to represent and distinguish

security variants to customers.

The KumbangSec modeling conceptualization. The principle of separat-

ing the concepts for configuration model and configuration.

The principles of building and using a configurator operating on stable

model semantics. The principle of separating the configuration knowl-

edge from the configurator implementation. The principles of translat-

ing the modeling concepts into answer set programs.

Testable
proposi-
tions

In the situation described by the theory scope:

P1: in order to represent and distinguish security variants to the cus-

tomers, the use of countermeasures helps;

P2: in order to represent the design of security and functional variabil-

ity, the KumbangSec conceptualization helps;

P3: in order to configure consistent products to meet given security and

functional needs, the KumbangSec configurator helps.

Justifica-
tory
knowledge

Countermeasures as a characterization of software security (ISO/IEC

15408-1, 1999). Kumbang (Asikainen et al., 2007; Myllärniemi et al.,

2007). Using stable models and answer set programs for product config-

uration (Simons et al., 2002; Soininen et al., 2001, 1998).

Expository
artifact
instantia-
tions

The KumbangSec configurator.

Configuration models for Case Magento and Case Shopping Mall.

Configuration tasks for Case Magento and Case Shopping Mall.

Instanti-
ated
artifact
mutability

A configurator can be implemented in different ways to implement the

principles of the theory.

Different configuration models for different product lines can be instan-

tiated within the limits of the modeling conceptualization.

based configuration (Soininen et al., 1998; Sabin and Weigel, 1998; Felfer-

nig et al., 2014) and answer set programming (Simons et al., 2002; Soini-

nen et al., 2001). In addition, the KumbangSec modeling conceptualiza-

tion and tool set were extended from Kumbang (Asikainen et al., 2007;

Myllärniemi et al., 2007), which is meant to represent and configure vari-

ability of functional features and components.

In the following, we describe how the concrete artifacts and the design

theory answered the research questions.
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Table 6.2. RQ1: Explanations for the decision to purposefully vary security as counter-
measures in Case Magento and Case Shopping Mall.

Explanation for the deci-
sion to purposefully vary
countermeasures

How the explanation was instantiated in the
cases

Trade-offs between security

and other quality attributes

caused by the countermea-

sures

Case Magento: using encrypted communication for

all authenticated users was believed to impose a per-

formance penalty on the web shop browsing; using

two-way authentication increased security but de-

creased user efficiency by requiring an additional step

in the administration authentication process.

Trade-offs between security

and cost caused by the coun-

termeasures

Case Magento: the use of SSL (Secure Socket Layer)

encryption required an SSL certificate that imposed

additional operation and installation costs.

Differences in the customer

countermeasure needs

caused by differences in the

user identification

Case Shopping Mall: different users had different

existing accounts (passwords, OpenID) while some

users preferred not to identify themselves at all.

Case Magento: using an identification token gener-

ated by the Google Authenticator application in the

two-way login may not be possible or preferable for

all web shop administrators.

Differences in the customer

countermeasure needs

caused by differences in the

sensitive assets

Case Magento: since credit card information was

deemed as a sensitive asset, the variability of credit

card information motivated to vary encryption.

6.2 Explanation for Varying Security (RQ1)

The artifacts did not explicitly address the reason to vary security (RQ1).

However, the reasons to vary countermeasures in Case Magento and Case

Shopping Mall were analyzed. Based on the cases, Table 6.2 lists the ex-

planations for the decision to purposefully vary security as countermea-

sures.

Firstly, there were two kinds of trade-offs that could be resolved with

countermeasure variability. Countermeasures can impact usability, per-

formance or other quality attributes negatively. When a countermeasure

that caused a trade-off was varied, it was possible to have one variant that

maximized security and another variant that maximized the other quality

attribute. Further, countermeasures can impose additional development

or operation costs. Hence, countermeasure variability was introduced to

balance the trade-off between security and cost differently in different

product variants.

Secondly, there were differences in the customer countermeasure needs.
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Many security countermeasures require that the users identify themselves.

If the users had different identification needs, for example, different exist-

ing accounts or preferences, such countermeasures could be varied. Fur-

ther, countermeasures are introduced in the system to reduce vulnerabili-

ties and to protect the assets against the threats (ISO/IEC 15408-1, 1999).

Therefore, differences in the sensitive assets could lead to differences in

the customer countermeasures needs.

To summarize, security variability was motivated either through trade-

offs or through differences in the customer countermeasure needs.

6.3 Distinguishing Security Variants (RQ2)

To study how security variants could be distinguished to the customer

(RQ2), we describe the artifacts from the following viewpoints: what the

varying security attribute was and how this attribute was distinguished

to the customers (Table 6.3).

Firstly, the varying security attribute was defined to be a countermea-

sure (Table 6.3). We defined the varying countermeasure as a require-

ment or specification of an action or technique that opposes a threat, an

attack or vulnerability by preventing, detecting or reacting to it. Infor-

mally, countermeasures describe what the system does to prevent mali-

cious things from happening. Countermeasures were selected for several

reasons. Countermeasures describe the behavior of the product, compared

with threats and attacks, which are properties of the outside world. Fur-

ther, countermeasures are easier to recognize than vulnerabilities, since

they are purposefully introduced in the product. Finally, the variability

of assets, threats and vulnerabilities could be operationalized as the vari-

ability of countermeasures.

Table 6.3. RQ2: Distinguishing the product security variants in the artifacts.

The varying security attribute Distinguished to the customers

Countermeasures: actions or tech-

niques to oppose a threat, an attack

or vulnerability; are varied similarly to

functionality.

Example instantiations (Figure 6.2): au-

thentication, the encryption of data in

transmission, session validation, net-

work access restriction.

As countermeasures: represented at

the requirement or specification level,

selected in the configurator tool during

the configuration task.

In Case Magento, countermeasures

were already in use; included both ex-

ternally and internally observable coun-

termeasures.

59



Security Variability

{value(protectionLevel)=custom <=> present(customSettings);
value(protectionLevel)!=custom <=> not present(customSettings);}

WebShopCountermeasures

NoEncryptedCommunicationEncryptCommunication

encryptAdmin: { yes, no }
AdminAuthentication

RestrictAccessToAllowedIP TwoWayAdminAuthentication

EncryptOnlyInCheckoutEncryptAfterAuthentication

adminAuth

restrictAccess[0...1] auth2Way [0...1]

encryption

encryptCustomers

BrowserSessionValidation

protectionLevel : { nothing, medium, high, custom }

CustomBrowserSessionValidation

checkRequestIPAgainstSessionIP : { yes, no }
checkRequestBrowserAgainstSessionBrowser : { yes, no }
useSessionIDinURL : { yes, no }

customSettings [0...1]

sessionValidation

countermeasure type EncryptCommunication {
contains

(EncryptAfterAuthentication,EncryptOnlyInCheckout) encryptCustomers;
attributes

Boolean encryptAdmin;
implementation

value(component-root.static.core.core.config, web_secure_base_url) = https;
has_instances(SSLCertificate);
value(encryptAdmin) = yes => value(component-root.static.core.core.config, web_secure_use_in_adminhtml) = 1;
value(encryptAdmin) = no => value(component-root.static.core.core.config, web_secure_use_in_adminhtml) = 0;

description
                    ”Encrypts the traffic between the browser and the server.”

                                         ”Requires an installed and authorized SSL certificate, which may impose additional operational costs.” 
                    ”May impact the response time of the page requests negatively.”
                    ”Attribute encryptAdmin can be used to indicate whether encryption is also used when the administrator is logged in.”

}

LoginOption

portalLogin: { openID, passwd, none }
{value(portalLogin) = openID <=> instance_of(portal.search.mallSearch->login, LoginOpenID)
value(portalLogin) = passwd <=> instance_of(portal.search.mallSearch->login, LoginPasswd)
value(portalLogin) = none <=> not present(portal.search.mallSearch->login)}

(a) Countermeasure types and their variability in Case Magento

(b) Countermeasure types and their variability in Case Shopping Mall

Figure 6.2. RQ2: Countermeasure types and their variability for (a) Case Magento and
(b) Case Shopping Mall (excerpt from Publication IV, Publication V). An
excerpt from the textual configuration model is also shown.

In our modeling conceptualization, the security of a product variant is

conceptualized as the set countermeasures in a configuration (Figure 6.3).

The allowed countermeasure variability can be defined in the configura-

tion model through the composition, attributes, and inheritance of coun-

termeasure types. Also constraints among countermeasures and between

countermeasures and functional features can be defined. Thus, counter-

measures are varied similarly to functional features.

To distinguish the security differences to the customers (Table 6.3), coun-

termeasures can be used directly in the configurator tool as the means to

select variants. To ease communication, the selectable countermeasures

need to be modeled at the requirement or specification level. Case Ma-

gento already used countermeasures to distinguish configurable security

options to the customer. However, all Magento countermeasures had been

stated in very technical terms, for example, as Use Secure URLs in Fron-

tend. When modeling Case Magento, we represented the countermea-

sures at the requirement or specification level, for example, as Encrypt-

Communication. Some of the resulting countermeasures in Case Magento

described behavior that was externally observable in the product, for ex-
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KumbangSecType

parts[*] : PartDefinition
attributes[*] : AttributeDefinition
constraints[*] : Constraint

ComposableType

values[1..*] : AttributeValue

AttributeType

types[1..*] : ComposableType
similarity[1] : Similarity

PartDefinition

type[1] : AttributeType

AttributeDefinition

description[0..1] : String

CountermeasureType

implementationConstraints[*] : Constraint

FeatureType

KumbangSecModel

KumbangSecInstance

parts[*] : ComposableInstance

ComposableInstance

FeatureInstance

CountermeasureInstance

value : AttributeValue

AttributeInstance

KumbangSecConfiguration

Domain engineering modeling concepts
to represent the product line and its variability 

Application engineering modeling concepts
to represent one product variant

Figure 6.3. RQ2: Countermeasures and their variability in the modeling conceptualiza-
tion (excerpt from Publication IV).

ample, AdminAuthentication. Some countermeasures described behavior

that could be fully observed only internally, for example, BrowserSession-

Validation.

6.4 Designing Security Variability (RQ3)

RQ3 is about designing the countermeasures in the product line architec-

ture. The artifacts treated a countermeasure as a requirement or a spec-

ification of preventing, detecting or reacting to security incidents. At the

design level, such a requirement or specification is implemented by uti-

lizing one (or more) security tactics, which are design strategies to resist,

detect, react to or recover from attacks (Bass et al., 2003). Moreover, the

artifacts focused on software architecture. Therefore, the security vari-

ability design strategy implied by the artifacts was to use software design

tactics (Figure 6.4).

In the cases, following security tactics were used in the design. Case

Magento varied several countermeasures (Figure 6.2): corresponding de-

Software design tactic
(artifact, Case Magento, Case Shopping Mall) 

Security variability design strategy

Characterization
(exhibited in)

Legend

Is-a

Figure 6.4. RQ3: How security variability was designed as advocated in the artifacts.
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Table 6.4. RQ4: How the artifacts and the design theory support deriving product vari-
ants that meet given security needs using the product line architecture vari-
ability.

Derivation task Knowledge-based configuration: based on a configu-

ration model, finding a consistent and complete configura-

tion as the stable model of answer set programs. The con-

figuration represents the countermeasures, features and

architecture of the product. Is supported by a configurator

tool.

Binding
architecture
variability

Through modeled design tactics: binding the vari-

ability in a model; the model captures how each coun-

termeasure is implemented in the product line architec-

ture through explicit constraints. Also cross-cutting con-

straints supported.

Handling the
impact of other
variability

Modeled as constraints: similarly to functionality, mod-

eled as constraints in the product line architecture and

resolved for a product.

Ensuring the
security needs are
met

Model-based consistency: by keeping the require-

ments, the configuration model and configurations consis-

tent. The correctness of the models must be tested sepa-

rately; instantiating and testing outside the scope.

sign tactics include Authenticate Users, Maintain Data Confidentiality,

and Limit Access (Bass et al., 2003). Case Shopping Mall varied authen-

tication countermeasure (Figure 6.2); the corresponding design tactic is

Authenticate Users (Bass et al., 2003).

6.5 Deriving Security Variants (RQ4)

RQ4 is about deriving the product variants that meet given security needs

using the product line architecture variability.

Using the artifacts, the product derivation is performed as a knowledge-

based configuration task (Table 6.4): the derivation relies on the config-

uration knowledge captured in the configuration model, and very little

or no new development effort is needed. For example, the configura-

tion model in Figure 6.5 describes the knowledge that is needed to de-

rive varying shopping mall search services with different authentication

mechanisms. Given a configuration model, the configuration task is about

finding a configuration that satisfies and is justified by the configuration

model and the requirements. For example, the configuration task in Case

Shopping Mall would involve finding a configuration that takes into ac-
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ComposedSearchService

MallSearch
Service

sSearch:{DoShopSearch}

sLogin[0,N]:
{LoginShopOpenID,
LoginShopPasswd}

ShopSearch
Service
{abstract}

search:{DoShopSearch}

login[0,1]:
{LoginShopOpenID,
LoginShopPasswd}

search:{DoSearch}

login[0,1]:
{LoginOpenID,
LoginPasswd}

{for_all(X:shopSearch)( instance_of(mallSearch->login, LoginOpenID) <=> instance_of(X->login, LoginShopOpenID) )
for_all(X:shopSearch)( instance_of(mallSearch->login, LoginPasswd) <=> instance_of(X->login, LoginShopPasswd) )
for_all(X:shopSearch)( not present(mallSearch->login) <=> not present(mallSearch->login) )}

ShopALotSearchService
{extends ShopSearchService}

YMartSearchService
{extends ShopSearchService}

ZMartSearchService
{extends ShopSearchService}

GadgetsRUsSearchService
{extends ShopSearchService}

{not type_of(login, LoginShopOpenID)} {present(login)}

mallSearch :
{MallSearchService}

shopSearch[0,N] :
{ShopSearchService}

AuthMethod =
{openID, passwd, none}

{value(portalLogin) = openID <=> instance_of(portal.search.mallSearch->login, LoginOpenID)
value(portalLogin) = passwd <=> instance_of(portal.search.mallSearch->login, LoginPasswd)
value(portalLogin) = none <=> not present(portal.search.mallSearch->login)}

LoginOption

portalLogin : {AuthMethod}

search:{DoSearch}

login[0,1]:
{LoginOpenID,
LoginPasswd}

Legend

component type
provided interface
definition[min,max]:

{possible types}

required interface
definition[min,max]:
{possible types}

{constraints}

partdefinition[min,max] :
{possible types}

countermeasure type

attribute definition : {type}

attribute value type =
{possible values}

Configuration knowledge of countermeasures

Configuration knowledge of components and architectural constraints

Figure 6.5. RQ4: An example configuration model that contains all configuration knowl-
edge needed to derive product variants in Case Shopping Mall (Publication
V).

count the architectural constraints between the shop services and satis-

fies the given requirements on authentication (Figure 6.5).

An essential part of the derivation is the configurator tool: it opera-

tionalizes the configuration knowledge during the configuration task. In

Case Magento, the web shop owner or her technical representative config-

ured the web shop herself, which meant that all domain knowledge and

rules needed to be managed by a tool. In Case Shopping Mall, there was a

need to perform the configuration task automatically by another system.

The main task of the configurator is to support the derivation of con-

sistent and complete configurations. Informally, in a consistent and com-
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KumbangSec configuration model
(in KumbangSec modelling language)

Configurator translates the model to weight 
constraint rules (CM), enumerates possible 
instances/attributes (GF), and grounds both

Preparation at the
product-line level

Derivation task 
= Configuration task

Select a feature, countermeasure, 
attribute value, component...

Configurator adds the selection to 
requirements R and calculates stable models 

C to check consistency and completeness

Configurator finds and 
visualizes consequences of R

C not consistent, cancel selection C consistent

KumbangSec configuration

Instantiate or 
reconfigure 
the product 

variant

Legend Activity performed 
by a human or by 
another system

Activity performed 
by the configurator 

tool
Artefact

Activity 
outside the 

scope

Answer set 
program CMUGF 

Configurator initializes the configuration task

For a complete and consistent C: 
indicate that all requirements 

have been selected

Figure 6.6. RQ4: The principles of building and using the configurator tool for the con-
figuration task to derive security variants (excerpt from Publication IV).

plete configuration, no rules of the configuration model are violated and

all necessary selections are made. During the configuration task, the user

of the configurator tool can select required features, countermeasures, at-

tribute values, and components (Figure 6.6). For example, OpenID can

be selected as the authentication mechanism for the shopping mall ser-

vice (Figure 6.5). The configurator tool checks the consistency and com-

pleteness of the resulting configuration and calculates the consequences

(Figure 6.6). For example, since YMartSearchService does not support

OpenID as an authentication mechanism, the selection of both OpenID

and YMartSearchService would render the configuration inconsistent (Fig-

ure 6.5). For a complete and consistent configuration, the configurator tool

can export a configuration, that is, a description of the features, counter-

measures and architecture of the product variant.

Instead of implementing the reasoning behind the configurator tool from

scratch, the configuration task was defined through answer set programs

and stable models (Figure 6.7). This enabled the use of an efficient infer-

ence engine (Simons et al., 2002). Figure 6.6 illustrates how the configu-

rator uses the answer set programs and stable models. Before the config-

uration task begins, the configuration model is translated into an answer

set program. During the configuration task, the answer set program is

used to calculate stable models that satisfy the requirements entered so

far. Due to the characteristics of the stable models (Simons et al., 2002),

the resulting configuration is both consistent and complete.

In order to use the product line architecture in the derivation (Table 6.4),

64



Security Variability

Given a KumbangSec configuration model as a set of weight constraint rules CM ,

a set of ground facts GF representing the possible instances from the types in the

configuration model, and a set of rules R representing the requirements, is there

a KumbangSec configuration C, that is, a stable model of CM ∪ GF , such that C

satisfies R?

Figure 6.7. RQ4: The definition of the configuration task based on stable models and an-
swer set programs; the way the configurator supports this task is illustrated
in Figure 6.6.

the design of countermeasure variability needs to be represented in the

configuration model. Constraints can be used to state how the components

implement the countermeasures. Also cross-cutting constraints may be

defined to support countermeasures that have a wider impact in the ar-

chitecture: for example, all components participating in the search must

use the same authentication method (Figure 6.5). Our modeling concep-

tualization is agnostic about the exact semantics of a component. This is

because different kinds of software systems elements, for example, fire-

walls and installed certificates, can participate in the implementation of

the countermeasures.

During derivation, the architectural variability in the model is bound

in order to achieve the desired countermeasures in the product variant

(Table 6.4). The impact of other variability can be handled similarly to

functionality: if other variability in the product line architecture impacts

how the countermeasures are realized, this can be modeled as explicit

constraints. For example, a constraint to handle the impact of other vari-

ability can state that the varying component YMartSearchService is not

compatible with OpenID (Figure 6.5). To ensure that countermeasure

variability is correctly represented in the configuration model, the coun-

termeasure implementation must be tested separately. However, instan-

tiating and testing the product was left outside the artifact scope (Fig-

ure 6.6).

6.6 Evaluation

To evaluate the design theory and the concrete artifacts, Case Magento

and Case Shopping Mall were used. The proposed design theory (Ta-

ble 6.1) contains three testable propositions P1, P2 and P3 to explicate

the impact and utility of the artifacts. We used these testable proposi-

tions as the evaluation criteria (Table 6.5). The evaluation was conducted
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Table 6.5. The testable propositions in the design theory (Table 6.1) were used to evaluate
the research questions.

Testable propositions

P1: RQ2 To represent and distinguish security variants to the customers, the use

of countermeasures helps.

P2: RQ3 To represent the design of security and functional variability, the Kum-

bangSec conceptualization helps.

P3: RQ4 To configure consistent products to meet given security and functional

needs, the KumbangSec configurator helps.

Evaluation results

RQ1 No artifact instantiation or evaluation, results drawn from the cases.

RQ2: P1 Feasibility: possible to represent all security variability in Case Ma-

gento and Case Shopping Mall as countermeasures.

Comparison to the current state: focus on requirement and specifica-

tion level and not on technical countermeasures; an explicit construct

to elicit and make security variability visible.

RQ3: P2 Feasibility: possible to represent the design of countermeasures in the

product line architecture.

Comparison to the current state: can represent fine-grained dependen-

cies in the product line architecture.

RQ4: P3 Feasibility: possible to select security needs as countermeasures; possi-

ble to find consistent and complete configurations.

Comparison to the current state: checking constraints and dependencies

between selections; the separation of more customer-friendly counter-

measure selections from the configuration file options.

at two levels: through the feasibility of the instantiation and through com-

parison to the current state of practice in Case Magento.

The evaluation results are summarized in Table 6.5. It was possible

to represent security variability and its design in Case Magento using

countermeasures and the modeling conceptualization. It was also possi-

ble to configure consistent products using the configurator tool. Several

improvements over the current state in Case Magento were identified.

The configurator tool checked dependencies between the selections and

enabled the user to enter her needs at the requirements or specification

level. The countermeasures in Case Magento were originally represented

at a very technical level: we proposed requirement-level countermeasures

to describe security variability at a customer-relevant level. Nevertheless,

there was a challenge to represent some of the varying countermeasures

in Case Magento at a customer-relevant level. For example, countermea-

sure BrowserSessionProtection may be too technical for many customers.
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7. Discussion

7.1 Answers to the Research Questions

The results so far have addressed performance and security variability

separately. In the following, the research questions are answered by syn-

thesizing the results over both quality attributes. The answers are given

as models or descriptions. The synthesis focuses only on performance and

security, and the resulting models and descriptions indicate which find-

ings apply to which quality attribute. In particular, we do not aim to

generalize the results to other quality attributes.

The answers are also compared with our review of the previous work

on quality attribute variability, and any similarities and differences are

discussed.

Why to vary quality attributes purposefully in a software
product line? (RQ1)

As the result for performance, we proposed a theoretical model of explana-

tions for the decision to purposefully vary performance in software prod-

uct lines: the explanations were instantiated either in Case Nokia or in

Case Fathammer. As the result for security, we identified explanations

to purposefully vary security as countermeasures from the cases used to

evaluate the artifacts (Case Magento and Case Shopping Mall).

To synthesize the results for performance and security, we propose a

model that explains the decision to vary performance or security purpose-

fully (Figure 7.1). There are three classes of explanations. Firstly, cus-

tomer needs and characteristics, that is, the problem domain, can explain

the decision to vary. Differences in the customer needs, either in space

(between customers) or in time, are two such explanations. Other two
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Explanations related to  
product and design trade-offs

                               Explanations related to the operating environment constraints

Explanations related to the customer 
needs and characteristics

Differences in the customer 
performance or countermeasure 

needs.
(For performance: caused, e.g., by 

differences in requests. 
For security: caused by differences in 

assets or user identification.)

Differences in how customers are 
willing to pay for better performance

Evolution of the customer performance 
needs over time

Differences in the product operating environment 
resources that constrain performance

Trade-off between 
performance or security 

and cost.
(For performance: caused, 
e.g., by hardware design.
For security: caused by 

countermeasures.)

Case
Nokia (perf)

Case Fathammer (perf)

Case
Nokia (perf)

Purposeful performance or 
security variability in 

a software product line

Cases
Nokia (perf),

Magento (sec)

Ability of the customer to understand 
the performance differences

Case
Nokia (perf)

Cases 
Nokia (perf), 

Magento (sec),
Shopping Mall (sec)

Trade-off between 
performance or security 

and other quality 
attributes

Cases 
Fathammer

(perf), 
Magento

(sec)

Legend
A decision

Case X (perf/sec)
Identified as one explanation (no direct causality), 

explanation instantiated in case X for performance/security

An explanation for
the decision A class of explanations

Figure 7.1. RQ1: A model to explain the decision to purposefully vary performance or
security, synthesized from Figure 5.1 and Table 6.2. The cases and quality
attributes are also illustrated.

explanations describe customer characteristics that support differentia-

tion. Secondly, product and design trade-offs in the solution domain can

explain the decision: trade-offs imply situations in which all customer

needs cannot be satisfied with one product variant. Thirdly, varying con-

straints from the operating environment can also explain the decision.

These explanations describe situations in which the product quality at-

tributes may need to be adapted.

In the following, we compare these results with our review of the previ-

ous work (Section 4.1).

The purpose of Figure 7.1 is to present a synthesized model of gener-

alized, domain-independent explanations. In contrast, the previous work

either does not report the reason to vary quality attributes or gives the

reasons only through brief examples. We used such examples as example

instantiations when building the generalized model.

The most comprehensive model by Lee and Kang (2010); Lee et al. (2014)

proposes that differences in the usage context explain quality attribute

variability. A usage context can be a user, physical, social or business

context or a product operating environment (Lee and Kang, 2010). Com-

pared with our model, it seems Lee and Kang (2010) focus more on the

reasons why customer or user needs vary, whereas we treat different cus-

tomer quality needs as one explanation category. However, it was diffi-
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cult to compare the models explicitly, since the model by Lee and Kang

(2010); Lee et al. (2014) was not described beyond illustrative examples.

Hence, we contributed by defining the explanations explicitly and by giv-

ing concrete explanations specifically for performance and security. We

also pointed out internal trade-offs as one explanation.

According to our study, the decision to vary should be analyzed from

the customer point of view, but at the same time trade-offs and operating

environment constraints affect the decision as well. Different customer,

business and user needs are mentioned in a few studies (Lee and Kang,

2010; Lee et al., 2014; Niemelä and Immonen, 2007; Wang et al., 2006),

but most studies focus only on the technical reasons to vary. As examples

of such technical explanations, the studies have mentioned design trade-

offs (Bagheri et al., 2010; Bartholdt et al., 2009), the scarce resources of

the mobile devices (White et al., 2007; Hallsteinsen et al., 2006b), and var-

ious environments in which the product must operate (Siegmund et al.,

2012b). Especially performance variability is often implied to be driven

by the trade-offs or constraints that force to vary instead of being driven

by the customer needs. In comparison, we contributed by combining both

customer and technical explanations in our model. Also, Case Nokia

showed that performance variability can be driven primarily by the cus-

tomer needs and by the ability to conduct price differentiation.

Our results show that price differentiation can be an important reason

to vary quality attributes purposefully. There are some previous studies

that mention differentiation as high-end and low-end products (Kishi and

Noda, 2000; Kuusela and Savolainen, 2000), but otherwise price differen-

tiation is not explicitly reported as an explanation to vary. Price differenti-

ation, that is, charging a higher price for better quality, is a powerful way

for vendors to improve profitability (Phillips, 2005). Price differentiation

without any differences in the production costs is called price discrimi-

nation (Belobaba et al., 2009). As exemplified by Case Nokia, when the

customer needs and characteristics enable price differentiation, quality

attributes may be varied even with no trade-offs involved and even when

the cost to produce the variants is the same.

The model in Figure 7.1 covers only performance and security variabil-

ity, and some of the explanations were only instantiated for performance.

This is to contrast the proposals by Lee and Kang (2010); Lee et al. (2014);

Niemelä and Immonen (2007), which are implied to be applicable to all

quality attributes. It is not yet known whether all explanations or expla-

69



Discussion

nation classes in Figure 7.1 are applicable to other quality attributes. For

example, is evolution of the customer needs a more probable driver for

performance variability, given that the load, amount of data and resource

consumption tend to increase in many modern products?

Finally, Figure 7.1 consists of only explanations identified from the cases:

it is possible that there are other reasons as well. For example, Niemelä

and Immonen (2007); Wang et al. (2006) justify quality variability through

different legislations. Given the classification in Figure 7.1, varying leg-

islation could be considered to be part of the business operating environ-

ment. Similarly, security variability could be motivated by the customers’

willingness to pay more for better security. Although the cases did not

exhibit these explanations, the categorization in Figure 7.1 seems to be

applicable to these as well.

How to distinguish the quality attributes of the product variants
to the customers? (RQ2)

As the result for security, we described how the design theory and artifacts

distinguished security to the customers. As the result for performance,

we described how performance was distinguished in Case Nokia and Case

Fathammer.

To synthesize the results for performance and security, we describe how

the variants were distinguished to the customers (Table 7.1). The varying

performance attributes had established, externally observable quantita-

tive measures, but these measures were not necessarily used when com-

municating to the customers. Performance could also be distinguished

as the internal resources needed to deliver performance or as the target

operating environment to which product performance was adapted. More-

over, countermeasures can be used to communicate security differences to

the customers. This is because countermeasures describe the observable

behavior of the product, that is, what the system does to oppose threats

and attacks.

In the following, we compare these results with our review of the previ-

ous work (Section 4.2).

In the previous work, we identified feature and softgoal models as the

predominant ways to distinguish and explicate varying quality attributes.

Our proposed design theory and artifacts used feature modeling as a ba-

sis: countermeasures were modeled as "security features". Since counter-

measures describe system behavior, it seems reasonable to model them
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Table 7.1. RQ2: Distinguishing the product performance and security variants; synthe-
sized from Table 5.1 and Table 6.3.

The varying quality
attribute

Distinguished to the customers

Case Nokia
Performance

Phone call capacity As externally observable product

performance

As internal resources needed to

deliver performance

Case Fathammer
Performance

Resource

consumption, refresh

rate

As the target operating

environment to which performance

was adapted

Artifacts
Security

Countermeasures As countermeasures, either

externally or internally observable

similarly to functional features. However, our study did not focus on the

modeling notations, but on understanding the properties that vary and

how these properties need to be communicated. After gaining this under-

standing, it is easier to propose a suitable modeling means.

It has been said that the customer specification for a product quality at-

tribute is either a quantifiable, measurable metric or a qualitative state-

ment on a discrete, ordered scale (Siegmund et al., 2012b): examples in-

clude "latency less than 100 ms" and "high security". Based on our results,

this division into hard and soft quality attributes is not very clear-cut. The

resource consumption and refresh rates in Case Fathammer were quan-

tifiable and measurable, but the differences were communicated to the

customers as target operating environments, that is, as non-measurable,

non-ordered statements. In contrast, countermeasures were discrete and

often not ordered, but still could be measured and observed from the prod-

uct. Hence, the countermeasures were distinguished similarly to func-

tionality. It is possible that some other quality attributes, such as safety,

can also be distinguished this way.

We chose to represent and communicate security differences as counter-

measures. In comparison, Mellado et al. (2008, 2010) define varying secu-

rity requirements using countermeasures, but also using security goals,

assets, threats, and vulnerabilities. Security requirements engineering

is geared towards understanding and eliciting the customer needs before

prematurely deciding on the security solutions (Firesmith, 2003). Within

software product lines, and especially within configurable software prod-

uct lines, the solutions to ensure security are mostly in place when the

product variants are distinguished to the customers. Therefore, using
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countermeasures only seems to be more suitable in our study context:

countermeasures describe what the system does in a way that can be ob-

served and verified from the product.

According to our study, quality attribute differences can be distinguished

by describing the product itself, that is, as product quality attributes

(ISO/IEC 25010, 2011). The product differences can be either externally

or internally observable: this corresponds to the division of external and

internal quality attributes (ISO/IEC 9126-1, 2001). Finally, it is also pos-

sible to distinguish the products by not describing the product itself, but

by describing its environment.

Halmans and Pohl (2003) state the customer is interested in essential

variability, not in technical variability. Our results indicate that it is not

straightforward to determine essential quality attribute variability. Even

if established, external product measures exist, these measures are not

necessarily the best way to communicate to the customer. In some cases, it

may be more informative to tell that the product is optimized to a certain

environment. In some other cases, the internal resources may describe

the product more precisely. The latter is similar to the product line re-

quirement "Weather station shall be a single chip system" (Kuusela and

Savolainen, 2000): instead of describing product reliability, the require-

ment describes the internal resources.

Our study indicates that the balance between essential and technical

variability is especially challenging for security: countermeasures by na-

ture are close to internal design, and countermeasures can be defined at

different levels of abstraction (Fabian et al., 2010). The original counter-

measures in Case Magento had been described in very technical terms.

We represented such technical countermeasures at the requirement or

specification level. Requirement-level countermeasures correspond to se-

curity requirements about prevention, detection or reaction (Firesmith,

2005), or to security use cases that mitigate misuse cases (Sindre and

Opdahl, 2005). Despite this, it may be a challenge to abstract all inter-

nal behavior away from the countermeasures. Moreover, some internal

behavior may even be helpful for the customer to fully understand the

product security differences. Understanding the needed level of counter-

measure abstraction calls for future work.

72



Discussion

Hardware design tactic
(Case Nokia, performance) Software design

Performance or security variability design strategy
Characterization in 

the model
(exhibited in)

Legend

Is-a

Software design tactic
(artifact, security)

Downgrading tactic
(Case Nokia, performance)

Trade-off tactic 
(Case Fathammer, performance)

Indirect variation
(only in the literature, many attributes)

Figure 7.2. RQ3: A model to classify the strategies for designing performance and secu-
rity variability in product line architectures, synthesized from Figure 5.2 and
Figure 6.4.

How to design the quality attribute differences in the product
line architecture? (RQ3)

As the result for performance, we proposed a theoretical model that classi-

fied the strategies for designing performance variability. Most strategies

were instantiated in Case Nokia or in Case Fathammer. As the result for

security, the design theory implied the use of security design tactics to

implement countermeasure variability.

To synthesize the results for performance and security, we propose a

model that classifies the strategies for designing performance and secu-

rity variability in product line architectures (Figure 7.2). To summarize,

quality attribute differences can be designed either with software or hard-

ware. Moreover, software design can either utilize purposeful design tac-

tics to vary product quality or let quality attribute differences emerge

indirectly from other variability. Finally, software design tactics can ei-

ther trade off quality attributes or simply downgrade one quality attribute

without trying to affect others.

In the following, we compare these results with our synthesis of the

previous work (Section 4.3).

In the previous work, indirect variation has been the prevailing yet

implicitly stated way to vary many quality attributes, and in particular,

many performance attributes. The existing approaches seem focus on cre-

ating quality attribute differences indirectly by varying other features in

the product. Consequently, quality attribute variability seems to be emer-

gent in the product line, not something that is purposefully introduced
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in the design. This may be because feature modeling has been the dom-

inant approach in the research community, and the research has simply

extended feature models with quality attribute impacts. Indirect varia-

tion may be a useful strategy for varying or optimizing several quality

attributes in variability-rich software product lines. Indirect variation

strategy may also be suitable for very emergent, heavily architectural

quality attributes: for example, dynamic memory consumption may be

affected by almost all architectural entities.

In contrast to the prevailing studies, Case Nokia and Case Fathammer

both utilized explicit design tactics to vary performance. That is, the

quality attribute variability was explicitly "designed in" as purposefully

introduced variability mechanisms using which quality attributes could

be altered. When the variability is a key selling point to the customer or

represents a hard constraint, it makes more sense to explicitly design the

mechanisms that create the needed differences than just rely on indirect

variation.

However, the difference between indirect variation and software design

tactic strategies is not always clear-cut. For example, a varying algorithm

(Siegmund et al., 2012b; Sinnema et al., 2006) can be treated as a varying

performance tactic as well as a varying feature that causes indirect per-

formance variation. In fact, it may be possible to both apply purposeful

design tactics and thereafter use indirect variation to create additional

differences.

In the previous work, tactics and patterns have been identified as a way

to design quality attribute variability (Hallsteinsen et al., 2003; Matin-

lassi, 2005; Kishi and Noda, 2000; Kishi et al., 2002). Also the idea of

implementing variant-specific countermeasures in the architecture de-

sign through security tactics has been proposed (Fægri and Hallsteinsen,

2006). As a novel addition, our study identified two different kinds of de-

sign tactic strategies, downgrading and trading off, and gave industrial

cases as instantiations of both kinds. In particular, downgrading was a

suitable design strategy when the aim was to differentiate performance

in pricing.

The previous work mostly focuses on software as the means to design

and implement quality attribute variability. Only a few studies imply that

quality attribute differences can be created by having different hardware

(Kuusela and Savolainen, 2000; Ishida, 2007). More often, the studies

treat varying hardware as a constraint for resource consumption and time
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Table 7.2. RQ4: Deriving product variants with given performance or security, synthe-
sized from Table 5.3 and Table 6.4.

Case Nokia
Performance

Case Fathammer
Performance

Artifacts
Security

Derivation task System-supported

(re)configuration

Manual porting

and optimization

Knowledge-based

configuration with

a separate

configurator tool

Binding the
product line
architecture
variability

Through software

and hardware

design tactics

Through software

design tactics

Through modeled

design tactics

Handling the
impact of other
variability

Minimized in the

product line

architecture design

Tested and tuned

manually for each

product

Modeled as

constraints in the

product line

architecture

Ensuring the
quality
attributes are
met

Testing at the

product-line level

Testing when

deriving the

product

Model-based

consistency

behavior (Botterweck et al., 2008; Sinnema et al., 2006; Karatas et al.,

2010), not as the means to create quality attribute differences. In con-

trast, we proposed hardware as a generalized strategy to design capacity

and time behavior variability: this was an important strategy in Case

Nokia and in its domain.

The model in Figure 7.2 covers only strategies for performance and se-

curity variability, and some of the strategies were only instantiated for

performance. It is not yet known whether the strategies in Figure 7.2 can

be generalized to other quality attributes. For example, is varying the

hardware design a reasonable way to vary usability?

How to derive a product variant with given quality attributes
using the product line architecture? (RQ4)

As the result for security, we proposed a design theory and artifacts to

configure product variants to meet given security needs. As the result for

performance, we described how the product variants were derived in Case

Nokia and Case Fathammer.

To synthesize the results for performance and security, we describe how

the product variants were derived to meet given quality attributes us-

ing the product line architecture (Table 7.2). The derivation tasks were
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vastly different: they ranged from manual porting and optimization to

customer-conducted, automated configuration or reconfiguration. Despite

the differences, an essential part in the derivation task was to bind the

variability of the software or hardware tactics introduced in the product

line design. Besides binding the design tactics, the impact of other vari-

ability may need to be handled separately: this can be done at the product-

line or product level. With performance variability, the impact of other

variability could either be manually tested and tuned during derivation,

or minimized in the product line architecture design and completely ig-

nored during derivation. Countermeasures were impacted by other vari-

ability similarly to functionality: any dependencies between the counter-

measure realization and other architectural elements could be modeled as

constraints.

In the following, we compare these results with our synthesis of the

previous work (Section 4.3).

The majority of the previous work focuses on feature model derivation,

externalized feature impacts, and on the algorithms needed to perform

model-based feature derivation. In contrast, we focused on the product

line architecture as the means to derive and handle the impact of other

variability. Moreover, only the artifacts utilized models as the primary

means of derivation.

It has been argued that quality attributes cannot be directly derived

similarly to functional features, that is, by simply selecting single features

that represent product quality attributes in the feature models (Sincero

et al., 2010). This is because the impact of other variability may affect the

resulting product quality attributes. To contrast this, our results show

that direct derivation from the design is possible, and that derivation can

be conducted without externalizing or managing the impact of other vari-

ability.

Although performance is an architecturally emergent quality attribute,

the impact of other variability was not an issue in the cases. In Case

Nokia, the impact of software variability to capacity was minimized in

the design, and it was possible to directly derive capacity by selecting the

desired downgrading level. Minimizing the impacts also helped testing:

not all product combinations needed to be tested. In Case Fathammer,

the impact of other variability on resource consumption and time behav-

ior was high, but the impacts were manually checked during derivation

without any externalized models. Thus, the difficulty of performing the
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manual configuration of performance described by Sinnema et al. (2006)

was not encountered in Case Fathammer.

When security is derived as countermeasures, it is not as emergent in

the architecture as performance. This is because countermeasures de-

scribe product behavior. Our study indicated that countermeasures can

be derived similarly to functionality: direct derivation is possible and

the impact of other variability on countermeasure realization can be cap-

tured with constraints. Therefore, knowledge-based configuration is a

suitable approach for security variability. One novelty of our work is to

combine software variability management and knowledge-based configu-

ration, which is an area that calls for future work (Hubaux et al., 2012).

7.2 Validity and Reliability

Validity means the degree to which the interpretation of the data corre-

sponds to the phenomenon (Carmines and Zeller, 1979). Thus, validity

is the degree to which relevant evidence supports a claim (Shadish et al.,

2002). Validity can be studied at least as construct validity, internal va-

lidity and external validity (Shadish et al., 2002; Yin, 1994). Construct

validity is about establishing correct operational measures for the con-

cepts being studied (Yin, 1994): the particular instances on which the

data are collected should represent the higher order constructs (Shadish

et al., 2002). Internal validity is about causality: does the observed cor-

relation between study constructs reflect a causal relationship (Shadish

et al., 2002; Yin, 1994)? External validity refers to generalizing the study

findings beyond the immediate case or setting (Yin, 1994), that is, whether

the constructs and relations (Gregor, 2006) hold over variations in popula-

tions and settings (Shadish et al., 2002). In contrast, reliability concerns

the extent to which an experiment, a study protocol, or a measurement

can be repeated with similar results under similar conditions (Carmines

and Zeller, 1979; Yin, 1994).

In the following, we discuss threats to validity and reliability that are

specific to each research method. Thereafter, we discuss the threats spe-

cific to the overall synthesis.

Validity and Reliability in the Systematic Literature Review. The system-

atic literature review in our study affects the validity of the results only

partly. The results in this dissertation were mostly drawn from the case
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studies and the design science. As an exception, examples from the pri-

mary studies were used when building the theoretical models from the

case studies. Hence, the previous work was mostly used to compare and

argue the novelty of the results, not to build the results.

Nevertheless, we assess the validity and reliability of our systematic lit-

erature review with the four questions used by Kitchenham et al. (2009).

Firstly, are the inclusion and exclusion criteria described and appropri-

ate (Kitchenham et al., 2009)? We believe this is a crucial aspect in a

literature review that utilizes snowballing. Therefore, we spent effort

and several iterations on formulating the criteria. Secondly, is the litera-

ture search likely to have covered all relevant studies (Kitchenham et al.,

2009)? This is mostly decided by the ability of the snowballing protocol

(Wohlin and Prikladnicki, 2013; Wohlin, 2014) and the way we applied it

in this study. Some indication of the completeness is given by the high

number of selected primary studies (139) compared with the number of

selected studies (196) about any variability and not just in software prod-

uct lines (Galster et al., 2014). We did not exclude any studies based on

metadata only, which meant more detailed scrutiny of the primary stud-

ies. Thirdly, is the quality or validity of the primary studies assessed

(Kitchenham et al., 2009)? Within the scope of this study, a full qual-

ity assessment was not done but only the level of empirical evidence was

evaluated. Fourthly, are the individual studies and their data described

(Kitchenham et al., 2009)? To keep focus, the primary studies were not

described individually, but only through the synthesis.

Validity and Reliability in the Case Studies. The results drawn from the

case studies included a theoretical model of explanations, a theoretical

model of descriptions, and descriptions of Case Fathammer and Case Nokia.

In the following, we analyze the validity and reliability of these results

(Table 7.3).

There are several threats to construct validity. As the first threat, Case

Nokia was conducted as post mortem: the product line was discontinued

before it was taken into production. There is a threat that the collected

data did not correctly represent concepts related to operation, customers,

selling, or other characteristics of successful software product lines. This

threat was mitigated by having the chief architects contrast the results to

other products in the case company portfolio: capacity variability config-

uration through channel elements was a common phenomenon in subse-

quent and successful base stations.

78



Discussion

The data sources also caused threats to construct validity. Although

interviews are typically a good source of rich qualitative data, we had only

one interview in Case Fathammer and none in Case Nokia. The lacking

richness was alleviated by having an involved participant as an author

in Case Nokia. Also, as suggested by Yin (1994), we used multiple data

sources, triangulated the data sources against each other, and validated

the results with the key informants. As another threat, the data sources

were mostly technical in nature. How well can technical data sources be

used to measure customer considerations that were part of the results

for RQ1 and RQ2? However, both chief architects and product managers

must have an understanding of the stakeholders’ needs.

Also the scope of the data collection may pose a threat to construct va-

lidity: performance variability was only a minor part of the collected data

in Case Fathammer. Similarly, RQ2 and RQ4 were only minor aspects in

Case Nokia. Nevertheless, there was enough data to answer the research

questions to the extent given in this dissertation. Moreover, when writ-

ing this dissertation, the data on Case Fathammer was revisited to check

against the higher-order concepts.

As the final threat to construct validity, the data analysis in Case Nokia

utilized only light-weight coding. A large part of the analysis was con-

ducted through writing and informal discussions. Thus, are the opera-

tionalized high-level constructs grounded to data (Urquhart et al., 2010)?

To alleviate this threat, the data was revisited during analysis to check

against the newly formed concepts, and the results were validated.

In contrast, internal validity was not a major concern. The results from

the case studies did not involve any purely causal inferences in the form

"if X, then Y", but were mostly given as descriptions. Although the re-

sults for RQ1 were given as a theoretical model of explanations, the ex-

planations were stated in a form that does not necessarily imply causal

inference. Instead, the explanations were about insufficient and unnec-

essary (Shadish et al., 2002) but affecting factors that contributed to the

motivation: "Y was motivated by X". The explanations were additionally

validated with the architects to ensure they were correctly built. However,

there may be other rival explanations (Yin, 1994) that were not identified

in this study.

External validity is about generalizing the findings of a case study to

other cases; however, the generalization should be done analytically to

theories and not to populations (Yin, 1994; Runeson and Höst, 2009). To
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Table 7.3. The threats to validity and reliability of the results drawn from the case stud-
ies and the design science.

RQ Performance
Case studies

Security
Design science

All Overall threats: case study post

mortem; low number of interviews;

only a minor aspect of the focus of

Case Fathammer; only light-weight

coding in Case Nokia.

Overall threats: not evaluated with

real stakeholders or in the real en-

vironment; no meticulous data col-

lection and analysis procedures.

RQ1 Results: theoretical model to ex-

plain.

Specific threats: data sources

mostly technical.

Results: explanations of Case Ma-

gento and Case Shopping Mall.

Specific threats: not from the arti-

facts but from the evaluation cases;

only technical data sources.

RQ2 Results: descriptions of Case Nokia

and Case Fathammer.

Specific threats: data sources

mostly technical; only a minor

aspect in the case study focus.

Results: description based on the

artifacts and design theory.

Specific threats: (no additional

identified)

RQ3 Results: theoretical model to clas-

sify.

Specific threats: one class only iden-

tified in the literature.

Results: description based on the

artifacts and design theory.

Specific threats: only a minor aspect

in the artifacts.

RQ4 Results: descriptions of Case Nokia

and Case Fathammer.

Specific threats: only a minor aspect

in the case study focus.

Results: description based on the

artifacts and design theory.

Specific threats: (no additional

identified)

enable analytical generalization, the results to RQ1 and RQ3 were given

in a generalized form as theoretical models (Table 7.3). If the results of

a study are stated as theories, external validity is about establishing the

domain to which the theories can be applied (Gregor, 2006). Therefore,

the theory constructs were described in a domain-independent form, and

the scope of each description and explanation was described as limits to

generalization in Publication II. However, since the scope was established

partly based on examples in the literature, partly analytically, some lim-

its to generalizability may have been established incorrectly. In contrast,

the results to RQ2 and RQ4 were given as case-specific descriptions (Ta-

ble 7.3), and analytical generalization was left as future work.

For reliability, the main tactic was to produce all data into written form

and to establish a case study database (Yin, 1994).
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Validity and Reliability in the Design Science. The results from the design

science were descriptions based on the proposed design theory and arti-

facts, and explanations based on the cases used to evaluate the artifacts.

In the following, we analyze the validity and reliability of these results

(Table 7.3).

Construct validity can be studied as the extent to which the particular

instances on which the data are collected represent the higher order con-

structs (Shadish et al., 2002), that is, how well Case Magento, Case Shop-

ping Mall and the instantiated configurator tool represent the constructs

in our design theory.

An obvious concern to construct validity is whether the modeled coun-

termeasures, features and components correspond to the reality of Case

Magento. Compared with real case studies (Yin, 1994), the procedures

of data collection were not as meticulous. Moreover, the modeling and

configuration tasks were done by the researchers, and the resulting arti-

facts were not validated with the real stakeholders. Nevertheless, since

Magento source code acted as one data source, it was relatively straight-

forward to elicit the components and their variability. Also, the Admin

Panel and configuration file options served to identify the varying coun-

termeasures and features. Constraints could be identified from the docu-

mentation.

As another threat to construct validity, both Case Magento and Case

Shopping Mall had a relatively low number of varying countermeasures

and their role in the overall variability was quite small. Thus, how repre-

sentational are they as cases for security variability? Nevertheless, Case

Magento is a "slice of life" (Shaw, 2003) of security variability, at least

compared with Case Shopping Mall.

As the final threat to construct validity, the answers to research ques-

tion RQ1 were not based on the proposed theory or artifacts, but on the

characteristics of the cases. Since the data sources were mostly technical

in nature, they did not much address explanations for security variability.

Moreover, the instantiation and evaluation procedures did not validate

these results.

In design science, the internal validity is whether the causal correla-

tions in the design theory have been correctly evaluated. In our design

theory, the testable propositions were stated as: "if you want to achieve

Y in situation A, the use of X helps". As a threat to internal validity,

these causal correlations were not very well evaluated. The evaluation
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was done descriptively by the researchers by comparing with the current

state of Case Magento. Thus, there was no application into the real envi-

ronment nor evaluation with the real stakeholders.

Finally, external validity can be studied as whether the proposed theory

is applicable to different settings, that is, whether the outcome of apply-

ing the concrete artifacts is similar over variations in populations and

settings (Shadish et al., 2002). It is not yet known whether the artifacts

are applicable to other cases that fit the stated theory scope.

To improve reliability, the data needed for the instantiation and config-

uration was recorded, along with the resulting artifacts.

Validity of the Synthesized Results. The answers to the research ques-

tions were synthesized to cover both performance and security (Section 7.1).

For RQ1 and RQ3, the synthesized results were given as models that

combined the explanations and classifications. This poses a threat to ex-

ternal validity: some classes and explanations may not be generalizable

to both performance and security. To address this threat, we identified

which parts of the models were specific to either performance or security.

However, the limits of generalization for security descriptions and expla-

nations were not established explicitly.

For RQ2 and RQ4, the synthesized results were given as descriptions

that were compared but not combined. Therefore, no specific threats to

external validity stemmed from this synthesis.
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8. Conclusions

8.1 Contributions

Our aim was to study why and how to vary quality attributes purposefully

in a software product line. The study focused on performance and security

as quality attributes. We conducted a systematic literature review on

quality attribute variability, conducted two case studies on performance

variability, and constructed a design theory and artifacts to represent and

configure security variability.

As the contribution, we proposed one model to explain the decision to

vary, one model to classify the design strategies, and descriptions of how

to distinguish and derive the product variants.

The results show there are several reasons to purposefully vary perfor-

mance and security. These attributes may be varied to better serve differ-

ent customer needs or to conduct price differentiation. Additionally, the

decision to vary may be motivated by technical matters, such as the need

to better balance trade-offs, or the need to better adapt to different oper-

ating environment constraints. Two challenges must be addressed in the

product line architecture: how to achieve desired differences between the

products and how to handle the impact of other variability. Performance

and security differences can be designed by introducing varying software

or hardware tactics, or by relying on indirect variation. The impact of

other variability can be either minimized or represented as constraints in

the product line architecture design. Another option is to manually test

and tune the impacts during the product derivation. The quality attribute

differences can be communicated to the customers as observable product

properties, which for security can be countermeasures. Alternatively, the

differences can be communicated as the internal resources or as the target
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operating environments.

This dissertation focused on performance and security. Although some

aspects of the results applied to both attributes, there were several differ-

ences. Performance has many established, quantifiable measures, which

can be used directly to communicate the performance differences to the

customers. Due to its emergent, architectural nature, performance is

more difficult to design and derive. In addition to creating performance

differences with explicit tactics, the impact of other variability may need

to be handled to ensure the product has given performance. Nevertheless,

hardware scaling is a relatively straightforward way to design capacity

and time behavior variability. In comparison, security is more difficult to

distinguish to the customers. We proposed that countermeasures can be

used to communicate the observable, verifiable product differences. How-

ever, the challenge is to keep the countermeasures relevant to the cus-

tomers. When security is varied as countermeasures, design and deriva-

tion are more straightforward, and even direct derivation is possible.

Compared with the state-of-the-art, the novelty of our contribution is as

follows. We focused on characterizing the complex phenomenon of quality

attribute variability in its real context and with explicit data collection

and analysis methods. It has been argued that identifying and character-

izing problems should be the primary concern and building the solution

should come only after that (Fuggetta, 1999). As a concrete example of our

position, the majority of the studies on quality attribute variability focus

on representation through feature models. Instead of focusing on how to

represent, we focused on understanding the varying attributes and how

such attributes need to be communicated. After gaining this understand-

ing, a suitable modeling means could be proposed.

In addition, we explicitly asked the question "why" and continued it by

asking the question "how". Most studies start from the assumption that

quality attributes need to be varied. At the same time, most studies fo-

cus on features and abstract away the architecture design, which is the

key in varying quality attributes. In order to successfully scope the prod-

uct line and to efficiently implement the products, the research on quality

attribute variability needs to cover both customers and design. Besides

addressing the product line architecture, we analyzed the reasons to vary

and the means to distinguish from the customer point of view. Such a com-

bination of both technical and non-technical viewpoints is a novel aspect

in this dissertation.
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The implications for the state-of-the-practice are twofold. When the or-

ganizations plan quality attribute variability, they should not focus only

on the technical possibilities to vary. Instead, one should understand the

needs of the customers as well as the technical constraints and trade-offs.

Only after that an informed decision about whether to vary quality at-

tributes can be made. The organizations also need to decide how to create

differences in quality attributes and handle the impact of other variabil-

ity in an efficient way. We identified different ways to do this. For ex-

ample, downgrading is a suitable way to design performance variability

for price differentiation, and minimizing the impact of other variability

makes derivation and testing easier.

8.2 Future Work

Although we contributed by studying quality attribute variability in its

real context, there is still ample room for more case studies on this topic.

One interesting aspect is to study the industrial software product lines

that have decided to vary quality attributes. In which kinds of product

lines is price differentiation with quality attributes reasonable? Is price

differentiation more suitable within business-to-business domains, where

the customer can estimate the return of investment for a higher quality

product? Is quality attribute variability more common in embedded or

critical domains, where operating environment constraints and product

trade-offs may be more dominant? In such domains, what is the role of

hardware as both the reason to vary and as the strategy to design quality

attribute variability?

Within our study, we focused on building a theory from the empirical

data (Stol and Fitzgerald, 2013). Therefore, further research is needed to

test the theoretical models and hence to close the theorizing cycle. This

would involve setting hypotheses based on the proposed models and eval-

uating them in real environments. Such theory testing could be conducted

as a qualitative study, for example, as another case study, or as a quanti-

tative survey.

Similarly, we focused on performance and security only, and thus appli-

cability to other quality attributes calls for future work. To what extent

can the proposed models be generalized to cover other quality attributes?

Are there certain classes of quality attributes, such as security, safety and

reliability, that can be varied similarly? Within industrial software prod-
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uct lines, are the varied quality attributes always runtime-observable, or

does it also make sense to vary development-time quality attributes?

Moreover, the dual nature of design and derivation should be further

studied. The tension between explicit design tactics and emergent, indi-

rect variation in the product line architecture definitely calls for future

work, and in particular, within real life contexts. For example, is using

merely indirect variation as the way to design quality attribute differ-

ences more suitable for resource consumption?

Further, given the difficulties of testing even functional variability, test-

ing quality attribute variability is a real challenge. How to design quality

attribute variability to minimize the number of combinations that need

to be tested? What kind of testing can or must be conducted as part of

domain engineering, and how to take into account the impact of other

variability? In which cases it is sufficient to resort to testing and tuning

during the product derivation?
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