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JonnëSoininen̈
Name of the doctoral dissertation 
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tam̈ä̈kasvüon̈tulluẗliikkuvastälaajakaistasta.̈Sel-̈vas̈tïkaÿtetyin̈liikkuvä
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kaÿttoön̈̈miljoonissäpaäẗelaitteissäjämobiiliverkois-̈säympar̈ïmaailman.̈
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1. Introduction

No two other technologies have reformed our lives over the last couple of

decades as much as the Internet, and mobile communication. These tech-

nologies have profoundly changed how, when, and were we communicate,

live, work, what applications and services we use and process information

in general.

The mobile communication technology began as a voice centric tele-

phony service, which has grown to the mobile broadband networks avail-

able today. The rapid growth of mobile telephony started with the intro-

duction of the first digital mobile phone networks - so called 2nd Gener-

ation (2G) networks in the beginning of the 1990s. By the beginning of

2013, there were estimated 6.8 billion mobile phone subscriptions [97].

At the same time, the technology has evolved to its 4th Generation (4G).

Most of the world’s mobile networks are based on the technology speci-

fied by 3rd Generation Partnership Project (3GPP). 3GPP is responsible

for the mobile phone technology ranging from the 2G Global System for

Mobile Communications (GSM) over 3rd Generation (3G) Universal Mo-

bile Telecommunications System (UMTS) to the latest high speed mobile

broadband 4G Long Term Evolution (LTE).

The introduction of mobile broadband access to the Internet has made

the Internet grow dramatically over the last few years. This growth has

created a strain on the Internet infrastructure, and on the Internet tech-

nology. The strain has lead to the exhaustion of the Internet Protocol

(IP) [127] number space for the dominantly used version of IP - Internet

Protocol version 4 (IPv4). The consequence of the exhaustion of the IPv4

address space is the operators not being able to acquire additional ad-

dress space. Therefore, restricting the growth of the operator networks

significantly, and as a consequence, the growth of the Internet as a whole.

Figure 1.1 depicts the reason for picking this topic for the dissertation.

13
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The figure shows the maximum number of available IPv4 addresses. In

addition, the figure shows the number of addresses available over time,

the growth of the mobile subscriptions and now finally the number of mo-

bile broadband users. It is evident that the number of mobile subscribers

has already long time ago passed even the theoretical number of IPv4 ad-

dresses. There just was not enough IPv4 address space to begin with. Fig-

ure 1.1 also shows that the IPv4 address space is practically exhausted.

Figure 1.1. Growth of mobile subscribers compared to the number of IPv4 addresses [56,
88, 97, 103, 122, 123]

I became active in the 3GPP standardisation at the beginning of the

UMTS - now better known as 3G - specification in 1999. The hopes for the

3G system were enormous at the time. The 3G networks were supposed

to revolutionise the mobile communication and the telecommunication as

we knew it at that point. The operators and vendors had strong plans for

new services and use-cases of mobile communication. These services had

one thing in common - they were all based on IP. Though the 3G system

does also support Circuit Switched (CS) voice the hopes were piling on

the faster data speeds on the Packet Switched (PS) service. At the same

time, I also started to be active in the Internet Engineering Task Force

(IETF) [94], in the Internet technical community. People in the Internet

technical community had become increasingly concerned about the IPv4

address space. There was a growing worry on the possible exhaustion of

the IPv4 address space. At that time, the technical community was still

split between the "Internet Protocol version 6 (IPv6) zealots" and skep-

tics. The IPv6 proponents were certain the IPv4 address space was going

to run out. On the other hand, the skeptics expected the Internet techni-

14
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cal community to solve IPv4’s issues before the address space actually did

run out. Especially the Network Address Translation (NAT) technology

was expected to solve the problems of IPv4 address space. However, the

technical restrictions of NAT and the fact that it did not create any new

address space convinced me personally that the only viable long term so-

lution was IPv6. NAT could postpone by not stop the unavoidable. At that

time, we had multiple discussions in the industry about the IPv4 address

exhaustion topic and its practical consequences . One thing became obvi-

ous - the vision in the 3GPP [1] community was not realisable with IPv4

alone. This made me and other IPv6 people take a look at the state of the

IPv6 support in the 3GPP specifications. This included both the 3G speci-

fications, which were under design at that time, and the already finalised

2G PS domain - the General Packet Radio Service (GPRS).

As the industry was at that time still split between the pro and contra

IPv6, some basic groundwork had to be done. First thing was to design

proper IPv6 support to the 3GPP networks. Then that approach had to

be introduced to the research and standardisation community to ensure

it was really done properly. This review had to be done together with the

Internet technical community and the mobile industry. It was paramount

to ensure the changes introduced to the 3GPP specifications served the

purposes of the 3GPP community, but also they needed to be compatible

with the Internet technologies. In parallel, the proof had to be provided

that the transition from IPv4 to IPv6 really was an issue on which to focus

the industry’s interest. Over the years, the 3GPP technology also evolved.

3GPP specified a new radio technology - the LTE. This brought also a new

network architecture, the Evolved Packet System (EPS). Therefore, the

Internet technical community had to be made aware of these changes.

The world has changed significantly from that time. Most of the new

3G services did not take off and the deployment of the new networks took

much longer than anticipated. The main use-case for 3G wasn’t innova-

tive operator services, but the 3G networks created the first and almost

universal mobile broadband Internet access. This did not, however, take

the pressure away from the IPv4 address space. It might have delayed

the IPv4 exhaustion somewhat, but in the end it made little difference.

15



Introduction

1.1 Objectives and Scope

The main objective of the research presented in this dissertation was to

provide a solution for a problem in a very complex environment - how to

mitigate the IPv4 address exhaustion in the 3GPP network environment

with introduction of IPv6. Additional targets are to show how the tran-

sition from IPv4 to IPv6 can be done in a way where the network service

is minimally affected, and how, in the end, the transition happened, and

what is the current state of IPv6 in the 3GPP mobile networks. In addi-

tion, an objective is to show what new models the transition to IPv6 can

enable - especially in the new area of Internet of Things (IoT).

1.2 Research approach

The founding research for this dissertation has been performed as a part

of the ongoing industry research, standardisation and technology develop-

ment process. This includes active participation to the relevant industry

fora, 3GPP, 3G.IP Forum (3G.IP), Open Mobile Alliance (OMA), the IETF

and many others. The papers have been prepared within the different

companies’ standardisation research activities during the employment at

Nokia, Nokia Siemens Networks, Renesas Mobile, Broadcom and finally

again Nokia. The research topics, and therefore also the publications,

have been selected based on the industry need at the given time. The

target throughout the process has been to improve the support of IPv6 in

the 3GPP system and further support the adoption of IPv6 in the relevant

specifications, products and in deployment.

In the following, the publications that make this dissertation have been

listed and their role in the related research has been described.

Publication I provides an introduction to the 3GPP network environment, and in-

troduces the problems with IPv4 in this environment. It also pro-

vides an overview on how IPv6 is considered to be applied to this

architecture in the beginning.

Publication II provides a more in depth view on the IPv4 address exhaustion prob-

lem, describes more in detail how IPv6 was standardised to work

in the 3GPP environment. The main contribution of Publication II

is, however, the description of potential transition scenarios in the

3GPP network environment. The focus on the research is especially
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in the IP Multimedia Subsystem (IMS) [36], which was seen as the

main driver for IPv6 transition.

Publication III provides an updated view in time to the paper described above. The

focus is heavily on enabling peer-to-peer services provided by IMS.

Publication IV analyses the updated IPv6 address allocation mechanism in 3GPP

specifications.

Publication V surveys the current state of IPv6 support in the IPv6 networks, and

analyses how IPv6 was introduced in the 3GPP systems - what de-

sign choices were successful, and where there is room for improve-

ment in the system. It also provides suggestions on research areas

yet to be addressed by the global community.

Publication VI proposed how IPv6 should be used in IoT. In this context, the sig-

nificance is how the usage of IPv6 addressing in combination of the

3GPP access enables new use cases for IoT.

In addition to the academically referable publications, the author has

published a series of IETF Request For Commentss (RFCs). These are

not considered as academic contributions to this dissertation. However,

they are an integral part of the same research and thus, they are covered

by this dissertation. These publications also cover much of the time gap

between the academically referable publications. The covered RFCs are

the following.

RFC3314 analyses the approach how IPv6 was introduced to 3GPP specifica-

tions in the beginning, and provides guidance on updating the ap-

proach [146].

RFC3574 describes the relative IPv6 transition scenarios in 3GPP networks

[136].

RFC4215 defines the transition solutions for the above described scenarios

[147].

RFC6459 provides a description on how the IPv6 support is realised in current

3GPP specifications, and especially describes how the introduction of

the new EPS has changed the IPv6 support [106].

These publications can be categorised in four general categories: The

justification for the selection IPv6 as the technical way forward for 3GPP,
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IPv6 technology development, transition from IPv4 to IPv6 and deploy-

ment aspects and the future possibilities. Figure 1.2 depicts these cate-

gories and where the publications fit in this map. The description of the

categories is given in the following.

Technology development Justification

FutureTransition/deployment

P II

P IP III

P IV

P V
P VI

RFC3314

RFC3574
RFC4215

RFC6459

Figure 1.2. Categorisation of the contributing publications

• Justifying the selection of IPv6 comprises the work targeted for build-

ing industry consensus around the adoption of IPv6. Practically, this

category of work includes the analysis of different approaches for

solving the IPv4 address shortage and the reason why IPv6 would

be the correct path.

• The technology development category comprises the introduction of

IPv6 to the 3GPP system and the iterations of that process. This

includes both the iterations to the IPv6 support and the addition of

new radio system and architecture - the LTE - to the 3GPP system.

• Transition from IPv4 to IPv6 and deployment aspects category con-

centrates on explaining how transition from IPv4 to IPv6 should be

conducted and how the practical deployment of IPv6 is ongoing.

• The future category describes what opportunities IPv6 brings to the

3GPP system and the industry as a whole.

Perhaps, the most important impact is in the 3GPP specifications and

the implementation of the specifications. The most significant outcome

has been the IPv6 address allocation procedure in the 3GPP specifica-

tions [18, 113]. The work in this dissertation has directly shaped that
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procedure. In addition, the IPv6 support in IMS has been strongly influ-

enced by the work described in this dissertation [36]. As individuals par-

ticipate the 3GPP standardisation representing their organisation, 3GPP

does not list individual contributors in their specifications. Therefore, the

related 3GPP specifications have not been listed as author’s contribution

to this dissertation [3, 18, 6, 37, 7, 40, 31, 26]. These technologies have

been implemented and also deployed all over the world. Perhaps, this

is an indication that this work has not been completely in vain. As the

contribution to this dissertation has been done over multiple years, the

impact of the research is already visible in the market place today.

1.3 Related work

The topic of IPv6 in 3GPP networks is not new. The work and the discus-

sion about the transition to IPv6 have been going on for more than ten

years. This is also clearly visible from the time range of the contributing

publications to this dissertation. Logically, there are other publications

written on the topic. However, this number of publications is very small.

A directly related publication is an article on IPv6 Address Configuration

over 3G Networks [84] analyses the IPv6 address configuration in 3GPP

and in 3GPP2-defined 3G networks. There are also few books that con-

tain chapters on IPv6 in the context of 3GPP networks. The most recent

is "Deploying IPv6 in 3GPP Networks: Evolving Mobile Broadband from

2G to LTE and Beyond" [101]. It can be concluded that there is relatively

little published research in this space.

1.4 The dissertation structure

The structure of the dissertation is as follows. The next chapter, Chapter 2

will be setting the scene for the dissertation by describing the problem

area. It will describe the evolution of the mobile Internet access and the

IPv4 address exhaustion. This chapter will lay the technical foundation

by explaining the underlying technologies for the dissertation; the chapter

will describe the path to mobile broadband, the 3GPP network technology,

and provide an overview to the IP technology - IPv4 and IPv6.

Chapter 3 describes the research contribution of this dissertation. It

describes the journey from the introduction of the IPv6 support to today’s
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IPv6 deployments.

The final chapter, Chapter 4 takes a today’s perspective to the research

contribution of the dissertation. In addition, it takes a look at the future

direction and challenges of the IPv6 support in 3GPP networks.
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2. Evolution of mobile Internet access

Internet access has gone through a tremendous change over the last decades.

Even more so, the mobile Internet access has changed and evolved. Dur-

ing this same time the Internet is going through changes, partly because

of the increase in the number of users with Internet access. These two

developments are not only coincided in time but they are also interlinked.

Therefore, this chapter will first describe the mobile broadband evolution

and also describe the fundamentals of the related mobile technology. Sub-

sequently, an overview is given to IP technology and the IPv4 address

exhaustion. Finally, the last section summarises the chapter.

2.1 Mobile broadband

The first GSM telephony networks were deployed in Europe [2] in the

early 1990s. These were circuit switched networks aimed at providing

principally voice services to their subscribers. The networks also sup-

ported Circuit Switched Data (CSD) but with relatively low speeds [4].

With the uptake of fixed Internet access service in the mid 1990s, the Eu-

ropean Telecommunications Standards Institute (ETSI) started to work

on a new packet switched system to provide mobile Internet access [69].

This new system was called GPRS [3]. The GPRS system is a packet

switched system using the GSM radio access. Though GPRS has common

network elements with GSM circuit switched system and the GSM radio

network is shared between the systems, the GPRS has a separate network

architecture. The first version of the GPRS system specifications were ap-

proved as part of the Release 97 in 1997. Subsequent improvements and

new releases have been made to the specifications ever since. The 3GPP

Releases are listed in Table 2.1 with the most important milestones re-

lated to the IPv6 support. Release 13 is the Release under specification at
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the time of writing this dissertation.

Release Description

1997 The first release of GPRS

1998

1999 The first release of the UMTS

Rel 4

Rel 5 IMS [36], and High Speed Downlink

Packet Access (HSDPA) [33] introduced

Rel 6 High Speed Uplink Packet Access

(HSUPA) [27] introduced

Rel 7 HSPA+ introduced

Rel 8 The first release of LTE

Rel 9 Dual-stack PDP Context introduced to

3G

Rel 10 DHCPv6 Prefix Delegation (DHCPv6-

PD) introduced

Rel 11 System improvements for Machine-

Type Communications (MTC) [20] and

Wireless Local Area Network (WLAN)

access integration [22]

Rel 12 Proximity services [21] and enhance-

ments on WLAN access integration [22]

Rel 13 License-assisted access to unlicensed

bands - usage of LTE on unlicensed

bands [29]

Table 2.1. 3GPP Releases

At the time when GPRS specification was written, the usual method

of accessing data services was with a modem over the Public Switched

Telephony Network (PSTN). Though, Internet services and access to the

Internet was on the raise many data services were based on the concept

where reaching the service required calling a certain phone number with

the computer’s modem. This is very different than the Internet model

where one is connected to the Internet and the access to the services is

done within the Internet. In addition, there were other competing tech-

nologies at the time. The most notable technology in addition to IP at that

time was X.25 [98]. The technologies and practices of the time obviously

influenced GPRS.

GPRS with the 2G radio access network was the first step towards mo-

bile broadband. Clearly, as the GPRS download speed were under 100
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kilobits per second (kbps) they cannot be considered as broadband speeds.

However, the GPRS created the architecture and technology foundation,

which is used in the subsequent mobile systems.

As stated above, GSM and GPRS were specified by ETSI. At the time,

ETSI was mainly an European organisation. However, the GSM tech-

nology was being increasingly adopted also outside Europe. In addition,

there were other competing 2G technologies created in other parts of the

world, such as Personal Digital Cellular (PDC) in Japan and Code Di-

vision Multiple Access (CDMA) in North America [47, 142]. These 2G

technologies were not compatible with each other and therefore, handsets

used in one technology did not work in another. The different technologies

were created for a certain regional market with its own vendors supply-

ing the handsets and network equipment. For the 3G the industry aimed

at creating one technology that would be suitable for all regions globally.

This network technology was named UMTS [16]. Therefore, the leading

vendors and operators of the world put together a new standardisation

organisation - the 3GPP [1] in 1998. The target of the new organisation

was to define a new mobile telephony and data network system for the 3G

radio access.

Whereas GPRS was a later extension to the GSM system, the packet

data network was an integrated part of the new UMTS specifications.

3GPP decided to use the architectures defined in GSM as the basis of

the new system. Therefore, the packet data portion of the UMTS is based

on GPRS [18]. Hence, the UMTS PS domain is often called 3G-GPRS.

Today, the distinction between the 2G and 3G systems have mostly dis-

appeared and the name GPRS usually comprises both radio system. At

the time UMTS was specified, Internet access was quickly becoming the

only data network access and IP the only data network protocol. However,

basing the UMTS on GPRS included many of the concepts to support dif-

ferent packet data protocols and to support the concepts of dial-up also in

the new architecture. The theoretical maximum downlink bandwidth in

UMTS was 2 Megabits per second (Mbps), which was considerably higher

than in GSM [10]. The data rates also increased considerably in the later

releases with the introduction of High Speed Packet Access (HSPA) [42].

Therefore, UMTS can be considered the first mobile broadband system of

the 3GPP systems [99]. Modern devices based on UMTS technology reach

download speeds of multiple tens of megabits per second making their

data speeds comparable with modern fixed broadband technologies.
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Though GPRS was a part of the UMTS architecture, an important part

of the system is the CS domain of the system. In the end of 1990s, CS voice

was the main service for mobile networks and the Internet access business

was just starting in many regions of the world. However, as 3GPP started

to consider a new radio access network technology in the mid 2000s things

had changed considerably. The number of fixed broadband connections

was raising rapidly [123] and Internet access service was quickly becom-

ing the main service for users. In addition, it was foreseen the PSTN

service [100] as a CS voice service was not going to be in the centre stage

of telecommunication anymore. Therefore, 3GPP designed the new ar-

chitecture EPS to be completely packet switched without circuit switched

support [31]. The new system consists of the new architecture EPS and a

new radio interface Evolved UMTS Terrestrial Radio Access (E-UTRA) -

more widely known as LTE [15]. The LTE speeds are specified to be mul-

tiple hundreds of megabits per second in downlink clearly superseding

average download speeds of fixed Internet access today [28, 122]. Already

now, many of the commercial products are capable of a theoretical speed

of 150 Mbps and few new products are available with 300 Mbps capability.

Though 3GPP did significant redesign of the EPS from GPRS, EPS still

contains much of the concepts of GPRS as legacy in the system.

The mobile access to the Internet has changed significantly from its

beginning. The early steps were defined by the GSM based GPRS with

tens to couple of hundreds of kilobits per second transfer speed. The 3G

made the mobile broadband market to explode and defined the mobile

broadband concept [103]. LTE is increasing in adoption with considerably

higher data speeds than its predecessors. The evolution of the mobile

broadband has been ongoing at the same time as the Internet access and

the Internet itself have evolved. However how big the changes in data

speeds and Internet access have been, the concepts and the legacy of the

original GPRS specifications can be found in the latest 3GPP specifica-

tions. This is visible in the 3GPP technology, which we will study more

carefully in the next section.

2.2 3GPP architecture and concepts

The 3GPP system includes three different types of radio access and two

different packet core network architectures. These three systems cover

different radio access generations. The three types of radio access are:
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1. 2G - GSM-based radio access

2. 3G - WCDMA UMTS-based radio access

3. 4G - Evolved UTRAN (LTE) radio access

These three systems are now considered as part of the 3GPP system.

However as explained above, originally the 2G system was defined by

ETSI [69]. The first two architectures include different domains: The CS

and the PS domains. In this paper, we will only concentrate on the PS do-

main. In the LTE system, there is no CS domain and therefore it is a pure

packet-switched architecture. The two packet-core network architectures

are the General Packet Radio Service (GPRS) [18] and the Evolved Packet

System (EPS) [31, 26]. In the literature, the EPS is often also called LTE

network after its radio access technology. In this dissertation, the EPS

terminology will be used.

2.2.1 General Packet Radio Service (2G & 3G)

The 2G and 3G radio accesses are here described together since both ar-

chitectures are quite similar. Figure 2.1 describes the two radio access

networks connected to a combined PS core network.

GGSNSGSN

BSC

RNCeNodeB

BTS

UE

MS

HLR

RAN Packet Core Network

Gn/Gp

Iu

Gb

Gi

Figure 2.1. Combined 2G-3G GPRS network architecture

In the context of this dissertation, important GPRS core network ele-

ments include the Serving Gateway Support Node (SGSN), the Gateway

GPRS Support Node (GGSN), and the Home Location Register (HLR). The

radio access elements in GSM based networks are the Base Transceiver

Station (BTS) and the Base Station Controller (BSC). The GSM radio ac-
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cess networks include GSM and the more recent GSM evolution, GSM En-

hanced Data rates for GSM Evolution, GSM/EDGE or GSM/Edge Radio

Access Network (GERAN) [12]. With the UMTS Terrestrial Radio Access

Network (UTRAN), the radio access elements include the Radio Network

Controller (RNC) and the UTRAN base station - Node B. The function of

each of the elements is described in the following.

GGSN is the topological anchor point for mobility management in the

GPRS network. It is the gateway between the GPRS network and external

networks, such as the Internet. It also gathers changing information and

provides a central point in Legal Interception (LI) [24].

SGSN is responsible for authentication, authorisation, mobility man-

agement, and gathering charging information. It is connected to the HLR

for authentication, authorisation data, and other subscriber information.

HLR is the database that contains the user profile information, which

the SGSN uses for authenticating a subscriber and for determining the

services for which the subscriber is authorised.

In addition to the network elements, the 3GPP architecture includes the

mobile terminal called the Mobile Station (MS) in 2G and User Equipment

(UE) in 3G and LTE. In this dissertation, the term UE will be used to cover

the mobile terminal of all of the architectures.

The 3GPP standards define the connections - or interfaces - between

the network elements, and they also describe the protocols used on the

given interface. The relevant interfaces discussed within the context of

this article are the Gb and Iu interface, the Gn and Gp intefaces, and the

Gi interface.

Gb and Iu are the interfaces between the packet core network and

the radio access networks. The Gb is between the packet core and the

GERAN. Iu interface is the interface between the packet core and the

UTRAN. The interfaces includes both control and user plane. The con-

trol plane is responsible for functions including subscriber authentica-

tion, session and mobility management. The user plane is responsible

for transporting the user’s packets between the radio access and core net-

works. The Gb interface include protocols for GPRS mobility and session

management, Subnetwork Dependent Convergence Protocol (SNDCP) and

Base Station System GPRS Protocol (BSSGP) among others [6, 7, 30]. The

Iu includes protocols such as UMTS mobility and session management,

Radio Access Network Application Part (RANAP) and GTP User Plane

(GTP-U) [37, 43, 32].
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Gn and Gp are interfaces between the SGSN and GGSN elements.

These interfaces are equivalent both in terms of their function and pro-

tocols. The difference between the interfaces is that Gn is an interface

within one Public Land Mobile Network (PLMN), whereas Gp is a roam-

ing interface between two PLMNs. A PLMN basically means a mobile

operator’s network [23]. Otherwise, the protocols and procedures in these

interfaces are exactly the same. The Gn/Gp interfaces also include both

control and user planes. The interface is based on GPRS Tunneling Pro-

tocol (GTP) protocol [32].

Gi is the interface between the GPRS network and an external network

- typically the Internet. The subscriber’s packets are transferred natively

over this interface.

2.2.2 Long Term Evolution / Evolved Packet System

The radio access technology is called LTE and the packet core network is

called Evolved Packet Core (EPC); the complete system, the combination

of the radio access and the core network is the EPS. 3GPP targeted to

simplify the relatively complex GPRS core network architecture for EPS.

The intention was to reduce the number of network elements in the archi-

tecture and achieve a better, cleaner split in the network to control and

user planes.

P-GWS-GW

MME

eNodeBUE

HSS

S1-U S5/S8

S1-MME S11

SGi

Figure 2.2. LTE Network Architecture

The main components of the EPS architecture include Evolved Node B

(eNodeB), the Mobile Management Entity (MME), the Serving Gateway

(S-GW), the Home Subscriber Server (HSS), and the Packet Data Network

Gateway (P-GW) or (PDN-GW). Figure 2.2 depicts the EPS architecture.

In the following paragraphs, we describe the different elements in more

detail.

Evolved NodeB (eNodeB) is the base station in the EPS system. Con-

sidering the IP layer, one of its functions is to perform header compres-
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sion.

Mobility Management Entity (MME) is responsible for authenticat-

ing, and authorizating of the UE and is connected to the HSS. Practically,

MME has the same functions as the SGSN without the packet forwarding

feature. Basically, the MME is the control plane portion of the SGSN as a

result of the functional split of the Control and User Planes.

Home Subscriber Server (HSS) is, in terms of the functionality we

consider here, practically the same as the HLR in the GPRS system. It

holds subscriber profiles for authorisation and authentication purposes,

and it also contains information about the default services, which sub-

scriptions the subscriber has.

Serving Gateway (S-GW) is the mobility anchor for the inter-eNodeB

mobility. Its main function is to route packets from the eNodeB towards

the P-GW in the uplink, and from the P-GW towards the eNodeB in the

downlink. For UE, one S-GW is available at a time regardless of the num-

ber of connections it has to the network. However, the S-GW can change

as a result of mobility management. Hence, UE may have multiple S-GWs

over time. The S-GW functionality is quite similar to the SGSN function-

ality on the User Plane.

Packet Data Network Gateway (P-GW) is the gateway or router that

connects the UE to an external packet network - usually to the Internet.

Compared to the GPRS, the P-GW and GGSN are practically equivalent,

and P-GW can be used as a GGSN. In some configurations, the S-GW and

the P-GW are collapsed into one element, and oftentimes referred as the

System Architecture Evolution Gateway (SAE-GW). Even in this case, the

functionality does not change.

The important interfaces in the EPS system are S1 (S1-MME and S1-U),

S11, S5, and SGi. These interfaces are explained below.

S1 interface is the interface between the EPS radio network and the

core network. It is divided into two parts - S1-MME and S1-U. The S1-

MME interface is a control plane interface between the eNodeB and the

MME. The S1-U User Plane interface is between the eNodeB and the S-

GW. The S1-MME interface is responsible for mobility management and

session management functions. The functionality is similar to the con-

trol plane of the Iu interface [31, 38]. The user plane interface, S1-U, is

responsible for transporting the user traffic between the eNodeB and the

S-GW. The protocol used on the S1-U interface is GTP [14].

S11 interface is between the MME and the S-GW. It is a control plane
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interface based on GTP [14].

S5 interface is between the S-GW and the P-GW. It is functionally

similar to the Gn interface in the GPRS architecture. The S5 interface

can either be based on the GTP [32, 17, 14] or Proxy Mobile IP (PMIP)

[138, 115, 145].

SGi interface is equivalent to the Gi interface in the GPRS and it con-

nects the EPS system to an external IP network - typically the Internet

[35].

2.2.3 3GPP Protocols

To be able to appreciate the the 3GPP network architecture, one has to

understand the protocol architecture. The protocol architectures can be

divided into the multiple categories - to control and user-plane protocols

and further to the core network protocols and the radio network proto-

cols. The control-plane protocols are responsible for the signalling. On

the other hand, the user-plane protocols are responsible for carrying the

user’s traffic through the network.

The protocol stacks in GERAN-based and UMTS-based GPRS are al-

most identical. The only differences are in the radio network protocols.

Figure 2.3 shows the UMTS protocol stack for the user plane [18]. As

can be seen from Figure 2.3, the IP protocol appears twice in the protocol

stack. The inner IP layer represents the IP protocol used for the end-user

traffic sent to and from the UE. This is called the User Plane or User

Layer. The outer instance of IP is used to transport the packets between

the network elements. This is called the Transport Plane or Transport

Layer. These two instances of IP are completely separated in the 3GPP

architecture, and they are independent of each other in addressing and in

the IP version.

The important protocol in the GPRS architecture is GTP [32]. There are

two modes of the protocol GTP Control Plane (GTP-C) and GTP-U. GTP-

C is the protocol responsible for transporting the core network signalling

whereas GTP-U transports the user’s packets.

Unlike GPRS, EPS has two alternative protocol architectures - GTP-

based architecture and PMIP-based architecture [31, 26]. The difference

between these two architectures are the core network protocols. In GTP-

based architecture, the core network protocols are based on GTP, as the

name indicates. On the other hand, in the PMIP-based architecture the

core network protocols are based on the IETF specified PMIP, which is
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Figure 2.3. UTRAN user-plane protocol architecture

based on the IETF specified Mobile IP [79, 125]. The two protocols are

functionally equal in the EPS architecture. Therefore, the different proto-

col is not visible for the UE or external network. Hence, the UE behaves

the equally in both networks build on either architecture. Even if the

protocols are functionally the same in the EPS architecture the protocols

themselves are different. GTP has been designed specifically for the use in

3GPP architecture and therefore, it is not suitable for other environments

without change. GTP comprises of both control and user planes as it has

been designed to solve mobility in the 3GPP core network. Oh the other

hand, PMIP has been specified for a more generic use. Therefore, the

protocol functionality and the security model have been designed with-

out assumptions of the environment it is used. PMIP has perhaps more

modular design where Mobile IP signalling provides the control plane.

PMIP supports different user planes options. In EPS, it is provided by

Generic Routing Encapsulation (GRE) [70]. GTP-based architecture is

more widely used in the industry. Therefore, this dissertation will focus

on the GTP-based architecture. The EPS GTP-based user-plane protocol

architecture is depicted in Figure 2.4.
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Figure 2.4. EPS user-plane protocol architecture
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The terminology of the different planes - user, control and transport

plane - is used by 3GPP in a bit confusing ways. Generally in networking

the network functions are divided into two planes - the control and the

user planes. The control plane contains the network signalling to control

the network functionality. In 3GPP systems, this includes signalling for

functions such as authentication, mobility and session management. The

user plane, on the other hand, is responsible for carrying the user traffic

through the network. This division to control and user plane can be found

in all modern networking. The control plane is somewhat more complex

in mobile networks than in fixed networks. The main cause of the com-

plexity is due to mobility support.

The confusion in the 3GPP systems comes from the division of the 3GPP

user plane further into two parts - the user layer and the transport layer.

Unfortunately adding to the confusion, these are also sometimes called

user and transport planes. The user layer is the traffic generated and re-

ceived by the UE - the user traffic. The transport layer, on the other hand,

consists of tunnels [135] responsible for carrying the user layer traffic

through the network. The additional layer provides mobility management

and therefore, hides the mobility from the UE and the networks outside

the mobile network.

2.2.4 3GPP bearer model

Previous text explains the overall architectures of the different 3GPP net-

works. However, it does not state how a UE actually obtains Internet con-

nectivity. For that we have to understand the 3GPP bearer model. Both

GPRS and EPS use bearers to transport packets between the UE and the

external networks. In GPRS, the bearers are called Packet Data Protocol

(PDP) Contexts. The name comes from the time when IP was not the only

packet data protocol supported by GPRS [9]. In EPS system, the bearers

are called EPS bearers. Even if the two systems are a bit different and

the names of the bearers differ, EPS bearer and PDP Context concepts are

practically identical.

A bearer is a connection between the UE and the gateway node of the

network, the GGSN in GPRS and the Packet Data Network (PDN) in EPS.

There are two different types of bearers - primary and secondary. Primary

PDP Context or EPS bearer opens a new connection to a new network.

Secondary PDP Context or EPS bearer opens an additional connection to

an already existing bearer to the same network. Multiple primary bearers
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are used to have simultaneous connections to different networks. Multi-

ple secondary bearers are used for segregating different traffic types in

the overall traffic flow, for instance, for Quality of Service (QoS) purposes

[19]. A primary bearer or the combination of primary bearer with its re-

lated secondary bearers create the UE’s link. Figure 2.5 depicts the PDP

Context and EPS Bearers.

SGSN GGSNUE RNC

P-GWS-GWeNodeBUE

Default EPS Bearer

PDP Context

Figure 2.5. Primary and secondary PDP Context and EPS bearer

Both GPRS and EPS support opening multiple primary bearers to dif-

ferent networks. Figure 2.6 describes the multiple bearer concept. Selec-

tion of the correct gateway is done based on an Access Point Name (APN)

[39]. An APN is a string, a name that corresponds to a Fully Qualified Do-

main Name (FQDN). When opening a new bearer the network resolves the

FQDN to identify the right gateway and opens the bearer to that gateway.

Unlike secondary bearers, primary bearers have their own IP addresses.

Practically, this means the UE can be multi homed [127] from the IP point

of view.

Practically, the APNs are used to identify a service. Many operators,

for instance, use an APN "Internet" to access the Internet and "MMS"
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P-GW

P-GW

S-GWeNodeBUE

PDN Connection

PDN Connection Network B

Network A

APN="Internet"

APN="MMS"

Figure 2.6. Multiple bearers to different networks

to access Multimedia Messaging (MMS) [13]. These services often re-

side in different parts of the operator’s network. Figure 2.6 also shows

the two example APNs. This approach to service selection might seem

foreign in IP networks. The service selection through network selection

reassembles more the service selection in telephony networks before the

wide adoption of the Internet. As a matter of fact, APN based approach

to service selection comes from GPRS [5]. When specifying GPRS, Inter-

net and the use of IP access was not universal, yet. In addition access

to private networks such as corporate networks, required obtaining direct

network access to that network, for instance, by dialling to that network’s

modem pool. Technology for using Virtual Private Networks (VPNs) over

the Internet came to broad use much later [104].

2.3 Internet Protocol address exhaustion - the road from IP version
4 to version 6

The packet routing in IP networks is based on the IP address. In IPv4

the address is 32-bit fixed length binary field [127]. A 32-bit field provides

a theoretical address space of 232 - approximately 4.3 billion unique ad-

dresses. However, not all addresses can be used for global unicast - host to

host - communication. Thus, the globally usable address space is smaller

than the theoretical maximum number of addresses. The structure of the

IPv4 address space is discussed later in this section.

When IPv4 was defined in the early 1980’s, an address space of this

magnitude was considered more than adequate. IP was a protocol to con-

nect computers, big computers. The technical community at the time did
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not envision the explosion of number of computers in the world, let alone

most of them being connected to the Internet. Therefore, the IPv4 address

space was going to last for decades to come, which it did as well. However,

already in the early 1990s the technical community realised that the IPv4

address space was a finite commodity [75, 82].

To understand IP address exhaustion, the address itself and the mecha-

nism by which the addresses are allocated to the individual hosts need to

be understood. The IP address consists of two parts: the network prefix

and the host identity. The network prefix determines the network where

the host is and the host identity identifies the host in that network. Fig-

ure 2.7 describes the division.

Prefix Host ID

012
 00001100

192 . 000 . 002
11000000   00000000   00000010

Figure 2.7. An example IPv4 address (192.0.2.12) divided to network prefix and host
identifier

Originally, the IP addresses were divided into different classes based on

the length of the network prefix. The globally routable address classes

were classes A, B, and C. The address classes are shown in Table 2.2.

The class A was the biggest class where the network prefix was only 8

bits long. Thus, it gave the address space of 224 ≈ 16 million to the net-

work. The class B address prefix length was 16 bits giving address space

of 65536 addresses. Finally, the class C had a network prefix of 24 bits

and the host identity length of 8 bits giving and address space of 256 ad-

dresses. The address classes are shown in Table 2.2. The classes A, B

and C represent the globally routable IPv4 unicast space. In addition,

there are address spaces designed for special use [60]. The most impor-

tant special use addresses include the private address space [130], the

class D multicast address space and the class E, which was originally

saved for possible future addressing modes [63]. Due to this reason, the

usable IPv4 unicast address space is smaller than the theoretical max-

imum number of addresses. Detracting the special addresses from the

34



Evolution of mobile Internet access

IPv4 address space leaves the number of globally routable unicast IPv4

addresses to 224 ∗ 220, 389 ≈ 3.7 billion addresses.

Class First octet Network

ID format

Host ID

format

Number of

Networks

Number of

Addresses

A 0-127 a b.c.d 128 224 ≈ 16

million

B 128-191 a.b c.d 224 216 = 65536

C 192-223 a.b.c d 221 28 = 256

Table 2.2. IPv4 address classes

The classful addressing was the culprit for the IPv4 address shortage

in the early 1990s. The issue with the classes was that regardless of how

many addresses an organisation needed it would need to choose from one

of the classes. For an entity like a normal enterprise, the class A was too

big and the class C was too small. Therefore, the class B was just right.

This lead to the threatening exhaustion of the the class B addresses.

The Internet technical community responded to this by creating two key

technologies technologies: Classless Inter-Domain Routing (CIDR) [129]

and NAT [67]. These technologies were aimed at conserving the precious

IPv4 address space. CIDR allows the selection of the size of the network

prefix based on need rather than based on the rigid address classes. This

allows for flexible address block allocations in the needed size, and there-

fore, increases the address allocation efficiency significantly. In textual

representation, the prefix length is noted in a "/x" format where "x" is

the prefix length. For example, a network that needs approximately four

thousand addresses can be allocated a prefix of 20 bits of length with an

address space of 212 addresses - a /20 prefix.

NAT is a technology where a larger number of private addresses [130]

are multiplexed to a smaller number of public, global addresses using

transport layer port numbers. Practically, a NAT is a gateway between a

private network and the Internet. Figure 2.8 shows the operating princi-

ple of a NAT works. The private network uses private IP addresses. When

packets are sent to the Internet they travel through the NAT. The NAT

replaces the source address with its own public address and port number.

It creates a binding between the new port number and the original source

address and port number. When the server in the Internet answers to
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the NAT’s IP address and port number the NAT replaces the destination

address with the original host address and port number and sends the

packet to the original host. Practically, NAT extends the IPv4 address

space with the upper layer - such as Transport Control Protocol (TCP)

and User Datagram Protocol (UDP) [126, 128]- port numbers.

NATHost Server192.168.0.2

203.0.113.5

198.51.100.10

So: 192.168.0.2:4054
De: 198.51.100.10:80

So: 203.0.113.5:3023
De: 198.51.100.10:80

So: 198.51.100.10:80
De: 192.168.0.2:4054

So: 198.51.100.10:80
De: 203.0.113.5:3023

Figure 2.8. Operation of a NAT

As the Internet technical community was busy designing technologies

to conserve IPv4 address space, it also began working on a new version of

the Internet Protocol. This work lead to the specification of the IPv6 [64].

As mentioned, the address itself and the global address management

have to be understood to understand the IPv4 address exhaustion. The hi-

erarchy of the address allocation is shown in Figure 2.9. The highest layer

of the address allocation is shown to be the IETF specifications that cre-

ate the technology and therefore, the address space. The globally routable

addresses are managed centrally by Internet Assigned Number Author-

ity (IANA) [90]. The IANA function is performed by Internet Corporation

for Assigned Names and Numbers (ICANN) [93]. IANA distributes ad-

dresses to Regional Internet Registrys (RIRs), which in turn distribute

the addresses to the organisations that use the addresses such as oper-

ators [120]. There are five RIRs - African Network Information Center

(AfriNIC) in Africa, Asia-Pacific Network Information Center (APNIC) in

Asia-Pacific, American Registry for Internet Numbers (ARIN) in North

America and Caribbean, Latin America and Caribbean Network Infor-

mation Center (LACNIC) in Latin America, and Réseaux IP Européens

Network Coordination Centre (RIPE NCC) in Europe and Middle East.

IANA distributes the IPv4 addresses based on usage to the RIRs in blocks

of /8s.

The available IPv4 address space over time as seen by IANA is depicted

in Figure 2.10. Already in 1993, approximately 30% of the IPv4 address

space had been allocated [73]. By the beginning of year 2000, the allo-

cation rate had grown up to 59% [91]. In 2009, the Number Resource

Organization (NRO) [120] - the common organisation of the RIRs - agreed
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IETF 
Specifications

IANA

AfriNIC APNIC ARIN LACNIC RIPE NCC

Figure 2.9. IP Address allocation hierarchy

on a common policy on the event of exhaustion of the IANA IPv4 pool

[92]. When IANA address pool enters a phase where there are only one

/8 per RIR remaining IANA enters exhaustion phase. In this phase, all

RIRs are allocated one /8 out of the remaining address pool exhausting

the pool. IANA entered this phase in the beginning of 2011. After this,

the RIRs still have addresses in their own pools.

Figure 2.10. IANA IPv4 available address space over time in blocks of /8

All RIRs, except the AfriNIC, have individual policies in place in the

event of exhaustion of their own address pools [119]. These policies are

triggered by the RIR starting allocations from its final /8. These exhaus-

tion phase policies are generally a combination of strongly restricting the

allocations of IPv4 addresses and strong incentives for deploying IPv6.

For example, many RIRs restrict the allocation of IPv4 to a relative small

block and only one per organisation. Practically, this means the IPv4

address space has already exhausted for an organisation already using

IPv4. However, due to these restrictions newcomers to the market can
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get at least a small allocation of IPv4 addresses. APNIC, RIPE NCC and

LACNIC have already entered this exhaustion phase. Thus, the available

IPv4 address space has been exhausted in big parts of the world already.

ARIN, however, has taken a different approach to the exhaustion. The

ARIN policy allows allocation of addresses until they are completely ex-

hausted [48]. This is expected to happen during the first half of 2015 [88].

2.4 IPv6 overview

As described above, the IETF began standardising a new version of IP as

the long term solution for the address exhaustion problem. In addition,

the IETF had other targets for the new version of the Internet Protocol.

The main goals for the new version of IP at the beginning of the develop-

ment phase were as follows [75, 53]:

1. Adequate address space to sustain the growth of the Internet for the

foreseeable future.

2. Simplified header structure with a hardware processing friendly align-

ment of fields.

3. Integrated Security (IPsec [104]).

4. Integrated Mobility (Mobile IPv6 [125]).

5. Better support for QoS - the Flow Label [45].

Despite the original goals, the main problem IPv6 solves is providing

adequate amount of address space. The IPv6 address field is a 128-bit

long field, giving a theoretical address space of 2128 addresses - or ap-

proximately 3.4 ∗ 1038 addresses. The amount of IPv6 addresses can be

explained with the following example: If we assume the planet’s current

population of 6.6 billion (6.6 ∗ 109) people, that means every person on

earth would potentially have 1.2 ∗ 1019 copies of the current IPv4 address

space (232).

IPv6 has fallen short of the promise on the other goals. The significance

of the simplified header structure has proven to be less important with

modern router design and the modern routers are able to forward IPv4

packets at high speeds. Security and mobility have become optional in

IPv6 as they neither address the problem adequately nor they have been

able to obtain adequate acceptance in the market place [102]. In addition,
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it has been challenging to find a compelling use case for the Flow Label

in IPv6 [85] and even the semantics of the Flow Label were standardised

much after the original IPv6 specification [45]. Even if the secondary

targets have not been met, the main target - adequate address space - has

been met. It is expected that the address space enables the Internet to

grow for decades to come.

2.5 Alternative solutions

IPv6 has not been the only solution proposed to solve the address exhaus-

tion problem for mobile Internet access or the Internet as a whole. NAT

has been the most prominent solution offered [67]. In fact, NAT has been

extensively used in the industry and especially, in the mobile access. Due

to the looming IPv4 address exhaustion, GSM Association (GSMA) ad-

vised in an early version of the addressing guideline documentation its

members to provide publicly routable IPv4 addresses to the UE only in

cases where it could be demonstrated that private IPv4 addresses will

not be adequate for the service used [77]. The incresing use of NAT in

networks and the increasing number of users behind the NATs called for

bigger NATs. This need for very large NATs required enhancements of

the NAT technology as well. Carrier Grane NAT (CGN) was created to

handle large scale NAT deployments [134].

IPv4 address space includes an area reserved for future use [63, 61].

The space size is a /4, ≈ 268 million addresses, which makes the address

block relatively large. The IETF considered the allocation of this space

either for private network use or global unicast use [72, 148]. However,

the address space had been considered as experimental address space.

Hence, some implementations treated it that way and the implementa-

tions would not work with the address space unless the implementations

would have been modified [110]. The work was not pursued by the IETF

as it would have required changes to existing implementations and as

the address space not was not large enough for materially slowing down

exhaustion of the IPv4 address space.

NAT did prove to be an effective measure to slow down the IPv4 address

space exhaustion. Most of the current mobile broadband deployments still

rely on IPv4 and therefore, they rely on NAT. However, NAT did not stop

the IPv4 address exhaustion. Hence, IPv6 remains the only solution for

the long run.
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2.6 Summary

Coincidentally, the Internet and mobile telecommunication world started

to grow at the same time. The mobile communication has developed from

a voice centric telephony system to a completely packet switched mobile

broadband system capable of transporting hundreds of megabits per sec-

ond. The foundation for the new high-speed mobile broadband network,

however, were built during the time when the main access method to In-

ternet was dial-up access. This influenced the 3GPP technology in a man-

ner, which is still visible in the technology today.

The growth of the Internet first through commercialisation, then by

fixed Internet access and later through mobile broadband has strained

the Internet technology. The IPv4 address space has been exhausted and

the transition to IPv6 is ongoing. This development did not come partic-

ularly quickly or by any surprise. The signs of IPv4 address exhaustion

have been visible over a long period of time, practically over two decades.

Therefore, the Internet technical community spearheaded by the IETF

has been making sure the replacement for IPv4 is available. The replace-

ment is IPv6.

The mobile broadband Internet access is becoming increasingly impor-

tant both for the mobile networks and the Internet [56]. In order to sus-

tain the growth of these related systems, the transition to IPv6 is vital

both for the mobile broadband access and the Internet as a whole.
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3. Research contribution

This chapter presents the main research contribution of the dissertation.

Section 3.1 describes the initial drivers and state of IPv6 support. Sec-

tion 3.2 explains how the initial Internet Protocol version 6 (IPv6) address

allocation needed to be changed, and analyses if the proposed mechanism

is suitable also in the long run. Section 3.3 outlines the drivers and the

transition driven by IP Multimedia Subsystem (IMS). Section 3.4 lists the

different transition scenarios, and proposes solutions for those scenarios.

Section 3.6 explains how IPv6 support is defined in the 3rd Generation

Partnership Project (3GPP) specifications today. Finally, Section 3.7 de-

scribes how IPv6 can enable new use-cases using Internet of Things (IoT)

deployment as an example.

3.1 Introducing IPv6 support to GPRS

As described previously, the foundation of the mobile broadband systems

were laid down by the specification of General Packet Radio Service (GPRS).

The first GPRS were Release 97 and Release 98 [3]. GPRS supported mul-

tiple protocols already from the beginning - including Internet Protocol

version 4 (IPv4) and IPv6. However, the IPv6 specifications were not fi-

nalised at the time of specification of GPRS, yet. The IPv6 specifications

were finalised more or less at the same time at the Internet Engineering

Task Force (IETF) as the GPRS specifications became ready [64]. In addi-

tion, the address allocation mechanism in IPv6 changed significantly from

IPv4 by the introduction of Stateless Address Autoconfiguration (SLAAC)

[141]. Hence, the GPRS specifications were not compatible with the com-

pleted IPv6 specifications.

Publication I describes Release 99 2nd Generation (2G) and 3rd Genera-

tion (3G) radio network systems. In addition, it describes IMS, which was
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under specification at the time [36]. IMS is a communication service sys-

tem to provide real-time communication between the users of the 3GPP

network. The goal of IMS is to provide a flexible service delivery platform.

This platform is supposed to provide new, innovative services for the end-

user. In addition, it serves as a replacement for the circuit switched tele-

phony network providing transition from the Circuit Switched (CS) net-

work technology to a unified Internet Protocol (IP) network and service

creation platform. Even though IMS is specified by 3GPP, the underly-

ing technology is based on IETF protocols especially, on Session Initiation

Protocol (SIP) [133].

Introduction of IMS requires the User Equipment (UE)’s to be always

reachable over IP. This means that the UEs need to be always on and

have their own IP address constantly. As IMS is expected to replace the

CS network, over time all UEs would support IMS. As described in the pa-

per, it was clear from the beginning that the available IPv4 space was not

going to be adequate to provide globally routable IPv4 addresses for all

IMS devices. In addition, 3GPP had considered the usage of Network Ad-

dress Translation (NAT) in the IMS. This approach had been discarded

due to the shortcomings of the NAT-technology. Transition to IPv6 be-

came an obvious choice for 3GPP.

As an consequence, IPv6 support was specified properly and there was

an attempt to align it with the IETF IPv6 specifications in the 3GPP Re-

lease 99. Hence, the Release 99 is the first release with working IPv6 sup-

port. In addition, the IMS being a completely new system, 3GPP made a

decision to make IMS exclusively based on IPv6. Exclusive use of IPv6

in the IMS means that the UE and the IMS network elements use ex-

clusively IPv6. This allows the use of globally routable IP addresses for

all UEs and therefore, allow communication between the UEs within and

between networks. Directly going for IPv6 simplified the system design.

3GPP did not have take into account different IP versions and 3GPP did

not need to consider complex transition scenarios within the IMS.

3.2 Aligning 3GPP and IETF specifications

After 3GPP included IPv6 support in GPRS, the IETF IPv6 Working Group

(WG) held a special workshop with 3GPP in May 2001. The purpose of the

workshop was to familiarise the IETF community with the 3GPP speci-

fications and requesting IETF to review the specified IPv6 support. The
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meeting decided a design team should be formed to review the 3GPP IPv6

support and offer advice. The result of the work of that design team is

documented in RFC3314 [146]. The author took part of the design team

and actively contributed to its work and to the RFC3314.

The design team analysed at that time the current state of the 3GPP

support for IPv6. The main part of the IPv6 support is the IPv6 address

allocation, which is based on SLAAC [141]. The address allocation takes

place at the bearer activation, which is in GPRS called Packet Data Pro-

tocol (PDP) Context Activation. Figure 3.1 describes the procedure.

1. Activate PDP Context

2. Create PDP Context

5. Router Solicitation

6. Router Advertisement

3. Create PDP Context

4. Activate PDP Context

UE SGSN GGSN

Figure 3.1. Multiple bearers to different networks

1. The UE sends an Activate PDP Context Request to the Serving

Gateway Support Node (SGSN). The UE indicates that the PDP

Context has PDP type IPv6.

2. The SGSN sends a Create PDP Context Request to the Gateway

GPRS Support Node (GGSN).

3. The GGSN allocates a /64 IPv6 prefix from its address pool and

generates an IPv6 Interface Identifier; it sends this generated ad-

dress to the SGSN via the Create PDP Context Response. For in-

stance, the Interface Identifier is "::f2b4:79ff:fe22:c6b5" and the pre-

fix "2001:DB8:d06:f00d::" - making the complete address "2001:DB8:d06:f00d:f2b4:7

4. The SGSN passes the IPv6 address in the Activate PDP Context
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Accept to the UE. The UE takes the Interface Identifier from the

passed IPv6 address and generates a link-local address with it. Link-

local addresses are constructed by combining a given Interface Iden-

tifier with the link-local prefix "fe80". Continuing the example, the

Interface Identifier is "::f2b4:79ff:fe22:c6b5", which makes the link-

local address "fe80::f2b4:79ff:fe22:c6b5"

5. The UE may send a Router Solicitation message as described in by

RFC4861 [115].

6. The GGSN sends a Router Advertisement message with the allo-

cated /64 prefix ("2001:DB8:d06:f00d::" in our example). The UE

creates IPv6 addresses based on the IPv6 prefix in the Router Ad-

vertisement message using either the Interface Identifier it obtained

in step 3 or its own generated Interface Identifiers. In our example,

the UE uses the Interface Identifier provided by the UE in the Step

4 making the final address "2001:DB8:d06:f00d:f2b4:79ff:fe22:c6b5".

In the original Release 99 specifications, 3GPP had taken certain impor-

tant design choices or restrictions. The most important of the choices was

to specify the IPv6 prefix to be shared between multiple UEs. In addition,

3GPP had restricted the number of IPv6 prefixes per PDP Context to one.

These choices limited the number of IPv6 addresses allocatable to the UE

to one in addition to the link-local address. In its review, the IPv6 WG

found these design choices problematic. The design team recommenda-

tions for 3GPP are documented in RFC3314.

The document specifically recommends the following:

• Specify that multiple prefixes may be assigned to each primary PDP

context.

• Require that a given prefix must not be assigned to more than one

primary PDP context.

• Allow 3GPP nodes to use multiple identifiers within those prefixes,

including randomly generated identifiers. These Interface Identi-

fiers may be generated by the UE.

The main goal of the recommendations is to better align the 3GPP spec-

ifications with the IETF IPv6 specifications. The aim was to allow generic

IPv6 implementations, for instance laptops, to connect to 3GPP networks
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without any software changes. Alignment of the specifications would al-

low the standard IPv6 address assignment, and SLAAC mechanisms to

work without any modification. For instance, the limitation to one single

address made the 3GPP standards incompatible with implementations

that generate their own identifiers, for example, due to privacy purposes

[114]. In addition, aligning with the IETF eliminates the need for vendors

and operators to build and test special 3GPP protocols stacks, drivers and

other related software and allows the 3GPP UEs to connect to also other

IPv6 networks. An additional important point is that the 3GPP system

is better positioned to take advantage of new IPv6 features that are built

around the IPv6 addressing architecture.

The solutions to reach the goals listed above were analysed against the

following factors.

• Scarcity and high cost of wireless spectrum.

• Complexity of implementation and state maintenance.

• Stability of the relevant IETF standards.

• Impact on the 3GPP standards at the time.

Two solution categories were considered in the set of possible solutions.

1. Assign one or more entire prefixes (/64s) to a PDP Context upon PDP

Context activation and allow the SLAAC of multiple addresses

2. Share the same prefix between multiple PDP Contexts connected to

the same GGSN and Access Point Name (APN)

In addition, in the first category, two different approaches were consid-

ered. A) The GGSN advertises one or more /64 prefixes to the UE and B)

building a prefix delegation technique to provide prefixes to the UE. When

analysing the different potential solutions, there were quite evident short

comings with some of the solutions. At the time the Design Team was ac-

tive, a specified prefix delegation solution was not available and the IPv6

WG had not even properly discussed options for prefix delegation. There-

fore, prefix delegation was not available as a short term solution. Sharing

the same prefix between multiple PDP Contexts connected to the same

GGSN and APN would increase solution’s complexity. The reason for the

complexity is that Duplicate Address Detection (DAD) requires an IPv6

node to test all generated IPv6 addresses. Practically there are two op-

tions - either the DAD has to be performed to all UEs on the same link or

45



Research contribution

there would need to be a proxy DAD solution in the network. Performing

DAD with all UEs on the same link would mean communicating with all

the UEs using the same prefix. This solution cannot be used because of

the potential strain it would create for the network. The other possibility

would then be to include a DAD proxy in the GGSN. This would, however,

increase the complexity of the GGSN by increasing the amount of state

required in the GGSN.

Therefore, the result of the analysis was to propose the approach 1 to

3GPP. This solution required the least modification to the 3GPP stan-

dards at the time and maintains all the advantages of the other solutions.

Effectively, this means that each APN in a GGSN would have a certain

number of /64 prefixes that can be handed out at PDP context Activation.

Therefore, instead of using the complete IPv6 address to identify a pri-

mary PDP Context, the IPv6 WG recommended that the GGSN use the

prefix and that the SGSN be informed of the prefixes that are assigned to

a PDP Context.

The biggest change in this approach is the fact that primary PDP Con-

texts and therefore the UEs are not anymore given just a single address.

Instead, the UE is given a /64 prefix or it could be given even multiple

prefixes. Logically, a concern emerges if this approach increases the con-

sumption rate of IPv6 and potentially leads to exhaustion of the IPv6 ad-

dress space.

RFC3314 includes a short analysis of the issue. A further analysis from

a different point of view is also provided in Publication IV. The analysis in

RFC3314 does a very broad analysis of the IPv6 address space as a whole.

Whereas, Publication IV does an analysis from a single operator point of

view. Both publications make use of the Host Density (HD) ratio [65].

The theoretical number of address in the IPv6 address space can be cal-

culated from the number of bits in the address field. However, this does

not indicate the number of addresses that can be practically assigned for

nodes in a network. The HD ratio was developed to estimate the utilisa-

tion of addresses in IP networks more accurately. The HD ratio provides

a "pain-level" indicator that assesses the difficulty to maintain a network

of certain address utilisation. The formula for calculating the HD-Ratio

is shown in the following:

HD =
log(Υ1)

log(Υ2)

Υ1 is the number of allocated objects and Υ2 is the number of allocat-

able objects. Hence in the case of IP networks, the Υ2 is the number of
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addresses available for a network and the Υ1 is the number of used ad-

dresses. The HD Ratio gives a number between 0 and 1. RFC3194 states

that a HD Ratio up to 0.8 is considered reasonable after which the pain

of managing the network raises [65]. HD Ratio of 0.87 is considered to be

the practical maximum.

RFC3314 analyses the affects of allocating a /64 prefix for a primary

PDP Context from the point of view of the whole Internet. The calcula-

tion of the number of easily assignable /64’s is made with the following

assumptions:

• An HD Ratio of 0.8 (representing the efficiency that can be achieved

with no particular difficulty).

• Only addresses with the 3-bit prefix 001 (the Aggregatable Global

Unicast Addresses defined by RFC2373 [83]) are used, resulting in

61 bits of assignable address space.

Using these assumptions, a total of 490 trillion (490x1012) /64 prefixes

can be assigned. This translates into around 80,000 PDP Contexts per

person on the earth during the time of writing the RFC3314. Even assum-

ing that a majority of these IPv6 /64 prefixes will be used by non-3GPP

networks, there is still clearly a sufficient number of /64 prefixes. Given

this, it can be safely concluded that the global IPv6 address space will not

be exhausted if /64 prefixes are allocated to primary PDP contexts.

Publication IV examined the same problem from the point of view of a

mobile operator. The minimum allocation for a Local Internet Registry

(LIR) is a /32 [132]. Calculating the threshold value using the HD Ratio

of 0.8, gives the usable address space. Thus, the values for the calculation

are HD = 0.8 and Υ2 = 2(64−32). The calculation is as follows:

0.8 =
log(Υ1)

log(232)
⇒ Υ1 = (232) ∗ 0.8 ≈ 51million

Using the practical limit of HD = 0.87 set by RFC3194 [65], the result is

≈ 240 million:

0.87 =
log(Υ1)

log(232)
⇒ Υ1 = (232) ∗ 0.87 ≈ 240million

This gives a quite a big address space per operator. The allocatable num-

ber of /64 prefixes out of the initial /32 gives the operator an address space

as big as the whole IPv4 address space. In addition, the operator was en-

titled to additional address space of /32 once the HD-Ratio 0.8 is reached

according to the IPv6 address allocation policy at the time. Therefore, it
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can be concluded that individual operators need not to expect problems

with IPv6 address space being adequate for their usage.

The original studies and their conclusions were based on telephony use

cases. Hence, the expectation of the number of addresses needed is at

least somewhat related to the number of people in the world. However,

the expectation is that the new growth in the Internet comes from the

IoT [57]. A portion of the world’s IoT nodes will be connected directly

to the mobile networks. Publication VI discusses addressing strategies

for different IoT topologies. Even taking into account the growth intro-

duced by the IoT the operators are able to get adequate addresses for

their networks. For instance, TeliaSonera has an allocation of /20 [116].

This translates to an approximate of 17000 billion addresses.

3.3 Drivers for IPv6 adoption in 3GPP networks

Ensuring the correct support for IPv6 in the 3GPP networks was the first

step of the transition towards IPv6. It is the basis on top of which the

actual end deployment is built on. On the other hand, the existence of

IPv6 and the transition to the usage of IPv6 are not adequate drivers or

motivations to change the whole industry to support IPv6. IPv6 is merely

a tool to solve a problem for the industry. Publication II and Publication

III describe the problem that IPv6 is expected to solve.

The main problem of IPv4 is the size of the address space. The IPv4

address field length is 32-bits. This provides an address space of 232 ≈
4.3 billion addresses. At the time of writing Publication II and Publica-

tion III, circa 57% of the available address space was already allocated.

There had been attempts in the industry to estimate the approximate date

of the IPv4 address exhaustion. Several different models of prediction

(quadratic, linear and exponential models) were available for calculating

the exhaustion date, but the papers conclude that there is no reliable way

of doing the calculation. However, the outcome was that the pain level of

staying in IPv4 continues to increase as the exhaustion goes forward.

This outcome is justified with the HD Ratio. Instead of IPv6, here the

HD Ratio is used to measure the pain level of IPv4. The calculation using

the practical maximum from RFC3194 [65] 0.87 to the IPv4 address space

is shown in the following:

0.87 =
log(Υ1)

log(232)
⇒ Υ1 = (232) ∗ 0.87 ≈ 240million
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According the equation, the practical maximum is 240 million addresses.

Clearly less than the 4.3 Billion addresses in the IPv4 address space. In

addition at the time of these papers, the advertised address space was

just 28% of the whole allocated address space. Therefore, making the

conclusion that the IPv4 address space cannot be completely used in the

Internet was relatively simple task to do.

The industry was discussing if there is an alternative for the transition

to IPv6. The main argument was between the transition to IPv6 and the

usage of NAT [67]. NAT, however, has multiple drawbacks. The applica-

ble drawbacks are listed in the following.

• NAT breaks the end-to-end model of IP.

• NAT is a single point of failure for ongoing connections.

• Nodes behind a NAT are not reachable from the global Internet (a

global address is allocated only when the node initiates communi-

cation). Maintaining this communication requires keeping the NAT

binding alive, which in turn can cause increased battery consump-

tion [81].

• The nodes behind the NAT do not know their global address.

• General NAT does not change addresses inside application layer pro-

tocols (e.g. SIP [133], and Session Description Protocol (SDP) [80]) -

only the addresses in the IP header are changed.

• Application-Level Gateways (ALGs) are needed to change the ad-

dresses in the application layer messages.

• In protocols that have distinct signalling and media streams, there

has to be coordination between the signalling ALG and the media

stream NAT.

As described earlier, 3GPP had been specifying the new communication

system - the IMS. IMS was seen as one of the main drivers for IPv6 in

3GPP networks. There were two main reasons for IMS being a clear driver

for the transition to IPv6: The first one was the fact that IMS was specified

to replace the CS infrastructure. Therefore, practically all UEs would

need to be connected to an IP network instead of using CS. This means

that all those UEs also need IP addresses. Second reason for IMS driving

the adoption of IPv6 is the peer-to-peer nature of the IMS.
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Generally, applications can be categorised in two categories - client-

server and peer-to-peer applications. Most of the services on the Internet

are client-server applications. This means that there is service provided

on the Internet that a client is using. Good examples of these services

are the World Wide Web (WWW) or E-mail. As said IMS is based on SIP.

SIP does have clients and servers for the signalling traffic, but the end-

user data between to SIP end-points goes directly between the two UEs.

Figure 3.2 describes this concept.

SIP 
Server

Signalling Signalling

User Data

Figure 3.2. SIP signalling and user data

The difference between peer-to-peer applications compared to client-

server applications is the direct communication between the UEs. That

means that the UEs do not only connect towards the outside, but need

also to be connected from the outside. This is not compatible with middle

boxes like NATs. Therefore, IPv6 is actually demanded by the peer-to-

peer services like the IMS.

Hence, one of the key drivers for the transition to IPv6 was the IMS. It

was assumed that the general Internet services following the client-server

model could cope better with the presence of NAT.

3.4 Transition scenarios and solutions

3GPP had established the need and drivers for IPv6 and it had specified

the support for IPv6 in its technology. However, the major part of the In-

ternet services and other legacy services were still supporting only IPv4.

Therefore, a viable IPv6 transition strategy was needed for the 3GPP net-

works. The relative transition scenarios had to be drawn out and the right

solutions needed to be selected to match those scenarios. It was important

to find consensus on the transition scenarios to ensure the right tools were

available for 3GPP. In addition, the IETF had been working on different
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transition technologies [117]. There was a consideration in the IETF IPv6

Operations (V6OPS) WG making new transition mechanisms would not

be beneficial and perhaps even harmful. The consideration was that mul-

tiple competing transition tools may confuse and fragment the industry.

Therefore, the V6OPS WG created multiple groups to identify and analyse

different transition scenarios [87, 86, 108, 51, 52]. The different scenar-

ios were Internet Service Provider (ISP), enterprise, unmanaged network

and 3GPP network transition scenarios.

RFC3574 describes the 3GPP network transition scenarios [136]. The

author of this dissertation is the main author for this Request For Com-

ments (RFC). These scenarios are divided into two: GPRS scenarios and

IMS scenarios. The first category is mostly applicable to general Inter-

net services and the second category, obviously, concentrates on the IMS.

Identifying the relevant transition scenarios is already an important step

in the process to find solutions for the transition problem area. However,

it is not adequate by itself. Therefore, the IETF also performed an anal-

ysis of solutions that would match the transition scenarios. The analysis

is documented in RFC4215 to which the author significantly contributed

[147]. Both the scenarios and the corresponding solutions are explained

in the following.

The GPRS transition scenarios are shown in Figure 3.3. The GPRS

scenarios are as follows.

1. Dual-Stack UE connecting to IPv4 and IPv6 nodes

2. IPv6 UE connecting to an IPv6 node through an IPv4 network

3. IPv4 UE connecting to an IPv4 node through an IPv6 network

4. IPv6 UE connecting to an IPv4 node

5. IPv4 UE connecting to an IPv6 node

GPRS Scenario 1: The GPRS system has been designed in a manner

that there is the possibility to have simultaneous IPv4, and IPv6 PDP

Contexts open. Thus, in cases where the UE is dual-stack capable, and

in the network there is a GGSN (or separate GGSNs) that supports both

connections to IPv4 and IPv6 networks, it is possible to connect to both at

the same time. To conserve the IPv4 address space, the IPv4 address can

be a private address and the IPv4 connectivity can be provided through a

NAT.
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Figure 3.3. GPRS transition scenarios

The GPRS architecture contains an in-built transition mechanism. As

described previously, the GPRS architecture divides the user’s traffic to

the user-plane and the network over which the traffic is transported to

the transport-plane. This division allows the transport network to be in-

dependent of the IP version used for the user-traffic. This enables, for

instance, the user traffic to be IPv6 even if the operator’s transport net-

work is only supporting IPv4.

There are practically two solutions available to solve this scenario - ei-

ther the above explained solution using IPv4 and IPv6 PDP Contexts or

a solution where, for instance, IPv6 traffic is tunnelled over IPv4 on an

IPv4 PDP Context. RFC4215 resulted in recommending the operators to
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deploy adequate IPv6 support in their networks to be able to support both

PDP Context types. This greatly reduces the transition complexity.

GPRS Scenario 2: Especially in the initial stages of IPv6 deployment,

there are cases where an IPv6 node would need to connect to the IPv6

Internet through a network, which can only provide IPv4. For instance,

this can be seen in current fixed networks, where the access is provided

via IPv4 only, but there is an IPv6 network deeper in the Internet.

RFC4215 recommended the use of IPv6 in IPv4 tunnelling [117] to tran-

sit the IPv4 network. The tunnelling could be either static tunnelling or

dynamic tunnelling such as Connection of IPv6 domains via IPv4 clouds

(6to4) or Intra-Site Automatic Tunnel Addressing Protocol (ISATAP) [54,

137]. In addition, the IPv4 network to be traversed might be internal to

the mobile operator or external, between operators.

Though, the final decision is left for the individual operator RFC4215

recommends the use of configured tunnels. The configured tunnels are

more predictable in an operator environment than dynamic tunnelling.

GPRS Scenario 3: Further in the future, cases exist in which the legacy

UEs are still IPv4 only, capable of connecting only to the legacy IPv4 In-

ternet. However, the GPRS operator network has already been upgraded

to IPv6. In this case, the operator would still provide an IPv4 capable

GGSN, and a connection over its IPv6 network to the IPv4 Internet.

At the time of writing RFC4215, 3GPP networks were expected to sup-

port both IPv4 and IPv6 for a long time, on the UE-GGSN link and be-

tween the GGSN and the external networks. The problem is better split

in two distinct problems. The split is into the link between the UE and the

GGSN and into the network between the GGSN and the external IPv4-

only node. Using the GPRS IPv4 PDP Context for the UE to the GGSN

link is recommended.

RFC4215 expected the networks used to transport packets between the

GGSN and the external IPv4 node to be capable of IPv4 far into the future.

Therefore, the document did not consider an IPv4 peers communicating

through an IPv6 network very likely at the time.

GPRS Scenario 4: In this scenario, an IPv6-only UE connects to an IPv4

node in the IPv4 Internet. As an example, an IPv6 UE connects to an IPv4

web server in the legacy Internet.

As the expectation is that even IPv6 UEs would support also IPv4 the

obvious solution is to use the dual-stack transition mechanism explained

in Scenario 1. However, in the cases where this solution is not available,
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specific-purpose translation solutions are proposed instead of generic-purpose

translation solutions. A specific-purpose solution is a solution where the

translation is done in an application specific proxy explicitly proxying the

protocol in question. An example of a specific-purpose proxy is a Hyper-

Text Transfer Protocol (HTTP)-proxy [71]. In contrast, a generic-purpose

translator is a translator, which translates between IPv4 and IPv6 with-

out specifically knowing the protocols or applications involved. An ex-

ample of generic-purpose translation is Network Address Translation -

Protocol Translation (NAT-PT) [144].

GPRS Scenario 5: This is similar to the case above, but in the opposite

direction. Here an IPv4 UE connects to an IPv6 node in the IPv6 Internet.

As an example, a legacy IPv4 UE is connected to an IPv6 server in the

IPv6 Internet.

RFC4215 concluded that the legacy IPv4 UEs would continue to support

only those applications that they were made for and the new applications

will be available for IPv6. In addition, these applications already mostly

relied on proxies or local servers to communicate between private address

space networks and the Internet. The same methods and technology can

be used for IPv4-to-IPv6 transition.

As described earlier, IMS was designed to be exclusively IPv6. Thus,

the number of possible transition scenarios is reduced dramatically. The

scenarios are listed in the following and show in Figure 3.4.

1. UE connecting to a node in an IPv4 network through IMS

2. Two IPv6 IMS connected via an IPv4 network

Obviously, the IMS scenarios are based on the GPRS scenarios. This

simplifies the IMS scenarios. In addition, the decision to make IMS IPv6-

only completely eliminates the IMS internal transition scenarios. There-

fore, the scenarios are limited only to two. The first scenario occurs when

an IMS UE using IPv6 connects to a node in the IPv4 Internet through

the IMS, or vice versa. This scenario is valid when the other node is a

part of a different system than 3GPP with only IPv4 capabilities.

The issue of the IPv4/IPv6 interworking in SIP is somewhat more chal-

lenging than many other protocols. The control (or signalling) and user

(or data) traffic are separated in SIP calls. Hence, the transition of IMS

traffic from IPv6 to IPv4, must be handled at two levels:

• SIP and SDP (Mm-interface in 3GPP architecture).
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Figure 3.4. IMS transition scenarios

• The user data traffic (Mb-interface in 3GPP architecture).

In addition, SIP carries an SDP body containing the addressing and

other parameters for establishing the user data traffic (the media). Hence,

the two levels of interworking cannot be made independently.

Figure 3.5 shows an example setup for IPv4 and IPv6 interworking in

IMS. The "Interworking Unit" comprises two internal elements a dual

stack SIP server and a transition gateway (TrGW) for the media traffic.

These two elements are interconnected for synchronising the interwork-

ing of the SIP signalling and the media traffic.

3GPP Network

IPv6

IPv4

Interworking Unit

GGSN IMS

IPv6 node communicating with IPv4 node over IMS

SIP Server

TrGW

Figure 3.5. IMS device connecting to a legacy IPv4 device

The second scenario describes a situation where there are two or more

separate IMS networks that use IPv6 internally but the network connect-

ing those networks is IPv4 only. This scenario can occur especially in the

beginning of IPv6 deployment where some parts of the global infrastruc-

ture is not ready for IPv4.

Connecting IMS networks to each other over an IPv4 network was ex-

pected to be a transitional issue at the beginning of the IMS deployment.

The assumption was that the mobile operators will be able to deploy IPv6

in their internal networks in early phases of IMS deployment, but there

might not be IPv6 transit available everywhere for the different networks

to interconnect. The scenario is practically the same to the GPRS Scenario

2. Hence, the solutions are also the same.
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3.5 IPv6 in LTE EPS

Even if the Evolved Packet System (EPS) architecture is different from

the GPRS architecture, the EPS builds on the architectural tradition and

mechanisms defined for GPRS. This is also visible in the IPv6 support.

The EPS IPv6 support is described in RFC6459 [106]. The author was

a contributor to this RFC. The two most relevant changes for the IPv6

support are a change in bearer management and the introduction of the

Dual-Stack bearer type (IPv4v6). These issues will be discussed in this

section. The EPS IPv6 support is discussed in RFC6459 and in Publica-

tion V.

The bearer management and therefore the address allocation procedure,

are a little different in EPS than in GPRS. The biggest difference is that

the EPS bearer is created at the initial attach to the network and not on

demand, as it is created in GPRS. Therefore, in the EPS network the UE

is really always on.

Consequently, the address allocation and the EPS bearer creation se-

quence are slightly different. Yet, the basic principle for IPv6 address

management stay unchanged. For instance, EPS address allocation is

based on SLAAC. The following message sequence describes the initial

network attach and the related EPS bearer creation. This procedure is

depicted in Figure 3.6.

1.Attach Request

UE eNodeB MME S-GW P-GW

2. Authentication/Authorization

3. Create Session Request

4. Create Session Response

5. Attach Accept
6. RRC Connection 

Reconfiguration

7.Initial Context
Response

8. Attach Complete 9. Bearer Modification

10. Stateless Address Autoconfiguration

Figure 3.6. EPS IPv6 address allocation
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1. The UE starts the network attach by sending an Attach Request to

the eNodeB, which forwards the request to the Mobile Management

Entity (MME).

2. The UE and the network perform the functions needed to authenti-

cate the UE for the network and to establish whether or not the UE

is authorised to get access to the network’s services.

3. The MME sends a Create Session Request message to the Serving

Gateway (S-GW). If the UE has a statically allocated IP address, the

MME includes this address in the message. The S-GW forwards the

Create Session Request to the Packet Data Network Gateway (P-

GW) selected by the network, or else indicated by the UE in step 2.

If a dynamic IP address is to be used, the P-GW allocates an IPv6

prefix for the UE and generates an Interface Identifier.

4. The P-GW sets up a PDN connection for the UE. It creates and sends

a Create Session Response message back to the S-GW, which in turn

forwards it back to the MME. In this message, the P-GW includes

the generated Interface Identifier.

5. The MME sends the Attach Accept/Initial Context Setup Request

message to the eNodeB together with the P-GW-generated Interface

Identifier.

6. The eNodeB sends an RRC Connection Reconfiguration Request.

This message includes the Interface Identifier. The UE takes the

Interface Identifier, uses it to create a link-local address from it, and

performs the other configurations requested by the network. The

UE answers the eNodeB’s request with an RRC Connection Recon-

figuration Complete.

7. The eNodeB sends an Initial Context Response message to the MME.

8. The UE sends a Direct Transfer message, which includes the Attach

Complete signal, to the eNodeB. The eNodeB forwards this message

to the MME to indicate the completion of the attachment procedure

in the radio interface. This also marks the time when the UE can

start sending packets to the uplink.

9. The MME performs the bearer modification procedure with the S-

GW, which ends the attachment procedure from the network side.

At this point, the downlink packets start flowing towards the UE.
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10. The UE performs standard SLAAC [141] as described in steps 5 and

6 in Figure 3.1. The UE may use the Interface Identifier provided

by the network to create its IPv6 address during this procedure. In

addition, it can also create other addresses with the prefix provided,

including privacy addresses [114].

The UE performs standard SLAAC with the P-GW. Just as with GPRS,

the specification restricts the number of prefixes to one. In addition, in

EPS the UE is recommended not to perform DAD.

In addition to being allocated a single /64 prefix, the UE can be allocated

a shorter prefix for further delegation. This is called Prefix Delegation. In

Prefix Delegation, the network allocates a shorter prefix than /64 - such

as /56 - out of which the UE can delegate /64 prefixes downstream to other

devices [143].

This is a very useful tool when the UE is used as a gateway or router

between the Internet connectivity provided by the network and a network

with multiple segments downstream from the UE. Practically, the UE

may be a router with additional downstream interfaces, such as Ether-

net ports. Separate networks can be connected to these interfaces and the

UE can advertise separate /64 prefixes to these networks. Therefore, the

Prefix Delegation allows the UE to be a router for multiple networks with

the upstream Internet connectivity provided by the cellular connection.

The DHCP prefix delegation [143] is performed after the PDP Context

or PDN Connection has been established and a prefix allocated. To con-

serve network resources, the Prefix Exclude Option for DHCPv6-Based

Prefix Delegation [105] can be used when it is supported. In addition to

network resource conservation, the need for the Prefix Exclude option is

derived directly from one fundamental assumption: A PDP Context/PDN

Connection can have one and only one prefix.

In addition to the changes in the address allocation, the EPS introduces

another change; the introduction of the Dual-Stack bearer type, Packet

Data Network (PDN) Connection type IPv4v6. The IPv4v6 PDN Con-

nection type adds the possibility to have IPv4 and IPv6 over the same

PDN Connection. As in part, the network capacity is measured in the

number of concurrently open connections - PDP Contexts or PDN Con-

nections. Hence, using two distinct PDN Connections for IPv4 and IPv6

can effectively cut the network capacity in half. For this precise reason,

3GPP added the IPv4v6 PDN Connection type. The IPv4v6 PDN Connec-

tion type allows the use of IPv4 and IPv6 over the same PDN Connection
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during the transition time where both IP versions are in use. As IPv4 is

expected to be used in the Internet for years to come, the IPv4v6 PDN

Connection is important for the 3GPP networks.

3.6 IPv6 support in 3GPP networks today

Above we have discussed the evolution of the 3GPP specifications. We de-

scribed, how the IPv6 support evolved in the Universal Mobile Telecom-

munications System (UMTS) specifications. In addition, we explained

how IPv6 is supported in EPS. In this section, we will describe what is

the current state of the IPv6 support by the 3GPP specifications. In addi-

tion, we will shortly survey what is the current state of the IPv6 support

in the networks today. The current state of IPv6 has been discussed in

Publication V.

We already described how IPv6 works in 3GPP networks - both in GPRS

and in EPS. We also described the IMS and its relationship with IPv6. The

EPS IPv6 support has not changed from the one described above. How-

ever, GPRS support has changed slightly. The IPv4v6 PDP Context type

support was added to GPRS in Release 9. This brings the IPv6 support to

the same level with the EPS.

The IMS has seen the biggest change during the time of the specifi-

cation. During the specification of IMS, 3GPP grew frustrated over the

speed of the transition to IPv6 in the live networks. Therefore, 3GPP

changed the requirement that IMS would exclusively support IPv6. Cur-

rently, IMS supports both IPv4 and IPv6 [25]. The original specification

based on the decisions made in 2000 stated "The IM CN subsystem shall

exclusively support IPv6" [8]. However, already in 2004 the mandate had

been changed to "3GPP specifications design the IM CN subsystem ele-

ments and interfaces to exclusively support IPv6. However, early IMS

implementations and deployments may use IPv4." [11]. Today, the same

sentence now only states "The architecture should make optimum use of

IPv6". The reason to support exclusively IPv6 originally in IMS was to

ensure IMS was future proof and to simplify the IMS architecture - espe-

cially the transition scenarios. In fact, the transition scenarios have now

become significantly more complex [34].

Over ten years have passed and IMS has changed significantly over that

time. These factors have eroded the usefulness of the transition scenario

work. The Internet core is since a good while IPv6 enabled and therefore,
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the operators do have IPv6 transit available. In addition, the introduction

of the IPv4v6 PDP type changes the picture somewhat. In addition, the

exhaustion of the IPv4 address space has changed the transition model.

The other interesting factor is what is the situation of IPv6 deployment

today. It is estimated that in year 2013 over 800 million mobile devices al-

ready supported IPv6 [56]. There are multiple smartphone models using

different operating systems in the market that do already now support

IPv6. The number of IPv6 capable devices is only expected to grow over

time. By 2018, over 4.9 billion devices corresponding to 48% of the mar-

ket are expected to support IPv6. However, smartphone models are still

sold today, which do not support IPv6. Fortunately, this issue seems to

be gradually going away. As described previously, the network equipment

today already supports IPv6. Hence, the basis for IPv6 deployment is very

well covered at least regarding end-user and network equipment.

The IPv6 usage is picking up in the Internet. The published statistics

of Google indicate that IPv6 constitutes now just under 6% of the Google

generated traffic [74]. This indicates that the IPv6 deployment and adop-

tion is now on the way in the industry. However, today most of the traffic

originates from fixed networks [96].

There have been multiple IPv6 trials done by mobile operators over the

years. TeliaSonera was the first to conduct a trial with IPv6 over cellular

network in 2004. This was a private trial not publicised widely. After that

there have been multiple private and public trials. Though trials have

started early, there is a lack of productised IPv6 support in the mobile

networks. Today, only a few mobile operators have turned IPv6 on by

default. The biggest deployment is Verizon Wireless in the U.S. Verizon

Wireless has the IPv6 turned on by default for all of its customers on their

LTE network. In addition, recently T-Mobile US has turned on IPv6 by

default to large set of their customers [96]. Though the number of mobile

networks supporting IPv6 is small the trend is very encouraging.

3.7 Enabling Internet of Things with IPv6

As we have discussed in this dissertation, IPv6 is required to enable the

growth of the mobile Internet access and the Internet as a whole. This

includes, obviously, the continuos growth of the number of smartphones,

tablets and personal computers. The industry expectation is that the most

significant growth in numbers of new devices for the Internet comes from
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the IoT [57, 59]. Different reports and predictions predict the number of

devices connected to the Internet to be in tens of billions by 2020. As the

IPv4 address space is already practically depleted, adding billions of new

devices to the Internet does not really seem feasible with IPv4.

Publication VI examines different possible IoT network topologies and

the IPv6 addressing related to those topologies. The IoT architecture for

the examination of the topologies is shown in Figure 3.7. The IoT Local

Area Network (LAN) is the network connecting IoT nodes in a local config-

uration. An IoT LAN may or might not be connected to the Internet. IoT

Wide Area Network (WAN) is an network that covers geographically, and

organizationally a wide area. Different network technologies - wireless,

wireline, mobile and fixed - could be applicable for IoT. In many cases, the

WAN is expected to be a cellular network [58]. IoT node is a node in the

IoT LAN. An IoT gateway is a router connecting a IoT LAN to the WAN

- the Internet. It is a layer 3 device, which forwards IP packets between

the IoT LAN and WAN implementing the both of the network technolo-

gies. An IoT proxy is an entity that performs an active application layer

function between IoT nodes, and other entities. The application layer logic

differentiates it from the IoT gateway. The application layer functionality

can range from relatively simple application protocol conversion to more

active application functions. The IoT proxy can be collocated with the IoT

gateway being practically an application running on the IoT gateway.

Node
IoT proxy

IoT Gateway

WAN Node

Node

Node

Node

 LAN

Internet 

Figure 3.7. Generalised IoT architecture

The examined topologies are listed in the following and depicted in Fig-

ure 3.8.

a) Disconnected IoT Network Without a Central Node may have no In-

ternet connectivity, but only connectivity within a link itself. The

underlying medium may provide mesh, star, or shared connectiv-

ity, but nevertheless IPv6-wise nodes are in a single link without a
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router.

b) Network With an IoT proxy is able to provide addresses and possibly

connectivity services for the IoT nodes in the IoT LAN.

c) Connected IoT network is a typical setup for providing IoT nodes

with Internet connectivity. An Internet connected IoT gateway pro-

vides Internet connectivity to the IoT LAN.

d) An IoT Network with Bridging Star Topology - in some scenarios a

gateway is a centre of local network utilising a star topology.

e) A Point-to-Point Network with an Internet Gateway is very similar

to the previous scenario. However, instead of the IoT nodes being on

a single link, they are connected to the IoT Gateway/Proxy on their

own links. Hence the communications using link-local addresses are

not possible between IoT nodes.

f) Interconnected IoT Networks; a more advanced scenarios where two

or more IoT LANs can be connected to each other via a shared link

or through a routed (local) network. In this kind of case, the IoT

nodes of different LAN are obviously not on a shared link with each

other.

g) Multiple Gateways may connect an IoT LAN to the Internet, or to

the Internet and a private wide area network - such as a corporate

network - therefore, making the IoT LAN multihomed.

h) Unidirectional IoT Nodes is a significantly different approach for us-

ing IPv6. The unidirectional IoT nodes would use would basically

just send traffic. For instance, a very simple temperatory sensor

might only send the temperature on set intervals. Hence, it would

not need to receive any traffic. The unidirectional approach is not

fully compatible with existing IP addressing solutions, as all of those

assume bidirectional communications channel for Duplicate Address

Detection, and for other signalling. However, in some cases it might

be an attractive use case to utilise IPv6 even in such situations [49].

These topologies can be combined together as well. In addition, an IoT

LAN may change from one topology to another, for instance, if it has In-

ternet connectivity only intermediately.

The sheer number of IoT nodes that are going to be connected to the In-

ternet in the future dictates the use of IPv6 for IoT. In addition, enabling
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Figure 3.8. Set of IoT LAN setups

some of the listed topologies with IPv4 would be difficult due to the lack

of addresses and flexibility. The size of the IPv6 address space with the

different address scopes makes some of these topologies possible. IPv6

minimises the risk of overlapping addresses, which is a problem in IPv4

- especially in cases where networks may be dynamic because of mobil-

ity or if networks get connected to other networks dynamically. The IoT

use cases may also provide challenges to the current 3GPP networks. The

3GPP technology has been primarily designed for the mobile phone use

case. Therefore, recently3GPP has begun to work on changes to better

enable the IoT use cases [41]. This may also result to changes to the IPv6

support.

3.8 Summary

This chapter and therefore, the research contribution for this dissertation

includes the evolution of the IPv6 from the beginning of the IPv6 support

to the start of the commercial deployment. This evolution spans over 15

years. The journey begins at the inclusion of the IPv6 support to the 3GPP

specifications for GPRS. The inclusion of the IPv6 support can be divided

into two phases. The first phase is the introduction of the IPv6 support to

the 3GPP specifications. The second phase is further alignment with the

IETF IPv6 specifications. One of the main drivers for IPv6 was the new

core network architecture - the IMS.

After the introduction of the IPv6 support, the work included the study

of the viability of the selected model in terms of IPv6 address expenditure.
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The studies show that the selected model does not unduly spend IPv6

addresses. During the same period, the studies over the IPv6 transition

in the 3GPP environment were conducted. The transition studies at this

early period concentrated on the introduction of the IPv6 services at the

early period of the transition. This includes providing access to the IPv6

Internet and access to services.

The work on IPv6 support continues at the introduction of the new radio

network, Long Term Evolution (LTE), and the new core network architec-

ture, Evolved Packet Core (EPC) - together forming the EPS. The EPS

IPv6 support is based on the principles laid at the specification of the

GPRS IPv6 support. Therefore, the EPS IPv6 support is largely similar to

the GPRS IPv6 support. However, the EPS brings a new PDN Connection

type - the IPv4v6. This connection type combining IPv4 and IPv6 support

over one connection was also later introduced to GPRS as the PDP Type

IPv4v6.

The status of IPv6 in 3GPP has evolved over the years. In addition

to the improvements to IPv6 support, there has been significant amount

of work to improve IPv4 support. This has changed the originally envi-

sioned transition scenarios and added complexity to the system. Early

transition to IPv6 before the exhaustion of IPv4 address space did not

take place. Rather, the system has needed improvements to address the

shortcomings of IPv4 and the longer than envisioned transition period.

The introduction of the PDN Connection and PDP Context Type IPv4v6

is an example of this evolution. However, the strongest change has been

seen in IMS where the fundament has changed from IPv6 exclusivity to

supporting both IPv4 and IPv6. We shortly surveyed the current state

of the IPv6 deployment in 3GPP networks. One of the easy conclusions

is that the IPv6 deployment has taken much longer time than expected

in the beginning. The commercial networks are introducing IPv6 support

only now in a major scale.

In the very end of the chapter, we also examined possible Internet of

Things network topologies. Supporting the growth and the requirements

introduced by IoT would be challenging at best with IPv4 and impossible

at worst. However, the introduction of IoT may also possibly create new

requirements for the 3GPP technology itself.
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When considering the topic of this dissertation, the first question to be

analysed is the time it has taken to IPv6 to be deployed. Reading the first

papers that make the dissertation - the Publication I, Publication II and

Publication III - the reader can feel a sense of urgency. According to the

papers, there was an understanding of the need for the IPv6 transition

in the industry. 3GPP had clearly understood the need for the transition;

3GPP had even made its new service architecture, the IMS, exclusively

based on IPv6. Why did it take around fifteen years for IPv6 deployment

to start in a grand scale?

One of the reasons might be found in the early drivers. There were cou-

ple of key assumptions. The first assumption was that the 3G services

would take off in a grand scale very quickly. In addition, the 3GPP net-

works were seen as separate from the Internet both in terms of network

and services. The third assumption was the quick introduction of the

IMS. The expectation was that IMS networks would come live already

in the early parts of 2000s. That did not reflect the reality in the end.

It took ten years more for the first networks to come live and only this

year the real commercial IMS services have come out in the form of Voice

over LTE (VoLTE) [78]. It can be concluded that the drivers for IPv6 were

misplaced.

However, the 3GPP community was not the only one misjudging the

time it would take IPv6 deployed. Also the larger Internet community was

expecting a quicker transition. The reasons for this misjudgement may

be found in the history of the Internet. Until the late 1990s, the Internet

had experienced relatively quick evolution and also a very big growth.

The Internet had changed during the 1990s from a research network to

the global information network it is today. The commercial, political and

social expectations to this network of networks had changed significantly.
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The network could not just be changed because it was the right thing to

do technically. On the commercial side, the installed base of the network

equipment, user nodes and vendor hardware and software had become a

slowing factor to the evolution of the network. The Internet had grown up

from a dynamic adolescent to a conservative adult. There was basically

a wrong understanding of the capability of the vendors to provide new

software and hardware supporting IPv6 [112] and the operators to deploy

it. All this contributed to the wrong understanding of the speed of the

evolution of the network.

To the misunderstanding also contributed the view of the engineers of

the evolution of the 3GPP network and its services. We have to remem-

ber that in the end of 1990s and in the beginning of 2000s people were

predominantly using devices that were mostly used for voice calls. The

evolution of the services were based on the technology of the day. In ad-

dition, the first smartphones were really not that smart. They could not

be considered full participants to the Internet. Only the introduction of

mobile broadband using 3GPP networks as access to the Internet and the

introduction of the iPhone and Android based smartphones changed the

landscape. The drivers for mobile network services changed from tradi-

tional telecom services to Internet services.

The misunderstanding of the timelines involved impacted the transition

studies conducted in the early 2000s. In the context of this dissertation,

these studies included RFC3574, Publication II and RFC4215. The main

problem of the transition was expected to be the access to the IPv6 In-

ternet at a time where IPv6 transit was not readily available. It was

expected that the IMS technology would be specified by the end of the

year 2000 and the networks would be deployed soon thereafter. In addi-

tion, the transition to IPv6 was expected to be well underway before the

IPv4 address space was exhausted. The services were also expected to be

available over IPv6 at the early stages of the transition. The issue of IPv4

exhaustion while the Internet still was predominantly using IPv4 was not

considered to be a valid scenario at the time. However, this is exactly the

situation where the Internet finds itself at the moment. Hence, the cur-

rent transition scenarios are very different than those described in the

papers written at the early parts of 2000s [50, 109, 62].

The early work described in this dissertation might seem overly opti-

mistic and perhaps even naive in today’s light. As a matter of fact, the

IPv6 supporters have been called unrealistic, naive and even religious
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because of their strong views about the IPv6 deployment. Part of the in-

dustry even argued at a point the IPv4 addresses would not run out at

all and the problem had been already solved with the use of NAT. How-

ever, the fact is that the IPv4 addresses did run out. It might have taken

somewhat longer than originally expected. However, all the technology

adoption took considerably longer than originally envisioned. I am still

with the firm belief that an early transition to IPv6 would have been sim-

pler, easier and more cost effective than a forced transition after the IPv4

address exhaustion. Therefore, the research work describes the best pos-

sible knowledge at the time it was written. However, the IPv6 transition

is ongoing and it is gaining momentum.

However, how can the IPv6 deployment be measured? Different indi-

cators exist and the selection of the indicator depends on which part of

the IPv6 transition is being measured [121]. Figure 4.1 shows the growth

of number of unique Autonomous Systems (ASs) advertising IPv6 address

space [89]. The current number during the writing of this dissertation was

9234, which corresponds to 19% of the total number of ASs. This repre-

sents the ratio of unique networks that have IPv6 enabled, which gives

an indication of the readiness of the network infrastructure. Nonethe-

less, this does not take into account the size of the different ASs or the

fact that many operators have multiple AS numbers. The growth rate

provides an indication of the change, but the number of unique AS num-

bers does not give the full picture. Another approach to measure IPv6

deployment would be to look at the number of websites supporting IPv6.

Today, out of the top million sites by the Internet research company Alexa

around 7% support IPv6 [44, 68]. However, out of the top ten sites six had

IPv6 support. Perhaps, the most indicative measurement of the IPv6 is

the amount of IPv6 accesses to Google’s web site. Google statistics shows

accesses over IPv6 just under 6% [74]. In the beginning of the year 2014

the same measurement was just under 3% and a year earlier just 1%.

This rate of end user adoption is encouraging even if the other statistics

clearly show that the tail of IPv4 services and users is very long.

The second question is, when is transition complete. Some work sug-

gests the goal of transition is for IPv6 to completely replace IPv4 [124].

As there is a very long tail of IPv4 services, a complete replacement of

IPv4 will certainly take a long time. One of the main features in IPv6

is that it is designed to coexist with IPv4. Therefore, there is no need to

replace IPv4 in all cases. However, as long as most of the users are using
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Figure 4.1. Number of ASs advertising IPv6 address space [89]

IPv4 and most of the services are not accessible via IPv6 the transition

can still easily be deemed to be work in progress.

There have been promising indicators in IPv6 transition already before,

but until the last few years the progress has been disappointing. The

most important difference to today is the exhaustion of the IPv4 address

space. The global Internet Assigned Number Authority (IANA) address

spool has been exhausted since 2011 [118]. Three out of the five Regional

Internet Registrys (RIRs) (Asia-Pacific Network Information Center (AP-

NIC), Latin America and Caribbean Network Information Center (LAC-

NIC) and Réseaux IP Européens Network Coordination Centre (RIPE

NCC)) are already in the exhaustion phase where the allocation of IPv4

addresses is strongly restricted [46, 107, 131] and it can be stated that the

IPv4 addresses are practically exhausted in those regions. American Reg-

istry for Internet Numbers (ARIN) is about to be completely exhausted

this year. The only RIR that has addresses for longer time in its region

is African Network Information Center (AfriNIC). Practically, this means

the organisations using addresses are unable to get addresses anymore

from their RIRs even if they need them for their operations. For instance,

Microsoft states that Microsoft’s Azure service is running out ARIN space

and they need to use LACNIC addresses in their US based service [111].

The lack of easily available IPv4 addresses has caused a market for IPv4
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addresses to emerge [66]. The value of the IPv4 addresses can be obtained

in the publicly available information. For instance, the price information

is available from the bankruptcy sales of the telecom giant Nortel Net-

works and the bookstore Borders. Nortel’s 666,624 addresses were sold to

Microsoft at a price of $11.25 per address while the Borders bookstore’s

65,536 address were sold at $12 per address [139, 140]. In addition, com-

mercial address markets have emerged to facilitate the buying and selling

of IPv4 address space [76, 95]. Until recently, there was little information

about the IPv4 address pricing outside the mentioned bankruptcy cases.

However, now some of the commercial players publish their selling prices.

They state their prices ranging from $7 to $24 depending on the case and

the size of the address block. As the IPv4 addresses are becoming scarce,

the addresses have now gained a market value. This means that the IPv4

address exhaustion now has a calculable cost for the industry players.

Thus, the IPv4 address exhaustion is the real driver for IPv6 adoption.

Therefore, the deployment of IPv6 is expected to continue. As long as the

Internet needs to grow, it needs new addresses. Only IPv6 can provide

new addresses.

The research work describes in a way the transition from the beginning

to the commercial deployment experienced today. The question arises

what will come next. The industry expectation is the strong growth of

the IoT [57]. IoT includes different applications where the communica-

tion is not driven by a user, but a machine or a "thing" such as a sensor,

actuator or other devices that autonomically communicate over the Inter-

net. These new nodes will have different requirements for the networks

and also for IPv6 addressing than the current users of the mobile net-

works. Publication VI studies the different strategies for the IPv6 node

addressing in IoT environments. IPv6 provides new possibilities to re-

think a suitable addressing model for wireless IoT networks. In addition,

the IPv4 addresses are just not enough to support the expected number

of IoT nodes. 3GPP networks need to be prepared to accommodate these

new models as well. The 3GPP networks do provide an excellent platform

for IoT. Obviously, this is partly due to the mobile and wireless nature

of the 3GPP networks. However, the main reason is the near ubiquitous

deployment of the 3GPP access globally.

The research on this area is far from complete. Quoting Winston Churchill:

"Now this is not the end. It is not even the beginning of the end. But it is,

perhaps, the end of the beginning." The main stream deployment of IPv6
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in 3GPP networks has just begun and surely, the deployment will show

issues and shortcomings of the current system. In addition as Publication

V explains there are design choices in the 3GPP networks that should be

revisited. Besides, no technology development work is ever complete until

the technology is phased out. This is also the case with IPv6 support in

the 3GPP networks. For the transition to IPv6 to be as smooth as possi-

ble, and to increase the usability of the 3GPP cellular networks with IPv6,

there is still ample work to be done. The following lists some examples of

issues that need to be addressed.

Addressing deficiencies in current specifications: Publication V lists de-

ficiencies in the current specifications. These include the restriction of

one IPv6 prefix per PDP Context/PDN Connection. For example, this defi-

ciency is relatively straightforward to address. Removing this restriction

is a question of willingness, and does not require new technical solutions.

The APN concept is also something the authors believe is outdated. As

described in Publication V, the APN concept adds unnecessary complexity

to the IP layer in the UE and in the network. Instead, proper IP network

design in the operator’s network and relying on IP layer Quality of Service

(QoS) and prioritisation mechanisms would create a more robust and less

complex design.

Research efforts may be needed to address all requirements that are

currently solved with multiple APNs. Research is needed, for instance,

to enable IP to better function in an environment where multiple admin-

istrative and provisioning domains are present. This includes research

in the field of cellular networking renewing the connection concept with

a more flexible solution. In addition, work may be needed in the area of

IPv6 networking enabling better suited source address solution for IPv6

hosts. This may include providing prefix metadata from the network to

the host.

Transition: As described earlier, much of the transition work has been

concentrating to a different scenarios where the world finds itself today.

Therefore, there needs to be work to address the reality of the IPv6 of

today. The system should provide transition mechanisms that can be

phased out when the transition is complete. These transition mechanisms

should make it possible to connect an IPv6-only node to IPv4 services.

Such a transition mechanism could either be in the network or in the UE

itself.

Power efficiency: As described earlier, Machine-to-Machine (M2M)/IoT
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applications are emerging. These applications may have very different

usage patterns than the smartphone or personal computer use cases dom-

inating the 3GPP network today. An IoT device may be practically dor-

mant for extended periods of time and transport the data in bursts. In

addition, the IoT device may be installed in a location that is difficult to

reach, and the device might not have access to a persistent power source

requiring very efficient power usage. Therefore, in some use cases it may

be unnecessary to wake the device up only for refreshing the device’s IP

address and default router setting when the information has not changed.

Measures to decrease or completely omit periodic Router Advertisements

may be one way forward.

Optimising IPv6 for power efficiency is a research question that has not

yet been completely studied. Research on power efficiency would be timely

now. For instance, 3GPP has recently started work on IoT related changes

to the 3GPP system [41]. It is expected that the 3GPP and other related

work will have to consider also changes to IPv6 support in this regard.

There is work ongoing to improve IPv6 Neighbor Discovery (ND) energy

efficiency at the IETF [55]. However, this work has neither reached its

conclusion nor is there consensus perhaps even on the problem statement,

yet.

User empowerment: The end-users should be allowed to fully benefit

from the improvements that IPv6 brings. This means, for instance, allow-

ing the users to run their servers under commercial contracts and provid-

ing persistent prefixes. This would make it possible to create new types

of services, and usage paradigms, which were not possible in IPv4. For

example, the global addresses would allow the user to run servers unre-

stricted over their connections. Operators, though, may worry about the

extra burden introduced to their network as a result. However, that worry

can be addressed by other means, such as bandwidth limitations, which

are already being used in a number of networks.

These enhancements need new research and potentially standardisa-

tion effort. However, many of them need also a change in the mindset of

3GPP. 3GPP would have to abandon the circuit-switched mentality and

completely embrace the IP architecture. New use cases, for instance, the

Internet of Things might provide the opportunity to introduce also other

improvements. It is clear that the 3GPP architectures will continue to

evolve. New improvements have been brought to GPRS and EPS is in

the early stages of its evolution. Perhaps, however, not all the issues are
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addressed anymore in the current generation of technology. Rather, some

of these topics should be taken as requirements to the next version of the

3GPP technology - the 5th Generation (5G) of radio networks.
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