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Abbreviations and Acronyms

Low Barrier Something made exceptionally easy to accomplish
LFI Learn From Incidents; The process of learning from re-

ported incidents
HSE Healt and Safety Excecutive; public British body respon-

sible for the encouragement, regulation and enforce-
ment of workplace health, safety and welfare, and does
active research on occupational safety related �elds.

VTT Teknologian tutkimuskeskus; Technical Research Cen-
tre of Finland

STUK Säteilyturvakeskus, Radiation and Nuclear Safety Au-
thority, Finland

THL Terveyden ja Hyvinvoinnin Laitos, The National Institute
for Health and Welfare, Finland

Tekes Finnish Funding Agency for Innovation
D2I Data to Intelligence, an innovative research corto-

sium with mission to develope Finnish competitiveness
through Big Data centric services and new businesses

SHOK Strategic Centres for Science, Technology and Innova-
tion. Cooperation platform and network for Finnish re-
search units and companies that coordinates research
on certain topics to allow synergy bene�ts and enable
national growth.

LOPA Layer of protection analysis, analytical tool for assessing
the adequacy of protection layers used to mitigate risks
in processes. Actively used in process industry.
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Chapter 1

Introduction

Disastrous accidents such as the Gulf of Mexico oil spill in 2010 (Cleveland,
2011), Fukushima nuclear disaster in 2011 (Hayashi and Hughes, 2013), or the
recent massive data breaches such as the case Home Depot (Perlroth, 2014) or
Sony Entertainment (Paganini, 2014), justi�es investments in improving safety
and security to prevent these costly mishaps in advance. Incident management
is a widely used approach to help achieve this: by analysing occurred incidents
organizations can identify, reduce the impacts of, and ultimately prevent them
from happening again. Luckily, studies have shown that for every accident there
could have been identi�ed dozens of near-misses (events that in other circum-
stances would have caused (major) losses (Kessels-Habraken et al., 2010)), and
hundreds, even thousands, of errors or unsafe actions done by personnel or
emerged from malfunctioning equipment (Bridges, 2012). Previous research has
therefore identi�ed the importance of analysing also near-misses and minor
incidents to learn before the �rst major incident occurs (Powell et al., 2007;
Bridges, 2012).

But to actually learn from incidents, a wide array of organizational and be-
havioural aspects needs to be addressed as the learning often happens in
complex socio-technical systems: large organizations. Learning from incidents
(LFI) is a research area focusing in this aspect of organizational learning and
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CHAPTER 1. INTRODUCTION 2

development (Cooke and Rohleder, 2006; Al-Shehri et al., 2012). Di�erent or-
ganizational aspects are widely researched as of how the learning could be
made possible. Yet, not much research has been addressed to behavioural as-
pects and to the individuals point of view: why does, or does not, an individual
report an incident (Drupsteen and Guldenmund, 2014). Nevertheless, studies
about the barriers to report incidents have been conducted by several authors
(Bridges, 2012; van der Schaaf and Kanse, 2004; Clarke, 1998). Still, often in
practice the reporting schemes and systems require high-e�ort and employ-
ees are primarily encouraged to report major mishaps. Therefore, an intuitive
and easy-to-use reporting system ought to implemented. The system should
attempt to systematically address di�erent barriers for individuals to report.
The impact of this kind of system on learning from incidents should then be
studied.

This thesis analyses such a system. The system is a low barrier safety and se-
curity incident information management service called Lassie, and it is currently
in its late development stage. The analysis is done to evaluate the systems po-
tential in learning from incidents. How it aims to address the di�erent barriers
for employees to report even minor incidents? How it then attempts to analyse
the data in an e�ective and meaningful way? These are questions that are
seek to be answered. The analysis is done through case study by re�ecting on
previous research and how the �ndings in those studies are, or could be, im-
plemented in Lassie. The aim is also to identify the possibilities and challenges
of such a system.



Chapter 2

Incident Management Perspective

2.1 Introduction

In this chapter, the research-based and empirical background for incident man-
agement is reviewed. Firstly, common terminology is explained to both help
the reader and to explicitly de�ne terms of which de�nition often times vary
between authors and contexts. Secondly, the reasoning behind incident man-
agement is explained to motivate the investment in such systems as well as
to justify the research behind it. Then the aspect and importance of manag-
ing near-misses and incidents with minor or non-negative impact is discussed.
Lastly, the process of incident management is explained as proposed by di�er-
ent authors to structure the analysis of the case in hand.

2.2 Terminology

In this context incident is considered to be an umbrella term referring to any
situation where there is a lack of safety (Cambraia et al., 2010). Or as de�ned by
Drupsteen and Guldenmund (2014), an unwanted and unexpected event within
the organization with an e�ect on safety. Term incident includes accidents,

3



CHAPTER 2. INCIDENT MANAGEMENT PERSPECTIVE 4

near-misses, unsafe acts and conditions. It can be disturbance, deviation, bug,
realization, accident, observation, or any other event that, without corrective
actions, has the potential to be harmful for the organization.

Incident Management is used to describe the activities of an organization to
identify, analyse, and correct reported incidents aiming at reducing the possible
negative impact and preventing future re-occurrences. Without e�ective inci-
dent management an incident could escalate rapidly and disrupt business op-
erations, information security, IT systems, employees or customers and other
vital business functions.

Barriers for Reporting describes the wide variety of technological, behavioural,
psychological or organizational impediments for the individual to leave the ob-
served incident not reported. In this context incident management or reporting
can be considered as low barrier if the barriers for reporting have been actively
reduced by sta� training, process development, technological investments or
incentive programs, for example.

Accident, or mishap, is an unplanned event that escalated to negative out-
come. Accident implies that it could have been avoided or prevented by rec-
ognizing the circumstances and acted upon them prior to its occurrence.

Near-miss, or close call, is an unplanned incident that did not have adverse
consequences nor did it lead to an actual accident, but had the potential to do
so (Kessels-Habraken et al., 2010). The relationship between near-misses and
escalated accidents is often illustrated by ice berg metaphor, or a pyramid (see
Figure 2.1).

A causal factor is anything that a�ects the incident, near-miss or accident
and its occurrence that was reported. A root cause then is an initiating causal
factor that starts the chain of events, resulting in the reported outcome.
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2.3 Reasoning behind Incident Management

Incident management, that consists of activities transforming the reported in-
cidents into changes in actions to better safety, is ultimately motivated by two
factors: legal requirements and economic bene�ts.

The legal requirements for incident management di�er by context: di�erent
countries, trade regions and industries, for example, can have di�erent re-
quirements by law to handle incidents and safety. Incident management is
minimally set to protect the personnel, environment and operations according
to law (Bernard, 2014). Especially high risk industries such as aviation, construc-
tion, nuclear power plants, chemical factories and o�-shore oil drilling, demand
safety improving systems, and incident management has proven to be a key
element in ful�lling demanding safety regulations (Mahajan, 2010). Incident re-
porting and management is on some industries also directly required by law
(Bernard, 2014). Jones et al. (1999) also points out EU directive1 that demands
incident �ling on major accidents and takes the extra step of recommending
near-miss reporting too. Occupational Safety and Health Act 23.8.2002/738
(2014) in Finland, for example, requires the employees to �x and report ob-
served defects. Same act states that employers and employees co-operate to
further improve safety and health in the organization, which an incident report-
ing system could help to ful�l.

Incident management has been demonstrated clearly to have economic bene�ts
through improved pro�tability: evading one major accident can prevent major
economical losses. Learning which management system weaknesses are caus-
ing incidents can be seen as high value activities for a company, and learning
them from near-misses or minor incidents is considerably cheaper that learn-
ing from actual accidents (Bridges, 2012). Sometimes investments in safety
and incident management can grow relatively high, as Barach and Small (2000)
point out. Their research on aviation industry has shown that the expenditure
on safety measures has grown so large that the return on investment is poor,

1Seveso III Directive for Chemical Accidents have to be transposed and implemented by EU
member states by 1st of June 2015.
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even negative. Nielsen et al. (2006) also reminds that even if they found corre-
lation between decline in accidents and implementing an incident management
system for near-misses, more research on the correlation and actual bene�ts of
incident management is still required to clearly demonstrate the e�ectiveness
of incident management in pro�tability.

Additional goals for incident reporting, other than economic bene�ts and legal
obligations, can vary according to context. In health care, for example, it is used
to prevent injuries, o�er guidance to the authorities and protect the rights of
the patients and sta� (Knuutila et al., 2007; Barach and Small, 2000). In their
research on the costs of occupational accidents Aaltonen et al. (2007) list also
other than economic bene�ts from improved safety:

• safety can be seen as a core value that everybody are entitled to,

• it ful�ls the law (as stated in previous paragraph),

• safety a�ects, and is part of, the quality process of the organization,

• incidents always have some costs that are unnecessary burden econom-
ically and mentally for the employees, having impact on a society level,

• safety e�ects how the company is perceived in public a�ecting the at-
tractiveness of the company to possible employees.

• safety could be seen as one of the competitive factors for a company: a
way to di�erentiate from competitors.

The research by Aaltonen et al. for the Finnish Institute of Occupational Health
looked into the costs of occupational accidents in Finland during years 2005-
2007. They concluded that, at least in Finland, majority of organizations already
acknowledges the correlation between safety and pro�tability and thus sees the
importance of investing to safety improvements. In addition, they stated that
costs of accidents are currently actively and widely monitored using a range
of methods and systems inside organizations, but that the investments to im-
proving safety are not. They continue to point out that even small investments
to safety could result in better pro�tability. Their conclusions suggests that if
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the investments were better monitored and their consequences recorded (ROI
analysis), further investments to safety could be more easily reasoned.

2.4 The Importance of Learning from Near-Misses

The importance of near-misses can be illustrated as a pyramid showing statis-
tically how many near-misses there are for every accident (see Figure 2.1). It
is widely acknowledged that learning from near-misses is much cheaper than
learning from actual accidents, and by analysing the near-misses costly mishaps
can be predicted and prevented. This enables organizational development with-
out costly incidents.

The relationship between major accident, minor accidents and near-misses was
�rstly proposed by Heinrich (1931). Although the ratio has been studied to be
roughly correct (that it is mainly in the form of a pyramid), his methodology
and perceived conclusions have later been revised. Wright and van der Schaaf
(2004) argue that in safety related research his idea of ratio-relationship (ma-
jor, minor and no-injury accidents have iceberg- or pyramid-shaped ratio) has
been falsely used to prove common cause hypothesis. The hypothesis states
that minor, major and no-injury accidents have similar causal factors, and while
often times true it cannot be generalized. Wright and van der Schaaf empha-
sise that "causality has no bearing on the ratio relationship propounded by
the iceberg model and vice versa". Heinrich also emphasised the behavioural
and individualistic aspects of the causes to incidents by concluding that "88
percent of injuries are caused by unsafe acts of persons", largely ignoring the
organizational factors or safety culture (see section 3.2). The bias in Heinrich
conclusion about the percentage of human factor contributing to accidents is
addressed in section 3.5.1.

In their research, Jones et al. (1999) points out the importance of near-miss
reporting to further improve safety performance. They point out that despite
the fact that near-misses are, due to extensive research on the matter, per-
ceived as crucial in improving safety, often neglected in practise. Mattioli et al.
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(2012) comes to the same conclusion after their six month observation study
in a hospital setting. The reasons why incidents are not reported is reviewed in
chapter 3.

Analysis after implementation of an incident management and reporting sys-
tem has often times resulted in conclusions that incidents are not reported as
frequently or easily as was hoped for, and as would be bene�cial for organi-
zational learning (Ministry of Social A�airs and Health, 2008; Toivanen, 2014).
A low barrier solution that could make it easy and motivative for employees
to report could help to solve this problem. Lassie service has identi�ed and
attempts to address this particular pain point in incident management.
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(a) Jones et al. (1999) reminds that the crucial thing to recognize from
these ratios is that reducing the number of near-misses and minor
incidents can reduce the number of major incidents.

(b) Masimore (2007) estimates also at-risk behaviours and states that
they can be used to prevent and predict costly mishaps.

(c) Bridges (2012) illustrates the pyramid with errors and failure con-
ditions added to the bottom. These numbers help to understand the
potential in learning from weaker signals.

Figure 2.1: Di�erent ratios have been proposed between accidents, near-misses and minor
incidents and unsafe conditions or errors. All sources emphasize that the ratio seems to
be roughly the same across di�erent industries and domains.



CHAPTER 2. INCIDENT MANAGEMENT PERSPECTIVE 10

2.5 The Process of Incident Management

To get a better understanding of what incident management is and what it
consists of, a structured model of its process can be helpful and illustrative. A
model view of the incident management process is required for a meaningful
case analysis to be possible. There are several di�ering views of what the
process consists of, varying by industry, context and authors. This section
seeks to �nd general models that can be utilized in the analysis of a low barrier
incident information management solution.

2.5.1 Input-Process-Output Model

Cambraia et al. (2010) analyses incident reporting through conventional input-
process-output (IPO) model. They propose the use of incident data be sup-
ported by information system consisting of three components: Identifying and
recording events (input), analysing them (processing) and passing information
(output).

Identify and
record incidents

(input)

Analyze incidents
(process)

Pass information
(output)

Feedback

Figure 2.2: Implementable input-process-output (IPO) model of incident reporting pro-
posed by Cambraia et al. (2010)

Lassie service can be seen to cover, at least partly, all the steps in the IPO
-model. Especially the input step is fully covered in Lassie and its low barrier
incident reporting client. The analysing part is supported in Lassie through the
logging of all related details and discussion history into the web service. More
structured process steps might be useful to incorporate to Lassie to enable
better coverage of the whole incident management process. The output part,
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passing information, is well established in Lassie. The advanced and intuitive
messaging features allow it to pass information back to the reporter, as well as
more targeted groups that would need the instructions or intervention plans
that were generated through analysing the incident. The messaging features
also allow a feedback loop back to the reporters for improving the whole pro-
cess.

2.5.2 Detailed System Model

A more detailed process of handling incidents was modelled by Cooke and
Rohleder (2006) consisting of �ve components and their factoring elements
(see Figure 2.3). Unsafe conditions in the working environment combined with
Risky Behaviour by the workforce are seen as the main factors that generates
Incidents. They argue that whether the realized incidents generate corrective
actions or not depends on the e�ectiveness of the loop as seen in their model
seen in �gure 2.3.

What then a�ects the proportion of realized incidents to become Reported
Incidents, according to Cooke and Rohleder (2006), is in�uenced by two factors.
Management can set di�erent Reporting Requirements: if low severity incidents
are encouraged to be reported it results in more reports than if the management
would set a high threshold, when only more severe accidents would be reported.
Workers Willingness to Report Incidents depends on their commitment to safety
and the quality of the reporting system in use. The amount of resources put to
Incident Investigations depends on the management’s Willingness to Investigate
Incidents. Read more on incident investigation on section 2.5.4.

Finally, Cooke and Rohleder (2006) argues that whether the investigated inci-
dents actually leads to Corrective Actions depends on the Loss Prevention Ex-
pertise of the organization. For example, the e�ectiveness of the actions may
be low if the organization fails to recognize the underlying causes correctly, or if
change is poorly managed in the organization the new corrective actions might
just introduce a new set of problems not foreseen.
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Figure 2.3: The components of incident reporting process and their factoring elements
modelled by Cooke and Rohleder (2006).

When analysing Lassie through the incident reporting model of Cooke and
Rohleder, it can be seen primarily attributing to the willingness to report in-
cidents factor. Through Lassies con�gurable incident types, it can also be used
to inform employees about the reporting requirements, and help management
to realise the importance of having also minor incidents reported, and commu-
nicate this to the �oor level. Lassie could be also developed to handle more the
incident investigation, and then it could also a�ect the willingness to investigate
incidents through automated priority assessments (see section 2.5.5), easy-to-
use interfaces in the web service, and by being a centralized place to coordinate
the investigations, for example.

2.5.3 Near-miss Management System

Gnoni et al. (2013) proposes a design for a near-miss management system (see
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Figure 2.4). The proposal suggests that near-miss management system has got
three sections. Data Management contains the event of identifying something
as a near miss and sharing that by reporting it to the system. Analysis section
then contains all the aspects of analysing the incident data. Prioritisation is
done based on a prede�ned model, the information is distributed to appropri-
ate personnel, the causes and possibly root causes are identi�ed and analysed,
solution proposed, and lastly the generated solution and other relevant infor-
mation is shared inside the organization. Lastly, the control section contains
the implementation of the solution.

Figure 2.4: The steps of a typical near-miss management system as proposed by Gnoni
et al. (2013).

Lassie service falls into this process by helping the event identi�cation through
prede�ned set of incident types. Reporting step is covered by the mobile client.
Analysis part is done with the web-UI. It has been planned to use autonomous
criticality assessment methods (see section 2.5.5) to help with the prioritiza-
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tion. The informant is also encouraged to prioritize the report. What comes
to the other parts of the analysis section of the process proposed by Gnoni
et al., Lassie acts as a mere aiding tool: it can be used as a repository for
all information, but as of itself does not try to help cause analysis or solution
identi�cation, for example. The proposed process model does not take into
account possible monitoring or re�ection of the resolutions: no feedback is
modelled. In section 3.4 this important aspect is discussed in detail.

2.5.4 Incident Investigation

After an incident is reported and registered to a management system, numer-
ous questions arise regarding what happened and why, and what could be done
to avoid the same mishap from happening again. Incident investigation is the
formal or informal process to �nd out the answers to those questions (Ceder-
gren and Petersen, 2011). Incident investigation is in a key role when determining
whether an incident is successfully transformed into the right lesson learned,
actions and ultimately implemented corrective solution. The ultimate goal in
this phase is to �nd out the causal chain: chain of events and factors that
contributed to the incident happening.

Manuele (2014) criticizes the general approaches and practises on incident in-
vestigations. He claims that in real life the investigation often stops at the �rst
reasonable causal factor: human error or equipment failure. He points out a
survey conducted on 121 safety personnel that revealed over 70% of them in-
dicated that 50% to 100% of incident reports the workers act is seen as the
primary cause. Geller (2014) argues that in most cases not a single root cause
can be found, and that concluding that a single persons actions are the main
cause of a mishap can be considered as safety bullying: holding people ac-
countable for outcomes they do not believe to have any control upon produces
unnecessary stress on the employees.

Lundberg et al. (2009) also points out the possible pitfalls for incident investi-
gations. They argue that in accident investigations the underlying assumptions
about the accident, the accident model, has impact on what causes will be
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found: What-You-Look-For-Is-What-You-Find. They continue to point out that
this often implies what is going to be: What You Find Is What You Fix. See
section 3.5 for more detailed analysis on biases a�ecting safety and security
functions in an organization.

The British Health And Safety Executive (2014) underlines the importance of
incident investigation from legal perspective. It proposes that the reasons to
investigate are to help to uncover and correct unknown breaches in health and
safety legal compliance, help to demonstrate to court that preventative actions
have bee carried out, and give essential information to insurers in the event
of claim. They also propose that an investigation can give useful information
related not only to legal requirements, it can

• provide an accurate picture of what really goes on and how work is really
done,

• improve the management of risk,

• help also other parts of the organization to learn,

• and demonstrate the organization’s commitment to health and safety
thus boosting employee morale and commitment.

A more academic approach to incident investigation is proposed by Al-Shehri
et al. (2012) in construction site context. They suggest it covers two main
phases: monitoring that focuses on the pre-incident conditions, and managing,
addressing the post-incident situation. Al-Shehri et al. conclude that the main
phases give rise to the three principal activities for the investigation: Evidence
and facts gathering, Analysing of primary data, and reporting (see Figure 2.5),
also advocated by Cooke and Rohleder (2006).

Evidence and
facts gathering
(primary data)

Analyse pri-
mary data
(interference
from analysis)

Report production
and action plans

Figure 2.5: Al-Shehri et al. (2012) proposes the three key areas in incident investigation to
be gathering primary data, analysing it, and reporting the �ndings onward.
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The case of Lassie could bene�t from implementing methods to help better
the incident investigation process. This could be done by, for example, having
an escalation mechanism that could set the incident into a prede�ned process
requiring certain actions to be performed, regarding the investigations. Lassie
could also act as a hub for all information regarding the investigations.

2.5.5 Incident Classi�cation

Classifying incidents can play an important role in the whole incident manage-
ment process. Di�erent type of incidents can be assigned to di�erent de-
partments or �oor managers to be handled, and they may be processed in
totally di�erent ways, for example. Cambraia et al. (2010) argues that the task
of classifying incident data should be therefore assigned to safety specialist
or other safety professionals. They could then adopt particular strategies and
processes for dealing with each type of information and incident in the most
suitable manner.

Cambraia et al. (2010) proposes context-free classi�cation categories. They ar-
gue that incident data should be analysed using four categories: the traceability
of events, the nature of the events, the type of feedback to the safety man-
agement system, and the risk associated with the event. These categorizations
should be made after the incident has been reported, by safety professionals.

Classi�cation that would be done by the reporting employees is highly a�ected
by the domain and industry of the organization. Cambraia et al. (2010), for
example, studied the subject in construction sites and classi�ed the incidents
into categories such as falling materials, worker losing his balance, equipment
lifting, and electric shock. These may not be applicable to other contexts. Rivas
et al. (2011) takes the approach of using data mining techniques to �nd relevant
categories. They employ classi�cation trees, that are statistical techniques that
progressively divide the data into groups using some condition regarding the
explanatory variables of the incident. Data mining tools could be an e�ective
way of �nding relevant classes if large enough historical data were available.
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Kessels-Habraken et al. (2010) argues that unclear classi�cation about what
type of incidents should be reported can cause employers in the organization
to omit reporting. This suggest that the classi�cation of incidents is important
not only to enable e�ective analysis of them, but also to actually get the incidents
reported.

The solution from Combitech plans to enable the using organization’s safety
professionals to freely modify the classi�cations of the mobile client: the classes
of incidents that are suggested to be reported. This enables context speci�c
classi�cations. Lassie also encourages the usage of free reporting: reports can
be made without speci�c category. The four categories proposed by Cambraia
et al. could give some additional bene�ts when assessing the criticality of
reported incidents. This kind of feature is planned in the Lassie service (see
section 2.5.5).

Evaluation Methods and Information Flow Models

Important part of classifying reported incidents is the evaluation of their impor-
tance and relevance. It is desirable that the critical incidents are acted upon, but
resources are not waisted in actions that have little or no proactive outcomes.

Gnoni and Lettera (2012) analyses two evaluation methods and two information
�ow models in near-miss management systems (NMS). The analysis can be
seen as applicable to a general incident management system. Their models are
brie�y described in the following paragraphs.

Firstly they separate the management system into two di�erent information
�ow models: bottom-up and centralized. In bottom-up approach the reported
incidents are handled closely within the department that the incident was re-
ported from, e.g. by the �oor manager. Other departments, such as health and
safety or quality, are in a supportive role. This can be seen as typical for lean
systems where the process control is developed near production. On the other
hand, in centralized approach the incident information is directly reported to a
single department that analyses the events, identi�es solutions and controls
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the implementation of the corrective actions. This approach is widespread in
the process industry sector. (Gnoni and Lettera, 2012)

An optimal solution might implement both �ow models: depending on the type,
nature, or severity of the incident, the information �ow could be di�erent.
Lassie has not yet �xed its preferred approach. It should be tested on the �eld
if one of these approaches is more suitable for certain industries, or if both
approaches should be made available to be used as best suited for di�erent
incident types, or industries.

Gnoni and Lettera (2012) then proposes two evaluation methods: matrix based
and index based (see Fig 2.6). In �gure 2.8 the strengths and weaknesses of
di�erent information �ow models in relationship to the evaluation methods are
proposed. They conclude that the index approach could give more precise
ranking of incidents, but requires major e�ort in time and cost. On the other
hand, they propose that innovative usage of ICT tools could make it e�ective
alternative to matrix approach.

Lassie service could bene�t from both evaluation methods, but as the main goal
is in getting low barrier an minor incidents reported, the more easily automated
option of index based method seems more reasonable.
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(a) The matrix approach

(b) The index approach

Figure 2.6: Illustrations of the proposed matrix and index approached by Gnoni and
Lettera (2012)
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Figure 2.7: A Qualitative comparison for the two approaches proposed by Gnoni and
Lettera (2012)

Figure 2.8: Gnoni and Lettera (2012) evaluates the strengths and weaknesses of the
evaluation method in relationship with informative �ow.
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2.6 Conclusions

This chapter provides an overview of the terminology and concepts for the
study. The reasons to invest in incident management were profoundly seen as
two-fold: legal and economical. The existence of other, usually context speci�c
reasons, was also emphasized.

The importance of learning from near-misses was emphasized as it has been
showed to be e�cient way of preventing costly accidents. This was due the fact
that some times near-miss cases share the causes of a bigger accident. The
ratio between major and minor incidents were established to be shaped like
a pyramid: for each major accident there are numerous minor incidents. The
often encountered mistake of mixing the ratio of major and minor incidents and
the common causality theory was acknowledged to be important to recognize.

The process of incident management was reviewed through proposed frame-
works and process models by various authors. It was seen as an input-process-
output model, as well as in a more detailed process containing steps from
unsafe conditions to corrective actions through reporting and analysing of the
reported incidents. One presented approach to the process modelling consisted
of three parts: data modelling, analysis and control. Incident classi�cation was
also seen having a major e�ect on incident management and being highly indus-
try speci�c. An incident assessment model was also reviewed separating the
incident management by information �ow models (centralized or bottom-up)
and evaluation methods (matrix or index based). Lassie service development
and utilization was noted to bene�t from the understanding of the process of
incident handling.



Chapter 3

Organizational and Behavioral Per-
spective

3.1 Introduction

In this chapter the incident reporting is reviewed from organizational and be-
havioural aspects. The human aspect is of importance as today’s organizations
can be perceived as complex socio-technical systems. Pidgeon and O’Leary
(2000) points out research that has shown disasters to emerge from the in-
teraction between the human or organizational factors and the technical sur-
roundings, and that the organizational and behavioural aspects of the system
is thus of paramount importance. In this section the human and organizational
aspects are discussed and intersections to incident reporting are reviewed.

First, in section 3.2, the safety culture as a concept is reviewed and its im-
portance to this context is assessed. Safety culture is an important aspect of
organizational safety as it has been showed to have a signi�cant impact on the
actual safety related behaviour of the workers (Neal et al., 2000). Secondly, in
section 3.3, the di�erent aspects of safety indicators are reviewed: to be able
to fully develop the organizations safety through incident management, some

22
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measurements should be available to assess the success of taken actions and
implemented processes.

Thirdly, in section 3.4, the learning from incidents, LFI, is discussed. It is a
widely research area and the section tries to take an overlook of the concept
and review its process for further analysis. Next, in section 3.5, the human
biases are discussed. This is important as the safety is derived from human
behaviour from many levels, each of them proposing di�erent possibilities for
biases to a�ect the outcome in undesired way.

Lastly, the barriers are identi�ed through reviewing literature on the subject.
The barriers are identi�ed from two perspectives. Organizational barriers look
at the organization and how it inhibits reports from being made. Individual and
Behavioural barriers the look at the barriers from the individual perspective:
why did I choose not to report?

The �ndings are re�ected on the Lassie service by Combitech Oy. Read more
about the service (section 4.3) and the company (section 4.3.2) from chapter 4.

3.2 Safety Culture

The concept of safety culture originates from the Chernobyl nuclear power
plant accident in the 1980s International Nuclear Safety Advisory Group (1992).
It was then used, for the �rst time, to explain that accidents are not only caused
by technical failures or errors of single human worker. In contrast, the concept
highlighted that factors concerning management, organization, work commu-
nity, or even society as a whole, could have signi�cant impact on accidents and
their formation. (Reiman et al., 2008)

Therefore, after Chernobyl, safety culture in a given organization has been seen
as a multi-layered phenomenon covering dozens of aspects of safety. The
subject has gained a lot of attention during the past years and it has been
researched actively in high-risk industries such as air-tra�c control (Ek et al.,
2007; Gordon et al., 2007), maintenance (Farrington-Darby et al., 2005), o�shore
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drilling (Næ vestad, 2008; Haukelid, 2008), construction (Choudhry et al., 2007)
and shipping (Hå vold, 2010). Also patient safety in hospital settings have grown
attention during the last decade (Sammer et al., 2010). Literature review on
the concept has been made by Choudhry et al. (2007). Historically, disastrous
accidents can be seen as highly motivative factors contributing to the activity
of the research in this �eld.

Safety culture is an inseparable part of the whole organizational culture and
cannot be unattached from its context. Yet focusing on the safety aspects of
the organizations culture safety related improvements are easier to identify,
develop and implement.

The concept of safety culture is de�ned and used in di�erent ways and no uni-
�ed understanding has been conformed. Nevertheless, common factor for all
of these de�nitions is that they underline both, the individual and the organiza-
tional, attitudes, opinions and behaviour (Reiman et al., 2008, p. 18). What then
varies is the proportion of these factors, mechanisms how the culture is born
or changed, what is the focus of the attitudes and opinions of the employees,
and what kind of processes should be used, for example.

Research has been done to �nd useful frameworks and divisions of the com-
mon factors of safety culture. For example, after analysing di�erent approaches
and labelling factors by other researchers, Reiman et al. synthesized a com-
mon framework for the safety culture concept (Reiman et al., 2008, p. 38-47).
They consider safety culture consisting of the organizational processes, social
phenomena in the workplace and experiences and views of the sta�. To help
the research and observation of the safety culture in a organization, it can be
thus divided into three general dimensions (illustrated in Figure 3.1):

• organizational dimensions,

• psychological dimension and

• social processes. (Reiman et al., 2008, p. 50)

Organizational dimensions regarding safety culture are widely researched and
are in the framework split into thirteen sub-dimensions, viewing the organi-
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zational dimensions from di�erent angles. Psychological dimensions and Social
processes are both divided into �ve sub-dimensions. See tables 3.1, 3.2 and
3.3 for itemized sub-dimensions. The sub-dimensions open up the meaning of
these di�erent levels of safety culture.

Organizational Dimensions

Social Processes

Psychological Dimensions

Figure 3.1: Illustration of the levels of the Safety Culture concept proposed by Technical
Research Centre of Finland (VTT) Reiman et al. (2008).

When it comes to Lassie service by Combitech, the safety culture concept
can be used to reason the investments in such a system. When reviewed
through the three levels of safety culture (see Figure 3.1), Lassie can be seen
as an important tool in the development of better culture. The organizational
dimensions (see Table 3.1) are enforced through several aspects. More e�cient
communication, grouped bulletins and publicly showed incident reports from
colleagues covers items 3, 5 and 6. Lassie could be used to support work by
being used as a channel to distribute instructions, manuals and best practices,
as well as a tool to handle resources (items 8, 10 and 11). As of psychological
dimensions, Lassie could serve to boost the motivation to safety through easy
to use interfaces and possible incentives, as well as through the perceived
management commitment to follow through and act upon the reports via the
e�ective feedback channel the system o�ers. This could be seen as covering
the item 1 in the table 3.2.

Another popular de�nition for safety culture has been presented by British
Health and Safety Executive (HSE):

”The safety culture of an organisation is the product of individual
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and group values, attitudes, perceptions, competencies and pat-
terns of behaviour that determine the commitment to, and the
style and pro�ciency of, an organisation’s health and safety man-
agement.” (Doidge, 1997, p. 22)

These de�nitions or frameworks help to understand the domain of organiza-
tional safety in a broader view than would be possible by just analysing the
reported incidents, accidents or near-miss cases. The concept is in a key role
when incident management systems are developed and implemented by orga-
nizations to achieve safe and pro�table working environments and processes.

Lassie can be seen as a potential tool for developing the safety culture, but
the process should need more that just single tools: it needs the commitment
from the whole organization.

Critique on Safety Culture as a concept has also been proposed. Reiman and
Rollenhagen (2013) argue that although the concept is useful in getting holistic
view of the behavioural and socio-technical safety state of an organization, it
is rarely used as a systems-oriented concept. They criticize the research on
Safety Culture to not being systematic, and diminishing the social aspect to
"human factor", that is an "error prone machine". This makes it even more
important to fully understand what actually a�ects to safety.
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1 De�ning and maintaining of the management system
2 Activities of the management to ensure safety
3 Communication concerning safety
4 Activities concerning the nearest supervisors
5 Cooperation and communication inside the units
6 Cooperation and communication between units
7 Combining the di�erent skill sets and workmanships
8 Practices for organizational learning
9 Ensuring competence and training
10 Resource management
11 Supporting work with instructions and manuals
12 Managing external actors
13 Change management

Table 3.1: Organizational dimensions, that are commonly referred to in safety culture
research.(Reiman et al., 2008, p 51)

1 Motivation for safety

2 Understanding of the risks, dangerous situations and pos-
sible incidents of the organization or of one’s own work

3 Understanding of the organization’s safety and the organi-
zation itself.

4 Responsibility of safety
5 Management of one’s own work

Table 3.2: Psychosocial dimensions, that are often used to analyse the psychological
environment of the safety aspect of an organization. (Reiman et al., 2008, p 69)

1 Understanding the daily activities and one’s own role in
them

2 Formation and maintenance of social norms and social iden-
tity

3 Optimizing working habits
4 Normalization of deviated occurences

5 Rooting of concepts regarding safety and the work in gen-
eral

Table 3.3: Social processes that are often common in the literature concerning safety
culture. (Reiman et al., 2008, p 77)
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3.3 Measuring Safety Performance

In evaluation of an organization’s safety performance lagging indicators are tradi-
tionally used (Reiman and Pietikäinen, 2012). They are indicators that are linked
to the outcome of an incident, such as recordable injury rate1, days away and
restricted work. It has been argued that using lagging indicators are not suf-
�cient to predict, or prevent, future incident occurrences as the metrics give
feedback on what is the current safety performance, but not what a�ected it
(Hinze et al., 2013).

Leading indicators, on the other hand, are not historical in nature but are rather
used as predictors of future levels of safety performance. Leading indicators
are described by Grabowski et al. (2007) as being conditions, events, or mea-
sures that precede an incident and has a predictive value with regard to an
incident. Based on a literature review, Herrera and Hovden (2008) concluded
that a leading indicator should be

”an objective measure that is easy to understand and will indicate
improvement or deterioration that can be collected from existing data.”

Reiman and Pietikäinen (2012) reviews the leading and lagging indicators as mea-
suring the safety potential of the organization. They divide the indicators into
three types: drive, monitor and outcome indicators. Drive indicators measure
the ful�lment of the selected safety management activities. Monitor indicators
monitor the functioning of the system and re�ect the potential and capacity
of the organization to perform safely. Outcome indicators then measure the
outcomes (temporary end result of a continuous process or activity) of the
socio-technical system. See Appendix A for examples of the indicators. Figures
3.2 and 3.3 illustrate the system model and the three types of indicators with
the feedback loop inside the organization.

Hinze et al. (2013) points out that a near miss can be seen as either leading
or lagging indicators. They can be perceived as lagging indicators by being
accidents that luckily happened to not have severe consequences. But on the

1By Occupational Safety and Health Administration (OSHA), https://osha.europa.eu/

https://osha.europa.eu/
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Figure 3.2: The system model proposed by Reiman and Pietikäinen (2012) illustrating the
three di�erent types of indicators.

Figure 3.3: Illustration of the extended system model that shows the feedback from three
di�erent indicators, as proposed by Reiman and Pietikäinen (2012).



CHAPTER 3. ORGANIZATIONAL AND BEHAVIORAL PERSPECTIVE 30

other hand, they could be used to predict and prevent future accidents thus
being leading indicators.

For a Lassie type of low barrier incident management service to be e�ective,
some indicator should be incorporated to it. A throughout analysis on possi-
ble indicators should be made, and the �ndings and examples of Reiman and
Pietikäinen (2012) (see Appendix A) can be used as a starting point. Analysis of
these indicators is not in the scope of this paper.

3.4 Learning from Incidents

”Those who cannot remember the past are condemned to repeat it.”
- George Santayana

Learning from incidents (LFI) is a widely researched area, and Drupsteen and
Guldenmund (2014) has recently done a comprehensive literature review on the
subject (see Figure 3.4 for their categorization of the research papers). General
organizational learning theories have been applied to incident management do-
main in order to understand the principles and behavioural aspects of putting
the lessons learned from happened mishaps to action. The importance of near-
misses and incidents as a source for learning is stressed by several authors
(Wright and van der Schaaf, 2004; Mattioli et al., 2012; Bridges, 2012).

Figure 3.4: Drupsteen and Guldenmund (2014) have done a literature review on learning
from incidents, and sorted them according to relevant categories.
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3.4.1 Learning from Incidents Process

Drupsteen et al. (2013) modelled the process of learning from incidents in order
to better analyse of what stages the learning consists of, and thus being able
to identify the possible bottlenecks and areas for improvement. Their model
is used in a survey and in three explanatory cases in The Netherlands. The
survey was used to answer the following research questions:

• At what step of the learning process is most learning potential lost?

• Which steps in the learning process are formally organized and which are
not?

• How well the steps are performed daily in normal work �ow?

• Are there di�erences in the formal learning from incidents process and
how well it performs in practice?

• Are there di�erences between sectors in the organization and perfor-
mance of the learning process?

Lassie service could bene�t from the questions proposed by Drupsteen et al.
(2013) when �guring out if an organization actually requires the service. If the
problem can be identi�ed to be such that incidents are not reported, Lassie
could be of great help in bettering the organization’s safety and security. This
is also a possibly useful set of questions to ask from potential customers or
end-user organizations to get feedback about the situation regarding LFI. This
information then could be used to develop the service with new features and
to overcome the found barriers and bottlenecks, for example.

The process model proposed by Drupsteen et al. consists of eleven steps that
are divided into four stages: investigating and analysing incidents, planning inter-
ventions, intervening, and evaluating (see Figure 3.5). They argue that the quality
of each step depends on the drivers, methods, resources and outputs. Each
of the four stages then leads to an output that is vital for the next stage, yet
not necessarily the only factor and may not be su�cient by itself for e�ective
learning. They then continue to argue that if a step is not performed, not per-
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Figure 3.5: Drupsteen et al. (2013) identi�es a general process for learning from incidents.
The process model is used to help analyse the di�erent stages of the learning process
and to identify possible bottlenecks of learning. The model is useful in regard to analysing
the Lassie service and how it attempts to learn from incidents, and develop the process
of learning through double-loop learning (see section 3.4.2 for de�nitions of single- and
double-loop learning).

formed well, or relevant information is not used correctly, the step becomes a
bottleneck in the learning process and leads to loss of learning potential. In the
next sections the di�erent stages are brie�y explained. (Drupsteen et al., 2013)

Stage 1: Investigating and analysing incidents. Stage 1 consists of �ve steps:
incident reporting, incident registration, determining the depth and scope of re-
search, fact �nding and incident analysis. This is the main input for the learning
process to transform into lessons learned. The process requires understandings
of the underlying causes and causal chains that lead to the reported incident.
That understanding is the output from this stage.

Lassie service is heavily concentrated on bettering the stage 1 in the process. It
is used for incident reporting and registration and truly aims to reduce the bar-
rier to report, thus removing the bottleneck of getting the incidents reported.
The service is also planned to assess the criticality of incidents more or less
autonomously, which could help the handler to determine the scope and depth
needed research. Lassie can also be used as a tool that aids the fact �nding
and incident analysis steps, as the web server gathers all the information re-
garding the incident and allows the handler to add comments, and collaborate
with the reporter through the service. The service could be better aiding the
fact �nding an incident analysis steps by incorporating more document man-
agement features, such as adding attachments to the report. This way Lassie



CHAPTER 3. ORGANIZATIONAL AND BEHAVIORAL PERSPECTIVE 33

could be one single place that gathers all relevant information needed to react
to the incidents.

Stage 2: Planning interventions. The nature and quality of recommendations
and possibly new policies for the prevention of future incidents is based on the
understanding gained from the previous stage. In this stage the output from
previous stage is prioritized and from it recommendations and action plans
are formulated. The steps in this stage thus are determining the priority and
urgency of actions, formulating recommendations and formulating the action
plan.

Stage 2 is covered by Lassie through the planned autonomous priority and
criticality assessment. It could also be developed in a direction that it would
serve as a tool to help collaboration of formulating the recommendations and
action plans. This could be done by adding document creation features, or just
by having a clear instructions and feature sets being able to hold documents
created elsewhere.

Stage 3: Intervening. Stage 3 has the purpose of realizing the action plan
through implementation of interventions. The steps in this stage are commu-
nicating the action plan and �nding resources to perform the action plan. The
people that are responsible for the actions to be implemented, as well as people
that will be contributing, should be informed and given the ownership of the ac-
tions. Resources that are needed, be it time, money or human or technological
capabilities, should be allocated for the actions to implementable. The outcome
from this stage should be the concrete actions to implement the action plan.

Lassie could be e�ectively used to inform relevant people about the action
plan. Its advanced communication features could make it intuitive to send
noti�cations, documents and required action lists to people who needs them.
Lassie could help �nd resources to perform actions too, if it were to implement
a comprehensive and editable wiki to hold information needed for the search,
for example.

Stage 4: Evaluating. Drupsteen et al. (2013) recognizes the distinction between
single-loop and double-loop learning (see section 3.4.2). They propose that the
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evaluating stage involves both levels of learning: are the actions performed or
not, with the planned outcome (single-loop), and were the underlying assump-
tions correct and the planned outcome actually desirable (double-loop). They
continue to argue that if an action was not fully realized or otherwise e�ective,
the reasons should be identi�ed. This identi�cation on its own constitutes to
the improvement of the learning from incidents process: learning to learn (or
meta-learning (Visser, 2007)). Whenever relevant, the outcomes from this stage
should lead to improvements in the previous three stages.

Lassie’s feature of generating a comprehensive action history of all actions (re-
garding an incident report) could serve as a tool helping the monitoring of the
e�ectiveness of the actions made. Incidents could be analysed retrospectively
to evaluate if learning happened, and on what level. This analysis could then be
incorporated in the future process of Lassie and how the incidents are handled,
contributing to double-loop learning. The service might bene�t also from in-
corporating a Best Practise -section, so that when similar incidents shall occur
in the future, there would be a information bank to fetch instructions how to
handle it most e�ectively.

One ultimate goal for Lassie is to learn from incidents. The process proposed
here is informative when analysing what Lassie is and what it is planned to be,
so that the learning can be made most e�ective. Lassie could bene�t from
an intuitive and structured process management options, so that a reported
incident could go trough a prede�ned process (like the one proposed seen
in Figure 3.5). This could help make Lassie a primary incident handling tool
that could ful�l legal procedures and industry standards. Legal or standards
perspectives are out of scope of this paper, but should be included in the
future development of Lassie.

3.4.2 Conceptual Framework

To better understand the theoretical patterns of learning from incidents, De-
verell (2009) suggests the use of conceptual framework based on concept cat-
egories. It builds on previous research and arranges it to answer four questions
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that categorizes the lessons accordingly:

1. What lessons are learned (single- or double-loop)?

2. What is the focus of the lessons (prevention or response)?

3. When are lessons learned (intra- or inter-crisis)?

4. Is learning blocked from implementation or carried out (distilled or im-
plemented)?

The framework is a useful tool when assessing the e�ectiveness of the learning
process. It could be used to better analyse the outcomes of incident reporting:
what actually was, and what should, be learnt?

For Lassie service this analysis is important to make sure that the learning
outcomes are actually bene�cial, and enables the development of the learning
process itself. This is easier when a framework is present to structure the
evaluation. The di�erent concept categories proposed by Deverell are described
in more detail in the following sections.

1. What is Learned?
Single- or Double-Loop Learning

The work of Argyris (1923-2013) can be seen as the foundation for single-loop
and double-loop learning model, one of the most in�uential organizational learn-
ing categorization (Deverell, 2009). The di�erence between them is illustrated
in �gure 3.6. Governing variables is the set up for the situation: goals, values,
beliefs and conceptional frameworks. They de�ne the reason why something is
done. Action strategies and techniques are the concrete instructions, guidelines,
habits or orders that de�ne the ways of doing things. Lastly, Results and Con-
sequences are the obtained outcome and information gotten from the actions
taken.

When organization encounters errors or incidents and aims to learn from them
by de�ning new methods or action plans, it is called single-loop learning. In
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single-loop learning the organization does not change the underlying assump-
tions or variables that de�nes why something is done, rather the goal is tried to
achieve using di�erent approach. This sort of learning is useful when the exter-
nal environment or the governing variables change slowly. On the other hand,
during rapid changes the need to question the status quo may arise. Such
a case would be double-loop learning: the learning inquiries may a�ect the
restructuring of organizational norms, strategies and assumptions associated
with those norms (Deverell, 2009).

Deverell also points out that even though many researchers conclude that the
double-loop learning is the way to go, single-loop learning is important too
and should not be neglected. He then concludes that the question of what is
learned is addressed by coding lessons either as inquires into organizational
errors: single-loop learning, or inquires into broader issues of organizational
goals, norms and working processes: double-loop learning.

Drupsteen et al. (2013) also arguments that meta-learning, or sometimes called
deutero-learning, is an important part of learning from incidents. Meta-learning
means learning to learn, whereas deutero-learning is used to describe the be-
havioural adaptation. The terms are often times mixed in literature. (Visser,
2007)

2. What is the Focus of the Lessons?
Prevention or Response

Deverell (2009) points out that there are basically two focuses for learning from
incidents: prevention and response. Prevention seeks to �nd the cause of the
incident and making sure that it is not happened again. It means learning how
to avoid being subjected to the same or similar incident in the future. Response
focused learning, on the other hand, concentrates to learn how to react to
similar incidents in the future, minimizing the negative impacts.

The literature review done by Drupsteen and Guldenmund (2014) identi�es sev-
eral interesting papers that analyse preventative (Cedergren and Petersen, 2011;
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Governing variables
Goals, values, beliefs,
conceptual frameworks

Why we do what we do

Action Strategies
and Techniques

What we do

Results and
Consequences

What we obtain

Double-Loop Learning
Re-evaluates and reframes
goals, values, . . .

Single-Loop Learning
Most common learning
style, problem solving

Figure 3.6: Single-loop learning does not regard the underlying assumptions, goals and
values of the actions made and it can be considered to be common-style problem solving.
Double-loop learning re-evaluates and re-frames the governing variables thus enabling
deeper learning. Argyris (1976)

Drupsteen et al., 2013) or responsive (Abrahamsson et al., 2010) incident learn-
ing. Nevertheless, their research is mainly focusing on preventative learning.
Deverell (2009) points out that the traditional view on LFI is understood as pre-
venting new accidents from happening. However, their analysis on the subject
indicates that practice is many times di�erent: even when the focus of learning
is in prevention, if it fails the organization still usually learns lessons on how to
act in such an incident in the future.

In some cases, especially when the causes that lead to the incident are unclear
or exceptionally complex, concentrating on the response of future occurrence
is seen as more tempting and, more importantly, more cost e�cient. This
is due the resources needed to properly investigate such incidents as well as
implementing preventive measures. Deverell (2009) also proposes that in prac-
tice organizations that have signi�cant experience on how to act after accidents
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and crisis learn to cope with them more e�ectively in the future also, and for
them the learning to prevent them in the future can be perceived as di�cult.
He continues to argue that both foci are essential, and often the line between
minimizing risk of repeat and minimizing consequences is thin.

3. When are Lessons Learned?
Intra- or Intercrisis

The lessons can be learned either during the crisis or incident, intra-crisis, or
between incidents, inter-crisis. The distinction between inter- and intra-crisis
learning is thus a question of timing. Deverell notes that the distinction in this
manner is in many cases unclear and the point of learning can not be easily
determined. Still, labelling learning as something that happened during or after
the incident can be seen as useful.

Moynihan (2008) states that research on intra-crisis is not as developed as
research on inter-crisis learning and goes on to focus on the former. He points
out that when learning during the crisis there are two components at play:
puzzling (what went wrong?) and powering (what can be done?). During crisis
the puzzling becomes more di�cult, but at the same time powering is easier.
He also argues that despite attempts to apply lessons from one crisis to another,
multiple, contradictory and mistaken lessons can emerge due to the ambiguity
of cause and e�ect relationship.

In the context of incident management that includes managing near-misses
and minor errors or failure conditions, the concept of intra-crisis may not be
relevant in the case of minor incident. This is due to the proposal that intra-
crisis learning is activated "in the midst of stress and uncertainty, time pressure
demands for rapid action" (Deverell, 2009).

That is not the case with minor incidents as they don’t usually have time pres-
sure or demand rapid actions.
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4. Is Learning Blocked from Implementation or Carried Out?
Distilled or Implemented

The last concept category in the conceptual framework from Deverell is whether
the learnt lesson is implemented or not. He distinguishes the lessons to be
distilled if they are merely noticed by the organization but not subsequently
acted upon, and implemented if the lesson is noticed by the organization and
afterwards acted upon and corrected.

Deverell relates the distinguishing of observing lessons and implementing them
to the distinguishing between cognition and behaviour. He points out that most
de�nitions of organizational learning emphasises both cognition ("change in
states of knowledge") and behaviour ("change in organizational outcome"). Be-
haviour is not necessarily an accurate re�ection of cognition, and vice versa, he
reminds. And neither the lessons learned and actions implemented are always
right, or improve the overall safety or performance of the organization.

3.4.3 Learning Framework

There are many factors contributing to the e�ectiveness of learning from inci-
dents. A framework has been proposed by Lukic et al. (2012). They recognizing
�ve factors important for LFI: participants of learning, type of incidents, learning
process, type of knowledge and learning context (see Figure 3.7).

Learnig ramework can be seen as a bene�cial framework for Lassie service and
especially for the implementation of it to organizations with less experience on
handling incidents. It helps the organizations using Lassie to analyse how to
best utilize it for maximum learning.

The framework of Lukic et al. (2012) states that to increase the e�ectiveness
of organizational learning from incidents, there must be understanding on who
should be included in the process of identifying LFI solutions, and to what
extend they should be participating to the actual learning process. Thus, the
Participants of learning is one element in their framework.
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Figure 3.7: Lukic et al. proposed a framework for learning from incidents (LFI) with �ve
factors important for learning Lukic et al. (2012).

They also argue that often times the learning from incidents is oversimpli�ed,
and the complexity of the actual incident is not understood properly. Simple
incidents may be dealt with ’best practices’ and analysed through simpli�ed
cause-and-e�ect processes. But if such a process is used to investigate a
complex mishap, something that’s causal relationships are not easily identi�ed,
learning will not be as e�ective as it could be. In addition to simple and complex
incident contexts they de�ne a chaotic context, one that the incidents cannot
be predicted. Therefore, they identi�ed the component incident type to be of
importance.
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Third aspect of their framework is type of knowledge. Lukic et al. (2012) argues
that it is important to take into account the knowledge and its type required to
address a problem. They go on and identify four forms of knowledge that are
central for learning: conceptual, procedural, dispositional, and locative. Con-
ceptual knowledge relates to facts, concepts, information and propositions, and
answers the questions of why and what. Procedural knowledge answers ques-
tions of how, and comprises techniques and skills enabling acting upon the
conceptual knowledge. Dispositional knowledge consists of attitudes, values,
emotions, interests and personal motivations, and is essential in putting the
conceptual and procedural knowledge in practice. Locative knowledge, knowing
where to get and who to ask for relevant information.

The learning process component of their model recognizes the importance of
understanding how learning happens in organizations, and what are the key
elements in it.

After conducting a case study and numerous interviews, Lukic et al. (2012)
added the �fth element to their proposed framework: learning context. It
recognizes that the learning can happen formally through organizations goals,
management meetings or formal reports, but also informally through ordinary
working tasks where learning is not an explicit objective.

3.4.4 Impediments for Learning

As mentioned in section 3.4.1 (see Figure 3.5) the di�erent bottlenecks of LFI can
be analysed through analysing the process and its sub-elements. In this paper
the focus will be in �nding the impediments for people to report incidents (see
sections 3.6.1 and 3.6.2), yet other impediments are important to acknowledge.

Birkland (2009) introduces the term ’fantasy documents’. Fantasy documents
refer to the studied fact that sometimes the reported incidents are investi-
gated and documented only to prove that some authoritative actor has "done
something" about the mishap. This kind of incident management will rarely
lead to organizational learning. To prevent this from happening a committed



CHAPTER 3. ORGANIZATIONAL AND BEHAVIORAL PERSPECTIVE 42

management and safety personnel is required. Manuele (2014) point out that
the incident investigation is often times faulty as it, in practice, �nds out only
the most imminent cause to the incident: employees unsafe act. This then
omits the possibility that the unsafe act is in fact a cause of some other, such
as organization-, management-, or process-related factor. Moynihan (2008) has
analysed characteristic impediments during crisis (see section 3.4.2).

Impediments for learning could be overcome by continuous and committed
analysis of the learning process. The usage of di�erent frameworks as proposed
in this chapter can help this work. A deeper analysis on the literature as of what
impediments there have found to be should be done, but is not in the scope
of this paper.

3.5 Human and organizational biases

Reiman and Rollenhagen (2011) has studied the human and organizational bi-
ases that a�ect the management of safety. They propose the usage of four
themes in analysing the beliefs and the phenomena behind them: beliefs about
human behaviour, beliefs about organizations, information and uncertainty, and
safety models. Reiman and Rollenhagen argue that in order to do their work,
safety professionals and people in departments responsible for organizations
safety functions need to �nd the answers to safety related questions that are
prone to biases. Some of these kinds of questions can be seen in Figure 3.8.
They continue to argue that many of the questions are such that the profes-
sionals do not explicitly answer them, but rather have an implicit answer that
guides their safety work. False beliefs can then lead to bad decisions, faulty pro-
cess implementations, or non-bene�cial guidelines regarding safety operations,
weakening the overall safety of the organization.

In the next sections the four thematic areas are brie�y explained and biases
introduced. The areas, biases and their interactions inside the organization can
be seen illustrated in Figure 3.10.
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Figure 3.8: Illustration of the safety management biases di�erentiating four interrelated
thematic areas and the questions that safety professionals need to �nd an answer to in
order to do their work. (Reiman and Rollenhagen, 2011)

3.5.1 Beliefs about the Nature of Human Behaviour

Reiman and Rollenhagen argues that despite the growing awareness of the ’hu-
man factors’, views about how humans a�ect the safety often remains nega-
tive, both among researchers and practitioners. They continue to argue that
the view on the ’human factor’ among practitioners is most often based on the
idea that a single human being is responsible for incidents, when a more social
and systematic framework should be understood. The biases explained in this
section address the reasons why this belief is shaped.

Human Error Biases

Human error biases include the behaviour of humans that research has found
valid: people usually make rational decisions given their limited understanding,
local variables and available information. This is also called the local rational-
ity principle (Woods and Cook, 1999). This means that the context where the
person acts and makes decisions has got huge impact on the outcomes of his
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actions. But, instead of understanding this, many accident investigations tend
to stop after �nding the �st human or group that could have a�ected to the
outcome by acting di�erently. This kind of thinking can lead to punishing the
people, giving more training or implementing automation, which neglects the
actual causes of the accident ant the context it occurred.

Biases of Reasoning

Biases of reasoning comes out of the fact that the human reasoning is very
di�erent from that of computers and programs by not being systematic but
rather pattern matching.

The con�rmation bias, for example, states that humans tend to look for, and
�nd, information that con�rms their ready set beliefs and ignore information
negating them. Nickerson (1998) argues that ultimately we cannot overcome
this bias but we can learn to diminish its impact. And by understanding it the
negating information can be given more thought than it would intuitively get.

The availability bias refers to the �ndings that the easiness of remembering
something a�ects the estimation of its frequency in general. Tversky and Kah-
neman (1973) states that one of the most obvious demonstrations of the avail-
ability bias in real life is in fact that of incidents and accidents. Anchoring, on
the other hand, a�ects humans so that we tend to use reference points that
some times can be arbitrary.

People also tend to perceive others as having stable traits, so that their mistakes
are seen rather bad instead of contextual reasoning. This can result in a belief
that the ’human error’ that happened was caused, for example, by the poor
attitude towards safety by the person that was identi�ed as responsible for the
mishap.

In the light of these biases there has been proposals for the so called ’no-
blame’ culture (Abrahamsson et al., 2010; Drupsteen and Guldenmund, 2014).
It would ideally suggest that nobody should be blamed by their mistakes and
thus encourages them to report the incidents onwards. Nevertheless, that
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would con�ict with other goals, such as people should be accountable for their
own actions, and thus the question under what circumstances a person should
be held accountable for, is not a trivial one. (Reiman and Rollenhagen, 2011)

Attribution Biases

Attribution biases concern the biases of people to attribute falsely the causes
and causality of events that has happened.

Humans have the tendency to blame other people’s mistakes on the basis of
their character. Thus, when explaining other peoples mishaps, people tend
to over-emphasizing the internal and personality-based attributes and under-
emphasising the external and situational attributes. Then, on the contrary,
when attributing one’s own mistakes it is the vice versa. The same applies to
the perceived amount of chance a�ecting the outcome of accidents: it a�ects
one’s own mistakes but not so much on the others. This phenomenon has
been observed to apply to groups also, so that ones own group’s mistakes are
more likely to be seen as caused by chance and other external explanations.
(Fiske and Taylor, 2008, as cited in Reiman and Rollenhagen 2011)

Johannesen et al. (1994) (as cited in Reiman and Rollenhagen 2011) argues that
deviations from rules, non-compliance with written procedures, and local adap-
tations are often the norm rather than an exception in all kinds of organizations.
They have argued that "local adjustments to and re-arrangements of, rules and,
at times, even rule violations, are not only constant but necessary for organi-
zations to e�ectively pursue their goals". Only when things go wrong are these
adjustments seen as negative.

People also tend to make quick conclusions on successive events and are prone
to believe that one thing lead to another, rather than them being separate
occurrences of mostly unrelated events. Especially in case of bigger accidents,
chance is reluctantly seen as the cause, and a person to blame is easier to
�nd and ’�x’. Hindsight Bias refers then to the �nding that it is very di�cult for
people to ignore that the knowledge of the outcome a�ects the reasoning of
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Figure 3.9: Hindsight bias in accident investigation as illustrated by Le Coze (2008).

what should or could have been done when the mishap was not yet happened
(see Figure 3.9 for illustration by Le Coze (2008)). (Reiman and Rollenhagen,
2011)

3.5.2 Beliefs about the Nature of Organizations

The perspective of what is the nature of an organization has an e�ect on
how incidents are perceived and corrective actions decided or implemented.
According to Reiman and Rollenhagen (2011) the perspective can vary from the
emphasizing of social and interpretive aspects to more rational, structured and
o�cial views. They argue that many theories in safety domain are actually
based on a more static and rational model and thus are a�ected by biases
explained in this section.

Causal Primacy of Structure can be seen as a bias where the safety operations of
an organization have got a view of the organization that is mechanic and rational.
This can lead to a gap in the understanding of what the organization is, and what
it actually is. Misunderstanding Learning and Change highlights the fact that in
reality the organization learns and adapts even without formal procedures and
rules, as people optimise their work, make it more interesting, �nd shortcuts,
or lose interest in commonplace and recurrent phenomena. One often made
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assumption is also that people learn only from mistakes, but in reality also ’non-
events’ and successes are learning points, and the whole concept of treating an
event as successful or failure is a social and political question and can change
in time. Neglect of Emergent Phenomena can be explained by viewing the safety
culture concept (see section 3.2). It is a phenomenon that is hard, or even
impossible, to cut to pieces for closer examination and to �nd causal factors
of what has formed it. (Reiman and Rollenhagen, 2011)

3.5.3 Beliefs about the Nature of Information and Uncer-
tainty

Zio (2009) has argued that "in spite of how much dedicated e�ort is put into im-
proving the understanding of systems, components and processes through the
collection of representative data, the appropriate characterization, representa-
tion, propagation and interpretation of uncertainty will remain a fundamental
element of the reliability analysis of any complex system". Thus uncertainty
is an important concept to understand in the case of complex socio-technical
systems. Reiman and Rollenhagen (2011) then divides uncertainty into two cate-
gories. Epistemic uncertainty comes from the lack of knowledge or information
on the object of study. Aleatory or stochastic uncertainty refers to the random
nature and inherent variability of the system. He points out that the latter type
of uncertainty cannot be reduced by gathering more data.

Over-quanti�cation

Reiman and Rollenhagen (2011) argues that the ability to quantify something is
often perceived as a characteristic of control. They suggest that the hidden as-
sumptions and the uncertainties of the measured data to be made explicit as
relying on the overall measures and scores without understanding their uncer-
tainty can be even counter-bene�cial by e.g. creating false sense of comfort.

Reiman and Rollenhagen also argues that easily quanti�able performance indi-
cators may shift attention away from more subtle but important issues, such
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as issues of power in organization, ’gut feelings’, or intuition. Also, if there is a
lack of su�cient understanding as of what a�ects the performance indicators
and what is the causal chain for them, there is little the organization can learn,
or even identify why the performance indicator has changed. He also reminds
about the ’ice berg model’ of the relationship between minor and major inci-
dents and how frequency of minor incidents can be falsely used in e�ort to
predict upcoming major incidents.

Misunderstanding Uncertainty

Aven (2011) (as cited in Reiman and Rollenhagen 2011) argues that the concept
of risk should not be only understood as of an assignment of probabilities. It
should instead take into account the uncertainties that the probabilities are
based on. Reiman and Rollenhagen then points out that it is critical to di�eren-
tiate uncertainty from probability, as uncertainty is connected to the underlying
phenomenon, whereas probability is a tool to express that uncertainty. Aven
also reminds that it is not possible to perform a risk analysis without making
assumptions, and the extend to which these assumptions are made explicit is
critical for the success of risk management.

Grote (2004) proposes two di�erent ways of handling uncertainties in organi-
zations. Minimizing Uncertainties is usually implemented in a form of providing
detailed instructions and regulations as of how to do things. Coping with Uncer-
tainties, on the other hand, concentrates on giving people �exibility and options
and focuses on coping successfully in changing environments. Reiman and Rol-
lenhagen sees these two di�erent strategies being in�uenced by the underlying
assumption of the ’human factor’, or ’human error’: if humans are perceived to
be mainly a risk factor, then they should be regulated, and if they are seen as
�exible and problem solving entities they are given more autonomy to choose
how to do their work.
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Confusing Measuring with Explaining

Reiman and Rollenhagen (2011) points out that a biased world view can state that
the di�erent causes that lead to a mishap could be isolated and analysed with
little or no notation of the context by large. This kind of world view also could
assume that the bigger the cause was the bigger the in�uence it has (bigger
accidents has got bigger causes e.g. major negliance of safety regulations).
They also remind that in socio-technical context the investigation seeking for
explanations for certain incident, an understanding of the subjective motives
and meanings should also be seek.

Reiman and Rollenhagen also argues that in many cases there is a lot of data
gathering but not enough resources is put to actually mine information and
corrective solutions to the problem. Another bias, they argue, is the emphasis
of requiring all the data before actions or recommendations can be made, even
if the phenomenon at hand is such that not all information is ever attainable.

3.5.4 Biases in Underlying Safety Models

The safety model, as of what constitutes safety, is something that a�ects the
safety management on many levels. On this section di�erent biases a�ecting
the safety model are dealt with as proposed by Reiman and Rollenhagen (2011).

The Linear Causality bias means that the complex inter-relationships between
di�erent actors (e.g. technology, procedures, interactions, people) in a socio-
technical systems are seen as linear and simple. This can lead to, for example,
redundancy thinking and creating arbitrary barriers to stop ’progression of fail-
ures’, as if it was a linearly evolving phenomenon.

Underspeci�cation refers to bias in how the safety model is formed. According
to Reiman and Rollenhagen (2011), the safety as a concept is often times in
practice sub-classed into highly context-aware sections, such as ’Patient Safety’,
’Radiology Safety’, or ’Occupational Safety’. This kind of classi�cation can lead
to con�icting procedures inside an organization as actions to better one of
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these areas may harm the other. So, Reiman and Rollenhagen suggest that a
balance should be found between general safety model as well as contextually
de�ned safety. They point out that �nding that balance is by no means an easy
task.

Safety as Absence refers to the reduced thinking of safety as purely the absence
of incidents. In this kind of thinking people are seen as threat to safety by being
able to perform unexpected actions, forget things, miscalculate, or act before
thinking, for example. Yet Reiman and Rollenhagen (2011) argues that more often
human is the one that is actually a source of successful incident preventative
actions. It can, for example, �x defects as they �nd them, compensate for bad
tools or bad work design, or stop a dangerous chain of events based on intuition.
So they propose that safety should be perceived more as an emergent property
of the socio-technical system. Then the focus of safety functions can also be
addressed to increase positive safety actions rather than just eliminating the
error prone sections of the system.

In addition to the safety model analysis of Reiman and Rollenhagen, Lundberg
et al. (2009) argues that the accident model of an organization is important
to acknowledge too. He argues that the accident investigation cannot truly be
objective, and some sort of framework or certain approach is used to �gure
out what caused the incident. They continue to argue that the incident in-
vestigation can actually become ’What-You-Find-Is-What-You-Fix’ scenario so
that presumptions about the accident model a�ect what is �xed as a result of
investigation.

Reiman and Rollenhagen (2011) acknowledge being biased by the authors own
experience, and tries not to be comprehensive or exhaustive as the research
area is vast. Nevertheless, the study can be seen as valuable for every actor
in safety organizations as it can better the safety management practices. Ex-
amples of the consequences of the biases can be seen in Figure 3.11. These
examples give a good understanding of the importance and implications of
acknowledging the biases and their possible negative outcomes.

Biases are important to be acknowledged when developing the Lassie service to
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Figure 3.10: The summary of the four thematic areas proposed by Reiman and Rollenhagen
(2011), and the associated biases and interactions between them.

dodge intuitive yet false assumption about what increases safety, for example.
They are also important to be acknowledge by the end-user organization, as the
implementation and usage is heavily a�ected by the culture of the organization,
and existing biases could easily be transformed to the new system.
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Figure 3.11: Examples of the safety biases in the four thematic areas concerning di�erent
areas of safety management, as proposed by Reiman and Rollenhagen (2011).
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3.6 Barriers for Reporting

As seen in section 3.4.1 (see Figure 3.5), incident reporting is the starting point
of LFI (learning from incidents). Therefore, it is important for the whole FLI
process to get as much relevant incidents reported for learning to be possible
and e�ective. Yet there are many reasons for why people do not report. The
subject of incident reporting is widely researched (van der Schaaf and Kanse,
2004), and in this section the literature is reviewed from a ’barriers to report’
perspective.

In this section the barriers for reporting are identi�ed and analysed in two lev-
els. Firstly, in section 3.6.1, the barriers are reviewed in organizational level:
barriers that emerge from the nature of the organization, seeking to answer
the question what organizational factors inhibits incident reporting. Secondly, in
section 3.6.2, the barriers are looked at an individual and behavioural perspec-
tive: what aspects prevents the individual from reporting. This section tries to
answer questions as of why the individual did not report. Other aspects of
organizational barriers, such as change reluctance, technological barriers, or
structures of organizations, are not in the scope of this paper. Main focus will
be in the individual barriers.

Ministry of Social A�airs and Health (2008, p. 51) introduced HaiPro sytem, a
minor incident reporting system for Finnish Health Care domain. The problem
in the end was found to be that doctors did not generate the reports. The new
reporting system has been developed with signi�cant budget, time and money
wise, and the results will always be poor if incidents go unreported. Same
phenomenon emerged from Finnish Police Forces implementing a new incident
management system to report near-misses (Toivanen, 2014). The system was
perceived as a success, but the author concluded that reports were not made
in the scope they were expected. Thus this case could also bene�t from fur-
ther analysis on the barriers of reporting for the new system to fully be taken
advantage of.
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3.6.1 Organizational Barriers

Kessels-Habraken et al. (2010) studies near-miss reporting in medical domain.
They propose that one cause for what promote under-reporting could be the
lack of clear and consistent de�nition of near-misses. The same could be
applied to general incident management too: if people do not know what type
of incident something they witness is, and just some certain type of incidents
are encouraged to be reported, many relevant learning-points could go non-
reported.

In their research on Finnish occupational accidents, Aaltonen et al. (2007) found
out that even though the costs of accidents are often monitored using a wide
range of methods and systems, only rarely the investments to safety are tracked.
This can then lead to false conclusions as of what is the return on investment
in investing to safety, and therefore make the management less prone to invest
in it.

van der Schaaf and Kanse (2004) studies the biases in incident reporting in
chemical process industry. He points out the �ndings of Reason (1997) of what
he calls "Engineering a Reporting Culture". It consists of �ve key ideas to be
taken into account for e�ective reporting: indemnity against disciplinary pro-
ceedings; con�dentiality or de-identi�cation; separating the agency who col-
lects and analyses the reports from the regulatory authority; rapid, useful, ac-
cessible and intelligible feedback to the reporting community; and the ease of
making the report. These aspects should be taken into account when designing
the usage of Lassie service too.

Bridges (2012) points out that the organization might be discouraging reporting
due the fear of legal liability. He also points out that organizations might have
other disincentives for reporting near misses, reporting near misses hurts the
department’s safety performance, for example.

Lack of management’s involvement can be seen as one of the biggest barriers
to reporting, as it emerges out of almost all studies on the subject (Bridges,
2012; Sanne, 2008; van der Schaaf and Kanse, 2004). Nielsen et al. (2006)
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emphasizes the importance of management involvement and also concludes
that the willingness of the employees to report is crucial when implementing
and using incident reporting and analysis systems.

Sanne also emphasizes that the di�erence in the views of what constitutes a
reportable incident and how it is categorized di�ers between di�erent actors
such as the employees, management, safety professionals and legal documents.
This can cause confusion in the reporting scheme and prevent people from
reporting as it is seen too confusing.

3.6.2 Individual and Behavioral Barriers

van der Schaaf and Kanse (2004) point out that lots have been done to �nd the
organizational factors for non-reporting, but not so much for the individuals
decision: why did I choose not to report? In the light of this information, Sanne
(2008) states that in practice the organization should not focus on criticising the
non-reporting of employees, but rather seek to �nd the reasons that incidents
are not reported. Knuutila et al. (2007) also identi�ed the need for fast and
easy to use reporting system so that the busy nursing sector would actually
start using it.

A comprehensive literature review has been done by van der Schaaf and Kanse
(2004) on the barriers for reporting on incidents. They categorized the barriers
into four categories: fear of disciplinary action or of other people’s reactions,
risk acceptance, it is useless, and practical reasons (See Appendix B for a list
of barriers that are sorted to these categories). Sanne (2008) used the same
categorization. van der Schaaf and Kanse also reviewed the reasons people
give when they do not report recoveries from self-made errors: they are afraid
or ashamed, no learning would happen, not applicable, recovery happened, or
no remaining consequences.
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Fear of disciplinary actions or of other people’s reactions

Fear of disciplinary action is recognized by several authors (Sanne, 2008; Bridges,
2012), and Bridges goes to the extend ranking it "easily highest on the list". They,
as well as several other authors (Lukic et al., 2012; Ek et al., 2007) suggest the
implementation of blame-free policy regarding incident and near-miss report-
ing. Bridges together with Sanne emphasizes that to make an incident-reporting
scheme work, the ownership must be given to the employees. They also sug-
gest that the root causes should be found and �xes recommended for those
only, not blaming the individuals.

Lassie could take this into account by enabling the handlers to be employees,
not just management personnel. The initial handling of certain type of incidents
could be done by peers rather than managers. Or at least a di�erent actor
that the one with disciplinary power. The blame-free atmosphere is something
Lassie can only facilitate, and needs to emerge from the organizations own goals
and actions.

Risk acceptance

The risk acceptance varies highly according to the context. In construction, for
example, a macho culture can be seen present and it a�ects on low levels of
incident reports. (van der Schaaf and Kanse, 2004; Sanne, 2008)

Clarke (1998) did research on train drivers and their reporting behaviours, and
found out that the most signi�cant barriers for reporting were perceptions
that "it was part of the day’s work" and "nothing would get done". Especially
signi�cant barrier was the combination of those two perceptions.

The case pointed out that a service like Lassie could help on the "it was part of
the day’s work" -perception if it were actively encouraged by management and
co-workers to be used to report all kind of small incidents. As it would not take
much time or e�ort to report with Lassie, it could be doable in practice too.
And as Kessels-Habraken et al. (2010) points out that under-reporting could be
caused by the lack of knowledge as of what should be reported, the organization
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should make it clear as of what kind of incidents are supposed to be reported.
Through Lassie’s bulletins this information could be shared and taught to the
organization gradually and as new reportable incident-types emerge. Also the
con�gurable incident types are a clear indicator as of what type of incidents
the organization wishes the employees to report, as Clarke also pointed out
that the reasons for not to report varied according to the type of the incident
at hand, and incidents prioritised by the company were reported more easily.

The case also suggests that solutions such as Lassie could support risk man-
agement by facilitating e�ective risk management processes or tools, and by
being integrated to the established risk management procedures of the orga-
nization. Lassie do not currently have risk management features, but may be
developed towards them if seem necessary and bene�cial for the whole service
o�ering. The integration of risk and incident management should be studied in
more depth, but is not in the scope of this paper.

The risk acceptance is acknowledged also by other authors (Powel et al. 1971
and Glendon 1991, as cited by van der Schaaf and Kanse, 2004), and may require
closer inspection to the safety culture of the organization to be overcome (see
section 3.2).

Lack of Commitment

What then comes to Clarke second barrier: "nothing would get done" -perception,
Bridges (2012) calls it lack of management commitment and lack of follow-
through. He suggests that management demonstrate commitment: training
incident investigators, training the sta� to recognize what should be reported,
require quality assurance on the implemented actions and demand trends and
indicators on safety related variables. He continues to suggest that the end
results of investigations and lessons learned should be communicated to all af-
fected employees, and this information should then be forwarded to other sites
where it could be used to learn before the �rst report. This means investing
in safety and security. Additional actions to tackle this barrier would be to ac-
tively communicate that the reports are appreciated, and even require certain
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amount of reports per year. He also suggests that the number of reports are
monitored and used as a performance indicator, because usually one gets what
he measures.

Lassie service aims to tackle the management commitment by empowering an
e�cient and easy to use communication channel straight from the handler of
the incident to the mobile phone of the informant. This enables communicating
the lessons learned and actions taken directly to the informant, and through
bulletins also to other relevant user-groups. Through Lassie the informant gets
at least a noti�cation when his or her report is registered and read, but the
handlers should be trained to give detailed feedback about the process of han-
dling the incident report. Investing in Lassie service would be a signal in itself
for the employees to notice the commitment to safety by management.

The management’s commitment or follow through is acknowledged to be a
major factor in peoples willingness to report incidents by other authors than
Clarke and Bridges (Clarke, 1998; van der Schaaf and Kanse, 2004; Nielsen et al.,
2006; Sanne, 2008). Bridges (2012). It is a factor that should not be omitted.

When talking about reporting near-misses and minor incidents, one common
individual barrier has proven to be the thinking there is "No Way to investigate
the thousands of near misses per month or year!" (Bridges, 2012). Sanne (2008)
also points out one major barrier for getting reports the feeling of them being
useless. A Best Practice Process Flow for Investigating and Finding Root Causes of
Near-Misses and Losses/Accidents has been proposed (see Figure 3.12). To solve
this, the reports should be made as dense and containing only the relevant
information to lower the clutter in the process.

The �ow illustrated in �gure 3.12 is implementable by Lassie. The future feature
set of clustering the incidents and showing statistics and trends of certain types
of incidents reported, can help in �guring out what incidents are more frequent
and thus needs investigation. The pure nature of Lassie is also in getting the
low barrier incidents to be reported, so it should be easier to communicate
to the employees and convince them that the minor incidents are of use and
can be handled meaningfully. Data science tools could play a major role in the
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Figure 3.12: To tackle the vast amount of minor incident and near-miss data, Bridges
(2012) proposes a best practice process �ow for investigating and �nding root causes.
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handling of this incident information data.

Practical reasons

A commonly stated barrier in the literature is the confusion around what should
be reported. Kessels-Habraken et al. (2010) studies near-miss reporting in medi-
cal domain and propose that one cause for what promote under-reporting could
be the lack of clear and consistent de�nition of near-misses. Bridges suggest
that in-context examples were made available for employees to see what kind
of incidents should be reported.

Lassie has a feature planned so that the mobile client would show relevant
incident reports made by peers nearby. This could show (new) employees what
kind of incidents should be reported, especially if the handlers then trim this
list to show only desirable reports. Lassie has also a prede�ned list of incident
types available for the informant to look at, and they can clearly communicate
what type of incidents are expected to be reported. This does not diminish the
need to e�ectively communicate to the employees the importance of reporting.
That could be achieved by using Lassie’s bulletins.

As also common sense would suggest, authors have found out that an appar-
ently high e�ort needed to report incidents prohibit it. If high e�ort is also
needed to investigate the incidents, and then the return on this investment
(lessons learned and improved safety and security) is perceived to be low, the
incidents are easily left unreported (van der Schaaf and Kanse, 2004; Sanne,
2008; Bridges, 2012). Bridges suggest the sharing of bene�ts of the solved
incidents, as well as expected subjective or tangible bene�ts of increased re-
porting. He also suggests the tracking of the bene�ts and trending them versus
the reporting rate. User friendly tools should also be implemented.

The high e�ort -barrier is in the centre of Lassie’s proposal. It aims to be
extremely easy and intuitive to use client for the reporters lowering the e�ort
needed to report even the slightest incidents. The web-UI supports the incident
investigation through easy-to-use labelling, commenting and process phasing,
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as the investigation itself does not necessary require special tools (Bridges, 2012)
but rather just supporting elements. In addition to these, the communication
channel straight to the reporter and speci�c user-groups helps the handler to
prompt for more information or report the corrective actions, for example.

Bridges (2012) also points out that if employees have a large number of di�erent
systems aimed at handling certain types of reports, the reports may go non-
reported due to the confusion as of what system to use. Or, the system that
should be used is too complex and unintuitive to use. Lassie tries to overcome
this by being one entry-point for possibly all minor incidents, and serving also
as an information and communication platform between the safety specialists:
through Lassie’s chat the reporter can ask for more information as of what
system to use, or if something should be reported.

3.6.3 Additional barriers

Some additional reasons for people not to report events they witnessed were
identi�ed by van der Schaaf and Kanse:

• the event was perceived as recoverable (also emphasized by Sanne (2008)),

• the reporting was not seen as something that could be learnt from,

• the event did not have enduring consequences, and

• the event witnessed was not seen as relevant to the organization or its
processes.

These are subjective conclusions the employees have regarding the incidents
that could be reported. These could be reported through excessive instructing
as of what shall and what needs not to be reported.

Overview on the barriers

See Table 3.4 for list of identi�ed barriers from individuals point of view. The
table shows barriers from several authors, and points out that the management
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Author Clarke
(1998)

Van
der

Schaafet
al.(2004)

Sanne
(2008)

Bridges
(2012)

Lassie
by

Com
bitech

Domain Train
D
rivers

Various

Railw
ay

Chem
icalInd.

Various

Fear of disciplinary actions 3 4 3 3 3

Fear of teasing by peers/embarrassment: afraid/ashamed 4 3 3 3

Lack of understanding of what should be reported 3 3 3 4

Lack of management commitment/follow through 4 3 3 3 4

High e�ort needed to report/unnecessary paperwork 3 3 3 4

Beliefs that nobody can handle this many reports 3 3 4

Believing that the handler is not quali�ed to handle the report 3 3

Disincentives for reporting (department performance is a�ected) 3 3

Lack of incentives 3 3

Not knowing what system to use for reporting 3 3 4

Company discourages reporting, directly or indirectly 3 3 4

Not sure about con�dentiality or de-identi�cation 4 3

Tell about the incident verbally instead of report formally 4 3

Incident is considered as part of the job/nothing new 4 3 3 3

Reporting would get someone else into trouble 3 3 3

Distrust to employer because of industrial disputes 3 3

Lack of proper knowledge about the incident to complete the report 3 3 4

Frustrated to �ll duplicate information recorded elsewhere 3 3

Event was perceived as recoverable 3 3

Not seen as involving any learning 3 3 3

Not seen as having enduring consequences 3 3 3

Not seen relevant 3 3 3

Table 3.4: The di�erent barriers are gathered from various authors for an overview of the
most important and frequent barriers. An analysis is then done on Lassie if this is taken
into account in the service (3: noted, 4: emphasized)
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commitment and feedback to the reporters is important. The found barriers
are then analysed through Lassie Service if they are taken into account in the
service. If the barrier is actively addressed in the Lassie service, a 4 is shown.
If the barrier is merely noted and acknowledged but not handled by the service,
a 3 sign is shown. As seen in the table, several barriers cannot be taken into
account by just implementing Lassie, or other incident management tool. The
organizational culture and managements actions play a critical role in getting
the incidents reported.

3.7 Conclusions

In this section the safety culture as a concept was introduced and its impor-
tance on evaluating and analysing safety in an organization reasoned. To help
using the concept a framework was introduced, consisting of three general
dimensions: Organizational dimensions, Psychological Dimensions and Social
Processes. Lassie service was found out to be a�ected by the safety culture,
as well as being a tool for improving it. Measuring of safety performance was
reviewed through introduction of two kinds of indicators: traditional lagging in-
dicators indicate events that has happened, and leading indicators try to show
the current status of safety in the organization, and aims at predicting future
levels of safety. Di�erent indicators were seen �t to be implemented to Lassie.

A process illustrating the learning from incidents was proposed. It consisted of
four stages: Investigating and analysing incidents, Planning interventions, Inter-
vening, and Evaluating. Lassie was found out to be covering various aspects
of the process mostly related to stage 1, and having plans to cover most of
the whole learning process. To help gain better understanding of the theoreti-
cal patterns of learning from incidents, a conceptual framework for the learning
was proposed. It analyses the learning process through four labels: is the learn-
ing single- or double-loop learning, does it focus on prevention or response, is it
happening intra- or inter-crisis, and is the learning blocked from implementation or
carried out. Then to better analyse what a�ects the learning, a Learning Frame-
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work was proposed. It analysed the learning through �ve aspects: Learning
context, Type of Knowledge, Type of Incident, Learning Process, and Learning
Participants. These frameworks were suggested to be used to analyse and
develop the learning process induced by Lassie service.

As with any socio-technical system, the incident management and especially
learning from incidents, is a�ected by human biases. The biases were reviewed
through four thematic areas: beliefs about human behaviour, beliefs about or-
ganizations, assumptions about information and uncertainty, and safety mod-
els. Biases were found to be important elements to be taken into account
when working with socio-technical systems: they play a critical role in the re-
alized actions taken by the organization, and thus in the realized outcomes of
organizational learning and development. Lassie was found to be a�ected by
safety and security related biases that should be acknowledged by the devel-
opment team, as well as the organization using it.

The reporting of incidents has a large impact on incident management and
learning from incident. The di�erent barriers for people to report incidents
were reviewed through two perspectives: organizational and individual. The in-
dividual barriers were categorized in four categories: fear of disciplinary actions
or other people’s reactions, risk acceptance, useless, practical reasons. Lassie
service was found to be addressing a large amount of these barriers, but many
still needs the organizations and especially its managements commitment to
improve its safety and security.



Chapter 4

Methodology

4.1 Introduction

In this chapter the case selection criteria are presented to justify the Lassie
as a target for this study. The service itself is then introduced to get a better
understanding of the case. Then the company that is developing Lassie is
brie�y presented, as well as the research program that initiated the Lassie
product development. Moreover, the research process and analysis methods
are described.

4.2 Case Selection Criteria

The case selected for this study needed to ful�l certain aspects regarding inci-
dent management. It should seek to manage incidents with organizational and
behavioural aspects taken into account. The presence of barriers to report-
ing should at least be acknowledged by the target company, and willingness to
look at the problem from organizational and behavioural perspectives should
be present. The case should also be such a service or product that it can be
publicly inspected and evaluated. Additionally, it should be in such a phase in
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its development that an analysis is possible and useful, but it needs not to be
a ready made product as the study also aims at �nding out possible aspects
of improving the case at hand.

4.3 Case Description: Lassie by Combitech Oy

This thesis focuses on analysing a new service, called Lassie, that is currently
being developed by Combitech Oy. Lassie, Low Barrier Safety and Security
Incident Management service, intends to help organizations to better their safety
by gathering and managing low barrier incident data in an easy and intuitive way.

4.3.1 Lassie

Lassie is an incident information management service that aims to increase the
safety and security of an organization through e�cient handling of reported
incidents. It currently consists of two end-points: the browser based web-UI
for the handler to handle the reported incidents, and a mobile client for the
employees, informants, who report incidents and deviations.

The development process of Lassie is still ongoing, but a successful pilot with
a large organization has been arranged and possible commercial partners iden-
ti�ed. New features are on the road-map, and the service is planned to be
scalable to organizations of all sizes.

Mobile Client for the Informant

The mobile application is designed to be extremely easy and intuitive to use,
decreasing the amount of time and e�ort to report an incident to as little
as possible. It has prede�ned, yet con�gurable, incident types that will vary
according to the organization using the service. Only the incident type is a
mandatory �eld to be able to send a report. Location of the incident is au-
tomatically obtained through GPS-chip, and time and date are prede�ned to



CHAPTER 4. METHODOLOGY 67

current time, yet can be changed if needed. In addition to these �elds, the
informant can optionally rate the perceived priority of the incident through a
starring element, give free-text description telling in own words and structure
about the incident, and attach pictures. The report is modi�able after it has
been sent, enabling fast sending on the spot and �lling detailed information
later.

The mobile application is free for any employee to use, and is easily obtained
from platform speci�c application store. The ease of use in all aspects has been
the focus of the development of the mobile client. The purpose is to have the
application be so simple and intuitive to use that little or no instructions or
training is needed for e�ective and frequent usage.

Web-UI for the Handler

The web-UI for the handler is a sort of ’control-room’ application. It gives the
authorized users the abilities to handle the incidents through di�erent actions
and commenting options. The interface shows all open incidents and their
information. The handler can then communicate with the informant and prompt
more information, for example. The UI can be accessed by many handlers and
it supports responsibility sharing, so that di�erent handlers can see who is
handling what incidents. The handlers can also communicate with each others
through the system.

The system is planned to contain in the near future also bulletins and chat
features. Bulletins could be sent to speci�c user-groups containing safety or
security related, context dependent information or warning, for example. The
chat functionality would allow one centralized communication channel for all
personnel to communicate with safety and security sta� easily and without
e�ort.
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Reasoning behind Lassie

Combitech has been a participant in a multidisciplinary research program Data
to Intelligence (D2I) in a Security Ecosystem1. Through D2I the company man-
aged to identify a need in the market for a low barrier solution for managing
incidents. They found out that as the security and safety of an organization is
a matter of all the people in it, and is a�ected by everybody’s actions, a so-
lution that involves all employees is needed. Traditional incident management
systems were seen to be unintuitive and laborious to use, and the potential ben-
e�ts (see Figure 4.1) of such systems were seen higher than currently utilized.
As no viable solution was found on the market, the Lassie service development
was initiated.
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Figure 4.1: Reported incidents and near-misses have been studied to decrease the actual
number of accidents. Figure represents the impact of a near-miss program in a steel
company (3T Online, 2014)

1More information on D2I research program can be found on section 4.3.3
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4.3.2 Combitech Oy

The target organization for this thesis is Combitech Oy. It targets to provide
defence and security focused solutions and services to Defence sector as well
as to private and public organizations. Combitech specializes on combining
the expertise on technology, environment and security with domain speci�c
knowledge. It focuses on long term relationships with its key customers. It has
over 60 experts in Finland in four di�erent locations: Espoo, Tampere, Jyväskylä
and Säkylä. (Combitech Oy, 2014)

Figure 4.2: The SAFE platform developed by Saab AB is a "�exible, scalable and robust
Security Management system designed to provide enhanced situation awareness capabili-
ties for Critical Infrastructure Protection and Emergency Response". The platform is used in
a wide array of sectors, such as Airport Security, Power Plant Security, Police, High Security
Prisons, and First responder. (Saab AB company website, 2015)

Combitech Oy is the Finnish part of the Nordic technology consultancy com-
pany Combitech. It has operations in Sweden, Norway and Finland with a total
of over 1400 employees. Combitech Oy was formed in 2014 through internal
organizational rearrangements within Saab AB, when the former Saab Systems
Oy was moved from Security and Defence Solutions business area to Combitech
business area. Combitech has been in the defence and security sector for over
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40 years. (Combitech AB, 2014)

Combitech is an independent subsidiary of Swedish company Saab AB. Saab
is a global defence and security company developing, manufacturing and sell-
ing advanced military and civilian solutions. Its o�erings range from combat
�ghters and tactical weapons to tra�c surveillance systems and security man-
agement systems (see Figure 4.2). Saab’s organization consists of six business
areas: Aeronautics, Dynamics, Electronic Defence Systems (EDS), Security and
Defence Solutions (SDS), Support and Services (S&D) and Combitech. Saab di-
vides its market into six segments: Air, Land, Naval, Civil Security, Commercial
Aeronautics and Other. See �gure 4.3 for detailed sales distribution regarding
business areas (Fig 4.3 a), geographic markets (Fig 4.3 b) and market segments
(Fig 4.3 c). Saab has over 14000 employees world wide and has a turnover of
over 2.5 billion euros. (Saab AB, 2014, 2013)

Aeronautics, 27
Dynamics, 14
EDS, 16

SDS, 23
Combitech, 7
S&S, 13

(a) Business Areas (%).

Sweden, 41
Rest of EU, 17
Rest of Europe, 3
Americas, 13
Asia, 18
Africa, 4
Australia etc., 5

(b) Geographic markets (%).

Air, 45
Land, 27

Naval, 10
Civil Security, 8
Commercial Aeronautics, 7
Other, 3

(c) Marget segments (%).

Figure 4.3: Saab AB’s Sales distributin in 2013 according to business areas (a), geographic
markets (b) and market segments (c). Saab AB (2013)

4.3.3 Data to Intelligence Research Program

Lassie service development was initiated through a multi-organization research
consortium, D2I (Data to Intelligence). The program is coordinated by DIGILE Oy,
a non-pro�t company owned by key participants of the program, who all are
willing to invest in cooperative research on their respected �elds. D2I is one
of several SHOKs (Strategic Centres for Science, Technology and Innovation),
of which mission is to bridge the cap between research and new business op-
portunities. All SHOKs receive public funding from TEKES (the Finnish Funding
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Agency for Technology and Innovation). The participants consist of a wide array
of organizations: public organizations, academic institutions as well as private
companies. (DIGILE Oy, 2014; Tekes, 2014)

The Program has been divided into Ecosystems for management purposes. The
target company of this thesis is part of the Security Ecosystem and currently
has the leading role in the management of the ecosystem. The Security Ecosys-
tem inside the Data to Intelligence SHOK focuses on security related usage of
Big Data or the applications of data sciences, and has got several ongoing re-
search and business development programs simultaneously.

4.4 Data Collection and Analysis

This thesis analyses the Lassie service by Combitech Oy through two perspec-
tives: incident management perspective and organizational and behavioural
perspective. The analysis is done through three steps.

Firstly, a literature review is done about incident management and the learning
aspects of it (Chapters 2 and 3). The literature review aims at shedding light on
the whole process of incident management as well as learning from incidents,
and �guring out the possible pitfalls and success-factors of incident reporting
systems. In this stage human-factor and behavioural aspects are of importance,
as the incident management can be seen as a part of a bigger, often highly-
complex socio-technical system that is prone to biases and human errors.

Secondly, the Lassie service is introduced and its features explained. The in-
formation is revived through discussions with the development team and the
product owner of the service, as well as the sales and marketing personnel.
Necessary data is also gathered from the products documentation, such as
road-map, plans and marketing material. Lassie is introduced in this chapter in
section 4.3.

Thirdly, the theory is re�ected upon Lassie. Analysis is placed among the text
in Chapters 2 and 3, after the explanation of the theoretical background. The
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analysis seeks to answer such questions as how the service is positioned in
the process of incident management? How it tackles the organizational and
behavioural challenges of the learning from incidents? How it could, or plans
to, further take advantage of the research of the �eld? The �ndings of the
analysis are gathered in Chapter 5.



Chapter 5

Findings

The work was done through literature review, and then by analysing the case
Lassie against the �ndings: how does it position itself in the domain of incident
management? What aspects are taken into account to enable e�ective organi-
zational learning through incident management? How are the barriers to report
incidents acknowledged in Lassie? In this chapter the �ndings are laid out.

5.1 Incident Management with Lassie

Lassie is a tool for reporting and handling incident reports for minor, low bar-
rier, incidents. The idea of encouraging people to report near-misses and minor
incidents was found out to be important and useful: they truly enable organi-
zations to better prevent future occurrences of accidents.

What then comes to the responsibilities of Lassie in the process of incident
management, it focuses on the data management aspect. Some analysis meth-
ods are currently present or planned (e.g. priority assessment), but other sup-
portive mechanisms for incident investigations were found out to be relevant.
The feasibility of implementing such elements should be evaluated.

The need for handling the reports in a prede�ned process �ow was identi�ed.
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Lassie was identi�ed to bene�t if it had a clear process �ow representation of
how certain types of incidents should be handled. The handler should clearly
see in what stage of the process a certain report is, and act accordingly. This
kind of functionality is planned to be implemented in the service.

Incident classi�cation was found to be handled in a optimal way in Lassie. It
enables modi�cation of incidents as organization develops its incident manage-
ment process, as well as evolves naturally or new relevant incident types are
identi�ed. The evaluation method was found out to be potentially useful and
will be implemented in the service. One signi�cant problem of managing minor
incident data was that there might be large amount of incidents reported that
are not of importance. The evaluation methods help identifying incidents that
require attention.

5.2 Organizational and Behavioural Findings Re-

garding Lassie

When it comes to developing the safety culture in an organization, Lassie was
found to be suitable tool for aiding in it. It was identi�ed as being aimed to
function in organizational and psychological dimensions, as proposed by Reiman
et al. (2008). Lassie was also found to be a prominent platform for incorporating
useful safety metrics and indicators, but the further analysis was left out of the
scope of this paper.

The learning from incidents process (see Figure 3.5) was identi�ed as a useful
model when analysing Lassie’s role in the process of organizational development
and learning from incidents. Lassie was found to serve currently mainly the �rst
steps: registering and handling the incident reports. Nevertheless, the service
was found out to be suitable for expanding to cover more stages, or at least
serve as a tool to aid in them. Incident investigation, for example, was found
out to be an interesting stage that Lassie could support, in the future. The
advanced communication features in Lassie was identi�ed to be a promising
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tool enabling e�ective feedback channel, as well as to help the evaluation of
the actions taken and communicating the action plans to relevant people.

Two di�erent frameworks were identi�ed (sections 3.4.2 and 3.4.3). They could
help to analyse the Lassie service in the future, when it is already implemented
and in use by organizations. These frameworks could then be used to structure
the analysis.

A comprehensive study was found by Reiman and Rollenhagen (2011) concerning
biases in relation to safety in organizations. Di�erent biases were found to be
important to acknowledge in the development and implementation process of a
safety related services. Every safety professional should acknowledge them as
they might profoundly a�ect the decisions made regarding safety and security.

Barriers Targeted by Lassie

The barriers for reporting incidents were found out to be researched by several
authors. The barriers were found to be dividable into four broad categories: fear
of disciplinary actions or of other people’s reactions, risk acceptance, useless,
and practical reasons. Lassie was initially targeted to tackle only the practical
reasons: make it as easy as possible for the employer to create a report. Yet
the service was found out to have potential to overcome, or at least help to
overcome, barriers in other three categories also.

By being a new tool implemented to improve safety and security in an orga-
nization, it can be used to indicate managements commitment to improving
safety. The lack of management’s commitment was seen as highly important
barrier. By investing in a safety boosting service, combined with internal mar-
keting into using it, this barrier could be addressed. Lack of management’s
follow through a�ects also to the subjective feeling of reporting being useless:
if nothing is perceived to happen after incidents are reported, it is regarded
as waste of time. By Lassie that could be avoidable by utilizing the commu-
nication features: each informant can be sent a noti�cation when the report
is handled, what was done, and how will it a�ect the organization. This does
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not remove the need for management to actually enforce and encourage the
positive development of the safety culture in the organization.

All in all, Lassie was found to have potential to reduce the barriers to report
through analysing the possible barriers mentioned in previous research. The
research done in this paper was found out to be useful in getting the overview
of important factors as of how to get people to report, and thus can aid in the
development process in the future.

5.3 Opportunities Identi�ed

If an organization manages to get low barrier incidents reported for analysis, it
can give the organization numerous bene�ts. In this section relevant bene�ts of
having access to such data are brie�y explained. These bene�ts were identi�ed
together with the development team.

Predictability and Early Signals

Having access to low barrier incident data can better the predictability of the
organization and its upcoming problems. When information about minor devi-
ations is available, the security department can analyse that and see patterns
that could evolve into more serious incidents if not handled beforehand. This
could be achieved through using humans, or by employing machine learning
and other data mining techniques, as described in more detail in Data Mining
Techniques part of this section.

The data can also give early signals from upcoming errors enabling the correc-
tive actions before it escalates into costly incident. These early signals could
also be used to detect equipment problems, enabling more cost-e�ective main-
tenance and evading disruptions in production, for example. This could be pos-
sible if the low barrier incident data also contains information about suspicions
about malfunctioning equipment, or if people would report normal-deviating
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sounds and behaviour from the machines more easily. This domain of Pre-
dictive Maintenance is a research area that is actively developing and gaining
increasing research and industry attention.

Overview of Safety Situation

The incident data could be used to form an informed safety situation picture
of the organization. This means that the data can give valuable information not
only about single events and deviations, but as a whole how the organization
is working at a given time. The safety picture could help �nd out that some
larger projects, for example, results in increased number of certain reports.
This information could be used to develop the work �ow and processes, or
management principles.

When information on minor incidents is available, the management can form a
picture of the production site, for example, as e�cient reporting can increase
the information �ow from the �oor-level to the management.

Distributed Organization

In case of distributed organization, where it has got several locations in di�erent
countries, for example, the low barrier incident data could be used to �nd out
di�erences between departments. This information could then be used to �nd
out best practices and help overall development of the organization.

Well-Being of Employers

The subjective feeling that one can have an impact on making ones own envi-
ronment safer and better it can increase the well-being of the workers. By being
able to, and by being encouraged to, report minor incidents the organization
can communicate its care for the employees safety.
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Improved Incident Investigation

When accidents happen, it’s causes should be investigated and actions taken
to prevent it from happening again. When minor incident data is available, the
analysis and identi�cation of the causal factors contributing to the accident
could be easier.

Data Mining Techniques

There are several reasons why the minor incidents might not be e�ciently
managed one by one. For example, the reported incidents might be such a
small deviation that alone they require no actions to be taken, rather just ac-
knowledging their existence is enough: the reports may not give enough data
to correct something. The actions could be a waste of resources, or even make
things worse.

The minor incidents then become of relevance when they can be used to form a
bigger picture of something else, more signi�cant entity. They can be found to
be connected to some major incident and help in its investigation and planning
the preventative actions. The increased frequency of certain type of minor inci-
dents could be seen as an indicator of bad safety culture (see section 3.2), faulty
practices or ine�cient management, for example. Data mining techniques can
be seen as an enabler to get this kind of big picture.

As the amount of usable data increases as minor incidents are also reported,
the usage of data mining techniques become relevant. Research has been done
to analyse the bene�ts and potential of using such techniques in accident and
major incident prediction and investigation. These researches can be seen ben-
e�cial in evaluating the potential to use them in handling also minor incidents,
and non-incidents such as suggestions and suspicions.

Rivas et al. (2011) used data mining techniques (decision rules, Bayesian net-
works, support vector machines and classi�cation trees) to model accident
and incident data from mining and construction sectors. First they identi�ed
the most relevant information from all the data available and the most useful
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data-mining tools in terms of prediction and explanation. Then they continued
to use predictive models to extract incident causes. They compared the results
to classical statistical techniques and concluded that the data mining approach
was "superior". They emphasise the capability to both predict and explain in-
cidents. Rivas et al. argue that the potential of data mining techniques is not
limited to only its capability to process large amounts of data, but also because
of:

• their capacity to handle large-dimensional problems, which is required in
the case of identifying relevant variables among many potential factors,

• their �exibility in data-generation structure irrespective of complexity,
due to an adaptable non-linear structure, and

• their predictive and interpretative potential.

Janeja et al. (2005) have done research on emergency responses. They argue
that in events of emergences (�res, chemical accidents, or natural disasters,
for example) numerous alerts are �red from heterogeneous sets of sensors
and systems. They argue that it is di�cult to make decisions based on that
vast amount of alerts. Janeja et al. then propose the implementation of data
mining techniques to guide the decision making, and present their solution as
an Alert Management System (AMS). Their proposed implementation is designed
using the National Incident Management System1 and National Response Plan
protocols2 and consists of several modules (see Figure 5.1). One module �ags
and identi�es false positives by characterizing regions into uniformly behaving
neighbourhoods by creating clusters. Another module then generates aggre-
gated alerts by using density based clustering techniques and identifying the
overlap among clusters (see Figure 5.2). One module then attempts to identify
dynamic �ows of the alerts by using prede�ned scienti�c models of the speci�c
accident types. Last module then creates suitable alerts to be sent to agencies

1The National Incident Management System (NIMS) is a standardized approach to incident
management developed by the Department of Homeland Security in the US, established in
2004

2National Response Plan (NRP) is a speci�c application of NIMS providing the doctrines,
concepts, principles, terminology, and organizational processes for e�ective and collaborative
incident management.
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Figure 5.1: Flow chart illustrating the process of generating aggregated alarms and dynamic
�ow alerts from wide variety of alarms and other alerting entities, as proposed by Janeja
et al. (2005).

they are relevant to, using NRP protocols.

Liao and Perng (2008) used data mining techniques to analyse occupational in-
juries in the Taiwan construction industry. They employ association rule mining
to identify the characteristics of the occupational injuries. I addition to just
using the reported injuries, they fuse several factors concerning weather to the
analysed data. Liao and Perng �nd some patterns in the accidents. But what is
more interesting, is that they �nd signi�cant correlations between weather and
incidents. The e�ect of rain, for example, was found to be of great signi�cance
in the case of fatalities.

The work of Liao and Perng (2008) can be seen as a motivator to �nding out
correlative factors into di�erent kind of incidents. In their case the correlation
was between weather and fatalities, but it can be many other thing as well.
More research should be done on this �eld to �nd correlations between inci-
dents and data available from other sources. Such other sources could be, for
example, social media, major accidents and national emergency units (police
or �re departments, for example), time of day, national holidays, or the back-
ground of the employer. Highly useful correlations could be also found between
major an minor incidents.
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Figure 5.2: Diagram illustrating how mutually related alarms could be detected using
overlapping clusters as proposed by Janeja et al. (2005).

Peng et al. (2011) proposes a framework for handling incident information based
on data integration, data mining and multi-criteria decision making (MCDM) (see
Figure 5.3). They also fuse external data to the incident information in order
to be able to �nd causal factors between accidents and other relevant factors.
The approach they propose tries to tackle three challenges. Firstly, the het-
erogeneous and distributed incident data should be presented in standardized
format for accurate and timely data access, analysis, evaluation and dissemina-
tion. Secondly, the proposed system should visualize and help decision makers
(DM) explore large and complex data e�ciently, detect anomalies, and extract
commonalities and correlations. Thirdly, the system should assist the deci-
sion makers in evaluating risks and selecting appropriate solutions during the
incident. They then continue to validate their proposal, excluding the data in-
tegration module, in a case study using data from agrometeorological disasters
in China.

5.4 Challenges Identi�ed

There are numerous challenges when trying to realize the possibilities and bene-
�ts of using minor incident data. In this section the challenges in both obtaining
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(a) Overview of the proposed framework.

(b) Components of the data integration mod-
ule.

(c) Data mining with external sources.

Figure 5.3: One framework proposed by Peng et al. (2011) to handle incident information
from heterogeneous distributed sources with data from external sources. The framework
aims at extracting useful information to assist decision makers by unifying the data and
applying data mining techniques on it.
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the data as well as using it are discussed.

Gathering the Low Barrier Incident Data

As discussed more in section 3.6.1 and 3.6.2, the actual low barrier incident
data must �rst be reported by the employees, and that may not be an easy a
task.

Gathering Unbiased Data

As discussed in more detain in section 3.5, there are numerous biases a�ecting
both the handler of the incident data, but also the reporter. The informant could
leave important data out or modify it in fear of disciplinary actions or other
negative consequences. The report could be made in a rush, it could be made
long after the actual incident happened resulting in memory loss and lost data.
(Reiman and Rollenhagen, 2011)

Handling Large Amounts of Data

If the security department has got access to huge amount of incident data,
of which most of is about minor and rather insigni�cant incidents, the re-
quirements for analysing the data are di�erent from just analysing high-impact
accidents. Big data, or data mining, technologies might be required to extract
useful information out of the data. This can require highly trained personnel,
or expensive tools, for example. (Peng et al., 2011; Liao and Perng, 2008; Janeja
et al., 2005)

Handling Heterogeneous Data

The data obtained through incident reports can be highly heterogeneous. It can
contain images, video, text in di�erent languages, or be about signi�cantly dif-
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ferentiable incidents, for example. Also, as discussed in section 5.3, using data
mining techniques may suggest the usage of external data sources to e�ec-
tively extract useful information to guide decision making. This could introduce
data in totally di�erent format to the systems. If data mining techniques were
to be employed, computer aided text analysis and multimedia content analysis
becomes relevant. (Peng et al., 2011)

Prioritization

As the amount of reported incidents increase, the need for prioritization be-
comes highly relevant. There should be some way of noticing relevant and acute
incidents, that may result in more serious accidents if not treated early on. On
the other hand, resources should not be wasted to handle irrelevant incidents
heavily. Prioritization and incident assessment are discussed in more detail in
section 2.5.5.

Data Visualization

To make informed decisions, the data should be visualized and be as informative
and condensed as possible. There are numerous di�erent data visualization
tools available, so the challenge is mostly in designing the best data models
and ways of presenting the data to the decision makers. (Peng et al., 2011)

Finding Dynamic Models

To predict incidents from minor incident information, using data mining meth-
ods or not, requires the identi�cation of models that can be applied in prediction
of upcoming events. This modelling is particularly challenging as the domain
of incident management is vast and heterogeneous containing a wide array of
di�erent possible accidents and deviations from normal work �ow.
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Discussion

This study sought to deepen the current understanding of incident manage-
ment and the broad array of phenomena and concepts a�ecting it. In particu-
lar, the study focused on low barrier incident information management and the
ways it can be facilitated by an incident management system. The usage and
barriers to the use are described and analysed in a single case study setting.
The �ndings contribute to the literature of incident and risk management and
provide practical insights for incident management.

6.1 Theoretical Contributions

In previous studies, incident management is recognized as an important mean
to improving safety and security in organizations. Yet it has traditionally been
used to handle rather severe near-misses and accidents with realized conse-
quences. In addition, the reports might be only done to ful�l some legal aspects
or company policies, and no real learning is happening. Reporting and analysing
incidents is then considered as a time-consuming and resource-hungry process,
a�ecting both the willingness to report and to analyse the incidents. Recently,
theoretical models and discussion has been addressed on learning also frommi-
nor incidents and near-misses. Minor incidents are now more widely perceived as
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important potential learning points. The old systems designed to report those
major accidents and near-miss hazards are not usable for minor incident man-
agement, as studies have shown that people do not tend to naturally report
minor deviances and errors to a formal, sti� system. This has then induced
studies on the barriers for people to report them.

This thesis then built on the previous research and analysed a practical so-
lution that attempts to address those barriers and maximize the learning by
e�ectively utilizing information form safety and security related minor incident
reports. The analysis revealed numerous possibilities in utilizing such a system.
Especially data mining tools were identi�ed as applicable to the minor incident
data analysis, and that study should be continued further. Challenges in imple-
menting such a solution and utilizing the gathered data were also identi�ed.

Theoretical and practical analysis of the �eld of incident management revealed
that a more holistic view might be bene�cial in further studies and research.
This thesis structured the di�erent important aspects of the learning from
incidents process, and gives foundation for further, more holistic, development
and implementation of a low barrier incident information system. The analysis
in this thesis showed that even though both the importance of learning from
minor incidents and the presence of identi�able barriers for people to report are
recognized, studies from real life applications that combine these two aspects
are scarce, while clearly important.

The traditional incident management systems and practices are also often one
way channels for the employees: report and forget -type of approaches. Lassie
showed the potential in having an incident management system capable of ef-
fectively communicating between the creator and the handler of the report.
This aspect of the service was found to address several barriers to reporting
that otherwise would be di�cult to tackle. It was also found to be aiding in
other aspects of the learning from incidents process too, such as incident in-
vestigation, or communicating the planned actions to employees. The whole
idea of making an incident management system a collaboration and two-way
communication tool for organizational development should be noted for future
research.
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6.2 Managerial Implications

This thesis identi�ed that the learning from incidents process is a complex
socio-technical phenomenon. To get all possible bene�ts from utilising an in-
cident management system, the learning process should be acknowledged and
the related organizational and behavioural aspects taken into account. The
main aspects are identi�ed in the following paragraphs.

Firstly, the management should acknowledge the importance of near-misses
and minor incidents as an input feed for organizational learning. This means,
in practice, having policies encouraging reporting, as well as communicating it
actively. The organization should also start using incident reporting practices
that are intuitive for the reporters: the tools used should implicate that minor
incidents should be reported, and that the organization has got the tools and
manpower to analyse and investigate them. The tools should also address
the barriers of reporting, as the learning is greatly halted if the safety related
deviations are not been aware of.

Secondly, the importance of commitment frommanagement to improving safety
was emphasized by the majority of authors. Therefore, management should
show their support for safety and security improvements by, for example, al-
locating resources to incident investigations, o�ering frequent training in the
safety domain, as well as other ways investing in safety and security improving
activities. Incident reports should be handled meaningfully, and the outcomes
and bene�ts clearly communicated to the employees. Management should also
understand the importance of their attitudes and actions not only to the em-
ployee’s willingness to reporting, but also to their commitment to safety and
security as a whole too.

Thirdly, safety professionals should get familiar with the proposed biases re-
lated to safety and security in an organization. Di�erent biases a�ect in the
background and may impede the learning process. Safety culture is also an
important concept to acknowledge. The shift should be made from regarding
safety as absence of incidents to a more emergent feature of the organization.
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Safety culture concept helps to realize this and o�ers an analytical framework
to apply it in practice.

Lastly, the �nancial bene�ts from e�ective learning from incidents should be
studied. The investments to safety and security increasing activities should be
monitored together with the costs of accidents. This way the most bene�cial
investments can be identi�ed.

6.3 Limitations and Avenues for Further Research

The work in this thesis could bene�t from additional research on the organiza-
tional barriers for reporting. This thesis focused mainly to identify the individu-
als barriers, but organizational factors are of importance as well. Also, the role
and impact of incident management should be research in relation to the whole
safety in an organization: how big a role does it actually have? Is something
else of more importance when the goal is to increase the safety and security
of an organization?

The theoretical background of incident management combined with the orga-
nizational and behavioural aspects of learning from incidents also showed that
a more holistic approach to incident management should be implemented and
studied further. A systems model of the socio-technical incident learning pro-
cess should be crafted and its usefulness analysed in practice. The aspect of
human biases should also be tightly included in the analysis and development
of incident management systems, and in the case of Lassie.

Next step in the research should also be a practical implementation of Lassie
service and thorough analysis on the reported incidents: how does this kind
of approach work in practice? Some indicators should also be incorporated so
that the bene�ts of implementing the service could be noticed. In addition,
the aspect of standards such as OHSAS 18002:EN (2008) or SFS-ISO/IEC 27000
(2009), and legal notions about incident management and reporting (in Finland
e.g. Occupational Safety and Health Act 23.8.2002/738, 2014) should be studied
to increase the attractiveness of implementing Lassie. A research should also be
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done to identify the industries, domains, or characteristics of organizations that
would bene�t the most from implementing a low barrier incident information
management system.

As discussed before, low barrier incident data is also a promising opportunity to
take advantage of modern data science tools. Clustering could serve as a way
to �nd better indicators of safety, as well as help in incident investigations. Data
fusion methods combine data from external sources for aggregated alerts and
more accurate safety situation picture creation. These methods, for example,
should be studied further and their applicability tested in the �eld.
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Conclusions

This thesis was done to �nd the theoretical background on low barrier incident
information management, and to analyse a new service, Lassie, in the light of
the literature review. Theory was reviewed through two perspectives: incident
management perspective and organizational and behavioural perspective.

Incident management perspective aimed at �nding relevant literature on the pro-
cess and steps of incident management: why is it done? How is it done? Which
concepts are relevant in that context? How does Lassie �t into this?

Incident management was found out to be well researched area. The impor-
tance of near-misses and minor incidents was well established due its ability to
enable organizational learning, preventing costly accidents. Bene�ts from im-
plementing Lassie kind of tool was also identi�ed. General process of incident
management was proposed and Lassie was found out to be currently aiming at
handling the incident reporting and simple analysis aspects of it. Potential for
covering the whole process, for example as an aiding tool for incident investi-
gation, was identi�ed. Index and matrix based evaluation methods were also
found to be interesting aiding tools to be implemented into Lassie service.

Organizational and behavioural perspective then organized literature helping to
understand the individual’s and organization’s role in safety and security in
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incident management context: What concepts are important? How to learn
from incidents? What is the process of learning? What barriers prevent people
from reporting incidents? How could Lassie help in this?

Safety culture was found out to be a useful concept when analysing the di�erent
aspects of safety and security in organizations. Lassie was identi�ed to work
in di�erent levels and several dimensions regarding safety culture. Lassie was
also found out to be a prominent platform for incorporating di�erent leading
and lagging indicators of the safety situation in an organization.

Learning from incidents found out to be also a well researched area. A pro-
cess model was proposed to better analyse the whole learning process, and
two frameworks were introduced to help understand the di�erent factors and
concepts a�ecting the learning. Lassie was identi�ed to a�ect the process of
learning in the reporting part. The communication features were also seen as
tools enabling the intervening and evaluation steps to be covered. As a conclu-
sion from the learning process, Lassie was identi�ed as a potential tool to cover
the whole process: it could handle the reporting, aid in analysis and actions
planning, distribute the plans and actions to relevant groups, and implement
safety indicators and procedures for evaluating the whole learning process.

Di�erent barriers for an individual to report were categorized into four groups:
fear of disciplinary actions, risk acceptance, useless, practical reasons. Lassie
was found to be targeting primarily the di�erent practical reasons, but through
more through analysis and future development it could, at least partly, help to
lower barriers in all the barrier groups.

Various biases were found to a�ect the work of safety professionals, and were
encouraged to be acknowledged by every actor in organization who manages
safety or security related issues.
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Appendix A

Safety Indicator Type Examples

Reiman and Pietikäinen (2012) divides safety indicators into three types. They
give examples of these indicators: drive (see Figure A.1), monitor (see Figure
A.2) and outcome (see Figure A.3) indicators.
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Figure A.1: Examples of drive indicators based on the model of organizational control
functions (Reiman and Pietikäinen, 2012).
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Figure A.2: Examples of monitor indicators (Reiman and Pietikäinen, 2012).

Figure A.3: Examples of outcome indicators proposed by Reiman and Pietikäinen (2012).



Appendix B

Additional Reasons for not to Re-
port

van der Schaaf and Kanse (2004) did a survey and lists reasons as of why
incidents were not reported. See Table B.1 for additional reasons that were not
all covered in section 3.6.2.
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Figure B.1: van der Schaaf and Kanse (2004) lists reasons why incidents were not reported.
These barriers are taken from a survey to operators of a safety critical organization, and
divided into di�erent categories.
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