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1 Introduction
Matrix multiplication is a fundamental tool in many numerical computational tasks
across multiple areas. At their simplest, matrices are used to represent linear
transformations between two vector spaces, but they can be used to represent even
more complicated things. These matrices can then be easily manipulated on a
computer to perform complicated computations on huge amounts of data.

There are many operations that can be done on matrices. For example, matrices
can be decomposed into products of simpler matrices, or an inverse matrix can be
computed. In this thesis, we are interested in matrix multiplication, which has many
applications in different areas. In applied mathematics, matrix multiplication can be
used to compute the eigenvalues of a matrix using power iteration. In graph theory,
the powers of the adjacency graph can be used to find walks of different lengths
in a graph. In statistics, the correlation matrix of a data sample can be computed
using a matrix multiplication. In machine learning, the fundamental operation of an
artificial neural network is matrix multiplication.

In all of the above applications, the size of the input data can be large. The
need for computing over data grows in tandem with the amount of data that can
be collected, transferred, and stored. This presents a problem in the context of
matrix multiplication. An n × n matrix clearly has n2 elements, but the schoolbook
algorithm for multiplying two such matrices requires O(n3) operations. This means
that the computational time for matrix multiplication grows faster than the size of
the data.

There has been substantial research into trying to improve the efficiency of matrix
multiplication so that the amounts of data can be computed using the existing
computing power. Strassen introduces a new algorithm in [1] for computing the
product of two n × n matrices in approximately O(n2.8) arithmetical operations.
Further research has been done to reduce the complexity even lower, though these
algorithms are not practical for matrices of realistic size.

If the computational power of one computational unit is not enough to perform
some computation, then that computation can be distributed to multiple computing
nodes. Distributed computation is not simple for all computational problems, but
matrix multiplication lends itself to distribution quite easily. When the computation
is distributed to multiple places, the computation can happen in parallel, which
means that the result can be computed faster.

Computation can be distributed in multiple ways and to many different places.
In traditional computer architecture, matrix multiplication can be distributed from
the central processing unit to the graphics processing unit, which contains multiple
computing cores. However, in this thesis, we are interested in distributing the
computation to cloud servers that are contacted over the internet.

Distributing computation to cloud servers is characterized by two things: these
servers can be busy with other tasks, and the servers cannot be trusted with con-
fidential data. These limitations strongly influence the way we need to perform
the computation. Additionally, we need to account for the amount of data that is
transferred to and from the servers, since they can be geographically far away.
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The first problem is that some servers can be substantially slower than others
for many reasons, like having other tasks to perform at the same time. This means
that the total computation time is slow, since it is determined by the slowest server.
One way of fixing this problem is to design the algorithm such that not all the
responses from the servers are needed, so that the fastest servers can compute the
result without being slowed down by the slowest servers. Such a scheme is said to be
robust against straggling servers.

Data confidentiality is important in many applications, including banking and
medical information. Such data cannot be distributed to untrusted servers as the
data needs to be held secret. A common way of achieving the confidentiality of data
is through encryption, which is widely used in data storage and transportation. For
matrix multiplication, we need to compute over the confidential data, which means
that a special type of encryption would need to be used. Encryption that allows
for meaningful computations over the encrypted data is said to be homomorphic
encryption. There have been many efforts to make fully homomorphic encryption
feasible in real applications, but at the moment, it is not practical to use encryption
in distributed matrix multiplication.

These problems are fixed by secure distributed matrix multiplication (SDMM),
which was first presented by Chang and Tandon in [2]. SDMM uses techniques from
coding theory to provide robustness to the computation and information theoretic
tools to provide security.

The organization of this thesis is as follows: In Section 2, we present some useful
preliminaries to coding theory, information theory, secret sharing, and cryptogra-
phy. The most important concepts in these sections are Reed–Solomon codes and
information-theoretic security. In Section 3, we present some examples of SDMM
and the general constructions from prior research, including the secure MatDot
code and the GASP code. In Section 3.5, we present a new framework for SDMM
schemes that are built from linear codes, which allows for simple proofs of security.
In Section 4, we present a new mode of secure distributed matrix multiplication,
called cooperative SDMM, which was first introduced by the author in [3]. In Section
5, we present a new way of performing SDMM over the analog domain, i.e., over real
or complex numbers. This research has been presented by the author in [4]. Finally,
in Section 6, we present some applications of SDMM in the context of digital and
remote healthcare, referred to as eHealth.
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2 Preliminaries
The finite field of size q is denoted by Fq. The group of units of a finite field is
denoted by F×

q . The set {1, . . . , n} is denoted by [n]. The set of natural numbers is
N = {0, 1, . . . } and the set of positive integers is denoted by Z+ = {1, 2, . . . }.

Matrices are denoted by capital letters, while vectors and scalars are denoted by
lowercase letters. Bold letters are reserved for random variables corresponding to
the nonbold variables.

The ith column of a matrix G is denoted by gi and the jth column by gj . If I is
an ordered set of indices, then the matrix formed by the columns of G corresponding
to those indices is denoted by GI . Similarly, if J is an ordered set of indices, then
the matrix formed by the rows of G corresponding to those indices is denoted by
GJ . As a special case of this, we denote by G≤m the first m rows of G and G>m the
matrix formed by removing the first m rows. Additionally, if a is a vector and I
is some ordered set of indices, then aI denotes the vector formed by choosing the
entries of a with indices in I.

2.1 Coding theory
One goal of coding theory is to send messages over unreliable channels such that the
message can be correctly interpreted on the other side even if errors are introduced
in transit. In distributed storage and computing, coding theory can be used to add
robustness and security to computations, by adding redundancy and error-correction
capability. The process of converting a message m into a codeword c is known
as encoding, and the inverse operation is known as decoding. The encoding adds
redundancy to the message such that it can be recovered even if errors or erasures
occur during transmission. Some good general coding theory references include [5]
and [6].

In coding theoretic terms, the messages are sequences of message symbols over
some finite alphabet. These messages are then encoded into codewords that are
sequences of code symbols over some, possibly different, finite alphabet. An important
concept in coding theory is block codes, where all the messages of a fixed length k
are encoded as codewords of a fixed length n, where n ≥ k.

Example 2.1.1 (Repetition code). An obvious way to add redundancy is by sending
multiple copies of the message in the hope that at least half of the copies are not
erroneous. Such a code is known as a repetition code. If a symbol m is sent using a
repetition code of length n, then the symbol m is sent n times. This code is denoted
by Rep(n).

2.1.1 Linear codes

A linear code is a special case of a block code, where the alphabet used is a finite
field Fq of size q and the codewords form a vector space over Fq.

Definition 2.1.2. Let C ⊂ Fn
q be a vector space of dimension k ≤ n. Then, C is

an [n, k]q-linear code, or [n, k]-linear code if the field Fq is clear from context. The
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dimension k is known as the dimension of the code, and n is known as the length of
the code.

Example 2.1.3 (Simple parity-check code). Let m = (m1, m2) ∈ F2
2 represent a two-

bit message. Then, the vector c = (m1, m2, m1 + m2) is a codeword in a [3, 2]2-linear
code known as the simple parity-check code.

In the following, a code will always mean a linear code. The idea behind this
definition is that a small error in a codeword will transform the vector to something
that is not a codeword. An error in a codeword can be represented by a random
vector e ∈ Fn

q that transforms the codeword c ∈ C to r = c + e. It is easy to detect
an error, since one can check if the received vector is in the code. The dimension
of a code C means its dimension as a Fq vector space. If the dimension of C is k, it
contains qk codewords out of the possible qn words of length n.

The “size” of an error e is typically measured using the Hamming weight of e.

Definition 2.1.4. The number of nonzero coordinates in x is the Hamming weight
of a vector x ∈ Fn

q , and it is denoted by wt(x). In Fn
q , the Hamming distance between

two vectors x, y is d(x, y) = wt(x − y).

The definition makes it clear that 0 ≤ wt(x) ≤ n for all x ∈ Fn
q , and the Hamming

distance between two vectors counts the number of places where the two vectors
differ. The Hamming distance defines a metric on Fn

q and is an important measure
of the similarity of vectors in coding theory. An error e ∈ Fn

q of weight wt(e) means
that a codeword is changed in wt(e) coordinates. To detect errors of a certain weight,
we need that any two codewords are not too close to each other in terms of their
Hamming distance. This separation of codewords in a code is captured by the
minimum distance.

Definition 2.1.5. The minimum distance of a linear code C is defined as the smallest
weight of any nonzero codeword in C. If C is an [n, k] code with minimum distance
d, then it can be denoted as an [n, k, d] code.

Example 2.1.6. The minimum distance of the repetition code of length n is n,
since any nonzero codeword has all elements with the same nonzero value. The
minimum distance of the simple parity-check code is 2, since all codewords have an
even Hamming weight by definition.

Given the Hamming distance, we can define a ball with center y ∈ Fn
q and radius

r ∈ N, which consists of all vectors y′ ∈ Fn
q such that d(y, y′) < r. If C ⊂ Fn

q is a
code with minimum distance d, then any ball of radius d centered at a codeword
c ∈ C will not contain any other codeword of C. On the other hand, balls of radius
t = ⌊d−1

2 ⌋ centered at codewords c ∈ C are the largest nonoverlapping balls that can
be fit in the space. This problem has a natural connection to sphere packing.

We can form another code from an [n, k, d] code C by removing some fixed
coordinate i from each codeword. This process is known as puncturing and it defines
a new code C∗ of length n−1. The dimension and minimum distance of the punctured
code depend on the structure of C. Puncturing can be extended to removing multiple
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coordinates from each codeword. This will be useful in distributed computation and
storage, since the responses can be seen as being in a punctured code if some workers
do not respond.

Another way of forming a new code from an existing code is by taking the dual
of a code.

Definition 2.1.7. The dual code of a code C is its dual as a vector space with respect
to the standard inner product, i.e., the vector space

C⊥ = {y ∈ Fn
q : y · c = 0 for all c ∈ C}.

If C is an [n, k] code, then C⊥ is an [n, n − k] code.

Given that the minimum distance of C is d, it is not trivial to state the minimum
distance of C⊥ in general. However, for some nice codes, this is possible.

We need a way to convert a message vector in Fk
q to a codeword in C before we

can use the linear code as an encoding scheme. This is done by right multiplying the
message vector with the generator matrix of the code.

Definition 2.1.8. A k × n matrix G over Fq is a generator matrix for C if the rows
of G span C. The generator matrix of C⊥ is the parity-check matrix of C and is often
denoted by H.

The message vector m ∈ Fk
q is mapped to a codeword by m ↦→ mG, which is

injective, since G is full rank. The generator matrix of a code is not unique, as row
operations on a generator matrix will yield another generator matrix.

Example 2.1.9. Every codeword in the binary repetition code Rep2(3) has the form
(m, m, m), i.e., it is a multiple of the basis vector (1, 1, 1). If y ∈ F3

2 is such that
y · c = 0 for each c ∈ Rep2(3), then y1 + y2 + y3 = 0 or y3 = y1 + y2. Therefore, the
dual code of Rep2(3) is the simple parity-check code. This code has codewords of the
form (m1, m2, m1 + m2) for some m1, m2 ∈ F2. These codewords can be expressed as
m1(1, 0, 1) + m2(0, 1, 1), so the simple parity-check code has basis {(1, 0, 1), (0, 1, 1)}.
Therefore, the generator matrix and the parity-check matrix of Rep2(3) are

G =
(︂
1 1 1

)︂
, H =

(︄
1 0 1
0 1 1

)︄
.

On the other hand, these are the parity-check matrix and generator matrix of the
simple parity-check code, respectively.

If C is a code, then (C⊥)⊥ = C. This means that a vector y ∈ Fn
q is a codeword

in C if and only if it is orthogonal to all h ∈ C⊥. The codewords in C⊥ are linear
combinations of the basis vectors h1, . . . , hn−k, which are the rows of the parity-check
matrix H. As a result, the vector y is in C if and only if y ·hi = 0 for all i = 1, . . . , n−k.
This can be written compactly as yHT = 0. Next, we will prove a useful lemma.

Lemma 2.1.10. Let C be an [n, k] code with minimum distance d and parity-check
matrix H. Then every d − 1 columns of H are linearly independent, and there are d
columns of H that are linearly dependent.
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Proof. Assume that H has d−1 linearly dependent columns, say hi1 , . . . , hid−1 . Thus,
we have coefficients λi1 , . . . , λid−1 ∈ Fq that are not all zero such that

d−1∑︂
j=1

λij
hij

= 0.

Then, we can construct the vector y ∈ Fn
q such that yij

= λij
for j = 1, . . . , d − 1 and

yi = 0 otherwise. Thus, yHT = 0, so y ∈ C. By construction, it is clear that y has at
most d − 1 nonzero coordinates, but it is not the zero vector. This contradicts the
minimum distance of C. Hence, any d − 1 columns of H are linearly independent.

Let c ∈ C be a nonzero codeword of minimal weight, i.e., wt(c) = d. Let i1, . . . , id

be the indices of the nonzero coordinates in c. Hence, hi1 , . . . , hid
are linearly

dependent.

A message m can be retrieved from its corresponding codeword c = mG by
choosing some k coordinates of c and multiplying with an invertible k × k submatrix
of G. Let I denote the indices of any k linearly independent columns of G. Such a
set of indices I ⊂ [n] is known as an information set. The message m can then be
retrieved with cIG−1

I because GI is an invertible submatrix of G. It is worth noting
that not every coordinate of c is needed to decode the message, only some set of
coordinates that includes an information set of the code. Equivalently, the vector cI
can be seen as a word in the punctured code CI .

The k × n generator matrix G of a code C is said to be in systematic form if
the left k × k submatrix of G is the identity matrix. The encoding of a message
m = (m1, . . . , mk) is c = (m1, . . . , mk, ck+1, . . . , cn) for some ck+1, . . . , cn ∈ Fq, i.e.,
the codeword has the message in the beginning. The redundancy symbols ck+1, . . . , cn

are known as parity symbols. The decoding of such an encoding is easy, since the
message can be read as the first k symbols of c if no errors have occurred. Any
generator matrix G can be reduced to systematic form by row-reduction.

The parity-check matrix is easy to form when the generator matrix is in systematic
form. The parity-check matrix corresponding to G =

(︂
Ik X

)︂
is H =

(︂
−XT In−k

)︂
.

This follows from the fact that

GHT =
(︂
Ik X

)︂(︄−X
In−k

)︄
= −X + X = 0,

and the fact that H is of full rank.
When transmitting a codeword over an unreliable channel, there might be some

errors or erasures introduced. An error is modeled as an error vector e ∈ Fn
q , which is

unknown to the receiver. Erasures mean that a symbol in the codeword is erased at
a known position. As seen earlier, erasures can be corrected as long as the remaining
coordinates include an information set of the code. The received symbols can be seen
as part of a punctured code of the original code. Sometimes it is also important to
detect that an error has happened, but not necessarily correct it. If a codeword c ∈ C
is sent and the vector r = c + e is received, an error can be detected if wt(e) < d,
where d is the minimum distance of C.
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In practice, detecting an error is simple because a vector y ∈ Fn
q is in the code C

if and only if yHT = 0. Therefore, if yHT , which is known as the syndrome, is not
zero, then there has been an error in transmission. Correcting errors is more difficult,
since it might not be clear which codeword was sent. If errors are independently
distributed such that an error is introduced to some coordinate with a constant
probability, then the most likely codeword is the codeword that is closest to r with
respect to the Hamming distance. This strategy is generally known as maximum
likelihood decoding, since it chooses the codeword with the greatest likelihood of being
received as r. The error-correcting is unambiguous if the number of errors is no more
than t = ⌊d−1

2 ⌋.
In theory, an error can be corrected just by choosing the codeword that is closest

to the received vector. In practice, finding such a codeword can be difficult, so it is
important to find efficient algorithms for correcting errors. Many efficient algorithms
have been developed for different classes of codes.

2.1.2 MDS codes

The minimum distance of a code is an important metric for the error-correction
capabilities of a code. Therefore, many bounds have been computed for the minimum
distance. One of the most important bounds is the Singleton bound.

Proposition 2.1.11 (Singleton bound). Let C be a linear [n, k, d] code over Fq.
Then

d ≤ n − k + 1.

Proof. Let c1 and c2 be two distinct codewords in C. Consider the vectors c′
1 and

c′
2 in Fn−d+1

q , which are composed of the first n − d + 1 coordinates of c1 and c2,
respectively. Because c1 and c2 differ in at least d coordinates, c′

1 and c′
2 differ in at

least 1 coordinate. Therefore, the map sending c ∈ C to its first n − d + 1 coordinates
is injective. By comparing the cardinalities we get that

qk ≤ qn−d+1, (2.1.1)

because |C| = qk and |Fn−d+1
q | = qn−d+1. Taking logarithms in base q proves the

claim.

The above proposition describes an upper bound for the minimum distance of a
code with specified length n and dimension k. Codes that achieve the upper bound
with equality are known as maximum distance separable (MDS) codes. The name
means that the codewords are as separated as possible with regards to the Hamming
distance.

Example 2.1.12. Consider the repetition code C = Rep(n), which has dimension
k = 1, length n and minimum distance n. Thus, d = n = n − k + 1, so the repetition
code is an MDS code.

Lemma 2.1.13. Let C be an [n, k] code. Then, C is an MDS code if and only if any
set I ⊂ [n] of size |I| = k is an information set of C.
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Proof. “⇒” Let I ⊂ [n] be a set of k indices. Consider a nonzero vector x ∈ Fk
q \ {0}

and the codeword y = xG ∈ C. As the rows of G are linearly independent, we
get that y ̸= 0. If yI = 0, then y is a nonzero vector with at most n − k nonzero
coordinates. This is a contradiction, since the minimum distance of C is n − k + 1.
Hence, yI ̸= 0. As a result, the k × k submatrix GI has trivial nullspace, implying
that the columns of G corresponding to the indices in I are linearly independent,
and I is an information set.

“⇐” For the sake of contradiction, assume that C is not MDS. Therefore, there
exists a nonzero codeword c = mG of weight d < n − k + 1, where m ∈ Fk

q \ {0} and
G is the generator matrix of C. Because c contains at least k zeros, there is now a
set I ⊂ [n] of size k such that cI = 0. As a result of the columns of GI not being
linearly independent, I is not an information set. This contradicts the assumption,
so C is an MDS code.

The above lemma shows that MDS codes are useful in erasure correction, since
any set of at least k coordinates from a codeword is enough to decode the message.
This will later be useful in the setting of distributed computing and secret sharing.

Proposition 2.1.14. The dual code of an MDS code is an MDS code.

Proof. Let C be an [n, k] MDS code with generator matrix G. Thus, G is the parity-
check matrix of C⊥. Any k columns of G are linearly independent, according to
Lemma 2.1.13. On the other hand, there cannot be k + 1 linearly independent
columns, since the columns are in Fk

q . As a result, the minimum distance of C⊥,
according to Lemma 2.1.10, is k +1, which equals the Singleton bound n− (n−k)+1.
Hence, C⊥ is MDS.

Definition 2.1.15. A k × n matrix is said to have the MDS property if it generates
an MDS code. This is equivalent to saying that any maximal submatrix is invertible.

2.1.3 Reed–Solomon codes

A particularly interesting class of MDS codes are those that are based on polynomial
oversampling. The following lemma is a useful tool for interpolating polynomials
from samples.

Lemma 2.1.16 (Lagrange interpolation). Let (x1, y1), . . . , (xk, yk) be k points such
that the xi’s are distinct. Then there exists a unique polynomial p(x) of degree k − 1
such that p(xi) = yi for all i ∈ [k].

Proof. The Lagrange basis polynomial is defined as

ℓi(x) =
∏︂

j∈[k]
j ̸=i

x − xj

xi − xj

= ℓ
(0)
i + ℓ

(1)
i x + · · · + ℓ

(k−1)
i xk−1.

Thus, ℓi(xi) = 1 and ℓi(xj) = 0 for all j ∈ [k], j ̸= i. Hence,

p(x) =
∑︂
i∈[k]

yiℓi(x)
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is a degree k − 1 polynomial such that p(xi) = yi by using the above property of
the Lagrange basis polynomials. Let r(x) be another polynomial of degree k − 1
with the property that r(xi) = yi. Thus, p(x) − r(x) is a polynomial of degree k − 1
with k roots. As a result, p(x) = r(x), because any nonzero polynomial of degree n
over a field has no more than n roots. Therefore, the interpolation polynomial is
unique.

Sampling a polynomial of degree k − 1 at more than k points will give redun-
dancy in the interpolation phase, since not all points are needed to construct the
original polynomial. As seen in the definition below, Reed–Solomon codes (and their
generalizations) are based on polynomial oversampling.

Definition 2.1.17. Let α ∈ Fn
q be a vector of distinct locators and ν ∈ (F×

q )n be a
vector of nonzero column multipliers. The generalized Reed–Solomon (GRS) code of
length n and dimension k is

GRSk(α, ν) = {(ν1p(α1), . . . , νnp(αn)) | p(x) ∈ Fq[x], deg p(x) < k} .

We will often be interested in the case of ν = 1; i.e., the column multipliers are all 1.
As a shorthand, we define RSk(α) = GRSk(α, 1) to be the Reed–Solomon code.

Let p(x) ∈ Fq[x], deg p(x) < k, be the message. The message can then be encoded
naturally by evaluating the polynomial p(x) at the locators α and multiplying the
results with the column multipliers ν. Hence, the generator matrix of an [n, k]
generalized Reed–Solomon code is

G =

⎛⎜⎜⎜⎜⎜⎜⎜⎝

1 . . . 1
α1 αn

α2
1 . . . α2

n
... ...

αk−1
1 . . . αk−1

n

⎞⎟⎟⎟⎟⎟⎟⎟⎠ · diag(ν). (2.1.2)

The matrix on the left is the transpose of a Vandermonde matrix.

Definition 2.1.18. An n × k matrix of the form⎛⎜⎜⎝
1 α1 α2

1 . . . αk−1
1

... ... ...
1 αn α2

n . . . αk−1
n

⎞⎟⎟⎠
is known as a Vandermonde matrix. The α1, . . . , αn are known as locators.

Lemma 2.1.19. An n × k Vandermonde matrix has a trivial right kernel, when
k ≤ n and the locators are distinct.

Proof. Let p ∈ Fk
q be any vector. Then we can write⎛⎜⎜⎝

1 α1 α2
1 . . . αk−1

1
... ... ...
1 αn α2

n . . . αk−1
n

⎞⎟⎟⎠
⎛⎜⎜⎝

p1
...

pk

⎞⎟⎟⎠ =

⎛⎜⎜⎝
p(α1)

...
p(αn)

⎞⎟⎟⎠ ,
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where p(x) ∈ Fq[x] is the k − 1 degree polynomial with coefficients equal to p’s
coordinates. If p is in the right kernel of the Vandermonde matrix, then p(αi) = 0 for
i ∈ [n]. Because the evaluation points α1, . . . , αn are distinct, p(x) is a degree k − 1
polynomial with n > k − 1 roots. As a result, p(x) must be the zero polynomial,
implying that p = 0.

The result of Lemma 2.1.19 is that the generalized Reed–Solomon is k-dimensional
because the generator matrix G is of full rank. As discussed earlier, a degree k − 1
polynomial can be uniquely retrieved from any set of k evaluations, which implies
that any I ⊂ [n] is an information set of a GRS code. According to Lemma 2.1.13,
an [n, k] GRS code is MDS with a minimum distance n − k + 1.

Another method of encoding a message m ∈ Fk
q is to first find the unique degree

k − 1 polynomial that goes through the points (αi, ν−1
i mi) for i = 1, . . . , k and

evaluate it at the points α1, . . . , αn before multiplying by the column multipliers.
Thus, the encoding of a message m starts with m and includes n − k parity symbols.
Finding such an interpolation polynomial can be done using Lagrange interpolation.
Therefore, the generator matrix of a GRS code is

G =

⎛⎜⎜⎜⎜⎝
1 0 . . . 0 ℓ1(αk+1) . . . ℓ1(αn)
0 1 . . . 0 ℓ2(αk+1) . . . ℓ2(αn)
... . . . ... ... . . . ...
0 . . . 0 1 ℓk(αk+1) . . . ℓk(αn)

⎞⎟⎟⎟⎟⎠ · diag(ν). (2.1.3)

If ν = 1, then this generator matrix is in systematic form. In fact, the generator
matrix in (2.1.3) is the reduced row echelon form of the generator matrix in (2.1.2).
We can form the parity-check matrix

H =

⎛⎜⎜⎜⎜⎝
−ℓ1(αk+1) −ℓ2(αk+1) . . . −ℓk(αk+1) 1 0 . . . 0
−ℓ1(αk+2) −ℓ2(αk+2) . . . −ℓk(αk+2) 0 1 . . . 0

... ... ... ... . . . ...
−ℓ1(αn) −ℓ2(αn) . . . −ℓk(αn) 0 . . . 0 1

⎞⎟⎟⎟⎟⎠ .

2.1.4 Star products of codes

In addition to the dual of a code or a punctured code, new codes can be built from
existing codes by taking the star product of two codes.
Definition 2.1.20. Let x, y ∈ Fn

q be vectors. Then the star product of x and y is
defined as the element-wise product

x ⋆ y = (x1y1, . . . , xnyn) ∈ Fn
q .

In the literature this is known also as the Schur product or the Hadamard product
of vectors. Furthermore, if C and D are length n codes, then the star product of C
and D is

C ⋆ D = ⟨c ⋆ d | c ∈ C, d ∈ D⟩.
In other words, the star product code is the vector space generated by the star
products of the codewords in C and D.
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In general, the star product of two codes can be difficult to describe. For
generalized Reed–Solomon codes, the star product can be formulated.

Proposition 2.1.21. Let α be a vector of distinct locators in Fn
q and ν, ω ∈ (F×

q )n

be vectors of column multipliers. Then

GRSk(α, ν) ⋆ GRSℓ(α, ω) = GRSmin(k+ℓ−1,n)(α, ν ⋆ ω).

Proof. By the definition of star product, we get that the star product is generated
by elements of the form

(ν1ω1p(α1)r(α1), . . . , νnωnp(αn)r(αn)),

where p(x), r(x) ∈ Fq[x], deg p(x) < k and deg r(x) < ℓ. Now, p(x)r(x) is a
polynomial of degree at most k + ℓ − 2, implying that the left side is included
in the right side if k + ℓ − 1 ≤ n. On the other hand, if k + ℓ − 1 > n, then
GRSn(α, ν ⋆ ω) = Fn

q , so the inclusion is obvious.
For the other direction, we get that GRSk+ℓ−1(α, ν ⋆ ω) is generated by elements

of the form
(ν1ω1α

i
1, . . . , νnωnαi

n)
for i = 0, . . . , k+ℓ−2, because any polynomial can be reached by linear combinations
of the monomials xi. Now, xi = xj1xj2 , where j1 < k and j2 < ℓ. The evaluations of
xj1 are in GRSk(α, ν) and evaluations of xj2 are in GRSℓ(α, ω). Therefore, the right
side is included in the left side, which shows the equality.

2.2 Information theory
Information theory considers random variables and the uncertainty an observer has
about the value of a random variable. A reduction in the uncertainty of a random
variable means that some new information about the variable has been obtained. The
measure of this uncertainty is called entropy, and it is one of the most fundamental
tools in information theory. This approach was first taken by Shannon in his seminal
paper [7], which is why information-theoretic entropy is sometimes called Shannon
entropy. In addition to studying basic information theory, we define the tools needed
to prove a strong notion of information-theoretic security. A good general reference
on information theory is [8].

All the random variables are assumed to be random variables on a probability
space (Ω, F , P). A random variable is the measurable function X : Ω → X , where
X is the image of X. A random variable is said to be discrete if the image X is
countable. A random variable with a density function is said to be continuous.

2.2.1 Information theory for discrete random variables

Let us write p(·) to represent the probability mass function of a discrete random
variable. We will use this notation freely, i.e., if X and Y are random variables,
then p(x | y) = P[X = x | Y = y] and so on. We will now use the probability mass
function to define the entropy of a random variable.
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Definition 2.2.1. Let X be a discrete random variable. Then the entropy of X is

H(X) = −
∑︂
x∈X

p(x) log p(x),

when defined. For convenience, we take “0 · log(0) = 0”.

The logarithm is usually taken using base 2, which means that the unit of entropy
is bits. To avoid the unnecessary cases where p(x) = 0, it is enough to restrict the
image X to the support of X.

Example 2.2.2. Let X represent the value of a fair dice. Then X has 6 outputs,
all with probability 1

6 . The entropy of X is

H(X) = −6 · 1
6 log2

(︃1
6

)︃
= log2(6) ≈ 2.58 bits.

From the definition it is easy to see that the entropy does not depend on the
values of X, but only on the distribution of those values. As a result, for any
injective function f defined on X , H(f(X)) = H(X). Another way of defining the
entropy is by H(X) = −E[log p], where the expectation is taken over the probability
distribution defined by p. These two approaches are the same, but it can be easier
to use tools from probability theory when formulating using the expected value. The
next lemma states an important lower bound for entropy.

Lemma 2.2.3. Let X be a random variable. Then H(X) ≥ 0, with equality if and
only if X is constant almost surely.

Proof. For all x ∈ X , p(x) log p(x) ≤ 0, since either p(x) = 0 or 0 < p(x) ≤ 1, which
implies log p(x) ≤ 0. Therefore,

H(X) = −
∑︂
x∈X

p(x) log p(x)⏞ ⏟⏟ ⏞
≤0

≥ 0.

Assume that X is not constant almost surely. Thus, there exists x′ ∈ X such that
0 < p(x′) < 1. Thus,

H(X) = −
∑︂
x∈X

p(x) log p(x) ≥ −p(x′) log p(x′) > 0.

On the other hand, assume that X is constant almost surely. Thus, there exists
x′ ∈ X such that p(x′) = 1 and p(x) = 0 for all x ∈ X \ {x′}. Therefore,

H(X) = −
∑︂
x∈X

p(x) log p(x) = −p(x′) log p(x′) = 1 · log 1 = 0.

The entropy of multiple random variables X1, . . . , Xn can be computed using their
joint distribution, i.e., the entropy is the entropy of the random vector (X1, . . . , Xn).
The next definition gives the conditional entropy of a random variable given some
other random variable.
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Definition 2.2.4. Let X and Y be discrete random variables. Then the conditional
entropy of X given Y is

H(X | Y) = −
∑︂
x∈X

∑︂
y∈Y

p(x, y) log p(x | y).

It is worth noting that H(X | Y) and H(X | Y = y) are not generally the same.
The conditional entropy is the expected value of H(X | Y = y) over all y. The
following example continues the example from above.

Example 2.2.5. Let X represent the value of a fair dice and Y denote the parity
of X. Then

H(X | Y) = −6 · 1
6 log2

(︃1
3

)︃
= log2(3) ≈ 1.58 bits,

since p(x | y) = p(x)p(y|x)
p(y) = 1/6

1/2 = 1
3 , when y = x mod 2.

The conditional entropy means the uncertainty of a random variable given some
other random variable. It is intuitive that this uncertainty is smaller than if we were
not conditioning on the other random variable. If the conditional entropy is zero,
then there is no uncertainty in the value of X when given the value of Y. Hence,
X is a random variable that is completely determined by Y. The following lemma
formalizes this notion.

Lemma 2.2.6. Let X, Y be discrete random variables. Then

(i) 0 ≤ H(X | Y), with equality if and only if X = f(Y) for some f almost surely,
and

(ii) H(X | Y) ≤ H(X), with equality if and only if X and Y are independent.

Proof.

(i) For all x ∈ X and y ∈ Y, we get that p(x, y) log p(x | y) ≤ 0, because either
p(x, y) = 0 or p(x | y) ≤ 1, which implies log p(x | y) ≤ 0. Hence,

H(X | Y) = −
∑︂
x∈X

∑︂
y∈Y

p(x, y) log p(x | y)⏞ ⏟⏟ ⏞
≤0

≥ 0.

If H(X, Y) = 0, then p(x, y) log p(x | y) = 0 for all x ∈ X and y ∈ Y . Therefore,
either p(x, y) = 0 or p(x | y) = 1. Consider all the pairs (x, y) with positive
probability. We must have that p(x | y) = 1, i.e., x is uniquely determined
given y. All y with positive probability must then have a unique x associated
to it. Hence, we may define a map f : Y → X for almost all y ∈ Y . Therefore,
X = f(Y).
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(ii) Using the definition of conditional entropy, we get that

H(X | Y) = −
∑︂
x∈X

∑︂
y∈Y

p(x, y) log p(x)p(y | x)
p(y)

= −
∑︂
x∈X

∑︂
y∈Y

p(x)p(y | x) log p(x) +
∑︂
x∈X

∑︂
y∈Y

p(x, y) log p(y)
p(y | x)

≤ −
∑︂
x∈X

⎛⎝∑︂
y∈Y

p(y | x)
⎞⎠ p(x) log p(x)

+ log e
∑︂
x∈X

∑︂
y∈Y

p(x)p(y | x)
(︄

p(y)
p(y | x) − 1

)︄

= H(X) + log e
∑︂
x∈X

∑︂
y∈Y

(p(x)p(y) − p(x, y))

= H(X).

The inequality follows from the elementary inequality log x ≤ log e(x − 1).
Equality is achieved if and only if p(y)

p(y|x) − 1 = 0 almost everywhere. Hence,
p(y) = p(y | x) for almost all x ∈ X and y ∈ Y . Therefore, equality is achieved
if and only if X and Y are independent.

Proposition 2.2.7. Let X1, . . . , Xn be discrete random variables. Then

H(X1, . . . , Xn) =
n∑︂

i=1
H(Xi | X1, . . . , Xi−1)

Proof. Let us show the claim for n = 2. Consider

H(X1, X2) = −
∑︂

x1∈X1

∑︂
x2∈X2

p(x1, x2) log p(x1, x2)

= −
∑︂

x1∈X1

∑︂
x2∈X2

p(x1, x2) log p(x1)p(x2 | x1)

= −
∑︂

x1∈X1

∑︂
x2∈X2

p(x1, x2) log p(x1) −
∑︂

x1∈X1

∑︂
x2∈X2

p(x1, x2) log p(x2 | x1)

= −
∑︂

x1∈X1

(︂ ∑︂
x2∈X2

p(x2 | x1)
)︂
p(x1) log p(x1) + H(X2 | X1)

= H(X1) + H(X2 | X1).

Now, assume that the claim holds for n = k. Thus,

H(X1, . . . , Xk+1) = H(X1, . . . , Xk) + H(Xk+1 | X1, . . . , Xk)

=
k∑︂

i=1
H(Xi | X1, . . . , Xi−1) + H(Xk+1 | X1, . . . , Xk)

=
k+1∑︂
i=1

H(Xi | X1, . . . , Xi−1),
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by the n = 2 case and the induction hypothesis. Hence, by induction, the claim
holds for all n ≥ 2.

As a corollary to the previous proposition and Lemma 2.2.6(ii), we get the union
bound for entropies.

Corollary 2.2.8. Let X1, . . . , Xn be discrete random variables. Then

H(X1, . . . , Xn) ≤
n∑︂

i=1
H(Xi).

In addition to considering independent variables, we may consider random vari-
ables X, Y, Z such that X is conditionally independent of Z given Y. Hence,
H(X | Y, Z) = H(X | Y). One important concept is the mutual information
between two random variables, which describes how much the knowledge of one
random variable reduces the uncertainty of another random variable.

Definition 2.2.9. Let X, Y be random variables. Then the mutual information
between X and Y is defined as

I(X; Y) = H(X) − H(X | Y).

Example 2.2.10. Let X be a random variable of a fair dice and Y the parity of
that dice. Then the mutual information between X and Y is

I(X; Y) = H(X) − H(X | Y) = 1 bit,

as demonstrated in Examples 2.2.2 and 2.2.5.

Proposition 2.2.11. Let X and Y be random variables. Then

(i) I(X; Y) = I(Y; X),

(ii) I(X; Y) ≤ H(X), with equality if and only if X = f(Y) for some f almost
surely, and

(iii) I(X; Y) ≥ 0 with equality if and only if X and Y are independent.

Proof. (i) Using Proposition 2.2.7 we get that

H(X) + H(Y | X) = H(X, Y) = H(Y, X) = H(Y) + H(X | Y).

Therefore, using the definition of mutual information we get

I(X; Y) = H(X) − H(X | Y) = H(Y) − H(Y | X) = I(Y; X).

(ii) Using Lemma 2.2.6(i), we obtain that I(X; Y) = H(X) − H(X | Y) ≤ H(X),
with equality if and only if X = f(Y) for some f almost surely.
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(iii) Using Lemma 2.2.6(ii), we get that I(X; Y) = H(X) − H(X | Y) ≥ 0, with
equality if and only if X and Y are independent.

Mutual information describes how much information Y leaks about X. According
to the previous proposition, this equals the amount of information X leaks about
Y, since mutual information is symmetric. The amount of information leaked is
zero if and only if the random variables are independent, which is expected, since
independent random variables do not reveal anything about each other. If X is a
random variable, then I(X; X) = H(X) − H(X | X) = H(X). This means that
the entropy of a random variable describes its self-information. According to the
above proposition, the amount of information leaked about X is no more than the
information contained in X.

The next proposition describes how much information f(Y) reveals about X. In
this case, f(Y) is a processed version of Y, and the inequality states that no more
information can be gained from the knowledge of Y by processing it in some way.
Therefore, mutual information describes a fundamental limit and is not dependent
on how cleverly the data is processed.

Proposition 2.2.12 (Data processing inequality). Let X → Y → Z be a Markov
chain. Then

I(X; Z) ≤ I(X; Y).
In particular, if f is some function on Y, then

I(X; f(Y)) ≤ I(X; Y).

Proof. We can express the entropy of (X, Y, Z) in two ways using Proposition 2.2.7

H(X, Y, Z) = H(X) + H(Z | X) + H(Y | X, Z)
= H(Z) + H(Y | Z) + H(X | Y).

The last term on the second line comes from the fact that X is conditionally inde-
pendent of Z given Y, since X → Y → Z is a Markov chain. Then we can write the
mutual information as

I(X; Z) = H(Z) − H(Z | X)
= H(X) − H(X | Y)⏞ ⏟⏟ ⏞

I(X;Y)

− (H(X) + H(Z | X) + H(Y | X, Z))⏞ ⏟⏟ ⏞
H(X,Y,Z)

+ (H(Z) + H(Y | Z) + H(X | Y))⏞ ⏟⏟ ⏞
H(X,Y,Z)

+ H(Y | X, Z) − H(Y | Z)⏞ ⏟⏟ ⏞
≤0

≤ I(X; Y),

where the inequality follows from Lemma 2.2.6. The second part of the claim follows
from the fact that X → Y → f(Y) is a Markov chain, since f(Y) is conditionally
independent of X given Y.
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A useful result when working with entropy and mutual information is that there
exists an upper bound for the entropy of random variables with a finite image.

Proposition 2.2.13. Let X be a discrete random variable such that X is finite.
Then

H(X) ≤ log|X |,

with equality if and only if X is uniformly distributed over X .

Proof. Consider

H(X) − log|X | =
∑︂
x∈X

p(x) log 1
p(x) −

∑︂
x∈X

p(x) log|X |

=
∑︂
x∈X

p(x) log 1
p(x)|X |

≤ log e
∑︂
x∈X

p(x)
(︄

1
p(x)|X |

− 1
)︄

= log e
∑︂
x∈X

(︄
1

|X |
− p(x)

)︄
= 0,

where the inequality follows from log x ≤ log e(x − 1). Equality is achieved if and
only if p(x)|X | = 1 for x ∈ X , i.e., if X is uniformly distributed.

We will often use the above proposition when X is a random variable over Fn
q .

Thus, H(X) ≤ n log q.

2.2.2 Information theory for continuous random variables

So far we have discussed discrete random variables, but it is possible to define all of
the concepts to continuous random variables taking values in R or C. A real random
variable is said to be continuous if it has a probability density function. Sometimes
this property is known as absolutely continuous, since the probability measure defined
by the real random variable X is absolutely continuous with the Lebesgue measure.
The probability density function of X is denoted by p(·).

Definition 2.2.14. The differential entropy of a continuous real random variable X
with density function p(·) is defined as

h(X) = −
∫︂
R

p(x) log p(x) dx,

when it exists.

To avoid the special cases of p(x) = 0, we may restrict the integral to the
support of X. In contrast to the entropy of discrete random variables, which is
always nonnegative, differential entropy can be negative. Similarly, the entropy is
not preserved under arbitrary injective functions, but it is preserved under measure
preserving functions, such as translations. Hence, h(X + a) = h(X) for all a ∈ R.
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Example 2.2.15. Let X be an n-dimensional real random vector with a normal
distribution, i.e., X ∼ N (µ, Σ), where µ ∈ Rn is the mean and Σ ∈ Rn×n is the
nonsingular covariance matrix of X. The density function of X is then

p(x) = 1
(2π)n

2 det(Σ) 1
2
e− 1

2 (x−µ)T Σ−1(x−µ).

Then the entropy of X can be computed as

h(X)

= − 1
ln 2

∫︂
Rn

p(x) ln p(x) dx

= 1
2 ln 2

(︄∫︂
Rn

p(x)(x − µ)T Σ−1(x − µ) dx +
∫︂
Rn

p(x) ln((2π)n det(Σ)) dx

)︄

= 1
2 ln 2

(︄∫︂
Rn

p(x)
∑︂

i,j∈[n]
(xi − µi)(Σ−1)ij(xj − µj) dx + ln((2π)n det(Σ))

∫︂
Rn

p(x) dx

)︄

= 1
2 ln 2

(︄ ∑︂
i,j∈[n]

(Σ−1)ij

∫︂
Rn

p(x)(xi − µi)(xj − µj) dx + ln((2π)n det(Σ))
)︄

= 1
2 ln 2

(︄ ∑︂
i,j∈[n]

(Σ−1)ijΣji + ln((2π)n det(Σ))
)︄

= 1
2 ln 2

(︄
n∑︂

i=1
Iii + ln((2π)n det(Σ))

)︄

= 1
2 ln 2

(︂
n + ln((2π)n det(Σ))

)︂
= 1

2 ln 2 ln((2πe)n det(Σ))

= 1
2 log((2πe)n det(Σ)) bits.

If two continuous random variables have a joint distribution, then we may define
the conditional entropy similarly to the discrete random variables.

Definition 2.2.16. Let X and Y be continuous real random variables with a joint
density function. Then the conditional entropy of X given Y is

h(X | Y) = −
∫︂
R2

p(x, y) log p(x | y) d(x, y).

Even though many results from discrete random variables do not carry over
to continuous random variables, there are still many results that work. The next
proposition is similar to Lemma 2.2.6(ii). The proof works in the same way, though
care needs to be taken to justify convergence and switching the order of the double
integrals. The most useful tool for these is Fubini’s theorem, which states that a
double integral can be switched if the integrand is integrable.
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Proposition 2.2.17. Let X and Y be continuous real random variables with a joint
density function, and let X have finite entropy. Then

h(X | Y) ≤ h(X),

with equality if and only if X and Y are independent.

Proof. Using the definition of conditional entropy, we get

h(X | Y) = −
∫︂
R2

p(x, y) log p(x)p(y | x)
p(y) d(x, y)

= −
∫︂
R2

p(x, y) log p(x) d(x, y) +
∫︂
R2

p(x, y) log p(y)
p(y | x) d(x, y)

≤ −
∫︂
R

∫︂
R

p(x)p(y | x) log p(x) dy dx

+ log e
∫︂
R2

p(x)p(y | x)
(︄

p(y)
p(y | x) − 1

)︄
d(x, y)

= −
∫︂
R

∫︂
R

p(y | x) dy⏞ ⏟⏟ ⏞
=1

p(x) log p(x) dx + log e
∫︂
R2

p(x)p(y) − p(x, y) d(x, y)

= −
∫︂
R

p(x) log p(x) dx + log e
(︂ ∫︂

R
p(x) dx⏞ ⏟⏟ ⏞

=1

∫︂
R

p(y) dy⏞ ⏟⏟ ⏞
=1

−
∫︂
R2

p(x, y) d(x, y)⏞ ⏟⏟ ⏞
=1

)︂

= h(X).

The inequality follows from log x ≤ log e(x − 1), with equality if and only if p(y) =
p(y | x), i.e., if X and Y are independent.

Mutual information can now be defined for continuous random variables. The
definition presented here is a bit different from Definition 2.2.9, but the result is the
same.

Definition 2.2.18. Let X and Y be continuous real random variables with a joint
density function. Then the mutual information between X and Y is

I(X; Y) =
∫︂
R2

p(x, y) log p(x, y)
p(x)p(y) d(x, y),

when defined.

From the definition it is clear that mutual information is symmetric. Furthermore,
we get the following lemma.

Lemma 2.2.19. Let X and Y be continuous real random variables with a joint
density function. Then

I(X; Y) = h(X) − h(X | Y).
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Proof. The lemma follows directly from the definition using the following equalities:

I(X; Y) =
∫︂
R2

p(x, y) log p(x, y)
p(x)p(y) d(x, y)

=
∫︂
R2

p(x, y) log p(x, y)
p(y) d(x, y) −

∫︂
R2

p(x, y) log p(x) d(x, y)

= −h(X | Y) +
∫︂
R

∫︂
R

p(y | x) dy p(x) log p(x) dx

= h(X) − h(X | Y).

Splitting the double integral is justified by Fubini’s theorem with a similar argument
as in Proposition 2.2.17.

Even though we cannot bound the differential entropy from below, we can still
bound the mutual information from below. For discrete random variables, we were
able to say that the entropy of a random variable equals the self-information of the
variable. This is not the case for continuous random variables, since a continuous
random variable X does not have a joint density with itself.

Proposition 2.2.20. Let X and Y be continuous random variables with joint density.
Then I(X; Y) ≥ 0.

Proof. The proposition follows directly from I(X; Y) = h(X) − h(X | Y) and
Proposition 2.2.17.

The maximal entropy for finite random variables is achieved by a uniform distri-
bution, as seen in Proposition 2.2.13. For real random variables, such a distribution
does not exist, so entropy is maximized by a different distribution. The following
proof has been presented in [8, Theorem 8.6.5] and [9, Theorem 7.4.1].

Proposition 2.2.21. Let X be an n-dimensional real random vector with a joint
density function, mean µ, and nonsingular covariance Σ. Then

h(X) ≤ 1
2 log((2πe)n det(Σ)),

with equality if and only if X ∼ N (µ, Σ), where N denotes a normal distribution
with a given mean and covariance matrix.

Proof. Let p(·) be the density function of X, and let Y ∼ N (µ, Σ) with density
function r(·). The random vectors X and Y have the same covariance by construction,
so we get

Σij =
∫︂
Rn

p(x)(xi − µi)(xj − µj) dx

=
∫︂
Rn

r(x)(xi − µi)(xj − µj) dx.
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Now, the integral of any quadratic form in x − µ is the same if integrated with p(·)
or r(·). We can use the above because log r(x) is a quadratic form in x − µ, as is
seen easily from the definition of r(x). Then we get that

h(X) − h(Y) = −
∫︂
Rn

p(x) log p(x) dx +
∫︂
Rn

r(x) log r(x) dx

= −
∫︂
Rn

p(x) log p(x) dx +
∫︂
Rn

p(x) log r(x) dx

=
∫︂
Rn

p(x) log r(x)
p(x) dx

≤ log e
∫︂
Rn

r(x) − p(x) dx

= 0.

Equality is achieved if r(x)
p(x) = 1 is constant almost everywhere, i.e., X has the same

distribution as Y. Therefore, the upper bound follows from the computation in
Example 2.2.15, with equality if and only if X ∼ N (µ, Σ).

In addition to real random variables, we can also have complex valued random
variables. The entropy of a continuous random variable is defined as the joint
entropy of the real and imaginary parts, given that they have a joint density function.
Therefore, if Z is a complex random variable, then

h(Z) = h(Re(Z), Im(Z)).

All of the above definitions for real random variables are then naturally extended to
complex random variables. The imaginary unit is denoted by ı.

The mean of a complex random vector is defined in the same way that the mean
of a real random vector is, namely, µ = E[Z]. The covariance of a complex random
vector is defined as Σ = E[(Z − µ)(Z − µ)∗], where ( · )∗ denotes the conjugate
transpose of a matrix. In addition to these, an additional pseudo-covariance can be
defined as ˜︁Σ = E[(Z − µ)(Z − µ)T ]. Clearly, the pseudo-covariance of a real random
vector equals its covariance. A complex random vector with zero pseudo-covariance
is said to be proper.

By setting X = Re(Z) and Y = Im(Z), the covariance matrix and pseudo-
covariance matrix can be related to the covariance matrices of the real and imaginary
parts. Then we can write

Σ = ΣXX + ΣY Y + ı(ΣY X − ΣXY ),
Σ̃ = ΣXX − ΣY Y + ı(ΣY X + ΣXY ),

where ΣXX and ΣY Y are the covariance matrices of X and Y, respectively, and
ΣY X and ΣXY are the cross-covariance matrices of X and Y. These blocks have the
properties ΣXX = ΣT

XX , ΣY Y = ΣT
Y Y , and ΣY X = ΣT

XY . A complex random variable
is proper if and only if ΣXX = ΣY Y and ΣY X = −ΣXY .

A complex random variable Z is said to be circularly symmetric if Z ∼ eıθZ for
all θ ∈ R. It is clear that a circularly symmetric random variable has zero mean and
zero pseudo-covariance, which means that it is proper.
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A complex random vector is said to be complex normally distributed if the real
random vector consisting of the real and imaginary parts of Z is normally distributed,
and it is denoted by Z ∼ CN (µ, Σ, ˜︁Σ).

The maximal entropy for complex valued random vectors is similar to real valued
random vectors in Proposition 2.2.21. However, the additional requirement is that
the pseudo-covariance of an entropy maximizing distribution is zero. This means that
no real valued random vector can maximize entropy when complex valued random
vectors are also considered. The maximal entropy theorem can be proven like in
Proposition 2.2.21, where one has to use the density function for a circular complex
normal distribution. The following proof highlights the necessity for the properness
of an entropy maximizing distribution. The one-dimensional version was presented
in [10, Theorem 2].

Theorem 2.2.22. Let Z be an n-dimensional complex random vector with a joint
density function, mean µ, and nonsingular covariance Σ. Then

h(Z) ≤ log((πe)n det(Σ)),

with equality if and only if X ∼ CN (µ, Σ, 0), that is, equality is reached only with a
proper complex normal distribution.

Proof. Let W = (X, Y)T = (Re(Z), Im(Z))T be the 2n-dimensional real random
vector that contains the real and imaginary parts of Z. By definition and Proposition
2.2.21, we get

h(Z) = h(W) ≤ 1
2 log((2πe)2n det(ΣW )).

The covariance matrix of W is nonsingular and can be written as

ΣW =
(︄

ΣXX ΣXY

ΣY X ΣY Y

)︄
.

Now,

det(ΣW )2

= det
(︄

ΣXX −ıΣXY

ıΣY X ΣY Y

)︄
det

(︄
ΣY Y ıΣY X

−ıΣXY ΣXX

)︄

≤
(︄

1
22n

det
(︄

ΣXX + ΣY Y ı(ΣY X − ΣXY )
ı(ΣY X − ΣXY ) ΣXX + ΣY Y

)︄)︄2

=
(︃ 1

22n
det(ΣXX + ΣY Y + ı(ΣY X − ΣXY )) det(ΣXX + ΣY Y − ı(ΣY X − ΣXY ))

)︃2

=
(︃ 1

22n
det(Σ)2

)︃2
.

The first determinant in the first line follows by multiplying the first n rows of the
matrix by −ı, and the first n columns by ı. These produce a factor of (−ı)nın = 1,
and the upper left block gets multiplied by (−ı) · ı = 1. The second determinant on
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the first line follows by permuting the rows and columns of the previous determinant.
The matrices on the first line are positive semi-definite, since

(︂
u∗ v∗

)︂(︄ΣXX −ıΣXY

ıΣY X ΣY Y

)︄(︄
u
v

)︄
=
(︂
(−ıu)∗ v∗

)︂(︄ΣXX ΣXY

ΣY X ΣY Y

)︄(︄
−ıu

v

)︄
≥ 0,

since ΣW is positive semi-definite. A similar argument works for the other matrix.
Hence, we can use the inequality from Lemma A.5. Equality is reached if and only if
ΣXX = ΣY Y and ΣY X = −ΣXY , i.e., if and only if Z is proper. The equality on line
three follows from Lemma A.2. On the third line we have the determinants of Σ and
ΣT , whose product is det(Σ)2. Taking square roots of the above yields

det(ΣW ) ≤ det(Σ)2

22n
.

Hence,
h(Z) ≤ 1

2 log((2πe)2n 1
22n

det(Σ)2) = log((πe)n det(Σ)),

with equality if and only if Z is proper and complex normally distributed.

2.2.3 Information-theoretic security

Information theory can be used to characterize the security of an encryption scheme.
If X is the message that needs to be kept secret and Y is the encryption of X, then
the encryption scheme is information-theoretically secure if the encryption reveals
no information about the plaintext.

Definition 2.2.23. If X is the plaintext and Y is the ciphertext of some encryption
scheme, then the scheme is said to be information-theoretically secure if

I(X; Y) = 0.

The above definition is also known as perfect security.

Example 2.2.24 (One-time pad). Let x ∈ Fn
q denote some arbitrary data. Then

choose y ∈ Fn
q uniformly at random. The value x + y is an encryption of x, since x

can be recovered by computing (x + y) − y, when the secret key y is known. The
drawback of such a scheme is that the key y has the same size as the data x. The
security of this scheme is shown in the next proposition.

It was shown in Shannon’s seminal paper [11] that the only way to achieve
information-theoretic security in an encryption system is by having the same proper-
ties as the one-time pad, i.e., the key has to be the same size as the data.

Proposition 2.2.25. Let X and Y be independent random variables over some finite
additive group G and Y be uniformly distributed. Then

I(X + Y; X) = 0.
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Proof. By definition of mutual information, we get that

I(X + Y; X) = H(X + Y) − H(X + Y | X).

Let us analyze both terms separately. The probability mass function of Z = X + Y
is

p(z) =
∑︂

x,y∈G
x+y=z

p(x, y) =
∑︂
x∈G

p(x)p(z − x) = 1
|G|

,

which follows from the independence of X and Y and the fact that Y is uniformly
distributed. As a result, X + Y is uniformly distributed. Hence, H(X + Y) = log|G|
by Proposition 2.2.13.

For the second term we get

H(X + Y | X) = −
∑︂
x∈G

∑︂
y∈G

p(x + y, x) log p(x + y | x)

= −
∑︂
x∈G

∑︂
y∈G

p(x)p(y) log p(y)

= −
∑︂
y∈G

p(y) log p(y)

= H(Y).

As Y is uniformly distributed, we get that

I(X + Y; X) = log|G| − log|G| = 0.

According to the above proposition, we are able to hide data by adding uniform
noise to it. We will use this technique later to show the security of multiple different
schemes.

Corollary 2.2.26. Let X and Y be as in the previous proposition, and f some
function. Then

I(f(X) + Y; X) = 0.

The result follows directly from Propositions 2.2.12 and 2.2.25.

2.3 Secret sharing
Secret sharing is a way of splitting a secret, usually denoted by a finite field element,
into multiple shares, which are distributed to N parties. The parties can recover
the original secret by combining their shares. Secret sharing was first introduced
by Shamir in his seminal paper [12]. Secret sharing schemes are built such that the
parties in some specified access structure are able to recover the secret, while parties
that are not in the access structure will not gain any information about the secret.
The simplest kind of access structure is that of threshold secret sharing.
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Definition 2.3.1. A (K, N)-threshold secret sharing scheme is defined such that
each of the N participants has a share ãi such that any set of K parties can decode
the secret value, but no information about the secret is gained by any set of at most
K − 1 parties.

In particular, we are interested in linear secret sharing schemes, where the encoding
and decoding functions are linear. From the information theoretic definition of perfect
secrecy, it is clear that a secret sharing scheme will need to use randomness to hide
the secrets.

Example 2.3.2. Let a ∈ Fq be a secret value. Consider the (2, 3)-threshold secret
sharing scheme, which works as follows. Let α1, α2, α3 ∈ F×

q be distinct nonzero
values. Then the share of party i will be

ãi = a + rαi,

where r is chosen uniformly at random from Fq. Any two parties, i and j, can now
decode the secret by computing

ãiαj − ãjαi

αj − αi

= (αj − αi)a
αj − αi

= a,

since any two evaluation points are distinct. As r is uniformly distributed, then rαi

is uniformly distributed as α is nonzero. Therefore,

I(a; ãi) = I(a; a + rα) = 0

by Proposition 2.2.25. Therefore, any single party will gain no information about a,
while any two parties will be able to recover a fully.

The previous example uses the [3, 2] GRS code to encode the secret and the
randomness to the shares. In general, such a scheme can be constructed for any
[N, K] GRS code, and such a scheme is usually referred to as Shamir’s secret sharing.

Lemma 2.3.3 (Shamir’s secret sharing). Let C be an [N, K] GRS code with nonzero
locators α1, . . . , αN . Then there is a (K, N)-threshold secret sharing scheme based
on C.

Proof. Let

G =

⎛⎜⎜⎜⎜⎝
1 . . . 1
α1 . . . αN
... ...

αK−1
1 . . . αK−1

N

⎞⎟⎟⎟⎟⎠
be a generator matrix for C. If m ∈ Fq is the secret and r1, . . . , rK−1 ∈ Fq are
independent and uniformly distributed, then (ã1, . . . , ãN) = (a, r1, . . . , rK−1)G are
the shares for the parties 1, . . . , N . Because C is an MDS code, any set I ⊂ [N ] of
size K is an information set, implying that the submatrix GI is invertible. As a
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result, any K parties can decode the secret by computing the dot product between
the first column of (GI)−1 and ãI .

Now, let X ⊂ [N ] be a set of size K − 1. Then the shares associated with these
parties can be represented as

ãX = a(1, . . . , 1) + (r1, . . . , rK−1)G>1
X ,

where G>1
X consists of the lower K − 1 rows of GX . If X = {i1, . . . , iK−1}, then

G>1
X =

⎛⎜⎜⎝
αi1 . . . αiK−1... ...

αK−1
i1 . . . αK−1

iK−1

⎞⎟⎟⎠ = diag(αi1 , . . . , αiK−1) ·

⎛⎜⎜⎜⎜⎝
1 . . . 1

αi1 . . . αiK−1... ...
αK−2

i1 . . . αK−2
iK−1

⎞⎟⎟⎟⎟⎠ .

Now, G>1
X is a product of a diagonal matrix with nonzero entries and a (K−1)×(K−1)

Vandermonde matrix on distinct points, which means that G>1
X is invertible. Hence,

(r1, . . . , rk)G>1
X is uniformly distributed, since an invertible mapping transforms a

uniform distribution to a uniform distribution. Therefore, by Corollary 2.2.26, the
scheme is information-theoretically secure.

Similar schemes can be constructed for other MDS codes. The important property
is the MDS property of the generator matrix, since it allows for both recovering the
secret by inverting a submatrix of the generator matrix and proving the security as
in the previous proof.

2.4 Cryptography
Cryptography is about providing confidentiality, authenticity, and integrity to data
that is travelling through an insecure channel. As opposed to information-theoretic
measures of security used in secret sharing, cryptography protects against computa-
tionally bounded adversaries. The study of computational complexity of algorithms
is an important part of cryptography. Good references on cryptography include
[13, 14].

2.4.1 Algorithms and computational complexity

An algorithm is a sequence of computation steps in some model of computation.
Such models of computation can be, for example, Turing machines, λ-calculus, or
general recursive functions. Even though these models of computation differ in their
description of what computation means, they are still equivalent in their capabilities.
Therefore, we do not need to care about the exact model of computation used, and
we can describe algorithms using any reasonable description of the computation
steps.

An algorithm takes as input a string from finite alphabet Σ, i.e., a finite sequence
of symbols, and returns some result, which is also a string over the alphabet. An
algorithm can be either deterministic or probabilistic, which means that it is allowed
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to draw values from some probability distributions. The time complexity of an
algorithm can be measured as the number of computation steps needed to compute
the result. We are often not interested in the number of steps needed for some
specific input, but rather the number of steps as a function of the length of the input.
Here, the model of computation becomes important once again, since the number of
computation steps is dependent on the model of computation. Therefore, we will
only discuss the complexity classes of algorithms.

Cryptography aims to provide security against arbitrary adversaries, which are
assumed to be algorithms with a time complexity bounded from above. This corre-
sponds to assuming that the adversary is computationally bounded. We do not place
any further restrictions on the strategy a potential adversary can have. Therefore,
all security definitions are formulated such that no “efficient” adversary can “break”
the scheme with “high” probability.

One way of defining the terms “efficient” and “high probability” would be to
give some explicit bounds on the maximal number of steps an algorithm can take
and the probability that it succeeds. The problem is that choosing such bounds
would be quite arbitrary and would depend on the exact model of computation.
A better approach is to consider a security parameter, denoted by n, which can
measure the difficulty of breaking the scheme. Often the security parameter describes
the length of a key in an encryption scheme, but this is not necessarily always the
case. Now, we can define efficient algorithms as algorithms, that run in polynomial
time with respect to the length of their input. We give each adversary the security
parameter encoded in unary as 1n, i.e., the length n string of all ones. Furthermore,
we allow the adversaries to be probabilistic algorithms. This class of algorithms is
known as probabilistic polynomial-time (PPT) algorithms. Choosing the class to
be polynomial time algorithms is particularly useful, since polynomials are closed
under sum, product, and composition. Furthermore, as all reasonable models of
computation are equivalent, there exist polynomial time reductions from any model
to any other model. Hence, this definition is independent of the chosen model of
computation.

The cryptographic primitives we will be using are based on some secret knowledge,
which is usually chosen at random from some probability distribution. Therefore,
an adversary has a small chance of guessing the secret and, hence, breaking the
cryptographic primitive, even if it does not actually do any other processing. Thus,
we allow the adversary to have a small probability of breaking the scheme, where
the probability is taken over the randomness used in the cryptographic system and
the randomness of the probabilistic adversary. As a complement to the polynomial-
time algorithms, a small probability is something that is negligible in the security
parameter.

Definition 2.4.1. A function µ : N → R+ is said to be negligible if for every positive
polynomial p(n) there exists N ∈ N such that µ(n) ≤ 1

p(n) for all n ≥ N .

The definition of negligible is convenient since the class of negligible functions is
closed under sum and product. Furthermore, multiplying a negligible function by
a polynomial is still a negligible function, which means that an efficient adversary
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repeating a strategy that works with a negligible probability will have a negligible
probability of success, since the adversary is allowed to take only polynomially many
steps.

2.4.2 Pseudorandomness

We define the security of encryption algorithms by comparing the behavior of some
actual realization of such an algorithm to some idealized implementation. If the
difference between the behaviors is negligible for all efficient adversaries, then we say
that the scheme is secure. This is because it is computationally indistinguishable
from the ideal version. We say that the indexed collection X = {Xn}n∈N of random
variables is a probability ensemble.

Definition 2.4.2. The probability ensembles X = {Xn}n∈N and Y = {Yn}n∈N are
said to be computationally indistinguishable if

|P[A(1n, Xn) = 1] − P[A(1n, Yn) = 1]|

is negligible for all PPT adversaries A. The probability is taken over the probability
ensembles and the internal randomness of the adversary A.

The algorithm A tries to determine if the value it received is from the distribution
X or Y and outputs either 0 or 1 to indicate its choice. If X and Y are computationally
indistinguishable, then the behaviour of A will be almost identical in both cases.
It is easy to see that if X and Y are computationally indistinguishable, then the
random variables Xn and Yn have to be of polynomial length in n.

As seen in the context of secret sharing, it is convenient to use randomness to hide
information. A similar technique is used in cryptography, but pseudorandomness is
used instead.

Definition 2.4.3. Let ℓ(n) be a positive polynomial. An algorithm G is said to be
a pseudorandom generator (PRG) with length expansion ℓ(n) if

• G is efficiently computable and deterministic,

• |G(x)| = ℓ(|x|) > |x| for all x ∈ Σ∗, i.e., G is length expanding, and

• {Uℓ(n)}n∈N and {G(Un)}n∈N are computationally indistinguishable.

Here Un is the uniform distribution on Σn.

A PRG G can produce ℓ(n) > n symbols of randomness from n input symbols.
The image of G has at most qn < qℓ(n) elements, i.e., it does not fill its codomain.
However, an efficient adversary is still not able to distinguish the output of G from a
random element in the codomain with a nonnegligible probability. The existence of
a PRG is still an open problem. However, it is believed that they do exist, and most
existing implementations of encryption algorithms rely on pseudorandomness.
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2.4.3 Symmetric encryption

One of the most important applications of the primitive constructions such as the
PRG is the symmetric encryption scheme. The name comes from the fact that the
encryption and decryption algorithms use the same key.

Definition 2.4.4. A symmetric encryption scheme consists of PPT algorithms
(gen, enc, dec) such that

• the key generation algorithm gen takes the security parameter 1n and gives the
key k = gen(1n),

• the encryption algorithm enc takes the key k and a message m and gives the
ciphertext c = enc(k, m), and

• the decryption algorithm dec takes the key k and a ciphertext c and returns
m = dec(k, c).

The above definition gives the syntax of a symmetric encryption scheme, but
does not define security in any way. There are multiple different ways of defining
security in different circumstances. In addition to assuming that the adversary is
computationally bounded, we may also assume other capabilities of the adversary.
For example, in some circumstances, the adversary may be able to craft some or all
of the messages that are used in the encryption system to deduce the secret key. In
the following, we assume that the adversary is only passively observing the messages,
but is not allowed to interact further. Such an adversary is known as an eavesdropper.

Definition 2.4.5. A symmetric encryption scheme (gen, enc, dec) is said to have
indistinguishable encryptions under eavesdropping attack (IND-EAV secure) if for all
sequences of messages {mn}n∈N and all PPT adversaries A

|P[A(1n, enc(K, mn)) = 1] − P[A(1n, enc(K, 0|mn|)) = 1]|

is negligible in n, where K = gen(1n) and 0|mn| is the all-zero message of the same
length as mn.

This definition guarantees that the encryption of a particular message is indistin-
guishable from the encryption of an arbitrary message, say the all zero message, for
all efficient adversaries. This mimics the definition of information-theoretic security,
since given a ciphertext, all messages are equally likely to have produced that cipher-
text. This definition works only in the context of eavesdroppers. If the adversary is
allowed to listen to multiple messages encrypted with the same key or alter the sent
messages, then some other definition of security is required.

We can finally construct an encryption scheme. The following construction is
similar to the one-time pad encryption, which is known to be information-theoretically
secure, but instead of using pure randomness, it uses pseudorandomness from a PRG.
We consider some finite field Fq, instead of the usual binary alphabet.
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Construction 2.4.6. Let G be a PRG with length expansion ℓ(n). Define gen such
that gen(1n) gives a key that is uniformly chosen from Fn

q . The encryption of a
message m ∈ F ℓ(n)

q is done by computing

c = enc(k, m) = m + G(k).

The decryption is done simply by subtraction

m = dec(k, c) = c − G(k).

Proposition 2.4.7. The encryption scheme described in Construction 2.4.6 is
IND-EAV secure.

Proof. Let mn be a message of length ℓ(n) and K = Un. If A is an arbitrary efficient
adversary, then⃓⃓⃓

P[A(1n, enc(K, mn)) = 1] − P[A(1n, enc(K, 0ℓ(n))) = 1]
⃓⃓⃓

=
⃓⃓⃓
P[A(1n, mn + G(Un)) = 1] − P[A(1n, G(Un)) = 1]

⃓⃓⃓
=
⃓⃓⃓
P[A(1n, mn + G(Un)) = 1] − P[A(1n, mn + Uℓ(n)) = 1]

+ P[A(1n, mn + Uℓ(n)) = 1] − P[A(1n, G(Un)) = 1]
⃓⃓⃓

≤
⃓⃓⃓
P[B(1n, G(Un)) = 1] − P[B(1n, Uℓ(n)) = 1]

⃓⃓⃓
+
⃓⃓⃓
P[A(1n, Uℓ(n)) = 1] − P[A(1n, G(Un)) = 1]

⃓⃓⃓
,

where B is the efficient adversary defined by B(1n, y) = A(1n, mn + y). The result
follows from the triangle inequality and the fact that Uℓ(n) ∼ mn + Uℓ(n). The two
terms in the sum are both negligible by the definition of the PRG G. Hence, the
symmetric encryption scheme is IND-EAV secure.
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3 Secure distributed matrix multiplication
Matrix multiplication is an important operation that can be used to compute various
computations in engineering, data science, and medicine, for example. Various
methods for speeding up the computation have been developed over the years. One
way of making the computation faster is by breaking the problem into smaller pieces
and distributing those pieces to multiple computing nodes. The work can then be
done in parallel. Matrix multiplication is easily parallelized by splitting the matrices
into smaller submatrices and computing the products of the submatrices.

Distributing work to multiple worker nodes has advantages, including the fact
that more work can be done in parallel. The disadvantage is that the time it takes
to finish the computation is determined by the slowest worker node. There can be
multiple factors in determining how long the computation is going to take at each
worker node, which means that eliminating slow worker nodes before the computation
happens is not possible. The phenomenon of a few workers significantly increasing
the computation time is known as the straggler effect, and the slow worker nodes
are known as stragglers. To mitigate the straggler effect, coded computation can be
used similarly to the secret sharing schemes in Section 2.3. Using tools from coding
theory, we can construct distributed computation schemes such that any K out of N
responses is enough to decode the answer.

Another thing to consider is the fact that the data contained in the matrices can
be sensitive and should be hidden from the worker nodes. One way to achieve this is
by using tools from information theory, which provide security against arbitrarily
powerful adversaries, as long as the underlying assumptions are met. The most
important assumption is that the number of colluding nodes is small enough. A set
of colluding nodes share the data they receive to infer information about the secret
matrices. Information theory can be used to guarantee that any set of at most X
colluding worker nodes will gain no information about the secret matrices.

Using these tools, we will define secure distributed matrix multiplication, or
SDMM. Furthermore, we will define a new framework for different types of SDMM
constructions known as linear SDMM. SDMM was first considered by Chang and
Tandon in [2]. Since then, different constructions have been studied, such as the
MatDot codes in [15], the GASP code in [16, 17, 18], the cross subspace alignment
code in [19, 20], the A3S code in [21, 22, 23], and the codes by Yang et al. in [24],
Mital et al. in [25] and Yu et al. in [26]. Futhermore, different modes of SDMM have
been presented, including batch matrix multiplication in [19, 26, 27, 28], Lagrange
coded polynomial evaluation in [29], private SDMM in [26, 27, 30, 31], and matrix-
vector multiplication in [32, 33]. The theoretical limits for the capacity of SDMM
have been studied in [2, 19, 22].

3.1 Illustrating examples
Before stating the general model of computation for SDMM, we will give a few
illustrative examples for some fixed parameters. The following example is based on
the construction presented in [15].



37

Example 3.1.1 (Secure MatDot code). Let A ∈ Ft×s
q and B ∈ Fs×r

q . Let us partition
the matrices into 3 pieces and protect against 2 colluding workers. The matrices are
partitioned into block matrices according to

A =
(︂
A1 A2 A3

)︂
, B =

⎛⎜⎝B1
B2
B3

⎞⎟⎠ .

The resulting submatrices are Aj ∈ Ft× s
3

q , Bj′ ∈ F
s
3 ×r
q . The product is then

AB = A1B1 + A2B2 + A3B3.

Let R1, R2 ∈ Ft× s
3

q and S1, S2 ∈ F
s
3 ×r
q be matrices chosen uniformly at random and

independently of A and B. Define the polynomials

f(x) = A1 + A2x + A3x
2 + R1x

3 + R2x
4,

g(x) = B1x
2 + B2x + B3 + S1x

3 + S2x
4.

These polynomials are polynomials of a single scalar variable with matrix coefficients.
Another way of looking at it is that there is a matrix of polynomials with scalar
coefficients.

Let α1, . . . , αN ∈ F×
q be distinct nonzero points. Evaluate the polynomials f(x)

and g(x) at these points to get the encoded matrices˜︁Ai = f(αi), ˜︁Bi = g(αi).

These encoded matrices can be sent to each worker node through a secure com-
munication channel. The worker nodes compute the matrix products ˜︁Ci = ˜︁Ai

˜︁Bi

and return these back to the user. The user receives evaluations of the polynomial
h(x) = f(x)g(x) from each worker node. Using the definition of f(x) and g(x) we
can write out the coefficients of h(x) as

h(x) = A1B3 + (A1B2 + A2B3)x + (A1B1 + A2B2 + A3B3)x2

+ (A1S1 + A2B1 + A3B2 + R1B3)x3

+ (A1S2 + A2S1 + A3B1 + R1B2 + R2B3)x4

+ (A2S2 + A3S1 + R1B1 + R2B2)x5 + (A3S2 + R1S1 + R2B1)x6

+ (R1S2 + R2S1)x7 + R2S2x
8.

Now we notice that the coefficient of the term x2 is exactly the product AB, which
we wish to recover. Using polynomial interpolation as described in Lemma 2.1.16, we
can interpolate using 9 evaluations of h(x) and get the coefficient of x2. Therefore,
we need a response from K = 9 worker nodes. It is worth noting that we do not care
which K workers respond to us. The rate of the scheme is 1

9 , which describes that
we need to download 9 times as much data as the product AB.

The matrix partitioning used in the previous example is known as inner product
partitioning, or IPP. Another way of partitioning the matrices is by splitting A
vertically and B horizontally, which is known as outer product partitioning, or OPP.
The following example is based on the construction presented in [2].
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Example 3.1.2 (Chang–Tandon code). Let A ∈ Ft×s
q and B ∈ Fs×r

q . Let us partition
the matrices into 3 pieces and protect against 2 colluding workers. The matrices are
partitioned into block matrices according to

A =

⎛⎜⎝A1
A2
A3

⎞⎟⎠ , B =
(︂
B1 B2 B3

)︂
.

The resulting submatrices are Aj ∈ F
t
3 ×s
q , Bj′ ∈ Fs× r

3
q . The product can be expressed

as

AB =

⎛⎜⎝A1B1 A1B2 A1B3
A2B1 A2B2 A2B3
A3B1 A3B2 A3B3

⎞⎟⎠ .

We need to recover each of the submatrices to construct the product AB. Let R1, R2 ∈
F

t
3 ×s
q and S1, S2 ∈ Fs× r

3
q be matrices chosen uniformly at random independently of

each other and independently of A and B. Define the polynomials

f(x) = A1 + A2x + A3x
2 + R1x

3 + R2x
4,

g(x) = B1 + B2x
5 + B3x

10 + S1x
15 + S2x

20.

Let α1, . . . , αN ∈ F×
q be distinct nonzero points. Evaluate the polynomials f(x)

and g(x) at these points to get the encoded matrices

˜︁Ai = f(αi), ˜︁Bi = g(αi).

These encoded matrices can be sent to each worker node through a secure com-
munication channel. The worker nodes compute the matrix products ˜︁Ci = ˜︁Ai

˜︁Bi

and return these back to the user. The user receives evaluations of the polynomial
h(x) = f(x)g(x) from each worker. Using the definition of f(x) and g(x) we can
write out the coefficients of h(x) as

h(x) = A1B1 + A2B1x + A3B1x
2 + R1B1x

3 + R2B1x
4 + A1B2x

5 + A2B2x
6

+ A3B2x
7 + R1B2x

8 + R2B2x
9 + A1B3x

10 + A2B3x
11 + A3B3x

12

+ R1B3x
13 + R2B3x

14 + A1S1x
15 + A2S1x

16 + A3S1x
17 + R1S1x

18

+ R2S1x
19 + A1S2x

20 + A2S2x
21 + A3S2x

22 + R1S2x
23 + R2S2x

24.

Now we notice that the coefficients of the terms 1, x, x2, x5, x6, x7, x10, x11, x12 are
exactly the submatrices we wish to recover. Using polynomial interpolation, we can
interpolate using 25 evaluations of h(x), since h(x) has degree 24. Therefore, we
need a response from K = 25 workers to get the result. We do not care which K
workers respond. The rate of this scheme is 9

25 .

An even better rate can be achieved by choosing the polynomials f(x) and g(x)
in a more clever way. The following example is a special case of the GASP code
presented in [16].
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Example 3.1.3 (GASP code). Let A ∈ Ft×s
q and B ∈ Fs×r

q . Let us partition the
matrices into 3 pieces and protect against 2 colluding workers. The matrices are
partitioned into block matrices according to

A =

⎛⎜⎝A1
A2
A3

⎞⎟⎠ , B =
(︂
B1 B2 B3

)︂
.

The resulting submatrices are Aj ∈ F
t
3 ×s
q , Bj′ ∈ Fs× r

3
q . The product can be expressed

as

AB =

⎛⎜⎝A1B1 A1B2 A1B3
A2B1 A2B2 A2B3
A3B1 A3B2 A3B3

⎞⎟⎠ .

We need to recover each of the submatrices to construct the product AB. Let R1, R2 ∈
F

t
3 ×s
q and S1, S2 ∈ Fs× r

3
q be matrices chosen uniformly at random independently of

each other and independently of A and B. Define the polynomials

f(x) = A1 + A2x + A3x
2 + R1x

9 + R2x
12,

g(x) = B1 + B2x
3 + B3x

6 + S1x
9 + S2x

10.

The exponents are chosen carefully so that the total number of worker nodes needed
is as low as possible.

Let α1, . . . , αN ∈ F×
q be distinct nonzero points. Evaluate the polynomials f(x)

and g(x) at these points to get the encoded matrices
˜︁Ai = f(αi), ˜︁Bi = g(αi).

These encoded matrices can be sent to each worker node through a secure com-
munication channel. The worker nodes compute the matrix products ˜︁Ci = ˜︁Ai

˜︁Bi

and return these back to the user. The user receives evaluations of the polynomial
h(x) = f(x)g(x) from each worker. Using the definition of f(x) and g(x) we can
write out the coefficients of h(x) as

h(x) = A1B1 + A2B1x + A3B1x
2 + A1B2x

3 + A2B2x
4

+ A2B3x
5 + A1B3x

6 + A2B3x
7 + A3B3x

8

+ (A1S1 + R1B1)x9 + (A1S2 + A2S1)x10

+ (A2S2 + A3S1)x11 + (A3S2 + R1B2 + R2B1)x12

+ (R1B3 + R2B2)x15 + (R1S1 + R2B3)x18

+ R1S2x
19 + R1S2x

21 + R2S2x
22.

Now we notice that the coefficients of the first 9 terms are exactly the submatrices
we wish to recover. Using polynomial interpolation, we can interpolate using 18 eval-
uations of h(x), since h has 18 nonzero coefficients, provided that the corresponding
linear equations are solvable. This is always possible if the field is large enough.
Therefore, we need a response from 18 workers. Here the rate is 1

2 > 9
25 .
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3.2 General model of computation
Examples 3.1.1, 3.1.2 and 3.1.3 show two different ways of partitioning the matrices
to 3 pieces and protecting against 2 colluding workers. All of the examples follow
the same general model of computation. The scheme takes as input two matrices:
A ∈ Ft×s

q and B ∈ Fs×r
q . The parameters are the number of worker nodes N , the

number of colluding nodes X, and the matrix partitioning parameters p, m, n such
that p | s, m | t and n | r. The general model for SDMM schemes is as follows.

• Matrices A and B are partitioned to block matrices such that

A =

⎛⎜⎜⎝
A11 . . . A1p

... ...
Am1 . . . Amp

⎞⎟⎟⎠ , B =

⎛⎜⎜⎝
B11 . . . B1n

... ...
Bp1 . . . Bpn

⎞⎟⎟⎠ ,

where the submatrices are t
m

× s
p

and s
p

× r
n
, respectively. The product AB can

be represented as

C =

⎛⎜⎜⎝
C11 . . . C1n

... ...
Cm1 . . . Cmn

⎞⎟⎟⎠ ,

where Cij = ∑︁p
k=1 AikBkj. We denote by Aj the submatrices of A in some

order, and similarly, Bj′ for the submatrices of B.

• Matrices Rk, Sk′ are drawn uniformly at random from matrices of the same
size as Aj and Bj′ , respectively, for k, k′ ∈ [X].

• Polynomials f(x) and g(x) are formed such that the coefficients are the matrices
Aj and Rk for f(x) and Bj′ and Sk′ for g(x).

• The polynomials f(x) and g(x) are evaluated at points α1, . . . , αN , and the
encoded matrices ˜︁Ai = f(αi) and ˜︁Bi = g(αi) are sent to worker node i through
a secure communication channel. These evaluations are matrices because f(x)
and g(x) have matrices as coefficients.

• Worker node i computes ˜︁Ci = ˜︁Ai
˜︁Bi and returns it to the user.

• The user receives evaluations of the polynomial h(x) = f(x)g(x) at the points
α1, . . . , αN and decodes the coefficients using polynomial interpolation. From
the coefficients, the user can easily compute the final answer AB.

If the number of colluding nodes X is greater than 1, then the scheme is said
to protect against X-collusion. If X = 1, then the SDMM scheme protects against
honest-but-curious nodes, but not against any collusion between the workers. Many
of the SDMM schemes can also be applied in the case of X = 0, which is known as
distributed matrix multiplication. The security of an SDMM scheme is defined by the
following criterion.

We use information-theoretic security to characterize the security of SDMM
schemes. Let A and B be the random variables that correspond to the matrices
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A and B, respectively, with some a priori distributions. The encodings are also
associated with the random variables ˜︂Ai and ˜︁Bi. For the collection of random
variables {˜︂Ai}i∈X , we denote ˜︂AX .

Definition 3.2.1. An SDMM scheme is said to be information-theoretically secure
against X-collusion if

I(A, B;˜︂AX , ˜︁BX ) = 0

for all X ⊂ [N ], |X | ≤ X.

The set X denotes any set of colluding nodes. This definition guarantees that the
colluding worker nodes do not gain any information about the matrices A or B. The
shares they have are indistinguishable from random data, which makes it impossible
to deduce anything about A or B.

There are multiple different metrics that can be used to compare and evaluate
different SDMM schemes. The recovery threshold, denoted by K, is the minimal
number of responses that are needed to decode the answer. The recovery threshold
is also denoted by Rc in the literature. A low recovery threshold compared to the
number of worker nodes protects well against straggling workers.

The worker nodes are often thought to be distributed such that the communication
cost between the different parties is an important consideration. The upload cost
is the total size of data that needs to be uploaded from the user to the workers.
The download cost is the total size of data that needs to be downloaded from the
workers to the user. Notice that downloading is only necessary from K workers, since
the results from them are enough to decode the answer. The sizes of the matrices
are usually measured in finite field symbols. The matrices could be compressed
before sending, which means that the entropy of the matrices would be a natural
way of measuring the communication costs. However, the compression would require
additional computation from the user, so this is not usually done, as the goal is to
save on computational cost.

The computational complexity of the worker nodes and the user is another
interesting measure, though measuring it is not straightforward since much of the
complexity comes from the underlying matrix multiplication.

3.3 Secure MatDot code
In this section, we generalize the scheme in Example 3.1.1. The following construction
was first presented in [34] in the context of distributed matrix multiplication. The
secure MatDot scheme was first presented in [15].

Construction 3.3.1 (Secure MatDot code). Let p be the partitioning parameter
and let A ∈ Ft×s

q and B ∈ Fs×r
q be matrices. Partition A and B to block matrices

such that

A =
(︂
A1 . . . Ap

)︂
, B =

⎛⎜⎜⎝
B1
...

Bp

⎞⎟⎟⎠ ,
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where Aj ∈ F
t× s

p
q and Bj′ ∈ F

s
p

×r
q , for j, j′ ∈ [p]. The product of A and B is

AB =
p∑︂

j=1
AjBj,

that is, the product is a dot product of the partitioned matrices.
Let Rk ∈ F

t× s
p

q and Sk′ ∈ F
s
p

×r
q , for k, k′ ∈ [X], be chosen uniformly at random

and independently of each other. Now, let us form the polynomials

f(x) =
p∑︂

j=1
Ajx

j−1 +
X∑︂

k=1
Rkxp+k−1

g(x) =
p∑︂

j′=1
Bj′xp−j′ +

X∑︂
k′=1

Sk′xp+k′−1.

Choose evaluation points α = (α1, . . . , αN) ∈ (F×
q )N , where N is the number of

worker nodes. The points should be distinct and nonzero. Evaluate the polynomials
f(x) and g(x) at the evaluation points. The encoded matrices

˜︁Ai = f(αi), ˜︁Bi = g(αi)

are sent to worker node i through a secure communication channel. Worker i computes
the matrix product ˜︁Ci = ˜︁Ai

˜︁Bi ∈ Ft×r
q and sends that back to the user.

The user receives the products ˜︁Ci = ˜︁Ai
˜︁Bi from the fastest nodes. Because the

encoded matrices ˜︁Ai and ˜︁Bi are evaluations of a polynomial at a point αi, their
product is an evaluation of h(x) = f(x)g(x) at the same point. Using the definition
of f(x) and g(x) we can write the polynomial h(x) explicitly as

h(x) = f(x)g(x)

=
p∑︂

j=1

p∑︂
j′=1

AjBj′xp+j−j′−1 +
p∑︂

j=1

X∑︂
k′=1

AjSk′xp+j+k′−2

+
X∑︂

k=1

p∑︂
i′=1

RkBi′x2p+k−i′−1 +
X∑︂

k=1

X∑︂
k′=1

RkSk′x2p+k+k′−2.

The terms in the last three sums have degree at least p. The only time the exponent
in the first term is p − 1 is when j = j′, which means that the coefficient of the term
xp−1 is

p∑︂
j=1

AjBj = AB.

The degree of h(x) is deg h(x) = 2p + 2X − 2. As a result, the user needs 2p + 2X − 1
responses from the workers to interpolate the polynomial. The user then performs
polynomial interpolation to obtain the coefficients of h(x), where AB is the coefficient
of xp−1.
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Let I ⊂ [N ] be the fastest 2p + 2X − 1 workers. The user then computes the
Lagrange basis polynomials ℓi(x), for i ∈ I, on the points αI . After that the result
can be obtained by computing

AB =
∑︂
i∈I

ℓ
(p−1)
i

˜︁Ci,

where ℓ
(p−1)
i is the coefficient of xp−1 in the polynomial ℓi(x). This gives the coefficient

of xp−1 according to Lemma 2.1.16.
The number of worker nodes needs to be at least K = 2p + 2X − 1, which is the

recovery threshold for the secure MatDot code. The upload cost is N( ts
p

+ sr
p

), while
the download cost is Ktr. Any K responses can be used to recover the answer, so
adding additional workers increases the straggler tolerance of the scheme. As the
evaluation points need to be distinct and nonzero, we need the field size to be large
enough, in particular, q > N .

The security of the scheme will be proven later in Corollary 3.5.6. This construc-
tion is preferable because of its low recovery threshold and simplicity. The drawback
of using the inner product partitioning is that the encoded products ˜︁Ci are the same
size as the product AB. Therefore, the download cost is higher than the download
cost of a scheme with an outer product partition and the same recovery threshold.

3.4 GASP code
As presented earlier, another way of partitioning the matrices is by using outer product
partitioning, which means that the result is formed by arranging the products of the
submatrices. This method was first presented in [2], where the polynomials were
chosen such that each submatrix product has its own term. As seen in Example
3.1.2 this method is wasteful, since only certain terms are needed, specifically the
terms which contain AjBj′ for some (j, j′) ∈ [m] × [n]. The authors of [2] proposed
the concept of aligned secret sharing, in which some of the unnecessary terms are
aligned in the polynomial h(x). This has since been researched in [16].

As can be seen by comparing Examples 3.1.2 and 3.1.3, the recovery threshold
can be made smaller by choosing the exponents in the encoding polynomials cleverly.
It is still highly nontrivial to choose the exponents to make the system solvable.
The system of linear equations in Example 3.1.2 is always solvable, since it can
be represented as a Vandermonde system, which is not possible for the system in
Example 3.1.3, since the construction relies on the fact that there are “gaps” in the
product polynomial h(x).

In general, the encoding polynomials can be represented as

f(x) =
m∑︂

j=1
Ajx

φj +
X∑︂

k=1
Rkxφm+k ,

g(x) =
n∑︂

j′=1
Bj′xγj′ +

X∑︂
k′=1

Sk′xγn+k′ ,
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γ1 . . . γn γn+1 . . . γn+X

φ1 φ1 + γ1 . . . φ1 + γn φ1 + γn+1 . . . φ1 + γn+X
... ... . . . ... ... . . . ...
φm φm + γ1 . . . φm + γn φm + γn+1 . . . φm + γn+X

φm+1 φm+1 + γ1 . . . φm+1 + γn φm+1 + γn+1 . . . φm+1 + γn+X
... ... . . . ... ... . . . ...
φm+X φm+X + γ1 . . . φm+X + γn φm+X + γn+1 . . . φm+X + γn+X

Table 1: General degree table for arbitrary φ and γ.

for some φ ∈ Nm+X and γ ∈ Nn+X 1. The product of these two polynomials has the
form

h(x) = f(x)g(x) =
∑︂
η∈H

Cηxη,

where H = {φj + γj′ | j ∈ [m + X], j′ ∈ [n + X]} is the set of sums of the exponents
in the polynomials f(x) and g(x), and Cη are some matrices that come from the
product.

A way to reason about the way to choose the exponents is by using the degree
table, which was first presented in [16] and further studied in [17]. The degree table
is the (m + X) × (n + X) array formed by the outer sum of φ and γ, i.e., the entry
at (j, j′) is φj + γj′ . Such a table is represented in Table 1. The m × n region in
the upper left corner, colored in red, represents the useful terms, which contain the
products of the useful submatrices. To be able to correctly decode the answer, these
terms need to be distinct from the other elements in the table. The rest of the table
contains additional terms containing a mix of the random parts and the parts from
the input matrices. The exponents φm+1, . . . , φm+X have to be distinct to guarantee
that enough randomness is added to the scheme. Similarly, also γn+1, . . . , γn+X need
to be distinct. Hence, the blue and green regions need to contain distinct numbers,
though there can be repeats in different colored regions. The goal is to minimize the
total number of unique terms in the degree table, since it corresponds to the number
of nonzero coefficients in the polynomial h(x).

The polynomial interpolation problem that needs to be solved to solve for the
coefficients is determined by the distinct terms in the degree table, i.e., the set H. If
H = {η1, . . . , η|H|}, then the system can be represented as

⎛⎜⎜⎜⎜⎝
αη1

1 . . . αη1
N

αη2
1 . . . αη2

N
... ...

α
η|H|
1 . . . α

η|H|
N

⎞⎟⎟⎟⎟⎠ .

The choice of the evaluation points affects the solvability of the system. It is clear
that N ≥ |H| is the minimal requirement. If H = {0, . . . , |H| − 1}, then the system

1In [16] φ and γ were denoted by α and β, respectively. We adopt this new notation, since α
clashes with our notation for evaluation points.
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is a Vandermonde system, which is solvable as long as the evaluation points are
unique, according to Lemma 2.1.19.

By studying the sums of sets of integers, we can analyze the bounds of a degree
table. Let A, B ⊂ Z be finite sets of integers. We can define

A + B = {a + b | a ∈ A, b ∈ B}.

The following lemma sets a useful bound on the size of the sum.

Lemma 3.4.1. Let A, B ⊂ Z be finite sets of integers. Then |A+B| ≥ |A|+ |B|−1.

Proof. As A = {a1, . . . , am} and B = {b1, . . . , bn} are finite sets of integers, we can
order the elements such that a1 < · · · < am and b1 < · · · < bn. Thus, we get the
following distinct elements

a1 + b1 < a1 + b2 < · · · < a1 + bn < a2 + bn < · · · < am + bm.

This chain contains m + n − 1 distinct elements, which proves the claim.

With the above lemma, we can show a useful lower bound on the number of
distinct elements in a degree table.

Lemma 3.4.2. Let φ ∈ Nm+X and γ ∈ Nn+X be vectors of exponents, and H be the
set of distinct terms in the degree table defined by φ and γ such that the correctness
criterion is fulfilled. Then, |H| ≥ mn + max{m, n} + 2X − 1.

Proof. The upper left region must contain mn distinct elements according to the
correctness criterion. The sum set of the sets {φm+1, . . . , φm+X} and {γ1, . . . , γn+X}
makes up the right half of the degree table and it contains at least X + (n + X) − 1
distinct elements, according to Lemma 3.4.1. Hence, |H| ≥ mn + n + 2X − 1.
Symmetrically, we get |H| ≥ mn + m + 2X − 1, which proves the claim.

Another way to choose the exponents using the help of the degree table was
presented in [16, 17] is called gap additive secure polynomial code, or GASP.

Construction 3.4.3 (GASP code). The exponents are chosen using an additional
parameter r ∈ [min{m, X}] such that

φ = (0, 1, . . . , m − 1, mn, mn + 1, . . . , mn + r − 1,

mn + m, mn + m + 1, . . . , mn + m + r − 1, . . . ),
γ = (0, m, . . . , m(n − 1), mn, mn + 1, . . . , mn + X − 1),

where φ has a length of m+X and γ has a length of n+X. It is clear that the terms in
the upper left region are distinct from the other terms, since φj+γj′ = (j−1)+m(j′−1)
for j ∈ [m] and j′ ∈ [n], and other terms are larger than or equal to mn. The total
number of terms is highly nontrivial to calculate, as shown in [17]. The parameter
r can be optimized to find the lowest possible recovery threshold K = |H|. The
way the exponents are chosen leaves “gaps” in the degree table, i.e., the set H does
not generally consist of consecutive integers. Therefore, showing that the system
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Upload cost Download cost Recovery threshold (K)
Secure MatDot N( ts

m2 + sr
m2 ) Ktr 2m2 + 2X − 1

Chang–Tandon code N( ts
m

+ sr
m

) K tr
m2 (m + X)(m + X)

GASPbig code N( ts
m

+ sr
m

) K tr
m2 ≤ 2m2 + 2X − 1

GASP code N( ts
m

+ sr
m

) K tr
m2 ≥ m2 + m + 2X − 1

Table 2: Comparison of SDMM schemes with m = n and p = m2.

of linear equations is solvable is not immediately clear. In [16] it was shown that a
suitable choice of evaluation points can always be made, provided that the field is
large enough. This results in a recovery threshold K ≥ mn + max{m, n} + 2X − 1,
an upload cost N( ts

m
+ sr

n
), and a download cost K tr

mn
.

The GASP code uses clever exponent selection to minimize the total number of
nonzero coefficients in h(x). However, this comes at a drawback when choosing the
evaluation points. The proof in [16] shows that the probability of finding a suitable
choice is nonzero for a large enough field extension of Fq. One way of choosing
such points would be to uniformly pick random evaluation points and check if they
are suitable. As was said in [16] this reduces down to checking some polynomial
equalities, which can in principle be done efficiently.

The following construction is a special case of the GASP code, which can be
solved as a Vandermonde system. The scheme has a higher download cost, but the
evaluation points are easy to choose.

Construction 3.4.4 (GASPbig code). Choosing the exponents in the encoding
polynomials as

φ = (0, 1, . . . , m − 1, mn, mn + 1, . . . , mn + X − 1),
γ = (0, m, . . . , m(n − 1), mn, mn + 1, . . . , mn + X − 1)

gives H ⊂ {0, 1, . . . , 2mn + 2X − 2}. The system can therefore be solved as a
Vandermonde system, even if some exponents are missing from H. This gives a
recovery threshold of K = 2mn + 2X − 1, upload cost of N( ts

m
+ sr

n
), and download

cost of K tr
mn

.

The restriction that the number in the upper left corner of the degree table need
to be distinct from all other numbers in the table is something that can be loosened
somewhat. It is sufficient that the submatrix products AjBj′ are solvable from the
resulting coefficients of h(x). The research on optimizing these various parameters
and exponents is still open.

Comparing SDMM schemes with different partitioning of the input matrices is
difficult, since there is no obvious way to compare the different parameters. One
way of comparing them would be to restrict the amount of upload the scheme is
allowed to make. This would lead to setting m = n = p, so that each worker node is
sent a pth fraction of the full matrices. However, this does not fix the amount of
work the worker nodes need to perform. Workers in an outer product partitioning
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scheme must compute the product of t
m

× s and s × r
n

matrices, whereas workers in
an inner product partitioning scheme must compute the product of t × s

p
and s

p
× r

matrices. Using the schoolbook algorithm, the computational complexity of these
is O( tsr

mn
) and O( tsr

p
), respectively. Therefore, it would be natural to set p = mn to

equalize the computational complexity between the different schemes. The various
SDMM schemes presented in Constructions 3.3.1, 3.4.4, 3.4.3, and Example 3.1.2 are
compared in Table 2, with m = n and p = m2.

3.5 Linear SDMM
The previous constructions were based on polynomial interpolation, which closely
resembles Reed–Solomon codes. It is possible to describe the SDMM schemes using
a more abstract coding theoretic perspective. We shall call these schemes linear
SDMM schemes, as they are built from linear codes. This also makes it simple to
prove that the schemes presented before are secure.

Definition 3.5.1. Linear SDMM schemes can be constructed in general with the
following formula. Given two matrices A ∈ Ft×s

q and B ∈ Fs×r
q , the partitioning of A

and B is done in some way, such that the pieces of A and B can be arranged as the
vectors

(A1, . . . , Am), (B1, . . . , Bn)
of length m and n, respectively. Notice that the elements in these vectors are matrices
over Fq. Now, 2X matrices are drawn uniformly at random. These matrices are
denoted by R1, . . . , RX and S1, . . . , SX . The matrices Rk are the same size as the
submatrices Aj , and the matrices Sk′ are the same size as the submatrices Bj′ . These
random matrices are appended to the partition vectors to get the following vectors
of matrices

(A1, . . . , Am, R1, . . . , RX), (B1, . . . , Bn, S1, . . . , SX)

of length m+X and n+X, respectively. Notice the similarity to linear secret sharing
schemes from Section 2.3.

These messages are encoded using [N, m + X]q and [N, n + X]q codes CA and CB,
respectively. Here, N denotes the number of worker nodes. Let F and G be suitable
generator matrices for CA and CB, respectively. The associated codewords are then

˜︁A = ( ˜︁A1, . . . , ˜︁AN) = (A1, . . . , Am, R1, . . . , RX)F˜︁B = ( ˜︁B1, . . . , ˜︁BN) = (B1, . . . , Bn, S1, . . . , SX)G.

These vectors contain matrices as elements, which means that the tools from coding
theory do not immediately apply. However, multiplying the message with the
generator matrix is well-defined since it denotes linear combinations of the submatrices
in the message. Therefore, the vector of matrices ˜︁A can be interpreted as a matrix of
codewords from CA. By abuse of notation, we shall denote that ˜︁A ∈ CA and ˜︁B ∈ CB.
Each worker is sent one component of both vectors, i.e., worker i receives matrices˜︁Ai and ˜︁Bi. The worker then multiplies these matrices together and returns the result
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to the user. In coding theoretic terms, this can be interpreted as a star product of
the vectors ˜︁A and ˜︁B. Hence, we may write

˜︁A ⋆ ˜︁B ∈ CA ⋆ CB.

Let H be a suitable generator matrix for CA ⋆ CB and I ⊂ [N ] the indices of the
fastest responses. The generator matrix H should not be confused with a parity-check
matrix. The result can be obtained by computing ( ˜︁A ⋆ ˜︁B)IH−1

I , provided that I is
an information set of CA ⋆ CB.

The choice of the codes and generator matrices is important as it defines the
correctness and security of the scheme.

It is worth noting that if CA ⋆ CB is an MDS code, only a certain number of
fastest responses are required before decoding can be done. This is possible since
any set that is large enough is an information set. This general construction does
not yet provide any valid scheme, since the correctness of the result relies on how the
generator matrices F , G and H are chosen. The following constructions define the
SDMM schemes presented earlier using the linear SDMM framework. Using these
constructions, we will prove the security of the schemes.

Construction 3.5.2 (Secure MatDot). Consider the matrices A ∈ Ft×s
q and B ∈

Fs×r
q . In the secure MatDot code, the matrices are partitioned to p pieces. The

partitions look like

A =
(︂
A1 . . . Ap

)︂
, B =

⎛⎜⎜⎝
B1
...

Bp

⎞⎟⎟⎠ ,

where Aj ∈ F
t× s

p
q and Bj′ ∈ F

s
p

×r
q . Let α1, . . . , αN ∈ F×

q be distinct nonzero points
and α = (α1, . . . , αN). Define the codes as CA = RSp+X(α) and CB = RSp+X(α),
with generator matrices

F =

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

1 . . . 1
α1 . . . αN
... . . . ...

αp−1
1 . . . αp−1

N

αp
1 . . . αp

N
... . . . ...

αp+X−1
1 . . . αp+X−1

N

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠
, G =

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

αp−1
1 . . . αp−1

N
... . . . ...

α1 . . . αN

1 . . . 1
αp

1 . . . αp
N

... . . . ...
αp+X−1

1 . . . αp+X−1
N

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠
.

Notice that both of these are Vandermonde matrices, except that the upper part
of G is reversed. Thus, the encodings are the same as in Construction 3.3.1. If
N ≥ 2p + 2X − 1, then the star product of CA and CB is CA ⋆ CB = RS2p+2X−1(α) by
Proposition 2.1.21. The product AB can be recovered from the encoded products ˜︁Ci

by decoding with the standard Vandermonde generator matrix and selecting the pth
entry of the resulting vector, as seen in Construction 3.3.1.
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The following construction is a special case of the GASP code, but we do not
consider the “gaps” in the product polynomial h(x). This makes the choice of
evaluation points simpler than in the general GASP code.

Construction 3.5.3 (GASPbig). Consider the matrices A ∈ Ft×s
q and B ∈ Fs×r

q ,
which are partitioned to m and n pieces, respectively. The partitions are

A =

⎛⎜⎜⎝
A1
...

Am

⎞⎟⎟⎠ , B =
(︂
B1 . . . Bn

)︂
,

where Aj ∈ F
t

m
×s

q and Bj′ ∈ Fs× r
n

q . Let α1, . . . , αN ∈ F×
q be distinct nonzero points

and α = (α1, . . . , αN ). Then, define the codes CA and CB using the following generator
matrices

F =

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

1 . . . 1
α1 . . . αN
... . . . ...

αm−1
1 . . . αm−1

N

αmn
1 . . . αmn

N
... . . . ...

αmn+X−1
1 . . . αmn+X−1

N

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠
, G =

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

1 . . . 1
αm

1 . . . αm
N

... . . . ...
α

m(n−1)
1 . . . α

m(n−1)
N

αmn
1 . . . αmn

N
... . . . ...

αmn+X−1
1 . . . αmn+X−1

N

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠
.

The encodings are then the same as in Construction 3.4.4. Therefore, the encoded
products are from the code CA ⋆ CB ⊂ RS2mn+2X−1(α). As seen in Construction 3.4.4,
the submatrices can be recovered as the first mn elements of the result decoded with
the standard Vandermonde generator matrix.

Construction 3.5.4 (GASP). Now consider GASP codes. The encoding is done
using a polynomial evaluation code, where the terms of the polynomials are deter-
mined by optimizing the degree table. Let φ and γ be the vectors that contain the
exponents of the encoding polynomials. The generator matrices are

F =

⎛⎜⎜⎝
αφ1

1 . . . αφ1
N

... . . . ...
α

φm+X

1 . . . α
φm+X

N

⎞⎟⎟⎠ , G =

⎛⎜⎜⎝
αγ1

1 . . . αγ1
N

... . . . ...
α

γn+X

1 . . . α
γn+X

N

⎞⎟⎟⎠ .

Thus, CA is an [N, m + X] code and CB is an [N, n + X] code. The next relevant
code is CA ⋆ CB, which is characterized by its generator matrix

H =

⎛⎜⎜⎝
αη1

1 . . . αη1
N

... . . . ...
α

ηm+X

1 . . . α
ηm+X

N

⎞⎟⎟⎠ ,

where H = {η1, . . . , η|H|} is the set of distinct elements in the degree table, as
described in Section 3.4. Choosing the evaluation points such that H has invertible
maximal submatrices is not trivial, but it was shown in [16] that such a choice is
possible as long as the field is large enough.
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The following theorem will highlight the usefulness of the linear SDMM framework,
since the security of the schemes can be proven by checking the properties of the
generator matrices. A matrix has the MDS property if and only if it generates an
MDS code, i.e., all of its maximal submatrices are invertible.

Theorem 3.5.5. Let F and G be the generator matrices used in the encoding of
some linear SDMM scheme. Then the scheme is secure against X-collusion if F >m

and G>n have the MDS property.

Proof. Let X ⊂ [N ], |X | = X, be a set of X colluding nodes. Writing the generator
matrix F as

F =
(︄

F ≤m

F >m

)︄

allows us to write the shares the colluding nodes have about the encoded matrix ˜︁A as

˜︁AX = (A1, . . . , Am)F ≤m
X + (R1, . . . , RX)F >m

X .

If F >m has the MDS property, then any X × X submatrix of F >m is invertible. As
(R1, . . . , RX) is uniformly distributed, we get that (R1, . . . , RX)F >m

X is also uniformly
distributed. According to Corollary 2.2.26

I(A;˜︂AX ) = 0.

The idea is that the confidential data of A is hidden by adding uniformly random
noise. A similar argument works for the matrix B. Finally, we get that

I(A, B;˜︂AX , ˜︁BX ) = I(A, B;˜︂AX ) + I(A, B; ˜︁BX | ˜︂AX )
= H(˜︂AX ) − H(˜︂AX | A, B) + H( ˜︁BX | ˜︂AX ) − H( ˜︁BX | ˜︂AX , A, B)
≤ H(˜︂AX ) − H(˜︂AX | A) + H( ˜︁BX ) − H( ˜︁BX | B)
= I(A;˜︂AX ) + I(B; ˜︁BX )
= 0.

The inequality follows from ˜︂AX is conditionally independent of B given A, condi-
tioning lowers the entropy, and ˜︁BX is conditionally independent of ˜︂AX and A given
B. As the mutual information is bounded from below by 0, we get that

I(A, B;˜︂AX , ˜︁BX ) = 0.

If X ⊂ [X] has fewer than X worker nodes, it is obvious that the information leaked
to them is bounded from above by the information leaked to any X nodes. Hence,
the linear SDMM scheme leaks no information about A and B to any colluding set
of at most X worker nodes.

The security of the SDMM schemes presented earlier follows as simple corollaries
of the above theorem.
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Corollary 3.5.6. The secure MatDot scheme is information-theoretically secure
against X-collusion.

Proof. The MatDot scheme is a linear SDMM scheme with m = n = p. According
to Construction 3.5.2 the generator matrices F and G are defined such that F >p and
G>p can be written as

F >p = G>p = diag(α)pV,

where α is the vector of evaluation points and V is the X × N Vandermonde matrix
on α. As V has the MDS property and diag(α)p is invertible, the matrices F >p and
G>p have the MDS property. The result then follows from Theorem 3.5.5.

Corollary 3.5.7. The GASPbig scheme is information-theoretically secure against
X-collusion.

Proof. The GASPbig scheme is a linear SDMM scheme with generator matrices F
and G such that

F >m = G>n = diag(α)mnV,

where α is the vector of nonzero evaluation points and V is the X × N Vandermonde
matrix on α. The matrices F >p and G>p have the MDS property because V has
the MDS property and diag(α)p is invertible. The result then follows from Theorem
3.5.5.

The security of the general GASP scheme is not as easy to prove, since it requires
the evaluation points α to be chosen carefully. It was shown in [16] that this is
possible, provided that the field is large enough.

3.6 Error correction in SDMM
Errors can occur in a computation at any time for multiple different reasons, which
means it is important to mitigate the effect these errors can have. There are many
different ways of correcting errors in the computation and communication phases of an
SDMM scheme. For example, coding theory is used to provide reliable communication
over an unreliable channel. However, the result of a distributed computation scheme
is heavily affected if the worker nodes are not reliable. Worker nodes that intentionally
give incorrect results are known as Byzantine workers. In our SDMM scheme, we
want to provide robustness against a certain number of Byzantine worker nodes,
which means that even if some workers return incorrect results, we can still decode
the correct product AB.

An obvious idea is to use coding theoretic tools to provide robustness to the
computation. The linear SDMM framework presented earlier allows for this since the
responses can be seen as be seen as codewords in the star product code CA ⋆ CB. To
be more specific, the responses contain one codeword for each matrix entry. Each of
these codewords can then be error-corrected using some error correction algorithm
on CA ⋆ CB. For example, the star product code in the secure MatDot code with
partitioning parameter p is RSK(α), where K = 2p + 2X − 1. There are efficient
algorithms that can correct up to ⌊N−K

2 ⌋ errors in any codeword. Therefore, we need
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2 additional worker nodes for each Byzantine node. As we only need one additional
node for every straggling worker node, it is more expensive to account for Byzantine
workers than straggling workers.

Using the linear SDMM framework, we can interpret the responses as codewords
in some code for each matrix entry. For example, if A ∈ Ft×s

q and B ∈ Fs×r
q are the

input matrices, then the responses of the secure MatDot scheme are tr codewords
in RSK(α). Correspondingly, the responses in the GASP code are tr

mn
codewords in

some code defined by the degree table. If worker i returns an incorrect result while all
other workers return correct results, then each codeword in the response will have at
most one error and it will always be at position i, since worker node i can only affect
that coordinate. Similarly, in the case that there are multiple Byzantine workers,
the errors will be in the same positions in each of the codewords. We can use the
structure of this to further increase the number of errors that can be corrected.

When sending data over an unreliable channel, errors can occur as single errors,
where a single symbol is changed, or as burst errors, where multiple consecutive
symbols are changed. Single errors can be corrected using regular error correcting
codes. The problem with burst errors is that there might be too many errors in
a single codeword to correct that codeword, even if the total number of errors is
relatively small. However, the structure of the error pattern can be utilized by using
interleaved codes. With interleaved codes, multiple codewords are sent such that first
the first symbol of each codeword is sent, then the second symbol of each codeword,
etc. The receiver can then rearrange the symbols in the same way. If a burst error
happens, multiple codewords are affected, and each codeword only contains a few
errors, which can be corrected. This is because the errors are always in the same
symbols in the codewords.

Interleaved codes can be used in linear SDMM schemes, since errors are always in
the same positions in the codewords. In [35] it was shown that it is possible to correct
up to d − 2 errors with interleaved Reed–Solomon codes, where d is the minimum
distance of the underlying Reed–Solomon code. This is nearly twice as many errors
as the non-interleaved code. Hence, the cost of a Byzantine worker is the same as
the cost of a straggling worker; both require one additional worker node to be added.

Even though it is possible to correct up to d−2 errors caused by Byzantine workers,
this is possible only for some error patterns. The success probability of an interleaved
Reed–Solomon decoder was analyzed in [35, 36], when the errors are assumed to be
uniformly distributed burst errors. This assumption is not necessarily valid when
discussing Byzantine workers in a linear SDMM scheme. It is an interesting future
research topic to analyze the error correction capabilities of interleaved codes against
Byzantine workers in the linear SDMM framework.
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4 Cooperative SDMM
There has been substantial research on ways to lower the communication cost of
secure distributed matrix multiplication schemes. For example, GASP codes choose
the polynomials f(x) and g(x) in a clever way to reduce the number of terms in the
degree table. A novel way to reduce the download cost from the user’s perspective
was introduced by the author in [3], where the collusion ability of the nodes is
utilized to outsource some of the communication cost to the worker nodes. The total
communication cost over the network is not reduced, but rather some of it is moved
to the worker nodes. This might be advantageous if the communication cost between
nodes is lower than the communication between the worker nodes and the user. The
new communication cost between the worker nodes is measured by the cooperation
cost of the scheme. For the noncooperative schemes, the cooperation cost is zero as
there is no communication between the nodes. The total communication cost is the
sum of the upload cost, download cost, and the cooperation cost.

Some care has to be taken to make sure that the security of the scheme is not
compromised. An important assumption in noncooperative SDMM schemes is that
there are at most X colluding workers in any given collusion set. The authors of [3]
present two different cooperative schemes, which have different assumptions on the
cooperation capabilities of the worker nodes. The information-theoretic scheme is
able to provide the same information-theoretic security as the noncooperative SDMM
schemes seen earlier. The encryption-based scheme is able to lower the download
cost even further, with the drawback that the scheme is only computationally secure.

The collusion and cooperation abilities of the network are characterized by the
collusion and cooperation graphs, Gcoll and Gcoop, respectively. These are simple
graphs on N nodes, where N is the number of worker nodes. Any two nodes have an
edge between them in the collusion graph if they are able to collude, and similarly in
the cooperation graph. The X-collusion assumption can then be expressed in terms
of the collusion graph Gcoll. We say that a network has X-collusion if the largest
connected component of the collusion graph Gcoll is of size X.

4.1 Information-theoretic cooperation
We will first consider an information-theoretically secure cooperative SDMM scheme.
The main idea of the scheme is that any colluding nodes also have the ability to
cooperate, i.e., Gcoll = Gcoop. The following example shows how the recovery phase
of a secret sharing scheme can be done by downloading less compared to a standard
secret sharing scheme.

Example 4.1.1. Consider a secret sharing scheme with n nodes. Let Gcoll = (V, E)
be the collusion graph of the nodes, with γ connected components. The collusion
sets are the connected components of Gcoll and are denoted by V1, . . . , Vγ such that⨆︁γ

c=1 Vc = V . Let ã1, . . . , ãn be the shares of the nodes. The secret can be recovered
by some linear combination of the shares, say a = ∑︁

i λiãi. These shares can be
thought of as matrices over a field and the coefficients as field elements, but more
general intepretations are possible as well.
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Each collusion set chooses a designated node, which is sent the shares of the
other nodes in the set. Then, each designated node computes their share of the
linear combination, i.e., ∑︁i∈Vc

λiãi. The designated node sends this to the user, who
computes the sum of the answers it received, which equals

γ∑︂
c=1

∑︂
i∈Vc

λiãi =
∑︂

i

λiãi = a.

Therefore, the user was able to recover the share by downloading only from γ nodes.

The above recovery of the secret in a secret sharing scheme can easily be utilized
in SDMM, since the download phase in SDMM is the recovery phase of a secret
sharing scheme. The following cooperative scheme is based on the secure MatDot
scheme from [15] and the cooperative version of the scheme was presented in [3].

Construction 4.1.2 (Cooperative secure MatDot). Let p be the partitioning pa-
rameter and let A ∈ Ft×s

q and B ∈ Fs×r
q be matrices. Partition A and B to block

matrices such that

A =
(︂
A1 . . . Ap

)︂
, B =

⎛⎜⎜⎝
B1
...

Bp

⎞⎟⎟⎠ .

The product of A and B is

AB =
p∑︂

j=1
AjBj.

Let Rk ∈ F
t× s

p
q and Sk′ ∈ F

s
p

×r
q be chosen uniformly at random and independently

of each other. Now, let us form the polynomials

f(x) =
p∑︂

j=1
Ajx

j−1 +
X∑︂

k=1
Rkxp+k−1,

g(x) =
p∑︂

j′=1
Bj′xp−j′ +

X∑︂
k′=1

Sk′xp+k′−1.

Choose evaluation points α1, . . . , αN , where N is the number of worker nodes. The
points should be distinct and nonzero. Evaluate the polynomials f(x) and g(x) at
the evaluation points. Each worker node i is sent the encoded matrices

˜︁Ai = f(αi), ˜︁Bi = g(αi)

through a secure communication channel. Worker i computes the matrix product˜︁Ci = ˜︁Ai
˜︁Bi ∈ Ft×r

q . The resulting products are now evaluations of the polynomial
h(x) = f(x)g(x). The product AB is the coefficient of xp−1 of the 2p + 2X − 2 degree
polynomial h(x), as seen in Construction 3.3.1. Therefore, the result can be obtained
by some linear combination of any of K = 2p + 2X − 1 evaluations.

Now, we assume that the fastest K worker nodes are in collusion sets of size X,
except for one, which has size K mod X. This means that there are ⌈K

X
⌉ colluding
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sets. We assume that each node is able to cooperate within their colluding set. Each
collusion set chooses a designated node, and each node in that collusion set sends
their encoded product ˜︁Ci to the designated node.

Once the designated worker has received their pieces from the collusion set, the
designated worker computes the linear combination∑︂

i∈Vc

ℓ
(p−1)
i

˜︁Ci,

where ℓ1(x), . . . , ℓK(x) are the Lagrange basis polynomials on the evaluation points
of the K fastest nodes. The designated workers then send these results to the user.

Once the user has received all the responses, they can compute the sum

⌈ K
X

⌉∑︂
c=1

∑︂
i∈Vc

ℓ
(p−1)
i

˜︁Ci =
K∑︂

i=1
ℓ

(p−1)
i

˜︁Ci = AB.

This scheme is still information-theoretically secure, since any node does not
receive any additional information outside of their collusion set. Therefore, the
underlying secure MatDot scheme provides for security under X-collusion.

From the user’s point of view, the scheme works in a similar way to the noncoop-
erative MatDot scheme, except the user needs to download only from ⌈K

X
⌉ nodes. As

a result, the total download cost for the user is tr⌈K
X

⌉ and the cooperation cost is
tr(K − ⌈K

X
⌉), where K = 2p + 2X − 1 is the recovery threshold.

It is easy to see that other noncooperative SDMM schemes can also be converted
to information-theoretically secure cooperative schemes using the above construction.
It depends on the partitioning scheme whether the cooperation is able to reduce
the download cost. The outer product partitioning schemes are able to achieve low
download cost since the encoded products ˜︁Ci are only 1

mn
of the size of the final

product AB. The inner product partitioning schemes do not have this property since
the encoded products are the same size as the final product AB. In the cooperative
construction, the responses from the designated workers will be the same size as
the final product AB, which means that the outer product partitioning schemes,
including the GASP code, will not achieve lower download costs with the cooperative
scheme.

The cooperative scheme above assumes that each of the collusion sets in the set
of the fastest K nodes consists of sets of X nodes and the remainder K mod X. This
assumption is not realistic in most situations where the fastest nodes are dynamically
determined. Additionally, the download cost in the cooperative scheme improves
by adding more collusion to the network, which seems to be contradictory from the
point of view of the security. If we do not assume that the fastest K nodes form
maximal sized collusion sets, then the download cost of the scheme increases.

When the designated workers compute the linear combinations using the Lagrange
interpolation polynomials, they need to know exactly which nodes are part of the
fastest K nodes. This requires some communication between the different collusion
sets. Such communication can potentially go through the user, as the amount of
information that needs to be transmitted for that is relatively small.
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In this cooperative scheme, the nodes are able to organize the cooperation without
the user’s help, i.e., the user does not need to know which nodes are potentially
colluding with each other. However, as colluding is seen as something that goes
against the rules of the scheme, it is not clear why the nodes would use that capability
to help the user.

4.2 Encryption-based cooperation
The information-theoretically secure cooperative SDMM scheme assumes that worker
nodes that cooperate can also collude. However, the download cost for the user
can be further reduced if more nodes are able to cooperate. Therefore, some other
measures need to be taken to provide security to any X colluding workers. In the
previous scheme, we were limited by being able to send at most X shares to any
particular designated node, since otherwise the scheme would not be secure. Using
techniques from encryption, we are able to get rid of this restriction. The encryption
must still allow the designated nodes to process the data such that the total download
cost is low.

The following encryption-based cooperative schemes were first presented by the
author in [3]. The example below shows how a pseudorandom generator can be used
to efficiently recover a shared secret.
Example 4.2.1. Consider a secret sharing scheme with N shares ã1, . . . , ãN . The
secret can be recovered with some linear combination of the shares, i.e.,

a =
∑︂

i

λiãi.

Each worker node now chooses a random encryption key ki and generates a pseudo-
random value zi = G(ki) using a pseudorandom generator G. The encryption key is
sent directly to the user through a secure communication channel. Each worker then
computes ãi + zi and sends that to a designated node, say node 1. Node 1 can then
compute ∑︂

i

λi(ãi + zi),

and send it to the user. The user can then use the pseudorandom generator G and
the encryption keys to compute z1, . . . , zN , and then∑︂

i

λi(ãi + zi) −
∑︂

i

λizi =
∑︂

i

λiãi = a.

Therefore, the user recovers the secret by downloading data from just one node.
Clearly, no additional information is revealed to any node i = 2, . . . , N because

they only send data and do not receive anything they would not receive in a nonco-
operative secret sharing scheme. Only node 1 receives additional data, in particular,
they receive the values ãi + zi. These values are encryptions of ã with the encryp-
tion scheme from Construction 2.4.6. As demonstrated in Proposition 2.4.7, this
scheme is secure against eavesdropping attacks, i.e., the node 1 does not gain any
additional information that they are able to utilize, since we assume it has bounded
computational resources.
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In the above scheme, if the shares are finite field values from some reasonably-sized
finite field, then the encryption keys are likely larger than the shares themselves.
Hence, the scheme would not reduce the download cost for the user since transmitting
the keys would be worse than just transmitting the shares. However, if the shares
are some large matrices, then the size of the key can be negligible compared to the
size of the share. In that case, the download cost would be significantly reduced.
Currently, a common size for encryption keys would be 128–256 bits, which is much
smaller than even a 100 × 100 matrix, where each finite field takes 8 bits to represent.
Such a matrix would take 80000 bits of storage.

Definition 4.2.2. An SDMM scheme is said to be computationally secure against
X-collusion if the data accessible to any colluding set X ⊂ [N ], |X | ≤ X, is
computationally indistinguishable from uniformly random noise.

Construction 4.2.3 (Encryption-based cooperative MatDot). Let A ∈ Ft×s
q and

B ∈ Fs×r
q be the input matrices, and p the partitioning parameter. The encoded

pieces are computed as in Construction 3.3.1. The pieces ˜︁Ai and ˜︁Bi are then sent to
node i through a secure communication channel. Worker node i computes ˜︁Ci = ˜︁Ai

˜︁Bi.
The encryption is done in the same way as in Construction 2.4.6, i.e., a pseudorandom
value Zi is chosen using a pseudorandom generator G and a secret key ki. The key
ki is sent to the user using a secure communication channel and the encrypted valueˆ︁Ci = ˜︁Ci + Zi is sent to a designated worker node, say node 1.

Once the designated worker has received enough responses from the other nodes, it
computes the linear decoding process using the encrypted responses. In this case the
designated node needs K = 2p + 2X − 1 values, since that is the recovery threshold
of the secure MatDot code as seen in Construction 3.3.1. Let I = {i1, . . . , iK} ⊂ [N ]
be the fastest K worker nodes to send a response to the designated node. Then, the
designated node computes the Lagrange interpolation polynomials ℓi1 , . . . , ℓiK

for
the evaluation points αi1 , . . . , αiK

and computes the linear combination∑︂
i∈I

ℓ
(p−1)
i

ˆ︁Ci.

The designated worker can now send this to the user.
Once the user receives the response from the designated worker, they can compute∑︂

i∈I
ℓ

(p−1)
i

ˆ︁Ci −
∑︂
i∈I

ℓ
(p−1)
i Zi =

∑︂
i∈I

ℓ
(p−1)
i

˜︁Ci = AB.

This is possible, since the user knows the secret keys ki and can therefore compute
Zi = G(ki). It is now clear that the download cost for the user is only tr, since that
is the size of the final matrix AB. The cooperation cost is now (K − 1)tr, since
K − 1 fastest worker nodes need to send their encrypted pieces to the designated
node. The designated node does not need to send their own piece to themselves,
since they already have it. It is worth noting that the total communication cost is
the same as in the noncooperative version, but most of it is outsourced to the worker
nodes.
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Again, it is worth noting that sending the encryption keys from the worker nodes
to the user is insignificant compared to the sizes of the matrices. Therefore, we can
ignore them in our analysis. Now, we wish to show that the above construction is
indeed computationally secure against any X colluding worker nodes.

Theorem 4.2.4. The cooperative MatDot scheme based on encryption is computa-
tionally secure against any X colluding worker nodes.

Proof. Let X ⊂ [N ], |X | ≤ X, be a set of colluding workers. If X does not contain
the designated worker, which receives the encrypted pieces, then this set of nodes only
has access to at most X encoded pieces. As the underlying secure MatDot scheme
is information-theoretically secure against X-collusion, it is also computationally
secure against these colluding nodes.

The nontrivial part of the proof is to show that the access to the K encrypted pieces
does not reveal too much information to a computationally bounded adversary. If the
colluding set contains the designated node, then they have access to the encoded pieces˜︁AX and ˜︁BX , and the encrypted pieces ˆ︁CI for the recovery set I ⊂ [N ]. Assume, for
the sake of contradiction, that this data is not computationally indistinguishable from
uniform noise. The encoded pieces ˜︁AX and ˜︁BX are clearly uniformly distributed, since
the underlying MatDot scheme is information-theoretically secure against X-collusion.
Therefore, the encrypted pieces ˆ︁CI are not computationally indistinguishable from
uniform noise, i.e., there is a distinguisher that recognizes the data from uniform noise
with nonnegligible probability. Thus, we can build an efficient adversary against one
of the encryptions by simulating the other encrypted pieces in ˆ︁CI and passing that
to the above distinguisher. This contradicts the IND-EAV security of the encryption
scheme presented in Construction 2.4.6. Thus, the cooperative MatDot scheme based
on encryption is computationally secure against X-collusion.

It is clear that any noncooperative linear SDMM scheme can be transformed to a
cooperative SDMM scheme using the formula presented in Construction 4.2.3. Such
a scheme always achieves the download cost of tr, i.e., the size of the matrix AB. It
is clear that this is the lowest possible download cost. However, the communication
cost between the worker nodes naturally increases as the total communication cost
cannot be lower compared to the noncooperative SDMM scheme. In the secure
MatDot code, the total communication cost is not increased by transforming to the
cooperative MatDot code. Such improvement is not possible for codes with other
types of partitioning. For example, in the cooperative GASP scheme, the workers send
encoded matrices of size t

m
× r

n
to the designated worker. Therefore, the cooperation

cost is (K − 1) tr
mn

and the total communication cost is (K − 1) tr
mn

+ tr > K tr
mn

, when
m, n > 1. This increase in total communication cost is only minor.

In the case that not all of the worker nodes are able to cooperate with each
other, it is possible to adapt the construction of the cooperative SDMM scheme
presented above. In such a scheme, the workers that are able to cooperate will send
their encrypted pieces to some designated node. There can therefore be multiple
designated nodes for different cooperation sets. The download cost for the user
would then be NCtr, where NC is the number of cooperation sets. There needs
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to still be some communication between the different cooperation sets, since the
designated nodes need to know what decoding matrix to use, which depends on
which worker nodes are part of the recovery set. This communication can again go
through the user, since it is small in size. As a special case of this scheme we get the
information-theoretically secure cooperative SDMM scheme when all the cooperation
sets contain at most X nodes. In case the cooperation sets and the collusion sets
coincide, it is not necessary to use the encryption, since any node will access only X
encoded pieces, which does not break the security assumption.

The pseudorandom generator used to build the encryption-based cooperative
SDMM scheme must generate a pseudorandom matrix of appropriate size in the
finite field Fq. The majority of practical applications of pseudorandom generators,
and encryption algorithms in general, are done over binary, which means they are
not immediately applicable. A commonly used cipher, such as AES, can be used in
a practical application by reducing the output of the cipher modulo the size of the
field. This will give a pseudorandom function that outputs elements in an arbitrary
set, such as a field.

The reason the IND-EAV security definition was chosen instead of something
stronger is that the keys are never reused. It is possible to expand the construction
to work with a stronger security definition such as IND-CPA. This requires using
randomness in the encryption process in addition to the pseudorandomness. This
will increase the download cost slightly, but is not a major consideration.
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5 SDMM over the analog domain
This far, we have discussed everything over finite fields, which is a natural domain
for coding theory. Furthermore, as shown in Sections 2.2.1 and 2.2.2, information
theory is simpler for finite domains than for continuous domains. Computations over
finite fields, on the other hand, are impractical in real-world applications because
finite field arithmetic is computationally expensive and most real-world data is either
integers or real numbers. Some computations, especially those over the integers,
can be approximated using large prime fields. However, such computations are
slow because modular arithmetic is computationally more expensive than integer
operations. Therefore, secure distributed computation schemes over real numbers
would be useful.

The first idea would be to convert the earlier schemes directly to work over real
numbers. There are a few problems with this approach. The first is that there is
no uniform distribution over the real numbers, so the distribution of the random
matrices is not immediately clear. The second problem concerns numerical stability,
since real numbers cannot be represented with arbitrary precision on a computer.
Therefore, each computation presents some numerical errors to the result. To get a
useful result, these errors should be kept to a minimum.

According to Proposition 2.2.13 the uniform distribution over a finite field has
the maximal entropy. Over the real and complex numbers, this is achieved by the
normal distribution according to Proposition 2.2.21 and Theorem 2.2.22. Using the
maximal entropy distribution to hide information is a natural choice, since we want
to introduce the maximal amount of noise to the computation. The variance of
the normal distribution will need to be computed such that the required security
properties are fulfilled.

Matrix multiplication using floating point numbers introduces some numerical
errors to the computation since floating point numbers have finite precision. This
error is proportional to the sizes of the elements in the matrices [37]. The decoding
process of an SDMM scheme involves solving a system of linear equations, which
amplifies the relative errors from the matrix multiplication by the condition number
of the decoding matrix. Therefore, we wish to make the condition number of the
decoding matrix as small as possible.

Secure distributed computation has been recently researched in [38, 39] in the
context of Lagrange coded computation over the complex numbers. Secret sharing
and computation over real numbers has been researched in [40]. The results presented
in this section were first published by the author in [4].

5.1 Secret sharing over the analog domain
As seen in Section 2.3 secret sharing is a way of distributing a secret to N parties
such that some subset of those parties can use their shares to reconstruct the secret.
A (K, N)-threshold secret sharing scheme allows for any K out of the N parties
to recover the secret, which is usually considered to be a finite field value. Secret
sharing over the real numbers was recently considered in [40]. The following example
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shows how such a scheme works and how the security is determined.

Example 5.1.1. Consider a (2, 3)-threshold secret sharing scheme, where any 2
of the 3 parties can recover the secret. Let a ∈ R be the secret. The shares are
constructed with

ãi = a + rαi,

for i = 1, 2, 3, where r ∈ R is drawn at random from some distribution independently
of a. Without loss of generality, assume that parties 1 and 2 want to recover the
secret from their shares ã1 and ã2. Consider the linear combination

α2ã1 − α1ã2 = (α2 − α1)a + (α2α1 − α1α2)r = (α2 − α1)a.

The secret a can then be recovered, provided that the points α1, α2, α3 are distinct.
Let us now analyze the amount of information leaked from one share. To do this

we consider the values a and r to come from some probability distributions as the
values of the random variables a and r, respectively. Similarly, the share ãi is the
value of the random variable ãi. Using the definition of mutual information, we get
that

I(ãi; a) = h(ãi) − h(ãi | a)
= h(a + rαi) − h(a + rαi | a)
= h(a + rαi) − h(rαi).

The last step follows from the independence of a and r. Assuming that the distribution
of a is continuous, we can use Proposition 2.2.21. The variance of the sum is given
by Var(a + rαi) = σ2

a + α2
i σ2

r . Therefore,

h(a + rαi) ≤ 1
2 log(2πe(σ2

a + α2
i σ2

r)).

On the other hand, we may choose that r is normally distributed with mean 0 and
variance σ2

r . Therefore,
h(rαi) = 1

2 log(2πeα2
i σ2

r).

As a result, the amount of leaked information from share ãi is

I(ãi; a) ≤ 1
2 log(1 + σ2

a

α2
i σ2

r

).

By increasing σ2
r we can make the amount of leaked information as small as we wish.

It is also clear that we cannot have the situation where αi = 0, since the share ãi

would leak the secret directly.

The computation in the example is just an upper bound, but an explicit number
can be computed if the distribution of a is known. If a is normally distributed, then
the upper bound is reached with equality by Proposition 2.2.21. Perfect security is
not possible if σ2

a ̸= 0 since the real numbers do not have a uniform distribution.
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It is worth noticing that the amount of leaked information depends on the value
of α2

i , which means that some shares leak more information than others. In the
above example, we use the basis {1, x, x2, . . . }, which introduces the problem that
the random values are scaled by different constants, which makes them contribute
different amounts to the entropy. For example, if αi < 1, then αN−1

i ≪ 1, which
means that the coefficient of xN−1 does not contribute to the entropy as much.
In [40] the basis is chosen to be Lagrange basis polynomials, which evens out the
contribution from the different random parts. The structure of the existing SDMM
schemes relies heavily on the basis that is used, so for SDMM it is not practical to
change the basis polynomials to Lagrange basis polynomials.

5.2 Analog secure MatDot code
The decoding matrix for the MatDot scheme and the GASPbig scheme is a Van-
dermonde matrix. In [41] it was shown that the condition number of a K × K
Vandermonde matrix with real evaluation points with respect to the 2-norm is expo-
nential in K. This means that it is numerically unstable to invert the Vandermonde
matrix with real evaluation points, when K is large. However, choosing the evaluation
points as the Kth roots of unity in the complex numbers, it is possible to get the
condition number to the minimum value of 1. This follows from the fact that such a
Vandermonde matrix is unitary. Therefore, in the case that there are no straggling
workers, we can choose the evaluation points as Kth roots of unity and get the
minimal condition number for the Vandermonde matrix. In the case that there are
straggling workers, the evaluation points can be chosen as the Nth roots of unity.
Hence, the decoding matrix will be a K × K Vandermonde matrix on some K Nth
roots of unity. In [42] it was shown that the condition number of such a matrix
grows polynomially in N if the number of stragglers is constant. This means that it
is feasible to invert such a matrix in a numerically stable way.

The secure MatDot scheme is straightforward to extend to work with the complex
numbers. This construction was first presented by the author in [4].

Construction 5.2.1 (Analog secure MatDot). The input matrices are A ∈ Ct×s and
B ∈ Cs×r. We assume that these matrices come from some continuous probability
distribution over the complex numbers. The matrices are then split to p pieces,
assuming that p | s. Hence, the partitioned matrices can be written as

A =
(︂
A1 . . . Ap

)︂
, B =

⎛⎜⎜⎝
B1
...

Bp

⎞⎟⎟⎠ .

The partitions are of the size Aj ∈ Ct× s
p and Bj′ ∈ C

s
p

×r. The product AB is then
the dot product of the partitions, i.e.,

AB =
p∑︂

j=1
AjBj.
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Matrices R1, . . . , RX ∈ Ct× s
p and S1, . . . , SX ∈ C

s
p

×r are drawn at random such
that each entry is distributed according to a circular symmetric complex normal
distribution with zero mean and a set variance σ2

r and σ2
s , respectively. As was done

in the linear SDMM, we will encode the matrices with [N, p + X] codes CA and CB,
respectively. Choose the points αi = ζ i, for i ∈ [N ], to be the evaluation points,
where ζ is a primitive Nth root of unity. Let

F =

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

1 . . . 1
α1 . . . αN
... . . . ...

αp−1
1 . . . αp−1

N

αp
1 . . . αp

N
... . . . ...

αp+X−1
1 . . . αp+X−1

N

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠
, G =

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

αp−1
1 . . . αp−1

N
... . . . ...

α1 . . . αN

1 . . . 1
αp

1 . . . αp
N

... . . . ...
αp+X−1

1 . . . αp+X−1
N

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠
be the generator matrices for CA and CB, respectively. The encoded pieces are
computed as

˜︁A = ( ˜︁A1, . . . , ˜︁AN) = (A1, . . . , Ap, R1, . . . , RX)F,˜︁B = ( ˜︁B1, . . . , ˜︁BN) = (B1, . . . , Bp, S1, . . . , SX)G.

This is equivalent to evaluating certain polynomials at the points αi, as was done in
Construction 3.3.1. The encoded pieces can also be written as

˜︁A = (A1, . . . , Ap)F ≤p⏞ ⏟⏟ ⏞
=A′

+ (R1, . . . , RX)F >p⏞ ⏟⏟ ⏞
=R′

,

˜︁B = (B1, . . . , Bp)G≤p⏞ ⏟⏟ ⏞
=B′

+ (S1, . . . , SX)G>p⏞ ⏟⏟ ⏞
=S′

.

The security of the scheme can be proven using the properties of F >p and G>p. The
encoded pieces ˜︁Ai and ˜︁Bi are sent to worker node i ∈ [N ], which computes ˜︁Ci = ˜︁Ai

˜︁Bi.
These products can be collected as the star product

˜︁C = ˜︁A ⋆ ˜︁B.

As seen earlier in Construction 3.3.1, the product AB can be retrieved as a linear
combination of any K = 2p + 2X − 1 pieces of ˜︁C, by computing

˜︁CIH−1
I ,

where H is the transpose of the N ×K Vandermonde matrix on the points α1, . . . , αN ,
and I ⊂ [N ] is any set of K nodes. Then AB is the pth element in the resulting
vector.

This construction is similar to the one presented in 3.5.2, except that the distri-
bution of the random matrices is different and the choice of the evaluation points
is fixed. These help fix the problems regarding security and numerical stability,
respectively.
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5.3 Analog GASP code
In this section we present the GASP code in the analog setting. This construction
follows Construction 3.4.4 and was first presented by the author in [4].
Construction 5.3.1 (Analog GASPbig). The input matrices are A ∈ Ct×s and
B ∈ Cs×r. We assume that these matrices come from some continuous probability
distribution over the complex numbers. The matrices are then split to m and n
pieces, respectively, assuming that m | t and n | r. Hence, the partitioned matrices
can be written as

A =

⎛⎜⎜⎝
A1
...

Am

⎞⎟⎟⎠ , B =
(︂
B1 . . . Bn

)︂
.

The partitions are of the size Aj ∈ C t
m

×s and Bj′ ∈ Cs× r
n . The product AB is then

the outer product of the partitions, i.e.,

AB =

⎛⎜⎜⎝
A1B1 . . . A1Bn

... ...
AmB1 . . . AmBn

⎞⎟⎟⎠ .

Matrices R1, . . . , RX ∈ C t
m

×s and S1, . . . , SX ∈ Cs× r
n are drawn at random such

that each entry is distributed according to a circular symmetric complex normal
distribution with zero mean and a set variance σ2

r and σ2
s , respectively. As was done

in the linear SDMM, we will encode the matrices with [N, m + X] and [N, n + X]
codes CA and CB, respectively. Choose the points αi = ζ i for i ∈ [N ] to be the
evaluation points, where ζ is the primitive Nth root of unity. Let

F =

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

1 . . . 1
α1 . . . αN
... . . . ...

αm−1
1 . . . αm−1

N

αmn
1 . . . αmn

N
... . . . ...

αmn+X−1
1 . . . αmn+X−1

N

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠
, G =

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

1 . . . 1
αm

1 . . . αm
N

... . . . ...
α

m(n−1)
1 . . . α

m(n−1)
N

αmn
1 . . . αmn

N
... . . . ...

αmn+X−1
1 . . . αmn+X−1

N

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠
be the generator matrices for CA and CB, respectively. The encoded pieces are
computed as ˜︁A = ( ˜︁A1, . . . , ˜︁AN) = (A1, . . . , Ap, R1, . . . , RX)F,˜︁B = ( ˜︁B1, . . . , ˜︁BN) = (B1, . . . , Bp, S1, . . . , SX)G.

Again we can write this as˜︁A = (A1, . . . , Am)F ≤m⏞ ⏟⏟ ⏞
=A′

+ (R1, . . . , RX)F >m⏞ ⏟⏟ ⏞
=R′

,

˜︁B = (B1, . . . , Bn)G≤n⏞ ⏟⏟ ⏞
=B′

+ (S1, . . . , SX)G>n⏞ ⏟⏟ ⏞
=S′

.
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In the scheme, the encoded pieces ˜︁Ai and ˜︁Bi are sent to worker node i ∈ [N ], which
computes ˜︁Ci = ˜︁Ai

˜︁Bi. These products can be collected as the star product

˜︁C = ˜︁A ⋆ ˜︁B.

As seen earlier in Construction 3.4.4, the product AB can be retrieved as a linear
combination of any K = 2mn + 2X − 1 pieces of ˜︁C, by computing

˜︁CIH−1
I ,

where H is the transpose of the N ×K Vandermonde matrix on the points α1, . . . , αN ,
and I ⊂ [N ] is any set of K nodes. Then the submatrices AjBj′ are the first mn
components of the resulting vector.

The general GASP construction presented in 3.4.3 is not as simple to convert
to the analog setting. This is because the choice of the evaluation points is not as
simple in that scheme. In [16] it was shown that the evaluation points can always be
chosen in a large enough field, when the GASP code is considered over finite fields.
A similar result for the analog setting is not clear in generality.

5.4 Analyzing security
Perfect security is not possible over a field with no uniform distribution, as discussed
in Section 5.1. Therefore, we need to change the security definition of analog SDMM
schemes to only leak some set amount of information about the matrices A and
B. The security of the analog SDMM model can be characterized by the following
definition.

Definition 5.4.1. An analog SDMM scheme is (X, δ)-secure for δ > 0 if

I(A, B;˜︂AX , ˜︁BX ) ≤ δ

for all X ⊂ [N ], |X | ≤ X.

We can prove the security of analog SDMM schemes that follow the same con-
struction as the linear SDMM schemes with the random matrices chosen in the same
way as the two constructions above. The condition for security is the same as the
condition in Theorem 3.5.5.

Theorem 5.4.2. Consider an analog SDMM scheme and let X ⊂ [N ], |X | = X, be
a set of colluding nodes. If F >m and G>n have the MDS property, then for all δ > 0

I(A, B;˜︂AX , ˜︁BX ) ≤ δ

for large enough σ2
r and σ2

s .
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Proof. To make the problem simpler, let us concentrate on each of the matrices
individually. This is possible since

I(A, B;˜︂AX , ˜︁BX ) = I(A, B;˜︂AX ) + I(A, B; ˜︁BX | ˜︂AX )
= h(˜︂AX ) − h(˜︂AX | A, B) + h( ˜︁BX | ˜︂AX ) − h( ˜︁BX | ˜︂AX , A, B)
≤ h(˜︂AX ) − h(˜︂AX | A) + h( ˜︁BX ) − h( ˜︁BX | B)
= I(A;˜︂AX ) + I(B; ˜︁BX ).

The inequality follows from (1) ˜︂AX is conditionally independent of B given A, (2)
conditioning lowers the entropy, and (3) ˜︁BX is conditionally independent of ˜︂AX and
A given B. Therefore, it is enough to consider bounding I(A;˜︂AX ) and I(B; ˜︁BX )
from above. Let us analyze only the first bound, since the other one follows similarly.

Using the definition of mutual information, we get that

I(A;˜︂AX ) = h(˜︂AX ) − h(˜︂AX | A).

Let us analyze the first term. We assume that each entry in A is independent
and identically distributed to make the proof simpler. Such an assumption is not
necessary for the proof to work. We can deduce from the union bound on entropy
and the independence of the entries of ˜︂A that

h(˜︂AX ) = ts

m
h(ãX )

≤ ts

m
log((πe)X det(Σã))

= ts

m
log((πe)X det(Σã)),

where ã denotes a single entry in the matrix and the inequality follows from Theorem
2.2.22. We may use the Theorem, since ˜︁aX = a′

X + r′
X is a continuous random vector

of length |X | over the complex numbers. The notation is from Constructions 5.2.1
and 5.3.1. Additionally, we need that the covariance matrix of ã, denoted by Σã is
nonsingular.

For the other term we get

h(˜︂AX | A) = h(A′
X + R′

X | A).

Now, A′
n is a deterministic function of A, so the conditional entropy is determined

directly by the entropy of the random matrices. We can again separate the components
of the random matrices, since all the components are independent. Hence, we get

h(˜︂AX | A) = h(R′
X ) = ts

m
h(r′

X ) = ts

m
log((πe)X det(Σr′))

by Theorem 2.2.22, since r′
X is circular symmetric complex normally distributed.

Therefore,

I(A;˜︂AX ) ≤ ts

m
log

(︄
det(Σã)
det(Σr′)

)︄
.
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We now need to set an upper bound for the quotient of the determinants. Let us
analyze the covariance matrices. The elements of Σã are

Cov(a′
i + r′

i, a′
j + r′

j) = Cov(a′
i, a′

j) + Cov(r′
i, r′

j),

which follows from the independence of a′
X and r′

X . Therefore, we can write Σã =
Σa′ + Σr′ . Now, the covariance matrix Σa′ can be written as

Σa′ = Var(aF ≤m
X ) = (F ≤m

X )∗ΣaF ≤m
X = σ2

a(F ≤m
X )∗F ≤m

X ,

since Σa = σ2
aIm is the covariance matrix of the partitions of A. The covariance

matrix Σr′ can be written as

Σr′ = Var(rF >m
X ) = (F >m

X )∗ΣrF
>m
X = σ2

r(F >m
X )∗F >m

X ,

since Σr = σ2
rIX as the entries in the random matrices are i.i.d.. Now, if F >m

has the MDS property, then Σr′ is invertible, since F >m
X is invertible. Now, write

U = F ≤m
X and L = F >m

X . We can use the matrix determinant lemma (Lemma A.4)
and Hadamard’s inequality (Lemma A.3) to get

det(Σã) = det(Σr′ + Σa′)
= det(Σr′ + σ2

aU∗U)
= det(Σr′) det(Im + σ2

aUΣ−1
r′ U∗)

≤ det(Σr′)
m∏︂

i=1
(1 + σ2

a(UΣ−1
r′ U∗)ii)

Therefore,

I(A;˜︂AX ) ≤ ts

m
log

(︄
m∏︂

i=1
(1 + σ2

a(UΣ−1
r′ U∗)ii)

)︄

= ts

m

m∑︂
i=1

log(1 + σ2
a(UΣ−1

r′ U∗)ii)

≤ tsσ2
a

m ln 2

X∑︂
i=1

(UΣ−1
r′ U∗)ii

= tsσ2
a

m ln 2 Tr(UΣ−1
r′ U∗)

= ts

m ln 2
σ2

a

σ2
r

Tr(U(L∗L)−1U∗).

We get a similar result for I(B; ˜︁BX ). Thus, we can make the total information
leakage arbitrarily small by increasing the variances σ2

a and σ2
b .

For the security of the analog SDMM schemes, we need to assume that the input
matrices come from some continuous distribution. This is not an unreasonable
assumption, since real world data often comes from a continuous distribution. The
problem might come from the fact that, for a real implementation, we need to know
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the covariance matrix of the entries of the input matrices A and B to compute the
Σa′ and Σb′ covariance matrices. The proof is made simple if each matrix element
is independent and identically distributed, since then the covariance matrices are
multiples of the identity matrix. It is an interesting future research question to
compute an upper bound for the leaked information in the case that the entries in
the matrices are not independent and the full covariance matrix is not known.

For an actual implementation it is important to be able to compute the required
variances σ2

r and σ2
s for a given security parameter δ. For simplicity, we take

σ2
r = σ2

s = σ2. We can then compute the variance with the formulas in the following
corollaries to the above theorem.

Corollary 5.4.3. The analog secure MatDot scheme is (X, δ)-secure if

σ2 ≥ max
X ⊂[N ]
|X |=X

s

δp ln 2
(︂
t Tr(U(L∗L)−1U∗) + r Tr(V (M∗M)−1V ∗).

)︂
,

where U is the p × X Vandermonde matrix on the nodes αX , V is the p × X inverted
Vandermonde matrix on the nodes αX , and L and M are the X × X generalized
Vandermonde matrices starting at the power p on the nodes αX .

The proof of this corollary follows directly from the above theorem by using the
definition of the upper and lower generator matrices from Construction 5.2.1.

Corollary 5.4.4. The analog GASPbig scheme is (X, δ)-secure if

σ2 ≥ max
X ⊂[N ]
|X |=X

s

δ ln 2

(︃
t

m
Tr(U(L∗L)−1U∗) + r

n
Tr(V (M∗M)−1V ∗).

)︃
,

where U is the p × X Vandermonde matrix on the nodes αX , V is the p × X
Vandermonde matrix on the nodes αm

i , for i ∈ X , and L and M are the X × X
generalized Vandermonde matrices starting at the power mn on the nodes αX .

The formula given above still depends on the subset X ⊂ [N ]. Some numerical
computations show that the leaked information for the analog secure MatDot scheme
is maximized when the colluding set is chosen to be

X = {eı2πi/N , eı2π(i+1)/N , . . . , eı2π(i+X−1)/N},

where ı is the imaginary unit and i is some integer, i.e., when the evaluation points
are consecutive. This choice for a maximizing set is natural, since that choice clearly
minimizes the determinant of the (F >p

X )∗F >p
X matrix, which controls the entropy of

the noise R′
X . That determinant is the square of the product of distances between

the different evaluation points, as the matrix is a product of a Vandermonde matrix
with its conjugate transpose. That product is clearly minimized when the evaluation
points are chosen to be as close to each other as possible, which means that the
points need to be consecutive.

Even though we know which evaluation points maximize the entropy of the noise,
we cannot say anything about what maximizes the upper bound in Corollary 5.4.3.
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Figure 1: Comparison of the effect of colluding workers on the relationship between
the leaked information and the numerical error. The blue lines correspond to analog
secure MatDot with partitioning parameter p = 4 (left) and p = 9 (right). The red
lines correspond to the analog GASPbig with partitioning parameters m = n = 2
(left) and m = n = 3 (right).

However, it is easy to see that the upper bound is invariant by shifting the evaluation
points by a constant amount around the unit circle. This follows from the fact that
such a shift can be achieved by multiplying U, V, L, M by certain diagonal matrices,
which cancel each other out in the trace. This fact supports the fact that the upper
bound is maximized when the evaluation points are consecutive, which would help
compute the upper bound without having to go through every possible colluding set.

5.5 Analyzing numerical accuracy
To make the computation secure, we need to make the variance σ2 sufficiently large.
By doing this, we add large numbers to our original input data, which means that the
elements in the encoded matrices are on average large compared to the elements in the
unencoded matrices. As the numerical error of matrix multiplication is proportional
to the sizes of the elements, the size of the error compared to the original data
grows as the variance grows [37]. This introduces a trade-off between security and
numerical accuracy.

Analyzing the additional error introduced by the analog SDMM process can
be done by numerical simulation. It is an interesting future research question to
compute bounds on the error without performing the numerical simulation so that
the scheme can be used in a real application where performing numerical simulations
defeats the point of performing SDMM.

We perform the numerical simulation by running the algorithm 1000 times and
recording the mean error as a function of the specified security level. For each round,
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Figure 2: Comparison of the effect of straggling workers on the relationship between
the leaked information and the numerical error. The blue lines correspond to the
analog secure MatDot with partitioning parameter p = 4 (left) and p = 9 (right). The
red lines correspond to the analog GASPbig with partitioning parameters m = n = 2
(left) and m = n = 3 (right). The number of colluding workers is X = 3 (left) and
X = 2 (right).

new 36 × 36 input matrices are chosen, such that each element is independently
chosen from the standard normal distribution. The variance is chosen to be as low as
possible using Corollaries 5.4.3 and 5.4.4. Figures 1 and 2 show the resulting graphs.
The error is measured as

∥ˆ︃AB − AB∥F ,

where ∥ · ∥F is the Frobenius norm, AB is the product of A and B computed without
SDMM, and ˆ︃AB is the product of A and B computed with SDMM. Frobenius norm
is used since it is a natural choice, when the condition number of the generator
matrices is measured using the operator norm induced by the 2-norm.

It is worth noting that we are not comparing the result of the SDMM computa-
tion to the exact product, but rather to the product obtained using a conventional
matrix multiplication algorithm, which contains some numerical errors. The experi-
ments were performed using IEEE double precision floating point numbers. Leaked
information is measured as the upper bound of

I(A, B;˜︂AX , ˜︁BX )
h(A, B) ,

which is computed using Theorem 5.4.2. 2

2The source code for the generation of the plots can be found at https://github.com/
okkomakkonen/sdmm-over-complex

https://github.com/okkomakkonen/sdmm-over-complex
https://github.com/okkomakkonen/sdmm-over-complex
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Figure 3: Comparison of the effect of the number of colluding workers on the numerical
error. The left figure contains the analog secure MatDot scheme with partitioning
parameter p and X colluding workers. The right figure contains the analog GASPbig
scheme with partitioning parameters m and n and X colluding workers. The relative
information leakage is fixed at 10−8.

From each of the figures, it is clear that there is an inverse relationship between
security and numerical accuracy. This is explained by the fact that for large enough
values of variance, the input data, which is small in comparison, is irrelevant, which
means that the standard deviation σ scales the magnitude of the encoded matrices.
As the numerical error of matrix multiplication is directly proportional to the product
of the magnitudes of the inputs, the error is directly proportional to the variance σ2.
This does not apply to low values of the variance, where the actual input data also
has an affect, which can also be numerically confirmed.

From Figures 1 and 3 it is clear that increasing the number of colluding nodes
also increases the numerical error. The increase seems to be linear in X, which
is expected since for large values of the variance, the number of random matrices
determines the size of the elements in the encoded matrices. As the number of
colluding workers increases the number of random matrices, the magnitude of the
elements of the encoded matrices is proportional to the number of colluding workers.

In the case that there are no stragglers, the evaluation points are chosen as the
roots of unity, which means that the corresponding Vandermonde matrix used in
the decoding process is unitary. Hence, the condition number is 1. In the case
of straggling workers, the Vandermonde matrix will not be unitary, since it does
not contain all of the Nth roots of unity. In [42] it was shown that the condition
number grows polynomially in the number of nodes, when the number of stragglers
is constant. This behaviour can be seen in Figure 2, where the numerical error grows
as the number of straggling workers grows.
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From Figures 1, 2, and 3 it is clear that the analog MatDot code achieves better
numerical accuracy compared to the analog GASPbig code when p = mn and the
other parameters are the same. However, the analog GASPbig code achieves a better
download cost by using the outer product partitioning.
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6 Applying SDMM in eHealth
The term eHealth refers to the digitalization of healthcare, allowing for more efficient
use of resources and providing healthcare remotely. Such applications have an
inherent need for confidentiality and security of the data that is being handled. The
techniques presented in this thesis have a variety of applications within eHealth.

Private information retrieval (PIR) is a way of downloading a file from a distributed
database without revealing the index of the file to the nodes. Many PIR schemes
have a similar structure as the linear SDMM schemes in this thesis. As such, PIR
can be seen as a subset of SDMM, where one of the matrices describes the index
of the file and the other matrix describes the database containing the files. Private
information retrieval can be used to store encrypted data on a distributed storage
system without the database manager knowing which files are being accessed.

Secure distributed matrix multiplication can be used in place of matrix multipli-
cation if the size of the data is too large to compute the product locally. Another
reason for using SDMM is that the data is already distributed, in which case the
product can be computed using the distributed system.

Matrix multiplication can be used in various machine learning applications, such as
computing and training an artificial neural network. The backpropagation algorithm
used in the neural network multiplication involves computing multiple matrix-vector
multiplications, where the matrix contains the weights from the artificial neural
network. The vectors contain the training data, which means that the matrix-vector
multiplications can be computed as a batch, where the vectors are stacked into a
matrix. Therefore, matrix-matrix SDMM can be used. Machine learning can be used
in many applications in eHealth.

The processing of medical images from MRI and PET machines involves linear
algebra operations over a large amount of data. Secure distributed matrix multipli-
cation can be used to speed up the computation without revealing confidential data
to the worker nodes.

A common problem in applied mathematics, data science, and statistics is linear
regression, where we want to find the hyperplane of best fit when given a number of
observations of a linear relationship. We are given the observations {xi, yi}i∈[s], where
xi ∈ Rt and yi ∈ R and we want to find the coefficients β1, . . . , βt that minimize

s∑︂
i=1

(β1x
(1)
i + · · · + βtx

(t)
i − yi)2.

It is well-known that the solution to the least-squares linear regression problem can
be computed with

β = (XT X)−1XT y,

where X ∈ Rs×t is the matrix formed by stacking the given vectors {xi}i∈[s], and
y ∈ Rs is the vector of yi’s. The computation of β involves the computation of the
Gram matrix XT X, computing the inverse of XT X ∈ Rt×t, and finally computing
the product (XT X)−1XT y. If s ≫ t, then the computation of XT X is the the most
expensive operation in the computation. This computation can be performed using
SDMM.
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7 Conclusions and future work
In this work, we have presented a novel framework for SDMM schemes and presented
some existing SDMM schemes as special cases of the general linear SDMM scheme.
Additionally, we used the linear SDMM framework to discuss cooperative SDMM,
which is able to provide more flexible communication to the user. Finally, we
discussed analog SDMM, which is the most practical mode of SDMM for real-world
uses.

An interesting future research problem is that of error correction in SDMM,
especially in the context of finite field SDMM, using interleaved codes. Section 3.6
provides the basic framework of how error correction could work, but there are still
open questions regarding the probability of successful decoding. The research on
interleaved codes is quite mature at this point, but there has not been any research
on using interleaved codes in SDMM.

The section 5.4 presented a basic proof for the security of analog SDMM schemes
based on the assumption that the input matrices contain i.i.d. elements. It is an
interesting future research question to formulate a similar proof for a more general case
where the distribution of the input matrices is more complicated or not completely
known.
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A Determinant theory
A Hermitian square matrix A ∈ Cn×n is said to be positive definite if x∗Ax > 0 for
all x ∈ Cn \ {0}, and positive semi-definite if x∗Ax ≥ 0 for all x ∈ Cn. It is then
clear that the sum of two positive (semi-)definite matrices is positive (semi-)definite.
The eigenvalues of a positive (semi-)definite matrix are clearly nonnegative.

The determinant of a matrix can be expressed as the product of its eigenvalues,
and the trace can be expressed as the sum of eigenvalues. When working with
information theory it will often be convenient to compute determinants of block
matrices. The following lemmas is useful for proving many results that are needed in
Section 2.2.2.

Lemma A.1. Let A ∈ Cn×n, B ∈ Cn×m, C ∈ Cm×n, D ∈ Cm×m be matrices. Then

det
(︄

A B
0 D

)︄
= det(A) det(D), det

(︄
A 0
C D

)︄
= det(A) det(D),

where 0 is the zero matrix of appropriate size.

Proof. Let us first consider the matrix

M =
(︄

A 0
0 1

)︄

of dimension (n + 1) × (n + 1). Using the definition of the determinant we get that

det(M) =
∑︂

σ∈Sn+1

sgn(σ)
n+1∏︂
i=1

Mi,σ(i)

=
∑︂

τ∈Sn

sgn(τ)
n∏︂

i=1
Ai,τ(i)

= det(A),

where Sn is the symmetric group of order n. The equality follows, since Mn+1,σ(n+1) ≠
0 if and only if σ(n + 1) = n + 1. Thus, we can think of σ as an element of Sn,
since it keeps n + 1 constant. Therefore, the term Mn+1,σ(n+1) = 1 for such σ and
Mi,σ(i) = Ai,σ(i) for i ∈ [n]. Using recursion on the previous result we get that

det
(︄

A 0
0 Im

)︄
= det

⎛⎜⎝
(︄

A 0
0 Im−1

)︄
0

0 1

⎞⎟⎠
= det

(︄
A 0
0 Im−1

)︄
...

= det(A).
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Consider then the products of the following (n + m) × (n + m) block matrices(︄
In 0
0 D

)︄(︄
In B
0 Im

)︄(︄
A 0
0 Im

)︄
=
(︄

A B
0 D

)︄
.

The determinant can be computed using the multiplicative property of the determi-
nant and the previous result. Additionally, the determinant of a upper triangular
matrix is the product of the diagonal elements. Hence, we get that

det
(︄

A B
0 D

)︄
= det(D) · 1 · det(A).

Similarly, we get (︄
A 0
0 Im

)︄(︄
In 0
C Im

)︄(︄
In 0
0 D

)︄
=
(︄

A 0
C D

)︄
.

Therefore,

det
(︄

A 0
C D

)︄
= det(A) · 1 · det(D).

Lemma A.2. Let A, B ∈ Cn×n be square matrices. Then

det
(︄

A B
B A

)︄
= det(A + B) det(A − B).

Proof. A simple eigenvalue decomposition shows that(︄
A B
B A

)︄
= 1

2

(︄
In In

In −In

)︄(︄
A + B 0

0 A − B

)︄(︄
In In

In −In

)︄
.

Hence, the determinant can be computed as the product of the determinants, where

det
(︄

In In

In −In

)︄
= (−2)n,

and the determinant of the middle matrix follows from Lemma A.1. Therefore,

det
(︄

A B
B A

)︄
= 1

22n
(−2)n det(A + B) det(A − B)(−2)n

= det(A + B) det(A − B).

Hadamard’s inequality is an important inequality in information theory. It can
be proven using Proposition 2.2.21 as was done in [8]. Here we present an alternative
proof, which does not rely on information theory.
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Lemma A.3 (Hadamard’s inequality). Let A ∈ Cn×n be a positive semi-definite
matrix. Then

det(A) ≤
n∏︂

i=1
Aii.

Proof. The diagonal elements of a positive semi-definite matrix are nonnegative,
since 0 ≤ e∗

i Aei = Aii, where ei is the ith standard basis vector. If A is has zero
diagonal values, then the matrix is singular, which means that the inequality is clear.
Thus, we may assume that the diagonal values are nonzero. The determinant can
be expressed as the product of eigenvalues. Therefore, we can use the inequality of
arithmetic and geometric means to get

det(A) =
n∏︂

i=1
λi

=
n∏︂

i=1
Aii

n∏︂
i=1

λi

Aii

≤
n∏︂

i=1
Aii

(︄
1
n

n∑︂
i=1

λi

Aii

)︄n

.

The terms in the sum are the eigenvalues of the matrix A, where every column has
been divided by the value on the diagonal. Therefore, the sum equals the trace of
that matrix. As the diagonal elements are all ones, the trace is n. Thus,

det(A) ≤
n∏︂

i=1
Aii.

Lemma A.4 (Matrix determinant lemma). Let A ∈ Cn×n be an invertible matrix
and U ∈ Cn×m, V ∈ Cm×n. Then

det(A + UV ) = det(A) det(Im + V A−1U).

Proof. The simple case of A = In can be computed as follows. Consider the product
of the following (n + m) × (n + m) block matrices(︄

In 0
V Im

)︄(︄
In + UV U

0 Im

)︄(︄
In 0

−V Im

)︄
=
(︄

In U
0 Im + V U

)︄
,

where 0 is the zero matrix of appropriate size. Using the multiplicative property of
the determinant and Lemma A.1 we get that

1 · det(In + UV ) · 1 = det(Im + V U).

Then

det(A + UV ) = det(A) det(In + (A−1U)V ) = det(A) det(Im + V A−1U)

by using the special case for the matrices A−1U and V .
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The following lemma can be seen as the inequality of arithmetic and geometric
means for matrix determinants.

Lemma A.5. Let A, B ∈ Cn×n be positive definite matrices. Then

det(AB) ≤ det
(︃

A + B

2

)︃2
,

with equality if and only if A = B.

Proof. Let us first prove the simpler case when A = In. Let λi, for i ∈ [n], be the
eigenvalues of B. Therefore, 1 + λi are the eigenvalues of In + B. Hence,

det(B) =
n∏︂

i=1
λi ≤

(︄
n∏︂

i=1

1 + λi

2

)︄2

= det
(︃

In + B

2

)︃2
,

where the inequality follows from the elementary inequality (λi + 1)2 ≥ 4λi. Equality
is reached if and only if λi = 1 for all i ∈ [n], i.e., B = In.

As B is positive definite, we can write B = UU∗ for some U ∈ Cn×n. Then, the
general case then follows simply by

det(AB) = det(A)2 det(U∗) det(A−1) det(U)
= det(A)2 det(U∗A−1U)

≤ det(A)2 det
(︄

In + U∗A−1U

2

)︄2

= det(A)2 det
(︄

In + A−1UU∗

2

)︄2

= det
(︃

A + B

2

)︃2
.

Using the previous result is justified, since U∗A−1U is positive definite. The fourth
line follows from Lemma A.4. Equality is reached if and only if U∗A−1U = In, i.e.,
A = UU∗ = B.
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