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Preface

“Gold flakes! He’s on the trail of the philosopher’s stone, too!”
—Scrooge McDuck [22]

Artificial intelligence and new generations of mobile networks have gener-
ated substantial research efforts. There are lots of hype and promise but
also criticism and disbelief. It is the role of us researchers to explore the
nature and significance of emerging technologies and explain whether we
will be seeing an evolution with small improvements and optimizations
or whether the concepts have the potential to revolutionize the world. As
in the story—The Fabulous Philosopher’s Stone [22]—we may be able to
find our “philosopher’s stones” and turn “metal into gold” but the things
we discover may also be unexpected and dangerous. Hence, it is also the
responsibility of us cybersecurity professionals to develop these concepts
to be safe and secure.

When I started my post-graduate studies, I did not like the common view
that the end-users must be responsible for their cybersecurity and that they
must continuously learn new skills and increase their security awareness.
Instead, I have always felt that technology should solve problems, not
cause new ones. The security should be provided by systems transparently
for the end-users. This has lead me sometimes to consider how products,
services, and networks could be more security aware and smart, and take
this responsibility away from the users. My trail towards the dissertation
has been a long and winding but it also has been my own and personal.
While carrying out customer and project work on various topics, finding
a common theme for the dissertation was not an easy task. During, my
career I have studied, for instance, platform and device security, software
security, cryptography, and network security from physical to application
layers. Eventually, the common thread to my dissertation emerged from
projects focusing to the security of 5G networks. The results included in
this dissertation are part of the work done at VTT Technical Research
Centre of Finland in two EU-funded and in one Business Finland-funded
joint research projects: District of Future, 5G-ENSURE, and PRIORITY.
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this dissertation.

I would like to thank the personnel at Aalto University and my colleagues
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Julku, Juha Koivisto, Markku Kylänpää, Juha Pärssinen, and Aarne
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1. Introduction

Mobile communication networks evolve with gradual upgrades. Currently
we are on the verge of one major transition from the fourth generation to
the fifth generation of mobile networking technologies, and the following
evolution and subsequent generations are already being studied by the
industry and scientific community. At the same time, the evolution of
mobile technologies is revolutionizing communication solutions for various
mission and business critical applications. Public safety, smart city, and
industrial users, who have previously operated dedicated communication
infrastructures with limited service and quality capabilities, will benefit
from the improved quality and cost-efficiency of the 5G networks and
beyond.

One major objective in technology development has been the need for
increased automation and customization of the operators’ service provi-
sioning. At the same time, security solutions need to evolve to keep up
with the development of network technologies, on one hand, and to keep
up with the capabilities of attackers in the cyber and physical worlds,
on the other hand. This dissertation explores the intersection between
security, autonomy, and customization within 5G networks. The disser-
tation explores enablers—architectural concepts and software functions
for network security, which make it possible—to evolve the intelligence of
mobile network security.

1.1 Security Drivers in 5G and Beyond

The development of security for the fifth and for the consecutive genera-
tions of mobile networks is motivated by several drivers. The first major
driver is the hardening evolution. Security in 5G networks and beyond
means patching of vulnerabilities [124, 96, 79, 78, 77] from the previous
generations. Past mistakes and compromises are corrected and the new
challenges from the emerging technologies are addressed. Security of the
system components, protocols, and interfaces are hardened to increase the
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Introduction

trustworthiness of the devices and systems.
The second driver is the focus on insiders. The previous generations

of standards focused on external threats against the operator or the end-
user and, hence, secured the interactions between the network and the
user equipment. In 5G systems, more parties are cooperating to provide
end-to-end service and, because of that, the trust models are changing [27].
Additionally, the adversaries and attacks have evolved, and strong forti-
fications at the network boundaries are no longer sufficient. Defenders
must assume that advanced adversaries will compromise the system and
will likely have insiders’ positions, i.e., bridge-heads for attacks. Solutions
are, hence, needed for controlling and isolating insiders and for enabling
cooperation between parties that do not fully trust each other.

The third driver is the customization of security, which is needed as
the users from industry and society are integrating their networks and
new applications more closely with a shared commercial infrastructure.
The security that the applications demand is more than just protecting
end-to-end voice and data connections with an overlay of cryptography.
The domain-specific security requirements are diverse and often contra-
dictory. Typically, applications require confidentiality, authenticity and
replay-protection for user-plane communication but also dependability,
which is a factor involving several attributes [19], including reliability,
availability, integrity, and maintainability. Solutions are needed, e.g., to
support alternative radio access technologies, devices with restricted com-
puting capabilities and energy resources, as well as applications with high
security requirements. Security solutions need to support, or not disturb,
services with different quality of service requirements, which are related,
e.g., to latency, jitter, and throughput.

The fourth driver is the emergence of new technologies and the com-
plexity and opportunities they bring. Network softwarization and virtual-
ization [10, 14] provide flexibility to infrastructure deployment by enabling
the use of a standard routing infrastructure instead of manufacturer-
specific network equipment and by decoupling functionality from the hard-
ware. Cloudification and multi-access edge computing (MEC) [150, 117]
optimize the management of computing resources by allowing utilization
of centralized, i.e., highly-scalable, as well as local, i.e., latency-minimizing,
computational capacities. Artificial intelligence (AI) and machine learning
(ML) [114, 66, 167] bring further advances to network management and,
e.g., enable learning from the past experiences and adapting the use of
resources (materials, energy, information, time, frequency, and space) [107]
accordingly. From the security perspective, these emerging technologies
will facilitate customization and differentiation of security services. They
also increase the complexity, which is a major challenge for security in mo-
bile networks. On the other hand, new technologies can also provide means
to manage the complexity and to minimize security interference and infor-
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mation leaking. For instance, with softwarization, we can achieve logical
means to separate—to slice or micro-segment—different applications hori-
zontally even though they share the same common infrastructure. With
clouds and MECs, we get more opportunities to isolate different geographi-
cal network domains from each other into physically or logically separated
application security realms, e.g., privacy-protecting edge, “tactical bubbles”,
or hardened cloud environments.

5G network security consists of several subareas. User equipment (UE)
protects credentials, subscriber’s data, and software integrity. Radio ac-
cess network (RAN, between the UE and base station) and backhaul (be-
tween base stations and remote services) security provides confidentiality
and authenticity of communication. Core network security provides of
enabling functionality including authentication, authorization and ac-
counting (AAA). Infrastructure, e.g., MEC and cloud, security protects the
integrity and trustworthiness of the hardware hosting virtual and physical
mobile network functions. Application and end-to-end security, provided
by application providers or operators, ensure the protection of user data
and user applications.

1.2 Intelligent Security and Active Defenses

Intelligence, in general, can be defined in many ways [100] including “the
capacity to acquire and apply knowledge” [1], “the ability to learn, under-
stand and make judgments or have opinions that are based on reason” [2],
“the capability of a system to adapt its behavior to meet its goals in a
range of environments” [55], “achieving complex goals in complex environ-
ments” [60], or a measurement of “an agent’s ability to achieve goals in
a wide range of environments” [100]. Recent definitions also include the
use of resources as a part of the definition, e.g., “behaving in the world
so that you get exactly what you want, given the resources (physical and
mental) available” [138]. We define intelligent security as an agent’s
ability to achieve security goals in a wide range of environments
with optimal use of resources.

Intelligent security systems can be autonomous or directed by humans.
Autonomous systems [21] use their capabilities to pursue goals without
intervention, oversight, or control by any other agent. Autonomous [89]
or self-adaptive network security [53, 154] systems sense and collect infor-
mation from the network, analyze the data for security knowledge, and
respond by changing the behavior of network. Figure 1.1 illustrates the
central enablers of intelligent security as well as the central elements in
the security of mobile networks. Information sensing and sharing, ana-
lytics, and response—the enablers in the management layer (also called
the intelligent agent)—are connected to the security systems in the 5G
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Figure 1.1. Elements of mobile network security with enablers for security adaptation in
a separate layer.

network with a feedback loop.
Intelligent security can be distributed to different locations in 5G systems

or centralized in cybersecurity operations centers (CSOC). CSOCs [169]
are centralized units that monitor system behavior, traffic flows, and se-
curity posture in order to adapt the network behavior and to respond to
attacks. CSOCs incorporate people, technologies, and processes to im-
prove security and manage risks of the monitored systems. CSOCs collect
information widely from different domains and strata of networks and
also utilize shared security information and threat databases. They apply
monitoring, analytics, visualizations and other tools to provide knowledge
on the system security status and to enable decision making by human
administrators.

Active defense [44], or active cyber defense, is a mechanism to de-
stroy, nullify, or reduce the effectiveness of cyber-threats. Active
defense strategies are typically asymmetric, i.e., the adversarial action
is different to the defense. Actions reducing effectiveness of threats in-
clude moving target defenses [133] and throttling potentially adversarial
or low-priority traffic, which increase the costs of attacks. Actions to nullify
threats include blocking or filtering adversarial data flows or removing
devices from the network. Actions to destroy threats include preemp-
tive [155] or reactive attacks against hostile persons or computers, for
instance, to physically damage devices or corrupt software. Typical actions
include the active collection of sharable information, e.g., by probing status
information or deploying honeypots [121].

Particular security goals where intelligence is important are intrusion
detection and intrusion prevention. Intrusion detection systems (IDS) [87,
102] monitor the network for malicious activity and policy violations. IDS
systems with reactive preventive capabilities are often called as intrusion
prevention systems (IPS). IDS and IPS systems can be seen as subsets of
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two more recent concepts: security information and event management
(SIEM) [29], as well as security orchestration, automation and response
(SOAR) [81]. SIEM and SOAR systems provide a more holistic perspective
of security awareness and responsiveness by combining intrusion alarms
with other security information and controls, including security posture
and security performance indicators.

Machine learning (ML) is a central enabler of autonomy and intelligence.
ML comprises data analysis methods and is a branch of artificial intelli-
gence (AI). An ML system learns from data, identifies patterns, and makes
decisions with minimal human intervention after a possible training pe-
riod. For network security applications [9, 20, 56], ML is beneficial for
detecting known attacks as well as anomalies indicating threats such as
previously unseen, so called zero-day, attacks. ML can analyze network
equipment for malware, and traffic patterns and the transmitted data for
network attacks. ML can also be utilized in solutions trying to test and
find weaknesses in network interfaces and equipment.

1.3 About the Dissertation

This dissertation explores security monitoring and ML-based security al-
gorithms as well as segregating architectural enablers as a mean to make
mobile network security more intelligent and active. This dissertation con-
sists of articles which contribute to scientific and technical knowledge via
literature surveys, architectural analysis, as well as practical prototypes
and experiments.

1.3.1 Objectives, Questions, and Methodology

The main objective of the dissertation is to explore a) security of emerg-
ing mobile networking technologies as well as b) emerging security tech-
nologies for mobile networks. In particular, the focus is on the needs of
application domains and the trend of increasing automation and auton-
omy. We will cover selected concepts related to network softwarization and
machine learning as well as address the need to customize the network to
support the use cases of public safety communication. Table 1.1 lists the
enablers and technologies as well as the central research questions that
have been explored in the dissertation. Later, in Table 4.1, we summarize
the contributions to these questions.

The research methodology in this work is based on a) literature sur-
veys and systematization of existing knowledge; b) security, threat, and
architecture analysis; as well as c) trials and experiments. We survey
security solutions for 5G network as well as for next-generation public
safety communications. We survey and analyze security vulnerabilities
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Table 1.1. Enablers in the foci and the main research questions of the dissertation.

Enabler Research questions

Customized 5G secu-
rity architectures

What architectural elements are needed to enable se-
curity in 5G networks and beyond to be customizable
and self-adaptive? What are the unique security needs
that public safety users have for 5G networks?

Micro-segmentation What is the impact of fine-grained network slicing for
security?

Intelligent threat
mitigation in soft-
ware networks

How can real-time SDN monitoring and threat de-
tection with ML-based security analytics be realized?
What is the best way to respond to attacks in different
5G use cases?

Adaptive
pseudonymization

How can adversarial algorithms be utilized to make
defenses, for instance, for privacy and access control,
more self-adaptive?

Tactical bubble What are the security requirements and characteris-
tics in geographically isolated rapidly deployable net-
works for public safety? What is the impact of the
tactical bubble on security?

and mitigation possibilities related to machine learning in mobile network
use cases. We analyze architectural concepts—micro-segmentation and
tactical bubbles—to understand their relation with security. We prototype
solutions for security monitoring and ML-based threat detection analysis
in software-defined networks as well as for enhancing security of informa-
tion brokering for security intelligence. We use a 5G test network [122, 69]
to gain practical experiences as well as to acquire realistic data so that we
can analyze the enablers.

1.3.2 Organization of the Dissertation

The overview part of the dissertation describes a high-level vision for
increasing automation, autonomy, active defenses, and, customizability
for security in mobile networks. It serves as a common thread that links
together the studied enablers. The overview provides a high-level umbrella
under which the included articles provide more focused viewpoints and
results.

The included articles—describing the explored enablers in more detail
and providing more complete literature surveys—are organized as follows.
The first two articles [I, II] provide an overview and relevant background
of 5G security particularly from the perspectives of the core network and
one particular user group: public safety communications. The second two
[III, IV] explore the security of network slicing and SDN, which are cen-
tral new technologies of 5G. We explore a particular SDN-based concept,
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namely micro-segmentation, and describe SDN-based security applications
for security situation awareness and resilience. Publications [IV, V] also
explore information brokering to collect and correlate security-relevant
information and to share security intelligence data. The last publication
[VI] explores ML, which is a central enabler in security intelligence and
analytic, and surveys ML-related use cases, threats, and hardening solu-
tions in the context of 5G networks. The article illustrates that there are
still large areas of future research ahead before the visions become full
reality. The mapping of articles to the feedback loop of intelligent security
is illustrated in Figure 1.2.

Security in 5G based communication architectures

Sense & share
information

Analyze React

[IV] J. Suomalainen et al.
Security Awareness in Software-

Defined Multi-Domain 5G
Networks. Future Internet, 2018.

[V] J. Suomalainen et al. Enhancing
Privacy of Information Brokering by
Adaptive Pseudonymization. IEEE

Access, 2016.

[III] O. Mämmelä et
al. Microsegmenting
5G. IoTBDS, 2018.

[VI] J. Suomalainen et al.
Machine Learning Threatens

5G. IEEE Access, 2020.

[II] J. Suomalainen et al. Securing Public
Safety Communications in Commercial
and Tactical 5G. IEEE OJ-COMS, 2021.

[I] I. Ahmad et al. 5G-
Core Network Security.
Wiley 5G Refs, 2019.

Figure 1.2. Mapping the publications to the technology scope of the dissertation

The rest of this overview is organized as follows. Section 2 presents
generic technology enablers for customizing and increasing the intelligence
of security. Section 3 presents use cases and applications needing custom
and intelligent security and also some approaches to achieving these goals.
Sections 2 and 3 show the main ideas and context for the studied enablers.
They also discuss the novelty and impact of the results, as well as highlight
some recent developments since the publication of the included articles.
Section 4 summarizes the main contributions and results and suggests
paths for future research.
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2. Enablers of Intelligent Security

The central recipe for intelligent security is the feedback loop, which we
divided into four main ingredients in the previous section (Figures 1.1
and 1.2). In this section, we will look at each of these building blocks more
closely starting from the system (security architecture in Section 2.1), con-
tinuing to information sensing and sharing (security data in Section 2.2)
and security analytics (in Section 2.3) and ending with security actions
(in Section 2.4). Each part provides an overview of the topic and high-
lights the related research contributions from the articles included in the
dissertation.

2.1 Security Architecture

According to the definition of ITU-T X.805 [82] security architecture logi-
cally divides a complex set of end-to-end network security-related features
into separate components. The security architecture provides a systematic
approach to end-to-end security that facilitates planning and design of
new security solutions and enables assessments of the security of existing
networks.

2.1.1 Security Architecture for 5G

3GPP introduced the security architecture for 5G networks in Release
15 [4] of the standards. The 3GPP security architecture consists of the
six security domains. Network access domain security provides features
for user devices to authenticate and securely access network services.
Network access security includes the security of 3GPP and non-3GPP
access technologies, and the delivery of the security context from the
serving network to the UE. Network domain security protects signaling
and exchange of user plane data. User domain security protects the end-
user’s access to UE. Application domain security enables secure application
communication between the end-user and application provider domains.
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The visibility and configurability of security includes features that inform
users whether security features are in operation or not. Service-based
architecture (SBA) domain security provides security features for network
element registration, discovery, and authorization, as well as security for
service-based interfaces. The last domain is new for 5G while the others
have seen evolution.

In [I], we surveyed the requirements, architecture, and functions for
security in the 5G core network. In addition to addressing the specifica-
tion efforts of 3GPP, we covered security and standardization within the
central enablers of 5G: cloud platforms, software networks, and network
virtualization.

2.1.2 Architecture Analysis

Analyses of security requirements utilize taxonomies to identify and cap-
ture relevant characteristics and features that affect to the security land-
scape. Figure 2.1 illustrates the different dimensions that were included
in the frameworks that we have proposed for analyzing the security of
mobile networks. A generic architecture framework for representing and
analyzing 5G security was described by us in [17]. The architecture was
defined as a part of the European 5G-ENSURE project. In [II], we utilized,
adapted, and extended the framework to analyze security requirements of
applications, particularly emerging public safety communication networks.
In [VI], we analyzed the security of ML solutions.

The 5G-ENSURE security architecture [17] consist of four dimensions.
Domains group network elements according to their physical and logical
location and functionality. The 5G aspects are emphasized with domains
related to management and network virtualization (decoupling of physical
and logical infrastructure). A stratum groups protocols, data and functions
that are provided by one or several domains. Security realms capture the
security needs of one or more strata or domains. Security control classes
are collections of security functions or mechanism that address specific
security objectives.

The security analysis framework for application domains, which was
presented in [II], focuses on security vulnerabilities, threats, and risks from
the perspective of network user. The framework captures threat actors,
attack types, attack vectors, root vulnerabilities, as well as risk levels.
The framework also adopted domain and security control class definitions
from the 5G-ENSURE architecture. Security challenges were captured by
defining threat scenarios, which were identified from the use cases and
assets, and which aim to characterize unique security characteristics of
the network application area.

The security threats and solutions of ML solutions were explored using
another framework [VI] that derived its dimensions from the 3GPP security
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Figure 2.1. Dimensions for the security analysis of 5G systems and applications : A) di-
mensions in the 5G-ENSURE architecture [17], B) threat analysis framework
for public safety [II], and C) analysis framework for ML security [VI]

architecture and ETSI specifications [48] (see Subsection 2.4) and proposed
our own dimensions for the security threat and solution categories.

Significance of the Contributions and Current Outlook
The applied taxonomies for security analysis are based on established
classifications, including [136, 4, 17]. By combining several classification
we gathered a wide and comprehensive perspective on the security land-
scape and, hence, enabled a holistic analysis of security requirements for
5G application domains. Some recent threat modeling taxonomies have
addressed the mobile network perspective, e.g. [152, 128, 50], but as far
as the author is aware, the survey [II] combining the perspective of 5G as
well as public safety use cases was the first one.

2.1.3 Security in Micro-Segmented Networks

Security management in mobile networks is a complex challenge, which is
further complicated by the need for additional customization. An obvious
approach to manage the complexity is to divide the problem into smaller
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pieces. Network slicing [115, 57] is a concept emerging with 5G. Slices are
independent, logical, and virtualized [40, 92, 13] networks, which share the
same physical network infrastructure and, typically, rely on SDN technolo-
gies [111, 99, 54, 12]. They are end-to-end networks customized to fulfill
the requirements of particular applications. The 3GPP efforts [7] often
highlight three main application categories: enhanced mobile broadband,
massive machine type communications, and ultra-reliable and low-latency
communications.

In [108] and [III, IV], we explored the security of network slicing and the
concept of micro-segmentation. Micro-segmentation, which was originally
proposed for datacenters [158] is the process of creating and managing
isolated and fine-grained network slices, which are dedicated to a particular
end-user or application. While network slices are typically considered more
coarse-grained and dedicated to particular application categories as well
as end-to-end concepts, the focus of our research was on more fine-grained
and potentially domain-restricted logical isolation of applications.

For security, network slicing provides the following main benefits:

• Security or quality policies can be customized for each application-
specific slice. The policies may be more or less strict when compared to
generic policies, which involve every application.

• The applications, protocols, connections, services, and users can be
whitelisted for each slice. Often the allowed and expected users for
a network slice, which is created for particular application or use case,
are known in advance, and only those traffic flows, which are related to
authorized users, can be allowed. Non-whitelisted connections can be
prevented or treated as indications of potential threats.

• A single network slice must support fewer data flows and there is less
noise, when compared to the overall capacity of operator’ network. Ana-
lyzing the traffic flows of a slice requires less computing resources, than
analyzing traffic flows of the whole network. As the traffic flows are more
homogeneous, anomalies are easier to detect.

• Monitoring resources, within a network slice, can focus on the most
critical parts of communication and according to the preferences of the
application. For example, some slices can be scrutinized with deep-packet
inspection while other slices can be set under focused surveillance only
after the detection of suspicious activities.

Challenges to the fine-grained approach include that dedicating own
resources and network functions to each slices may cause some overhead.
Also, orchestrating resources to support slicing requires new software
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solutions and will introduce additional complexity and costs for network
management. Further, if operators share the same virtual network func-
tion instances between several slices, the security benefits of isolation are
partly lost.

Micro-segmentation is an enabler of intelligent security. Even though, it
does not enable a system to achieve security goals in wider range of envi-
ronments, it limits the amount of environments where security goals must
be achieved. Consequently, it in practice enables deployment of intelligent
systems that are able to operate with limited set of environments. Further,
the concept enables operators to deploy systems that are optimized to
achieve security goals in particular environments.

Significance of the Contributions and Current Outlook
We disseminated the micro-segmentation concept through 5G public-private
partnership cooperation, a white-paper [63], and several publications ([108]
and [III, IV]). The work was part of our architecture definition [17] in the
5G-ENSURE project, which supported pre-standardization efforts for 5G.
Our architecture was presented to the 3GPP technical specification group
that is responsible for services and systems aspects related to security and
privacy (SA3).

The need for customization remains an important research challenge
when approaching 6G networks [43, 94]. Relevant trends affecting to
the 6G security architecture includes also the trend towards open in-
terfaces. For instance, the open RAN (O-RAN) initiative [37] aims to
facilitate the cross-layer cooperation and manage complexity by utilizing
software-defined radio and an open cross-industry agreed specification.
The openness will introduce new means for network security customization
but may also introduce new challenges.

2.2 Security Data

Mobile networks produce large amounts of data that can be used to deter-
mine the state of the network, its components and users. Security-relevant
information can be related to security systems or to resources or systems
that the adversary may target.

Security Monitoring
Typically, network statistics, system logs, packet headers, and payloads
provide indicators to detect networks attacks, while security function-
specific performance indicators, like the throughput of deep packet analysis
or identifiers of security algorithms in use, provide information on the
state of the protection. Existing network monitoring techniques include,
e.g., the simple network management protocol (SNMP) for resource usage
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data from network equipment, remote network monitoring (RMON) for
traffic flows on Ethernet segments, NetFlow and sFlow for IP statistics,
active probing for analyzing network properties, deep packet inspection
for analyzing transmitted headers and payloads, as well as firewall and
server logs for user accesses. [103] Network equipment manufacturers
and service providers have their interfaces for collecting large amount of
performance indicators from the access and core networks. SDN, which
has been adopted to 5G, provides its interfaces for collecting information.
In particular, OpenFlow [99] is a protocol between switches and SDN
controllers and that gives access to meta-information related to data flows.
SDN controllers provide north-bound interfaces for SDN applications. One
monitoring approach for SDN is presented in [IV]. The requirements,
architecture, and potential interfaces for network monitoring within the
context of virtualized network functions (NFV) have been defined, e.g., by
ETSI [49].

The volume of data traffic in mobile networks is increasing rapidly; the
total monthly volume is expected [47] to increase from 51 exabytes in the
year 2020 to 226 exabytes in 2026. At the same time, advances in AI are
demanding [153] more computing resources, and this development rate is
expected to decelerate in the era of post Moore’s law [46]. Consequently,
more algorithmic and architectural solutions, such as micro-segmentation
in [III, IV], are needed to enable network defenders to target the available
computing resources cost-effectively.

Distributed Security Intelligence
Security intelligence is the practice of collecting and analyzing security
information to achieve security situational awareness. Cyber threat in-
telligence (CTI) [159, 109] data is information describing threat actors in
the cyber world. CTI can be acquired from the mobile network or from
other other stakeholders and sources. CTI sources include, e.g., open
source intelligence, social media intelligence, human intelligence, as well
as signaling intelligence, which consist of electronic intelligence (referring
to non-communication based surveillance of target capabilities such as
location), and communication intelligence.

Architectures and protocols exists for CTI sharing [159]. A typical archi-
tecture is based on a centralized repository or broker, which stores and
distributes threat and vulnerability information. Solutions for sharing
security information include domain-specific security standards as well
as semantic security ontologies and mechanisms [53, 145, 144]. The stan-
dards and common tools for CTI include, e.g., the open indicators of com-
promise (OpenIoC) framework, structured threat information expression
and trusted automated exchange of indicator information (STIX-TAXII),
and the open source threat intelligence and sharing platform (MISP).

Cooperation between different operators and between operators and ap-
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plication providers is based on contractual agreements and trust. The
required QoS characteristics and performance indicators, which the net-
work should provide, are defined using service level agreements (SLA) [88,
160, 125]. The contracting parties may also agree on security practices
through security level agreements [71]. If they do not completely trust each
other, additional assurance of SLA protection and trustworthiness, e.g.,
technical [163] or reputation-based assurance [127], is needed. Privacy and
scalability are also challenges. Operators could in theory exchange all the
data collected from the network, but the exchange of massive amounts of
data would not be practical and might disclose privacy or company-critical
secrets.

In [V], we explored access controls for an information brokering approach
that was based on the Next Generation Service Interface (NGSI) architec-
ture from the Open Mobile Alliance (OMA, see also Section 3.3.2). In [IV],
we presented an Apache Kafka-based publish-and-subscribe information
brokering approach for sharing security data from our SDN/5G testbed as
well as security and trustworthiness-related knowledge derived with our
security analytics tools (see also Subsection 3.3.1).

2.3 Security Analytics

The analysis of security situational information leads to security situa-
tional awareness. Combining or correlating information that is collected
from different sources is a process called security information and event
management (SIEM) [29]. Security analytics can be used, e.g., to detect
various threats such as zero-day exploits, advanced malware, traffic to ad-
versarial command servers, evasive activities, advanced persistent threats,
as well as device and service misconfiguration. The challenges in security
analytics include scalability and performance, the amount of noise and
false alarms, difficulty in detecting previously unseen attacks without
known signatures, heterogeneity of information, and dynamicity of events.
Security analysis is based on the availability of large amounts of data.
Consequently, various solutions to automate the analysis and to help in
the decision-making process have been introduced.

Potential and Challenges of Machine Learning
ML has been seen as a central enabler for reducing the manual human
efforts required and for increasing the effectiveness of security analysis
and threat detection. ML has many applications in the network con-
text [9, 20, 56]. ML algorithms can analyze and classify streaming infor-
mation to detect patterns of known threats. A major potential of ML is
the ability to detect previously unseen attacks and threats by detecting
anomalies. However, ML is not likely to be a magical solution that will
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address all security issues. It also introduces new vulnerabilities. There
are various attacks against ML [24, 23, 119, 165, 112] including poisoning
(manipulating models), interference (influencing training data), extraction
(model stealing), and evasion (confusing a classier with noise). Security for
ML solutions is required both by their adopters as well as regulators [51].

In [IV], we utilized an ML-based algorithm to detect anomalies in traffic
flows within SDN-based network slices (see Subsection 3.3.1). In [VI], we
surveyed vulnerabilities and potential attack vectors against ML in 5G as
well as solutions that can be utilized to mitigate the threats.

Significance of the Contributions and Current Outlook
The security threat survey of ML in 5G networks that was presented in [VI]
was among the first published surveys combining the dimensions of ML in
5G, vulnerability analysis, and security mitigation. At the same time, [26]
addressed the same topic and surveyed AI as a defense and offense enabler
for beyond 5G networks. Security and privacy of AI are expected [43, 123]
to remain an important research question for the development of 6G
technologies.

2.4 Security Actions

Security-related actions that are performed based on the security situ-
ational awareness can be various. Security actions can be preemptive
responses, reactions, to identified security threats or corrective measures
to ongoing security attacks. Sometimes actions can also be randomized,
proactive measures that mitigate the capabilities of the adversaries. The
actions depend on the security goal. Security resilience [139, 30, 18] is
an example of a security goal which requires active responses and is vital
for mobile networks. Security resilience means the ability of networks
to dynamically adapt to security threats by preparing for, responding to,
and recovering from cyber and physical attacks. Compared to robustness,
which aims to prevent or withstand security incidents due to invalid exter-
nal inputs, or to tolerance, which aims for continued operations despite the
incident or its detection, security resilience aims to recover from threats
that are detected and incidents that have penetrated the defenses.

Optimal and possible response strategies depend, in addition to security
goal, on the application, and use case. ETSI has defined use cases in four
main categories in its experiential networked intelligence (ENI) specifi-
cations [48]. In [VI], we studied these use cases and explored potential
vulnerabilities. In the following list, we identify examples of autonomous
security actions that fit to the ETSI use case categories for networked
intelligence.
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1. Infrastructure management—These use cases include intelligent load
balancing and managing of peak traffic, which are essential for assuring
availability. Optimized energy consumption supports the sustainability of
security, which is essential when ensuring the economic viability of secu-
rity solutions. Infrastructure specific security responses include actions
towards cooperative parties, other operators, infrastructure providers, or
subscribers. For instance, sending notifications on detected malware on
their systems or eventually initiating legal actions.

2. Network operations—Management, deployment, and migration of secu-
rity functions and network services can be optimized based on estimates
of load and security situations. The deployment of security updates
can be prioritized based on their security importance. Network oper-
ations can be adapted based on applications security characteristics.
Network-specific security responses include, e.g., blocking, quarantining,
prioritizing, and rate-limiting, i.e., throttling, traffic flows as well as
moving target defenses [133], e.g., reorganizing typologies and addresses
to make network aiming harder [105, 168] or pseudonymizing network
or application-specific data [IV,V].

3. Service orchestration and management use cases customize end-to-end
network services to ensure availability. Security scenarios include op-
timizing network defenses, access controls [166], and content caching
based on security, trustworthiness, and availability attributes. Honey-
pots [121] and other deception techniques may make attacks harder and
provide information on the attacks.

4. Assurance and security related reactions include launch of advanced
security monitoring, like initiate anti-virus scanning or deep-packet in-
spection activities, which increase the costs of attack as adversaries
must spent more resources to remain undetected. Results of security
monitoring can be linked to network, infrastructure, or service specific
actions. For instance, network slices may be dedicated for user that are
less trusted and user with high-security requirements or replace compro-
mised resources with trusted. Misbehaving users, functions and services
can be quarantined. Resource allocation, which is guided by failure iden-
tification and root-cause analysis, can support recovery. Decision trees for
root-cause analysis can guide recovery and security response. Counter-
attacks targeting software or hardware of adversary are restricted by
legislation to specific scenarios, such as confiscation of jamming devices.

Table 2.1 summarizes the findings by categorizing the potential defenses
according to the use case and the defense strategy: mitigate (i.e. increase
cost of attack), nullify (i.e. prevent consequences of attack by stopping it
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Table 2.1. Examples of strategies for defense actions in the 5G networks and beyond.

Use cases Mitigate Nullify Destroy

Infrastructure Increased capacity
and load balancing.

Alternative isolated
capacity, e.g., tacti-
cal bubbles [II].

Legal actions
against untrust-
worthy providers.

Network Prioritized and
throttled traffic
flows [II]. Moving
target defense.

Blocked traffic flows.
Resource isolation,
slicing [III]. Reallo-
cation of resources.

Notifying users
with misbehaving
UE, e.g., detected
malware.

Services Distributed con-
tent and controls.
Pseudonyms [V].

Honeypots and
other deceptions.
Service-specific ac-
cess management.

Prevent distribu-
tion of malware
from the applica-
tion stores.

Assurance
and security

Anti-virus scan-
ning and deep-
packet inspection.

Quarantines of
services, NFs, or
UE [IV]. Root-cause
guided resource
allocation.

Direct counter-
attacks with
physical or cyber
means.

within the network), and destroy (i.g., stop the attack within its source).
The table also gives examples of defensive actions. Some of the examples
may be relevant for several categories and use cases but are mapped to the
most fitting class in the table.

Often, the security architecture and security functions available in the
network enable alternative actions. Finding the best response may not
always be easy and compromises are needed. For instance, in public safety
scenarios [II] with high security requirements, rapid reactions are nec-
essary, but as availability is also vital, blocking users on a suspicion of
misuse may not be a viable option. In these cases, solutions which priori-
tize critical applications and users and adjust their quality-of-service levels
to ensure the availability of the network may be more appropriate [146].
In many cases, there are trade-offs between the interests of different stake-
holders. For instance, the automated allocation of additional resources
for security functions or initiating an update of temporary identifiers, as
in [V], are transparent and, thus, viable responses for the end-users but
demand software or infrastructure investments from the network operator.
Tactical bubbles [II] provide an example of responses where a completely
independent network is deployed, e.g., as a reaction to a cyber-attack that
has disabled a commercial mobile infrastructure.

Determining the optimal defensive actions depends, typically, on the
analysis producing a correct situational awareness which in turn depends
on the security data. To support decision making and selection of defensive
strategy, different recommender systems [31] have been proposed, includ-
ing knowledge-based systems, decision trees, and dimensionality-reduction.

36



Enablers of Intelligent Security

We utilized a dimensionality-reduction approach, multidimensional scal-
ing [73], in [IV] to visualize and analyze traffic heterogeneity in network
slices.
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3. Customized and Active Defenses for
Network Applications

5G networks and beyond can be used to implement communication solu-
tions for specific industries and application domains, so called verticals,
which previously had their own dedicated networks and technologies. Ta-
ble 3.1 lists examples of such verticals. The table also gives references
to survey and research articles that have explored their security require-
ments. Compared to domain-specific or proprietary networks, 3GPP-based
technologies are cost effective and often provide better guarantees of ser-
vice quality and availability. However, the application domains have
their own requirements for security and quality-of-service, and different
processes for adopting new technologies. In order to replace the domain-
specific networks, 5G network operators need to adapt their service to
match these expectations.

Section 3 presents use cases for customized security needs as well as
active defenses of network applications. In Section 3.2, we first look at
the requirements. We focus on needs in public safety communications [II].
In Section 3.3, we take the technology perspective and look at two active
defense solutions: threat detection in software-defined networks [III, IV]
and adaptive pseudonymization [V] to secure user identifiers.

3.1 Application-Layer Security

The central enablers for the application-layer security are the end-to-end
cryptographic protocols, which provide confidentiality, integrity, and au-
thenticity. Different applications have their own security protocols and
services for achieving their specific security goals. For instance, application
domains have their own practices for the selection of cryptographic algo-
rithms, key management and authentication protocols, and authorization.
Many deployed solutions are based on Transport Layer Security (TLS). For
example, datagram TLS (DTLS) is used for IoT, secure real-time streaming
protocols (SRTP, RTSPS) are used for audio and video, and the secure
hypertext transfer protocol (HTTPS) is used for the web. These protocols
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Table 3.1. Examples of 5G verticals, their security requirements and existing security
surveys.

Vertical Short description of security requirements Ref.

Industry Isolated business-critical networks with imma-
terial properties, organizational and customer-
specific secrets and assets. Business continuity
and safety-critical applications require availabil-
ity assurance.

[129,
156]

Transport Logistics and vehicular networks for ships, trains,
and cars with high numbers of sensors and ac-
tuators. Safety critical systems require integrity
protection and non-autonomous systems continu-
ous assured availability.

[76,
104, 98,
135, 70]

Healthcare Remote medicare and hospital networks with pri-
vacy as an overarching requirement. Some appli-
cations require high-availability guarantees.

[36, 11]

Utilities Civil infrastructure, e.g., electricity grids or gas,
oil, and water distribution, requires scalable and
reliable control and monitoring infrastructure, as
well as privacy for monitored consumers.

[35, 16],
[V]

Military 5G may support some operational use cases, which
demand high-secure application layer, availability,
and minimal leakage of operational or organiza-
tional information.

[141,
62]

Public safety Mission-critical services requiring high-
availability, prioritization, hardened applications
and certified UEs for classified communication.

[II]

protect the application payload but do not ensure quality or service or
optimal performance, and they leak some communication metadata. To
control who can access which resources, applications can utilize various
identity and access management approaches [80, 45, 147, 142, 143, 85].
Applications may also have their own requirements for communication
availability and privacy. These requirements, in addition to the perfor-
mance requirements, limit the choice of security solutions. For example,
applications may benefit from edge computing to reduce latency, but edge
computing requires that the users trust the local network provider to
process their data.

Mobile network operators can support application-specific security objec-
tives in different ways. To support availability, 3GPP has introduced [8, 61]
policy functions, enabling customers to request prioritized and controlled
QoS levels for particular UEs. To simplify application-layer identity and
subscriber management, the 5G specifications introduced [4] secondary au-
thentication. With secondary authentication, application providers can use
and rely on the authentication and key management provided by network
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operators. 3GPP also adopted a certificate and private key-based authen-
tication alternative, EAP-TLS [4], to support private networks and IoT
scenarios. To support more flexible and remote management of subscribers
and enable users to more easily change operator, GSMA introduced [65]
architecture and protocols for the remote provisioning of credentials, i.e.,
eSIMs. Emerging technologies enable operators to deploy and orchestrate
customized security functions as virtual functions for application domain
specific network slices and scale their computing resources for security
functions [95].

3.2 Securing Next-Generation of Public Safety Communications

Public safety authorities (police, firefighters, emergency response) have
previously used dedicated technologies, including TETRA in Europe and
Project 25 in the US, and infrastructure for communication. To enable
cost-savings and new broadband applications, these dedicated approaches
are being replaced with a hybrid approach where the authorities use com-
mercial 5G infrastructure and, when coverage or capacity from civilian
networks is not enough, rapidly deployable networks or tactical bubbles.
Figure 3.1 illustrates the hybrid architecture with mission critical ser-
vices are accessible either through commercial operators’ infrastructure
or through tactical bubbles. The figure also shows the deployment al-
ternatives for enablers of security intelligence. We explored the security
requirements stemming from the transition of the public safety sector from
dedicated technologies to 3GPP-based technologies in [II].

Commercial mobile
access network

Tactical bubble
Isolated tactical bubble

Tactical
backbone

5G
core

MC
services

5G
core

Edge

5G
core

Mission critical cloud

MC
services

backhaul

Tactical access
bubble

CSOC

Monitoring
probes

Monitoring
probes

Remote
controlled
security

functions

Autonomous/
default
security

configuration

Remote
controlled
security

functions

Figure 3.1. A hybrid architecture for public safety communications is based on commercial
infrastructure and tactical bubbles [II]. Central elements of intelligent security
are illustrated with with green.
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3.2.1 Security for Mission-Critical Communications

The main security objective for the public safety vertical is to assure so-
ciety’s rescue, law enforcement, safety and security related operations.
Consequently, availability can be considered the highest priority. In addi-
tion, the authorities need information security to protect long-term organi-
zational secrets as well as short-term operational data and the integrity
of situational awareness information. The big challenge in the ongoing
transition towards 5G is that public safety assets will be exposed to attacks
from the civilian infrastructure, including remote attacks coming from the
Internet. Additionally, public safety communication is a strategic target
for advanced and foreign adversaries. When public safety users share
the commercial infrastructure with civilian applications, the following
questions must be addressed in a secure manner:

• It is essential to isolate public safety communication from civilian traffic
to prevent information leaks and denial-of-service attacks. There is
a need for end-to-end security in the application layer as well as for
secure slicing in the network layer. 3GPP technologies provide multiple
means to differentiate the QoS levels of different applications. The
mechanisms have different security assumptions; e.g., some rely on
information stored on UEs, some are voluntary, and some are enforced
by the network but assume that the network operators have not made
configuration mistakes. New technologies, like SDN-based slicing, may
leak operational information to the users in the other slices [42].

• An important architectural development challenge is how end-to-end
applications can benefit from the performance accelerations at the MEC
without compromising security. In architectures where exceptions to
UE-to-cloud security are necessary, there is a need for additional security
protection and verification of the services and infrastructure that get to
inspect the traffic.

• Diverse applications and devices are emerging for public safety opera-
tions. IoT gadgets, augmented and virtual reality interfaces, autonomous
vehicles, robots, as well as commercial-of-the-shelf phones, for instance,
will be connected through the network. Often there is a need to apply
devices which have not been security tested and certified for classified
use by the authorities. Untrustworthy devices which are accepted by the
network could disrupt mission-critical services.

In [II] and [85], we proposed and trialed a device attestation approach
for tactical bubbles. The device attestation [64], or remote attestation
of devices, is a process of measuring software configuration of a device
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and proving its integrity for a remote party. The attestation was inte-
grated with the identity and access management service. The OpenID
Connect [131] based identity and delegated access management follows the
3GPP mission-critical security framework [6], which provides end-to-end
security for the application-layer. The attestation solution enabled us to
verify the hardware type, software configuration, and software integrity of
IoT devices requesting access to services within tactical bubbles. Conse-
quently, the solution provided additional assurance of the trustworthiness
of devices and collected data.

3.2.2 Security for Tactical 5G Bubbles

Public safety users require connectivity also in remote locations and in
failure, disaster and cyber-attack situations where commercial networks
are unavailable. A tactical bubble is an ad-hoc communication concept
incorporating both communication solutions and the processes and prac-
tices of the authorities in field operations. The authority-extended tactical
bubble concept is a rapidly deployable network [52, 113] that is built with
standard 3GPP technologies [3, 5, 118]. It incorporates lightweight access
and possibly core network functions and mission-critical services, enabling
it to operate in an isolated mode without connection to the operator’s
datacenter or to cloud application providers.

We have explored and trialed tactical bubbles in [74, 69]. The security
requirements and challenges for tactical bubbles were explored in [II]. The
central security challenges include:

• The backhaul connection—between the bubble and mission-critical ser-
vices in the cloud—may become a bottleneck. Security applications must
hence tolerate backhaul limitations. For instance, the security applica-
tions should not assume that access control information or cyber-threat
intelligence is always available without delays.

• To enable isolated operation, tactical bubbles must host large amounts
of security information and assets. These local assets are vulnerable
to physical and cyber-attacks due to potentially weaker physical pro-
tection and lack of security controls and CSOC that require connected
administrators. For instance, secret keys, security and access control
information, profile data on end-users, and organizational information
on group assignments, as well as operational information on capabil-
ities such as the type, location, and number of devices, may leak to
outsiders. Isolated operations means, hence, compromises between the
risk of leaking information, the costs of additional security controls, as
well as mission-critical functionality, such as the capability to create
fine-grained communication groups.
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• Security functions based on ML can support dynamic configuration
in new situations of ongoing missions. One challenges is the limited
availability of operation-specific data for learning. Each operation and
deployment of a tactical bubble instance is different, as the applications,
users, adversaries, as well as the physical radio environment are different.
Hence, data points can be used for learning as operations are often unique
and generic models may not be applicable. The detection of anomalies is
difficult if there are no models of normal or typical behavior at the start
of the short-term operation. Furthermore, the use of security models that
are generated in a centralized cloud and then distributed to a bubble is
a security risk as the models may reveal organizational or operational
information.

• Applications and traffic flows in tactical bubbles can be white-listed
and controlled. Consequently, data flows are more homogeneous and
have less noise, which may ease the deployment of security monitoring
and enables faster security response. However, in isolated scenarios
the users on the operation site cannot be assumed to have the time or
skills for configuring complex SIEM and SOAR solutions. Hence, tactical
bubbles must rely on remote CSOCs and host only security functions
which require minimal local configuration or no configuration at all.

In [II] and [157], we explored a satellite-based backhaul solution to pro-
vide additional resilience for the cases where a terrestrial link is unavail-
able. The development of non-terrestrial 5G is progressing and provides a
viable alternative or backup of the backhaul to reach mission-critical appli-
cations. We studied the implications of the limited backhaul connection
for mission-critical applications as well as the limitations that IPsec-based
secure tunnels sets for the optimization of communications.

Significance of the Contributions and Current Outlook
The security survey presented in [II] was the first survey in the scope of
5G and the public safety communications, as far as the author is aware.
Previous surveys [41, 110, 68, 59] have focused on previous technology
generations. The security of the tactical bubble, or 3GPP networks in
isolated mode, have been addressed by standardization. We contributed
by combining several viewpoints—end-users’, user agencies’, operators’,
virtual (authority) operators’, and manufacturers’— to provide a holistic
security analysis. We combined the network perspective with the security
requirements stemming from the processes of public safety users and
surveyed the research efforts and solutions from the involved stakeholders.

Our results related to the public safety communications and tactical
bubbles are parts of the on-going research effort within the PRIORITY
project. The results are disseminated through the project for the Finnish

44



Customized and Active Defenses for Applications

ecosystem of public safety communication. Further, we have disseminated
generic security results related to public safety adaptations of 5G and tac-
tical bubbles through publications [74, 116, 157, 69], [II] and The Critical
Communications Association (TCCA) events.

3.3 Self-Adaptive Active Defenses

This section focuses on two specific technology scenarios for adaptive active
defenses. The technologies give examples of how the enablers presented in
Section 2 are linked together.

3.3.1 Threat Detection and Prevention in Software Networks

SDN provides a framework that can support deployment and operation of
intelligent security applications [130, 34, 86]. Switches in the infrastruc-
ture layer of SDN enforce routing policies and can also provide information
on the traffic flows. SDN controllers in the control layer connect the infras-
tructure and applications. Security applications that have been proposed
for the application layer, include, e.g., firewalls [140, 120, 132, 83] as well as
detection and mitigation of network intrusion [67, 151], distributed denial
of service [38, 32, 75, 15, 91, 148, 126] and other attacks [90, 39, 33].

In [IV] and [72], we described our design and implementation of a
monitoring and security analysis framework for network slices, or micro-
segments. The monitoring part of the framework utilized scalable open-
source components, particularly SDN Ryu, Apache Kafka, and Apache
Spark, to realize a data pipeline to collect and process real-time streams of
network metadata, i.e., network flow statistics and events. We utilized an
ML algorithm to detect anomalies in traffic flows within the SDN slices. We
explored the streaming-k-means algorithm [106, 58], which is an unsuper-
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Figure 3.2. An approach for active defense of software networks.
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vised continuously learning clustering algorithm for detecting anomalies.
The analysis solution was implemented as an Apache Spark application
that can be distributed to a computing cluster. Detected anomalies were
reported to our trust-metric enabler, which is a tool to correlate security
events and visualize the security state of the network slices. The trust-
metric enabler [72] uses customized policy rules to determine the security
posture of monitored systems and illustrates the results with a web-based
“traffic-light” interface. Clearly anomalous devices were also quarantined
from the SDN to prevent them causing interference and denial-of-service
situations. Figure 3.2 illustrates the main elements and technologies of
our approach.

Our monitoring approach [IV] was targeted towards micro-segmented
software-defined network slices, which were dedicated to particular users
or applications. Hence, the data flows are homogeneous and the amount
of data and noise can be minimized. This increases the effectiveness as
the monitoring resources can be flexibly targeted to the slices that are
the most interesting from the security perspective. However, focusing
the monitoring on a particular application is a risk if adversaries have
access to multiple slices. By splitting activities and transmitting, e.g.,
the control and attack payloads in different slices, an adversary may be
able to circumvent the detection. Consequently, inter-slice cooperation
and information sharing—as enabled the trust metric enabler—is needed
to detect advanced threats. Another challenge in network slicing is that
the different slices typically share resources and functions. The more
fine-grained the slices are, the more economic pressure there is to share
resources, which then become bottleneck resources for an adversary to
impact applications also in other slices. Our monitoring approach that can
be customized and distributed to slice-specific resources is one answer to
this challenge.

Significance of the Contributions and Current Outlook
The monitoring approach developed in [IV] utilized existing interfaces for
SDN networks and, hence, validated many existing efforts and ideas for
security monitoring. The novel contribution was the unique combination
of open source tools in the data pipeline. We selected tools which were
designed and tested to enable scalable analysis and information sharing.
As far as the author is aware, these tools have not previously been used for
monitoring in a similar context.

AI-defined security remains a major security challenge for 6G networks
[164]. Cloud, edge, and fog technologies and movable virtualized security
functions provide further opportunities to optimize security monitoring
and to enable proactive security decision making. The concepts of SDN,
programmable APIs, and security information sharing for global security
visibility and awareness are expected to be key building blocks for making
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mobile networks more resilient against attacks also in the future.

3.3.2 Adaptive Pseudonymization

Pseudonymization is a process where identifiable information is removed
from data and replaced with random identifiers, or pseudonyms. De-
pseudonymization is an adversarial process [84] where the pseudonymized
data is linked to original identifiers using external indicator information.
Existing research [149, 137, 161, 101, 28] has developed several metrics
for analyzing the risk of de-pseudonymization.

In [V], we proposed the concept of adaptive pseudonymization. The
main idea is based on an observation that an adversary who is following
and analyzing two correlated pseudonymized data streams or time series
can compromise both if the adversary can a) de-pseudonymize one and b)
determine a correlation between the two. The longer the same pseudonym—
or temporary identifier—is used, the higher the success probability of the
attack is. The attack is more difficult if the pseudonyms are changed
frequently. However, the change causes an overhead, and there is a need
to find an optimal time to make the change. The proposal triggers re-
pseudonymizations, i.e., adds discontinuation points, so that an adversary
who succeeded in de-pseudonymization cannot know which consecutive
data entries belong to the revealed stream. To make the proposal adaptive,
we proposed an algorithm to analyze when an adversary may have been
able to correlate the data streams. Our proposal has an analysis part for
executing the adversarial algorithm and a response part for initiating the
reallocation of pseudonyms. Figure 3.3 illustrates the main elements of
the solution as well as the threat with Eve as passive observer and Mallory
as the adversary that is able to influence another time stream. The goal is
to find out whether Bob and Alice are in the same location.

Adaptive pseudonymization was applied to the access control of an

47



Customized and Active Defenses for Applications

application-layer information broker in [V]. We presented an adversarial
algorithm for the adaptation and studied the adaptive pseudonymization
scheme in the smart city context. The adversarial problem was to find a
correlation between two time series, which contained energy consumption
measurements from smart homes. A security architecture supporting the
idea was proposed for an OMA/NGSI [25] based information broker.

The application of the adaptive pseudonymization in the context of mobile
RAN—to prevent UE location tracking—was discussed in [IV]. Location
tracking of the UEs is possible [97, 93] by eavesdropping global unique tem-
porary identifiers (GUTI), which are pseudonyms that are transmitted in
clear text to reach idle devices, e.g., to initiate a call or message. Frequent
changing of the temporary identifiers has been proposed as a solution
against UE tracking. However, in 4G, operators have been known [134]
to reuse the same identifiers for long periods of time. The approach we
proposed was to analyze the correlation between application-layer mes-
saging, which may be adversary initiated, and RAN signaling to detect
potential threats and to trigger a refresh of the temporary identifiers. The
revealing correlated pattern in the time series can be caused by the ad-
versary or it may be caused by the network. An example of the first is
adversary-initiated messaging whose size and timing the adversary can
control. An example of the latter is the handshake in specific protocols. For
instance, remote attestation enhanced identity management, which was
proposed in [II], will always initiate a similar message exchange with the
identity server. An adversary who is able to follow the messaging, even
when encrypted, may determine the UE’s capability for device attestation
which may also reveal the UE’s other capabilities.

Significance of the Contributions and Current Outlook
The adaptive pseudonymization concept is an unorthodox approach for
securing brokered communication. It defends against a correlation-based
privacy attack [97, 149], which is a good example of how an attacker might
use AI or data analytics. The use of the same correlation techniques for
adaptive defense was an experimental and resource consuming idea, and
the author is unaware of any similar proposals or practical implementa-
tions so far.

To address the tracking of UEs via a persistent GUTI threat, the 3GPP
5G specifications (in Release 15 of the security architecture [4]) have
mandated the refresh of GUTI in four network initiated events: initial reg-
istration, mobility and periodic registration updates, and service request,
e.g., due to paging. These changes are believed [93] to prevent attacks
related to the GUTI persistence. Compared to our adaptive proposal [IV],
they may create a greater signaling overhead but, as the identifier change
is more frequent, they also imply less processing overhead.

For the smart city use case, access control and privacy objectives can be
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achieved with more traditional cryptographic protection and authoriza-
tion solutions. Such solutions are likely to be more feasible and effective
from the security perspective. However, the adaptive approach may be
suitable for resource restricted devices—IoT devices, sensors—without
capabilities for application-layer cryptographic authentication and encryp-
tion. Currently, low-cost encryption methods for 5G and beyond are being
researched [162]. 5G has introduced secondary authentication enabling
application-layer servers to rely on the UE identification and authoriza-
tion that is done in the network-layer by the operator. The secondary
authentication, thus, removes the need for resource restricted UEs to im-
plement additional application-layer mechanisms in those cases where the
network-layer authentication functions are sufficient and trusted.
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4. Conclusions

This section summarizes the main findings of the research articles. In
Table 4.1, we give compact answers to the research questions which were
asked in Table 1.1, and, in Table 4.2, we make some additional observations
and initiate discussion of topics to address in future research.

4.1 Summary of the Main Results

Customization of mobile network security for different applications re-
quires solutions that are able to facilitate the cooperation between the
operator and the application domains. Open interfaces, services, and
technical solutions have a central role in customization, but understand-
ing of the security requirements is also needed. Network slicing and
software-networks with programmable APIs provide one approach towards
customization. [III, IV] Opening of the interfaces of core network functions
for the application domains, e.g., allowing use of policy functions to pri-
oritize traffic flows [II] or sharing security-relevant information [IV], is
another enabling step. 3GPP has recognized the need to support different
application domains, and this development is visible in the 5G specifica-
tion [I] through the service-based architecture, through the deployment
of security as virtual functions, and through specific security solutions
such as secondary authentication, certificate-based authentication, and
mission-critical security framework [II]. We applied [II, VI] security analy-
sis methods to understand the security threats, vulnerabilities, risks, and
requirements of several application domains and use cases.

Intelligence of security depends on several factors. AI and ML algorithms
may play a major role in the detection of new threats and in finding optimal
reaction strategies, but changes to the security architecture are also needed.
Concepts for isolation—such as micro-segmentation [III, IV] and tactical
bubbles [II]—provide security architects options to organize application-
specific security solutions in the most meaningful manner. The isolation
enables the mitigation of threats effectively with reasonable resources.
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Table 4.1. Enablers in the foci and the main research results related to them.

Enabler Results

Customized 5G secu-
rity architectures

Explored micro-segmentation [III] and tactical bub-
bles [II] as concepts to manage complexity and to iso-
late applications. Proposed and applied taxonomies for
security analysis both for public safety [II] and ML [VI]
use cases.

Micro-segmentation Explored the creation of fine-grained network slices to
enable monitoring resources to be focused and appli-
cation specific reactions to be planned. Data flows in
the slices can be whitelisted and are typically homoge-
neous, which may reduce noise and increase efficiency
of threat detection [III, IV].

Intelligent threat
mitigation in soft-
ware networks

A data security pipeline based on scalable open-source
components was implemented in [IV]. Continuously
learning anomaly detection, the analysis of a network
slice’s trustworthiness, and autonomous quarantining
were prototyped in [III, IV].

Adaptive
pseudonymization

Explored a data analysis as the basis for attacks
against privacy and a self-adaptive defensive strat-
egy. [V] Increased understanding of the needs and
trade-offs of dynamic identifier allocation.

Tactical bubble Identified and analyzed security requirements [II] for
public safety applications of mobile networks, which
require strong segregation—logical security isolation—
between the public safety and civil domains. Explored
the impact of a restricted or missing backhaul, which
may require security compromises, expose critical as-
sets and data, or limit the availability of MC services.

4.2 Future Research Directions

Our research—with micro-segmentation and security monitoring of net-
work slices—aimed at increasing the efficiency, flexibility, and scalability of
security. These objectives will remain open research topics within the secu-
rity field for several years to come. One phenomenon that forces us to strive
for continuous improvement is the arms race between the adversaries and
defenders. The adversaries will react to active defenses and develop more
sophisticated attacks. Hence, here is a need for solutions and algorithms
that detect advanced, slowly progressing, stealth, and previously unseen
threats in mobile networks. This is challenging as the mobile networks
are complex, dynamic, and constantly changing. The requirement to catch
advanced persistent threats is not a new one, but it is a moving target and
hence difficult to fulfill.
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The vision of intelligent security is far from being reality despite the large
amount of research on many enablers. In Table 4.2, we highlight some
promising directions for future research and give references to articles
where the topics are discussed in more detail. There is a need to develop
technologies for automated and autonomous security and there is a need
to tailor these enablers—systems, functions, protocols, and algorithms—
for mobile networks and for specific applications of mobile networks. At
the same time, when developing solutions for commercial use, there is
a need for compromises; the goal is not perfect security but to achieve
good-enough, cost-effective, and practical solutions. Solutions based on AI
and ML may reduce the human workload but may incur high processing
costs, and sometimes the same security objectives can be achieved with
more straightforward security controls.

There is still a lot of of work to be done on understanding the security
requirements of different application domains. In addition to public safety
communications, there are other application domains with unique charac-
teristics and needs including transport and logistics, healthcare, military,
and various industrial scenarios. Future research and new solutions are
needed to support these use cases of mobile networks.

In this dissertation, we looked at selected enablers and applications.
However, more research and experimentation is needed to go deeper into
the limits of the technologies and to better understand the possibilities and
challenges. Continuous development is required to address problems that
arise from emergence of new technologies for 5G, 6G, 7G, or any future
generations as well as from advances of adversarial capabilities.
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Table 4.2. Directions for future research.

Theme Short description of research topics Ref

Tactical
SIEM &
SOAR

Enabling the creation of tailored, tactical bubble-specific
threat detection models, which address specific require-
ments in each public safety operation. Supporting isolated
operations by automated threat detection and response
with minimal use of computing and human resources.
Minimizing data leaks when federating shared knowledge
and threat detection models between cloud and tactical
bubbles.

[II]

Satcom
support
in secu-
rity

If the backhaul for 5G networks and beyond is through
a satellite, we enter new territory. How is the security
of the satellite backhaul ensured? How can distributed
the security architecture and CTI sharing be optimized to
tolerate backhaul limitations?

[II]

Resilience-
optimized
responses

Exploring requirements and alternatives to find optimal
strategies for security response in different applications.
Understanding trade offs in reactions, end-user needs,
and legislative limitations.

[II,
IV,
VI]

Inter-
slice
security

There are still different research areas to be explored in
network virtualization. Threats involving multiple slices
provide new attack paths and require inter-slice CTI shar-
ing and advanced analytics. Functions which are shared
between several slices leak information but practical mit-
igation is still lacking. Further, threat and anomaly de-
tection solutions are needed to address challenges from
dynamic ad-hoc creation of slices.

[I,
IV]

AI-driven
security

A little work is still done within the scope of mobile net-
works to apply or harden ML-based security. There is a
need to tailor existing ML-based security algorithms for
mobile networks and for different verticals.

[II,
VI]

Measured
security
intelli-
gence and
robust-
ness of
AI

AI-based systems introduce new challenges and complex-
ity. Strategies based on a single algorithm or defense are
not likely to be enough. Instead, we need to understand
dependencies between different factors, solutions, and sys-
tems. There is a need for methodologies to measure the
strength of AI systems, e.g., by studying how the level of
trustworthiness of situational information impacts to situ-
ational awareness and by developing “security intelligence
quotient (IQ)” and AI robustness metrics.

[II,
VI]
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