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As the attack surface and the number of incidents in mobile communication net-
works increase, threat intelligence gathering and sharing among different parties
becomes essential. There are many generic threat modeling frameworks for soft-
ware and information system, but none of them is targeted for the telecommuni-
cation industry. A common conceptual framework and threat taxonomy is needed
for communicating the threats between industry players or to form a high-level
view of the state of security of a mobile network. Therefore, Nokia Bell Labs has
developed the Bhadra framework, a conceptual framework for threat modeling in
mobile communication systems.

The goal of this thesis is to improve the Bhadra framework and explore its use
cases. First, we developed a web tool to support the threat and attack mod-
eling process with the framework. We modeled 60 attacks from literature with
the tool. To improve the framework, we performed two iterations of framework
refinement. First, we added some missing techniques found during the attack
modeling process. Second, we conducted peer modeling and sought input from
security experts. Based on the results, we added the Reconnaissance tactic to
cover adversarial behavior before gaining an initial foothold, modified and reorga-
nized the attacks techniques, and edited technique descriptions to provide clearer
definitions and concrete examples.

Additionally, we performed a graph-theoretic analysis of the 60 attack models to
gain insights on the relative importance of the attack techniques, the diversity
of the attack paths from initial access to impact, and common attack patterns.
Moreover, we evaluated the usability of the tool and the reliability and usefulness
of the refined framework. The study participants generally gave positive feedback
about the usability of the tool and the framework. Furthermore, the participants
are interested in integrating the framework or the tool into their work processes,
including threat modeling, mitigation and prevention, anomaly detection and
investigation, threat intelligence sharing, and security management.

Keywords: threat modeling, security framework, mobile communication,
telecommunication, graph analysis, usability study

Language: English
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Abbreviations and Acronyms

2G/3G/4G 2nd/3rd/4th Generation wireless mobile telecommu-
nication technology

3GPP 3rd Generation Partnership Project
API Application Programming Interface
AUC Authentication Center
AKA Authentication and Key Agreement
AS Access Stratum
ATT&CK Adversarial Tactics, Techniques, and Common

Knowledge
AVP Attribute Value Pairs
BD Billing Domain
BSC Base Station Controller
BSS Base Station Subsystem
BTS Base Transceiver Station
CDR Charging Data Record
CGF Charging Gateway Function
CN Core Network
CRUD Create, Read, Update, and Delete
CS Circuit Switched
CSS Cell Site Simulator
CVD Coordinated Vulnerability Disclosure
CVE Common Vulnerabilities and Exposures
DEA Diameter Edge Agent
DNS Domain Name System
DoS Denial of Service
PS Packet Switched
EPC Evolved Packet Core
ENISA European Union Agency for Cybersecurity
ETSI European Telecommunications Standards Institute
EUTRAN Evolved Universal Terrestrial Radio Access Network
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HLR Home Location Register
HSS Home Subscriber Server
GGSN Gateway GPRS Support Node
GPRS General Packet Radio Service
GRX GPRS roaming exchange
GSM Global System for Mobiles
GSMA GSM Association
GT Global Titles
GTP GPRS Tunnelling Protocol
GUTI Globally Unique Temporary ID
IMEI International Mobile Equipment Identity
IMS IP Multimedia Subsystem
IMSI International Mobile Subscriber Identity
IP Internet Protocol
IPsec IP Security
IPX IP Exchange
IRN Interconnection and Roaming Network
IWF Interworking Function
ISC International Switching Center
JSON JavaScript Object Notation
LTE Long Term Evolution
MAP Mobile Application Part
MitM Man-in-the-Middle
MME Mobile Management Entity
MS Mobile Station
MSC Mobile Switching Center
MSISDN Mobile Station International Subscriber Directory

Number
NAS Non-Access Stratum
NAT Network Address Translation
NFV Network Function Virtualization
NIST National Institute of Standards and Technology
NSS Network Switching Subsystem
OCS Online Charging System
OMC Operation and Maintenance Center
OSS Operating Support System
PDN Packet Data Network
P-GW PDN Gateway
PSTN Public Switched Telephone Network
QoS Quality of Service
RADIUS Remote Authentication Dial-In User Service
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RAN Radio Access Network
REST Representational State Transfer
RNC Radio Network Controller
RNS Radio Network Subsystems
RRC Radio Resource Control
SDN Software-Defined Networking
S-GW Serving Gateway
SGSN Serving GPRS Support Node
SIM Subscriber Identification Module
SIP Session Initial Protocol
SMS Short Message Service
SMSC Short Message Service Center
SRI-for-SM Send Routing Info for SM
SRA Send-Routing-Info-for-SM Answer
SRR Send-Routing-Info-for-SM Request
SS7 Signalling System 7
STRIDE Spoofing, Tampering, Repudiation, Information dis-

closure, Denial of service, Elevation of privilege
TLS Transport Layer Security
TSMI Temporary Mobile Subscriber Identity
UE User Equipment
UI User Interface
UMTS Universal Mobile Telecommunications System
USIM UMTS Subscriber Identity Module
UTRAN UMTS Terrestrial Radio Access Network
VLR Visitor Location Register
VoIP Voice over IP
VoLTE Voice over LTE
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Chapter 1

Introduction

The mobile communication system is complex, and its network is operated
based on trust between partners. The growing use of IP-based protocols in
the system has increased the attack surface. However, the security work done
for mobile communication systems remains scattered, and there is a lack of
common conceptual framework to communicate a high-level overview of the
state of the security of the entire system. As one piece in such a framework,
threat intelligence sharing and gathering based on a common taxonomy is
needed to improve the current security communication practice.

This thesis is a continuation of the Bhadra framework development [40].
The authors are dedicated to solving this problem by creating a domain-
specific threat modeling framework for mobile communication systems. They
collected known attacks from peer-reviewed academic publications, standards
organizations (e.g., 3GPP, GSMA, ETSI), and government agencies (e.g.,
ENISA and NIST), analyzed the attack steps, and categorized those steps
into different techniques and grouped them to various attack phases. Their
initiative aims to provide the industry a technical reference to various adver-
sarial techniques and attack phases. However, no evaluation on the reliability
of the framework and analysis using this framework have been done. There-
fore, the goal of this thesis is to evaluate the framework by applying it to a
large number of analysis use cases and to create a web tool to support this
process. In more detail, the thesis makes the following contributions:

• We built a web tool to assist the threat modeling with the Bhadra
framework. Moreover, we conducted a usability study and a peer mod-
eling evaluation of the framework and the developed tool. We demon-
strated that the tool is usable and the framework is reliable in business
use cases and for threat intelligence sharing purposes.

• We extended the literature survey from the initial Bhadra paper [40]
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CHAPTER 1. INTRODUCTION 10

of known and historical attacks against mobile telecommunication net-
works and modeled 60 attacks with our tool. We expanded the exam-
ples and mitigation methods of each technique during the process and
improved the existing framework by reordering, adding, and editing the
techniques and tactics.

• We propose scoring indication of the techniques based on their impact
or severity and explore common attack patterns by conducting graph-
theoretic and statistical analysis using the modeled attack data.

The rest of this thesis is organized as follows. Chapter 2 provides an
overview of the attack surface in mobile communication systems for differ-
ent mobile network generations (GSM, 3G, 4G LTE). Chapter 3 gives back-
ground knowledge on the existing threat modeling frameworks and a detailed
description of the Bhadra framework. Chapter 4 describes the methodology
we use. Chapter 5 shows the design and implementation of the web tool.
Chapter 6 presents the literature survey for attack modeling case studies,
our analysis results, and the proposed graph-theoretic scoring indications.
Chapter 7 discusses the peer modeling result and the refinement we made to
the framework. Chapter 8 presents the usability study evaluation. Chap-
ter 9 discusses the main findings and possible directions for future research.
Finally, we conclude the paper with closing remarks in Chapter 10.



Chapter 2

Mobile Communication System

This chapter follows the development of mobile network generations and
explains the architectural overview of these networks to provide essential
background for understanding the framework. At the end of the chapter,
we present a high-level overview of the whole mobile network architecture
that includes other network components in the scope of this thesis and the
framework, such as the interconnection and roaming network.

2.1 2G GSM

The Global System for Mobile Communication System (GSM) was devel-
oped by the European Telecommunications Standards Institutes (ETSI) to
describe the protocols for the 2G digital cellular networks. Figure 2.1 shows
the main components in the GSM architecture. It comprises of the Mobile
Station (MS), which a user carries, and three subsystems: the Base Station
Subsystem (BSS), the Network Switching Subsystem (NSS), and the Oper-
ation Support Subsystem (OSS) [9]. An MS will communicate to the Base
Transceiver Station (BTS) through the air interface. Several BTSs are con-
trolled by one Base Station Controller(BSC) that allocates radio channels
and manages handovers. The BTS and BSC together form the BSS.

All of the user traffic is then routed through the Mobile Switching Center
(MSC). MSC performs all of the communications switching functions, such
as setting up, routing, and releasing calls, and routing SMS messages and
billing services. Moreover, it can route traffic to the International Switching
Center (ISC) for international or cross-operator connections and interface
with the public switched telephone network (PSTN). Interworking Function
(IWF) performs the interworking between a cellular network and the fixed
network and between different generation systems (e.g., 3G and 4G). MSC
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CHAPTER 2. MOBILE COMMUNICATION SYSTEM 12
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PLMN   Public Land Mobile Network

ME

MS

SIM

Figure 2.1: GSM architecture [9]

also provides functions for MS location registration and handovers involving
multiple BSCs or MSCs. MS locations and user identifiers are stored in
the Home Location Register (HLR) and Visitor Location Register (VLR) to
correctly establish a call to the BS where a user is located and perform other
administrative operations like billing. Authentication Center (AUC) stores
security-related data for subscriber authentication and encryption. MSC,
ISC, all the databases (e.g., HLR, VLR, AUC), and ISC form the NSS.

Lastly, the OSS contains the Operation and Maintenance Center (OMC)
that manages the whole network, including network configuration, perfor-
mance monitoring, charging and billing, and administration of subscribers.

2.2 3G UMTS

Universal Mobile Telecommunications System (UMTS) is one of the stan-
dards that are typically branded as 3G. Figure 2.2 shows the simplified ver-
sion of its architecture. There are three main parts in the architecture:
Mobile Station (MS), Access Network (AN), and Core Network (CN). Each
MS must contain a UMTS Subscriber Identity Module (USIM) to support
authentication of the subscriber to the network.

The Radio Access Network (RAN) type in UMTS is called UMTS Terres-
trial Radio Access Network (UTRAN). It consists of several Radio Network
Subsystems (RNS), where each RNS accommodates NodeBs, the base station
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in the UMTS standard, and a Radio Network Controller (RNC) managing
them. It is also possible to deploy Home NodeB such as a femtocell to per-
form similar functions as NodeB, but specific to a small residential area,
enterprise, or public hotspot. The RNC forwards all the traffic from NodeBs
to the CN, where there are two subsystems: Circuit Switched (CS) subsys-
tem and Packet Switched (PS) subsystem. The MSC in CS acts similarly
to the MSC in 2G. The PS subsystem comprises Gateway GPRS Support
Node (GGSN) and Serving GPRS Support Node (SGSN) that route data
traffic to the Internet. General Packet Radio Service (GPRS) is the packet-
switching protocol used to provide cellular network communication services
in 2G and 3G. The databases like HLR, VLR, and AuC also reside in 3G CN
and provide the same functionality as in the 2G network.

RNC MSC

Node B

EIR AuCHLRVLR

Radio Network Subsystem
(RNS)

Circuit Switched
(CS)

ISDN

PSTN

ME      Mobile Equipment
USIM  UMTS Subscriber Identity Module
UE      User Equipment
RNC   Radio Network Controller
HNB-GW HNB Gateway
HMS   HNB Management System

MSC  Mobile Switching Center
GSMC Gateway MSC
HLR    Home Location Register
VLR    Visited Location Register
AuC    Authentication Center
EIR    Equipment Identity Register
HSS  Home Subscriber Server
SGSN Serving GPRS Support Node
GGSN Gateway GPRS Support Node

PSTN   Public Switched Telephone Network
ISDN    Integrated Services Digital Network

UE

HMS

HNB-
GW

Home
Node B
(HNB)

Security
Gateway

Femtocell

GMSC

SGSN

Packet Switched
(PS)

GGSN

InternetHome Node B Subsystem
(HNS)

Access Network
(AN)

HSS

Core Network 
(CN)

ME

USIM

Node B

Figure 2.2: 3G network architecture [17]
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2.3 4G LTE

Long-Term Evolution (LTE) is an implementation of the 4G standards. Fig-
ure 2.3 shows the network architecture of LTE. Evolved Universal Terrestrial
Radio Access Network (EUTRAN) and the IP-based Evolved Packet Core
(EPC) are the two main components of the LTE architecture. EUTRAN
consists of many evolved NodeBs (eNodeB) that communicate with User
Equipment (UE) and among themselves. On the other hand, EPC contains
the Mobile Management Entity (MME) that authenticates and allocates re-
sources to UE, Home Subscriber Server (HSS) that serves as the database
for MME, Serving Gateway (S-GW) that interconnects EUTRAN and EPC,
and PDN Gateway (P-GW) connecting to the external Packet Data Network
(PDN), i.e., the internet.

MME

eNode B

HSS

Evolved Universal Terresstrial
Radio Access Network

(EUTRAN)

Evolved Packet Core 
(EPC)

eNode B

MME  Mobile Management Entity
HSS   Home Subscriber Server
S-GW Serving Gateway
P-GW Packet Data Network (PDN) Gateway

UE

ME

UICC
S-GW P-GW IP Network

ME       Mobile Equipment
UICC   Universal Integrated Circuit Card
UE   User Equipment
eNode B  Evolved Node B

Figure 2.3: LTE network architecture [35]

2.4 Security Weaknesses

This section introduces the basic security mechanisms in each mobile gener-
ation and the commonly used mobile-specific communication protocols. We
will focus on analyzing their weaknesses as they are the fundamentals of the
techniques in the Bhadra framework. Moreover, we explain the design goal
of each mobile generation as it is essential for understanding the security
weaknesses.

The goal of GSM security is that it should be as good as the wireline
system [14] and it considers the core network to be closed and isolated. With
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this goal in mind, the three main security features in GSM are: subscriber
authentication, encryption at the radio interface for communication, and the
use of temporary identities for identity confidentiality [14]. However, the lack
of mutual authentication enables active attacks, and lack of protection on
control data such as radio interface encryption keys shared between different
network operators gives attackers with access to the interconnection network
a chance to intercept communications.

3G security design inherits most of the 2G security features with some
improvements. For example, 3G security includes mutual authentication
combined with mandatory integrity protection for signaling to address active
attacks. Moreover, the encryption of user data is extended from BS to RNC,
which is physically connected to the core network and is assumed to be secure.

Even with the security improvement in RAN, many security issues are
not fully addressed in the core network. For example, Common Channel
Signalling System 7 (SS7) is a set of legacy signaling protocol developed by
operators in 1975 to send signaling messages between core network elements
within a telephone operator’s trusted domain or to interconnect between
trusted operators. Therefore, security was not a top design consideration.
As the number of mobile operators and different actors within the mobile
communication network grew, SS7 became an easy target for attackers to
exploit due to the lack of authentication and lack of trust. Welch [52] grouped
SS7 vulnerabilities into four categories: obtaining subscriber information,
eavesdropping, financial theft, and disruption of subscriber service.

GPRS Tunnelling Protocol (GTP) is another protocol with no embed-
ded security mechanism (e.g., authentication, integrity and confidentiality
protection). It stands for a suite of IP-based communication protocols that
carry user data traffic over the mobile network. The GPRS network connects
many network elements, including base stations, SGSNs, GGSNs, and other
external networks such as the public Internet and other network operators,
thus providing a wide attack surfaces for attackers. Without built-in security
support in GTP, operators have to implement their own security protection
such as IP Security (IPsec) at the interfaces to eliminate attacks. However,
not all operators implement it. Successful GTP attack can lead to data in-
terception, billing frauds, DoS against the network or user, and privacy leaks
[50].

Session Initial Protocol (SIP) is the underlying session control protocol
used in IP Multimedia Subsystem (IMS). IMS integrates multimedia commu-
nications services (e.g., voice and video calls, text messages) over IP networks
and enables third parties to provide voice and media services. To control mul-
timedia sessions, 3GPP selected SIP as the signaling protocol. In contrast
to GPRS, which is a best-effort service where the quality of service depends
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on the number of concurrent users, the IMS standard is designed to provide
both QoS and fine-grained charging and billing. IMS-based Voice over IP
(VoIP), Voice over LTE (VoLTE), SMS are some common targets that an at-
tacker exploits using SIP messages. For example, researchers discovered the
vulnerabilities of SIP session information leakage and forged SIP message
injection that can result in SMS spoofing and SMS client DoS [51].

The security design goal for LTE, or so-called Evolved Packet System
(EPS), is to support backward compatibility and mitigate the security weak-
nesses of the previous generations by introducing extensions to EPS security
architecture. Figure 2.4 shows the security architecture.

MME

eNode B

HSS

Serving Network Home Network

eNode B

UE

ME

UICC
S-GW

IPsec

IPsec

IPsec

NAS protection

Mutual Authentication and Key Agreement Authentication
Data Transfer

AS protection

UP encryption

NAS  None-Access Stratum
AS     Accesss Stratum
UP   User Plane

Figure 2.4: EPS security architecture [14]

The signaling data encryption and integrity protection includes Non-
Access Stratum (NAS) protection between UE and MME and Access Stratum
(AS) between UE and base stations. However, the user plane which trans-
mits data traffic only has encryption and no integrity protection. Moreover,
encryption is optional for both signaling and user data between the UE and
BS.

Even with the enhancements, some threats against EPS have been iden-
tified [14]. First and foremost, since LTE is an IP-based system, the attack
surface and methods, such as DNS servers, are better known to the attackers.
Threats related to denial of service (DoS) using radio jamming or flooding
the network have always been a problem. Moreover, as LTE has to support
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backward compatibility, an attacker can use downgrading attacks to force
UE to connect to a less secured network, and all the protocols mentioned
above (e.g., GTP, SS7, SIP) can still be exploited by an attacker in the LTE
network.

As an improvement over SS7, Diameter is an application layer IP-based
protocol derived from Remote Authentication Dial-In User Service (RA-
DIUS) to provide authentication, authorization, and accounting and is in-
cluded in 4G standards. However, Diameter still follows many design con-
cepts of SS7, thus inheriting its vulnerabilities. Moreover, as Diameter is
an IP-based protocol, it is more accessible to attackers than SS7. One such
vulnerability is its spoofing-friendly nature. Diameter always responds to a
request using the same path over which the request is received, enabling on-
path attackers to receive responses to attacker-initiated operations. Other
vulnerabilities are the lack of end-to-end authentication, integrity checks,
and encryption, which makes the actual sender and the integrity of Diameter
messages impossible to verify [33].

2.5 Overview of Mobile Networks Topology

After introducing the functionality of 2G to 4G network elements and their
security weaknesses, this section gives a the high-level overview of mobile
networks topology (Figure 2.5) to show the attack surface we covered in the
Bhadra framework.

UE is the user equipment that comprises both the hardware device and
the Subscriber Identification Module (SIM) card. Mobile Operators identify
each subscriber by its International Mobile Subscriber Identity (IMSI) stored
in the smart card. Moreover, each SIM card slot is associated with a unique
International Mobile Equipment Identity (IMEI) that is used to register the
device to the network. Besides IMSI and IMEI, Mobile Station International
Subscriber Directory Number (MSISDN), i.e., the phone number, is another
permanent unique identifier for the mobile phone. Since frequent transmis-
sion of the user identifiers is required for mobility management, temporary
identifiers such as Temporary Mobile Subscriber Identity (TMSI) or Glob-
ally Unique Temporary ID (GUTI) are used instead. In addition to saving
bandwidth, this avoids the user identity and location leak. Radio Access
Network (RAN) is the air interface that connects UEs to the operator’s
core network. It is the first access point to the mobile network. Core Net-
work (CN) is responsible for authenticating subscribers, managing their
mobility, initiating connections, and delivering services, such as calls, SMS,
and Internet data connections. We have explained the detailed functionality
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Figure 2.5: Overview of mobile networks topology
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BD    Billing Domain
CGF   Charging Gateway Function
OCS   Online Charging System 

UE

SGSN GGSN

MME

eNode B

eNode B

S-GW P-GW

IP Network

3G
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LTE
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Node B

Node B

BD OCSCGF
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Figure 2.6: 3G/4G offline charging components in PS domain [37]

of each network node in different mobile generations in the previous sections.
Service and Application Network includes the billing and charging

domains, IP multimedia subsystem (IMS), and value-added services. Figure
2.6 shows the data charging architecture in the PS domain. SGSN, or S-GW
in 4G, is responsible for delivering data packets from and to the UEs within
its serving area. GGSN, or P-GW in 4G, supports routing between SGSN
and the public Internet. In offline charging, data usage through both SGSN
and GGSN (S-GW and P-GW) is recorded in the form of Charging Data
Records (CDRs). The CDRs are then validated by the Charging Gateway
Function (CGF) and transferred to the Billing Domain (BD) to generate
bills. In online charging scenarios, the Online Charging System (OCS) checks
for the subscriber’s balance to decide whether or not to proceed with the
data services and deduct data usage from the credit [37]. Mobile operators
can also charge users for value-added services, such as voicemail, mobile
advertisement, and on-demand streaming, but these services are not in the
scope of this paper.

Interconnection and Roaming Network (IRN) supports the roam-
ing scenario where a subscriber travels out of their home network serving area
and is attached to a visited network. Since the subscriber’s profile is only
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stored in the home operator’s HLR, the visited operator must either have
established a direct bilateral roaming agreement with the home operator in
order for the VLR of the visited operator to fetch the subscriber’s profile or
subscribe to an SS7, GPRS roaming exchange (GPX), or IP exchange (IPX)
carrier that interconnects the operators and carriers. In the former case, op-
erators have control over the security measures. However, in the latter case,
end-to-end security cannot be guaranteed [11].



Chapter 3

Threat Modeling

Before defining threat modeling, it is fundamental to understand what a
threat is and why the modeling process is useful. A threat, by definition of
the National Institute of Standards and Technology (NIST) in the published
risk assessment guidance [44], is a circumstance or event with the potential
to adversely impact organizational operations (including mission, functions,
image, or reputation), organizational assets, individuals, other organizations,
or the nation through an information system via unauthorized access, de-
struction, disclosure, modification of information, or denial of service. On
the other hand, a model is an abstract representation of a specific domain
generated from human knowledge that can be used to structure knowledge,
provide a common language for discussing that knowledge, and perform anal-
ysis in the domain [6].

Now, combining those two concepts, cyber threat modeling is the
process of developing and applying a representation of adversarial threats
(sources, scenarios, and specific events) in cyberspace [6]. The threat mod-
eling process can help improve cybersecurity and resilience in many ways,
including risk management, cyber wargaming, technology profiling and for-
aging, systems security engineering, security operations, and analysis. The
threat modeling process involves selecting a suitable threat modeling frame-
work and populating it with observed or hypothetical data. The former part,
selecting a suitable threat modeling framework, is the main inspiration for
the Bhadra framework since researchers from Bell Labs realized that no suit-
able telco-specific threat modeling framework could be found despite the long
history of mobile communications development and security research. This
section will introduce common types of threat modeling framework, then
explain why these frameworks are insufficient for mobile communication sys-
tems. Finally, we describe the Bhadra framework, the domain-specific threat
modeling framework for mobile communication systems.

21
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3.1 Threat Modeling Frameworks

Threat modeling frameworks and methodologies are designed for different in-
tended uses, such as risk assessment, design analysis, and threat intelligence
sharing. For example, NIST published the Framework for Improving Critical
Infrastructure Cybersecurity [4] that introduces the Cybersecurity Frame-
work, which defines a high-level approach to risk management. Microsoft
developed STRIDE (Spoofing, Tampering, Repudiation, Information Disclo-
sure, Denial of Service, Elevation of Privilege) framework for internal software
design analysis initially. It serves as a categorization of general types of threat
vectors, and external parties also apply the framework to analyze the secu-
rity of their own cyber components, enterprise architectures or specific assets
to be protected [27]. Finally, Adversarial Tactics, Techniques, and Common
Knowledge (ATT&CK1), serves as an adversarial behavior knowledge-base
for different types of systems from real-world observation.

To assess a threat modeling approach, the Homeland Security Systems
Engineering and Development Institute, operated by the MITRE Corpora-
tion in collaboration with the United States Department of Homeland Secu-
rity, suggested three main evaluation attributes: specification, coverage, and
concreteness. Figure 3.1 shows the detail description of each attribute.

As we surveyed existing threat modeling approaches and used the evalua-
tion attributes to evaluate their adaptability to telecommunication systems,
we found very few threat modeling frameworks covering specific threats in
the context of mobile communication systems. To our best knowledge, the
last effort was Kotapati’s thesis work [30] that defines threat model for GSM
networks dated back in 2008. Moreover, other generic frameworks, such as
STRIDE, are not readily adaptable and effective in defining and identifying
specific threats in mobile communication protocols and systems. Therefore,
we believe creating a framework that covers the scope of mobile communica-
tion systems for threat intelligence sharing purposes is a good starting point
to fill the gap.

3.1.1 MITRE ATT&CK

Before introducing Bhadra, we need to understand the MITRE ATT&CK
framework, how the industry has adopted it, and its use cases. First of all,
tactics and techniques are used to describe adversarial behavior as NIST spec-
ified in its published guide to cyber threat information sharing [26]: “Tactics
are high-level descriptions of behavior, techniques are detailed descriptions of

1https://attack.mitre.org/
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assume a specific technical or operational environment (e.g., Microsoft vs. *nix; 

consumer-oriented institutions vs. back-end institutions)?  Threat consequences: Does the 

threat model identify consequences of threat events or threat scenarios in terms of cyber 

consequences, mission or organizational consequences, or benefits to or achievements 

experienced by the adversary?  Scope: Is the threat model intended for use solely at the 

system level (e.g., to inform systems engineering decisions), or can it be used with 

broader scopes?  Does the threat model enable threat scenarios to be developed which 

span organizations?  Does the threat model assume a specific business environment or 

critical infrastructure sector, or can it be used to develop threat scenarios which span 

sectors? 

• Concreteness: Concreteness in the context of a cyber threat model refers to how well it is 

populated and how easily it can support development of scenarios, test cases, or use 

cases. Population: How well populated is the model, in terms of representative values for 

key terms?  Have the values been validated in terms of realism?  For example, are there 

real-world case studies which provide examples?  Is the population fixed or extensible?  

Is the population maintained as current?  Scenario development: How easily can the 

cyber threat model be used to construct test cases and motivating examples?  How well 

does the model support scenario development?  For example, does it include sample 

attack scenarios to serve as a starting point?  

In this section, the models, frameworks, and methodologies surveyed in Sections 2 and 3 are 

assessed with respect to the criteria identified above. The assessment is presented in Table 6, 

using the key in Table 5. 

Table 5. Evaluation Attributes 

 Value 

Attribute L M H 

Specification (Definitions, 
Relationships, Values, 
Algorithms) 

Described (i.e., verbal 
descriptions) 

Partially Specified (e.g., 
using representative values) 

Fully Specified (e.g., 
providing a relatively 
complete set) 

Coverage (Scope, Threat 
Sources, Threat Scenarios, 
Threat Consequences) 
[Note: a “+” indicates that 
the threat model includes 
non-adversarial threats; an 
“*” indicates coverage 
specific to the FSS] 

Targeted (i.e., focused on a 
specific sub-domain with a 
specific scope) 

Broad (i.e., covering multiple 
sub-domains and/or 
covering multiple scopes) 

Comprehensive (i.e., 
covering all sub-domains for 
a given scope and/or 
covering multiple sub-
domains at multiple scopes) 

Concreteness (Population, 
Scenario Development) 

Abstract or Notional (i.e., 
few if any examples are 
given) 

Representative (i.e., at least 
one example is given for 
every modeling construct) 

Well or Fully Populated (i.e., 
multiple examples or values 
are given for every modeling 
construct) 

Adaptability & Extensibility Static or Fixed Modifiable or Tailorable Highly Flexible 

Feasibility in Operational 
Environments 

Infeasible (i.e., data must be 
supplied by SMEs) 

Supported by some tools 
(i.e., limited automated 
support for data gathering) 

Supported by tools and 
information sharing 
mechanisms 

Adoptability Not consistent with models 
in use 

Consistent with models in 
use 

Reference point for models 
in use 
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 Value 

Attribute L M H 

Scalability Aggregation limited to 
frequency counts 

Limited computation of 
aggregate metrics 

Designed to enable 
aggregation at multiple 
scales 

Information Sharing 
(Standards Compatibility) 

Independent of and possibly 
incompatible with standards 

Compatible with one or 
more standards 

Constitutes a standard 

 

Table 6. Summary Assessment of Threat Models and Frameworks 

Framework, 
Methodology, or 

Model 

Specification Coverage Concreteness 
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NIST SP 800-30R1 H M M M M H + H + M M M H L H H L 
CBEST H M M M M * M * M * M * L M M L M M L 
COBIT 5 & Risk IT L L L L M M + L M L L H L M L L 
Proposed DRDC M M L - L M L M L L M L M L L 
DSB 6-Tier Threat 
Hierarchy 

L L M - L M L L L - M L M M L 

Cyber Prep / DACS H H M L M H L M M L M L H H L 
Attack Tree 
Modeling 

•17 M • ◦18 M ◦ ◦ • L ◦ H L M L L 

NIST SP 800-154 
(DRAFT) 

M M M M M M M M L M M L M L L 

STRIDE L L L L L TL M L L M M L M L L 
DREAD L L L L L TL L M L M M L M L L 
OCTAVE / Allegro M M L L M M + M + M L M H L M L L 
Intel’s TARA / TAL M L M L M M M L M L L L L L L 
IDDIL/ACT M M M L M M M M L M M L M L M 
STIX H H M L L M M M •19 M M M H M H 
OMG Threat / Risk 
Model 

H H M L H + H + H H + L L M L L L •20 

ATT&CK H H H L L M L L H M M L M M H 
CAPEC H H H L L M M L H M H L M L H 
OWASP M M L L L M M L M L L L M L M 
CTF H H M - M H H M - - H H M H M 

                                                      
17 Low-to-Medium, depending on specific modeling technique. 

18 Medium-to-High, depending on specific modeling technique. 

19 Depends on organizational users. Within some communities, High. 

20 Intended to be High. 

Figure 3.1: Threat Modeling Approach Evaluation Attributes [6]

behavior in the context of a tactic, and procedures are even lower-level, highly
detailed descriptions in the context of a technique.” The first ATT&CK
matrix created for Enterprise2 contains information on specific platforms,
including Windows, macOS, Linux, Azure, Office 365, Google Workspace,
network infrastructure, and containers. Due to its wide adoption, other two
ATT&CK metrics for mobile platforms 3 were developed to cover techniques
used by attackers to 1) access mobile devices including iOS and Android
platform and to 2) affect the mobile network without device access.

Table 3.1 shows the tactics involved in the enterprise matrix and the
device access matrix of mobile devices, and Table 3.2 presents the Network-
Based Effects of mobile communication. As shown in the table, the tactics
captured in the matrix for Network-Based Effects of Mobile are still minimal.
Therefore, Bhadra aims to expand the threat intelligence and understand
adversary behavior better by covering more attack phases like in the Enter-
prise and Device Access of Mobile matrix, categorizing more techniques from

2https://attack.mitre.org/matrices/enterprise/
3https://attack.mitre.org/matrices/mobile/
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known attacks, and building a common taxonomy for communication.

Table 3.1: Enterprise and Device Access of Mobile ATT&CK matrices
*E = Enterprise, M = Mobile, V = Tactic Included

E M Tactic Name Description

V Reconnaissance

This tactic is the step where an adversary gathers information about its
target to plan further action. It consists of techniques that involve an
adversary gathering target information passively or actively to support
its activities in other phases. An adversary can probe victim infrastruc-
ture by IP or vulnerabilities scanning, gather host information such as
hardware, software, and operating systems, gather victims’ business and
network information, or send phishing messages to lure sensitive informa-
tion.

V
Resource
Development

An adversary may need to develop resources (e.g., infrastructure, ac-
counts, capabilities) for other phases. Practical examples include creating
email accounts for phishing, compromising infrastructures to leverage for
initial access, or developing malware for remote command and control.

V V Initial Access

It involves techniques that an attacker uses to gain an initial foothold
within the enterprise network or mobile device. For enterprise ma-
trix, such techniques include exploiting public facing applications or web
servers and spearphishing to gain access to the targeted victim’s system.
For mobile, such techniques involve delivering malicious apps or control-
ling the radio interfaces to the cellular network. Adversaries can also use
common techniques such as compromising the supply chain or implant-
ing malicious content in the visited website to access both enterprise and
mobile.

V V Execution

It consists of techniques that enable adversaries’ code to run on the tar-
geted platform with the previously gained access. Examples of such tech-
niques include abusing task scheduling functionality or command line to
execute malicious scripts.

V V Persistence

It consists of techniques which an adversary can use to maintain access
even on system restart, credential changes, and other interruption. Ex-
amples of such techniques include code injection and configuration mod-
ification.

V V
Privilege
Escalation

It contains techniques that allow an adversary to gain higher-level per-
mission by exploiting system vulnerabilities after gaining initial access.

V V
Defense
Evasion

An adversary is trying to avoid detection or defense and applies to other
phases to increase the chances of a successful attack. Examples of such
techniques include disabling or uninstalling security measures and abusing
trusted processes.

V V
Credential
Access

An adversary is trying to steal account credentials to gain access to tar-
geted resources. Common techniques include brute-forcing, compromising
password storages, Man-in-the-Middle (MitM), network sniffing, and in-
put capturing.

V V Discovery

An adversary is trying to understand the target environment to navigate
itself toward the ultimate goal for the intrusion. Example techniques in-
clude utilizing tools provided by native operation system (e.g., enumerate
file and directory, system network configuration discovery available for
android apps) and other network service and connection discovery tech-
niques.
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E M Tactic Name Description

V V
Lateral
Movement

An adversary is trying to move through the target environment. It con-
sists of techniques such as exploiting enterprise resources from mobile or
via implementation error in the system, remote service session hijacking,
using the collected accounts in the previous stage that allows the attacker
to access and control remote systems.

V V Collection

An adversary is trying to gather valuable data to achieve its goal. It
consists of techniques that allows the attacker to 1) access sensitive data
such as call log, contact list, notifications that contains authentication
code on mobile or 2) capturing user information through audio, camera,
screen, network traffic, and user input for both mobile and enterprise
system.

V V
Command and
Control

An adversary is trying to communicate and control the compromised sys-
tem with various levels of stealthiness. There are many techniques avail-
able to an attacker at the network level. For example, Enterprise matrix
techniques include communicating via application layer protocols (e.g.,
web, file transfer, mail, DNS), obfuscating command and control commu-
nication using steganography impersonating legitimate protocols and web
services. Mobile-specific techniques to bypass network detection include
alternating network mediums, meaning using different network access (cel-
lular network rather than enterprise Wi-Fi) or other non-IP mediums(e.g.,
SMS or Bluetooth).

V V Exfiltration
An adversary is trying to steal data by transferring them through estab-
lished command and control or other channels, such as using physical
mediums (e.g., USB).

V V Impact

An adversary is trying to destroy, interrupt, or manipulate target devices
and data. It consists of techniques that an attacker uses to damage the
availability, integrity, or confidentiality of a business process or mobile
phone usage. Example techniques in mobile include carrier billing fraud,
deletion of device data, device lockout, and clipboard modification. In
enterprise matrix, such techniques include network or endpoint denial
of service, disk wipe or encryption, account access removal, and data
manipulation and destruction.

Table 3.2: Network-Based Effects of Mobile Matrix

Tactic Name Description

Network
Effects

An adversary is trying to manipulate or intercept network traffic from or to a device.
It consists of techniques such as downgrading to insecure protocols, eavesdropping on
insecure network communication, exploiting SS7 to redirect phone calls/SMS or to track
the device location, radio jamming, setting up rogue cellular base station or Wi-Fi access
points to eavesdrop on or manipulate the communication, and SIM card swap.

Remote Service
Effects

An adversary is trying to monitor or control a target device using remote services. An
attacker who has gained access to remote services such as Google’s Android or Apple
Cloud backup can obtain sensitive data of a target user without access to the device
itself. Moreover, access to other device management services used by the enterprise
allows an attacker to track devices or wipe data without authorization.



CHAPTER 3. THREAT MODELING 26

3.2 Bhadra Threat Modeling Framework

Bhadra framework captures threats in end-to-end communication over the
mobile networks. Potential adversaries categorized in Rao’s paper [40] in-
clude radio link attackers, compromised mobile operators, human insiders,
hardware and SIM manufacturers, software and OS vendors, law enforcement
and oppressive governments, and misbehaving mobile users.

Adversarial behaviors are described in tactics and techniques as shown in
Figure 3.2. The tactical objectives of each phase are similar to the ATT&CK
framework, but the techniques are different due to the unique network en-
vironment and protocols used in telecommunication systems. Moreover, the
tactics are categorized into attack mounting, execution, and result phases.
We summarize the tactics and techniques introduced in Rao’s paper [40] be-
low. For more detailed examples and descriptions, please refer to the original
paper.

Initial 
Access Persistence Discovery Lateral

Movement
Standard

Protocol Misuse
Defense
Evasion Collection Impact

Attacks from UE

SIM-based
attacks

Attacks from radio
access network

Attacks from other
mobile network

Attacks with 
access to

transport network

Attacks from 
IP-based network

Insider attacks
and human errors

Infecting UE
hardware or

software

Infecting SIM
cards

Spoofed radio
network

Infecting network
nodes

Covert channels

Port scanning or
sweeping

Perimeter
mapping

Threat
intelligence
gathering

CN-specific
scanning

Internal resource
search

UE knocking

Exploit roaming
agreements

Abusing
interworking

functionalities

Exploit platform-
& service-specific

vulnerabilities

SS7-based
attacks

Diameter-based
attacks

GTP-based
attacks

DNS-based
attacks

Pre-AKA attacks

Blacklist evasion

Middlebox
misconfiguration

exploits

Bypass firewall

Bypass
homerouting

Downgrading

Redirection

UE Protection
evasion

Admin credentials

User-specific
identifiers

User-specific
data

Network-specific
identifiers

Network-specific
data

Location 
tracking

Calls
eavesdropping

SMS interception

Data interception

Billing frauds

DoS - network

DoS - user

Identity-related
attacks

Attack Mounting Attack Execution Attack Results

Security audit
camouflage

Figure 3.2: Bhadra Threat Modeling Framework before refinement [40]

Initial Access represents various techniques to gain an initial foothold
to the mobile network. These techniques include:

• Attacks from UE that involve comprising UE software or hardware
to send malicious traffic into the mobile network

• SIM-based attacks that involve compromising or obtaining any phys-
ical smart cards
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• Attacks from radio access network where an adversary can im-
personate the mobile network by setting up a rogue base station and
tricking the user to connect

• Attacks from other mobile networks where an adversary with
access or gain access to other mobile networks can launch attacks to
the target mobile network via IRN

• Attacks with physical access to transport network where an
attacker can launch the attack within the target’s core network

• Attacks from IP-based network that involve sending malicious
traffic into an operator’s network through service and application net-
work or other IP-based protocol communication (e.g., SIP and GPRS)

• Insider attacks and human errors that involve intentional at-
tack or unintentional errors made by anyone with access to any mobile
network element

Persistence represents various techniques to retain the initial foothold
in the mobile network. This is slightly different from the ATT&CK frame-
work, where persistence means maintaining access even on system reboot,
changes in credentials, or other interruption. The techniques present here do
not necessarily withstand interruptions. These techniques include:

• Infecting UE hardware or software , Infecting network nodes,
and Infecting SIM cards that enable an adversary to retain foothold
as long as the infected hardware or SIM card is not physically replaced
or the infected software is not detected or patched

• Spoofed radio network that involves initial access through the radio
interface and persists a connection with target UE

• Covert Channels where an adversary hides its presence and avoids
detection by installing malware or opening up a remote control and
command channel so that the adversary can retain its foothold in the
system even without an initial entry point

Discovery represents various techniques that an adversary uses to gain
more information on the target environment and decide the next steps. This
tactic is usually more relevant to attack on the network-side than UE-side.
Such network discovery techniques include:

• Port scanning or sweeping that an adversary who has access to
internal nodes can use to probe servers or hosts with open ports
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• Perimeter mapping that involves an adversary to perform Autonomous
System (AS) or IP lookups using existing software (e.g., nmap and
whois) or publicly available web-based tools and APIs to map their
attack surface

• Threat intelligence gathering that involves gathering useful infor-
mation such as exposed IPs of critical nodes and known vulnerabilities
through the public Internet (e.g., Shodan [34])

• CN-specific scanning that involves using different tools to scan
nodes that do not rely on IP protocols to communicate (e.g., GTP
and SCTP)

• Internal resource search that involves an adversary who has in-
ternal access to search through sensitive databases such as IR.21 that
stores the latest information on an operator’s network infrastructure,
interconnection, and roaming agreement in a standardized format

• UE knocking where an attacker can scan the presence of a UE, collect
SIM- or UE-specific parameters (e.g., supported mobile generation or
cipher suite) from the radio link or core network

Lateral Movement is when an adversary tries to navigate and move
itself to the target system. Techniques in this tactic include:

• Exploit roaming agreements that can be used by an adversary who
has access to another mobile operator’s network with which the target
has a roaming agreement

• Abusing inter-working functionality that enables an adversary
to send attack messages from a less-secure generation of networks (SS7
in 2G or 3G) to higher generation networks (e.g., Diameter in LTE)
via the inter-working functions translation

• Exploit platform and service-specific vulnerabilities that in-
volve exploiting the broader attack surface (i.e., operating systems,
software, and services running on the mobile network elements) after
gaining internal access

Standard Protocol Misuse represents techniques used when an ad-
versary is trying to manipulate the communication and the business process
by sending standard protocol messages. Unlike attacks targeting enterprise
systems and mobile devices with platform-specific exploits, attacks target-
ing mobile communication networks also depend on the vulnerabilities in
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existing communication protocols. Attackers achieve their goal by sending
manipulated legitimate protocol messages. Such techniques include:

• SS7-based attacks that involve sending crafted SS7 messages from
GSM networks (refer to section 2.4 for SS7 vulnerabilities)

• Diameter-based attacks that involve sending crafted Diameter mes-
sages from LTE networks or using the GSM-to-LTE inter-working func-
tions to translate SS7 attacks to Diameter (refer to section 2.4 for Di-
ameter vulnerabilities)

• GTP-based attacks that exploit the lack of built-in security support
of GTP and its exposure to the public internet

• DNS-based attacks that involve hijacking or hiding internet traffic
within DNS requests to conduct billing fraud or redirect data traffic for
interception

• Pre-AKA attacks that involve intercepting or manipulating non-
integrity and non-encrypted communication messages between UE and
base station through the radio interface before Authentication and Key
Agreement (AKA)

Defense Evasion represents techniques for avoiding any defense mech-
anisms encounter in the other phases. These techniques include:

• Security audit camouflage that helps an attacker to stay unde-
tected from the routine security audit of the system

• Blacklist evasion that avoids being blocked by the operator’s black-
list, for example, by impersonating a trusted partner node

• Middlebox misconfiguration exploits that involve bypassing se-
curity measurement due to misconfiguration of an operator’s Network
Address Translation (NAT) middleboxes, which are used for separat-
ing private networks of mobile operators and protect against malicious
activities (e.g., worms and DoS attacks)

• Bypass firewall that involves hiding malicious traffic within the le-
gitimate traffic, for example, by controlling the packet sending rate to
bypass the firewall that checks the characteristics of the traffic travers-
ing the network
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• Bypass home routing that exploits misconfiguration or encapulates
location queries within other legitimate messages to bypass SMS home
routing, a defense mechanism against external location query for SMS
deliveries in a roaming scenario

• Downgrading where an attacker blocks a higher and more secure
mobile generation or protocol via radio link and force target users to
connect to the lower and less secure generations (e.g., 4G to GSM). The
attack may also take place on the core network so that the attacker only
accepts SS7-based signaling instead of Diameter

• Redirection that involves forcefully routing users’ traffic to attacker-
controlled nodes or unsafe networks by, for example, changing sub-
scribers’ profile or other network routing policies in the core network

• UE protection evasion that exploits the lack of detection and de-
fense mechanisms for network-based attacks from the UE side

Collection shows various information an adversary can gather through-
out the attack phases. The gathered information could be the goal of the
attack, or it could be other useful data to help achieve ultimate goal. The
information includes:

• Admin credentials that can be used to access critical nodes

• User-specific identifiers such as permanent identifiers (e.g., IMSI,
IMEI, MSISDN) that can be used for tracking a user’s location or for
impersonation and temporary identifiers (e.g., TSMI and GUTI) that
can possibly be used for mapping back to IMSI due to mis-implementation

• User-specific data such as the content of calls, SMS, billing records,
and data traffic that can be obtained by various types of interception
and redirection techniques

• Network-specific identifiers, such as Global Titles (GTs), a unique
address to identify signaling nodes for routing signaling messages, IP
addresses of network elements, and Tunnel Endpoint Identifiers (TEID)
of GTP tunnels from the operators’ network, which can be used for
impersonation

• Network-specific data that are mainly obtained in the discovery
phase to understand the targets’ environment, such as network topol-
ogy, routing information, and other internal resources
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Impact represents the attackers’ main objectives and achievement fol-
lowing the previous tactics. These objectives include

• Location tracking , Calls eavesdropping , SMS interception ,
and Data interception that cause harm to a user’s privacy and pos-
sibly financial or credential loss

• Billing fraud where an adversary causes financial discrepancies for
operators by evading billing on its own usage or imposes over-billing
on other users

• Denial of Service (DoS) against the network by exhausting the
network elements and damage the availability of an operator’s service

• Denial of Service (DoS) against the user to block users’ access
to the mobile network by for example radio jamming or by modifying or
deleting the subscription profile via crafted SS7 and Diameter messages

• Identity-related attacks that involve collecting user or network iden-
tifiers to manipulate network communication (e.g. impersonation)

This chapter provided an overview of mobile communication systems and
their security weaknesses to understand the attack surface in the telecommu-
nication industry. Moreover, we introduced the concept and the use cases of
threat modeling frameworks and discussed why a domain-specific framework
for the telecommunication industry is needed. Finally, we introduced the
Bhadra framework and its technique descriptions. These will be the basis for
the attack modeling and refinement process in the following chapters.



Chapter 4

Methodology

This chapter introduces the methodology that we followed to develop, refine,
and evaluate the framework as shown in Figure 4.1. Rao’s paper [40] follows
the upper part of the methodology to:

• Collect literature from peer-reviewed academic publications and presen-
tations (Group I) and generic summary of subsets of attacks covered
by standardization groups for the mobile communication sector such
as 3GPP, GSMA, and ETSI (Group II).

• Extract the attack steps from Group I to populate attack initiation
points, methods used by attackers, and the resulting harms.

• Populate attack categories and recommended defense from Group II.

• Cross-reference and deduce commonalities among the populated cate-
gories, group them into technique and tactics categories, and form the
Bhadra Framework.

In this thesis, we build a web tool to support the attack modeling process
with the Bhadra framework. We collect attacks from Group I literature and
additional online security articles mentioned in Group II literature to cover
different types of attackers, network subsystems, and mobile network genera-
tions, deduce common attacks, and populate 60 attack models using the web
tool. Section 6.1 will present the detailed attack collection process. During
the first iteration of attack modeling, we improve the Bhadra framework by
adding information into the knowledge base, modifying existing techniques,
and adding new techniques to adapt new observations. In the second itera-
tion, we update attack models using the modified framework and conduct a
peer modeling review (i.e., modeling the same 60 attacks). We compare the
peer modeling results, decide the additional attack methods to include and

32
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Figure 4.1: Overview of Methodology

the precise definition of each technique and tactic, discuss how to further
improve the framework, and finally provide our final updated framework and
knowledge base as the final outcome of this thesis.

We use the quantitative difference in peer modeling results to evaluate
the reliability and correctness of the framework. Moreover, with graph anal-
ysis results on the 60 attack models, we propose several factors for scoring
to indicate the importance of each technique to attackers. Besides quan-
titative analysis, we also recruited people with basic security knowledge of
mobile communication systems and conducted a qualitative usability study
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to analyze the usability of the web tool and the usefulness of the framework
itself. The later sections will discuss in detail the implementation process
and results.



Chapter 5

Tool Development

This chapter presents the process of tool development. We will first intro-
duce the MITRE ATT&CK Navigator1, the open-source annotator tool for
threat modeling with the ATT&CK framework, since it serves the same pri-
mary purpose as our tool — to support the modeling process. Moreover, we
will compare the ATT&CK Navigator with our needs and explain why we
decided to implement our own tool instead of reusing their code. We will
present the functional design from the user’s perspective and the software ar-
chitecture from a technical perspective. Finally, the implementation section
demonstrates the final product and explains the technologies used.

5.1 MITRE-ATT&CK Navigator

The ATT&CK Navigator is designed to provide annotation and navigation
of ATT&CK matrices. Its primary goal is to help everyone to visualize and
edit the cells in the matrix by adding colors, comments, and numerical value
to serve different use cases, such as visualizing defensive coverage and the fre-
quency of the detected techniques and planning red or blue team operations.
Moreover, the Navigator also supports customization of the matrix, meaning
one can filter those techniques targeting specific platforms or highlighting
techniques used by known attack groups depend on the use cases.

The ATT&CK Navigator is a powerful tool with various functions sup-
porting different use cases. Therefore, we originally planned to reuse their
code base and integrate the Bhadra matrix. However, we found it hard to
integrate for several reasons. First, the Navigator tool does not have a back-
end. Instead, all data is saved in its Github repository as JSON files where
the data structure is not intuitive, and additional parsers are needed and

1https://mitre-attack.github.io/attack-navigator/
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implemented in the codebase. Moreover, as our primary purpose for using
the annotator in this project is to populate collected attacks, the Navigator
is complicated from both the user’s perspective and the technical perspective
regarding the effort needed to modify the code for this simple use case.

After comparing the time and effort we need to integrate with the Navi-
gator versus build our tool, we chose to design our own user interface (UI),
taking inspiration from the Navigator, and implement it from scratch. Mean-
while, we tried to align with the design ideas and the technology used in the
Navigator in case of future collaboration. We designed the annotator page
to remove additional functionality in the Navigator that is not relevant to
our framework usage while aligning the layout of the knowledge base where
the details of a technique or tactic are displayed. Moreover, we designed a
different data structure for techniques, tactics, and attacks compared to the
Navigator and implemented our back-end server while aligning the front-end
framework with the Navigator to use Angular.

5.2 Functional Design

This web tool has three main components in the UI: a knowledge base for
threat intelligence sharing, an annotator for modeling attacks, and a pat-
tern analyzer for attack pattern analysis. The knowledge base contains the
description of a technique, ID and metadata, examples of attacks or vulner-
abilities related to the technique, the impact and severity index, mitigation
and detection methods, and references to the information sources. However,
due to the lack of data, we did not include the impact and severity index,
ID, and metadata in the implementation phase. As for the annotator, we
decided to keep only the necessary functions: to create, read, update, and
delete (CRUD) attacks, modify metadata, mark techniques used, and add
comments to each technique.

The Attack pattern analyzer is designed to compare and filter relevant
attacks and to see the attack patterns by techniques used. The user can select
one or multiple techniques, and the analyzer will filter only the attacks that
contain those techniques. Using color to indicate the number of occurrences,
one can easily observe the attack pattern distribution, where the bottleneck
is, and what impact each technique can lead to. Figure 5.5 shows an example
of the attack pattern after selecting Pre-AKA technique.
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5.3 Software Architecture

Figure 5.1 presents the high-level software architecture and the implemen-
tation information. The software architecture consists of a user interface, a
back-end server providing APIs, and a SQL database. We have introduced
the functional components of the UI in Section5.2. The back-end server
fetches data from the database and provides RESTful APIs to interact with
our user interface and possibly other external applications in the future.
Moreover, the back-end also has its own UI for administration purposes.

We followed the Representational State Transfer (REST) design principle,
a software architecture style, to design web services that provide resources to
interact with other applications using a subset of HTTP methods [13]. We
designed seven RESTful Application Programming Interfaces (APIs) to in-
teract with the seven object models we defined: attack, technique, killchain,
prerequisite, source, version, comment. All the APIs support object listing
and reading with the GET method, creating with the POST method, up-
dating with the PUT method, partial updating with the PATCH method,
and deleting with the DELETE method. A more detailed documentation is
delivered to the company but not included in the thesis.

5.4 Implementation

We chose to implement the web tool using Angular as the front-end frame-
work to align with the MITRE ATT&CK Navigator in case of future collabo-
ration as mentioned above. As for the back-end, we implemented it with the
Python-based Django REST Framework due its popularity and flexibility.
For the database, we chose to use the default Django database — SQLite
for simplicity. Moreover, for easier deployment, we create docker images for
both the front-end and back-end and deployed them as Docker containers.
Figure 5.1 presents the implementation of the web tool.

For the back-end, we implemented seven API endpoints as shown in Fig-
ure 5.2, which includes CRUD to techniques, attacks, tactics (i.e., killchain
phases), comments, prerequisites, sources, and versions. Moreover, for ad-
ministration users, they can get access to the administration page and modify
the data directly, as shown in Figure 5.3. For the UI implementation, we took
an iterative approach. We started by building the main page for modeling
new attacks as shown in Figure 5.4 and adding data to the knowledge base.
For example, Figure 5.6 shows the knowledge for SS7-based Techniques. Af-
ter structuring the knowledge from Rao’s paper, we modeled the collected
attacks from literature and articles using the tool and added new functions
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Figure 5.1: System Architecture and Implementation Information

whenever needed. An example new function is to add prerequisites to an
attack. We found out that many papers make some assumptions for the
attack to succeed. For instance, an adversary should gain access to the SS7
core network or possess user or network identifiers (e.g., IMSI, MME serving
information). Screenshots of the final tool are shown throughout the rest of
the thesis.



CHAPTER 5. TOOL DEVELOPMENT 39

Figure 5.2: API endpoints

Figure 5.3: Admin Page
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Figure 5.4: Bhadra Annotator

Figure 5.5: Bhadra Pattern Analyzer
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Figure 5.6: Knowledge Base Example - SS7-based Techniques



Chapter 6

Case Studies

This section presents example use cases for the Bhadra framework. There are
many use cases of a threat modeling framework, including risk assessment
of an existing network architecture and design analysis. In the scope of this
thesis, we focus on use cases related to attack modeling and observations
from the attack models, such as common attack patterns. We will first in-
troduce our attack collection methods. Moreover, we will provide two attack
examples to introduce the modeling process. By modeling all the collected
attacks, we verified that the techniques in the framework covers all the meth-
ods seen from those attacks. After introducing individual attack modeling,
we will demonstrate some graph-theory based analysis of the aggregated at-
tack models to indicate the importance of the techniques, the diversity of
the techniques an attacker can use given certain initial access or impact, and
common attack patterns.

6.1 Attack Collection

We reviewed 55 Group I research articles and 16 online articles, including
white papers and blog posts that that are mentioned in Rao’s paper and
Group II literature to collect attacks for modeling. After removing the com-
monalities, we populated 60 attack models primarily from 30 of the reviewed
papers and articles as shown in Appendix Table A.1. While removing the
commonalities, we found similar attacks with minor variants, meaning they
use the same techniques with only differences in the message types used for
attacks, such as different Radio Resource Control (RRC) procedure messages
in Pre-AKA techniques. We decided to count those as different attack mod-
els even though they have the same pattern. This way, we keep the graph
analysis weighting more realistic as using different message types can be seen
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Table 6.1: Attack Sources Information

Experiment Attack sources Count

None Online Article 17
Peer-reviewed Paper 17

Included
Online Article 3
Peer-reviewed Paper 23

as different paths with which an attacker can reach its goals.
To report the reliability of a described attack, we recorded the sources

of attacks, including peer-reviewed papers and articles, and whether exper-
iments were conducted. Table 6.1 shows the 60 attack sources information
summary. Since many of the attack sources do not have an experiment re-
ported, especially the security reports from online articles, one limitation of
this thesis is that there is no detailed explanation of how attacks work in the
wild due to the intimate nature of information sharing in the telecommunica-
tion industry. In this case, we made minimal assumption based on practical
estimation on how those attack could have been conducted.

6.2 Modeling Individual Attacks

Rao’s [40] paper has demonstrated how to model individual attacks using
SimJacker [48] and MessageTap [42] as case studies. This section will illus-
trate two more individual attacks. The source of an attack usually consists
of text descriptions, including attack assumptions and attack steps, and mes-
sage sequence charts.

a. IMSI-catcher

The white paper “Gotta Catch ’Em All: Understanding How IMSI-Catchers
Exploit Cell Networks (Probably)” [36] published by Electronic Frontier
Foundation in 2019 summarizes and explains the high-level technical inner
workings of IMSI-catchers and the attacks they enable. IMSI-catcher was de-
veloped and tested in an earlier publication [7]. This case study will present
how IMSI-catcher in both GSM and LTE works and how we can model it
with Bhadra Framework.

Attack Description An attacker can set up a Cell Site Simulator (CSS)
with the highest signal strength in the broadcast area that the target is re-
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ceiving. The target MS will automatically connect to the BS broadcasting
the highest signal strength. Then, the target MS will send its security ca-
pabilities (e.g., encryption capabilities) to the connected CSS, but since the
attacker controls the CSS, it can ignore the response and disable the encryp-
tion. After this message, the attacker CSS can send an Identity Request and
collect the target’s IMSI. In LTE, tricking the target MS into connecting to
the CSS is also possible by exploiting the absolute priority-based cell res-
election mechanism, forcing the MS to connect to eNodeB operating on a
higher-priority frequency than the current BS. This priority frequency can
be extracted from the unencrypted configuration messages broadcast by the
real eNodeB [1].

• Initial Access: The attacker initializes the attack by setting up a CSS
and forcing the target MS to connect to it. This falls into the category
of attacks from the radio access network.

• Persistence: The attacker can persist to track the user as long as the
victim is connected to the CSS.

• Standard Protocol Misuse: The Identity Request is one of the unen-
crypted and non-integrity protected messages sent before the authen-
tication and key exchange completes.

• Defense Evasion: There is no notification on UE when the IMSI is
requested.

• Collection: The attacker collects the IMSI from the response to an
Identity Request.

• Impact: In this simple IMSI catcher, the attacker’s motive is to get the
IMSI of the victim. Therefore, only Identity-related attacks is selected.
However, attackers usually collects IMSI for further attacks such as
location tracking and DoS.

Figure 6.1 shows the modeling of Simple IMSI-Catcher with Bhadra
framework based on the attack description. After getting the target IMSI,
an attacker can conduct an MitM attack with the downgrading technique
to intercept the calls and messages by exploiting one-sided authentication in
GSM, which means the MS cannot verify the legitimacy of the BS.
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Figure 6.1: IMSI Catcher attack modeling

b. User Location Tracking with the Interworking Func-
tionality

User location tracking attacks for LTE networks with Interworking Functions
(IWF) are presented in Holtmanns’s [21] paper published in 2016. The pa-
per showed that even though Diameter is gradually replacing SS7 to provide
interconnection between operator networks, the need for translating Diam-
eter and SS7 messages in IWF still poses a threat. Previous research on
SS7 attacks has successfully proven that an adversary with access to the SS7
interconnection network can obtain personal information of the target user,
including location tracking and message eavesdropping. With the help of
IWF, security measures imposed in Diameter can be bypassed by downgrad-
ing to SS7. We describe how an attacker can get a victim’s IMSI and MME
serving node information with IWF here.

Attack Assumption There are some prerequisites from the attacker
side to perform the attack. First, the attacker has to gain access to the roam-
ing interconnection network. An attacker can gain access by renting access
from service providers, finding publicly exposed misconfigured or compro-
mised network nodes, or compromising an insider. Moreover, the attacker
must know the Diameter Edge Agent (DEA) address of the victim operator
and the phone number of the victim.

Attack Description Figure 6.2 shows the message flow of the attack.
First, the attacker queries the victim’s network using the SendRoutingIn-
foForSM (SRI-for-SM) Mobile Application Part (MAP) request containing
the phone number of the victim. Assuming the absence of home routing
and the presence of IWF support in the Diameter interconnection, the IWF
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of the victim’s network will translate the MAP SRI-for-SM request to Di-
ameter Send-Routing-Info-for-SM-Request (SRR) by mapping the parameter
in MAP request to corresponding Diameter Attribute Value Pairs (AVPs).
Once the translation completes, IWF will route the SRR to the target op-
erator’s HSS via DEA. HSS will respond with the Diameter Send-Routing-
Info-for-SM-Answer (SRA) message that contains the target’s IMSI. The
Diameter SRA message will be translated back by IWF to MAP SRI-for-SM
Ack message, which contains all the parameters in Diameter message AVPs,
including ISMI and network node number (i.e., current serving MME/MSC
number).

(SRI SM)
Send Roluting Info For SM

Attacker as SMSC

Conversion to
SRR

IWF

Conversion to 
SRI SM ACK Send Roluting Info For SM ACK

(SRI SM ACK)

Send Routing Info For SM Request

HSS

(SRR)

Send Routing Info For SM Answer
(SRA)

Figure 6.2: IMSI disclosure attack using MAP SRI SM

We now model this attack with Bhadra framework as shown in Figure 6.3
and explain the selection of each technique.

• Prerequisite: Access to IRN, address of the Diameter Edge Agent
(DEA) of the victim operator, and the victim’s phone number.

• Initial Access: Based on the assumption that the attacker has to access
the IRN and pose as partner Short Message Service Center (SMSC), it
mounts the attack from another mobile network. The attacker could
also gain access to IRN by compromising an insider or being an insider.
However, since it is not specified in the paper, we did not annotate it.

• Persistence: We annotate Infecting Network Nodes as the technique
used here since spoofing a partner node is involved in this attack, and
this technique is the most relevant one in persistence by definition.
However, the current description of the technique does not explicitly
include spoofing network nodes. We will refine this technique in a later
section.
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• Discovery: Here, we annotate Threat Intelligence Gathering as the step
to gather information about the victim’s network setting, if IWF is
present and SMS home routing not used.

• Lateral Movement: This attack abuses the IWF by mapping attacks in
SS7 using MAP messages to Diameter.

• Standard Protocol Misuse: This attack involves both SS7 and Diameter
messages.

• Defense Evasion: Due to the trusted nature of the roaming network,
an attacker that spoofs messages from a trusted partner SMSC can
evade blacklisting that is meant to defend against unsolicited traffic
from external networks. Moreover, since an attacker hides its attack
message in a large number of legitimate SS7 and Diameter messages
exchange by the operators, it is hard for the firewall to detect. The
attacker can thus bypass the attack detection in the firewall.

• Collection: The attacker retrieves the target’s IMSI, one of the user-
specific identifiers, and network node number (network-specific identi-
fiers) from the SRA message.

• Impact: This is an identity-related attack. The attacker’s motive may
be to retrieve IMSI for further exploitation, such as DoS and location
tracking, but we consider them to be separate attacks.

Figure 6.3: IMSI disclosure with IWF attack modeling
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6.3 Graph Analysis

One primary application of threat modeling frameworks is risk management,
where security analysts evaluate possible responses by assessing the likelihood
of a threat and its impact. In this section, we try to understand the attack
patterns and explore possible graph-based methods to infer the probabilities
and impact of each threat based on the attacks which we have modeled.

Understanding attack patterns has been an active security research area.
For example, researchers have been using attack graph analysis to study the
attack paths and to simulate, evaluate, and predict the behavior of the at-
tacker. This works especially well in network attacks because the network
topology is a graph structure itself, where network nodes and connections
can be represented as graph nodes and edges. A recent survey paper [54]
summarizes common attack graph analysis methods, including graph algo-
rithms, Bayesian networks, Markov models, cost optimization algorithms like
game theory, and uncertainty algorithms. Some researchers investigated the
associations of the MITRE ATT&CK techniques using hierarchical cluster-
ing to represent inter-dependencies and relationships between the techniques.
These relations that can help predict adversarial behavior based on observed
techniques and can be applied to attack diagnosis and threat mitigation [3].

Due to time limitation, we can only conduct the graph analysis based on
graph algorithms. We are mainly interested in the importance of each tech-
nique, the diversity of attacks given the initial access point and the attacker’s
objective, and the associations of the techniques with each other.

We constructed an attack graph as shown in Figure 6.4 with the Python
Networkx [18] package. Each node represents a technique, and each edge
represents the connection of adjacent techniques used in the same attack.

6.3.1 Connectivity — Importance of Techniques

We associate the importance of a technique (i.e., node) with the loss of
average node connectivity 1 after removing all the edges to and from the
individual node. Average node connectivity K̄ of a graph G is calculated as
the average of local node connectivity over all pairs of nodes of G, defined as
follow [5]:

K̄(G) =

∑︁
u,v KG(u, v)(︁

n
2

)︁ (6.1)

1The documentation of the function we used can be found here: https://pelegm-n
etworkx.readthedocs.io/en/latest/reference/generated/networkx.algo
rithms.connectivity.connectivity.average node connectivity.html

https://pelegm-networkx.readthedocs.io/en/latest/reference/generated/networkx.algorithms.connectivity.connectivity.average_node_connectivity.html
https://pelegm-networkx.readthedocs.io/en/latest/reference/generated/networkx.algorithms.connectivity.connectivity.average_node_connectivity.html
https://pelegm-networkx.readthedocs.io/en/latest/reference/generated/networkx.algorithms.connectivity.connectivity.average_node_connectivity.html
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Figure 6.4: Attack graph

where KG(u, v), the local node connectivity for two non-adjacent nodes u
and v, is defined as the minimum number of nodes that must be removed to
disconnect the two nodes.

Figure 6.5 shows the loss of average connectivity after removing edges
to and from the individual technique. Removing those edges represents the
attack paths being blocked due to mitigation or detection mechanism imple-
mented to prevent specific technique. Therefore, the more average connec-
tivity loss, the harder it gets for an attacker to perform techniques that lead
to significant impacts.

Threat intelligence gathering ,Covert channels, SS7-based tech-
niques , Exploit misconfigurations and implementation errors , and
Exploit roaming agreements are the top 5 nodes whose edge removals
lead to the greatest loss of connectivity. The result is consistent with our at-
tack modeling experience thatThreat intelligence gathering andCovert
channels are widely used in the early stages of all kinds of attacks to gather
information and to gain control or access to certain network elements. More-
over, many attacks exploit the trust between mobile operators in roaming
scenarios and the legacy SS7 messages to track user location [21, 38, 48],
intercept messages and calls [38], and other identity-related attacks such as
unlocking stolen phones [41]. Finally, Exploiting the misconfiguration
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Figure 6.5: Loss of connectivity after removing edges to and from individual
technique

and implementation errors can lead an attacker to almost any types
of impact. For example, user location can be tracked and IMSI can be re-
vealed if the operator fails to reallocate GUTI frequently [22]. SMS can be
intercepted if the integrity check at the IMS server does not detect forged
SIP messages [51]. Billing fraud is possible due to the lack of DNS volume
checking [37] and VoLTE misimplementation [28]. Moreover, DoS attacks
against both the network and the user can be performed due to the lack
of scrutinization of error packets [49], message source [51], and SIP payload
[10].

6.3.2 Unique Paths — Diversity of Attack Techniques

Researchers have been using the number of unique paths to represent how
many different methods an attacker can use to reach its goal [24]. We are also
interested in the diversity of attack methods from one initial access point to
reach a target impact based on our attack models. We generate the lists of
unique paths in the attack graph G from each initial access point to impact
node 2. Figure 6.6 shows the number of unique paths from each initial access
to each impact.

Some interesting patterns can be found in the figure. Looking at the
impact dimension, we found that the diversity of attack methods to reach
Identity-related attacks and Billing frauds are higher while Calls

2The documentation of the function we used can be found here: https://networkx
.org/documentation/stable/reference/algorithms/generated/networkx.
algorithms.simple paths.all simple edge paths.html

https://networkx.org/documentation/stable/reference/algorithms/generated/networkx.algorithms.simple_paths.all_simple_edge_paths.html
https://networkx.org/documentation/stable/reference/algorithms/generated/networkx.algorithms.simple_paths.all_simple_edge_paths.html
https://networkx.org/documentation/stable/reference/algorithms/generated/networkx.algorithms.simple_paths.all_simple_edge_paths.html
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eavesdropping , Data Interception , and DoS-Network are substan-
tially lower. From the initial access viewpoint, Attacks from UE , At-
tacks from other mobile network and Attacks from IP-based net-
work have more unique paths than SIM-based attacks, Attacks from
radio access network and Attacks with physical access to trans-
port network . However, the result might not reflect the diversity of attack
paths initiated by insiders observed in the wild due to the limited number of
publications and public posts we found that describe insider attacks.

6.3.3 Common Subpaths — Association of Techniques

We investigated the common subpaths among the attacks to understand
the association of the techniques. Since there was no existing function in
Networkx to find common subpaths among paths, we developed our own
functions to find common subpaths containing three to five nodes. Table 6.2
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shows the common subpaths sorted by the number of occurrences.

Table 6.2: Common subpaths

#
of
nodes

Count Path

3

9 (Attacks from radio access network, Spoofed radio network, Pre-AKA techniques)
5 (Spoofed radio network, Pre-AKA techniques, UE protection evation)
4 (Pre-AKA techniques, UE protection evation, User-specific data)
4 (CN-specific scanning, Exploit roaming agreements, SS7-based techniques)
4 (Exploit roaming agreements, SS7-based techniques, Bypass firewall)
3 (Spoofed radio network, Threat intelligence gathering, Pre-AKA techniques)
3 (Pre-AKA techniques, UE protection evation, User-specific identifiers)
3 (Attacks from IP-based network, CN-specific scanning, GTP-based techniques)

3
(Threat intelligence gathering, SIP- and VoIP-based attacks, Exploit misconfigurations and imple-
mentation errors)

3 (Exploit roaming agreements, SS7-based techniques, Bypass home routing)

4

5
(Attacks from radio access network, Spoofed radio network, Pre-AKA techniques, UE protection
evation)

4 (CN-specific scanning, Exploit roaming agreements, SS7-based techniques, Bypass firewall)
3 (CN-specific scanning, Exploit roaming agreements, SS7-based techniques, Bypass home routing)
2 (Spoofed radio network, Pre-AKA techniques, UE protection evation, User-specific data)

2
(Attacks from radio access network, Spoofed radio network, Threat intelligence gathering, Pre-AKA
techniques)

2 (Spoofed radio network, Threat intelligence gathering, Pre-AKA techniques, UE protection evation)

2
(Attacks from UE, Threat intelligence gathering, SIP- and VoIP-based attacks, Exploit misconfigu-
rations and implementation errors)

2
(Attacks from IP-based network, Covert channels, Threat intelligence gathering, SIP- and VoIP-
based attacks)

2 (Attacks from radio access network, Spoofed radio network, Pre-AKA techniques, Downgrading)

5
2

(Attacks from radio access network, Spoofed radio network, Pre-AKA techniques, UE protection
evation, User-specific data)

2
(Attacks from radio access network, Spoofed radio network, Threat intelligence gathering, Pre-AKA
techniques, UE protection evation)

We observed strong association of techniques used in the attacks from the
radio access network. It is almost always linked to Pre-AKA techniques, UE
protection evasion, and DoS against the user, location tracking, and identity-
related attacks as impact. Another apparent association is from CN-specific
scanning, to exploit roaming agreements that use SS7-based techniques and
evade defense by bypassing firewall or home routing. However, the initial
access point and impact are not highly associated since an attacker can access
the roaming network using different techniques. Also, these core network
attacks can target more expansive attack surfaces and lead to various types
of impact.



Chapter 7

Framework Refinement

This section presents the peer modeling results of the initial Bhadra frame-
work. After comparing and discussing the differences in technique selections,
we proposed a refined framework by reorganizing and better defining the
techniques and tactics to improve the framework reliability and clarity.

7.1 Peer Modeling

Threat modeling is a subjective activity and final results differ based on many
factors, such as the details given in attack description and the expertise of
the modeler. To compensate on any discrepancy, author of this thesis and
the author of Bhadra (thesis advisor) modeled all 60 attacks independently
given the same attack sources and descriptions. The main goal from this
activity is to resolve differences in each model to understand whether the
existing taxonomy sufficed and the descriptions are clear. We refer to this
activity as peer modeling. This section presents the comparison of our attack
models and the main findings that contributed to refining the framework.

Figure 7.1 shows the peer modeling results from comparing the two sets of
60 attack models regarding the technique selection. Only around 19 percent
of the models are identical. While in the other attack models, the peer mod-
eller selected additional or less techniques compared to the models created
by the current author. The attack models may differ in three ways:

• The peer modeller selected other techniques that was not selected by
the current author. We refer to it as added techniques.

• The peer modeller did not select techniques that was selected by the
current author. We refer to it as removed techniques.
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• The peer modeller both added and removed techniques according to
the previous explanation.
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Both removed and added techniques
Added techniques only
Identical
Removed techniques only

Figure 7.1: Peer modeling result comparison of the 60 attack models

We further investigated the difference in each tactics and realized the
main divergences lie in Discovery , Initial Access , and Defense Eva-
sion phases as shown in Figure 7.3. Moreover, it is worth noticing that the
number of attack models with added techniques is higher than the ones with
removed techniques. Although our models vary, the findings are coherent
with our experience when we modeled the attacks. First, we realize that
one needs some expertise in mobile communication systems to understand
the possible Discovery and Defense Evasion techniques used during the
attacks as those two phases are usually not mentioned in the literature. Be-
sides, the technique selection also differs by the part of the network where
one’s expertise lies. Therefore, we found it reasonable that the selection of
techniques used in these two phases varies.

Similarly, for Initial Access, many attack sources did not specify their
initial access point, especially for attacks targeting the operator’s core net-
work. However, besides the lack of clarity from the description of the attack
sources, we also recognized some ambiguous naming and description of the
techniques in both Initial Access and Collection that result in differ-
ent understanding. For example, the Attacks with physical access to
transport network includes examples of an attacker initiating the attack
remotely without physical access [40]. Another ambiguity we found is that
Network-specific identifiers can be perceived as the identifiers specific
to the target operator’s network. However, one can also interpret them as
any network-related identifiers, such as the IP address of the UE.
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Figure 7.2: Number of different selected techniques by tactic

Figure 7.3 shows the techniques that were most frequently selected dif-
ferently. By following the techniques shown in the figure and discussing the
reasons behind our different technique selections in the attack models, we
understand what we need to clarify by renaming, reorganizing, and modify-
ing the descriptions in the modeling framework. We will explain in detail
our refinement logic and examples in the next section.

7.2 Refined Framework

There are two main iterations in the refinement process. In the first iteration,
we added SIP- and VoIP-based attacks as a new technique and renamed
Middlebox misconfiguration exploits to Exploit misconfiguration
and implementation errors so that it includes more attack vectors we
found during the attack collection and modeling process. SIP- and VoIP-
based attacks is used in early billing attacks on SIP-based VoIP system
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Figure 7.3: Number of different selected techniques by tactic

by replaying SIP messages to make unauthorized calls [55]. Moreover, due
to the lack of integrity checking in SIP-based messages, it is found that an
attacker can mount a DoS attack against network elements or target a user
by tampering the SIP message flow or payload or by flooding the network
elements [10]. Recent studies also found vulnerabilities such as SIP session
information leakage and lack of integrity protection against forged SIP mes-
sages sent in the IMS-based SMS Service, which relies on the SIP session
between SMS client on the phone and the IMS server [51]. We also found
that NAT middleboxes are not the only network elements that an attacker
can exploit due to misconfiguration. Other misimplementation and miscon-
figuration examples could be that the operator fails to implement suggested
security mechanisms such as IPSec or frequent allocation of temporary user
identifiers [22].

In the second iteration, we try to align the naming of techniques and the
purpose of each tactic with the ATT&CK framework. Moreover, we followed
the findings from peer modeling and updated the wording and examples
in each technique description to cover a wider range of attack vectors and
to provide a clearer explanation of each technique to support the modeling
process. Figure 7.4 shows an overview of the refined Bhadra framework, and
Table A.2 shows the detailed description of each technique. The following
section explains only the major changes.

In the attack mounting stage, we addedReconnaissance as a new tactic
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Figure 7.4: Refined Bhadra Threat Modeling Framework

since many of the attacks we collected require the attacker to have some prior
knowledge to the target operator’s network or user before trying to access
the network. Reconnaissance includes similar techniques and tools used in
Discovery. The main difference is that the Discovery phase focuses on what
the attacker can do after gaining a foothold inside the network. In contrast,
the Reconnaissance phase focuses on how the attacker can collect public
information before the initial access. For Initial Access , we renamed every
technique to better suit an attacker’s action. Moreover, Attacks with physical
access to transport network is further divided into Access from inside the
operator network and Access from the operator’s IP network infrastructure
to capture techniques used against different levels of network elements.

We revised the definition of Persistence to align with the ATT&CK
framework, in which persistent techniques have to be resistant to interrup-
tion. Therefore, we remove Spoofed radio network as the attacker cannot
persist the initial foothold once the UE disconnects from the fake base sta-
tion. Other changes in this phase include generalizing Infecting SIM card to
Hard-to-repair vulnerabilities to capture more attack vectors from the sup-
ply chain (e.g., Trojans embedded in the hardware or virus-infected software
updates) and existing vulnerabilities in the hardware or firmware such as
SIM cards. In the Discovery phase, we combined the original Port scan-
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ning or sweeping and Perimeter mapping techniques into Operator network
mapping, which generalized the tools and methods used by attackers to map
the operator’s network after gaining initial access.

In the attack execution phase, we added Core-network access from com-
promised base station to Lateral Movement as we found more evidence
that moving from a compromised cell to the core network is possible [47].
Moreover, we generalized DNS-based techniques to IP-based techniques in
Standard Protocol Misuse to include other TCP and UDP related at-
tacks, such as charging evasion [37]. Finally, in Defense Evasion , we
renamed Security audit camouflage to Malware anti-detection techniques so
that the technique name is more self-explanatory. Besides, we added Stealth
scanning as a new technique to include all the methods an attacker can use
to avoid detection by intrusion detection systems or log audit during the
reconnaissance and discovery stages.

In the attack result phase, we changed the naming of Network-specific
to Operator-specific. It better describes the collected information, which
could be any operator-related but not necessarily network-related, like roam-
ing agreements and charging policies. Moreover, we added Communication
metadata to distinguish from User data, which includes the content of com-
munication. The metadata describes other user-related properties such as
call and billing records. Finally, in the Impact stage, we generalized SMS
interception to SMS and IMS interception to include IMS service intercep-
tion.



Chapter 8

Evaluation and Results

To evaluate the framework refinement and the web tool, we designed and con-
ducted a usability study. There are three main goals of the usability study:
1) We want to test the reliability and correctness of the framework. Given
an attack scenario and the detailed descriptions of the techniques, a security
analyst with basic knowledge of mobile communication system should be able
to identify the techniques used in the attack, and two people performing the
same task will produce similar results. 2) We want to evaluate the frame-
work’s usefulness by exploring the potential use cases of the framework in
our participants’ daily work. 3) We want to understand the usability of the
tool itself. The evaluation criteria include easy navigation and intuitive user
interface.

8.1 Usability Study Design

Figure 8.1 shows the designed process of the usability study. We decided to
invite the participants to a one-hour interview. In the meeting invitation, we
included a demo video explaining the basic concepts of the Bhadra framework
and the basic functionality of the web tool. We started the interview with
a short discussion of their background knowledge in security, mobile com-
munication systems, and threat modeling, as well as their everyday work.
Knowing the participants’ background knowledge is important since their
expertise will most likely be reflected in the attack modeling process, as we
already discovered in the peer modeling.

We designed two tasks to evaluate the framework. In the first task, we
gave the participant a document containing a sample attack scenario, of
IMSI Catcher, as shown in Figure A.1. The participant was asked to read
the attack scenario and to model the techniques used in the attack tactic by
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Task:
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Task 1: Framework reliability and correctness
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Task: Select all techniques that applies and explain why you choose certain technique.

Goal: 1) Clarity of the techniques 2) Reliability of the framework  3) Usability of the tool

Live Meeting Interview

Knowledge of mobile communication system

Recap Questions

Figure 8.1: Usability study design [6]

tactic in our web tool. During the process, we reminded the participants to
read through each technique description provided in the tool. We observed
the participants and probed questions whenever they seemed confused, such
as “Does the name of the technique convey the same idea as the description?”,
“Is the description clear?”, “Can you think of any other examples of using
the technique besides what we have stated?” to understand the clarity of
the technique definitions and naming. Moreover, we compared their attack
models and the reasons behind their technique selections to evaluate the
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reliability of the framework and if there is any conflicting perception. Finally,
we observed and asked the participants regarding their fluency in using and
navigating the tool to evaluate the usability.

In the second task, we asked the participants to explore and describe po-
tential use cases of the framework based on their everyday work. Moreover,
we showed them the attacks we have collected and modeled on the Pattern
Analyzer page and discussed further applications of knowing the attack pat-
terns. We hope to understand the usefulness and future applications of the
framework and the priorities for improvement to get more widely adopted
from the discussion. Finally, we asked for general feedback and suggestions
at the end of the interview.

8.2 Results

We interviewed 11 participants among different teams in Nokia. In general,
the participants provided good feedback about the usability of the current
web tool with minor improvement suggestions and functionality wishes. Re-
garding the technique naming and definition, the participants stated that the
naming is generally clear with helpful examples in the technique description.
We observed that there was still some confusion in naming and definition
while the participants were trying to complete task 1, but did not find any
significant common misunderstanding about a specific technique. The fol-
lowing subsections will present the received feedback in more detail.

8.2.1 Usability of the Web Tool

From our observation, all participants could use the web tool to complete
task 1 intuitively without any further instructions besides the demo video.
However, two participants reflected that the meaning of the color coding in
Pattern Analyzer is unclear to them. Therefore, some explanation of the dif-
ferent colors would help to understand the information better. Moreover, we
recognized some difficulties for the participants to discover additional func-
tions, such as viewing comments and attack descriptions, changing framework
versions, and using existing attacks to create a new attack. Therefore, we
have listed more complete instructions and making the buttons intuitively
reflect their functionality as future improvements.

Besides the feedback on the existing functions, some participants also
expressed their wishes for future functions. For example, one interesting
suggestion from a security consultant is to highlight techniques from the
external network and link standard techniques (e.g., target intelligence gath-
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ering) to the MITRE ATT&CK framework. She said the reason to highlight
techniques from the external network is to remind the telecommunication
companies to protect against all forms of attack. Furthermore, linking stan-
dard techniques to the MITRE ATT&CK framework helps business partners
who are new to the telco environment, for example, cloud service providers in
5G, to understand quicker and better the context of the Bhadra framework.

8.2.2 Reliability of the Framework

There are two main factors that determine the reliability of the framework:
the clarity of the technique naming and description and the coverage of the
attack surface. However, as mentioned in the peer modeling section, the
similarity of the attack models is not a primary criterion due to the differences
in the users’ expertise and the lack of detailed description in the discovery
and defense evasion phase for most of the attack scenarios.

Figure 8.2 shows the aggregated attack models completed by each partic-
ipant in task 1. The color assigned to each technique is scaled from yellow to
red, meaning a technique box will be yellow if a technique is only selected by
one participant and red if selected by all. We will now explain some reasons
behind the different technique selections.

Figure 8.2: Attacks models from the participants

Even though all participants stated that most of the technique naming
and descriptions are clear, each participant encounters some confusion in dif-
ferent techniques. For example, in the Reconnaissance phase, some par-
ticipants considered the air interface as part of the perimeter in Perimeter
mapping of network infrastructure. In contrast, others said it is uncommon
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to include it. There was a similar issue for Perimeter mapping for mobile
regarding whether user identifiers are part of the mobile equipment perime-
ters. In the Persistence phase, one participant expressed doubt if tricking
the UE to continue connecting to the fake base station count as Infecting
network elements while other two participants doubted whether remotely
activating an IMSI catcher should be modeled in the persistence phase. If
it should, no technique seems suitable for this situation. In the Discovery
phase, we observed that the name UE knocking did not convey the same idea
as its description for all the participants. In the description of UE knock-
ing, we included both network-initiated or UE-initiated knocking examples
while many of the participants thought this technique could only be UE-
initiated. In the Defense Evasion phase, one participant pointed out that
the method used by an attacker to avoid the detection of IMSI catchers could
possibly be modeled in this phase. However, the closest technique he found
was Malware anti-detection technique. In the Collection phase, one partic-
ipant expressed doubt about which technique to choose for IMSI, as it is a
User-specific Identifier, but it is sometimes included in the Communication
metadata and User data. Finally, in the Impact phase, one participant said
it is unclear whose identity the Identity-related attacks technique is referring
to.

Regarding the attack surface coverage, most participants expressed a
strong urge to include 5G attacks. For example, some new protocols in
5G, such as HTTP/2, Transport Layer Security (TLS), and 5G-AKA, the
virtualization and cloud infrastructure deployment needs to be taken into
account. Other than the 5G attack surface, most participants replied that
no technique is missing from their experience. The current technique nam-
ing is general enough to include other methods that are not currently in
the examples of the technique descriptions. Only two participants working
on the Operating Support System (OSS) expressed their concern that the
framework does not cover the attacks from their perspective. Therefore, a
different version of the framework may be needed for the operations side of
mobile networks.

8.2.3 Exploring the potential use cases of the Frame-
work

In the second task of the usability study, we discussed and explored the
potential use cases of the framework together with our participants. We gen-
erally received positive feedback and interest in integrating the tool and the
framework or adopting the process we used to build this framework. We sum-



CHAPTER 8. EVALUATION AND RESULTS 64

marized the use cases that the participants mentioned into four categories:
mitigation and prevention, detection, threat intelligence sharing, and secu-
rity management. We will present the major use cases from our viewpoint
in the following discussion section.

Mitigation and Prevention

Using the framework for mitigation and prevention is mainly proposed by
participants from product security teams and end-to-end security analysts
for new systems. They believe that by exploring and imagining different
attack scenarios involving the given system or product using the framework,
they will be able to develop more complete test cases. Moreover, by using
the framework to visualize existing threats, it would be easier for the security
experts to communicate their proposed mitigation solutions to the customer
or higher managers in a simple and understandable form.

Detection and Investigation

Using the framework for detection and investigation is a common use case
that many participants mentioned. For example, for the incidence response
team, if there is a system that can map real-time events to the framework
and generate alerts based on previously seen attack patterns, it would accel-
erate their investigation and response. Moreover, with event mapping, the
security team can quickly identify new observed attack patterns and uncover
misconfigurations or issues in the networks and products.

Threat Intelligence Sharing

The participants all agreed that the Bhadra framework provides a standard
way and common understanding when sharing information about threats,
attacks, and the state of security in the system. For example, researchers in
academia can describe new attacks they find in a structured way. Disclosing
new attack patterns would also be more manageable for the industry than
disclosing a full incident report.

Security Management

From a business viewpoint, a security consultant we interviewed stated that
the Bhadra framework could help with risk assessment and security maturity
audit on the consulting customers as the framework provides a complete
picture of the network. Moreover, it would be more straightforward for them
to convey the audit result to higher management.
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Discussion

In this section, we will summarize our main findings and discuss their implica-
tions. Moreover, we will share the limitations and challenges we encountered
and how we plan to solve them. Finally, we will provide some future research
directions based on our findings.

9.1 Main Findings

First, the usability study results indicate that the refined framework reliabil-
ity is on an acceptable level. Based on our observations, the participants can
distinguish the techniques used in the attack scenarios clearly. Furthermore,
there is no systematic conflicting perception of the naming or descriptions
of the techniques, unlike what we discussed in the peer modeling section
about the earlier version. Moreover, we expanded the technique descriptions
by adding examples from our collected attacks. As reflected by the par-
ticipants, those examples and references help them better understand the
techniques and avoid possible miscommunication. We also validated the cov-
erage of the framework by modeling attacks from our literature survey. The
refined framework covers most of the attack surface except 5G according to
the participants’ experience. However, there is insufficient coverage of at-
tacks on the network management system and operation support system in
the framework. This is due to a lack of academic interest in those business
network elements, and we were not able to find many publicly known attacks
targeting them. Despite mostly positive feedback from the conducted usabil-
ity study interviews, we believe more interviews or a more complete survey
would help identify other weaknesses of the framework.

The usability results also show that we have successfully built a web tool
that is easy to use and would help support threat and attack modeling and
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analysis. Moreover, we demonstrated graph analysis use cases in Chapter
6 as a proof of concept for scoring indication and finding attack patterns
based on the modeled attacks. Even though the attack patterns we have
found so far seem trivial, we believe the attack pattern analysis will provide
more insights after adding sub-techniques linked to specific vulnerabilities in
the future. Finally, we proved the need for a threat modeling framework for
mobile communication systems. The framework is helpful for both academia
and industry, and the use cases mentioned by the participants are aligned
with our expectations for this framework.

Regardless of future applications such as automated attack detection and
support for penetration testing, the prominent current positioning of the
Bhadra framework is for both technical and business people among different
equipment manufacturers and operators to communicate based on a common
conceptual framework. Summarizing and visualizing the threats and attack
vectors reduces the technological background requirement for anyone to un-
derstand the information. Moreover, it helps the standardization process to
be more productive by providing a common taxonomy.

9.2 Limitations

As mentioned in the previous sections, one major limitation of the thesis is
that we collected most attacks from academic papers and online resources
but not from incident reports from companies or from attacks observed in
the wild. Therefore, it is difficult to measure the reliability of the framework
since we can only evaluate the coverage of the attack surface based on the
available data. Moreover, we have mentioned that the graph analysis is a
proof of concept since the attack sources do not include every step that the
attackers need to go through to achieve their goals, and we had to make some
assumptions based on our experience. Therefore, we need more evidence to
estimate the exploitability of each technique. Moreover, the real impact
regarding money loss to the company is unknown.

Another limitation of this framework is that we only consider attack vec-
tors from 2G to 4G, but not 5G. We understand that many parties are
interested in 5G attack vectors and would benefit from a threat modeling
framework that includes them. However, there are some difficulties and de-
bates about how to integrate 5G’s new technological concepts, such as Soft-
ware Defined Networking (SDN), Network Function Virtualization (NFV),
and cloud computing [2], the evolving IP-based communication protocols,
and the growing network components. As the 5G threat landscape is get-
ting more tightly coupled with the threat landscape of the public Internet,
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how to maintain the positioning of this framework, which is domain-specific
for the telecommunication industry, while covering as much attack surface
as possible is a challenge. Besides, 5G implementation is still a continuing
process, and the current security reports or attacks targeting 5G are mostly
based on the functional specification but not on actual implementations.

Despite the obstacles, good starting points exist for categorizing poten-
tial vulnerabilities. For example, ENISA Threat Landscape For 5G Net-
work Report [12] presents a detailed security analysis and lists potential
vulnerabilities specific to each 5G network component, including UE, RAN,
CN, NFV, SDN, Management and Network Orchestrator, Multi-access Edge
Computing, Security Architecture, and 5G Physical Infrastructure compo-
nents. These resources will help evaluate the security of future 5G implemen-
tation and deployment and can guide the Bhadra framework development.

9.3 Future Directions

For this framework to develop and become a common conceptual frame-
work for the telecommunication industry, more parties need to be involved,
and the framework development should be community-driven to establish
the trust for threat intelligence sharing. Moreover, we believe the industry
needs a shared database to report and gather known vulnerabilities, simi-
lar to the Common Vulnerabilities and Exposures (CVE) program1. Even
though there is a reporting program called Coordinated Vulnerability Disclo-
sure (CVD)2 initiated by 3GPP in 2018, the industry is still relatively closed,
and the willingness to disclose vulnerabilities is low based on the informa-
tion we gathered from our interviewees. We hope to establish a more open
threat intelligence sharing atmosphere in the telecommunication industry by
initiating this project.

To extend further, the techniques we have defined so far can be expanded
by adding sub-techniques that link to specific examples or exploits that would
help enable the use cases we mentioned in the previous section. Doing so can
provide both a high-level security overview of the system that is tractable and
a comprehensive view that can help pinpoint the vulnerabilities and apply
the necessary mitigation methods quickly.

1https://cve.mitre.org/
2https://www.3gpp.org/coordinated-vulnerability-disclosure-cvd
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Conclusions

In this work, we improved the Bhadra threat modeling framework for mo-
bile networks by expanding its knowledge base, adding Reconnaissance as a
new tactic to include adversary behaviors before gaining initial access, and
enumerating missing techniques based on the literature survey. Moreover,
we modified and reorganized techniques based on the peer modeling result
and input from other security experts. We provided an overview of the back-
ground in mobile communication systems and threat modeling frameworks.
We developed a web tool to support the threat and attack modeling process
and analysis. Furthermore, we modeled 60 attacks collected from a litera-
ture survey using our tool and demonstrated graph analysis techniques to
gain insight on the importance of the techniques to attackers, the diversity
of attack paths an attacker can choose, and the common attack patterns.

We collected feedback from a usability study to improve the web tool.
Besides, we evaluated the reliability of the refined framework and its useful-
ness by exploring future use cases together with the participants. Finally,
we discussed our findings and limitations for the framework. Hopefully, our
work initiates more open conversation and research attention on the security
of the telecommunication industry.
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LTE security disabled: misconfiguration in commercial networks. In

69



BIBLIOGRAPHY 70

Proceedings of the 12th conference on security and privacy in wireless
and mobile networks, pages 261–266. ACM.
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Table A.1: Modeled Attack from Collected Articles and Papers

Source Year Title Modeled Attack Name

GroupI 2007
Billing Attacks on SIP-Based VoIP
System [55] • SIP-based VoIP Billing Attack

GroupI 2010
Survey of network security sys-
tems to counter SIP-based denial-
of-service attacks. [10]

• SIP message payload tempering

• SIP message flooding

• SIP message flow Tempering

GroupI 2012
Mobile data charging: new attacks
and countermeasures. [37]

• Toll-free data access attack

• Stealth Spam Attack in UDP-based Ser-
vices - VoIP

• Stealth Spam Attack with Malicious Link
Connection

Articles 2013
SIM cards are prone to remote
hacking [31] • Remote SIM hacking

GroupI 2014
Unveiling the hidden dangers of
public IP addresses in 4G/LTE cel-
lular data networks [32]

• Data Quota Drain

• Battery Drain

GroupI 2014
Gaining control of cellular traffic
accounting by spurious TCP re-
transmission. [16]

• TCP retransmission attacks - Usage Infla-
tion

• TCP retransmission attacks - Free riding

Article 2014
On Her Majesty’s Secret Service:
GRX & A Spy Agency [43] • GTP Data Session Hijacking

GroupI 2015
Analysis and mitigation of recent
attacks on mobile communication
backend [39]

• Location disclosure using call setup mes-
sages

GroupI 2015 LTE and IMSI catcher myths [7] • Simple IMSI Catcher

GroupI 2015

Unblocking stolen mobile devices
using SS7-MAP vulnerabilities:
Exploiting the relationship be-
tween IMEI and IMSI for EIR ac-
cess. [41]

• Unblocking stolen mobile devices using
SS7-MAP

GroupI 2015
Breaking and fixing volte: Exploit-
ing hidden data channels and mis-
implementations [28]

• VoLTE Mis-implementation: Permission
model mismatch

• VoLTE Mis-implementation: Direct Com-
munication in P-GW



APPENDIX A. APPENDIX 77

Source Year Title Modeled Attack Name

Article 2015

Not So Securus: Massive Hack of
70 Million Prisoner Phone Calls
Indicates Violations of Attorney-
Client Privilege. [25]

• Illegitimate Surveillance

GroupI 2016
User location tracking attacks for
LTE networks using the interwork-
ing functionality [21]

• IMSI catcher with interworking functions

• Location disclosure using CAMEL mes-
sages

GroupI 2016
New security threats caused by
IMS-based SMS service in 4G LTE
networks. [51]

• IMS-based SMS - Silent SMS abuse

• IMS-based SMS - client DoS

• IMS-based SMS - SMS spoofing

• IMS-based SMS - SMS spamming towards
IMS

GroupI 2017
Subscriber profile extraction and
modification via diameter inter-
connection. [19]

• Extraction and Modification of Subscriber
Profile

GroupI 2017
Diameter Security: An Auditor’s
Viewpoint [33]

• DoS on subscriber via S6a messages

• Location tracking via Sh User-Data-
Request

Article 2017
Threats to packet core security of
4G networks [49]

• EPC Tunnel Endpoint Identifier Thief

• GTP-based IMSI catcher

• GTP-based billing evasion - Create session
Request

• Exploit Charging Gateway Function

• Connection Hijacking with GTP messages

• GTP-based DoS attack on subscribers

• GTP-based DoS attack on the operator’s
equipment

• Control packets inside a user tunnel:
GTP-in-GTP

GroupI 2017
SMS and one-time-password inter-
ception in LTE networks. [20] • Diameter-based SMS Interception

GroupI 2018

GUTI Reallocation Demystified:
Cellular Location Tracking with
Changing Temporary Identifier
[22]

• Location Tracking Attack on VoLTE User

• Smart Tracking Attack

Article 2018
How Criminals Recruit Telecom
Employees to Help Them Hijack
SIM Cards. [15]

• SIM Swap Attack

GroupI 2018
LTEInspector: A systematic ap-
proach for adversarial testing of 4G
LTE [23]

• 4G LTE Paging Channel Hijacking

• 4G LTE Authentication Relay Attack
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Source Year Title Modeled Attack Name

GroupI 2019
Touching the untouchables: Dy-
namic security analysis of the LTE
control plane. [29]

• BTS resource depletion attack

• Blind DoS attack

Article 2019
Understanding How IMSI- Catch-
ers Exploit Cell Networks. [36]

• IMSI Catcher - Communication Intercep-
tion

• Basic Location Area Test

• Smart Paging Test

• Active GPS location tracking

• TAU Reject - Communication Intercep-
tion

• TAU Reject - DoS

GroupI 2019 Breaking LTE on layer two [45]
• LTE User Data Manipulation Attack

• Passive Layer 2 Attack - Identity Mapping
Attack

Article 2019
MESSAGETAP: Whofis Reading
Your Text Messages? [42] • MessageTap

GroupI 2019
LTE security disabled: misconfig-
uration in commercial networks [8]

• Impersonation Attack based on Misconfig-
uration

GroupI 2019
LTE Phone Number Catcher: A
Practical Attack against Mobile
Privacy. [53]

• LTE Phone Number Catcher

GroupI 2019
Hidden Agendas: bypassing
GSMA recommendations on SS7
networks. [38]

• SS7 - Use ACN for illegitimate component

• SS7 - Modify user profile with InsertSub-
scriberData Message

• SS7 - Operation Cod Tag Misuse

Article 2019
Simjacker - Next Generation Spy-
ing Over Mobile [48] • SimJacker

GroupI 2020
IMP4GT: IMPersonation Attacks
in 4G NeTworks. [46] • IMPersonation Attacks in 4G Networks
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Table A.2: Refined Bhadra Framework

Tactics Name Description

R
ec
o
n
n
a
is
sa
n
ce

Perimeter
mapping of
network infras-
tructure

An adversary can gather specific information of a target network infras-
tructure by using search engines, IR.21 directory lookup, DNS enumeration
and AS lookup to discover potential IP address, and perform IP and port
scanning.

Perimeter
mapping for
mobiles

An adversay can gain specific information of a target user equipment by
utilizing dynamic DNS , exhaustive enumeration of NAT IPv4 addresses
and ports, logging on web servers, and IP and port scanning. Besides
Internet-based perimeter mapping, an attacker can also use other perime-
ter mapping techniques, such as IMSI catcher, to gain user identifiers (e.g.,
IMSI, IMEI, TSMI, MSISDN...) required for further attacks.

Target in-
telligence
gathering

An adversary can also gather generic information about its target user
or network by looking up business and technical documentation, roaming
contracts, subscriber geolocation etc.

In
it
ia
l
A
cc
es
s

Access from
UE

An adversary can get access into the mobile network via any software,
application, or hardware components of user equipment with or without
user cooperation (e.g., rooting the phone or baseband modem)

SIM-based
compromise

Obtaining physical smart cards, namely SIM from 2G, USIM from 3G,
and UICC from 4G networks, helps attacker gain access to the IMSI and
master encryption key of the target, which can then be used to impersonate
the mobile subscriber to the network. Also, built-in functionalities in the
smart cards can also be used to infiltrate a target UE. Compromised UICC
supply chain, e.g. keys leak or bad RNG, SIM replaced, compromised
or incompetent subscription sales channel (e.g. identity poor proofing),
compromised Subscription manager data preparation (SM-DP+) server
for eUICC.

Access from
Radio Access
Network

Rogue radio access point is a common attack vector where an adversary
with radio capabilities, or who can setup Cell Site Simulators (CSSs) im-
personates the mobile network to the UE (or vice versa). Besides using
spoofed base stations to target UE, and attacker who has compromised
RAN can target CN or UE.

Access from
partner mobile
network

An adversary with access to partner network nodes can launch attacks
from a partner mobile operator via Interconnection and Roaming Network
(IRN), mainly during roaming scenarios.

Access from in-
side the opera-
tor network

Attacks conducted by evil mobile operators, law enforcement agencies for
legal interception and human insiders with access to network nodes and
launched from the victim’s own operator’s core network.

Access from
operator’s
IP network
infrastructure

An attacker can gain access through compromised routers and middleboxes
and other underlying IP network equipment and links.

Access from
the public
Internet

An adversary can use all Internet-based attack techniques to infuse mali-
cious traffic into an operator’s network from the service and application
network, or IP-based packet switching networks in 4G.

Compromised
Insiders and
Human Errors

Adversaries can breach or leverage human insiders with access to any com-
ponent of the mobile communication ecosystem to intentionally or unin-
tentionally compromise the network.
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P
er
si
st
en

ce

Infected UE
hardware or
software

An adversary retains control over an UE hardware (e.g., in case of supply
chain bugs) as long as it takes the victim to replaces them. Unlike software
vulnerabilities, these vulnerabilities cannot be eradicated with a security
patch. Malware installed in the case of mobile bots or through the mali-
cious app will give persistent access for as long as they remain undetected
by mobile anti-virus solutions or by networks.

Infecting net-
work elements

Adversaries retain control over the infected network nodes, virtual network
functions, and APT for as long as it takes the operators to detect and patch
them.

Hard-to-repair
vulnerabilities

An adversary can persist their access due to hardware and firmware vul-
nerabilities, insufficient software updates for network equipment or user
equipment, old SIM or phone with outdated crypto (e.g. old A5).

Command
and control
channels

An adversary can try to hide its presence from the protection mechanism
by opening up covert channels on the point of initial access. Such covert
channels could be anything from opening a network port to installing mali-
cious script or remote management software for accessing the compromised
entity even if they lose control over their initial foothold.

D
is
co
v
er
y

Operator net-
work mapping

An adversary can use common IP-based tools to map target operator’s
network, such as performing ASN and IP lookups alongside port scanning
to map their attack surface after initial access. There is a wide range of
publicly available resources for perimeter mapping, such as command-line
utilities (e.g., nmap and whois), web-based lookup tools and official APIs
provided by the Internet registrars that assign the ASNs. An adversary
who has gained access to any of the internal nodes of an operator can use
common port scanning or sweeping tools to probe servers or hosts with
open ports.

CN-protocol
scanning

An adversary can use publicly available tools such as GTScan, SigPloit,
SCTPScan and GTPScan for discovering the network that is not acces-
sible via IP-based tools. Older mobile generations use point codes and
Global Titles (GT) for uniquely identifying signaling nodes and for sig-
naling routing from core networks. An adversary needs different tools for
scanning nodes that rely on non-IP protocols, such as GTP and SCTP.
Those protocols used within the premise of an operator’s network are of-
ten unauthenticated because a trusted environment is assumed when these
protocols are used. Hence, initial access to the network alone suffices for
an adversary to prove its authenticity.

Target in-
telligence
gathering

Due to misconfigurations, critical nodes of mobile operators are sometimes
visible over public networks. An adversary can use plenty of public and
commercial services (e.g. Shodan and Censys) that compile from multiple
sources and share almost real-time threat information to discover such
publicly exposed IPs of critical infrastructure and services behind such
IPs with known vulnerabilities .

Internal re-
source search

An adversary who has internal access can collect information from sen-
sitive databases, such as IR.21 related resources, which stores up-to-date
information about mobile operator’s own network infrastructure details,
interconnection, roaming, and inter-operator billing agreements in a stan-
dardized manner. Similar to files system enumeration and databases access
in enterprise networks.

UE knocking

UE knocking includes the scanning of UE ports and capabilities from the
operator network. This is similar to how network nodes can be scanned
or mapped. A radio link attackers or compromised mobile operators can
test the presence or absence of an UE (based on the associated IMSI) in
a given location. UE knocking can also be used for checking other SIM-
and UE-specific parameters (e.g., support for specific mobile generation
and cipher suites), which helps the adversary in knowing its target more
in detail.



APPENDIX A. APPENDIX 81
L
a
te
ra
l
M
o
v
em

en
t Exploiting

roaming agree-
ments

An adversary can exploit roaming agreements to gain access to other op-
erators.

Abusing inter-
working func-
tionality

An adversary can abuse inter-working functionalities, which enable inter-
operability between the different mobile network generation by translating
communication messages from one protocol stack to another (e.g. SS7 mes-
sages of 2G/GSM to Diameter messages of 4G communication, ISDN to
SIP). By moving between networks of different generations, an attacker
can exploit vulnerabilities in less-secured generation.

Core-network
access from
compromised
bases station

An adversary who has compromised a base station can try to gain further
access to the core network functions.

Exploiting
platform- and
service-specific
vulnerabilities

Once an adversary has infiltrated into the internals of the network, it has
a much broader attack surface to explore. The adversary can, e.g., con-
duct privilege escalation and process injection for gaining administrative
rights, password cracking of valid user accounts on the nodes, exploit vul-
nerabilities in databases and file systems, and take advantage of improper
configurations of routers and switches. This category can be expand to
different threat models that are outside the scope of this framework.

S
ta
n
d
a
rd

P
ro
to
co

l
M
is
u
se SS7-based

techniques

An adversary who has access to operator networks can use SS7 messages
(e.g. InsertSubscriberData and SendRoutingInfoForSM) as an attack vec-
tor due its lack of authentication mechanism to perform malicious ac-
tivities, such as modifying and getting target user profile. Moreover, an
adversary can exploit vulnerabilities and mis-implementation of SS7-MAP
(Mobile Application Part) signaling protocol to compromise the commu-
nication between nodes in GSM, UMTS, and GPRS core networks (e.g.
HLR, VRL, MSC, EIR, AC, SMSC, and SGSN).

DIAMETER-
based tech-
niques

An adversary can exploit vulnerabilities in Diameter protocol and its mes-
sages similar to SS7-based techniques due to improper deployment of the
security features (e.g. in Diameter Edge Agent) and lack of authentica-
tion. Also, SS7-based attacks can be translated into Diameter attacks
using GSM-to-LTE inter-working functions even if the adversary has lim-
ited knowledge of LTE networks.

GTP-based
techniques

An adversary can exploit vulnerabilities in GTP, another protocol with
no built-in security support e.g., for authentication. Unlike the other two
signaling-based attacks (SS7- and Diameter-based attack), which originate
mostly from an evil roaming partner’s or the operator’s own premise, the
attack surface for GTP is much broader. Adversaries can use GTP-based
attacks techniques also from external sources, including the public Inter-
net.

IP-based tech-
niques

An adversary can evade data usage charges by exploiting the policy loop-
holes when the operator allows certain free service (e.g., DNS service, TCP
retransmission) and do not retrict the traffic through these free channels.
Practical methods include setting up tunneling through DNS.

Pre-AKA tech-
niques

An adversary can use the non-integrity and non-confidentiality protected
signaling messages (e.g. messages during RRC procedure) that is sent be-
fore AKA protocol to intercept or forge the radio communication between
the UE and mobile network (base station). The UE has to blindly trust the
network, which attracts adversaries with radio link capabilities to exploit
such trust using Pre-AKA attack techniques.
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SIP-based
attacks

An adversary can inject forged SIP messages into a SIP session since the
messages are not integrity protected, and encryption is not mandatory and
implemented by all operators. SIP is primarily used to setup and terminate
voice/video calls (e.g. VoIP, VoLTE) and control signaling operations for
other multimedia communication sessions (e.g. IMS). By injecting forged
SIP messages, an attacker can perform Denial of service (DoS) attack or
cause billing fraud.

D
ef
en

se
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Malware anti-
detection tech-
niques

The operating systems, software, and services used on the network nodes
are prone to security vulnerabilities and installation of unwanted mal-
ware. Although operators conduct routine security audits to track and
patch the vulnerabilities or remove the malware from the infected nodes,
an adversary can remain undetected from such audits sometimes as their
effectiveness is not gauranteed.

Stealth scan-
ning

Avoid detection of reconnaissance and discovery techniques by IDS or log
audit, e.g. slow and randomized scan from large botnet

Blacklist eva-
sion

Mobile operators often maintain a blacklist to control spam due to config-
uration errors and malicious traffic. Such defense mechanisms may defend
against unsolicited traffic from external networks (e.g., from the public
Internet and SAN), but it barely serves its purpose in the case of attacks
from inter-operator communications. Since most of the communication
protocols are unauthenticated in nature, an attacker with knowledge of
identifiers of the allowed nodes (i.e. gained during the discovery phase)
can impersonate their identity and evade the blacklist checking.

Exploit mis-
configurations
and imple-
mentation
errors

An adversary can exploit the misconfiguration and implementation prob-
lems of operators to bypass security checking. For example, NAT middle-
boxes are used for separating private networks of mobile operators from
public Internet works as the second line of defense. However, studies have
shown that the middleboxes deployed by operators are prone to miscon-
figurations that allow adversaries to infiltrate malicious traffic into mobile
networks.

Bypass firewall

Adversaries (e.g., evil operators) can exploit the implicit trust between
roaming partners as a bypass firewall technique by hiding attack traffic
amongst the massive amount legitimate signaling traffic exchanged be-
tween roaming partners. Other attackers can also control the level of
usage-inflation to avoid usage-inflation detection from the operators, or
encaptulate malicious components into legitimate messages.

Bypass home
routing

If the SMS routers are incorrectly configured, adversaries can hide SMS
delivery location queries within other messages so that the SMS home
router fails to process them. SMS home routing is a defense mechanism,
where an additional SMS router intervenes in external location queries
for SMS deliveries, and the roaming network takes the responsibility of
delivering the SMS without providing location information to the external
entity.

Downgrading

Radio link attackers can block service over newer generations and force
target UE to downgrade to lower generations, for example GSM radio
network since an attacker can then exploit its uses of weak cryptographic
primitives, lack of integrity protection of the radio channels, and one-sided
authentication.

Redirection

An adversary can forcefully routes the traffic through networks or compo-
nents that are under its control. By redirecting traffic to an unsafe network,
the adversary can intercept mobile communication (e.g., calls and SMS)
on the RAN part, or result in not only communication interception, but
also in billing discrepancies on the core network, as an adversary can route
the calls of a mobile user from its home network through a foreign network
on a higher call rate.
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UE protection
evasion (maybe
remove)

Attacker can exploit the fact that mobile network-based attacks cannot
be detected or defended effectively from UE’s side by traditional antivirus
apps, and such attacks do not trigger any visual signs. Attacker can also
send silent SMS or initiate silent calls to avoid UE notification.

C
o
ll
ec
ti
o
n

Admin, node,
and user cre-
dentials

Stealing admin credentials for critical nodes gives use persistence in the
network and may give access to sensitive data. Stealing node credentials
enables the attacker to impersonate the network elements. It is usually
not possible to extract the user credentials (e.g., Ki for SIM), but the
adversary may be able access and use them.

User-specific
identifiers

User-specific identifiers such as IMSI and IMEI are an indicator for who
owns UE with a specific subscription and where a UE is located physically.
Since mobile users always keep their mobile phones physically near them,
an adversary with the knowledge of these permanent identifiers will be able
to determine whether or not a user is in a specific location. Same use for
TSMI and GUTI. Even though these identifiers should be used changed
frequently, research has shown otherwise, and an attacker is still be able
to locate a target UE by collecting these temporarily identifiers.

Communication
metadata

Adversaries can collect several types of user-specific medadata such as call
records, SMS and IMS metadata, billing records, real-time location data,
and location history. For data communication, the adversary may be able
to see the user’s IP address history as well as DNS queries and accessed
internet server addresses. Location data can also be collected on bulk, e.g,
location dumps from base stations.

User data
Adversaries may try to intercept phone calls, end-to-end data communi-
cation, and SMS and IMS content.

Operator-
specific identi-
fiers

Adversaries aim to collect operator-specific network identifiers such as GTs
and IPs of critical nodes and Tunnel Endpoint Identifier (TEID) of GTP
tunnels from operators’ networks.

Operator data

Adversaries is interested in operator data that are obtained mainly during
the execution of discovery tactics. Such data includes, e.g., the network
topology, the trust relationship between different nodes and operators,
routing metadata, and statistical information about network usage and use
mobility. Naturally, the attacker would also want to get hold of sensitive
technical and business documents.

Im
p
a
ct

Location track-
ing

Adversaries can track targets’ location by collecting the location iden-
tifiers (e.g. Mobile Country Code, Mobile Network Code, Loacation
Area/Tracking Area Code, Routing Area Code, cell ID, or MME serving
area) where the target is located. Some degree of user location tracking is
required for the fundamental working of mobile network technologies (e.g.,
for continuous handovers), where a UE regularly discloses its location to
the mobile networks in legitimate scenarios. The same can be exploited
by different kinds of adversaries.

Call intercep-
tion

Adversaries can eavesdrop on targets’ call without the target user notice.

SMS and IMS
interception

Similar to call eavesdropping, but specific to SMS.

Data intercep-
tion

An adversary can intercept or modify the content by stripping off the
encryption on the radio link layer or injecting messages via signaling pro-
tocols (GTP in this case).

Billing fraud

An adversary can cause financial discrepancies. The adversary could evade
charging of its own usage or shift the charges to another user. A malicious
operator could present fraudulent roaming charges. In direct operator
billing, the adversary may be abel to bill the user fraudulently or make
purchases that will be billed to the user.



APPENDIX A. APPENDIX 84

DoS against
the network

Adversaries can perform Denial of Service (DoS) Network attacks to de-
grade or block mobile services to users. An attacker can create signaling
havoc in specific nodes of operators by repeatedly triggering resource al-
location or revocation requests. Such attacks are capable of exhausting
powerful core network nodes such as the HLR, MME and the base sta-
tions.

DoS against a
specific user

Adversaries can also target towards denying service to mobile users by, for
example, radio jamming, alter users’ subscription profile using forged SS7
and Diameter messages in roaming scenarios.

Identity-
related attacks

When the phone network is used for authentication (e.g., SMS as 2FA),
ability to impersonate a user or to interecept traffic can lead to identity
theft. Impersonating another user could be used as a means for anonymiz-
ing and hiding malicious activity, such as sending spam or sharing copy-
righted content. Ability to impersonate an IoT device may also lead to
attacks.
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Figure A.1: Attack Scenario - IMSI Catcher

Task 1: Please model the described attacks below. 
 

a. IMSI-catcher  
 

• Generally, an attacker can set up an IMSI-catcher or a fake base station with the 
highest signal strength in the broadcast area that the target is receiving.  

o In LTE, tricking a mobile phone into connecting the attacker's fake base 
station/IMSI catcher is also possible by exploiting the absolute priority-based 
cell reselection mechanism. This mechanism forces the mobile phone to 
connect to a base station operating on a higher priority frequency than the 
one it is currently connected to. The attacker can extract priority frequencies 
from the unencrypted configuration messages broadcast by the real base 
station. 

 
• The target mobile phone will automatically connect to the base station broadcasting 

highest signal strength.  
 

• Then, the target mobile phone will send its security capabilities (e.g., encryption 
capabilities) to the fake base station/IMSI-catcher. 

 
• But since the fake base station is controlled by the attacker, it can ignore the 

response and disable the encryption.  
 

• Afterwards, the fake base station/ IMSI catcher can send an Identity Request, which 
is normally used for authentication process, and collect the target's IMSI.  
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