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Introduction  

There are three main motivations behind this paper - a multidisciplinary approach to the 

study of biometric facial recognition, surveillance mechanism and visual culture. Firstly, 

Michael Foucault’s well-known ‘disciplinary society’ has been a favourite approach for 

surveillance studies and sociology. However, after many years of new technology 

development, these studies is not effectively explaining the impact of digital technology on 

social control in the 21st century. The old surveillance approach has become increasingly 

incapable of explaining biometric surveillance systems in the digital era. 

Secondly, the study of how biometric facial technology revolutionises social, political and 

economic mechanisms has become an important focus for sociology and cultural studies. 

After a decade of focusing on technological skills in computer science, many investigators 

have recently turned to study biometric technology’s impact on human rights and social 

equality. Also, researchers in the field of visual culture have started to study the impact of 

facial recognition technology on identification. Many papers have discussed the social 

sorting and inequality brought by facial recognition technology. These previous research on 

technology and sociology provide rich academic references and background context for this 

paper.  

Thirdly, a considerable amount of research has been conducted on biometric surveillance, 

but little of it focuses on visual culture and contemporary art. Previous research has tended 

to focus on the application and technical features of facial recognition, but few studies 

employ a multidisciplinary approach to facial recognition and the significance of face in the 

field of visual culture. Hence, it is desirable to carry out a study on the importance of face 

and mask in visual culture, identification, and biometric surveillance system.  
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The organization of the thesis is as follows:  

Chapter 1 The threats for human democracy under biometric technology 

Chapter 2 The significance of the face in biometric technology 

Chapter 3 Artistic responses to surveillance technologies 

Chapter 4 My artistic component  

This paper incorporates multidisciplinary research on technology, sociology and visual 

culture. The aim of this study was to elucidate biometric facial recognition technology in the 

field of visual culture and sociological studies. Thus, I attempt to study the modern 

surveillance system; how technology is applied to fulfil surveillance systems; and the impact 

of technology on human rights and human privacy in chapter 1 and 2. The second purpose 

is to investigate the significance of the face in biometric recognition; study artistic responses 

to biometric surveillance; and launches an artistic component of deterritorialization and 

reterritorialization: transforming numeric codes into visual languages for surface design in 

chapter 3 and 4.  

In order to understand the context of the topic, this paper reviews research by four scholars 

who study computing technology’s impact on society, politics and economy. Gilles 

Deleuze’s study on the society of control; Shoshana Zuboff’s studies on surveillance 

capitalism; Kelly Gate’s concerns on biometric power in society; David Lyon’s research on 

social sorting and inequality; Deleuze and Félix Guattari on deterritorialization and 

reterritorialization. These previous academic studies enriched the content and discussion in 

this paper.  
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In the responses to the facial surveillance technology system from the field of contemporary 

arts, a number of examples prompted this paper’s new direction in artistic concept and design 

ideas. Ultimately my artistic component offers a significant new perspective on visual 

culture and contemporary art. This research project titles De and Re territorialization from 

my own practice on the process of Deterritorialization and Reterritorialization. 

Deterritorialization is a process of breaking territory, opening new forms and new ways from 

the subject; reterritorialization recodes and recreates new meaning out of the reterritorialized 

contents. My goal in this research is to demonstrate a contribution and complementary 

response to the discussion on surveillance technology and its impact in contemporary art. 

Last but noy the least, I anticipate this study shows certain new possibilities and practical 

implications for future studies in visual culture, contemporary art and design.  



Chapter 1
The threats to human democracy under 
biometric technology
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In the 21st century, surveillance mechanisms have applied biometric technology to the 

process of identity verification and behaviour prediction. Scientists use the human body as 

a resource to predict people’s needs, choices, and behaviour. Surveillance systems have 

changed every individual’s life, working modes and social interaction. The invention and 

intervention of technology as a method of control has changed the system both in the 

commercial realm and government surveillance policy. This chapter begins with defining 

surveillance systems and exploring biometric technology’s application in surveillance 

systems. It then compares two different surveillance concepts, the disciplinary society and 

society of control. Finally, it discusses how contemporary surveillance has become a threat 

to human privacy and human rights. 

1.1 Two surveillance systems: disciplinary society and society of control 

What is Surveillance? According to the Oxford English Dictionary, surveillance means 

‘watch or guard kept over a person,’ targeting ‘a suspected person, a prisoner,’ ‘spying or 

supervision for direction or control, superintendence.’ Surveillance is a result of desire for 

control that affects forms of society and ways of life. 

Several scholars have defined technological surveillance as increased categorization and 

social manipulation. Sociologist David Lyon (2003) defines contemporary surveillance as a 

mechanism that assists authorities to produce data, profiles and categories from videos, 

biometric, genetics and digital algorithms. It functions to plan, predict and prevent human 

behaviour and decision making. Lyon argued that this manipulating and social sorting 

process of classification and normalization happens every day while people are at work, at 

home, at play or even traveling (p.13). Sociologist Elia Zureik (2003) further explains the 

definition of surveillance through the term ‘dataveillance’. He describes it as ‘a form of 
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record matching practiced by accessing and cross-referencing information stored in multiple 

data sources’ (p.42). This act of watching people is not just observation. Authorities also 

make predictions and construct categories of behaviour in every observed individual by 

statistical analysis. Zureik argues that this act of transforming human physical, behavioural 

and chemical features into codes and data is reminiscent of the Foucauldian view of the body 

as ‘an object to be watched, assessed and manipulated’ (p.37). Similarly, Lyon (2003) 

defined contemporary surveillance as a process aimed at “social sorting”, a tool for 

classifying normativity and non-normativity according to algorithms that are manipulated 

by human presumptions. Essentially, technology is not only helping authorities to observe 

people, it is changing identity verification methods and people’s way of life. 

Before the adoption of these new ways of life, the disciplinary society was the main 

surveillance mechanism being discussed in the academic field. This concept was introduced 

by Michael Foucault. Philosopher Gilles Deleuze described Foucault’s disciplinary society 

as a system that ‘initiates the organization of vast enclosure such as prison, school, factory 

and family’ (Deleuze, 1991, p.3). He also argued that after World War II, society started to 

change due to new technology and new social structures (p.3). The organization of vast 

enclosure environments are slowly disappearing, reducing or being replaced by new forces, 

new social structures and new ways of life. Enclosed space is changing into a home office 

or co-working space; school is becoming home-schooling; traditional family is replaced by 

the concept of co-living or single life. Deleuze (1991) wrote that ‘We have passed from one 

animal to the other, from the mole to the serpent, in the system under which we live, but also 

in our manner of living and in our relations with others.’ (p.5). At the end of the 20th century, 

authorities, political parties and private sectors with financial and political power adopted 

the society of control in different aspects of life.  
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These two concepts - the disciplinary society and the society of control - require comparison. 

- Discontinuous model and continuous network:  

In the disciplinary society, no matter where people end up, they start the same pattern again 

in new institutional environments. When people leave schools, they go to work places or 

factories. Everyone in the disciplinary society was a discontinuous producer of energy, 

which is always ‘starting again’. On the contrary, humans in the society of control are in a 

‘continuous network that never finishes with anything’. Relations with others are ‘coexisting 

in one’ and resemble a ‘universal system of deformation’ (Deleuze, 1991, p.5). The network 

of data is not limited by space and time. Once data is stored, companies, parties, authorities 

and hackers who control devices can access information for their own ends.  

- Individual and dividual 

Humans have shifted from individual into dividual. Scholar Dona Haraway (1991) argued 

that technology divides human into codes and measurable symbols. The wealthiest people 

and political influencers dominate technology and manipulate the human body into code. 

Haraway wrote that ‘modern medicine is also full of cyborgs, of couplings between organism 

and machine, each conceived as coded devices, in an intimacy and with a power that was 

not generated in the history of sexuality’ (p.6). Deleuze (1991) also suggested that the 

societies of control emphasized codes, and every individual as a subject is divided into 

‘dividual’:   

In the societies of control, on the other hand, what is important is no longer either a 

signature or a number, but a code: the code is a password, while on the other hand the 

disciplinary societies are regulated by watchwords (as much from the point of view of 
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integration as from that of resistance). The numerical language of control is made of 

codes that mark access to information or reject it. We no longer find ourselves dealing 

with the mass/individual pair. Individuals have become “dividuals,” and masses, 

samples, data, markets, or “banks”. (p.5) 

Deleuze clearly explained that in the society of control, an individual is not treated as a 

subject or a single body anymore. An individual is divided into symbols, data and numbers. 

Contemporary identity verifications (facial characteristics classifications, fingerprint 

identifications or iris recognitions) have identified multiple human characteristics; machines 

store the characteristics as measurable data. Practically, in order to integrate into society and 

access the services that we need, individuals must accept this system. Humans choose to 

become a ‘dividual’ and agree to personal data transparency. They approve facial recognition 

detection on Facebook, bank system facial recognition logins and approve authority border 

control. 

A crisis: biometric surveillance in the society of control and the power of legislation 

Deleuze’s view on new surveillance technology and the society of control accurately 

described the crisis we are facing nowadays. He argued that:  

‘the apparent acquittal of the disciplinary societies (between two incarcerations); and 

the limitless postponements of the societies of control (in continuous variation) are two 

very different modes of juridical life, and if our law is hesitant, itself in crisis, it’s 

because we are leaving one in order to enter into the other’ (Deleuze, 1991, p.5) 

The disciplinary society built in institutions compels people to behave in certain ways. 

Infrastructure such as schools, prisons and workplaces shape behaviour according to the 
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ideology of the authorities, who control with psychological perspective, punishment, and 

rewards. The new 21st century surveillance system, which Deleuze called a society of 

control, changed the mode of discipline through technology; human behaviour is 

manipulated by numerical way of identification, instead of psychological conditioning.  

Even though schools, prisons and working spaces still exist, people are no longer enforced 

by or care about institutions; they are manipulated by technology and data society. 

Technology companies work for authorities, they shape human behaviour, manipulate 

people’s ideas and affect their decision making. Shoshana Zuboff (2019) argues that 

legislation is not ready for or comprehensively supervising the use of technology in 

surveillance devices and the use of personal data by technology developers. The crisis is that 

while legislators are still living in the old model, biometric technology rapidly dominates 

every corner of society and our lives without a global understanding of the threat technology 

has already brought. Legislation is a time consuming and complicated process. It will be a 

challenging task for legislation to monitor the use of technology in the future when 

technology develops rapidly.  

1.2 Privacy and technology 

Biometric technologies have been comprehensively applied to many aspects of daily life 

around the world since 2001. Scholar Shoshana Zuboff (2019) argues this digital 

surveillance era in politics, economy and society had barely developed before 2001. The 

9/11 attack in 2001 not only caused death, injury and property damage, but changed the 

surveillance strategy in the U.S and the world in the 21st century. Machines successfully scan 

subjects’ physiological, chemical, or behavioural characteristics for verification and 

identification en masse after the 9/11 attack. National security was the spark that accelerated 
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the use of biometric technology in contemporary surveillance. Biometric Recognition 

has been widely used to reduce the possibility of terrorist attacks through facial recognition 

machines and CCTV systems. ‘Policy guidelines shifted from “need to know” to “need to 

share” as agencies were urged to tear down walls and blend databases for comprehensive 

information and analysis.’ (Zuboff, 2019). Authorities adopted biometric technologies for 

national security and the manufacturers helped this successful development. Also, new 

biometric technologies are deployed in public areas, commercial centers, workplaces, and 

every individual’s mobile devices. 

However, scholars, politicians and citizens are awakening to protect privacy and equality 

under biometric technology. People who are affected by surveillance control and biometrics 

technology know it is time to stop the manipulation from the system. Plenty of cases of 

unauthorized privacy collection have been found out by the media and the authorities. The 

most controversial issue is the Cambridge Analytica scandal involving politician, Facebook 

and private companies. 

In 2018, Facebook provided 87 million user’s personal data, page likes, birthday, public 

profile, news feed, timeline and messages to Cambridge Analytica. Cambridge Analytica 

helped Donald Trump’s 2016 presidential campaign to create psychographic profiles of 

users with the data provided from Facebook. The psychographic profile apps suggest 

particular types of advertisements for particular people and it can work effectively to 

persuade people to change their political choices. This cooperation among big technology 

companies, data analysis companies and politicians created an unprecedented threat to 

human privacy and social equality. Obviously, the Cambridge Analytica scandal is only one 

part of a bigger crisis where technology companies and politicians make regular use of users’ 

https://en.wikipedia.org/wiki/Donald_Trump
https://en.wikipedia.org/wiki/Donald_Trump_2016_presidential_campaign
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private data and violate legislation. It is challenging and redefining the necessity of human 

privacy. 

There is a debate about whether humans still need to maintain the right to privacy when 

private data is part of their public identity. However, Scholar Daniel Solove (2009) argued 

that ‘privacy is an issue of profound importance around the world. In the constitutional law 

of countries around the globe, privacy is enshrined as a fundamental right’ (p.14). Current 

legislation on the right to privacy allows us to live under protection. However, the 

information revolution or the ‘digital revolution’ are rapidly affecting the current privacy 

laws. Legislation and judicial process has failed to protect data privacy on the internet 

(Rengel, 2013). Solove (2009) argues that ‘the rise of the computer made privacy erupt into 

a frontline issue around the world’ (p. 16). Inevitably, our view on privacy is strongly 

affected and manipulated by digital technology while the rapid boost of personal digital data 

increases the amount of unacknowledged data collection by other parties; internet networks 

bring data to the global market where everyone is able to access and examine it; mechanisms 

on internet data protection are still not well established (Berman & Mulligan, 1999). Humans 

are standing at a crossroad and there is an urgent need to find a way to solve the struggle 

between human privacy and development of technology.   

As information networks bring data everywhere, the discussion on personal privacy 

protection in legislation progresses. However, most people aren't aware of personal data 

collection and how their information is being used while they click and visit websites 

(Rengel, 2013). Global companies, authorities and hackers collect and use data for various 

purposes through internet networks. The Cambridge Analytica scandal helped to partially 

break the silence on privacy protection. Last but not the least, without comprehensive and 
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pertinent legal reform on supervising technology companies and authorities, human rights 

will go backwards. What happened in Orwell’s 1984 could happen in some countries in the 

near future. 



Chapter 2
The significance of the face in biometric 
technology
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The face is a meaningful symbol of identification, and it has its own symbolic meaning and 

historical values. It is a prototype of biometric recognition, a cultural identity, and a strong 

visual symbol in art history. Thus, it is understandable that this paper chooses the face as a 

research subject for investigating the effect of biometric technology on visual culture and 

society.  

This Chapter aims to study the significance of the face in biometric technology. Firstly, it 

introduces biometric technology and how these systems work. Secondly, it studies how the 

face is seen by a computer and compares the process of facial detection and facial recognition. 

Thirdly, it emphasizes how instrumentarian power and surveillance capitalism with facial 

recognition technology threaten human rights and equality; the bias and racist problems 

brought by coding and algorithmic categorization. Finally, it studies how people use masks 

to respond on biometric recognition and how they escape from identity transparency.  

2.1 Biometric technology and surveillance  

Governments, organizations, enterprises and the private sector use biometric technology 

because it is comparatively a more accurate and convenient system in identification. 

Biometric systems are ‘technologies that scan a subject’s physiological, chemical or 

behavioral characteristic to verify or authenticate the subject’s identity’ (Pugliese, 2010, p.2). 

Physiological characteristics include fingerprint detection, facial recognition, iris 

recognition and voice verification; DNA matching falls into the category of chemical 

characteristics. Within biometric processes, when the subject presents in front of the machine 

or devices, it goes through three biometric operational steps (Pugliese, 2010, p.2): 
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1. Presentation: A subject presents a physical body, voice, movements or DNA for 

scanning, testing or enrolling in a biometric system.  

2. Template: Characteristics of the subject are converted into algorithmic data and are 

stored as a template in a server. This process enables template creation, and also enables 

consequent verification of a subject’s identity in the future. 

3.Verification: Rescanning the subject allows the algorithm to compare with a verifier 

that is saved in server. The server does the comparison, verification and reference with 

the original subject. 

Biometric technologies provide a verification and identification function that predicts and 

prevents human behaviour through mass data storage in servers. Airports, national borders 

and government departments have applied biometric machines and devices to strengthen the 

nation’s security. In addition, biometric facilities and networks are used as tools for 

identification and security in various enterprising environments such as health services, 

banking, amusement parks, financial transactions and retail shops (Vacca, 2007, p.3).  

2.2 Face perception in machine vision:  

In cultural practice, ‘seeing’ is a ‘physiological process that is shaped by social and historical 

forces.’ But a universal standard of face perception does not exist in ‘seeing’; it changes 

according to cultural practices, social needs and technological development. Machine vision 

is designed by humans, ‘computation in itself is also a culturally and historically specific 

way of analyzing faces and modeling visual perception.’ (Gate, 2011). The difference is that 

computer algorithms processing turns all the visual formats of a face into measurable formats, 

indexable and quantifiable objects. Once the visual format of a face turns into the numerical 
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language of codes and data, identification processes seem more accurate, efficient and 

function much better than human cultural practice of ‘seeing’.   

In biometric technology, facial detection and facial recognition are the essential process for 

identity verification. But they are different within the purpose and the process of machine 

learning. Biometric Facial detection is a process where machines or devices locate and 

capture the human face. It is able to verify the presence of human faces through algorithm 

processing. Within the captured images or videos, face detection extracts a human face from 

the backgrounds and human bodies by using algorithmic machine learning and formulas. In 

the complex face detection process, eyes and eyebrows are the first biological features that 

algorithms start to detect, then it proceeds to the detection of human month, nose, shape of 

face and iris (Facefirst, 2020).  

Biometric facial recognition is a machine learning skill to confirm the identity of a human 

face after successfully detecting a face. Once the machine detected a human face, algorithms 

verify the identity through comparing the facial features in a database that stores detected 

faces. The facial recognition process is not 100% accurate, it can only verify the identity 

from the closest face in the database. Nevertheless, CCTV in public areas, Facebook’s 

automatic tagging function and the mobile phone unlock function are commonly used 

algorithms to process facial recognition. Since they can identify a person, they are more 

sensitive and controlling tools in terms of privacy and security. Biometric surveillance is a 

rather effective surveillance and identification system; it is commonly being used in banks, 

supermarkets, stores, airports and public facilities for crime prevention and security. It is 

also applied in social media such as Facebook and Snapchat; face verification in bank service, 

e-business and authorities’ personal accounts; state security systems like customs and border 
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identification, CCTV for crime prevention and surveillance control. All these application 

purposes on verifying identity and data relate to identity. Currently, there is great concern 

about privacy and equality issues in facial recognition technology: not only is personal 

information is collected without users’ knowledge, but faces are unequally verified within a 

normalized standard format. Non-white people and women, for example, are often 

incorrectly identified with this normalized standard format. 

2.3 Threat within facial detection and recognition technology 

This section discusses the issues of applying facial recognition with examples and analysis. 

There are two categories of issues in the following content. 

2.3.1 Power and controlling 

i) Digital revolution opens the door to a new level of state surveillance  

Human freedom and privacy are under threat in this digital revolution. We are in danger of 

losing privacy through the rapid development of technological mass surveillance systems. 

In the 90s, CCTV cameras were implemented to catch and identify criminals. After 30 years, 

CCTV cameras were implemented in towns, shopping malls and leisure venues for security 

with less spatial and temporal limitations (Norris, 2003). CCTV cameras capture visual 

images and videos for facial recognition processes. Then algorithms process, verify and 

compare that data within a mass database. Compared to Face-to-face control in the past, 

machinic vision system performs a normative surveillance control that neglects social 

alternatives and diversity. Shoshana Zuboff (2019) used the term instrumentarian power, 

which is a fusion of instrumentarian and state power. Countries such as China and UK are 
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using CCTV camera to capture faces and verify identities. What they are implementing is a 

new surveillance method to control people’s behaviour. 

In the UK, Closed-circuit television (CCTV), is widely used for video surveillance. CCTV 

cameras were described as a “Friendly Eye in the Sky” by the UK Home Office minister. 

They watch all of the population and look for suspects (Norris, 2003). Norris (2003) 

explained that ‘with the introduction of CCTV, the act of surveillance becomes more 

democratic: all become equally subject to the surveillance gaze – but in reality categorical 

suspicion is intensified’ (p. 256). Especially after the 9/11 attack in 2001, the installation of 

CCTV cameras with biometric surveillance technologies was rapidly increased. In 2015, The 

British Security Industry Association (BSIA) estimated the UK had the largest number of 

CCTV cameras in the world - about 4 to 5.9 million cameras in 2015 (Too many cameras, 

2015). The approximate number of CCTV cameras in London was 627,000 in 2019: there 

was one camera for every 14 Londoners. The number could rise to 1 million while one 

camera for every 11 Londoners in 2025 (Ratcliffe, 2020). 

The New York Times reported that China had nearly 200 million CCTV cameras. In 2020, 

there will be one camera for every two Chinese people. As well as the overall number of 

cameras being increased, cameras are being installed at front doors or inside homes to ensure 

citizens obey self-isolation policies during Covid-19 quarantine (Frias, 2020).   
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According to a CNN survey, China has eight of the world’s ten most surveilled cities in 2020, 

including big cities like Chongqing, Shenzhen, Shanghai and Wuhan. (fig 1) London is the 

only European city in the rank, however it has 50% less cameras than Chongqing: there are 

1 CCTV cameras for every 6 people in Chongqing. One may say the high number of CCTV 

cameras improves the safety of a city. However, the automated identification function in 

cameras draws the public attention to questions of the practical design and the aims of the 

system. Kelly Gates (2011) asks:  

how would information about suspect identities be shared and managed? What 

identities would be included in the database and for how long? What specific 

information about these individuals would be archived? How would that information 

be organized, and how would the accuracy of the information evaluated? (p.84) 

Governments are responsible for the selection criteria of the watchlists in the databases. 

Perhaps unsurprisingly, the conflation of criminal and racial identities is part of the 

normative assumption in algorithms processing. The public should be concerned about the 

accuracy and fairness of CCTV watchlists. Quite rightly, the surveilled fear their personal 

data being used for the purpose of behaviour manipulation. 

Fig. 1 

The ranking of number of 

cameras. (CNN,2020) 
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ii) Human behaviour modification under surveillance capitalism  

In the commercial filed, private companies only commit to their own commercial success 

rather than protecting the privacy and equality in society (Norris, 2003). Scholoar Zuboff 

argued:  

Once private human experience is claimed for the market, it is translated into 

behavioural data for computation and analysis. While some of this data may be applied 

to product or service improvements, the rest is declared a proprietary behavioural 

surplus. […] These operations began with behavioural surplus drawn from online 

browsing, search, and social media behaviour, but they now encompass every 

movement, conversation, facial expression, sound, text, and image […] surveillance 

capitalism feeds on every aspect of every human’s experience. Under this new regime, 

the precise moment at which our needs are met is also the precise moment at which our 

lives are plundered for behavioural data, and all for the sake of others’ gain. (Laidler, 

2019) 

She writes how online platforms collect a user’s personal data and modified data as a source 

to predict their future behaviour. The ideas and practice of data analysis and behaviour 

prediction began with Google’s development of search histories that tremendously collect 

users’ personal experience. Surveillance capitalism has been rampantly pursued by 

Facebook, Microsoft, Amazon and Apple. Consequently, a new power in capitalism has 

taken over to shape and modify human behaviour through biometric media for the sake of 

company profits. In 2018, after the investigation on cases such as Cambridge Analytica, 

there are more voices on digital data protection and equality of epistemology on user’s right. 
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Lawmakers in authorities such as the U.S and European countries are investigating and 

supervising big tech companies using and trading using consumers’ data without them 

knowing. 

 

 

The U.S. House Committee on the Judiciary held an antitrust hearing on 29th July 2020 which 

targeted Google, Apple, Facebook and Amazon, known as the big four (GAFA). In the 

previous decade, the Big four dominated not only user experience, they also monopolized 

the market in controlling user’s behaviour. 

The Big Four developed an advanced application of facial recognition technology. Google 

was using FaceNet and OpenFace for facial recognition, which has 99.63% accuracy 

(Schroff, 2015). The algorithms sort photos and tag people to generate the face features, 

habits, social community and activities of users. Facebook launched the DeepFace program 

that is able to compare faces in different photos with 97.25% accuracy rate in 2014. Amazon 

promoted Ars Technica in 2018 for cloud-based face recognition. It could recognize 

Fig. 2 

CEOs of the big four in antitrust hearing 
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approximately 100 people in an image and match with million faces in the database. Apple 

devices and smart home concept applies facial recognition for identifying users. Apple uses 

the TrueDepth camera to capture and verify identity and apply Face ID programs in hardware 

and software. TrueDepth has a powerful camera that projects over 30000 dots to map faces 

features. Following the development of powerful, high accuracy of facial recognition, 

technological companies kept precious data from users. 

For users, it is a difficult decision to give up services from big technology companies -  the 

services they provide are fast becoming essential. Profit-driven companies, however, still 

struggle to persuade users to trust them. This is a paradoxical situation: users can choose to 

join the community in order to connect with society or to give up the service for privacy 

protection. 

2.3.2 Identity classification and algorithm inequality 

i) Identification and coding 

Official identification systems have changed rapidly since authorities first started using 

biometrics in different departments. In the beginning, authorities assigned official identities 

to citizens as a stable and standardised form of identity. It helped the state with border control, 

social security and criminal control. New identification systems include fingerprinting, 

standardized documents, ID photos, computerized record keeping, and machine-readable 

documents. They produce an exact connection between an individual body and an official 

identity (Gates, 2011). Human body is an identity which can be measured and divided.  

This process of seeing and coding is an algorithm’s visual processing that divides human 

body features and transforms visual images or video into codes for machinic calculation and 
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analysis. Deleuze also suggested every individual is divided into dividual in the society of 

control. The code of face (signifier) and individual face (signified) are not deeply relational. 

Gates (2011) argued that this machinic process of identification ‘destroys what is 

recognizable, social, and relational about the face and turns the face into a phantom’. Thus, 

facial identification in machines is an abstract concept of numeric language that can not be 

understood by humans. 

ii) Algorithmic categorization and standardization cause bias and racist  

Face of different skin colors and genders 

Biometric technology is more ‘in favour’ of whiteness than other races. Computer scientist 

Joy Buolamwini from the Algorithmic Justice League has examined the effect of verification 

among different genders and races. She uses the facial analysis services provided by 

Microsoft; IBM; Face++ to generate Skin Type Comparison for testing the accuracy of 

gender classification. She categorized the experimental group into darker females, darker 

males, lighter females and lighter males and tested the system's gender classification 

performance. Here are six facts distilled from her results (2018, p.9):  

1. All classifiers perform better on male faces than female faces  

2. All classifiers perform better on lighter faces than darker faces  

3. All classifiers perform worst on darker female faces 

4. Microsoft and IBM classifiers perform best on lighter male faces  

5. Face++ classifiers perform best on darker male faces 

6. The maximum difference in error rate between the best and worst classified groups 

is 34:4% 



29 
 

Buolamwini concluded that all classifiers worked best for lighter males and performed the 

worst on classifying darker females. Her study is significant in indicating that algorithm 

unfairness occurs when its accuracy relies on contextual assumptions. Contextual 

assumptions are the product of social assumptions by engineers who design the algorithm 

mechanism.  

Pugliese called this assumption the product of “situated knowledge”, a cultural explanation 

of why lighter skin dominates the presumption of biometric verification. Whiteness or lighter 

skin colour is a normative notion that situates the result of biometrics technology when 

categorising identity. Because whiteness or lighter skin colour has a long history in 

colonizing other cultures, it also dominates social power today. It is the norm that occupies 

the category of ‘the human’ and works being a definer of other races. Whiteness is 

paradoxically existing in the category as part of a race but also as a definer of other races. 

Since the colonial age, whiteness occupied political and economic power; this domination 

extends to biometric technology’s verification of a subject. Machines are programmed to 

categorize a subject based on a situated knowledge with whiteness as a definer. Pugliese 

commented that ‘such intersectional categories as race and ethnicity, gender, age, class and 

(dis)ability are framed as “extrinsic” or “ancillary” to the “primary” identifiers of a subject. 

This socially inscriptive categories always already “intrinsically” mark the bodies of subjects 

who present themselves for biometric processing.’ Because of the history and cultural 

domination, whiteness has a privilege on digital “situated knowledges”. 
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The faces of terrorists and criminals  

Another unfairness of facial algorithm analysis comes from the purpose of the algorithms 

designers, authorities or investors. After the 11/9 attacks in 2001, the U.S. government 

searched for terrorists and terrorist organizations under the guise of state security and the 

prevention of future attacks. Since 2001, technology has been used to seach for terrorists. 

Gates (2011) is deeply concerned about the design of facial recognition for searching the 

‘face of terror’ in her research. She argued that:  

The racist implications of the “face of terror” trope underscored the underlying logic of 

social classification that informed the strategy of deploying new identification 

technologies for “homeland security.” Typologies, the deployment of large-scale, 

database-driven identification systems very much depended on, and promised to 

facilitate, a set of “biopolitical” security strategies that aimed to differentiate the 

population according to racially inflected criteria for determining who belonged and 

who did not, who was entitled to security and who posed a threat to that security.’ (p.21) 

The security strategy changed the way of seeing through the determination of race and facial 

features. For the public, the ‘face of terror’ became a symbol of evil and danger. This strategy 

divided people into groups and classified human behavior according to race and facial 

features - these were matched by a machine. Obviously, it may encouraged bias against a 

minority in the state once the government standardized the identity categories.  
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2.4 Response from society: whose desired ways of life? 

After nearly 20 years of computer technology progress, one has to ask whose desired future 

and whose imaginary future is being fulfilled? What forms of social life and social order is 

being created from the digital revolution? The answer is obvious. The wealthiest people and 

political influencers who own the devices, machines, CCTV Cameras, border control, 

technology companies, networks and database, are politically and financially benefiting 

from biometric technology. Jasanoff (2015) and Vries (2017) applied the concept of 

sociotechnical imaginary in describing a social and technological approach for visual culture 

studies. Sheila Jasanoff (2015) defined sociotechnical as to:   

encode not only visions of what is attainable through science and technology, but also 

of how life ought, or ought not, to be lived; in this respect they express a society’s 

shared understandings of good and evil. It is collectively held, institutionally stabilized, 

and publicly performed visions of desirable futures, animated by shared understandings 

of forms of social life and social order attainable through, and supportive of, advances 

in science and technology. (p.4) 

As Jasanoff mentioned, our desired future accomplishes our desire. Our social order reflects 

our imagination of how a society ought to be, how our life ought to be. Some group of 

people’s desires have been accomplished during these 20 years. They own biometric 

machines, devices, networks and data servers in diverse environments such as airports, 

customs, banks, retail shops and social networks and construct their desired outcomes in 

society through biometric technology. These wealthiest people and political influencers’ 

desired future and imaginary future is being fulfilled by controlling the ways of living 

through the technical support of science and technology. 
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2.4.1 Technology is a double-edged sword 

Rapid technological development is a double-edged sword, bringing both benefits and 

improved quality of life, but also serious issues. Under the digital algorithmic system of 

facial detection – Surveillance capitalism – companies and governments can take our faces 

wherever and whenever we reveal them to devices and apps. Vries & Schinkel (2019) claims 

the digital age comes with an Algorithmic culture that: 

is associated with a police state, with classism and racism, with a dehumanizing 

organism, and with being catalogued like a proprietary object. What evokes anxiety is 

the possibility of powerlessness, the possibility of being exposed, identified, and 

characterized, being surpassed and overpowered by a Technological Other, being 

discriminated against and judged on the basis of numbers according to set standards. 

(p.4) 

However, in the Algorithmic culture, legislation on protecting human rights – such as 

personal ownership of our identity data and personal information – lags far behind the speed 

of algorithm development. The powers behind emerging technologies operate under the 

supposition that they have the right to use everything and to control the behaviour of human 

beings. This situation is alarming hackers, artists, and activists, and forcing them to rethink 

and react to privacy and autonomy concerns about the use of personal data.  

Vries & Schinkel (2019),  in their study on the impact of surveillance technology on society, 

claim that “algorithmic anxiety is a lack of balance between a desire for autonomy, 

singularity and controlled isolation, and a longing sense of belonging and existential 

certainty, and to immerse oneself in a collective” (p.10). Algorithmic anxiety is causing 
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mistrust in the digital world and a fear among users of displaying their actual face on the 

internet and devices. Under the algorithmic normativity of digital surveillance, we are forced 

to accept that the Self, face, and identity become products. These products are exposed to 

and controlled by those in power, causing anxiety and a feeling of constant threat. 

Under surveillance and controlling social systems, masks are an effective way to cover 

identity while fighting against governments. Throughout the past decade social and political 

activists – such as demonstrations that fight for justice and equality – have been wearing 

masks for this reason in New York, Hong Kong, and Canada. Masked demonstrators hide 

their real identity from being captured by police cameras. These activists are not solely 

against surveillance technology. They often make human rights appeals about the equality 

and the autonomous protection of private data from totalitarian governments and capitalism.  

2.4.2 Ways of response  

Computer scientists, artists and activists have reacted to the new surveillance systems with 

their own skills and methods. Scientists develop systems that help people be invisible in 

front of facial detection devices and trigger misinterpretation in facial detection algorithms. 

Artists, designers and activists apply facial detection algorithms, design concepts and 

aesthetic presentation skills in their research. People from the field of visual culture and 

computer science are concerned with the problem of identity transparency and are working 

on providing solutions to the issue. 
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(i) Adversarial Designs  

Recently Intel Labs was working on developing an Artificial Intelligence (AI) Robustness 

against Deception (GARD) program. The program works for defending against deception or 

adversarial attacks. The AI biometric human body recognition test done by Intel Labs shows 

how AI can misclassify and misinterpret pixels and objects; this unexpected interpretation 

leads to the mislabelling of real-world objects that reduces the reliability, safety, and security 

of AI (Korkos, 2020).   

 

 

 

 

 

 

Fig. 3 

Intel Lab’s testing on human detection and comparison. Adversarial images (in the red 

rectangle) distract machines on detecting human figures, and human can successfully be 

‘disappeared” under camera.  
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What is an adversarial attack? Computer science studies discovered machine learning 

generates misclassification or misinterpretation when the input is disruptive:   

several machine learning models, including state-of-the-art neural networks, are 

vulnerable to adversarial examples. That is, these machine learning models misclassify 

examples that are only slightly different from correctly classified examples drawn from 

the data distribution. In many cases, a wide variety of models with different 

architectures trained on different subsets of the training data misclassify the same 

adversarial example. This suggests that adversarial examples expose fundamental blind 

spots in our training algorithms. (Goodfellow, Shlens, & Szegedy, 2015) 

The blind spot causes misclassification. The machine fails to generate the correct category 

because of the adversarial visual input or images. Biometric facial recognition algorithms 

face the same problem under developing machine learning systems.  

In this circumstance, could adversarial attack be the possible solution to escape the 

surveillance machine and unapproved data collection by government and companies? The 

weakness of AI may be a “weapon” for people who are against AI’s reclassification and the 

capitalistic power behind the AI machines. Artist such as Adam Harvey is making use of 

these weaknesses to design products and art pieces in order to protect privacy from being 

eroded by authorities and technology companies.   

(ii) Masks 

Mask wearing in demonstrations simultaneously protects the exposure of identity and 

effectively blocks controlling mechanisms from police and the authorities. In art history, 

masks have been a symbolic tool. For instance, the movement of the Guerrilla Girls which 
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was founded in 1984. These were a group of anonymous feminist artists who acted against 

the domination of white male artists in the field of art. Female artists disguised their face and 

identity with gorilla masks. Thus, masks have recognised symbolic meaning in fighting 

against gender and race inequality in the history of art.  

 

 

Another group of contemporary artists emphasize a different approach from the Guerrilla 

Girls. Artists have to become concerned about the inequality brought by technological 

development. Facelessness through masks is being given a new symbolic meaning. Zach 

Blas is an activist, artist and scholar who studies algorithm equality in the field of cultural 

studies. Since the controversial legislation that governments in Canada, the United States, 

and Hong Kong passed laws banning masks in demonstrations, Blas thinks that the 

‘facelessness and becoming imperceptible’ of activists has become a ‘serious threat to the 

state and to capitalism” (Blas, 2013). But the very thing that caused protestors to wear masks 

was fear of being identified by governments. Blas (2016) claims that: 

acts of escape and opacity are everywhere today! For instance, global masked protest 

from Anonymous and black blocs to Pussy Riot and the Zapatista is a carnivalesque 

Fig.4  

A poster of the Guerrilla Girls in 1984 
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refusal of capture and recognition, an aesthetic tool for collective transformation 

beyond the perceptual registers of informatic and state visibility. (p.3) 

Blas mentioned two iconic activist masks, the Russian Pussy Riot and Guy Fawkes. The 

Russian Pussy Riot is a group of feminists who wear colourful ski masks. They are fighting 

for gender equality and human rights in Russia. Protestors in Canada and the United States 

wear Guy Fawkes masks for hiding their faces and identities during demonstrations. 

Moreover, Hong Kong protesters who fight for protecting freedom and confront new 

governing policies wore a diversity of masks such as Guy Fawkes masks, hand-painted 

masks, paper masks and gas masks in 2019.  

 

 

 

Fig. 5   

Russian Pussy Riot. 
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Fig. 6 

Protestor who wears Guy Fawkes mask in the Occupy wall street. 

Fig. 7 

Protestors in Hong Kong put on a diversity of masks.  
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Protestors who stand in the front lines to combat the authorities’ social and political power 

often wear masks to hide their faces from being recognized by CCTV and cameras. Blas 

argues that biometric facial recognition technologies are designed in favour of the face ‘as a 

mode of governance’ and a standardized form of measure and management. He explains that 

“protest today that stress tactics of escaping forms of recognition-control by abandoning, de 

visualizing, and defacing the face, becoming faceless through masking actions that mutate 

the face into something else entirely’. He asserts that it is not how much protestors threaten 

the government; it is how much the protestors are afraid of being recognized under a biased 

biometric facial recognition system. Therefore, activists hide their identity under masks in 

the first place to prevent being captured by machine and being recognized. Further study on 

Blas’s works and his artistic concepts will be studied in next chapter.  

In Chapter 3 and 4, the paper study on digital surveillance art and present an artistic 

component in response to the impacts by biometric facial recognition mentioned in this 

chapter. Artists such as Blas Zach s, Leo Selvaggio and Adam Harvey are using masks and 

adversarial attack for identity protection from the machine; and I am using ski mask for 

combining my pattern designs that recontextualized from QR-codes. 

 



Chapter 3
Artists responses to facial biometric 
surveillance
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3.1 Digital Surveillance art  

This section studies cases in which contemporary artists and activists develop methods of 

privacy protection from facial detection, and the meaning of their responses in the context 

of art history and in the cultural realm. Artists are working around the transparency and 

opacity of one’s face under this surveillance system. Since artists come from multiple 

backgrounds, they cultivate artistic practice in personal styles and techniques. Nevertheless, 

they share similar concepts and different purposes.  Vries (2017) claims that the main goals 

of artistic imaginaries in a surveillance society is exploring the relation of the Self and the 

face to algorithmic technology. Artists or activists focus on the identification of faces and 

the imbalance of power between the surveillant and the surveilled (p.78). 

Digital surveillance art is a term now being widely used in contemporary art. Brighenti (2009) 

uses the term surveillance art “to address every contemporary artwork that in some way hints 

to or deals with topics, concerns and procedures that fall within the interest of surveillance 

studies” (p.175). He argues that artists and activists respond to surveillance in their work or 

protests, and also use digital technologies in their artistic practices or sociological 

approaches.  

This section explores how artists such as Zach Blas, Leo Selvaggio and Adam Harvey 

emphasize surveillance art. They focus on expressing the right of equality and privacy 

through technology and visual arts. Artists and activists use masks to avoid the exposure of 

the human face and to protect privacy through facial opacity and biometric adversarial 

designs. The essential method they use mainly emphasises blocking the face with masks and 

other objects, and on overloading algorithms with additional information for analysis.  

 



42 
 

3.2 Blocking:  

Vries & Schinkel (2019) suggested that masks are a common way of blocking algorithmic 

face capture and camouflage strategy for overloading information in algorithms (p.4). Both 

methods, blocking and overloading facial data for analysis, create options to stop 

manipulation by the powers behind the machines. Both focus on how a hidden face can be 

used in artistic practice and how the practice reflects concerns about identity problems under 

facial recognition regimes. 

Blocking involves stopping machines and devices being able to collect information from 

human faces. Masks are widely used in public areas to avoid facial capture by machines. A 

mask is an object that covers a third or a half of an individual’s face. The prototypical 

functions of a mask are to protect, to disguise and to transform the wearer’s identity. 

Psychology researcher Mike Copper (1999) defined the effect of protect, disguise and 

transform in mask wearers, that “protection is the physical protection afforded by the mask 

gives the wearer an illusion that he or she is also psychologically protected; disguise is that 

the mask disguises its wearer and thus disinhibits an individual; transformation is the loss of 

what was, and the acquisition of something new such as new identities, subjective feelings, 

personalities, ‘whole psychologies’, ‘voices’, behaviours and metaphysical entities” (p. 28). 

Obviously, masks prevent mask wearers and activists from being recognized.  

This group of artists uses surveillance technologies to make art, and to also subversively 

react to the power behind the technology. What the artists oppose is not the use of technology 

but the power behind the identification of faces and the algorithmic normality. While 

surveillance capitalism is accomplishing its purpose through technology, artists such as Zach 

Blas and Leo Selvaggio are drawing attention to the threat behind technology; disclosing the 
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reality that biometrics turn identification into classified data; and reminding us of our 

epistemological rights. 

(i) Zach Blas 

Zach Blas is a research scholar, artist, educator, and activist from America. He works on 

using masks as protection to avoid facial detection from machines and algorithms. His 

projects aim to study the issues brought by the failure of AI machine assessment on 

distinguishing minority groups such as queer people and different ethnic minorities. Blas’s 

projects respond to the bias and stereotype of using standard classification to identify queer 

people and minority groups. Through his project, he aims to explore the nature of two 

questions in visual culture studies: Is it possible to perceive and classify queer people and 

non-queer people? (Sørensen, 2016, p.171) Should we trust the use of selective technological 

criteria for digital analysis of human race, gender, and sexual orientation by face processing 

algorithms and composite portrait methods?  

Blas explains that Biometric surveillance in the 21st century and the historical physiognomy 

in the 19th-century share common traits. Both capture the human face for identification and 

categorization. Both techniques transform the human face into a standard representation with 

numbers, data, and descriptions. (Sørensen, 2016, p.171). The technological evolution from 

the invention of photography to biometric facial detection demonstrates the rapid 

improvement in technology in the modern world. For example, the emergence of composite 

portraits – photographs combined from multiple people into a single figure – creates a 

reference for criminal analysis on the standard features of criminals. But the concept of 

standardized identification of faces with coding, classification, and grouping unavoidably 

brings with it stereotyping and bias (Sørensen, 2016, p.171).  Blas develops an antithesis to 

http://www.zachblas.info/
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Galton’s composites of criminals and standardizes the identification of faces. He produces 

masks based on the idea of digital collectivization that opposes the ideas of synthetical 

composite portraits. (Morrison, 2019) 

Why using defacement as a response to facial biometric technology?  

Blas suggests an opacity of identification for everyone; no standard classification of people; 

no presumptive grouping of minorities. He uses Martinique thinker Édouard Glissant’s 

aesthetic-ethical philosophy of opacity that “a person has the right to be opaque does not 

concern legislative rights but is rather an ontological position that lets exist as such that 

which is immeasurable, nonidentifiable, and unintelligible in things” (Blas, 2016). He 

applies the concept to an informatic opacity that is understood as a “mutated queerness, 

brought to a global, technical scale, that strives to subvert identification standardization” 

(Blas, 2016, p.3). 

Since capture is the way in which surveillance devices get algorithmically programmed, 

wearing masks offer an individualistic, practical method to hide and disappear from machine 

capture. Blas (2013) uses defacement as a term for escaping biometric facial recognition. 

Defacement evokes the desire to evade facial capture, forced visibility, and categorization. 

His most representative project on defacement and facial opacity is The Facial 

Weaponization Suite and Face Cage.  

Project I: The Facial Weaponization Suite  

Blas uses algorithm software to create different types of 3D masks by scanning the faces of 

minority groups in order to raise the unfair and unequal treatment that these groups face in 

the digital age. Doringer & Felderer (2018) indicate that the Facial Weaponization Suite 
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generates “collective masks” from data scanned in community workshops; it creates masks 

with an aesthetic purpose to oppose the standard presumptions of biometric facial 

recognition and the inequality it brings to minority groups and queer people (p.80). His team 

scanned the face of black people and “gay faces” – supposedly homosexual-appearing faces. 

They layered the 3D scanned data in computer software and made the masks by mold and 

vacuum forming with recycling plastics. His point is that categorical physical markers of 

sexual orientation are both unreliable and unfair to queer and minority groups.  

 

 
Fig. 8 

3D render, Facial Weaponization Suite: Fag Face Mask (2012) 
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Fig. 9-12 

Models in 3D render, Facial Weaponization Suite: Fag Face Mask (2012) 
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Project II: Face cages:  

   

   

  
Fig. 13-21 

Drafts, 3D drawings and mock-ups of the face cages by Blas Zach.  
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His team turns a measure of the biometric diagram into a 3D model—a series of objects that 

use physical manifestations of biometric diagrams that do not fit the human face. This project 

creates in the audiences or masks wearers an uncomfortable feeling that the face cage is 

affecting our body and mental life. Blas emphasizes Shushana Magnet’s descriptions on 

biometrics technology: once people – prisoners of information – put on the face cages, they 

symbolise not only the torture of our physical body, also the lack of privacy behind 

surveillance devices (Doringer & Felderer, 2018). 

(ii) Leo Selvaggio:  

 

 

 

 

Fig. 22 

The plastic face mask made with Leo Selvaggio’s facial features.  
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Leo Selvaggio’s project emphasizes human identity, the meaning of Self, and issues of 

digital privacy. His works start a discussion on what identity is, how we see ourselves, and 

how others or the machines see us. He indicates that: 

Identity is a product of our own internal creation, but it is also created in the perception 

or “eye” of an external other, and this relationship is reciprocal. My identity, “Leo,” 

exists in multiplicity, within the perceptions and memories of several others. Who I am 

is relative. This thinking has led me to pursue the notion that identity is flexible, mutable, 

and ultimately collaborative. (Selvaggio, 2018, p.124) 

 

 

 

Fig. 23 

A woman with black skin put on Leo Selvaggio’s face during the exhibition.  
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Project: URME Surveillance: the relationship between seeing and being seen  

Selvaggio aims to protect the wearer’s identity from identification by facial recognition 

systems with his 3D face mask. He argues that the face is the most recognizable aspect of an 

individual’s identity. Through providing the audience an experience of wearing his “face,” 

he is questioning the meaning of Seeing, being seen, and the Self. While one wears a face 

mask bearing a different skin color, race, gender, or facial features, the person interprets 

his/her identity differently. 

Selvaggio’s project allows the public to put on his 3D plastic printed face mask to avoid 

facial detection. His 3D masks can directly block the collection of information from digital 

devices and give incorrect information to algorithmic systems. His experiment also allows 

the 3D mask user to question their identity while they put on a white male’s face, and to 

think how confusion about identity confuses human consciousness. 

Both these artists use masks as a medium to explore the impact of digital surveillance on our 

identity, privacy and right to opacity under the cameras. They examine how algorithmic 

normativity kills diversity and individuality, things that machines are incapable of 

facilitating. But using masks as a weapon to block the capture of facial data is a passive 

defence strategy rather than an attack on digital surveillance. In order to attack, one has to 

look for the enemy’s weaknesses. And what are the weaknesses of biometric facial detection 

technology? 
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3.3 Overloading and disguise  

When we expose our face, it means our face is being seen and captured by machines that 

generate assumptions. However, when faces are “over-exposed” machines may struggle to 

detect and generate faces effectively and accurately. Recently, artists and activists have 

invented and designed products that overload information and prevent systems from reading 

the correct diagram of faces. These block the collection of information and make the system 

replicate the detection by itself.  

 

 

Fig. 24  

Abbott Thayer’s series of sketch on dazzle camouflage pattern. 
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Instead of fearing algorithms, this group of artists demonstrates another response to the threat 

from technology. They link beauty and the invasion of technology through subversive media 

strategies or by reinventing privacy (Doringer & Felderer, 2018). 

Designers, artists and computer scientists are adapting the concept of camouflage in the field 

of AFR adversarial design. Nowadays, private companies profit from the design of 

camouflage; these prints and patterns are globally printed on fashion design, products, and 

weapons. Traditionally, camouflage was a military disguise that hides someone from being 

seen or recognized. “Father of Camouflage,” Abbott Thayer designed the dazzle and 

disruptive pattern, which was used during WWI. American Professor of art Roy R. Behrens 

(1988) disclosed the how camouflage works:   

there are two kinds of camouflage: blending, in which the figure so closely resembles 

the background that one cannot tell them apart readily, and disruption, in which the 

Fig. 25 

Photograph from the Bureau of Ships Collection in the U.S. National Archives. 
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figure is broken apart by “the employment of strong arbitrary patterns of color [which] 

tend to conceal the wearer by destroying his apparent continuity of surface. (p.293) 

Artist Adam Harvey (2018) agrees that zigzags, spirals, and complex shapes are 

scientifically proven to hide the distinguishing features of military ships; the illusion leads 

enemies to misinterpret. American politician Theodore Roosevelt mentioned that the 

camouflage strategy provided a defensive alternative to fighting and accepted the design in 

the military. In the 21st century, defensive camouflage is once again helping human beings 

to hide, only this time from the face capture by machines in a digital surveillance “War.” 

Adam Harvey refers to the Dazzle camouflage strategy designed by Abbott Thayer in the 

anti-surveillance modern war. 

Face and camouflage 

Adam Harvey is an American Artist whose work emphasizes privacy protection that applies 

to product designs and surface designs. Harvey organized the privacy gift shop in 2013 that 

aimed at anti-surveillance without being anti-law. He effectively linked technology and 

commercial strategy to defence Digital surveillance capitalism. Harvey said that commercial 

sectors and governments are benefitting from collecting data and eroding our privacy. His 

privacy protection products create a digital camouflage that helps people hide their faces and 

privacy from digital surveillance and gain empowerment. 
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Project I: HyperFace 

Vries & Schinkel (2019) described HyperFace as “a kind of camouflage that 

depersonalization by assimilation to space and overturns the principle of being a citizen into 

a being hiding from itself and losing himself in the crowd’’ (p.4).   

 
Fig. 26 the effect on HyperFace during facial detection process. 

 

Fig. 27 HyperFace on fabric print.  
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Fig. 28 HyperFace printed on fabric for face protection  

 
Fig. 29 HyperFace printed Clothes 
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Project: CV Dazzle 

CV Dazzle was firstly introduced in 2010. Harvey (2018) adopted the original concept of 

Dazzle camouflage. Adam applied low-cost colorful hair and makeup styles to confuse 

algorithmic systems and hide the face from being recognized. It is visible to humans but 

hides from facial biometric recognition (p.135). 

 

 

 

 

Fig. 30 

A drafts of facial drawing in the purpose of confusing algorithms.  
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Fig. 31-34 

Adam Harvey’s CV Dazzle in mock-ups  



Chapter 4
Artistic component
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4.1 Deterritorialization and Reterritorialization 

The concept of Deterritorialization and Reterritorialization was firstly introduced in A 

thousand Plateaus by philosopher Gilles Deleuze and psychoanalyst Félix Guattari in 1980.  

They developed a mechanism on deterritorialization, and reterritorialization for 

understanding the structure and process of capitalism and globalization. John Johnston (1999) 

applied the concept of Deterritorialization and Reterritorialization into machinic 

interpretation in his research on machinic vision and interpretation. He claimed that 

Deterritorialization and Reterritorialization is a decoding and recoding process in machines, 

and the process generates new meaning or new codes for machine and algorithms. Morrison 

(2019) argues that biometric technology ‘involves a process of dividing the surface of the 

individual’. She explain that Deterritorialization is a seeing process in which ‘a form of 

visual perception is freed from the person’; reterritorialization is a recoding process that can 

‘recontextualize and express in new form and new meaning’ (p.40). In another word, the 

dividual or human body features such as face, iris, DNA and fingerprints are the ‘territory’ 

that waiting for machinic Deterritorialization (decoding) and Reterritorialization (recoding) 

in biometric surveillance technology.  

Decoding and coding is not only applicable in technology, but also in visual culture and 

contemporary art. This method that machines or computers generate new meanings from the 

body features into new meaning is being used in digital surveillance art simultaneously. In 

Chapter 3, the method that artists Zach Blas, Leo Selvaggio and Adam Harvey had applied 

in their works related to the concept of Deterritorialization (decoding) and 

Reterritorialization (recoding); they created new meanings of face masks or facial 

https://en.wikipedia.org/wiki/F%C3%A9lix_Guattari
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camouflage from original data, codes or objects for covering identity and blocking biometric 

surveillance devices. 

In the field of contemporary art, Coessens, Crispin and Douglas (2009) also linked artistic 

research and Deterritorialization (decoding) and Reterritorialization (recoding) in their study. 

They argued that:  

Art presupposes a reterritorialization of perception, a freeing not only of the thing seen 

but the act of seeing itself from any specific context or purpose; whatever use to which 

we then put art would be a recoding or reterritorialization […] We shall now consider 

the territory of art and look at its often rhizomatic way of moving and expressing itself 

in the broader territorial areas of science, culture and politics. (p. 85)  

They provide a stand that artistic research and machinic perception share the same method 

in Deterritorialization (decoding) and Reterritorialization (recoding). Accordingly, my 

artistic component applies Deterritorialization and Reterritorialization in decoding QR-

codes and recoding new meaning for ski mask surface design. I aim to look for the new 

expression of visual elements for my own artistic practice and for the future studies.  

4.2 De and Re territorialization: a method to my artistic component 

This project is titled De and Re territorialization. It is a new phrase for my artistic component 

that brings with my own visual languages and presents in my own personal style. The 

following chart indicates how I applied De and Re territorialization in this artistic 

component.  

 Aims Tasks 
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Deterritorialization a seeing process that 

when ‘a form of visual 

perception is freed from 

the person’ 

QR-code that generated from texts in 

1984 was decoded and being turned 

into visual elements in dots, lines and 

shapes by adobe illustrator.  

Reterritorialization a recoding process that 

‘recontextualize and 

express in new form and 

new meaning’ 

visual elements in dots, lines and shape 

were recontextualized into new 

patterns for surface design.   

4.2.1 Explanation on using Quick respond (QR) code, 1984 and ski mask in my artistic 

component  

i) Quick respond (QR) code 

fig.35 QR-code generated from 1984 

QR-code was firstly introduced in 1994 by a Japanese designer. It is a machine-readable icon 

that contains data for locating, identifying or tracking that directs to a website, text, message, 

name card and personal data. In the field of algorithms and computer coding, the presentation 

of QR-code is comparatively having more potential for visual creativity than other 

algorithms with groups of symbol or number. Its structure presents a rich visual element for 

decoding and recoding into new visual languages. The QR-Code I use in the artistic 
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component was generated from The QR Code Generator (n.d.). The platform generated three 

texts from George Orwell’s novel 1984 as original sources for decoding and recoding.  

ii) 1984 

1984 was written by George Orwell in 1949. It is a literary prophecy on mass surveillance 

and social domination within society, and it was removed from most of the schools, libraries 

and publications in China (Wu, 2020). 1984 as a classic novel about social surveillance has 

been widely discussed by publishers, educators and activists in Hong Kong after the National 

Security Law was being approved by the Chinese government in 2020. The National 

Security Law was legislated by the People’s Republic of China for criminalizing any kind 

of attempt in ‘separatism, subversion terrorism and foreign inference’. In Hong Kong, 

several organizations and companies are going through a process of self-censorship caused 

by the pressure of the Security Law. Obviously, the Security Law causes fear in the academic 

field and dominates people’s decision making and behaviour (BCC, 2020). In a respond to 

the recent self-censorship phenomenon in Hong Kong, an artistic process is carried out to 

use texts from the 1984 for QR- code generation, decoding QR codes into visual elements 

and recoding visual elements into new pattern for ski masks design.   

iii) ski masks  

 

Fig.36 Supporters of Pussy Riot in 

Warsaw wore ski mask outside the 

Russian embassy in 2012 
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Ski mask is a kind of headgear designed only expose eyes and month for protection from the 

cold. Recently, demonstrators wear ski masks for identity protection from facial recognition 

devices. It became a symbolic meaning for fighting equality and against biometric 

identification. I use ski mask combine with my pattern design and make a connection 

between 1984, surveillance, biometric technology, and identity protection.  

4.2.2 Process in De and Re territorialization (Process 1,2,3)  

Process 1: I selected three pieces of text from 1984 for QR-code generation and for making 

new visual elements.  

Text 001 

“Now I will tell you the answer to my question. It is this. The Party seeks power entirely 

for its own sake. We are not interested in the good of others; we are interested solely in 

power, pure power. What pure power means you will understand presently. We are 

different from the oligarchies of the past in that we know what we are doing. All the 

others, even those who resembled us, were cowards and hypocrites. The German Nazis 

and the Russian Communists came very close to us in their methods, but they never had 

the courage to recognize their own motives. They pretended, perhaps they even 

believed, that they had seized power unwillingly and for a limited time, and that just 

around the corner there lay a paradise where human beings would be free and equal. 

We are not like that. We know that no one ever seizes power with the intention of 

relinquishing it. Power is not a means; it is an end. One does not establish a dictatorship 

in order to safeguard a revolution; one makes the revolution in order to establish the 

dictatorship. The object of persecution is persecution. The object of torture is torture. 

The object of power is power. Now you begin to understand me.” 
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Text 002 

“Big Brother is Watching You.” 

Text 003 

“Freedom is the freedom to say that two plus two make four. If that is granted, all else 

follows.” 
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Process 2: Here are the steps and motif examples that I generated Text 001,002 and 003 into 

new visual elements through Adobe Illustrator.  

Steps Text 001 

A QR-codes generated 

from text 001 

 

Fig 37 Original QR-code 001 

Deterritorialization:  

New visual elements 

decoded from QR-

code 001 

 

Fig. 38 Motif 1 

 

Fig. 39 Motif 2 

 

Fig. 40 Motif 3 
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Reterritorialization: 

Recontextualized into 

new patters 

 

 
Fig. 41 

A pattern created from motif 1 

 
Fig.42 

A pattern created from motif 1 
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Steps Text 002 

A QR-codes generated 

from text 002 

 

 

Fig 43 Original QR-code 002 

Deterritorialization:  

New visual elements 

decoded from  

QR-code 002 
 

Fig 44 Motif 4 

 

Fig. 45 Motif 5 

 

Fig. 46 Motif 6 
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Reterritorialization: 

Recontextualized into 

new patters 

 

 

Fig. 47 

A pattern created from motif 3 

 

Fig. 48 

A pattern created from motif 6 
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Reterritorialization: 

Recontextualized into 

new patters 

 

 

 
Fig. 49 

 A pattern created from motif 4 

 
Fig. 50 

A pattern created from motif 4 
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Steps Text 003 

A QR-codes generated 

from text 003 

 

 

Fig 51 Original QR-code 003 

Deterritorialization:  

New visual elements 

decoded from QR-

code 003 

 

Fig. 52 Motif 7 

 

Fig. 53 Motif 8 

 

Fig. 54 Motif 9 

 
Fig.55 Motif 10 
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Reterritorialization: 

Recontextualized into 

new patters 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig. 56-57  

Patterns created from motif 9 in different scales 
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Reterritorialization: 

Recontextualized into 

new patters 

 

 

 

Fig. 58-59 

Patterns created from motif 9 in different scales 
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Reterritorialization: 

Recontextualized into 

new patters 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 
Fig. 60-61 

Patterns created from motif 10 in different scales 
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Reterritorialization: 

Recontextualized into 

new patters 

 

 

Fig. 62 

A pattern created from motif 10 

Layers combination: 

Recontextualized into 

new patters 

 

 

 

 

 

 

 

Fig. 63 

Layers combination from motif 7-10 
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Layers combination: 

Recontextualized into 

new patters 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 64 

Layers combination from motif 7-10 

 

Fig. 65 

Layers combination from motif 7-10 
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Layers combination: 

Recontextualized into 

new patters 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 66 

Layers combination from motif 7-10 

 

Fig. 67 

Layers combination from motif 7-10 
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Layers combination: 

Recontextualized into 

new patters 

 

 

 

 

Fig. 68 

Layers combination from motif 7-10 

 

Fig. 69 

Layers combination in colours from motif 7-10  
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Process 3: Ski masks mock up 

The mock-up design uses Ski masks because they have symbolic meaning in protests. It works 

well on blocking facial features and expressions. Thus, patterns from part II are being applied 

to ski masks. Below are the mock-ups for the designs. The mock-up design can be used in the 

field of textile and graphic design.  

Mask 1 

 
Fig. 70 

Ski face mask mock-up template 
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Fig. 71 

Ski face mask mock-up with patterns 

recoded from QR-code 002 
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Fig. 72-75 

Ski face mask mock-up with patterns recoded 

from QR-code 002 
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Mask 2 

 

 

 Fig. 76 

Ski face mask mock-up template  
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Fig. 77 

Ski face mask mock-up with patterns 

recoded from QR-code 002 
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Fig. 78-81 

Ski face mask mock-up with patterns recoded from QR-code 002 
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Mask 3 

 
Fig. 82 

Ski face mask mock-up with patterns recoded from QR-code 003 
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Fig. 83 

Ski face mask mock-up with patterns recoded from QR-code 003 
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Fig. 84-87 

Ski face mask mock-up with patterns recoded from QR-code 003 
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Mask 4 
 

 

 
Fig. 88 

Ski face mask mock-up template 
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Fig. 89 

Ski face mask mock-up with patterns recoded from QR-code 003 
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Fig. 90-93 

Ski face mask mock-up with patterns recoded from QR-code 003 
 



Epilogue



91 
 

Epilogue  

 

 
Fig. 94  Liberty Leading the People by Eugène Delacroix, 1830, oil on canvas 

 

 Fig. 95 A new version of Liberty Leading the People, 2020, digital illustration on painting 

https://en.wikipedia.org/wiki/Eug%C3%A8ne_Delacroix
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Fig. 95 presents a tongue-in-cheek visual experiment: applying masks to a classical painting 

using illustration from my artistic component. It’s hard to say if Eugène Delacroix would be 

taken with this new idea of Liberty leading the people if he lived in the contemporary era. . 

Nevertheless, the daydream leads us to rethink the connection between contemporary protest, 

art history and surveillance. I want to make connections between protest in the 21st century 

and the idealistic vision of liberty in the 19th century through linking of art history, painting 

and ski mask design. By destroying the original meaning in the painting with new 

illustrations, I raise the question of how the face in social movements changes in different 

social contexts, and explore how my artistic component on pattern design contributes to the 

discussion of contemporary protest, at history and surveillance. Further studies on this topic 

are greatly anticipated. 

 

 

 

 

 

 

 

 

 

https://en.wikipedia.org/wiki/Eug%C3%A8ne_Delacroix
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The end  
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